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Web Application Architecture can be of various types. Web applications have been developed
on the basis of improvement and complication of web-node functions. Web application extends
functions of a web-node by making it possible for its clients to use business logic and hence to modify
the data on the server. This definition of web applications specifies that it consists of at least three
important architectural components: a client browser, a web server, and an applications server.

Often a web application also uses a database server. A more rigorous definition of a web
application can be as follows: a client/server software system, comprising of at least the following
architectural components: HTML/XML browser on one or more client computers, communicating
with the web server through the HTTP protocol, and the applications server which manages the
business logic.

To detect vulnerabilities in web applications, there are many methods, such as the penetration
testing method, the source code analysis of the application. The penetration testing'method is the most
accessible, since it only requires access to the web application. And such access is available to all
users, if the application is accessible from the Internet.

These methods include the following steps: passive information gathering; definition of the
web environment and platform; port scanning / collection of service banners; automatic scanning;
definition of «weak points» of the resource; manual analysis; collection and analysis of information
received; analysis of attack vectors; confirmation of received vectors; compilation of a report.

To implement the software solution, the Python programming language was chosen. This
choice is conditioned by the fact that all operating systems support this language and there are a great
number of libraries to use. The software solution involves the library for the work with networks and
sub networks of IPv4 (netaddr) protocol, the library for the processing of HTML-markup which helps
to extract data (bs4), and the library for asynchronous processing of web-services (gevent), which
helps to speed up the software performance through the concurrent execution of commands not
sequential.

The program complex functions on following algorithm. On a program input the information
on a target network moves. These data can be presented in the form of the domain of the second level,
a network of IPv4 addresses, the list of domains of the third level, the list of IPv4 addresses.
Depending on the data submitted on_an input the file networkscanner forms the list of not repeating
addresses. The list is transferred to a file portscanner.py which on an exit returns data about open ports
and the office information on network sites and transfers these given to a file report.py. The file
report.py processes the received results and deduces to their user.
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B Hactosimee Bpemsi oHON M3 HamOoJiee aKTYaIbHBIX Yrpo3 B 00NacTH MH()OPMAMOHHON
0e30MacHOCTH SIBIISIETCSl yTeUKa KOH(UIESHIMANBHBIX JaHHBIX OT HECAaHKIIMOHMPOBAHHBIX JIEHCTBUI
corpyaHuKOB. COrIacHO WCCIIeIOBaHMAM 3a MPONUIBIA ron, B Oonee dem 80 % cimydyaeB yTedka
nHGOpPMAITMN B KOMITAHUSAX MPOUCXOAWJIA MO BUHE (WM HEOCTOPOXKHOCTH) MMEHHO BHYTPEHHETO
Hapymuteis. Takum o0pa3om, DLP TeXHOIOTHN CTaHOBATCS HEOTHEMIIEMOU M 00s3aTETLHON YacThIO
KOPHOPATHUBHBIX CHCTEM UH(OPMAIIMOHHON 0€30MaCHOCTH, CYIIECTBEHHO TOBBINIASI YPOBEHb 3aIUTHI
KOH(QUACHIIMAIBHBIX JaHHBIX. JTO OOYCJIOBIEHO €Ie W TeM, YTO OOJbIlas YacTh TPaTUIIMOHHBIX
CPEJICTB 3alllMThl, TAKUX KaK aHTUBUPYCHI, MEKCETEBbIC AKPaHbl M CHCTEMbl ayTeHTH()HKAIMK HE
CIOCOOHBI 00ecnieunTh YPPEKTHBHYIO 3alIUTy OT BHYTPEHHHUX HAPYIIUTEIEH.

OpauM U3 HamOoJiee TEPCIEKTUBHBIX BapuaHTOB pacmupenus (yHkiuonana DLP cucrem
spisiercss uaTerpanus ¢ SIEM texHonoruedt. B cuM0n03e cHCTeMbl B3aUMHO JIOTIONHSIOT JAPYT JApPYyTa.
Kommonentsl DLP-crcTeMBI OCYIIIECTBIIAIOT MOUCK U KiIacCH(DUKALIMIO 3alIuinaeMoi nHGOpMAIUH 110
ycTaHOBJICHHBIM KpuTepusaM. A SIEM  ¢Qopmupyer «emuHoe OKHO» [UIS  aJIMHHHUCTPATOpa
0e30MacHOCTH, B KOTOPOM CBOJSTCS JaHHBIE O BBISBICHHBIX (paiiax, MOJUIekKAIIUX 3allluTe,
TIOITBITKAX JIOCTYIA K HAM, a TAaKKe KOPPEIUPyeTCs TEXHOJIOrHIeckass HHPOpMAIHs, TOCTYaromas OT
OC, CYB/I, cereBoro 060pya0BaHUs U APYTUX UCTOTHUKOB, (DOPMHUPYS IMOTHYIO KAPTUHY COCTOSHHS
WHGOPMAITMOHHOM 0€30MMaCHOCTH B OPTaHU3AIINY.
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