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LIST OF ABBREVIATIONS

FOCL - fiber-optic communication line

APD - avalanche photo detector

MM OF - multimode optical fiber

OF - optical fiber

DTR - data transmission rate

PC - photon counter

CWDM - wavelength division multiplexing technology with sparse wavelength
division

DCF - quartz optical fiber

DWDM - wavelength division multiplexing technology packed

EDF - quartz optical fiber, erbium-doped

EDFA - Erbium optical amplifiers

HDWDM - the highly wavelength division multiplexing technology

NDF - silica fiber doped with neodymium

NDFA - Neodymium optical amplifiers

OTN - technology of optical transport networks

PCF - photonic crystal fiber PDH - plesiochronous digital hierarchy technology
PMF - optical fiber, preserving the polarization state

SDH / SONET - Synchronous Digital Hierarchy technology



INTRODUCTION

The development of modern telecommunication systems is based on the use
of an optical signal band having a large information capacity [1, 2]. The most
important requirement for such systems is to ensure the secrecy and confidentiality of
transmitted information, which provides the full cycle of organizational and technical
measures for comprehensive information security fiber-optic communication lines
(FOCL), including methods of cryptography. One of the methods of detecting
unauthorized access to information transmitted on such communication links,is a
reduction in power of the optical signal to tens of photons per one bit of information.
This is due to the fact that if the information transfer is performed weak optical pulses
comprising not thousands of photons and single photons, any attempt at interception
will be discovered [3-5]. Fiber-optic communication system in which to encode each
character uses the binary state of a photon,is called quantum cryptography. Modern
guantum cryptographic communications systems have a low data transfer rate, which
according to [3, 6, 7], is not more than 50 kbit / s. Low speed of transmission of
information (TOI) is largely limited to the characteristics of the receiving unit a
communication system [4]. As a receiver module quantum cryptographic systems
used photon counter (PC) based on avalanche photodetector (FOCL) [3]. To improve
channels of communication SPI their optimization is performed using the
mathematical models of communication channels [8-10], but to date there are no
mathematical models channel fiber-optic communications to assess the SPI
communications channel-in view of presence of unauthorized access. In this regard,
the aim of this work was to develop a mathematical model of tamper-proof fiber-
optic connection.

To achieve this goal the analysis of threats to information security of data
transmission over fiber-optic lines, the basic methods and systems for detecting
unauthorized access to the transmission of information via fiber optic link, a method
for determining the dead time of FOCL in the photon counting mode, the
mathematical Model of communication channel in which data is transmitted using
Individual photons with different polarization, and an expression for calculating the
bandwidth of the optical fiber, and the likelihood of depolarization and absorption,
performed experimental studies the impact of information leakage channel created by
forming Macrobend optical fiber, the probability of loss of the optical signal in the
presence of various diameters macrobend and transfer the most common in the art of
fiber-optical communication wavelength of the optical radiation.



As the object of the investigation photon counter was used,
built on a silicon FOCL.The subject of the research was to
determine the impact of Macrobend diameter of an optical fiber
produced by the formation of protected from unauthorized access
fiber optic communication channel bandwidth of the communication
channel



GENERAL DESCRIPTION OF WORK

The goals and tasks of the research

The aim of this thesis is to develop a mathematical model protected from
unauthorized access to fiber-optic connection.
To achieve this goal it took to solve the following interrelated problems:

1. Analyze the threats to information security of data transmission over fiber-optic
lines and to define the basic methods and systems for intrusion detection in information
transmission through fiber optic link.

2. On the basis of the implementation review of known methods of measuring the
dead time of FOCL for registration of optical radiation in the photon counting mode to
offer a method for determining the dead time of FOCL in this mode, which simplifies
existing processes by eliminating an external light source of the measuring process and
enhances the way active extinction.

3. Get the expression for calculating the dead time of FOCL operating in the
photon counting mode and the inclusion of the passive damping circuit avalanche.

4. Develop a mathematical model of a communication channel in which data is
transmitted using individual photons with different polarization, and an expression for
calculating the bandwidth of the optical fiber, the likelihood of depolarization and the
radiation absorption.

5. The effect of the channel leakage of information created by forming Macrobend
optical fiber, the probability of loss of the optical signal in the presence of various
diameters macrobend and transfer the most common in the art of fiber-optical
communication wavelength of the optical radiation.

As the object of the investigation a photon counter was used, built on a silicon FOCL.

The subject of the research was to determine the impact of Macrobend diameter of an
optical fiber produced by the formation protected from unauthorized access fiber optic
communication  channel  bandwidth of the  communication  channel.
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CHAPTER 1
FIBER-OPTIC COMMUNICATION SYSTEMS FOR PRIVATE
DATA TRANSMISSION

1.1 Analysis of the threats to information security of data transmission
over fiber-optic lines

In the development of systems of fiber-optic communication it's quite important to
ensure their information security. To do this, you need to install the main types of
threats that can occur when transmitting data over fiber optic links.

In works [11-14] the basic kinds of threats to information security of data
transmission over fiber optic links are discussed, which are usually classified as well as
security threats and automated information processing systems [15-19], - the impact on
the target. Thus, we can identify threatened breach of confidentiality, authenticity and
integrity of information transmitted over fiber optic links.

Violation of privacy of information transmitted via fiber optic links, may be due to
unauthorized access to optical fibers when using special funds of the optical power
output.

Violation of reliability of the transmitted information is most often in
communication networks constructed based on optical fibers, for example in passive
optical fiber networks PON, the implementation of which is defined in the [20-29] with
high-speed versions of [23-29]. At the same violation of the reliability of the
transmitted information occurs when an unauthorized user sends a PON network of
information on behalf of the authorized user. Table 1.1 shows the comparative analysis
of the basic characteristics of network PON. As can be seen from Table 1.1, the
protection of information on a possible violation of its accuracy is provided for
networks PON, built on the basis of technologies APON (BPON) and GPON. It uses
the principles of cryptographic protection of information, which are sufficiently
detailed in [17-19].

Cryptography is a set of methods for data transformation, aimed at making the data
useless to the unauthorized user [17-19].



Table 1.1 - Comparative information of technologies APON, EPON and GPON

Characteristics Technology of building a network PON
APON (BPON) EPON GPON
The data rate forward / 155/155;
. ' 1244/155,622,1244
reverse flow Mbit /s 622/155; 1000/1000 24881622, 12442488
622/622
Base protocol ATM Ethernet SDH
|Line Code NRZ 8B/10B NRZ
The maximum radius of the network, 20 20+30 20
The maximum number of subscriber
units on one optical fiber 32 16 64+128
The wavelengths of the forward / 1550/1310; 1550/1310; 1550/1310;
reverse flow, Nm 1480/1310 1310/1310 1480/1310
data protection Public-key Public-key
encryption No encryption
Reservation Yes No Yes

Such transformations allow to solve two major problems of data protection: privacy
concerns (by denying unauthorized user the possibility to extract information from the
communication channel) and the issue of integrity (by denying unauthorized user the
possibility to change the message so that its meaning is changed, or enter false
information in the link) .

Asymmetric cryptosystem, also called public-key cryptosystem is used in networks
PON (see Table 1.1), involves the use of two keys. The first key is open and can be
published for use by all users on the network, which encrypts the data. Decrypting data
using a public key is impossible. To decrypt the data recipient of encrypted data use a
second key, which. is secret. A decryption of a key can not be determined from the
encryption key.

The generalized scheme of asymmetric public key cryptosystems is shown in Figure
1.1[19].
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Ks— The sender's A public key; kg— The recipient's B private key;

C — cryptogram; Ep— encryption algorithm; Dg— decryption algorithm
Figure 1.1 - Generalized scheme of asymmetric cryptosystem

The cryptosystem shown in Figure 1.1 can use two different keys: the public
key KB of the sender A and a secret key kB of the recipient B.

It's useful to have key generator at the receiver in order not to send the secret
key kB over an insecure channel. Key values of KB and kB depend on the initial state
of the generator key.

Disclosure of the secret key kB with the help of the known public key of KB
should be computationally impossible task.

Characteristic features of asymmetric cryptosystems are as follows:

1. The public key KB and a cryptogram C may be sent over insecure
channels, i.e.,the enemy knows KB and C (see Figure 1.1).

2. Algorithms for encryption and decryption

(0.1)

are open.

Thus, the protection of information in an asymmetric cryptosystem is based
on secret key kB.

An important requirement is to ensure the authenticity of the sender of the
message. This is achieved by the mutual authentication information exchange of
participants. Procedures for user identification and authentication can be based not
only on the secret information possessed by the user (password, secret key, a personal
identifier etc.). In recent years, increasingly common biometric identification and
authentication of the user, allowing confidently identify potential user by measuring



physiological parameters and characteristics of the person, especially his behavior
[15-19]. The main advantages of biometric methods of user identification and
authentication, as compared to traditional, are a high degree of reliability of biometric
identification features because of their uniqueness, the inseparability of biometric
features of a capable person and the difficulty of falsification of biometric features.
As biometric traits that may be used to identify the potential user may perform pattern
of the iris and the retina, fingerprints, geometry hand shape, form and dimensions,
particulars of voice biomechanical characteristics of the handwritten signature, the
biomechanical characteristics of the "keyboard handwriting." When registering, the
user must demonstrate one or more times its typical biometric features. These
symptoms (known as the original) are registered by the system as a controlling
"Image" of a legitimate user. This way the user is stored electronically and is used to
check the identity of everyone who pretends to be the appropriate legal user.
Depending on the match or mismatch presented together with signs registered in the
reference image the one who showed them is recognized their legitimate user (in
coincidence) or not (a mismatch) [15-19].

The main advantage of public-key cryptosystems is their potentially high security:
there is no need to transfer or to report someone else the values of secret keys, not to
make sure in their authenticity. However algorithms underlying into the cryptosystems
with public-key have two major drawbacks. Firstly, the generation of new secret and
public key based on the new generation of large prime numbers and primality testing
takes a lot of CPU time. Secondly, this procedure is used to encrypt and decrypt the
related exponentiation multivalued number, rather cumbersome.

Violation of the integrity of information is its unauthorized modification or
removal, which are more susceptible to a system where data is stored [13]. However,
this kind of information security threats takes place during data transmission on the
fiber optic link, as an unauthorized user from intercepting information optical fibers
may change it as entering again into the optical fiber, and remove.

The theoretical possibility of breaches of confidentiality, authenticity and integrity
of the information, in addition to the above networks PON, exists for networks built on
the basis of other techniques, which as a transmission medium using optical fibers.
These technologies may include those described in [30-32] technology plesiochronous
digital hierarchy (Plesiochronous Digital Hierarchy, PDH), Synchronous Digital
Hierarchy (Synchronous Digital Hierarchy, SDH / SONET), wavelength division
multiplexing with sparse wavelength division (Coarse Wavelength Division
Multiplexing, CWDM ) compacted wavelength division multiplexing (Dense Wave
Division Multiplexing, DWDM), the highly wavelength division multiplexing (High-
Dense Wave Division Multiplexing, HDWDM), as well as the technology of optical
transport networks (Optical Transport Network, OTN), which determines how the data
from the wave channel DWDM.

It should be noted that for the above techniques can be used various types of optical
fibers (OB), which are basically classified according to the number of traveling waves
or modes (multi-mode and single-mode), the profile of the refractive index of the core



RH (stepwise, parabolic / gradient and special) type characteristics dispersion
parameter D (standard s-shifted / zero-dispersion non-zero dispersion shifted, with zero
water peak), sign D (OM with positive and negative sign D). In addition to these
options, there are also special features peculiar only to certain types of agents and
defined in the core areas of their practical application [1, 2, 4, 20-29], which can be

seen from Table 1.2.



Table 1.2 - The main kinds of special types of OM

Type OM

The practical application

Quartz OB DCF

Creating a dispersion compensation module for DCM

Quartz RH doped with erbium (Erbium-
Dopped Fiber, EDF)

Erbium optical amplifiers

Quartz RH doped with neodymium
(Neodim-Dopped Fiber, NDF)

type EDFA (Erbium-Dopped Fiber Amplifier)

Fused fiber Bragg with a large (300 + 800
micron) core diameter

Neodymium optical amplifiers (Neodim-Dopped Fiber Amplifier,
NDFA)

Quartz OB UV spectrum

Making light streams high brightness and power used in various
dimensions and for transporting the laser beams

Fiber, preserving the state of polarization
(Polarization Maintaining Fiber, PMF)

It is used in the range of 190 + 250 nm for various applications
(has a much greater chemical stability and mechanical strength, in
comparison with othertypes of OS)

Photonic crystal OB (Photonic Crystal Fiber,
PCF)

Applied quantum cryptographic systems, transmission of
confidential information, as well as the creation of different types
of fiber sensors

Classes multimode (MM) explained OB tables 1.3 and 1.4 [33].

Table 1.3 - Classes of MM OB

[Materials core / shell

The diameters of the core / shell microns

class
class A1 (glass / glass 50/125, 62.5 /125, 85/125 and 100/140
class A2 [glass / glass 200/240
class A3 [glass / plastics 200/280
class A4 |plastic / plastic 980/1000

Table 1.4 - Categories of MM OB

. The total attenuation value of all components of the longest
The maximum side. dB
Category transmission - . - .
. single-mode multimode action
distance, km

A=1310um | A=1550 um /.= 850 um A =1310 um

OF 300 0,3 -1,80 -1,80 -2,55 -1,95

OF 500 0,5 -2,00 -2,00 -3,25 -2,25

OF 2000 2,0 -3,50 -3,50 -8,50 -4,50

Note: multimode attenuation is given for 1 communication channel.

As shown in Tables 1.3 and 1.4 MM OB are mainly classified by the core

refractive index profile (stepwise,

PAR) and depending on the material of OB and its

structural features (classes Al + A4). However, OM OB are mainly classified by core
refractive index profile (stepwise, with a profile of a special type), the type of

characteristic dispersion paramete

r D (standard s shift of zero dispersion, OB with




clipping offset, non-zero dispersion-shifted RH with nonzero dispersion broadband,
insensitive to bending loss of OB) [33, 34].

In order to implement one of the above types of threats to information
security of data transmission over fiber optic links, as noted above, an unauthorized
user organizes the channel leakage of information, for which in the fiber-optic line a
device of unauthorized connections can be integrated [11, 35, 36] . For unauthorized
connection to the fiber optic link at the beginning it's better to break the optical fiber,
the installation of unauthorized devices to connect and then connect optical fibers by
mechanical connection by means of optical couplers / connectors, by a welded
(thermal) connection or by adhesive bonding. RH Connection using mechanical
connectors allows you to quickly (within minutes) provide a single-mode or
multimode dock OB, but low in absolute value interface return loss limit the
application of this method for high-speed fiber optic link. Method of welded
(thermal) compound is currently the most used during the construction and
installation work on the installer, because the parameters of interface are close to the
most stringent requirements on the amount of insertion and return loss and the
mechanical strength of the joint. The method of adhesive bonding practice in the
construction and operation of fiber-optic line is rarely used. This is due to the fact that
nowadays there are no established adhesive formulations suitable for short time to
provide a rigid fixation of OB connector design. So used adhesives based on epoxy
compounds, have a good optical performance, durability and the polymerization of
2 + 24 hours. When moisture in the field bonding the process slows down even more.
In this regard, the most common method nowadays is the method based on compound
RH welding. However, to detect unauthorized access, implemented by retraction of
the optical power with breaking the fiber-optic is quite simple, so to hide this access
abduction of optical power can be carried out without breaking the fiber-optic [35-
38].

Abduction of optical power without rupture of fiber optic links may be based on the
change in the angle of total internal reflection at the mechanical exposure (macrobend,
torsion, tension, etc.), to change the attitude of refractive indices under the influence of
acoustic and electromagnetic fields, as well as the method of optical tunneling, in
which the output of optical radiation outside the main optical fiber is carried out by
means of another optical fiber having a higher coefficient refractive index than the
main [11, 13, 14, 36]. Optical method of tunneling is the most dangerous, since it is not
making a reverse scattered and reflected radiation (that's why it is difficult to detect)
and allows you to adjust the power leakage [14].

It is also important to note that in addition to the above, there are other kinds of
information security threats of fiber-optic communications systems, for example, the
threat of malfunction or accessibility [13]. However, as a rule, the implementation of
such threats is detected quickly enough by legitimate users.



CONCLUSION

On the basis of applying analytical review of the literature, the main types of
threats to information security of data transmission over fiber optic links were set.
Breach of confidentiality, authenticity and integrity of information transmitted over
fiber optic links, may be due to unauthorized access to optical fibers when using
special funds of the optical power output. Such threats have a place for
communication systems and networks built on the basis of technology PDH, SDH /
SONET, CWDM, DWDM, HDWDM, OTN and PON.

It was found that the cryptographic methods of information protection help to
ensure confidentiality and integrity of the transmitted information. This public-key
encryption, used in passive optical fiber network provides a high enough security, but
it requires the formation of new private and public keys to generate new large prime
numbers and primality testing takes a long duration of the CPU time. Furthermore,
the procedures, used to encrypt and decrypt the related exponentiation multivalued
number are rather cumbersome.

The main ways to detect unauthorized access to the transmission of
information on the installer, based on the measurement of optical power level, the
spectrum of the optical signal, and the level of the reflected optical power were
determined. For implementation of these methods unauthorized user arranges channel
information leakage or due to the rupture of the optical fiber with its subsequent
reduction, without any discontinuity. Leading optical power without breaking the
fiber optic links can be based on the angle of total internal reflection at mechanical
influence (bending, torsion, tension, etc.), on changing the attitude of refractive
indices under the influence of an acoustic or electromagnetic fields and optical
tunneling method; the last is the most dangerous since it does not introduce
backscattered and reflected radiation, so it is difficult to detect.

The systems that detect unauthorized access when transmitting information over a
fiber-optic communication lines, based on the measurement of the level of the reflected
optical power and using information and control signals were considered. Systems that
detect unauthorized user in the fiber optic data transmission in automatic mode, in
comparison with others, are more preferred, because they provide better information
security through continuous testing of fiber optic links.
A mathematical model of a communication channel in which data is transmitted using
individual photons with different polarization, and an expression for calculating the
bandwidth of the optical fiber, the likelihood of depolarization and the radiation
absorption was built.



An experimental device for transmitting and receiving information, the creation and
detection of information leakage from fiber-optic link by Macrobend agents was
suggested. The investigations have shown that the probability of loss of the optical
signal increases with decreasing the diameter of Macrobend OB for all the studied
wavelength of the optical radiation. Moreover, for a given diameter of Macrobend
probability of loss of the optical signal is higher, the longer the wavelength of the
optical radiation. The lowest probability of loss of the optical signal was observed at a
wavelength of 850 nm, which is closest to the maximum sensitivity of silicon APD.
The possibility of the use of silicon avalanche photodetectors in the photon counting
mode for systems transmitting confidential information macrobends detecting optical
fiber was shown. The experimental dependence of the probability of loss of the optical
signal of the diameter of Macrobend optical fiber allowed to justify such systems a
choice of two wavelengths of optical radiation transmitted through a single optical
fiber: A1 = 1625 nm for the transmission of high-power clock and control macrobend
optical fiber and A2 = 850 nm for transmission the data by weak optical signals.

A method for determination of the dead time of the detector running in single photon
counting mode, and the device implements it was created. This method simplifies the
measurement of the dead time of APD in the mode of operation by eliminating an
external light source of the measuring process and to extend the capabilities of the
active quenching method.
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