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stole about 160 million credit cards and caused $ 300 million damage. Another well-known hacker, Alberto 
Gonzalez, pointed out Drinkman's trail to the US intelligent services, and due to Vladimir, they learned 
about Smilyanets [1]. 

The arrest of the cybercriminals duo was quite unusual: the FBI was preparing an operation to 
capture the largest gang of carders in history for two years. To do this, the special services created a 
website for scammers in the Darknet, where users from all over the world could anonymously share tips on 
credit card fraud. This platform recorded all the information that   entered by visitors, and after collecting 
enough evidence, on June 26, 2012, the FBI conducted a large-scale operation to detain carders around 
the world.  

 Despite the detentions, on June 27, Dmitry Smilyanets published his photo with the inscription  
"I Amsterdam" (located on the territory of the airport of the capital of the Netherlands) in social networks. 
American intelligence agencies immediately contacted the Dutch, and Smilyanets was detained. A few 
hours later, the police found Vladimir Drinkman in one of the rooms of a nearby hotel. 

But how were the responsibilities distributed in a group organized by rogue friends? Drinkman and 
several other Russian hackers were known to have stolen bank card information by hacking online stores, 
and Smilyanets profited from this information by selling it to smaller organizations, which, in turn, continued 
the chain by collaborating with individual carders. The system was so fine-tuned that Dmitry's regular 
customers even had discounts, and, as the secret service investigator D. Repper says, Dmitry Smilyanets 
at some point accounted for more than 50% of the turnover of stolen payment card details on our entire 
planet [2]. 

Initially, Smilyanets and Drinkman faced 25 and 35 years in prison respectively, but in 2015, both 
pleaded guilty, and Dmitry even went to cooperate with the FBI. The sentencing was constantly postponed, 
and only in 2018, everything became known: Smilyanets was sentenced to 4.5 years, and Drinkman – to 
12 years. By that time the accomplices had already spent almost 6 years in prison, Dmitry Smilyanets was 
released in the courtroom [1].  

Now Smilyanets is officially listed as an information security expert in the United States and 
intensively pays off a debt of $ 300 million. Vladimir Drinkman continues to serve his sentence. 

Unfortunately, there is quite a number of cases of Internet fraud, and in order not to become a 
victim of such an incident, let us specify a few security rules one should follow while working on the network:  

1. Organizations that have access to your data must be reliable. Therefore, choose only those 
companies that have an excellent reputation and are constantly developing in this area. 

2. Enter your data only on official secure sites. Often scammers counterfeit them, so you need to 
carefully monitor the sites addresses, in particular, the domain. 

3. If you receive a call from a person who introduces himself as a bank employee and asks you to 
perform some actions -- end the call and make a call back to the number that you will find on the official 
website of your bank. 
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“Smart cities” is one of the most popular topics to research nowadays. With the development of 
technology it’s been becoming more and more obvious that technology and our future are closely linked. 
Not only is this idea being actively discussed but also some cities have become possible contenders for 
being called the first smart city in the world. 

This leads to a question: “What is a smart city?” According to Wikipedia, “a smart city is an urban 
area that uses different types of electronic methods and sensors to collect data. Insights gained from those 
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data are used to manage assets, resources and services efficiently” [1]. In other words, a smart city is a 
living organism that is able to adapt and develop. It has its own organs of perception which provide it with 
sufficient data to adapt and to adjust some aspects of its life so as to provide higher efficiency. These 
organs are sensors, cameras, detectors. They are used to provide the organism with data exactly like eyes 
provide us with images of what happens around us. The data is then processed and transformed into 
information that is used to adjust, for instance, the length of traffic lights. 

In addition, this information can not only be used by special services but also by a wide range of 
services including medical services, city-planning services, maintenance services, et cetera. Just imagine 
that there’s a real-time monitoring aimed at searching for people in need of help and once a citizen is having 
a heart attack an ambulance is already on its way. 

By analyzing articles about smart cities, future projects and concepts we’ve come up with a list of 
aspects of a city life that will possibly change once there are smart cities in existence. The list includes: 

efficiency of operation; 
economic aspects; 
influence on the environment; 
safety and security; 
privacy. 
First of all, once there’s sufficient information about how a city “lives”, there’s a wide range of 

measures that can be taken in order to enhance the efficiency of a city’s life. This includes better traffic 
solutions, infrastructure enhancements and the detection of “soft spots” to find solution to a problem. There 
are concepts of “smart traffic lights” which analyze the flow of traffic in order to adjust the time of traffic 
lights [2]. Moreover, when a sensor detects an ambulance, it automatically adjusts traffic lights in order to 
pave the free way to the ambulance. Thus the number of traffic congestions can be reduced drastically. In 
this aspect the introduction of technologies is going to have an exceptionally positive effect. 

Secondly, numerous researches prove that the better the infrastructure of a city is, the more 
attractive the city is [3]. With the enhancements in the operation of the city there’s an influx of investment 
which finally leads to opening businesses. The more attractive the city is, the bigger appearing companies 
are. No one can imagine a Goggle office in a place with a lack of quality infrastructure, but we can see that 
Google offices are created in the most developed cities of the world: San-Francisco, Los-Angeles, 
Amsterdam, London, Berlin, Moscow, Hong Kong, Seoul, etc. All these cities have something in common: 
highly developed infrastructure. This is the straight evidence of the influence of an infrastructure 
development level on economy. 

Thirdly, the problem of global warming is one of the greatest threats to the environment of our 
planet and is one of the most discussed ones. However, this is not the only problem the humanity is facing 
currently, there are other threats which include: global pollution, the extinction of numbers of species, 
deforestation, the depletion of nonrenewable resources, etc. The list seems to be infinite. Smart city 
concepts introduce the use of renewable resources and environmentally-friendly energy, the reduction of 
waste produced and its recycling. Sweden is globally famous for recycling. Only 1 per cent of the rubbish 
produced is thrown out. Plastic and glass are recycled, biological waste is used to produce biofuel for buses. 

When it comes to technology it’s impossible not to mention its influence on safety and security. 
Thousands of crimes have been solved thanks to CCTV cameras. However, it is done manually by the 
police. Once the smart city concept is implemented the special services’ reaction time will reduce drastically. 
It is supposed, that using an AI to detect crimes will substantially change the situation as the most important 
thing will be detectors’ coverage area. It will be so because AI will be a “witness” of a crime: it will be able 
to provide all the sufficient data to the police officers for them to know what to expect. Even now there are 
many examples of using technologies to provide safety: some New-York districts are covered with audio 
detectors that are able to detect a shooting and inform the police, London is also famous for its crime 
prevention services due to the fact that cameras in London are connected to services that use an AI to 
determine what the situation that a camera’s “seeing” is. Minsk is also not falling behind as there are some 
cameras connected to a similar service [4]. 

However, with the wide spread of technology the problem of privacy has become one of the most 
discussed ones. It’s no secret that our personal information is used by services such as Google or Facebook 
in order to impose personalized ads on us. On the one hand, these services’ existence is impossible without 
advertisement and they struggle to improve it as much as possible. On the other hand, it’s our right to 
decide whether to provide these services with our personal information or not. What concerns smart cities, 
if there are cameras on every corner, it will not be difficult to keep track of citizens’ activities and hobbies. 
If used incorrectly, this may lead to total control over the citizens which will finally lead to a crisis. 

To sum up everything written above, modern technologies are increasingly spreading all over the 
world and it’s impossible to deny their influence on our lives. Bearing this in mind, it’s only up to the humanity 
to decide whether to try taking advantage of modern technologies or to keep it that way. No matter which 
path we’ll choose we will still have to cope with the consequences of our choice.  
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This thesis demonstrates how a combination of unique value characteristics can be used to create 
games which stand out from the mass. The most important aspect in creating of a cutting-edge game is an 
idea. In the dictionary term “idea” is referred to as the ability or gift of forming such conscious ideas or 
mental images, especially for the purposes of artistic or intellectual creation. The initial idea for a game in 
an individual’s mind is often brought to the organization as a collection of thoughts untouched, not yet 
contested via idea sharing practices. The resulting evolving idea moves through organizational knowledge 
boundaries to which individuals contribute by adding value [1]. The market of computer games is really 
huge now and the competition is only increasing. That’s why you need good imagination to create an 
exclusive idea. 

So, what is your imagination? Imagination is the ability of a person to spontaneously create or 
deliberately construct images, representations, ideas of objects, which in the life experience of the 
imagining in a holistic form were not previously perceived or cannot be perceived at all through the senses. 
Imagination is the main weapon for every game designer, because he creates game mechanics and 
concepts. We can see the main steps of game creation in Figure 1. 

 

Game idea
Development 

knowledge
Value creation Unique features Good game

 
Figure 1 – typical game creation scheme. 

 
It is very important to look under every stone. Broadening your horizons, simply looking beyond 

films, TV, creative mediums for ideas, looking in newspapers, books, your own life, your own experiences 
and use of some of these things will help generate better ideas. One popular tip among game designers 
called “Follow your nose” means the enriching your knowledge about the sphere you are interested in. If 
you play a game and really like it, try to find information about this game, find out the history of the game. 
Every successful game developer is the best Killer of the Past. If you don’t go and get new influences on 
top of the ones that really formed some of your ideas, then your ideas will become stale over time. And the 
last but not the least way to develop imagination is playing random games.  

Creation of a cutting-edge game is considered to be quite difficult. Let's take a closer look at this 
statement. The developer of Undertale, Toby Fox, is known for his courage to change the established canon 
of genre. While in many other games you have to kill all the bosses, in Undertale you have to follow different 
rules. You can choose whether to fight the enemy or not. And if you defeat him, you decide whether to kill 
him or spare [3]. 

Almost all game designers know that graphics are far from the most important things in games. Do 
you know anything about Alexey Pajitnov? But he knows a lot about us. He is the developer of Tetris, which 
was created in 1984. He said that people would play this game for the next 40 years and he was absolutely 
right. 

Jonathan Blow is famous for his game called Braid. It seems that the game is simple and not 
interesting, just something like Super Mario. Nevertheless, Jonathan added time manipulation to the game, 
and it made the game more interesting and brought glory to the creator. 
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