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in information security applications, where it is important to ensure access security with noisy 

input data. The structure of such systems was considered by us in [1]. It should be noted that 

in recent years, non-binary code constructions [2, 3] have attracted particular interest, which 

is explained by their flexibility of their structures and their high efficiency at a low signal-to-

noise ratio. 

In this paper, we consider the application of a modified combined erasure-and-error 

decoding method for RS codes using an iterative selection of the erasure vector based 

on an estimate of the noise level in the received signal. Unlike algebraic soft decoding of RS 

codes, our approach is closer to the stochastic method, described in [4].  

The main difference of our work is that to find a suitable vector for decoding, we use 

an iterative search for the erasure vector by sorting the symbols of the code block 

in descending order of their reliability and waiting for a successful hard decoding based 

on the Berlekamp-Messi algorithm. It is important to note that the search for a suitable erasure 

vector is implemented using a symbol-by-symbol shift of the decoded codeword, which 

allows the entire decoder to be implemented in hardware. Simulation modeling 

of the proposed algorithm for data transmission with M-FSK modulation and (63, 13)  

RS-coding has been applied. The 2048-point DFT was used to get the reliability 

of the received symbols when searching for the erasure vector, giving the opportunity 

to obtain a coding gain of about 1 dB for BER = 1E-5 of data received.  

The proposed algorithm is less efficient than Guruswami-Sudan and Kotter-Vardy soft 

decoding algorithms, however, it has a much simpler implementation and can be applied both 

in telecommunication and security systems 
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NFC TECHNOLOGY FOR ACCESS CONTROL SYSTEMS 

I. Baryskievic, A. Tharwat 

Widespread use of mobile phone payments makes Near-field communication (NFC) 

technology a promising research area [1]. NFC provides both security and unambiguous 

identification of the paying user as well as reliable, fast resistance to various types of attacks 

identification algorithm that allow to use it in the access control systems. 

As a result of a comprehensive analysis of NFC technology, the physical component, 

the NFC technology protocol, as well as the basic algorithms and methods of user 

identification based on NFC technology were investigated. The simulation results of an access 

control system based on NFC technology showed that for BPSK modulation, the probability 

of successful packet transmission is 100 %, while this is about 95% for QPSK modulation. 

In the presence of traffic jam and SIC, BPSK still gives a 100 % probability of successful 
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packet transmission, while this figure drops to about 80 % for QPSK. In other locations, PSR 

is approximately 90 % for BPSK and 60–70 % for QPSK.  

The probability of successful packet transmission, for different rooms with different 

noise levels, practically does not depend on the level of the mixing factor. The probability 

of successful packet transmission for different visits with different noise levels decreases 

with an increase in the mixing factor. 

Based on the simulation results, it can be concluded that NFC technology for user 

identification has a number of key advantages, such as: speed of operation, protection against 

various types of attacks, and also low cost. 
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ANALYSIS OF THE ACOUSTIC CHANNEL  

OF VOICE INFORMATION LEAKAGE IN A PROTECTED ROOM 

A.N.S. Hasani  

Protection of speech information in a dedicated room begins with the assessment 

of acoustic and vibration channels of speech information leakage [1, 2]. The research 

methodology based on creating acoustic signals in a dedicated room and then measuring 

the level of acoustic signals outside the room is rather complicated and time-consuming. 

Therefore, to assess the channels of speech information leakage, it is possible to use the results 

of the analysis of the acoustic channel of information leakage based on the physical model 

of the propagation of speech signals in the form of acoustic waves outside the allocated room.  

In this work, for the mathematical description of the propagation of speech signals 

behind structural elements of premises, such as walls, over, ceiling, a rectangular plate was used 

for the corresponding selected element. The solution of the partial differential equation in the 

form of a numerical series for transverse vibrations of the enclosing plate is obtained. 

The equation used the approximation for a plate loosely fixed at the edges (for example, 

a hinged plate), for which there are no displacement and bending moments at the edges. 

The frequencies from the first to the tenth for the modes of natural vibrations of the wall made 

of gypsum blocks 0.09 m thick, 6 m long and 3.2 m high have been determined. The calculation 

results show that the frequencies of natural vibrations from the first to tenth in terms of wall 

height, length and their combinations are in the range from 70 to 5000Hz. It is shown that 

the spectrum of speech signals can be overlapped by a set of a number of natural resonant 

frequencies for the enclosing elements of the room. As a result, an acoustic wave with speech 

information is generated, which is excited by the back side of the enclosing structure. 

Thus, acoustic vibrations are unevenly distributed throughout the building structure. 

There are certain areas with maximum values of natural vibrations. Such areas with maximum 

natural vibrations of structures must be localized by placing vibration sensors that generate 

an interference signal.  
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