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TEJIEKOMMYHUKALJUU. CETH U TEXHOJIOI' MU, AJITEEPANYECKOE KOJAHWPOBAHUE U BE30OIIACHOCTD JJAHHBIX

VIIK 621.391

KOMITAKTHOE INPEJICTABJIEHHUE I/I3OBPA)KEHI/II71 C IIMPOKUM
JUHAMHUYECKHUM HA OCHOBE BECCETOYHOMU AIIITPOKCUMALIUN
OBJIACTEM JIOKAJIbHBIX SKCTPEMYMOB

A.T. HI'VEH, B.IO. IIBETKOB

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnybnuxa Benapyce

Hocmynuna 6 pedakyuro 1 noabpa 2021

AuHoTamms. /[ KOMIIaKTHOTO TNPEICTAaBICHHSA H300paKEHUIl C MIMPOKUM IHHAMUYSCKUM
JMATIa30HOM NPEUI0KEH alfOPHTM HAa OCHOBE OECCETOYHOHN alNpOKCUMAIMU 00JIacTel JTIOKaIbHBIX
OKCTPEMYMOB C MOHOTOHHBIM H3MEHEHHEM SIPKOCTH C HCIIOIb30BAHHEM OrPaHHYCHHOTO Habopa
MepeCTpanBacMbIX IPUMUTHUBOB. HpOBeZ[eHO CpPaBHCHUC PE3YJIbLTATOB alllIpOKCUMalUX C ITIOMOIIBIO
HPEATI0KEHHOTO aJITOPUTMA U BEHBICT-IpeoOpa3oBaHusL.

Kniouegvie cnosa: KOMIAKTHOE NpENCTaBICHHE W300pakeHHH, OecceTodHasi anmpOKCHMaLUs
n300pakeHNH, 00JIaCTH JIOKAIBHBIX SKCTPEMYMOB C MOHOTOHHBIM N3MEHEHHEM SIPKOCTH.

BBeaenne

N300paxkeHnst ¢ MUPOKUM JHHAMHYECKUM TUANa30HOM IIHUPOKO HCIIONIB3YIOTCS B CHCTEMax
TEXHUYECKOT0 3peHus. M3-3a 6011b110T0 00heMa JaHHBIX aKTyaJIbHOM SIBIIsSETCS 3a/1a4a UX KOMIIAKTHOTO
npezncrasieHus. Hapsay ¢ kiaccMyecKMMH MOAXOAAMHU K CXKAaTHIO TaKUX H300paXKCHUH BO3MOXKHO
TaKe MCIOIb30BaHNE alPOKCHUMAIIH X 00J1acTel C MOHOTOHHBIM U3MEHEHHEM SIPKOCTH C IIOMOIIBI0
MPOCTHIX JBYXMEPHBIX (QYHKIMH C TepecTpanBaeMbIMK MapameTpaMu. B kadecTBe Takux (DyHKIMH
MOTYT HCIOJIb30BaThesi ritobanbubie GyHkmmu 1Q (Inverse Quadric), oTHocsmmecs K paaraibHbIM
6asucubiM (pyukism RBF (RBF —Radial Basic Function) [1-4]. J{is anmpokcuMaruu ssBHBIX (pyHKITH#
JIByX TmiepeMeHHbIXx Ha ocHOBe RBF Bo3Moken Oeccerounslii momxoa. KirodueBbIM MOMEHTOM
annpokcuManuu Ha ocHoBe RBF sBisiercss momck 0a30BBIX TOYEK, KOTOpBIE JAIOT XOpoOIIee
npuOIKEHHE ¢ BBICOKOM TOYHOCTBIO. B KauecTBe TakMX TOYEK MOTYT HCIIOJIB30BATHCS JIOKAJIBHBIE
9KCTPEMYMBI, a TaK)Ke JOIMOJHUTEIbHbIC IMUKCEIH MPH HEA0CTaTOYHOW ToyHOocTH [5-8]. s
anmnpokcuManuu Ha ocHoBe RBF Heo0xo 1Mo pelieHne cucTeMbl TMHEHHBIX YPaBHEHHH.

Llens paboTHI: TOBBIIEHHE KOMIIAKTHOCTH MPEACTaBICHHUsS IIOJYTOHOBBIX H300pa)XeHUH ¢
HIMPOKUM JTMHAMUYECKUM JTHAITa30HOM.

A.Tll"OpI/ITM KOMIIAKTHOI'O MPEACTABJICHUSA HSOGPaHCCHHﬁ C IMUPOKUM THHAMHUYIECCKUM THATNIA30HOM

JIsi KOMIAKTHOTO MPECTABICHHS TOJYTOHOBBIX M300PKCHUH C IIMPOKMM JHHAMHUYECKUM
JIMATTa30HOM TIPEAJIaraeTcsi HCIOb30BaTh OECCETOYHYIO AaMMPOKCUMAIMI0 00J7acTeil JIOKATbHBIX
9KCTPEMYMOB C MOHOTOHHBIM H3MCHEHHMEM SIPKOCTH Ha OCHOBE OrpaHMYEHHOTo Habopa
nepecTpanBaeMbIX NPUMHUTHBOB. I[Ipu 0ecceTOYHOW anmpoOKCHUMAIMK H300paKCHUS Kaxkdas ero
00JIaCTh ¢ MOHOTOHHBIM H3MEHEHHEM SPKOCTH pacCMaTpUBAETCS KaK BBINYKJIAs WIM BOTHYTas
JIByMepHask QyHKIUs SPKOCTH B MPOCTPAHCTBE MUKCEJICH, JJIsi KOTOPOH MOXET ObITh MMojo0paHa ¢
HEKOTOPOW TOYHOCTBIO COOTBETCTBYIOIIAsh IPOCTas MOHOTOHHAs MaTeMaThdeckas (QyHKIHsI.
KoMmakTHOCTh OnHcaHusi U300paKEHUsS JOCTHraeTcsi 3a CYeT yMEHbIIEHHS o0beMa HH(pOpMAIHH,
NpEICTABISIONIEH KO3((UIUEHTHI TPeoOpa3oBaHMs: MOJI0KEHHE 00I1acTel JTOKAIBHBIX IKCTPEMYMOB
U [apaMeTphl anmpoOKCHMHUPYIOMIUX 3TH obsacté GyHKimA. J[Jis TMOMCKa M BbIIeNeHUsT oOnacTeit
JOKAJIBHBIX JKCTPEMYMOB C MOHOTOHHBIM H3MECHEHHEM SIPKOCTH HCIIOJB3YIOTCS alTOPUTMBI,
npeioxkennsie B [9, 10].



Ha Bxon cxeMbl KOMIIAKTHOTO mpeicTaBieHus (puc. 1) mocTymaer MCXOJHOE MOJIYTOHOBOE
uzo6paxenne A(0). Ha Boixomax HU-GumbTpoB (GopMHpPYIOTCS OTGUIBTPOBAHHBIE H300paKEHUS
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Puc. 1. Cxema KOMIIAaKTHOTO MIPENICTABICHHUS N300paKEHUI Ha OCHOBE OTPaHUYECHHOTO Habopa
AIMMTPOKCUMHUPYIOIIHNX MMEPECTPANBACMBIX IIPUMUTUBOB

[Ipu mocnenyromeM cuHTE3e, NPHOIMKEHUE A(n) MOCJIE0BAaTEIFHOCTH MPUOIMKEHUN

A( n ) w1 UcxomHoro  msobpaxenus A (0) pexkypCMBHO  BBIUMCISIETCS 1O CIEAYHOLIEH
MHOFOYpOBHCBOﬁ CXCMbI MUHTCPIIOJIAIUHA:
E(n)=A(n)-A(n+1), (1)
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E(n)=fo(E(n))=fa(A(n)- A(n+1))=SI (Cs (n)), 2)

A(n)=A(n+1)+E(n), (3)
A(0)=A(N)+E(N-1)+..+E(n)+..+ E(1)+ E(0), (4)
rne E(n) — wusoOpaxenue owmmGox n-oro yposHs; f A(E(n)) — (yHKIMS ammpoOKCHMAIHH

n300paKeHust E(n) omrOOK N-0T0 YpOBHS; A(N) — TpuOIIKeHne (HU3KOYACTOTHAsT MHPOpMAIHs)

ucxonHoro msobpaxenns A(0); E(n) — unrepnonmpoBanHoe n300paKeHHe OWKOOK N-0ro ypOBHS;
E(0) — urorosas ommoKa.

Habop npumutuBoB Cg (n)n:Nf1 , TIOJYYeHHBIX Ha BBIXOJ€ OJIOKOB TIOWCKAa MPUMHTHBOB

MOCJIEeIOBATENIFHO MOCTYMAST Ha BXOJ KOJepa JUIS TOCIEAYIOIETO CKATHSI C MOMOIIBIO MOIXOISIIHX
anropuTMOB 3((HEKTUBHOTO KOJUPOBAHMSI U300paKCHUN.

Ouenka 3¢ peKTUHBHOCTH PaGOTHI AJTTOPUTMOB NMPeOOPA30BAHNUS TMHAMUYECKOT0 THANA30HA

[lpomsBenena omenka S(GQGEKTUBHOCTH HCIONB3YEMOTO TOAXOAAa K  HPEICTaBICHHIO
N300pa’keHUs] Ha OCHOBE OECCETOYHOH aNmmpOKCUMAIMK C UCIOJIb30BAaHUEM OIPaHHUUYCHHOrO Habopa
MIepecTpanBaeMbIX IPUMUTHBOB OTHOCHTEIBHO BEHBIIET-IPeoOpa30BaHmsl, a TAKIKE BIUSHHS TOYHOCTH
BBIZICTICHUST O0JIaCTEH JIOKAJNbHBIX SKCTPEMYMOB pA3IMYHBIMH QITOPUTMAMH Ha KOMIIAKTHOCTB
IpeCTaBIeHU H300paxeHus. KoMIIakTHOCTh Mpe/ICTaBICHNs OLEHEHA 110 SHEPruU K03 (HUIIMEHTOB
npeoOpa3oBaHus (CyMMa MOAyJIeH 3HaUeHUI K03 PHUIIMEHTOB) Ha BCEX YPOBHSAX BEUBJIET-Pa3I0KEeHUS
U OecceTovyHOH ammpoKCHMAlUH C WCIOJIb30BaHWEM OTPAaHHMYEHHOT0 Habopa IepecTpanBaeMBbIX
OPUMHUTHBOB. /151 SKCTIEPUMEHTOB MCIIOIb30BAHBI TECTOBBIE MOTYTOHOBBIE H300paKEHUS C ITUPOKUM
JUHAMUYECKUM JUaNa30HOM, IPUBEICHHbIEC Ha puc. 2. {7151 3Toro n300paskeHus Ha puc. 3—5 MprBeAeHBI
n3o0paxenusi, GopmupyemMbie B mporecce OnpeaeiIeHus MOJM0KEHNsT U BEIOOpa anmpOKCHMHUPYIOIIUX
NPUMHTHBOB.

Puc. 2. TectoBoe 16-0uTHOE M300pakeHNE U €T0 THCTOTpaMMa

7] 6 2

a
Puc. 3. PesynbTar npuMeHeHust Kackana GuiIbTpoB K M300pa’keHNIO HA Pa3JINUHBIX YPOBHSIX alIIPOKCUMAITHH
a — ¢ OKHOM 3%3 nikcesneit Ha 1-oM ypoBHE; 6 — C OKHOM 5X5 muKcesnell Ha 2-OM YPOBHE; 6 — C OKHOM 7X7
MUKCeNell Ha 3-eM ypOBHE; 2 — ¢ OKHOM 9%9 mukceneii Ha 4-0M ypoBHE



U3 puc. 3-5 cnenyet, 4To 0104HO-CETMEHTHBIN OUCK JIOKATBHBIX SKCTPEMYMOB B COUYETAHUH C
npenioxeHHbIM anroputMoM CLERG BbineneHust 06acTeit ¢ MOHOTOHHBIM H3MEHEHUEM SIPKOCTH JIaeT
BU3YQJIbHO CXOXKHH pe3ylbTaT 10 CPAaBHEHHIO C OJOYHBIM MOMCKOM JIOKAJIBHBIX JKCTPEMyMOB B
coyetanuu ¢ anroputMoM OSRG BoiHOBOro BbIpamuBaHus oOnacteid. Ha puc. 6, 7 mpuBeneHb
N300pa’keHNs], BOCCTAHOBJICHHBIE U3 IPUBEICHHOTO Ha PUC. 2 M300paKEeHUsI, B pe3yIbTaTe 0€CCEeTOUHOM
aNMpoOKCHMAlUM C HMCIONB30BAHHEM OIPaHMYCHHOTO Habopa IMepecTpamBaeMbIX NPHMUTHBOB U C
MOMOIIBI0 0OpPaTHOTO BEHBIET-IPEe0OPa3OBaHHUSI.

a 9]

Puc. 4. Pe3ynbTathl 00pab0TKH H300paKCHHUN HA 4-0OM YPOBHE aIlPOKCHMAIUH
a — oT(UIIBTPOBAaHHOE U300PAKEHHUE; 6 — JIOKAIBHBIE SKCTPEMYMBI;
6 — 00JIaCTH JTOKAIBHBIX 3KCTPEMYMOB C MOHOTOHHBIM H3MEHEHUEM SIPKOCTH;
2 — JTOKaJN3amus MPUMUTHBOB ISl HHTEPIIOISIIIHN

a
Puc. 5. Jloxanusanuu HpI/IMI/ITI/IBOB U pe3yJIbTaTHI I/IHTepl'IOJ'ISII_lI/II/I n300paxxkeHus: Ha 4-oM ypOBHe:
a — 33 npumuTuBa; 6 — 47 NIPUMUTHBOB; 6 — 56 MPUMUTHBOB; 2 — 82 IPUMHUTHBA

7] ‘ 68 2 0

a

68 2

Puc. 6. BoccraHoBiieHHe H300paXKeHUs! IIPU 4-YpOBHEBOH aNMpOKCUMAIINH:
a —yposenb | (33 npumuTHBa); 6 — ypoBHH 1, 2 (33+69 npuMHUTHBOB);
6 — ypoBHH 1-3 (33+69+154 npumutnBoB); 2 — ypoBHU 14 (33+69+154+356 npuMuTHBOB);
0 — ommOKa MHTEPIIOJAINHN IS ypoBHEH 1—4



U3 puc. 6, 7 cienyer, 4yTo pe3ynbTaThl BOCCTAHOBICHHS H300pakeHHs sl 4-X ypOBHEBOU
anmpOKCUMAIIH TIPUMEPHO CXOXH C pe3yJlbTaTaMH BOCCTAHOBIICHUS W300paXKEHHS 10 TIEPBOMY
ypoBHIO 4-X YpPOBHEBOTO BeHBiIeT-ipeoOpazoBaHusl. Pa3muumst B KadecTBE BOCCTAHOBIICHUS
n300paXeHUs1 Ha OJMHAKOBBIX YPOBHIX amlpoKCUMAalUK W BEUBJIET-MPeoOpa3oBaHUsl OOBSCHIIOTCS
pa3IYHON KOHIEHTpaue HHPOPMAIH Ha 3TUX YPOBHSIX.

a 7] 8 2

Puc. 7. BoccranoBnenne n300paxeHns IpH 4-X yPOBHEBOM BEHBIET-TIpe0Opa3oBaHUN IO YOBIBAHUIO
3HAYNMOCTH BEHBIET-KOA((UIIMCHTOB: ¢ — PH 33 3HAYUMBIX KO3 punuenTax; 6 — npu 102 3HAYNMBIX
KodpunneHTaX; 6 — IPU 256 3HAUNMBIX KOIPPHUIHUEHTAX; & — IpH 612 3HAUNMBIX KO3 PHUIIHCHTAX

B Tabn. 1, 2 mpuBeneHsl pacmpelesieHHss dHEPTUU KOAPQHUIMEHTOB MO YPOBHSM BEHBIET-
pasnokeHHs ¥ OecceTOYHOW ammpokcuMmamud. M3 Tabnm. ciemyer, 4TO CyMMapHas SHEPrHs
ko3 PuimeHToB Ha 4-x ypoBHsIX OecceTOYHOH ammpoKcHManuu B 7,2 pa3a MEHbIIE CyMMapHOH
9HEpruM Ha 4-X YpOBHSX BeHBieT-npeoOpasoBanus. CpelnHee yMEHBIICHWE CYMMAapHOH SHEpruu
KO3 GUITMEHTOB 110 HHPpaKpacHBIM 16-ONTHBIM M300paKeHUSM COCTABIISIET 6 pa3 (IPH TUCTIEPCUU OT
4,7 no 7,2 pa3a). Takum 00pa3oM, JIJIsI HEKOTOPBIX THUIIOB H300PKEHUH C MIMPOKUM TUHAMHYECKAM
JMana3oHoOM BO3MOXKHO Oojiee KOMIIAKTHOE MX MPEACTaBICHHE HAa OCHOBE OEcCeTOUHOM
annpoKCUMaluy MO CPaBHEHHUIO ¢ BelBieT-pasznoxeHueM. OnHako, 6ecceToyHas anmnpoKCHUMAIUs 110
CPaBHEHHIO C BEHBIIET-Pa3IOKEHUEM UMEET 3HAYUTEIILHO OOJBIIYIO BEIYUCIUTEIBHYIO CI0XKHOCTb.

Tabn. 1. PacnpeaejieHne JHepruu u300pakeHUus NPU BelBJIeT-Pa3/ioKeHUH

Paznoxenue Ha 4 ypoBHS Paznoxenue Ha 0—6 ypoBHei

YpoBeHb pa3oKeHUs OHeprus Umcno ypoBHEi pa3oxKeHus DHeprus
1 4,7368x10* 0 1,0395%108
2 3,3746x10* 1 5,2018x107
3 2,29409x104 2 2,6059x107
4 6,5008x108 3 1,3086x107
4 6,6048x108
ITo YeThIpeM YpOBHAM 6,6048x10° 5 3,3693x10°
6 1,7621x106

Tabn. 2. Pacnpenenenue YHepTrUM H300pa’keHUs MPH 0eCCETOYHON AaNMPOKCHUMAININH

YpoBeHb Uucno y3noB DHeprus
0 (E(0)) - 8,5573x10*
1(Cs (1) 356 0,9064x10*
2 (Cs(2)) 154 0,3597x10*
3 (Csi(3)) 69 0,2251x10*
4 (Cs(4)) 33 8,3795x10°
(0)+(1)+(2)+(3)+(4) 612 9,2352x10°
3akia0ueHue

Pa3pabotan anropuT™ KOMIIAKTHOTO MPEJICTABICHUS N300paKEHUI C IIMPOKAM TMHAMUYECKUM,
OCHOBaHHBIH Ha MHOTOYPOBHEBO O€CCeTOYHOMN anmnpoKCUMAaIINK 001aCTel JIOKATBHBIX 9KCTPEMYMOB C
MOHOTOHHBIM M3MEHEHHMEM SIPKOCTH IIPH MOMOIIU ABYXMEPHBIX MPUMHUTHUBHBIX (YHKLHUH SIPKOCTH C



nepecTparBaeMbIMH  TapameTpaMu. llpouW3BeneHa  OIGHKa  KOMIAKTHOCTH — MPEICTaBICHUS
M300paKEHUH C TIOMOIIBIO BEUBIIET-PA3NIOKEHUS M OECCETOYHON HHTEpHOIAnnd. KoMITaKTHOCTH
MIPEACTABIICHUS W300paKCHW OICHeHa 110 JHEprud Kod((OHUIMEHTOB WX TIpeoOpa3oBaHUS U
anMnpOKCHMAIINU KaK CyMMa MOJyJel 3HaueHUH K0d3((UIIMEHTOB Ha BCEX YPOBHSIX. Y CTAHOBIIECHO, YTO
4-ypoBHeBas OecceTouHas almpoKCUMAIHs 001acTel JOKATBHBIX AKCTPEMYMOB ITO3BOJIIET YMEHBIIIUTh
JIo 7 pa3 CyMMapHYIO 3HEpTrio K03(pPHUIIMEeHTOB IO CPaBHEHHIO C 4-yPOBHEBHIM BEHBIIET-Pa3I0KEHIEM
it 16-OuTHBIX MHQpaKpacHBIX H300pakeHnid. HemoctaTkom OecceTOYHON ammpoKCUMalud TI0
CPaBHEHHMIO C BEWBJIET-Pa3I0KEHUEM SIBJISIETCS] 3HAYUTEILHO OOJNbIIAsl BEIYUCIUTENbHAS CJI0KHOCTb.

COMPACT REPRESENTATION OF WIDE DYNAMIC RANGE IMAGES BASED
ON GRIDLESS APPROXIMATION OF LOCAL EXTREME REGIONS

A.T. NGUYEN, V.Yu. TSVIATKOU

Abstract. For a compact representation of images with a wide dynamic range, an algorithm is
proposed based on a gridless approximation of the regions of local extrema with a monotonic change
in brightness using a limited set of tunable primitives. Comparison of the results of approximation
using the proposed algorithm and wavelet transform is carried out.

Keywords: compact representation of images, gridless approximation of images, areas of local
extrema with monotonic brightness changes.
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CTPYKTYPHBIE I KOPPE/ISIHUOHHBIE CBOHCTBA
HOCJVIEAOBATEJBHOCTEH KOJA I'OIIITA

C.b. CAJIOMATUH, B.B. [TIAHEKOBA

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnyonuxa Benapyce
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AnHoTanus. PaccMaTpuBarOTCs CBOMCTBA ANICPUOTUUCCKON (DYHKITUH aBTOKOPPEIISIIMN U PO QIS
JIMHEHHOW CIIOKHOCTH IMOCJEeI0BATEIbHOCTEH, CHOPMUPOBAHHBIX HA OCHOBE OMHAPHBIX KOJOB
lomma. Jlns pemenns nmaHHOM  3amadd  pa3pabOTaHBl — alTOPUTMBI  (POPMHPOBAHUSL
MocJIe0BaTebHOCTEH Ko/0B ['Omma, BEIYMCIICHUS allepHOANICCKON KOPPEIAIHOHHON (PYHKITHIH,
MOCTPOCHHUS TPOQHIS JHHEHHOW CIOKHOCTH Ha OCHOBE Tmporenypsl beprnexamma-Moaccn.
IToxazaHo, 9TO amepHoAmyYecKas KOPpEISIMHOHHAS (QYHKINS ITOCIeNoBaTeIbHOCTEH KomoB [ omma
UMeeT Mallblii YpOBEHh MAaKCHMAIBHOTO OOKOBOTO JierecTka. ['padukm NTHHEHHON CIOXKHOCTH
mocienoBaTenbHocTel koma ["omma mMeroT nmpoduinp OMU3Kui K MPOGUITIO THHEHHON CI0XKHOCTH
3TaJOHHOTO Kpunrorpadudyeckoro reueparopa BBS. JlaHHbIe CBOWCTBA MO3BOJIIOT PEKOMEHI0OBATh
MocJie0BaTeIbHOCTH KoAa l'omma sl CHHXpOHM3AIHMK OJOYHBIX MOMEXOYCTOWYUBBIX KOJOB B
CHCTEMAaX CBSI3U U 30HAMPYIOIINX CUTHAJIOB B CUCTEMAX PaIMOJIOKAIMH.

Kniouegvie cnosa: nomexoyctoiumBblii ko ['omnma, aBTOKOppessiiMOHHAs (YHKIMS, JHHEHHAas
CJIOKHOCTB OyJIeBBIX (pyHKIHIL, anroputM beprekamma-Maccu.

BBeaenne

Kox I'onma oTHOCHTCS K Kiaccy alnbTepHAHTHBIX KoAOB [1, 2]. [lupoko n3BeCTHO MpUMEHEHHE
KoJ10B [ 'ommia B KauecTBe siapa KpunrocucteMsl Mak-Omnuc [3, 5]. B cuctemMax KomupoBaHUs U 3alTUTHI
JTAHHBIX OJIOYHBIMHU KOJIAMU BRXKHBIMHU SBIISIFOTCS 3329 MTOUCKA TIOCIIEIOBATETLHOCTEH C «XOPOITUMIN
KOPPENSIMOHHBIMU CBOHCTBAMHM U JIMHEHHOMN CJI0KHOCTBIO OYyJIeBON CTPYKTYpbl. OMH U3 yTel 3a1a4
TaKOI'0 POJia COCTOUT B UCCJICAOBAHUU CBONUCTB OJIOYHBIX TOMEXOYCTOWYMBBIX KOJIOB.

B Hacrosmieii paboTe paccMaTprBalOTCs CBONCTBA OMHAPHBIX MOCIE0BaTeIbHOCTEH Kot ["omma
C TOYKH 3PEHHUS OIIEHKH aBTOKOPPEISAIMOHHON (DYHKITUH U JIMHEHHON CIIOKHOCTH.

Koanl I'onmna
t .
Onpenennm nomuuom Tomma [1, 2] g(x) =gy + g;X +...+9,X" = Y 0;x', 9, eGF ( p"‘). ITyctp
i-0

L oOpa3yer KOHEYHOE NOJMHOXECTBO pacmupeHHoro moyis GF (pm) , P — mpoctoe umucio
L={oy,...,0 } < GF(pm), Taxoe, uto (o )#0 s Beex o € L.

3anaBasi KOJOBBIM BEKTOpP C = (cl,...,cn) nan GF (q) MBI IOJTy4aeM (QyHKIHIO
n .
R(2)=X——, (1)
rac (]/(X—Oti )) GI[I/IHCTBGHHBIf/i IMOJIMHOM, CTCIICHb KOTOPOro MCHBIIC WJIW paBHaA (t— ) u

YIIOBIIETBOPSIET YCIIOBHIO (X —Q )/ (X -0y ) =1modg (X)
Kox I'omma T(L, g(X)) COZIEPKHT BCE KOJOBBIE BEKTOPEBI C TaKHe, 4To R, (Z) =0mod g(X).
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Ilapamempwr kooa. Kon T'onma —uHEHHBIA KO, UMCIOIIHN MapaMeTphl (n, K, dmin). Jmuna n

3aBHCUT OT mojaMHOxecTBa L. PasmepHocts K kona I'onma F(L, g(x)) HaJ| MOJIEM GF(pm), JUTHHBL
n, Gonplle MM paBHA BeMMYMHE N—mt mwm Kk >n—mt. MuauManeHOE KojoBOE paccrosHHe d
>t+1.

xoma Forma T(L, g(x)) wmser n, Gomsime wmw pasro (t+1) wma d;, >
bunapnvie xoowt I'onna. [lpoBepouyHas maTpuiia Koja OmpeAelseTcss Kak Matpuna H, s
o T m
KOTOpO# cmpaBemmmBo cootHomenne HC' =0, mna Bcex BEKTOPOB KOMOBBIX CIOB C B GF(Z ),
YIOBIETBOPSIOMINX TpeOoBaHusM koaa ['omma.

IIpeonoocenue. Ilyctsb g(X) — HEMPUBOIUMBIi MOJIMHOM Haj nojiem GF (Zm) U TIyCTh

H=XYZ, (@)
rac
11 1 g, 0 0 0
A Rl RS e U ©)
Lo ap o o 9 0, g,
1/g(oy) O 0
2o O ol o0
. 0 0 ... Yola,)

Torja Marpuua H sBisercs nmpoBepouHoil MaTpuuel koaa ['onma T(L, g(X)).

Ipumep 1. Tlycte 3amano moie GF (2'" ), m=4, f (X) =x*+x+1= (19) IToctporM KOA

dec °

lNomma ¢ mapamerpaMu (n,k)=(16,4), ucnpasisironmii t =3 Tpu omubku. Mcrmonb3ys anroputM

Pabuna [5], HaiiieM HETIPUBOIUMBIN TOJTMHOM [ orma g(X) = o+ o x + a®x? + ot )

Koneunoe mojMHOXkecTBO — pacmmpenroro moms L = {og,...,a,} ompemenum  Kak
L=(a! 0’ a' o a? 0’0’0 a'?,a’ 0!t a,at,0®,a’) = (14,6,10,15,2,7,9,3,12,5,11,1,4,8,0)

IIpoBepounast MaTpuiia kozaa ["omma OyaeT UMeTh BUJT

deg”

00000O0OO0O1110O0O0O0O01
0011110100101 111
0111100110111 100
11110010111 00011
01101001011 1100@0
H 0011101011010101
0111111100000110
0111001010011 110
1111010010001 011
1001111111010111
60101111111101001
1110111110000 10 1]

Hcnone3ys cootromienust (2) u (3), rereparopnas marpuiia G MoOKeT ObITH MOCTPOEHA C
HCII0JIb30BAaHUEM IIPOSKTUPOBAHUS B HyJeBoe noanpoctpancTtBo G = Nullspace(H) mod p.
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ABTOKOppeJSIINOHHBIE CBOCTBA MOCJIef0BaTEIbLHOCTEH Koxa ['onma

B cucremax CMHXpOHM3aMHK OJIOYHBIX KOJOB MCIOJB3YIOTCS MOCIEN0BATEIBHOCTH C MaJbIMH
OOKOBBIMM ~ JIENIECTKAMH  alEPUOJMYECKUX  ABTOKOppENAUMOHHBIX  (ynkmmid.  Ilokaxewm,
IOCJIEIOBATENFHOCTH KOAa ['onna MMEIOT HM3KMH YPOBEHb OOKOBBIX JIETIECTKOB alepHOJUYECcKON
aBTOKOPPEIALMOHHON (DYHKIINH.

Komosoe cnoBo €=(Cy,Cp,e..,Cry ), C € {01} ompenmenutest kak MpousseseHue CIydaiHOro
BEKTOpa JAHHBIX & = (3y,a,,...,8, 1), 8; € {0,1} Ha reneparopnyto matpuiy G: ¢ =aG mod p.

IocnenoBarenbHOCTH S = (30’51:---15n71)’ S; € {i 1} kona l'onmma ompenenuM yepes 0ToOpaxkeHHE

s; =(-1)%. Torma mms mocmenoBatensHOCTH S mmmHOH N amepHomMUecKas aBTOKOPPEIAHOHHAS
byHKUIMSA (AKd)) MOXeT OBbITh 3alKcaHa CIeAYIOIINM 00pa3oM:

—Mm-
Z i+m I'

rxx(m) - W =

Ipumep 2. Tlycte N=256, k=224, t =4, none GF (28) MOCTPOCHO C MOMOIIBIO MOJMHOMA

g(x) 132,,2 121,,3 145 4

f(X)=(285)dec, moJiMHOM lomma  wWMMeer  BUJ o+ o390 + a¥2x? 4 o123 4 o M*0x

Anepuonmueckas AK® npusenena Ha puc. 1, a.
ITycte N=128, k=100, t=4, nome GF (27) , f(X)= (137)dec nosnuHOM ['omma uMmeeT BUA

g(x) o+ o*x + o®x% + 0% + a®°x*. Anepuonnueckas AK® npusenena ua puc. 1, 6.

A%%%Kopp&muﬂﬂﬂﬂaﬂ $yHRIHA KOX0BOr0 cT10Ba Koaa I'omna .-\Blrpokoppe.‘muuonﬂau $yHRIHSA ROT0BOTO ¢10Ba Koja [omma

AK®D

b
) 100 200 300 400 500 600 o 50 100 150 200 250 300
Caear Casur

a 6
Puc. 1. Anepuoanueckue AK® nocnenoBarensHocTeit koga ['onma: a — kon [Nonma gmHoi N = 256;
0 — xox I'onma mmHoO# N =128.

AHanu3 MaKCUMaIbHOTO YPOBHS OOKOBBIX JIEMECTKOB aneproandeckoil AK® p - mokasbiBaer,

YTO JUIs OCIIEI0BATENILHOCTEH Ko/1a ['o1na OH He PEeBbIMIAeT BEMHUHHY P,y < 2,6/N ,Tae N — auHa
KOJOBOU MOCJIEA0BATEIILHOCTH.

Ouenka JTuHeHHOM c10:kHOCTH KoAa ['onna Ha ocHoBe anroputMa bepaexammna-Maccu

JIuneiinoil cioxHOCTBIO LS(C) mocienoBaTeabHOCTH Ci(|)=(Co,ilcl,iv""cl—l,i) Ha3bIBACTCS

mmHa L camoro xoporkoro PCJIIOC, KOTOpBIf MOXKET CreHepupoBaTh BEKTOp C, Korjaa mepBbie L
IUQp MOCIEAOBATEIBHOCTH C  SBIAIOTCS HAa4YaJbHBIM 3allOIHEHHEM PpEerucTpa. JKBHBaJCHTHOE
ompeJiesieHHe: TMHEeWHas CIIOKHOCTh LS(C) ompenensiercsi Kak HAMMEHbIIee HeOTpULATEeIbHOE 1IeTI0e

L, Takoe, 9TO CyIIeCTBYeT JIMHEHHAs] PEKypPpeHTa C (PUKCUPOBAHHBIMH KOHCTAHTaAMHU (CO, (G o ),
YIIOBIETBOpsIOmas  paBeHCTBY C; +f,C; , +..+B.Cc; | =0, L<j<1l . Kooddurments: {Bi}
OTIPEIEISIOT OTMHOM 06paTHOi cs3i PCJIOC C(D) =1+B,D +p,D? +...+p, D" [2].

Aneopumm bM
Bxox: bunapnas nocienoBareIbHOCTh c(m) = (CO, Cl,...,Cnfl) JUIMHOHU N.
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Brixon: Jluneitnas cioxHOCTh LS (c(n))
1. Unnumanusauus nexonublx ganusix C(D) <1, L« 0, m«(-1), B(D)«1, N «O0.

2. JTo Tex mop moka N <N, BEIMOJHATE CJCYIONIUE OTICPAITHH:

L
2.1. Beraucnsars HeBsA3Ky d <—cC, +ZBiCN7i mod 2.
i=1

22.Ecom d=1 , t0o Bbmomusre cuenyiomme  gedictBus: T (D)« C(D),
C(D)«C(D)+B(D)D"™", ecnu L<N/2, torna L<-N+1-L, m« N, B(D)«T(D).
2.3. N« N+1.

3. [lonmy4enue 3Hauenus L .

IIpumenum anroput™ BM nmis oneHku JIMHEWHOU cinokHOCTU Koja I'omma. [[nst cpaBHeHuUs
BBIYUCINM TPO(QUIb JIMHEHHONW CIOXHOCTH IOCIEI0BATEILHOCTH KPUNTOrpadUuecKoro reHeparopa
BBS. Ha puc. 3, 6, 6, 2 npuBeicHbI Tpad UKy NpoduiIci TMHEHHBIX CI0KHOCTEH MOCIe0BATEIbHOCTEH
koza 'omma u mociienoBaTenbHOCTH KpunTorpadudeckoro reneparopa BBS [5] (puc. 1, a).

JdHHeliHAA CJI0KHOCTD Koda [ onma

LS npodws, BBS 16
14
1204
= 12 1
100 5
= 10} 1
e g
3 8 1
=
2 6 a
40 R=2
el 4F
20
2
0
1020 30 40 50 60 70 8090100 120 140 160 180 200 220 240 0
0 5 10 15 20 25 30 35
lime HHuTepsaa aHaIH3a aaropurmMa bM
a o
JIHHelHAA C10KHOCTD

JInHefiHAA C10:KHOCTE KoJa Tonma
= climlirx

VDOIWIH, CIHOHHOSTH

0 20 40 60 30 100 120
HuTepeat aHa1H3a anropumna bM

8

140

140

120

,_.
o ) =)
=] =) =

VpoBeHb GIOAKHOCTH

e
(=]

50 100 150 200 250
HHTepealn aHanH3a anropamna BM

2

300

Puc. 2. TIpodunm TMHEHHOH CII0KHOCTH TOCIIeA0BaTeNbHOCTEH Koa [onma: a — mocienoarensHOCTH BBS,
N = 256; 6 — nocienoBarenbHOCTh Koja ['ommma, N = 64; M ¢ — mocienoBaTeabHOCT Koja ['orma,
N =128; 2 — nocnenosarenbHocTh Kozma ['ornma, N =256

AHanu3 pe3yibTaToOB BBIYMCICHUH TOKa3bIBAIOT, YTO MOCIEN0BATENILHOCTH Ko/la [omnma nmMeroTt
JMHEHHYIO CIIOHOCTb, OJIM3KYIO K CIOKHOCTH IMOCTIEI0BATEILHOCTEH KpUnTorpaguieckux OyneBbIx
byHKUM.

3akiouenne
AnprepHaHTHble  Koabl [omma  oOpa3yroT — oOmmMpHOE  MHOrooOpaswe  KOJOBBIX
M0CJIE0BATENFHOCTEH. AHAIU3 anepHOIMYECKUX aBTOKOPPEIALMOHHBIX (YHKLUUI MOKa3bIBAET, YTO
YPOBEHb MaKCUMAIILHOTO OOKOBOTO JIETIECTKA HE TPEBBIIIAET BEIUYHUHEL P, < 2, 6\/ﬁ , UTO SIBJISIETCSI
NpUeMIIEMBIM Ul TIPUMEHEHHUS B CHCTEMax JIOKALMM M CBS3M, HAIPUMEP B yCTpOHCTBax OIOYHOI
cUHXpOHM3auK. Kpome Toro, mocienoBaTebHOCTH OMHAPHBIX KOJ0B [orma oOmanarot mpoduiem
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JUHEHHOM CIIOXXHOCTH, ONM3KMM K TOPOQHWII0 JTaJOHHBIX TECTOBBIX KPHUNTOrpadUuecKuX
nocienoBatensHocTeld BBS. Takoe cBoiicTBO oOecrneunBaeT JOMOJHUTEIBHYIO KpUNTOrpadguyeckyro
3aIIMTY TocaeqoBaTebHOCTER Koaa ["onma.

STRUCTURAL AND CORRELATION PROPERTIES
OF SEQUENCES OF THE GOPPA CODE

S.B. SALOMATIN, V.V. PANKOVA

Abstract. The properties of the aperiodic autocorrelation function and the linear complexity of
sequences formed on the basis of binary Goppa codes are considered. To solve this problem,
algorithms have been developed for generating sequences of Goppa codes, calculating the aperiodic
correlation function, constructing a linear complexity profile based on the Berlekamp-Massey
procedure. It is shown that the aperiodic correlation function of Goppa code sequences has a low
level of the maximum side lobe. Linear complexity graphs of Goppa code sequences have a profile
close to the linear complexity profile of the BBS reference cryptographic generator. These properties
make it possible to recommend Goppa code sequences for the synchronization of block error-
correcting codes in communication systems and sounding signals in radar systems.

Keywords: error-correcting Goppa code, autocorrelation function, linear complexity of Boolean
functions, Berlekamp-Massey algorithm.
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AHHoTanusl. JIng TOBBIIIEHMS KadecTBa M pacIIMpeHHs HMHTEpBajia  yNpaBlICHHA
XapakTepucTukamu BocrpousBenerns K-u3o0pakeHnii B ctaThe MpeiIokeH alr'OPUTM TBOHHOTO
YMEHBIICHUS JUHAMHIECKOTO THana30oHa H300pakeHHs C IPOMEKYTOYHBIM yIpaBieHneM (Gopmoit
ero ructorpammsl. IIpoBeneHO CpaBHEHHE XapaKTEPUCTHK MPEAJIOKEHHOTO alrOpUTMa C
XapaKTEpUCTHUKAMU M3BECTHBIX AaITOPUTMOB YMEHBIIEHHsS JUHAMUYECKOTO OHWAma3oHa U
yIy4IIeHNS KadecTBa N300pakeHHH.

Kniouegvie crosa: ymMeHbIICHNE TUHAMUYIECKOTO JTMaNa30Ha N300pakeHNH, MOBBIIIEHUE KauecTBa
BOCIIPOM3BEACHUS N300paskeHNH, HH(paKkpacHbIe H300paKEHHS, SIKBATM3ALHUS TICTOIPAMMBI.

BBeaenne

i yMeHbIIEHUs AWHAMUYECKOTO [AMamna3oHa M IOBBILICHUS KadecTBA MHOTOPa3psIHBIX
nHdpakpacusix (UK) m3zobpaxkeHuil UCmonabp3yl0Tcsl METOIBI Ha OCHOBE: MPeoOpa3oBaHusl SIPKOCTH C
JTMHEHHON, KYyCOYHO-TMHEHHOW W HENMHEHHOW (Jorapumuyeckas, ramma, apKTaHT€HC H Jp.)
Koppekimeit  sipkocti [1, 2]; SKBagM3alUK THCTOrpaMMbl (I7100adbHOW W JIOKanbHOH) [3-5];
npeoOpazoBanus (roMOMOpQHBIE, MPOCTPAHCTBEHHO-YACTOTHBIC) [6, 7]; MOJENHM YEIOBEYECKOTrO
BU3yaJIbHOTO BOCHPUATHA (B COYETaHHMH C METOJaMH MAIIMHHOTO W TIyOokoro obOyuenwus) [7, 8];
¢unpTpanii ¥ MHOTOKaHaNbHOW 00padoTku [9]; rubpumneie. Hawmbomee sddekTHBHBI OlI0UHBIE
METO/IbI IPE0OPa30BaHMUs HA OCHOBE JIOKAITbHOM 3KBAIM3AIUK TUCTOrpamMMmebl [4, 5]. OHr o0ecrieuuBaroT
JIOCTAaTOYHO BBICOKOE Ka4eCTBO M300pa)KeHWH Mmociie mpeoOpa3oBaHusl, HO HE TIO3BOJSIOT YIPAaBIAThH
(bopmMoii rucTorpaMMBbl GOPMUPYEMOTO H300paKEHHS.

Llens paboThI: MOBBILICHUE KAUYECTBA U PACIIMPEHUE HHTEPBAJIa YIPaBICHHUS XapaKTePUCTHKAMU
BocripousBeienus MK-u3o0paxenuii mpu yMeHbIIEHAN X THHAMUYECKOTO JHAaIa3oHa.

ITocTanoBka 3a1aun

Ha puc. 1,a mpusenena rucrorpamma HK-n3zobpaxenus | =||iHDR(y,X)||(y_OY771 «5%)

quHamudeckuM  muanasoHoM [0 Lyor —1], L, =16384. Dxsammsaums (HE) [3] BbipaBHHBaeT
rucrorpammy (puc. 1,6) u dopmupyer uzobpakenne | (Lo, ) =i (Lios: y,x)||(y:m‘xzm)
JMHAMHUYECKUM JTHAIIa30HOM [0, L or —1] (LLDR <Lor ) , TIepeoTpeiensis 3HaUCHUs ITMKCEJIeH Ha OCHOBE
Bextopa H, (L ) =he (Ligg | )||(|:m) BbIpaBHUBaHMsA. 3HaueHUst H (L, ) BBIYMCIAIOTCA HA OCHOBE
BeKTOpa H_ . = ||hCDF (1 )||(|:m) 3HA4YEHUM UHTerpalbHON (YHKIUM paclpeielieHUs IPKOCTEH.

Hns  UK-nzobpaxenuit |1, = ||iLDR (v, X)"(yzm,x:m) ,  TOIYYEHHBIX B  peE3yabTaTe

npeoOpa3oBaHys TUHAMUYECKOTO TUara3oHa ¢ MOMOILBIO aropuTMOB Ha ocHoBe skBann3anuu (HE),
apantuBHOM skBanmmu3auuu (AHE), agantuBHoi skBanuzauuu ¢ orpanudeHreM kontpacta (CLAHE), B
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Tabn. 1 mpuBeneHsl Onounble (A7 16 HEeHTpanbHBIX OJOKOB pa3MepoM 64x64 mukceneill) 3HaYCHUS
cpeaHedl ApKOCTH V,,, KOHTPAaCTHOCTH (CTaHJApTHOrO OTKJIOHEHMs) D , cpeaHero rpaamenrta G,,

OHTPOIIUHA EI 1 KOJIMYECTBA JIOKAJIbHBIX S5KCTPEMYMOB NLE.

i
.u,.‘hﬁ.l,“ [-\J,v|,\~<\\.~;\.~v.ﬁ,\j“/"\‘lr‘ PMJIJ\I\“|I,|W\J ‘| .W'IM" "| \ \/ll’ MH _‘L‘irﬁ\lﬁl\""w"“"' . ! ‘fw,

ML, Jh";
Mg
"

| \
| | |
a o 6
Puc. 1. [IpeobpazoBannbie NK-n300paxeHust 1 THCTOIPAMMBI SIPKOCTEH:

a — TUCTOTpaMMa UCXOTHOTO H300paKEeHUs;  — THCTOrpaMMa H300pakeHUsI MOCIIC SKBATU3AIINY;
6 — THCTOrpaMMa M300pakeHHsl OCIIe aAalTHBHOW SKBAITHM3AIH

Ta6u. 1. Brouynsie xapakTepuctuku UK-u3zo6pakenus mocyie npeodépa3oBaHusi THNHAMHYECKOT 0
ANANa30Ha ¢ IOMOIMbIO PA3JIMYHBIX AJrOPpUTMOB (1151 16 HeHTpPaJbHBIX 010K0B 64 X64 nukceJeii)

HE AHE CLAHE (topor 0,7)
VM 56.6299 46.8899 60.8247 654817 139.0764 120.0801 131.9780 133.3284 138.3696 119.2720 131.4504 133.0400
118.1655 110.8328 89.1611 89.4199 136.2896 136.7090 116.5271 139.1985 135.7859 136.0925 116.1260 138.7180
182.6606 1729255 166.6401 179.6472 145.9661 136.5193 138.9609 148.3640 144.8640 135.3958 137.5488 147.5322
198.1001 189.7126 171.2529 204.5200 141.3127 141.5608 136.3904 1459,9846 140.1589 139.8833 133.6714 148.5784
DST 21.9333 135732 16.0995 14.1722 45,5368 418184 69.5705 65.5206 45.4996 41.7598 69.3058 65.3328
57.1386 48.7251 40.1890 13.5223 51.1520 48.4922 53.7408 51.2669 50.7874 48.0785 534596 51.0176

23.2324 38.6699 456273 43.8044 585173 68.4838 65.3261 543119 58.0217 68.0328 65.0301 53.9292
27.2230 49.6122 56.5827 342119 63.3532 69.5779 68.2903 65.8417 62.8053 69.3316 67.6612 65.4540

G, 13173 1.1947 17782 1.9953 41422 47962 7.6560 8.9237 41260 47765 76317 8.8826
4,8990 53019 3.3361 2.7413 83126 7.7338 73327 144899 8.2560 7.6350 73141 144279
8.0839 82234 7.5670 6.7155 205580 145084 114833 109717 203731 143833 113742 109186
7.9024 64074 6.1890 7.8415 199522 126282 111148 148632 197971 125459 109011  14.8030
E, 53324 50952 55784 56022 6.7951 6.6059 7.4971 7.7360 6.7814 6.5967 74894 7.7285
6.5965 6.8060 60109 45902 7.2881 7.2335 7.3563 7.5657 7.2795 7.2271 7.3496 7.5610
6.5042 7.0595 7.1229 7.0005 7.7629 7.7622 7.6408 7.5801 7.7584 7.7530 7.6272 7.5727
66978 6.8900 6.7632 6.7786 7.8310 7.8758 7.7647 7.8378 7.8200 7.8636 7.7506 7.8275

OKBanM3alys THCTOIPaMMbl HE YUUTBIBAET JIOKAIbHBIE OCOOEHHOCTH PACIIPEAENIEHUs APKOCTEH
nukceneil. B metone AHE [4] ucxonanoe usobpaxenue |, AeNUTCs Ha OJIOKH pasMepoM Y, x X, IO

BEPTUKAIIH u TOPU30HTAJIN, JUISL LHEHTPOB KOTOPBIX BBIYHUCIIAOTCA BEKTOPEI
HE (yB 1 Xg s LLDR ) = ||hE (yB 1 Xg» LLDR ! I ) |(|:0,|_HDR_1)

KOOPJMHATHI [IeHTpa O510Ka; B, , B, —4nCII0 GJIOKOB 110 BEPTUKAIHN U TOPU30HTaIN. Ha OCHOBE BEKTOPOB

BBIDaBHUBAHUA B IIpefenax Oioka, TOe Y., X, —

BBIDABHUBAHHSI CMEXKHBIX OJIOKOB C MOMOIILI) MHTEPIIONSINN BBIYUCIISIOTCS OCTATIbHBIE 3HAYCHHUS
nuKcened i, (Lipe, Y, X) u300pakenns |, (Lo,) ¢ AuHamuueckum auanazonom [O,L ., —1], uro

MO3BOJIIET CHU3UTH BBIYHCIUTENHLHYIO CIOXHOCTh NpeoOpa3oBaHus. PazieneHue M300pa)keHUs Ha
omoxkn B AHE mo3Boisier agantupoBaThCs K CTPYKType H300paskeHUs, XOTS U He OOeCIeunBaeT
PaBHOMEPHOCTH III00aNbHOM ructorpaMmsl (puc. 1, 6). [y HEKOTOPBIX M300paKEeHUH NMPUMEHEHHE
AHE nipuBoUT K Ype3MepHON KOHTPACTHOCTH U pocTy 3ametrHocTd myma. s UK-uzobpaxenuii ¢
KOHIICHTpaIel 3HaueHnd B IeHTpalibHON yactu rucrorpaMmmbl CLAHE takxke He ¢ dextuBen (ero
UCIIOJIb30BaHUE MTPUBOJIHUT K HE3HAYUTEIBHOMY PACTSDKEHUIO THCTOTPaMMBI 110 paBHeHHo ¢ AHE).

W3 tabn. 1 cnenyer, uro AHE mnpeBocxomut meromst HE u CLAHE mo Bcem mokasarensim
KadecTBa, ycrymnas Tobko CLAHE mo cpenneii sipkoctu. [Ipu atom CLAHE He no3BosisieT ynpasisith
XapaKTepUCTUKAMH W300pa)XCHUS, & TOJbKO YMEHBIIEHHEM KOHTPACTHOCTH, YTO CONPOBOXKIAECTCS
YXyIUIEHUEM W JPYTHX XapaKTepUCTUK. J[nsg MOBBIMICHWA KavyecTBa M PACLIMPEHHUs] HMHTepBaia
yIpaBlieHUsT  XapakTepucTukamu  BocrpousBereHuss MK-m3oOpakeHuwii 1pu  yMEHbIICHUH
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JUHAMHYECKOTO JMAara30Ha HEOOXOAUM alIrOpUTM, MapaMeTpbl KOTOPOTO MOTYT OBITH MOIOOpaHbBI C
Y4eTOM pacrpeAeNeHrs 3HaY€HUH B THCTOTPaMMe HCXOAHOTO H300payKeHHsI.

AJITOPUTM yMeHbIIeHHs] JUHAMUYecKoro auana3zona NK-uzodpasxennii

Jlnsi TOBBIICHWSI KadecTBa M PACIIMPCHHUS WHTEpBaja YIPABICHUS XapaKTCPUCTHKAMHU
Bocnpom3BeaeHns VK-u3o0pakeHnit pyu yMEHBIIEHHH WX TUHAMHYECKOTO Iuana3oHa pa3pabdoTaH
anmroputm HECS (Histogram Equalization, Compression and Stretching) Ha ocHOBe amanTHBHOM
SKBAJIU3AIlUU, PACTSHKCHHUS M CKaTUs THUCTOrpamMmbl. CyIIHOCTH alTOPUTMa COCTOUT B JIBOMHOM
YMCHBIIICHUH JUHAMUYCCKOTO IMana3oHa N300paKeHus C MPOMEKYTOUYHBIM yIpaBiieHueM GpopMoi ero
TUCTOTPAaMMBI 3a CUET €€ YaCTHYHOTO PACTSHKEHHS U CHKaTHs. ANITOPUTM BKITIOYAET TPH JTarla.

1. IlpeaBapuTenbHOE YMEHBLICHHE JMHAMHYECKOTO juanasona usoOpaxenns 10 [0, L o, —1]
(3ram 1) Ha OCHOBE aJaNTUBHOM SKBATH3ALMI TUCTOrPaMMbl — Gpopmupyerest uzobpaxkerne |, (L o)

¢ AMHaMUYecKuM jauanasosom [0, L .., —1].

2. Ynpasnenue HopMoii rTucTOrpaMMmsl (3Tar 2):
2.1. CxaTtue ructorpaMMbl Ha OCHOBE JIBYX ramma-(GyHkuuii ¢ xospduuuenramu G, u G,,,

IPUMEHSIEMBIX K ABYM 4acTsSM AMHamMuueckoro auanasona [0,T, —1] u [T, +1, L, —1], pasaensemsim
Ha ypoBHe T, =K (L o, —1) 10 kooddpuumenty K.
2.2. JIuHeiiHOE pacTsHKeHUE EHTPATIbHOM YacTH TUCTOrPaMMBbl, OTPaHUUEHHOHN THHAMUYECKUM

muanazoHom [T,L o, —1-T] mo mopory T, ¢ koadduumentom (L, pn, —1)/(Lipr —1—2T) 1 nmneiinoe
pacTskeHue (CxkaTHe) GOKOBBIX 4YacTell TMCTOTPAaMMBI, OrDaHMYEHHbIX AuanazoHamu [0,T-1] u
[Liors =T Lipe —1] mo mopory T ¢ xosdpuumentamu T, /T u T, /T.

3. OKOHuYATENbHOE yYMEHBUICHAE [MHAMUYECKOro auanasona 1m0 [0,L.., —1] Ha ocHoBe

JIMHEHHOTO CXKATUSL TUCTOrPaMMBl ¢ Kodddurmentom L q, /L g, (9Tam 3).

Ouenka 3¢)¢eKTUBHOCTH PAadOTHI AJITOPUTMOB NPEOOPA3OBAHNS JTUHAMUYECKOI0 TUANA30HA

Ipu nocrosHHbIX 3HaUeHUAX Yy, X5, L oqr L pr, PE3YnBTaTEI IpeoOpasoBanus HECS 3aBucsr ot
6 mapamerpos: {K.,G ,G,,T,T,,T,}. llpuuem, cyuiectByror HaGopsl napamerpos {K.,G ,G,,T,T,, T},

obecneunBaromye Jydimne xapakrepuctuku {V,,, D, ,G,,E,,N . } no cpasuenuto ¢ anropurmamu HE,

AHE u CLAHE (ta6u. 2).

ST !

Tab6n. 2. Brounble xapakTepucTuku UK-u3zodpakenus nocjae npeo6pa3oBaHus JHHAMUYECKOIo
auana3zoHa ¢ nomombio aaropurma HECS (an1s 16 nenTpaibHbIX 010K0B 64 64 nukceJeii)

G =10;T=0,25T, =1 Ks=052,G =12,T=03T =1 | K;=05 G, =158 T =013, T, =1

V,, 134,679 103,228 129,911 138,72 130,483 100,267 130,979 139,161 140,346 122,407 133,22 133,144
129,257 130,461 103,448 144,552 126,184 127,752 103,79 1447 137,321 137,822 118,068 139,427

148,945 129,55 128,58 147,17 147,501 129,285 126,31 145,094 146,444 137,098 140,296 149,61

145,113 142,104 132,797 153,431 144,425 140,54 131,172 151,998 141,417 142,128 137,243 149,882

Dy 69,3271 61,8439 86,8645 81,2686 67,6154 589855 79,2623 75,9073 44,0355 40,7059 69,3043 65,9684
77,5715 70,7298 78,5493 73,8501 78,8093 70,5348 74,7419 69,8253 49,6155 46,9932 52,3309 50,3646
75,4276 85,2185 84,0918 70,9141 71,6261 80,5479 80,7015 67,7475 58,1275 66,9678 64,4772 54,4829
80,1182 84,263 80,7222 81,2298 75,3926 79,6093 76,1135 77,1129 63,055 68,6331 67,2359 64,4554

GA 7,95323 881321 12,0919 13,5764 8,58887 9,19957 12,0385 13,9779 4,09587 4,70267 8,2001 9,38829
12,2054 12,6272 12,4567 22,6722 13,261 13,2373 14,4376 23,077 8,35645 7,49952 7,30333 14,3721
27,3601 19,2297 15,6852 16,5017 26,9364 19,3573 16,2279 17,0813 20,6173 14,7596 11,9258 11,1959
27,0372 16,2228 14,4942 19,8411 26,4846 16,5677 14,9972 19,9611 20,0698 12,8697 11,4318 15,0585

E| 7,3657 7,28271 7,47567 7,61709 7,4243 7,28465 7,45765 7,61821 6,78842 6,57631 7,57311 7,83037
7,78524 7,77985 7,64784 7,80486 7,85252 7,82472 7,6091 7,74005 7,25016 7,16682 7,39644 7,58231
7,80593 7,69683 7,70292 7,82463 7,77948 7,60407 7,75383 7,81544 7,75887 7,76604 7,63545 7,58427
7,76705 7,71467 7,80059 7,71923 7,75579 7,71989 7,85002 7,72522 7,84839 7,87996 7,73511 7,82546
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U3 Tabn. 1 u 2 cnemyer, 4To MpH TaKOM e OTKJIOHEHHWH OT cpexnero no cpaBHennio ¢ CLAHE
HenmmHeiHoe ckartre TrcTorpaMmbl B HECS T03BONISICT MOBBICHTEL TPAIUEHT, SHTPOIMIO M JCTATN3AINIO
M300paKeHNs TTOCIe YMEHBIIEHHsT TUHAMUYECKOT0 auanasona. HemmmeltHoe cxxarue ructorpamvel B HECS
T03BOJIAET TAKKE OrPaHUYMThL KOHTpacT. [Ipudem, npu orpaHnyeHnn KoHTpacTa (napamerp D, ) Ha Takom

xe yposHe, kak B CLAHE, anropurm HECS oGecrieunBaer npiuMepHO TaKyro >ke SHTpornwio (mapametp E, )
u Ootee Boicokue 3HaueHnst G, u N ¢ (mpu GosblieM OTKIOHEHHH CpeIHel SpKkocTH oT 128).
Beraucnurensnas cnoxnocts anropurma HECS pacrer ¢ yBenmuuennem AL =L o, — L g, (13-

3a yBeJIMYEHHs pa3Mepa TUCTOrPaMMbl) M yMEHbIIEHUEM Yy X X (M3-3a yBeIMYeHHUs 4ucia GJIOKOB).
Brruucnurensnas cnoxHocts anroput™MoB AHE u CLAHE Ttakke pacteTr ¢ yMeHbIIEHHEM pa3Mmepa
6noka. J{nsa BeIOOpa 3HadeHui mapameTpoB AL u Yy x X, B anropurme HECS HeoOxoxumo ydecTsb

3HAYCHMs TIOKa3aTejed KadecTBa BOCHpom3BeAcHUS u Actamm3anuu MK-m3o0pakeHnid mocie
YMEHBIICHUS UX TUHAMUYECKOTO AUAMa30HAa MIPU 3TUX apaMeTpax.

s cpenHux 3HaYeHUN MHTEpBaIoB mepectpoiiku mapamerpo HECS Ha puc. 2 npuBeicHbI
3aBUCHMOCTH Pa3HOCTEH MEXAy ITOKa3aTelsIMHA KadecTBa BOCIpom3BeneHus u aetanmusanun WK-

msobpaxkennii ADg; = Dg; (AL)-Dg; (AL,), AG, =G, (AL)-G,(AL,), AE, =E, (AL)-E, (AL,),
AN =N (AL )= N (AL,) mpu AL ={0,2,4,6} u AL, =0 (L pz, =8) o1 AL=1L,p, — L p,.
AD;, ‘

0.12

0.35

1-G, =L T=0LT =2,2-K;=056G, =2T=0,2T, =1,3-G =LT, =LT=0,2,
4

4-K_=05G, =15T =1, T=0,2 5 c=05T=03T =1GC =14

6-G =12,T=03T =1 K, =0,5
Puc. 2. 3aBucumocTn pasHocTeil mokasaTesnel kauecTBa BocrponsseaeHus nzoopaxenus npu AL>0 n AL=0
(LLDR2 = 8) oT AL s cpeZiHMX 3Ha4YeHUi epecTpanBaeMbiX apaMeTpoB anropurmMa HECS

U3 puc. 2 cnefyer, 4To ¢ yBelIMdeHHeM AL IoKas3aTel KayecTsa pacTyT. [Ipu aToM nokasarenn
N, pacTer 3a HMCKIIOYeHHMEM IByX ciydaeB. Jlnsa Bapuwanra L . =10 u L., =8 Habmopmaercs
Hau0oJjiee Pe3KUi pOCT IOKa3aTeled KadyecTBa BOCHPOM3BENEHMS M300paKEHMs 1O CPAaBHEHMIO C

BapuaHTOM L, L, o, =8. Jlyumee kadecTBO BOCIIPOM3BEACHUS M300paskeHU 00ecTiednBaeTCs Mpu

L,z =14, HO OHO HE3HAYMTENBHO OTIMYAETCA OT Ka4ecTBa Bocrpoussenenus mpu L . =10.

1DRL — “LDR2

Jns cpenmHux 3Ha4YeHWi WHTEpBaloB mepectpoiiku napamerpoB HECS Ha puc. 3 mpuBeneHst
3aBUCHUMOCTH Pa3HOCTEM MEXAy IOKa3aTeIMHU KauecTBa BOCIpoM3BeneHus u aetanuzanuu WK-
I/I306pa>KeHI/II71 ADy; =Dg; (ALl) - Dy, (ALz )’ AG, =G, (ALI) -G, (ALZ)’ AE, =E, (ALI) -k (ALZ )’

AN, =N, (AL )= N, (AL,) npn Y, ={16,32,64,128) u Y,, =16 or Y, (L, =14, L 5, =10, L, =8).
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1-G, =LT=0LT,=2,2-K;=056G6,=2,T=0,2T, :1,'3_ G, =LT, =LT=0,2,
K,=05T=03T =1 G, =14,

4-K, =05 G =15T =1,T=0,2, 5-
6-G =12,T=03T =1 K, =0,5
Puc. 3. 3aBucumocTH pasHOCTeH Mokas3arenel KauecTBa BOCIPOU3BEICHHS N300paskeH s IPU
Yo, = {16,32,64,128} u Yy, =16 ot Y, a1 cpeqHux 3HaUCHUH

nepecTpanBaeMbIx nmapameTpoB anroputma HECS

W13 puc. 3 crmemyer, 4To ¢ yBeJMYCHHEM Y, IOKAa3aTeIM KauyecTBA M JETAlHM3alMU I1aJar0T
(YB =X; ) OpHako mpu MajbIX pa3Mepax 0J0Ka Ha OJHOPOIHOM (POHE MOMKET MPOSIBIATHCS OIOYHBIN

3¢ deKT, BO3HUKAIOIIHHA B pe3yabTaTe HHTeprosuuy B anroputme AHE.
[IpousBenena oneHka BemWrphIIed (B mporentax) amroputmMa HECS mo cpaBHeHmio ¢

anmroputMamu AHE u CLAHE no xontpactHoctu Dg;, cpennemy rpaamenty G,, surpomuu E; u

KOJIMYECTBY JIOKAJTBHBIX OKCTpeMyMoB N C ycpemHeHueM 1o Oiokam 64x64 mukcened u

LE?

N300paskeHusIM, IpH Yy = {32,64}, Lior =14, L s, =10, L 1z, =8.

TectroBast BeIOOpKa copepxutr 94 MK-m3o0paxenws, pasfencHHble Ha 6 THIOB 1O (opme
TUCTOTpaMMBI sipkocTH (puc. 4) mocjie ananTUBHOW SKkBanmu3anmuu (dtan | mpeoOpasoBanums): 11
n3o0pakenuit Tuna 1; 17 — tuma 2; 31 — tuna 3; 27 — tuna 4; 5 — tuna 5; 3 — tuna 6. Ha Bcex

n3o0paxenusx aaroputM HECS mokaseiBaeT sryuiine 3Hau€HHS {DST .G, E, NLE} [0 CPaBHEHHIO C
anmroputMamu AHE u CLAHE. Tlo cpaBrenuto ¢ anroputMomM AHE HanGonbpmivie BBIMTPHINMN 110

KoHTpacTHOocTH D, Habmongatorcs st uzobpaxkennit tumna 3 mpu Y =32(10%) u tuna 1 mpu
Y; =64 (12,3%), no cpenuemy rpaauenty G, — st nsobpaxenuit tuna 4 npu Y, =32 (20,6 %) u
Y; =64 (50,5%), no surpormm E, — ams usobpaxenuit tuma 5 mpu Yy =32(39,2%) wu
Y; =64 (55,9%), mo komM4ecTBy JOKAIbHBIX 3KCTpeMyMoB N . — s M300paskeHuil Tuma 4 mpu

Yo =32(17,2%) un Y, =64(259%). Ilo cpaBHennio ¢ AHE HauMeHblHE BBIUIPHIIN IO
KOHTpacTHOoCTH Dy, Habmromarorces st mzoOpaxenuit tuna 1 mpu Yy =32(6,1%) u tuna 5 mpu
Y; =64(0,1%), no cpeanemy rpamuenty G, — s nsobpaxenuil tuma 5 npu Y =32(9,4%) u
Y; =64(13,4%), mo ourpommm E, — g1 usoOpaxenmit Thma 1 npu Yy =32(13,4%) u

Y; =64 (31,4 %), mo xomM4ecTBy JOKAIbHBIX 3KCTpeMyMoB N . — s M300pakeHHil THma 5 mpu
Y, =32(4,3%) u Y, =64 (6,9 %).
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2 0 e
Puc. 4. ®opmel ructorpamMm sipkocTu TecToBbiX MK-n300pakeHuii OCe alanTHBHOM YKBAIH3aIIUH:
a—tun 1; 6 —tun 2; ¢ — tun 3; 2 — i 4; 0 — T4 5; e — TUI 6

3aKkiIoueHne

Jns moBbIIeHWsT KadecTBa M pacIIMpPeHHs WHTEpBaja YIpPaBIEHUS XapaKTepUCTHKaMU
BocripousBeaeHust MK-m3o0paxenuil npu yMeHbIIEHUH MX AMHAMUYECKOTO OHana3oHa pa3paboTaH
aNTOPUTM Ha OCHOBE aJaNTHUBHON SKBaIW3allM, PACTSDKEHUS U CXKaTHA TUCTOrpaMmsbl. CyIIHOCTB
aIropuT™Ma COCTOMT B JIBOWHOM YMEHBUIEHMHM JUHAMHUYECKOTO [uana3oHa H300pakeHus c
MPOMEXYTOYHBIM yIpaBiieHHeM (OPMON €ro THCTOrpaMMBbl 3a CYET €€ YaCTUYHOI'O PACTSDKEHHS W
cxarud. Ilo cpaBHEHHMIO C WM3BECTHBIMH AITOPUTMaMH aJANTUBHOW OSKBAJIM3allMM THCTOTPAMMBI
pa3paboTaHHBIN ANTOPUTM 00ECIIEYHBACT MOBBIIICHNE KOHTPACTHOCTH, CPEAHETO IPaiueHTa, SHTPOIIHN
W JeTanu3alny Toclie Mpeodpa3oBaHus TuHaMuueckoro amanaszoHa MK-mzobpaxenus. Berpeimm
JIOCTUTAIOTCS 32 CYET YBEIUUEHUS BEIYUCIIUTENBHOM CIOXKHOCTH.

DUAL DYNAMIC RANGE REDUCTION OF IR IMAGES
WITH HISTOGRAM SHAPE CONTROL

S.I. RUDIKQV, V.Yu. TSVIATKOU, A.P. SHKADAREVICH

Abstract. The problem of reducing the dynamic range and improving the quality of infrared (IR)
images with a wide dynamic range. To improve the quality and expand the control interval for the
characteristics of the reproduction of infrared images, the article proposes an algorithm for double
reduction of the dynamic range of the image with intermediate control of the shape of its histogram.
The characteristics of the proposed algorithm are compared with the characteristics of known
algorithms for reducing the dynamic range and improving the image quality.

Keywords: reducing the dynamic range of images, improving the quality of image reproduction,
infrared images, histogram equalization.
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TEJIEKOMMYHUKALJUU. CETH U TEXHOJIOI' U, AJITEEPANYECKOE KOJUPOBAHUE U BE3OIIACHOCTD JJAHHBIX

VIIK 621.391

BbIBOP JECKPUIITOPOB JIUISA HAEHTU®UKAIIUHN
ITIO U3OBPAKEHHUIO CETYHATKMU I'VTIA3A

AN. MUTIOXWH

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Tocmynuna ¢ pedaxyuro 21 okmsops 2021

AnHotanusi. B pabore paccMaTpuBaeTCs aNropuTM MOJYYEHHs JECKPUITOPOB H300pa)KEHUs
KPOBEHOCHBIX COCYJOB IJIa3HOTO [HA (ceTyarku). Hapsay ¢ ucnosnb3oBaHHMEM TpaJulMOHHBIX
NPOCTPAHCTBEHHBIX W CHEKTPAIBHBIX BeiBieT- WM @Dypbe-IecKpUNTOpOB, pPaccMaTPHBACTCS
BO3MOXKHOCTh NPHMEHEHHS PA3JIOKEHHsI UCXOMHBIX JAHHBIX B 0azuce COOCTBEHHBIX (QyHKIMH M
¢ dexTBHOrO KOAWpOBaHWA. I[IpUMEHEHHWE HMHTEIPHPOBAHHOIO IIOAXOAA TIPU  BBIOOpE
JECKPUIITOPOB MO3BOJISIET MOBBICHTH TOYHOCTD MPOLecca HACHTU(GUKALUH ISl K3BECTHBIX METOJIOB,
OCHOBAaHHBIX Ha BBHINOJHCHUH OMNEPallMd IIPOCTPAHCTBEHHOIO CpaBHEHHs o0Opaza BXoja H
NPOTOTUIIOB 0a3bl JAHHEIX. B CBSA3M C CYIECTBYIONIMMH CHICHU(DUKAIMOHHBIME OIPAHHYCHHIMH Ha
pa3Mep BXOIHBIX JaHHBIX 3Tan 3((EKTUBHOIO KOIUPOBAHHS KOIPPHUIMEHTOB pPa3yIOKEHUs
MO3BOJISIEM YCKOPHUTH MPOLECC MPHUHATHS pEIIeHus O KiIacCH(UKALUK, 4YTO BaXXHO IIPH
MPaKTHYECKOM UCIIOJIb30BAaHUU CUCTEMBI HICHTH()UKAIINH.

Kniouesvie crosa: duomerpuueckas UACHTH(UKALUA, CeTYaTKa, paclo3HaBaHHUE, W300paKeHHE,
CErMEHTAIHs, ICCKPUIITOPBI, COOCTBEHHBIC BEKTOPHI, JUHEHHOE IpeoOpa3oBaHue.

BBeaenne

WuauBuayaabHble OMOMETPUYECKHE IapaMeTpbl CPABHUTEIBHO JAaBHO HCIOJIB3YIOTCS B
KpuMuHaNucThKe [1] u B cuctemax obecrieuenus 6e3onacHoctH [2]. OJHUME U3 OCHOBHBIX TPeOOBaHUIT
[P MPOCKTHPOBAHUU TEXHHYECKHX aIlllapaTHO-IPOTPAMMHBIX CPEICTBA MICHTU(GHUKALMU SBISIFOTCS
3 PEKTUBHOCTD M HAJISKHOCTh 3Talla pacro3HaBaHus. TOYHOCTHBIC XapaKTEePUCTHKHU JIF000I CHCTEMBI
OMOMETPHUYECKOW HICHTH()UKAIIMN BO MHOT'OM OIPENIEIISIOTCS BHIOOPOM COOTBETCTBYIOLIMX IIPH3HAKOB
(meckpunTopoB) oOBekTa pacno3HaBaHus. CucTeMbl HICHTH(UKAIMU O0O0NANAIOT OINpPEAeTIeHHOM
CTENEHBI0 HAJeKHOCTH, €CIM (DPU3UOIOTHYECKHE MapaMeTpbl OTHOCHTENBHO CTaOWiIbHBI OqHAKO
MHOTHE 3TH MapaMeTpbl U3MEHSETCS C BO3PACTOM, CYIIECTBEHHBIX MATOJOTUi. 3HAYCHUS TapaMeTPOB
MOTYT TOJBEPraTthCs 3aMEHE B pe3yJbTaTe MAaCKHPOBAHUS, MMHUTAIUH, HApPUMEp, H300paKeHHs
pamyxHoii 00os0ouku ri1a3a [3]. CoBpeMeHHOE XUPYPrHYECKOe BMEMIATENBCTBO MTO3BOJSIET H3MEHHTh
JIMIO TMTPAKTUYECKU JI0 HEY3HaBaeMOCTH U TIp. [TOBBIIICHHYIO HA/ISKHOCTD MPOIecca HACHTH()UKAIUH
MOXKHO TMOJyYdTh, €CJIM B KAayecTBE MPU3HAKOB pACIIO3HABAHMS HCIIOJIb30BATh JIECKPHUIITOPBI,
XapaKTePU3YIOIIHECs. MOCTOSHCTBOM (CTaOMIBHOCTBIO). B OTIHMYME OT TakMX HWHIMBHIYalbHBIX
(GHU3MYIECKUX XapaKTEePUCTHK YeIOBEKA KaK OTIEYATKH MalbIEeB, FOJIOCOBbIE 0OCOOCHHOCTH, JIUIIO U JIp.
U300paKCHHUE CEeTYATKH MPAKTHYECKH HE W3MEHSETCsl C  BO3pacToM. MEJHMIIMHCKUE |
uieHTUUKAMOHHbIe [4] wMccienoBaHMs Ha JIOCTAaTOYHO OOJBIIOM BPEMEHHOM HHTEpBale
NOKAa3bIBAIOT, YTO JIAKE OJHOSHIEBBIC OJNM3HEIBI MMEIOT Pa3jinuus B XapaKTEPHBIX H300paKeHHSX
KPOBEHOCHBIX COCY/IOB IJIA3HOTO JiHA. [IpH 3TOM MOYePKUBACTCS aKe YHHUKAIbHOCTh U300paKCHUI
OT/ENBHBIX (PparMeHTOB KPOBEHOCHOHM cocyaucToil cetn. Kpome Toro, nzoOpakeHHe KPOBEHOCHBIX
COCY/IOB B BHJIC CETH HE MOXKET OBITh HICKYCCTBEHHO M3MEHEHO. B cTaThe mpeiaraercst 1 ONHUCHIBACTCS
BBIYHCIIUTEIIBHBIA aJTOPUTM MOJYYCHHS JIECKPUIITOPOB CETYATKH, TJE HCIOIb3YeTCsl 3JICMEHTBI
U3BECTHBIX MPOCTPAHCTBEHHBIX METOJIOB C n00aBieHHeM 3()(HeKTHBHOrO KoupoBaHus. [10 MHEHHIO
aBTOpa, PE3yJIbTATOM SIBJISETCS BO3MOXKHOCTD YIIyYIICHUS! TOYHOCTHBIX M BPEMEHHBIX XapaKTePHCTHK
UICHTU(HUKALMH, YTO Ba)XHO, KOTJAa NPEIbIBISIOTCS 0COOble TPeOOBaHUS 1O OOECIICYECHHIO
0€301acHOCTH, KOHTPOJIIO ¥ YIPABJICHHIO IOCTYIIOM Ha CIELHAIbHbIC OOBEKTHI.
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TeopeTnveckue NPUHUMIIBI

Pemenne 3amaunm OTHECEHUS BXOAHBIX W300paXEHWH CETYATKH K KaKOMy-THOO W3
UACHTU(OUIINPYEMBIX KJIaccoB 00pa30B OCHOBBIBAETCS HAa BBHIMOJIHEHHUU omeparwii nuddepeHnmanim
CYIIIECTBEHHBIX MPU3HAKOB 00pa30B OT (POHOBBIX COCTABJISIOIIUX M OT JieTajiel, HE OTHOCSIIUXCS K
oOpabaTeiBaeMoMy mporeccy. B o0000meHHOM Buae, Kak H I MHOTHX TPHIOXKEHUH, TIie
WCTIIONB3YIOTCS UG poBas 00paboTKa M300paKeHHH, aITOPUTM HACHTH()HUKAIMK 10 H300paKEHHIO
CeTYaTKH OTOOpakaeTcs CXeMOW, MOoKa3aHHOW Ha puc. 1. Dtam Mopdomoruueckoir 06paboTKn
peanu3yeT yTOHUEHHE H300pakeHHE AepeBa KPOBEHOCHBIX COCYAOB, a TaKkKe (QUIBTPALUIO Majio
3aMETHBIX COCYJIOB C IIENbI0 YMEHBIICHHS BPEMEHHBIX 3aTpaT Ha IMOIyYeHHE KITacCH(UKAINOHHBIX
pelIeHH.

Maobpamenne [ IpenBapuTenbHAS Mopdonoruueckas

1 »> BapH L Ly bunapusauus | PacnosnaBanne
ceruarkn (RGB) obpaboTka obpaborka P ) o

Puc. 1. O6o6uienHas cxemMa HACHTH(GHUKAMY 110 N300PaKEHHUIO CETYATKU

ITocne mpomnecca OnHapu3anuy GOpMUPYETCS CETMEHTUPOBaHHOE N300paKeHHe, TOKa3aHHOE Ha
puc. 2.

Puc. 2. CerMeHTHPOBaHHOE H300paXKEHUE CeTYATKH [ 5] Puc. 3. ®parmenT n3o6pakeHUS

B W3BeCTHBIX W MPUMEHSIEMBIX alTOPUTMAX, B3SITHIX MX OMyOJMKOBAaHHBIX Pa0OT, W3BJICUCHHE
CYLIECTBEHHBIX IPU3HAKOB CETH COCYJI0B OTPAaHUYMBAETCA TOJBKO (YParMeHTOM H300pakeHus, puc. 3.
C oIHOH CTOPOHBI, 3TO CBSA3aHO C BPEMEHHBIM OIpaHHMUYCHHMEM Inpouecca uaeHThudukanuu. Ecam s
pacro3HaBaHUsl HCIIOJB3YeTCS MpOIecC JIMHEHHOW MPOCTPAHCTBEHHOW (QUiIbTpaliu  Bcero
n300paXkeHus, pUcC. 2, BPEMEHHBIC 3aTpaThl Ha 00pabOTKy cTaHOBATCS 4pe3MepHbIMU. C apyroi
CTOPOHBI, UMEIOTCS HCCIIEA0BaHMSA, KOTOPBIC ITOKa3bIBAIOT, UTO YBEIMUYCHUE pa3Mepa BXoJa 00padoTKu
0o0JIbIIIe HEKOTOPOH ONTUMAIBHON BETMUMHBI, HE3HAUYUTEIHHO BIMSET HA TOYHOCTHBIE XapaKTePUCTUKU
pabothl knaccupukaropa. OIUH U3 MOAXOAOB MONy4eHUs] pparMeHTa OGa3upyeTcs Ha pajuaibHOM
paszaeneHunu u3obpaxenus [6]. s aToro ucronb3yercs Macka (OKHO), BBIITOJHEHHAS! B BHIE KOJbLIA.
Buemnue rpaHunbl KONbLIA ONPEAENAIOTCS JBYMs 3HaueHHMAMH paauycoB R —R, =M. Ilocne

COBMEILICHUST HM300paKEHUsI ¢ Mackod Qopmupyercs u3zoOpakeHue (GparMeHra, OINUChIBAEMOE B
MOJISIPHOM cucTeMe KOOpAUHAT. MIconb3ysl U3BECTHBIE COOTHOLICHUS MEXAY PEACTaBICHUEM JaHHBIX
B TIOJISIPHON W JEKapTOBOW CHCTEMaxX KOOpAWHAT, m300pakeHHe (parMeHTa Oy/ieM OIUCHIBATH B
JICKapTOBOM TpOCTpaHCTBe. [locne pa3BepTKH MacKH-KoJblla W OuHapu3anuu umeeM Mmarpuiy G
pasmepom M x N.

N3zBectHO, uTO 3(h(heKTUBHOCTH 0OpPabOTKU M300paKeHUH KaK MOHATHE MAacCHBa CIydaltHOTO
MpOIECCA, MOXKHO TOBBICUTh, €CJIM YYWUTHIBATh €r0 CTATUCTHUUYECKHWE XapaKTEPUCTUKHU. buHapHbIe
M300paKEHUST CETYATKH HAa MAajbIX YJacTKaxX HAIOMHUHAIOT JIOKAJTBHBIE OXHOPOIHBEIE CTPYKTYPHI,
pacrmpenesieHHble IO MPOCTPAHCTBY: JIMHUK, KOHTYPBI, pa3BeTBICHUs U mp. Bce oHUM umeror
MOCTOSIHHBIE ~ 3HA4YeHUsIMU  spkocTed. Takue  CBOWCTBA  O3HA4YalOT  BBICOKYIO  CTEIEHb
KOPPENUPOBAHHOCTH  JIOKAJBHBIX MPOCTPAHCTBEHHBIX TPHU3HAKOB HW300paX€HWH, TO3BOJISIOT
UCIIONb30BaTh  JHUHEWHBIE  TpeoOpa3oBaHMs ~ KOPPEIMPOBAHHBIX  TPU3HAKOB B HaOop
HEKOPPEIMPOBaHHBIX MEHBIIET0 pa3mepa. IIpeoOpa3zoBaHHMe CpPaBHUTENBHO MPOCTO peaTn3yercs
nocpeactBoM BII®. 3nauenus neckpuntopoB Pypre 00pa3ylOT KOMIIOHEHTHI BEKTOpa NMPHU3HAKOB
n300pakeHnsl ceTd4aTku. BekTtop xpaHuTcs B 0a3e MaHHBIX 3apETHCTPUPOBAHHBIX IOJIH30BATENEH
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cucteMbl uaeHTUUKauu. HemoctaTkoM Takoro BbIOOpa IECKPUITOPOB SIBJISETCS HEIIOJIHAS
JICKOPPENANUS UCXOMHBIX JIAHHBIX, YCJIOKHEHHE CXeMbl Kiaccudukaropa. HekoppennpoBaHHBIC
OPU3HAKA MOXKHO TMOJYYHTh M3 PEIICHHUS 33]aud Ha COOCTBEHHbIC 3HAa4YeHUS [7]. BBIUHCIMTEIHHO
pellIeHre 3TON 3aJlaui CPAaBHUTEIBHO 3aTpaTHO. OTCYTCTBUE OBICTPHIX BHIYUCIUTEIBHBIX AJITOPUTMOB
3aTPYAHACT €r0 MPaKTHIEeCKOe MCTIOIB30BaHNE I 00pabOTKH OOJIBITHX MAacCCHBOB MaHHBIX. OIXHAKO,
Ha CICIUANIbHBIX 00BEKTAaX MMEETCs OrpaHWuYCHHE Ha pasMep 0as3bl JNAHHBIX 3aperHCTPUPOBAHHBIX
nosp3oBateneii. Kpome Toro, cyiiecTByeT orpanndenne Ha pazmep Matpuiisl G . 1o MHOTHM HaydHBIM
U TEXHWYECKMM HCTOYHHKAM pasMep Matpuisl G Haxomurtces B auamasone 320-10800 GuHApHBIX
nukcenreit. [lo [8] m ApyruM OTKPBITEIM HCTOYHHKAM O CHCTeMaX KOHTPOJIS 0e301acHOCTH, pa3zMep
BEKTOpa JeCKpUNTopoB Pypbe Haxomutcs B npenenax 40-96 Oaiit. Boicokas pasMepHOCTh BEKTOpa
MIPU3HAKOB BCETJA YCIOXKHSET Npolecc pacino3dHaBanust. C Apyroil CTOPOHbI, €CIIU BBIIEIUTD IJIaBHbIE
WHPOPMAITMOHHBIE PU3HAKKA O 00BEKTE, MOKHO YMEHBITUTH MPOCTPAHCTBO MPU3HAKOB, U TEM CaMbIM
YIIPOCTHUTH cXeMy (IporpaMmy) Kiaccudukaropa. McXxoas U3 3THX MPEANOCHUIOK, pacCMaTpUBACTCS
moxoJ] BeiOopa (3P (EKTUBHOTO OMUCAHMS) JCCKPUIITOPOB Yepe3 MEPEexXo] U3 IEKaPTOBOH CHUCTEMBI
KOOpDJWHAT B CHUCTEMY, Oa30BBIMH KOOpPJMHATAMU KOTOPOM, SBJISIOTCS COOCTBEHHBIC BEKTOPHI
KOBapUAIIMOHHOW MAaTpHIBI H300paKEHHUs CETYaTKW. B 3TOM ciydae cleayeT OXWAaTh MONHON
JACKOppEIAIMU OaHHBIX W ITOBBIIICHUSA 3(1)(1)CKTI/IBHOCTI/I KaXaoro Iipu3Haka C TOYKHU 3pCHUA
NpEACTaBICHUS] BXOIHOTO Tporecca. PaccMOTpUM OCHOBHBIE 3Talbl TPEAIaraeMoro ajiropurMa
BBIOOpA BEKTOPOB JICCKPHUIITOPOB.

1. Ompenensiercss OPTOHOPMUPOBaHHBIM 0asuc T B BUAE MaTpHUIBI COOCTBEHHBIX BEKTOPOB
KOBapHalnoHHOH Matpuilbl COV(G). Matpunia T 3amgaeT sapo npsamoro rnpeodpazosanus [9, 10]

G=T(G-G,) (1)

nudposoro mizobpaxkenus supa (G—-G,,), rae G, — BEKTOp MaTeMaTHYECKOrO OXKMIAHHA BCETO

m
¢dparmenTa G .

3HayeHusT  KOX(QQHUIMEHTOB  MAaTPHIIBI G 00pa3yloT ~ KOMIIOHEHTHl  BEKTOpPOB

8 =00, @N_l)T, i=0,1,...,M —1 HEKOpPPETUPOHHBIX MPU3HAKOB. TaK KaK BEKTOp MaTEeMaTU4YE€CKOIrO

oxuganus G, paBeH HyIO, IMpolecc BbIOOpa JECKPUNTOPOB CBOAUTCS K OTOOPY KOI(PPUINEHTOB,
MMEIOIINX HanOobIKe 3HaueHus qucnepcnii. Takum o6pa3om, pazmep BEKTOPOB (; YMEHBIIAETCs IPH
coxpaHeHuun uHpoOpManuu o u3oOpaxeHuH. Jlamee BeKTOpHl (; HpeoOpasyloTCs B JIBOMYHBIH

UJACHTU(OUKAIMOHHBIN KOJI, XPAHSIIUICS B TAMSATH CUCTEMbI KOHTPOJIS IOCTYIIA.
2. lns TOATBEpXKIEHHS TPABWIBHOCTH HJICHTH()UKAIMK TPOM3BOAUTCS JIOMOJHUTEIbHASL
nposepka 1o ycpeaHeHHoMy BeKTOPY G =(Upo..-Omm-1) ACKAPTOBBIX JAHHBIX, ONHCHIBAEMbIX

martpureii G. PasmepHocTh 3TOr0 BekTOpa cooTBeTcTBYeT umciny crpok M <N wmarpuisr G.
Paccrosnua mexay BXoaHbIM 00pa3oM G,, M NPOTOTHIIAMH BBIYHCISIOTCA B METPUKE X3MMMHTIA.

Bbruucnenus B 3TOi MeTpuKe HaJ| JIBOMYHBIM 1oJieM ['anya He TpeOYIOT 3HaYMTENbHBIX BPEMEHHBIX
3aTpaT Kak B allapaTHOM, TaKk W NPOrpaMMHOM cmbicie. Ha aTom srtame kimaccuukanus MOXKET
OCYIIECTBIATHCSI C IOMOIIBIO MPOCTBIX PEIIAIOIIMX MpaBWJI, HAIpHUMEp, CPAaBHEHUS MEXIY
MHO’KECTBOM JIOMTyCKaeMbIX PACCTOSHUHA BHYTPH KJlacca M PACCTOSIHUAMU MEXIy KiaccaMH. JTO
3aMedaHue cIeyeT YUYUTHIBATE C yYETOM TOTO, YTO TIPH PETUCTPAIMH MOJIH30BATENS B OMOMETPHUECKON
CHCTEME MPEJOCTABIAETCS HECKOJIBKO 00pa3oB OMOMETPHUUECKOro MaTepHaia.

3KCHepI/IMeHTaJIbHLIe HCCJIeA0OBAHUA

WnentrdukamoHHbIE HCCIISI0BAHMS IPOBOIUIMCH C UCIIOIb30BAHMEM H300PaKEHHUM CETUATKH,
B3ATHIX U3 0a3bl MaHHbIX [5]. B HacTosIee Bpemst Mpo1o/HKaeTCst SKCIepUMEHTAIbHAS pab0Ta C 1ENbI0
MOJTyYeHUs] YCPEAHCHHOW OIIEHKH MUHHMAJIBLHOTO pa3MEHa BEKTOpa MPU3HAKOB M, COOTBETCTBEHHO,
ITMHBL Kojma wuaeHTtudukamuu. HadameHoe womemupoBanne B cpene MALAB  pemenus o
MOATBEPKACHUH TTPABUIBHON MICHTU(PHUKAIIMH JUUYHOCTH YeI0BEKa MOKa3ayo, YTo BpeMs 00pabOoTKH
HE MPEeBBIIANO JBe CeKyH bl OIeHKa MPOBOIMIACE Ha 9 Pa3ITUYHBIX H300paXKEHUAX, BKIIOYCHHBIX B
0a3y MaHHBIX CO3MaHHOW His SKcrepuMeHTa. J[ias Oornee OmpeNesieHHOW OIEHKH ajiropuTMa
MIPEINoJIaraeTcs MPoI0JIKUTh UCCIICOBAHHUS C HCITOJIb30BaHUEM 0a3bl JaHHBIX 0OJIBIIEr0 pa3Mepa.
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3akiIoueHne

C y4eToM 0COOEHHOCTEH CTATHCTUYECKHUX XapaKTePUCTUK M300paKEHMs CETIATKA PACCMOTPEH
aJTOPUTM BEIOOpa IACCKPHUIITOPOB, MO3BOJSIOMMKA Oosnee 3PGHEKTHBHO BBIABIATH HH(GOPMAIIMOHHOE
COJICpP)KaHUE BXOIHOTO OuoMeTpuyeckoro mapamerpa. CBOWCTBO AI(PPEKTUBHOCTH MPHBOAUT K
MpenMyIecTBaM Oojee OBICTPON HISHTH(PHUKAIMN U ayTeHTH(HUKAUK. JlanpHEeNIe uccuea0BaHust
MOJX0/Ia BBIOOPA JIECKPUITOPOB H300paKEHHS CETYATKH CBS3aHbI C OIIGHKOW YHCIICHHOCTH
COTPYJTHUKOB CIEIHAIbHBIX OOBEKTOB, MIPH KOTOPOW TOYHOCTHBIC XapPaKTEPUCTHKU UIACHTU(DUKALINU
JIOJIKHBI COOTBETCTBOBATH 33]]JaBAEMBIM TEXHUYCCKUM TPSOOBAHUSIM.

PROTECTION OF INFORMATION BASED ON
SPECTRAL-SPATIAL CODING

A.l. MITSIUKHIN

Abstract. The paper considers the algorithm for obtaining descriptors of the image of bloody vessels
of the fundosal fund (retina). Along with the use of traditional spatial and spectral wavelet or Fourier
descriptors, the possibility of using the decomposition of the initial data in the basis of its own
functions and effective coding is considered. Using an integrated approach to selecting descriptors
improves the accuracy of the identification process for known methods based on performing a spatial
comparison operation on the login image and database prototypes. Due to the existing specification
limitations on the size of the input data, the stage of effective coding of coefficients of decomposition
allows us to speed up the process of making a decision on classification, which is important in the
practical use of the identification system.

Keywords: biometric identification, retina, recognition, image, segmentation, descriptors,
eigenvectors, linear transformation.
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Annotation. To automate the creation of 10T systems, design tools are used in the form of loT
platforms. The structure of the stack in the 10T network is considered. The connection of sensors
with means of primary processing, including protocols and data structure, is described. A
generalized algorithm for creating a network using the loT plat-form Bluemix from IBM is
presented. The forms of the developed user interface are described.
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Introduction

With the continued development of large and small networks in infocommunication (WAN, LAN)
intended for the Internet of People (IoP), a variety of Internet of Things (I0T) networks are becoming
more widespread [1].

The structure of the loT network includes milk analyzers, gateways-converters, a cloud platform,
and mobile devices [2]. The cloud platform rents a server that hosts knowledge and data bases, special
software (solver) for processing and making decisions on milk quality, and a farm website. The database
of the cloud structure server stores milk quality characteristics, and the knowledge base stores the rules
for processing them. The solver outputs deviations from the current milk quality indicators from the
standards. The site is used for communication of specialists in milk quality control. Monitoring of milk
quality characteristics is implemented from mobile devices of specialists with access to the site
components.

The 4th generation LTE network using NB-loT technology was chosen as the network for
transmitting information from dairy farms to the cloud. The review of milk analyzers of both domestic
and foreign companies is carried out. A gateway solution for querying milk analyzers and transmitting
parameters to the cloud infrastructure is presented [3, 4].

10T structure

As part of the Internet of Things network, five components can be distinguished [5]: sensors
(devices) and their hardware, software for sensor management, communication tools, cloud platform
and mobile applications. Let's consider the purpose of each of these components [2].

Devices act as an interface between the physical and digital worlds. They are the first layer of the
loT technology stack. Only one sensor may be needed for simple data collection. For more complex
data, collection, it may need a computer that contains many sensors, a processor, local storage, a
gateway, etc. At this level of the 10T technology stack, it is important to understand such parameters of
equipment as cost, size, ease of deployment, reliability, useful life, service, etc.

Device software is the second layer of the 10T technology stack. It is a component that turns a
device's hardware into a «smart device». Device software includes the concept of «software-defined
hardware», which means that a particular hardware de-vice can serve multiple applications depending
on the firmware it runs on.

The device software allows communication with the cloud or other local devices. You can
perform analytics in real time, collect data from device sensors and monitor parameters. The device
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software layer consists of two components: the operating sys-tem and the device applications. If the
device is simple, the OS may not be used. The application can analyze the data from the sensors,
comparing them with the boundary values. If the data exceeds the permissible, it is transmitted to the
cloud for monitoring by the operator.

Communications — the third level of the IoT stack, includes both physical net-works and the
protocols that will be used. The implementation of the communication layer can be found in the
hardware and software of the device. But in terms of the conceptual model, you can keep communication
as a separate layer to facilitate discussion during development.

Choosing the right communication mechanisms is an important part of an 10T product strategy. It
will determine not only how data is transferred to and from the cloud (using different subnets and
protocols: Wi-Fi, 4G, LoRA, etc.), but also how communication with other devices is organized.

The cloud platform (the fourth layer of the 10T stack) is the basis of the 10T network (project),
which provides the infrastructure that supports all components: de-vice management, data collection
and management, data analytics, cloud interfaces, in-formation security. Smart devices will transmit
information to the cloud. You need to be aware of the type and amount of data that will be collected
daily, monthly and annually.

Analytics refers to the ability to process data, find patterns, make predictions, integrate machine
learning, and so on. The ability to find information from data makes a solution useful. Analytics can be
as simple as aggregating and displaying data, or as complex as using machine learning or artificial
intelligence. Cloud interfaces allow clients and managers to either interact with devices or exchange
data. You may need separate applications for desktops, mobile devices, and for different categories of
users.

Algorithm for connecting sensors with primary processing

For simulated IoT monitoring of parameters, we use a scheme for reading readings of measured
physical quantities (indicators of product quality or environmental parameters). Then they are
preprocessed and the application is sent to the client via the IoT platform. The final stage is displaying
data on the client side. The generalized net-work design algorithm is represented by three steps:

1. Select a sensor or a set of sensors from which we will receive the measured data, and a method
for processing the received data.

2. Determining how we will communicate with sensors, determine the amount of data and
understand how we will build interaction.

3. Find a suitable client for our network and describe the work with him.

For the sensor and pre-processor, we will choose the SensorTag 2 circuit from Texas Instruments
[6]. Another option is Arduino with BLE-shield (Bluetooth low energy, low power) or BLEduino.

Inside the CC2650 chip, the SensorTag 2 core, is a real-time operating system (TI1-RTOS), which
together with the BLE stack provides reliable control of three different microcontrollers:

1. The core of the first microcontroller is Cortex-M3 (it usually runs the custom application we
have written).

2. The core of the second - Cortex-MO (responsible for the physical layer, radio communication).

3. A separate controller for sensors (helps to quickly receive data from them).

Android phones with BLE stack support are widespread, we will use it as a hub and gateway on
the way to the cloud.

Generalized algorithm for creating a network by means of the loT platform. Consider an loT
network modeling algorithm, which is divided into two parts. First, we organize the transfer of
information from the sensors using a smartphone (three levels of the IoT stack), then we connect the
cloud platform and implement the remaining two levels of the IoT stack.

To send the data received to the gateway (smartphone) via the BLE protocol to the Internet, we
use the MQTT protocol and the JSON data transfer format.

MQTT (Message Queue Telemetry Transport) is a simplified network layer protocol for
exchanging messages between devices, it runs on top of the TCP/IP stack and is designed to connect
sensors, microcomputers, smartphones, tablets. MQTT is a publisher/subscriber. A publisher (devices
of type publishers) sends a message, which is published in a centralized service (a message broker), and
a subscriber (devices of type subscriber) receives a message from the broker.
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JSON (JavaScript Object Notation) is a textual data interchange format based on JavaScript and
used with this particular language. The format is considered language independent and can be used with
any programming language. For this, there is a ready-made code for creating and processing data in
JSON format.

JSON text is (encoded) one of two structures:

— aset of key-value pairs. In various languages, this is implemented as an object, record, structure,
dictionary, hash table, keyed list, or associative array. The key can only be a string (case-sensitive:
names with letters in different cases are considered different), the value can be any form.

—an ordered set of values. In many languages, this is implemented as an array, vector, list, or
sequence.

These are universal data structures: as a rule, any modern programming language supports them
in one form or another. They formed the basis for JSON, as it is used to exchange data between different
programming languages.

A common implementation of the MQTT protocol is the Paho MQTT library, which is
implemented for common programming languages: C/C++, Java, JavaScript, Python, etc. Let's consider
the algorithm of communication between the client and the cloud.

1. Import the Paho MQTT library and the classes we need to work with the MQTT protocol.

2. Indicate the address of the cloud.

3. Set the number of the standard port of the broker of the cloud platform of the MQTT protocol.

4. Send data to the cloud platform.

5. The hub/gateway device (android phone) generates MQTT packets and transmits them to the
cloud for storage and processing.

6. From the cloud, the hub can receive commands for device control or for the gateway.

Then we will create our web service to receive and display the readings of our sensors. To do this,
we will use the cloud platform from IBM — Bluemix [7], which is needed to implement storage services,
analytical processing and visualization of data received from SensorTag and pumped through an android
phone. Bluemix is a PaaS (Platform as a Service) open source cloud offering based on the Cloud Foundry
open source project. The platform is designed for application development and hosting, and it also
simplifies infrastructure management.

Bluemix platform using

Building a cloud platform app. In Bluemix terminology, an application is any generated code
(source code or executable binaries) that must be run or referenced at runtime. Mobile apps run outside
of the Bluemix environment and use the services provided by the apps. In the case of web applications,
an application is code uploaded to the Bluemix platform for hosting purposes. In addition, the platform
is capable of hosting the application code that we want to run on an internal server in a container-based
environment [7].

A service is code that runs on the Bluemix platform and offers specific functionality that
applications can use. This can be a ready-made service used directly, such as push notifications for
mobile apps or elastic caching for a web app. You can create your own services ranging from simple
utility functions to complex business logic.

There are three steps to using services in Bluemix:

1. Tell the Bluemix platform that we need a new instance of the service and specify which
particular application will use this new instance.

2. Bluemix automatically initializes a new instance of this service and associates it with the
application.

3. The application interacts with the service.

Service bundles are collections of APIs used in specific areas. For example, the Mobile Services
package includes MobileData, Cloud Code, Push, and Mobile Application Management services. The
available services and runtimes are listed in the Bluemix catalog. In addition, you can register your own
services.

In the platform, we will choose Node-RED because of its convenience and ease of configuration.
It has a convenient graphical programming interface consisting of JS blocks, which can be described by
loading a JSON file. You can also use some Node.js.
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The data from the MQTT package is sent to the broker as part of the loT Foundation service. A
data subscriber is a Node-RED application that allows you to manipulate data using simple visual aids.

Many primitive processing units (nodes) are JavaScript applications connected to each other by streams
of data.

User interface forms

The authors have developed a number of screen forms for working with users through
applications. They can be grouped as follows.

1. Input.

2. Special.

3. Profile.

The user's work begins with the choice of language (forms input, Fig. 1). Then the user is
authenticated with the ability to input the login and password (input form, Fig. 2).

‘« u 12:30 4 =
Milk quality analysis

& )

BbibepuTe A3bIK

Welcome!

Select language

‘- % =

Pycckun English

Fig. 1. Select language Fig. 2. Input login, password

In a special mode, the user can view product quality parameters from some farm and for a certain
period of time (Fig. 3). In case of the output of some parameter foreign values, the user receives a
notification (Fig. 4).

1230 A W 12:30

o
€— Farm choice _(_O_

Q,

Farm name

Fl Attention!

Farm name | Ex ted
o Do e the
Farm name |
Look through
Fig. 3. Input firm for control Fig. 4. Some parameter foreign values

Profile forms allow user to change his account and language.
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Conclusion

The article considers the structure of the loT network for monitoring milk quality includes
analyzers, gateways-converters, cloud platform, and mobile devices. The connection of sensors with
means of primary processing, including protocols and data structure is described. A generalized
algorithm for creating a network using the 10T platform Bluemix from IBM is presented. The authors
have developed a number of screen forms for working with users through applications.
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CPABHEHUE COTOBBIX TEPMHUHAJIOB 110 YCTAHABJIMBAEMOM
JJIAA U3JIYYEHUA MOIHOCTHU
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Benopycckuii cocydapcmeennblii ynusepcumem uHgpopmamuxu u paouodnekmponuxu, Pecnyonuxa benapyco

Hocmynuna 6 peoakyuro 1 nosops 2021

AHHOTAIHS. HpezmaraeTcsI METOAMKA SKCIICPUMCHTAJILHOI'O CpaBHCHHUA COTOBBIX TEPMUHAJIOB C
TOYKH 3pCHUA MOTEHIMALHONM OMAaCHOCTH HX paauouns3aIyd4CHud A 300pPOBbs YCJIOBCKA. I[J'IH
HCCKOJIbKHUX MOZ[GHeﬁ CMapT(l)OHOB MNpPCACTABJICHBI PE3YJIbTAThL I/ISMepeHI/Iﬁ YCTaHaBHHBaeMOﬁ UMH
AT U3JIyYCHUS MOIITHOCTH B YCJIIOBUAX pCaHBHOﬁ COTOBOM CETH.

Kniouesvie cnosa. SAR, MNUJIOTHBIC CHUTHAJIBI, JIOTHYCCKUC KaHaJIbl, MCTJIA PCEryjinupoBaHUA
MOMIIHOCTHU U3JIYyUCHHS, ACTpadalivsd 4yBCTBUTCIIbHOCTh IPUCMHHUKA.

BBenenue

IloBcemecTHOE WCHONB30BAHHE MOOWIBHBIX TEPMHHAJIOB COTOBOW W WHOW PaTUOCBSI3H,
TIOSIBIICHUW HOBBIX CTaHJAPTOB TaKOH CBS3H, MCIIONB3YIONINX BCE O0JIee BRICOKHME YaCTOTHI IS CBOSH
paboThI, BBI3BIBAET PE30HHYIO 03a00YEHHOCTh OOIECTBEHHOCTH CTEIIEHBIO OMTACHOCTH 3THX YCTPOICTB
JUTSL 3JI0pOBbsl 4ejioBeka. HamOosiee MOmyssipHONM YHCICHHOW METPUKON NI M3MEPCHUS BEIIMYUHBI
BPEIHOTO BO3JICHCTBUS MOOWIBHBIX Tele()OHOB Ha YENOBEKa, PEKOMEHIOBAaHHOW, B YaCTHOCTH,
MesxnyHapoaabsiM coro3om anekTpocsssu (ITU), seiasercs SAR (anri. Specific Absorption Rate), niu
yaenbHbId kKo3(hdunmeHT nornomieHus. SAR u3MepsieTcsl B BaTTaxX Ha KWJIOIpaMM, B IepecueTe Ha
1 rpamm Tkaneit B CLLA, u B nepecuere Ha 10 rpammoB TkaHel B EBpocorose. Kak anbrepHaTHBHBIHN
BapHaHT, HampuMep, B Poccum HCIONB3yeTcsl CBOS CHUCTEMa HM3MEpPEHHs H3IydaeMOW MOIIHOCTH B
BaTTax Ha KBa[IpaTHBIﬁ CaHTHUMCETDP.

C camoro cBOEro MOSBJICHHS HAYYHAsI COCTOATEIHHOCTh U METOTnKa m3MepeHus: SAR BeI3bIBarOT
IIKBaJ KPUTUKU C pa3HbIX CTOpoH. llokazaTenmpHO, 4TO K ATOH KpHUTHKe moiakioumics gaxe [TU.
[TpuBenem nutaty U3 pekomeHaanui [ 1] stoit opranmzanun: «be3onacuee 11 MOOWIBEHBIE Tene()OHBI C
Hm3kuM SAR? Her. OTkIOHEHHS B MaKCHMaJIbHOM COOOmEHHOM SAR OTpakaroT pa3iudHbBIe
TEXHUUYECKUE TapaMeTphl, TAKWEe KaK HCIIONIb3yeMasl aHTeHHA M €€ pa3MelleHHue BHYTPH YCTPOMCTBA.
OnHaKo 3TH pa3jinyus HE 03HAYAIOT, YTO CYIIECTBYIOT pas3inuus B 0e3omacHoctd. SAR paspaboTan st
JIEMOHCTPAIIUN COOJIIOICHHUSI COOTBETCTBYIONINX HAIIMOHAIBHBIX MJIH MEXTYHAPOIHBIX OrPAaHUUYCHUY.

Ilocme TakMX KOMMEHTApHEB CTAHOBUTHCS ITOHSATHBIM, YTO BONPOC OO0 OIEHKE BPEIHOTO
BO3/IeICTBUS MOOMIIBHBIX TeJIe(DOHOB HA YEIOBEKA OCTAETCS OTKPBITHIM.

MeToauku CPAaBHUTEJIBHOI0 aHAJIN3a TEPMUHAJIOB B YCJIOBUSX peanbﬂoﬁ CEeTH

BaxxHedmmid MyHKT KPUTHKH METOIUKH n3MepeHuss SAR — OTOPBaHHOCTH BBITIOIHSIEMBIX B
71a00paTOPHBIX YCIOBHAX U3MEPEHHN OT OCOOCHHOCTEN (PYHKIIMOHMPOBAHUS TEPMUHAIIOB B PEaIbHON
COTOBOH (WUTM MHOW) paguoceTr. Ho BO3MOXHO-TTN KaKoe-TM00 YUCICHHOE CPaBHEHHUE MOTEHITHATBHON
OITACHOCTH JIJIS 3/I0POBbsI YeTIOBEKa MOOMIIHHBIX TEPMUHAIIOB, PA0OTAIOIINX B peallbHON ceTr?

[ BBISICHEHHSI 3TOTO OBUIM MIPOBEIEHBI OTBITHI 110 HAOJIOJCHHUIO 32 BEIOMPAaEeMON MOLTHOCTHIO
panuon3ayveHus], yCTaHaBIMBaeMOW cMapT(hoHaMu pa3HBIX MoJeleil mpu ux paboTe B peabHOM CeTH,
HO TpH (PMKCHPOBAHHOM T€OMETPUH PACTIOIOKEHHS paguocpeacTs. Cxema sKCIepuMeHTa IoKa3aHa Ha
puc. 1. DkcrepuMeHTHl ObUTH BBIMOJHEHBl NPU TEXHUYECKOW IOMOIIM COTPYAHHUKOB COTOBOIO
oneparopa Al. M3MepeHuss mpoBOIWINCH B LEHTPAILHOM oduce KOMIIAHWHM, rae umeercs indoor-
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MOKpBITHE B cTaHAapTe coToBoi cBsizu 3G UMTS Ha uactote aumanazona 2100 MI'u. [Ins usmepenuit
HCITOJIB30BANICS TIPO(EeCCHOHANBHBIN aImapaTHO-TIPOrpaMMHBIH KoMIuTeke cemeiictBa TEMS ¢upmbr
Erickson.

< BuyTpensaa
N\ aHTeHHa
A\
/N
,'/
.//
PHUKCHPOEaHHOE Bazogaa crammma indoor
| 2

paccToAHme cranpgapra 3G guanasona

2100 MI'n

AnmaparHo-Tp orpaMMHBLT
xomrmexe TEMS

1

Puc. 1. Cxema skcriepuMeHTa 10 HAOIIOACHUIO 32 YCTAaHABIMBAEMON MOIITHOCTHIO U3ITyUEHUS

Kommiekc TEMS mo3BomnsieT cUUTHIBaTh BCE CHCTEMHBIE MHCTPYKIIMA W W3MEPEHUs, KOTOpPEIE
CMapT(l)OH IMPUHUMACT HUJIU BBIIIOJHACT. B YaCTHOCTHU, 3TO BCIMYNHBI, UCITIOJIb3YEMBIC IIPU pa60Te TakK
Ha3bIBAEMOW OTKPBITOW meTiu peryaupoBanus mounoct B UL (UL open-loop Power Control). B
OpUTHHAIFHOM HMEHOBAaHNH, TPUHATOM B cTanfaptax UMTS [2], 3T0 u3MepeHHBI ypOBEHb MOIITHOCTH
MUIOTHBIX CUrHANOB 6a3oBoii crannuu CPICH RSCP ( Common Pilot Channel Received Signal Code

Power) u yctaHaBiaiBaeMas cMapT(hoHa HadaabHas MOIIHOCTH Ha niepeaady Initial PRACH Tx power ,

WK MOIIHOCTH TpeamMOyJIbl JOTHYECKOro KaHaiga ciydaitnoro moctyma PRACH (Physical Random
Access Channel). AiropuT™ OTKpPBITO# METIH PETryJIMPOBAHUSI MOIIHOCTH OYCHBb MPOCT: Y€M MEHbIIE
oyner uzmepennsiii CPICH RSCP (8 n1bM ¢ Mmunycom), Tem OoJiee BEICOKYIO MOIITHOCTh Ha Mepeaady

Initial PRACH Tx power yctaHoBUT cMapTdhoH Juist oOpaiieHus: kK 6a30BOil CTaHITUH.
Brruncienre HauaabHONW MOIHOCTH OCYIIECTBIISAETCS 110 PopMyJie

Initial PRACH Tx power = Primary CPICH Tx power —CPICH RSCP +
+Uplink Interference + Constant value,

rae Primary CPICH Tx power — MoIHOCTh MHJIOTHOTO CHTHAJA Ha mepenade (Ha cTopoHe 0a30Boi
craniun); CPICH RSCP — wm3mepsieMoe MOOWIIBHOW CTaHIMEH 3HAYEHWE MOLIHOCTH MHIIOTHOTO
CHrHajla Ha mpueme (Ha cTopoHe MoOwWsbHOW cranimu); Uplink Interference — unrepdepenius B

kanaine UL, miu unaue RTWP (Received Total Wideband Power), koropas usmepsiercs 0a3oBoii
cranmueit; Constant value — koHcranrta, Hpu3BaHHAas y4ecThb TOT (PaKT, YTO CUTHAJbI Oa3bl H
MOOMJIBHOMN CTAHIIMK TIEPEAAIOTCS B Pa3HbIX YACTOTHBIX MOJI0CAX (YACTOTHBIN AYIIIEKC).

Bemnuuner Primary CPICH Tx power, Uplink Interference u Constant value mepemarotcs

0a30BOil cTaHIMEH BceM MOOWIBHBIM TEPMUHAJIAM B COTE IO NIMPOKOBEIIATEIBHOMY JIOTHYECKOMY
kanany BCH (Broadcast Channel). B cootBerctBum co cranmaprom UMTS [2], st mapamerpsr
NPUHAMAIOT 3HaYEHHs, IOKa3aHHbIe B Ta0. 1.

Tabn. 1. 3HaYeHHusT MapaMeTPOB AJIS YCTAHOBKH HAYaJAbHOH MOIIHOCTH

Jlnama3oH 3Ha4YCHUIA, TouyHOCTH YCTaHOBKH, TumoBoe 3HaYeHHE Ha CETH,
[Tapametp
nbMm nbMm nbMm
Primary CPICH Tx power ot —10 10 +50 1 +19
Uplink Interference or—110 50 —70 1 -105
Constant value 0T -35 10 -10 1 -20
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W3menenue tekymee 3HaueHne CPICH RSCP B ycrmoBusix (hMKCHPOBaHHOTO PacCTOSHUS IO
aHTEHHBI 0a30BOH CTAHINH 00YCIOBIEHO CIEAYIONIMMA MPUINHAMEU. JTO BIHSHAE PAOOTHI B OTKPBITON
COTOBOW CETH, TJIC PAJIOM pabOTaIOT JPYrHe COThI C TAKUMH-)KE MAIOTHBIMU CUTHAJIAMH U Ha TOM-kKe
yactote. [IpucyTcTByeT nepeMeHHass MHOTOJY4eBOCTb KakK B IaHHOM COTE, TaK U 'y COCe/IeH, BBI3BaHHAS
MIePEMEIICHIEM BCEBO3MOMKHBIX OTpaKaTeled (oM, MAIWHBI, WHBIE OO0BEeKTHI). CKa3bIBaeTcs
BIIHSIHHE TyJIbCcHUpYIOMEero Tpaduka cot. B pesymnbrare, addekT n3MEeHeHusT YpOBHS MPHUHUMAEMOTO
tepmuHanoM CPICH RSCP mpunATO Ha3bpIBaTh «3allyMJICHUEM MUIOTHBIX CUTHAJIOB.

Janee [y COKpalleHWsl 3ammceii OyaeM wucmosib3oBath obo3Hauenus RSCP wu TX,
COOTBETCTBEHHO, ISl U3MEPSIEMOI MOIIIHOCTH MUAJIOTOB M YCTAHABIMBAEMOW MOIIIHOCTH Ha TIepeaady.

Pe3ynbTaTel H3MepeHunii yCTAHABJIMBAEMOM I M3JIYYeHHS MOUTHOCTH

Hioke aHATHM3UPYIOTCS pe3yIIbTaThl OMBITOB Tst cMapTdonoB Samsung Note4 u Samsung Galaxy
S6. B skcniepumenTe npoBoauiaack 3anuch RSCP u TX oxuH pa3 B cexyHy.

B kauyecTBe mpuMepa Ha puc. 2 W pUC. 3 MOKaszaHbl pe3ynabTarhl 3amucd RSCP wu TX mmst
cmaptdona Samsung Note4. Ha rpadwku HaHeceHa TUHUS CKOINB3SIIETO CPETHET0 MO pe3ylbTaTaM
50-tu m3mepenwmii (KpacHas CIUIONIHAS JIMHWS) M TPHUBENEHBI 3HAYCHHS TIIO0ATBHOTO CpPETHETOo
apI/I(i)MCTI/ILICCKOI‘O 3Ha4YCHUA N3MCPACMBIX BEJINYHNH.

Homep oTcuéta
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400
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-69,0
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-72,0
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=}

74,0
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75,0
78,0

770

78,0

Puc. 2. Pesynbratel n3mepennii RSCP
cMmaptdoroMm Samsung Noted (cpennee 3HaueHue —74,3 1bm)

Homep oTcuéTa
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0,0
-5,0
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-25,0
-30,0
-35,0

Puc. 3. YcraHoBneHHas MOIITHOCTH Ha mepeaady X
y Samsung Note4 (cpennee 3HaueHue —29,6 1bm)

Jnst ynoOCTBa aHaNM3a CpeiHUe 3HAUCHUS IS ABYX CMapT(HOHOB CBeACHbI B Ta0I. 2. Haxomsch
B YCJOBHAX (PUKCHUPOBAHHON IANBHOCTH JO aHTEHHBI 0a30BOM CTaHIMK, CMapTHOHBI YBEPEHHO
M3MEPUIIU U YCTAHOBWJIM HA MepeAady CyLUIECTBEHHO pa3HbIEC YPOBHHU.
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Tab6n. 2. CpaBHeHHe pe3yJbTaTOB M3MepeHM I

Mogens cmapThoHa Cpennee RSCP Cpennee TX
Samsung Note4 —74,3 nbm —29,6 n1bm

Samsung Galaxy S6 —-80,9 nbm —16,8 nbm

PasHuia B 3HaueHNH 6,6 nb 12,8 nb

Bpocaercs B riasa, 4To pasHHIA B 3HAUCHUH |X MPAKTHYCCKH PaBHA yJBOCHHOMY 3HAYCHUIO
pasuuiel B RSCP. MoxxHo yTBepxaath, uro cMmaptdon Samsung Galaxy S6 umeer ycTOHUYHBYIHO
JIeTpajairio YyBCTBUTEIBHOCTH CBOCH aHTEHHBI (M IPUEMHHUKA B 11€7I0M) NpUOIM3uTeNbHO Ha 6 1b B
cpaBHeHnn ¢ Samsung Note4. /Ipyrumu ciioBaMu, 3TOT ammapart cHadana Ha 6 nb «ommbaercs» B
BBIYHCJICHHN YPOBHS ITIJIOTHBIX CUTHAJIOB, a 3aTEM eIlle pa3 J00aBIIsgeT 3Ty OINOKY B yCTaHABIMBACMOE
3HAUYEHHUE IJI1 MOIIHOCTH MepeAayd. YMeCTHa >KU3HEHHAs aHaJOTHs: TIyXOil YeloBeK cTapaercs
rpoMue pasroBapuBaTh. B pe3ynbraTe, MOXKHO C OOJBLION OJEH JTOCTOBEPHOCTH YTBEPKIATh, YTO
cmaprdon Samsung Galaxy S6 Bcerma OymeT NBITATbCS H3Iy4aTh OOJBIIYIO MOIIMHOCTH, YEM
cpaBHHBaeMbIii ¢ HUM Samsung Note4. CooTBeTCTBEHHO, OH OyZET MOTSHIMAILHO 00Jiee ONaceH st
3JI0POBBSI TIOJIB30BATETI.

C mnpuumHamu gaerpamanui 3GQEeKTHBHOCTH aHTEHH M YyBCTBHTEIBHOCTH HPUEMHHKOB
cMapT(OHOB MOKHO 03HAKOMUTHCS, HATlpuMep, B [3, 4].

3akiIoueHne

Takum o0pazom, MOKa3zaHa pabOTOCIIOCOOHOCTh METOAWKA OIEHKH CTEIEHH OMNACHOCTH
MOOWJIBHBIX TEPMHUHAIOB 37I0POBBIO YEIIOBEKA, OCHOBAHHAS HA HAKOIUIEHHH M YCPEIHEHUH 3HAYCHUH
RSCP u TX B ycnoBusix pUKCHPOBaHHOTO MECTOPACIIONOKEHHS 3TUX TEPMUHAJIOB B PEaIbHOM CETH.

OTMeTHM, 4TO B JPYrHUX CTaHIApPTaXx COTOBOM M WHOW LM(POBON OECHpOBOIHON CBS3H,
TEPMUHAJIAMU TAKKE UCIIOJIL3YCTCA aJITOPUTM «KMEPATO TECTOBBIM CUTHAJ — YCTaHaBJIMBaIO MOUTHOCTDB.
[MosTOMy M U1 HEX TIpelIaraeMasi MeToKa OyJeT IPOTyKTHBHOM.

COMPARISON OF CELLULAR TERMINALS IN
POWER INSTALLED FOR RADIATION

V.A. AKSYONOV, S.V. SMOLYAK

Abstract. A method is proposed for the experimental comparison of cellular terminals from the
point of view of the potential danger of their radio emission for human health. For several models
of smartphones, the results of measurements of the power set by them to radiate under the conditions
of a real cellular network are presented.

Keywords: SAR, pilot signals, logical channels, power control loop, receiver sensitivity degradation.
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TEJIEKOMMYHUKALJUU. CETH U TEXHOJIOI' MU, AJITEEPANYECKOE KOJAHWPOBAHUE U BE30OIIACHOCTD JJAHHBIX

V/IK 061.68

NMUTAIIMOHHOE MOJAE/IMPOBAHUE ®PAI'MEHTA CETH 3JIEKTPOCBSI31
CIIEIlMAJIBHOI'O HABHAYEHUS C TEXHOJIOI'MEU IPSEC B CETEBOM
CUMYJISITOPE NS-3

C.C. BPYBJIEBCKUI, E.B. MAILIKMH

Boennas akademus Pecnybnuxu benapycw, Pecnyonuxa Berapyce

Iocmynuna 6 pedaxyuro 31 okmabpsa 2021

Aunnoranusi. Pazpaboran kiacc aist cereBoro cumyssitopa Network Simulator 3, umutupyrommuit
padory VPN-mumoza. I[Tokasano, 4To pa3paOOTaHHBIN Kiacc pabOTaeT MMUTHPYET OCHOBHEIE
npotuecckl nporokoina IPSec.

Knioueevie crosa: nMuTanmoHHOE MOJIeIMpoBanue, crek mporokonos IPSec, Network Simulator 3.

BBeaenne

BupryansHas uactHast ceth (Virtual Private Network — VPN) — mpencrasiser co0oit
BBIJICJICHHYIO CETh Iepelayd JaHHBIX, OCTPOSCHHYI0 Ha MHPPACTPYKTYpE TEICKOMMYHHUKAIMOHHOM
CeTH OOIIEero TONb30BaHHSA, B KOTOPOW KOHOGUACHIMATBHOCTh M 3alUIIEHHOCTh HH(MOpMAaIuu
M0JTb30BATEIIs 00OECIIeUNBACTCS MEXaHU3MaMu M pOBaHKs U pasrpaHndenus Tpaduka (puc. 1) [1].

VPN - cepuep

foanzoparens - Zawmdposanmnii
et TYHHCD

Puc. 1. BupTyansHas 4acTHas ceTh

BuptyanbHble yacTHBIE CETH MTOIPA3IEIISIOTCS HA!

— CeTH, TMOCTPOCHHBIE Ha 00OpYIOBaHWH, KOTOPOE yCTAHABIMBAETCS HAa CTOPOHE KIHEHTa M
CIIy>KUT JUIS €r0 MOJKITIOUCHHUS K CETH MPOBaNiepa;

— CETH, IOCTPOCHHBIE Ha 000PYA0BaHUHU, KOTOPOE YCTaHABJIMBAETCS HA CTOPOHE NpoBaiepa.

U e, u npyrue noapasaensroTCs Ha TPU Kilacca B 3aBHCUMOCTH OT IPUHIIUIIA OPTaHU3AINH CBS3H
IIOJIB30BATENIEH CETH:

— BEIOMCTBEHHbIE  (BHYTpUKOpIIOpaTuBHBIE) ceth VPN — Kkak mpaBumio, CTpOSTCS
Ha COOCTBEHHOH ceTeBOH HWH(pacTpykType ©€3 HCIOJIb30BAaHHS PECypCOB CETH CBSI3U OOILEro
MIOJIb30BaHMUSI,

— MEXBEIOMCTBEHHbIE (MEXKOpIopaTuBHbIE) ceTh VPN — HCHONB3ylOT Kak COOCTBEHHYIO
CEeTeBYIO HHPPACTPYKTYPY, TaK U HHYPACTPYKTYpy CETH MpoBaiiaepa;

—ceru VPN ynaneHHOro jgoctyna — AaHHBIM kiacc cetedl VPN mpesamnonaraer mojakioueHue
noJsip30oBaTens K cetd VPN mpu momomy CrenuagbHOTO anmapaTtHoro (KPUITOMAapIIpyTH3aTOPhI) H
nporpamMmHoro (Cisco AnyConnect Secure Mobility Client, Avast SecureLine VPN) oGecnieuenust.

BupTyanpHple d9acTHble CceTH MOTYT OBITh peanu3oBaHbl Ha 0a3e  MPOTOKOJIOB
mozenu OS] Ha ClleTyIONX yPOBHSX:

— kananbHbIid — L2VPN (L2TP, PPTP, VPLS, VPWS);
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— cerenoii — L3VPN (IPSec, GRE, BGP/MPLS, VPRN);

— ceancoBslii — L5VPN [2].

Coznmanne BeIOMCTBEHHBIX (3aMKHYTHIX) cereii VPN ompaBmaHo mpH HCHOIB30BaHHH
anmapatypsl [P-mugpoBanus ¢ Leabi0 pasrpaHUYCHUs OOMIEr0 M 3alIu(pOBaHHOTO Tpaduka.
IIpumepom BegoMcTBEHHBIX ceTeil VPN MOIYT CITy’KHUTh CETH 3JIEKTPOCBSI3H CIIELIUAIBHOIO Ha3HAUYEHUS
(COCH), OamkoBckme cetn u ap. Ha cerommsmauii menb B COCH mnsa cosmanms cereit VPN
UCIIOJIB3YeTCs CTEK MPOTOKOIOB [PSec.

Crex mpoTokoJioB |PSec u ero ocodeHnocTn

Crek npotokoioB [PSec o6ecieqnBaeT ayreHTH()HUKAINIO, IETOCTHOCT U KOH(MUACHITNAITEHOCTD
Opd IOMOLIM aIrOPUTMOB IHM(POBAaHUS, XEIIMPOBAHUS, OTKPBHITHIX KIOYEH U IHM(POBBIX
CepTU(HKATOB, CTaHAapTU30BaHHOrO KoHcopumyMm Internet Engineering Task Force (IETF). Crex
poTokoioB IPSec BkirogaeT B ceOst MPOTOKOJHI:

— ayrentudukaiun — Authentication Header (AH);

— mudposanus — Encapsulated Security Payload (ESP);

— obmena kimouamu — Internet Key Exchange (IKE).

ITporoxonst AH u ESP moryT nepenaBath JaHHBIE B IBYX PeKUMAX:

— TyHHENbHOM (IP-mtakeTsl 3a1uIarTcs EeTUKOM, BKITIOYas MX 3ar0JIOBKH);

— TPaHCIOPTHOM (3allUIIaeTcs TONBKO cofiepkumoe [P-makeToB).

upokoe pacmpocTpaHeHHE Halled TYHHEIbHBI peXuM paOOThl AAaHHBIX MPOTOKOJIOB. B
JTAHHOM PEXXHME UCXOIHBIA MAKET UHKAMNCYJIUPYETCsl B HOBBIN IP-makeT, n nepeaaya NaHHBIX MO CETH
BBIIIOJIHAETCS Ha OCHOBAHMM 3arojioBka HoBoro [P-nakera.

OCHOBHBIM JJOCTOMHCTBOM NpoTOKoJa IPSec siBasieTcs TO, 4TO AaHHBIA IPOTOKOJI MOAACPAKUBACT
BCE BUJIBI IPWIIOKEHHUN (BUICOKOH(EpeHIICBA3b, VOIP, mepenaya qaHHBIX U T.JI.) U MOXET MUPPOBATh
WIN ayTeHTU(QHUIMPOBATh Bech TpapHK Ha ceTeBOM ypoBHE. Ho B TOke BpeMsi HCIIOIb30BaHUE JaHHOTO
MPOTOKOJIAa YMEHBIIAET CKOPOCTh Mepeaayl HHPOPMALMOHHBIX TOTOKOB, & TAK)KE YBEIIMYUBACT BPEMsI
JOCTaBKH MAKeTa JaHHBIX B CETH.

HNmutanuonnas Mmoaenab ¢pparMenTa ceTu ¢ TexnoJorueii |PSec
B ceTreBoM cumyJsitope Network Simulator 3

Hns  co3manus HamexkHo QyHknuonmpyoomeir COCH HeoOxomuMo eme Ha JTare
NPOEKTHPOBAHMsI 3HATh BO3MOJXKHBIE XapaKTEPUCTUKU Y3JIOB CETH, BBHIY TOTO YTO COBPEMEHHBIN
MYJIbTUCEPBUCHBIN TpauK, [UPKYJIUPYIOLIUH B ceTH 00J1alaeT CBONCTBAMH CaMOIIOI00Us, KOTOPBIit
HE TOAJAETCs] CTPOrOMy MaTeMaTHdecKoMy aHayiu3y. OCHOBHBIM HHCTPYMEHTOM aHalln3a MOXKET
ABJISITHCS. IMUTAIIMOHHOE MOJIETUPOBAaHUE 0€3 HCIIOIb30BaHUS PEAJILHOTO CETEBOr0 000py10BaHUSI.

OHUM U3 CPEJICTB MIMUTALIMOHHOTO MOJICTHPOBAHHS KOMITBIOTEPHBIX CETEH SBISIETCS CETEBON
cumyisitop Network Simulator 3 (NS-3). Jlannas cpeaa MoAeNMpOBaHHS MPEACTABISIET COOOM
CHUMYJIATOD CETU CBSI3U C AMCKPETHBIMH COOBITHSAMH, NpEeIHA3HAYCHHBIM [UI HCCIEAOBAaHUN U
UCIIOJIb30BaHMs B 00Opa3oBaTeNbHbIX LessiX. [lonaepskuBaeT O0MBbIION CTEK HPOTOKOJIOB M HO3BOJISET
MOJICIUPOBATh KOMIIBIOTEPHBIE CETH C PAa3IUYHBIMU TONOJOTHSAMH. SIBisieTcss OecruiaTHBIM
pOrpaMMHBIM OOECIIEYEeHHEM C OTKPBITHIM HCXOMHbIM KogoM (C++ / Python), a takxe paboraer ¢
BHEIIHUMH MHCTPYMEHTaMM aHUMAIIH, aHaJI13a JaHHBIX (co3xaeT (aiibl popmara .pcap asis paboTsl
¢ Wireshark, a taxxe tpeiic-aitnst B popmare ASCII) u Buzyanuzarmu (NetAnim) [3].

Jns mvuranm VPN-TyHHENsT Ha ocHOBE TexHooruu |PSec Oputa co3gana Mojaenb GparMeHTa
COCH (puc. 2) ¢ nomomsio cumyisitopa NS-3, KoTopasi COCTOUT U3 TPEX OKOHEUHBIX YCTPOMCTB U
OJTHOTO MapripyTu3aTopa [4].
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Puc. 2. ®parment COCH ¢ VPN-TyHHeNeM: a — cxema cetu; 6 — cxema cetd B NetAnim

Jns mpoBedeHWS WMHUTAMOHHOTO MOJCIHUPOBAHUA HEOOXOIMMMO TIPOHTH dYeThIpE ITara

(puc. 3):

— co3ganue C++ — CKpHIITa, OIMCHIBAIOMIETO0 MOJENb CETH,

— MOJIyYCHHE PE3yIbTATOB;

— aHaJIN3 pe3yabTAaTOB C MOMOIIBIO Tpeiic- u .pcap daiinos;
— BU3yaJIM3alKs [IPOLECCOB B CETH.

Ortan 3 —
> AHanuz
— HTepripeTaTop pe3ylnbTaToOR
— si3bika C++
= »
Sapo NS-3
Otan 1 — Co3znanue ap Ortamn 4 —
- CKOHIITa Oran 2 — [Tonyyenne B
P peIyNETATOB H3yalln3aLHs
MPOILIecCOB

MOISJIHPOBaHHA

Puc. 3. Dransl monenupoBanus ¢pparmenta COCH ¢ nomomipio NS-3

Kaxnoe wu3 cereBbix ycTpoilctB mmeer cBoit [P-ampec. Ho mpu co3maHum TyHHENIS UM
NpUCBaNBaeTCsl BUpPTyalbHble anapeca. s srtoro Obim paspaboran kimacc Tunnel, B KOoTOpoM
peanusyercs maHHas QyHKuus. {1 mpoBepkH (YHKIMOHUPOBAHHMS MMUTALMOHHOW MOJENU TIOTOK
UDP-tpadura ot host 3 mepemaercs ¢ BuptryanbHoro azapeca 11.0.0.1 Ha host 1 ¢ BuUpTyampHBIM
aapecom 11.0.0.254, uyto BuaHO M3 puc. 4. Ha koTOpoM M300paskeHO COOBITHE MOJIEIUPOBAHUS,
NOKa3bIBaIOIEee Tepeaady MoToKa Tpaduka MeXTy BHPTYaJbHBIMH aJIpecaMi, a TaKKe BUIHO, KaK
TaKeT C JAHHBIMU (B CHHEH pamKe) HHKarcynupyeTcs B rmaket [PSec (B xenToii paMke).

+ 1.00914 /NodelList/0/DevicelList/1/Sns3::PointToPointNetDevice/TxQueue/Enqueue

ns3::PppHeader (Point-to-Point Protocol: IP (0x0021)) ns3::IpvdHeader (tos Ox0
DSCP Default ECN Not-ECT ttl 64 id 0 protocol 17 offset (bytes) © flags [none]
length: 568 10.1.1.1 > 10.1.3.1) ns3::UdpHeader (length: 548 667 > 667)

ns3::Ipv4Header (tos Ox0 DSCP Default ECN Not-ECT ttl 64 {d 0 protocol 17
offset (bytes) © flags [none] length: 540[11.6.0.1 > 11.6.0.254)
ns3::UdpHeader (lenqth: 520 49153 > 9) Payload (size=512)

Puc. 4. CoObiTHE MOJIEMPOBaHNS, TOKA3bIBAIOIIEE NIepeiady MOTOKa Tpaduka MeXy BUPTYaJbHBIMH afpecamMu

B Tabnuue mokaszaHo BiusHHE mHpouedyp (GyHKuMoHMpoBaHus VPN-1uIr03a Ha mapaMmeTrpsl
nepenaBaemoro UDP-tpaduka: mukoByro (P) U cpeqHioro () CKOpocTh nepenayn MHQOpMaIMOHHBIX
MOTOKOB, JUIMHY TeHepUpyeMbIX maketos (L).

3HaveHHe MapaMeTpoOB TpaduKa Ha BXojAe H Ha Bbixoae VPN-muo3a

3HaueHUs MapaMeTpoB Tpaduka

MecTo n3MepeHus mapaMeTpoB

Tpaduka p, M6ur/c r, Mour/c L, Baiit
Ha Bxone VPN-mumro3a 2,3 0,91 1482
Ha Beixone VPN-mnmro3a 1,80 1,23 1530

I/ICXOZISI M3 BBIXOJHBIX MAHHBIX MOACIIUPOBAHUA MOXHO CAEJIaThb BBIBOJ, YTO Ka)K)IBIﬁ IIaKEeT
nepeaeTcs ¢ OJIHOTO BUPTyabHOTO WHTEpdelica Ha npyroi, ucnonb3oBanue VPN-muto3a Biusier Ha
napaMeTpsl MepegaBaeMoro Tpaduka, yMEHbIass CKOPOCTh Mepenadyr MHPOPMAIMOHHBIX TTOTOKOB H

yBenuuuBas JnHy |P-nakera.
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3akiIoueHne

Takum oOpazom paspabotanHbli kimacc Tunnel mis dparmMeHTa ceTH MONHOCTBIO UMHUTHPYET
pUMEHEHNEe TeXHOoIoruu IPSec, 4To BUAHO M3 MPOBEICHHBIX HUCITBITAHWMA MTAHHOTO Kiacca. JlaHHBII
KJIacC MO3BOJIUT co3aTh Mojenb noaHo COCH ¢ VPN. Uto u aBnseTcs nanbHEUIINM HallpaBIeHUEM
UCCIIE0BAaHHUS.

SIMULATION OF A SPECIAL PURPOSE TELECOMMUNICATION NETWORK
FRAGMENT WITH IPSEC TECHNOLOGY IN THE NS-3 NETWORK SIMULATOR

S.S. VRUBLEVSKY, E.V. MASHKIN

Abstract. A class for the network simulator Network Simulator 3 has been developed to simulate
the operation of a VPN gateway. It is shown that the developed class works by simulating the basic
processes of the IPSec protocol.

Keywords: simulation, IPSec protocol stack, Network Simulator 3.
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INPOT'PAMMHOE OBECIIEYEHUE CUCTEMbBI ABTOMATU3UPOBAHHOI'O
TECTUPOBAHHUA YCTPOUCTB UHTEI'PUPOBAHHOI'O JOCTVYIIA

A.A. UTTATOBUY
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AnHoTanusi. Paspabotana mporpaMMa aBTOMAaTH3UPOBAaHHOTO TECTHPOBAHHS yCTPOHCTB
MHTETPUPOBAHHOTO A0CTyma, paboratomux mo texHoioruun ADSL. IlpeactaBneHsl cTpyKTypHas
cXema IporpaMmbl ¥ (pyHKIMOHAIBHBIA alrOPUTM TECTUPOBAHUS YCTPOHCTB WHTEIPHUPOBAHHOTO
nocryna. OnucaHsl 3Tarnbl TECTUPOBAHUS (QYHKIIMOHAIBHBIX Y3JIOB YCTPOWCTB HHTEIPHPOBAHHOTO
JA0cCTyna, NpUuBCACHbI UCIIOJIB3YEMbIC TPOIrPpaMMHBIE HHCTPYMEHTHI.

Kniouegvie cnoea: aBTOMaTH3UPOBAHHOE TECTUPOBAHKE, YCTPOWCTBO MHTETPUPOBAHHOIO JOCTYIIA,
ADSL.

BBeaenne

[Tpouecc peMoHTa a0OHEHTCKUX YCTPOHCTB HHTErprpoBanHoro noctyna (IAD) Bkmtouaer B ceOst
CIEIYIOIIME O3Talbl: JHAarHOCTHKA, YCTPAHEHHs HEHCIPABHOCTEH W TECTUPOBAaHHUE, IPH KOTOPOM
MPOM3BOJMUTCS NPOBEPKAa PabOTOCHOCOOHOCTH BCEX Y3JI0B M KOHTPOJb OCHOBHBIX mapameTpo. C
TEYEHHEM BPEMEHH pacTeT KaK KOJIMYECTBO BBIXOAAILIMX W3 CTPOSl YCTPOMCTB, Tak W pazHooOpasue
BO3HUKAIOIUX HeucnpaBHOcTell. HekoTopble M3 TakuX HEUCHPAaBHOCTEW MPOSBIAIOTCS JHIIL MPU
JUINTENIBHON JKCIUTyaTalud aOOHEHTCKMX YCTPOWCTB, YTO 3HAYMUTENBHO YCIOXHSIET MPOLECCHI
JMAarHOCTHKH M TECTUPOBAHUS Ha paboyeM MecTe Mo peMOHTY. JloCTHKEeHHS BRICOKOT'O pe3yiibTaTa mpu
TECTUPOBAHUH YCTPOWCTB WHTETPUPOBAHHOTO JOCTYMA BO3MOXKHO JIUIIb TPU JOCTATOYHO OOJNBIION
JUIMTEIBHOCTH TECTA U BBICOKOM CTENEHH aBTOMATHU3ALIUH.

Pa3zpabGorana cucrema aBTOMAaTH3MPOBAHHOTO TECTUPOBAHUS YCTPOWCTB WHTETPUPOBAHHOTO
JIOCTyTa, KOTOpas MpeACTaBiIseT COOOH ammapaTHO-MPOrPaMMHBIA KOMITIEKC, 00eCIIeYrBaONIHIA
TIOJIHBI aBTOMATHUYECKUI IMKI TECTUpOBaHMs BceX (yHKIMOHAIBHBIX y3110B [AD. Cucrema
nmoJiiepKuBaeT pacrpoctpaHeHHele Moaenn [AD mnpoumssomuteneir ZTE wu Huawei, a Takxe
MpeayCMaTpUBAET BO3MOXXHOCTh PACIIUPEHUS CITUCKA TTOIICPKHUBAEMBIX yCTPOUCTB [1].

B crathe mpepcTaBieHO MpOrpaMMHOE OOECIeUeHHe CHUCTEMBbI aBTOMATH3UPOBAHHOI'O
TECTHPOBAaHHUA YCTPOWCTB HMHTETPUPOBAHHOIO AOCTYNa M HAaHO ONHCaHHWE pabOTbl OCHOBHBIX €€
(YHKIMOHAIBHBIX KOMIIOHEHTOB.

CTpykKTypa NporpaMmMbl aBTOMATU3MPOBAHHOI0 TecTupoBanusi IAD

CrpykTypa mporpaMMbl CHUCTEMBI  AaBTOMATH3HPOBAHHOTO  TECTHPOBAHMSA  YCTPOMCTB
MHTETPUPOBAHHOTO  JIOCTyHa OOYCIIOBIEHa COCTAaBOM almapaTHOM 4YacTd M CIocobaMu
B3aMMO/ICHICTBMEM €€ JJIEMEHTOB. Vcxons W3 pemraeMbIX 33ad W apXUTEKTYpPhl TECTUPYEMBIX
YCTPOIMCTB OTpeeNIeHbl OCHOBHBIE ()YHKIIMOHAEHBIE BO3MOKHOCTH TPOTPaMMBI:

— aBTOMAaTH4YecKasi KOH(QUTypalMs TECTUPYEMBIX YCTPOMCTB C HCIONb30BAHUEM HX BeEO-
nHTep(eiica;

— KOHTpoJib mapameTpoB ADSL coenuHEHHS TIyTeM B3aUMOJCUCTBHS C TEPMHHAIOM
MYJIBTHCEPBUCHOTO MoayJis gocTyna DSLAM;
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— tectupoBanue [P-tenedonun: koHTpONb ctaTtyca VolP perucrpamnuu Ha cepBepe, COBEPIICHUE
aBTOMAaTHYECKNX BBHI30BOB Ha TECTHPYEMOE YCTPOICTBO, KOHTPOIb OMPEACTUTENSI HOMepa U KadecTBa
KaHajia TOHAJIbHOU 9aCTOTHI;

— KOHTPOJIb CETEBOTO COSAMHCHUS YCTPOICTBA,

— MOHUTOPHHT ypoBHsI curHaiza Wi-Fi;

— Harpy304YHO€ TEeCTHpPOBAaHHE: MpOIycKaHue Tpaduka, cumynupytomero padory IPTV, depes
a0OHEHTCKOE YCTPOUCTBO U KOHTPOJIh TIOTEPU NTAKETOB;

— rpaduUecKuii OJIL30BATCILCKUN HHTEPQEIC.

CtpykTtypa pa3pabOTaHHOW TMPOTpaMMBI  aBTOMATH3MPOBAHHOTO TecTupoBaHus I[AD
mpeJicTaBieHa Ha puc. 1. OyHKINOHATBHBIA anropuT™ TecTrpoBanus [AD oToOpaxeH Ha puc. 2.

3anyck KorTpons CoseplieHne
I'Ionhaosaren_hcmm ™ W KOHTPONb - VoIP perncTpauun > TECTOBbIX
< nHTepdenc b BbINOAHEHUA 1 MUTaHus

napannesbHbIX NpoUueccos TEJ'IEQJUHHDF'\ NNHWK

Cbpoc Ha
3asonckue
HaCTPOAKK

BbI30BOB

KoHTponb KoHTponb KoHTponb
KoHgurypauua
LOCTYNHOCTH ADSL 2 MOLLHOCTKH
o YCTpOWCTBa .
ceTeBoro uHTepdeica napameTpos curHana Wi-Fi

Harpy3ouHoe
TecTuposaHue

Puc. 1. CtpykTypHas cxema mporpamMmmsl

3anyck nporpammbl

Beopn napameTtpos

ObHapyxeH
IAD

Kowncpurypauma IAD

perncTpauma n
Hanpaxenne
TenedhoHHOM

A Y A Y

Kourtpons ADSL KOHTPONL AOCTNYHOCTH MOHNTOPHHT Harpy3souHoe
YPOBHA CUrHana

napaMeTpoB CETeBOro wHTepdenca Wi-Fi TeCTUpOBaKne

TecToBbli BLIZ0B

Y Y Y Y ¢

Hert Nocrynuna
KOMaHAa O 33BEPIEHNH
TeCTUPOBaHHA

Cbpoc Ha 3aBoACKMe
HACTPOMKK

3asepweHue
TeCTUPOBAHHA

Puc. 2. OyHKIIMOHAIBHBIN anroput™ tectupoBanus IAD
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[Ipu BBIOOpE s3BIKa MPOrPaMMHUPOBAHUS IS HANMCAHMUSA KOJAA MPOTPaMMBI CHCTEMBI OBLIH
OTIpeIeTIeHBI CIIEAYIOIIIEe KPUTEPHH.

1. Hanmume 6ubnmoTek ams peanmsanuu GyHkiwid [P-renedonnn.

2. Hanuume WHCTPYMEHTOB IS aBTOMATH3UPOBAHHOTO B3aUMOJAEUCTBHS C BeO-mMHTEpdericom
TECTUPYEMBIX YCTPOUCTB /ISl X KOH(DHUTYpaITHH.

3. [lomnepxka paborel ¢ mporokoidamu SSH, Telnet mis B3auMMOACHCTIBHS C CepBEPOM
TenehOHNH, MyJIbTUCEPBUCHBIM MoysieM fAocTyna DSLAM, a Tak:ke ceTeBBIM KOMMYTaTOPOM.

4. Tlopnepxkka padboTel ¢ uaTepdeiicom RS-232 ans ynpaBieHUs KOMMYTaTOpOM Telle()OHHBIX
ka"ayioB 1 dial-up MmogemMom;

5. Pabora c 6a3amu TaHHBIX.

6. Hanimune OubOmuoTexk s pa3padOTKH IOJIb30BaTEIICKOTO Tpaduveckoro uHTepdelica,
MOIJIEPKUBAIOIIETO TOCTpOeHHe rpauKoB U paboTy ¢ daitnamu.

7. PaboTa cuctemMbl IpeycMaTpHUBaeTCsl B Cpeie OTIepaIliOHHON CUCTEMBI ceMeicTBa Linux.

B kayecTBe OCHOBHOTO fI3bIKa MPOTpaMMUpOBaHus OblT BeIOpaH Python. /laHHbIN S3BIK HMeeT
HIMPOKUH CHEKTp OMOMMOTEK AJisi pabOThl ¢ CETEBBIMU MPOTOKOJIAMHM, YIpaBlieHHs 0azaMH IaHHBIX,
aBTOMAaTH3aIlMHU TPOIIECCOB, CO3anms rpadudeckoro uHTepdeiica n oprannzanuu [P-renedonnn [2].

Jns  OIMHOBPEMEHHOTO  TECTUPOBAaHUS  BCeX  (YHKUMOHAIBHBIX  Y3JO0B  yCTPOMCTB
WHTETPUPOBAHHOTO JOCTYIA MIPOrpaMMa JI0JKHA padoTaTh B aCHHXPOHHOM pexuMe. s peanuzannu
ACHHXPOHHOCTA TIPH HANWCAaHWW NpOTpamMMbl ObUIa WCHOJB30BaHAa Oubmmoreka Subprocess,
MO3BOJISIONIAs 3aIlyCKaTh OTIENbHBIE CKPHIITHI, HaNMCaHHBIE Ha s3bike Python, mapamnensHo, 06e3
okuanus ux 3aBepienus [3]. Tak kak Bce KOHTPONMpPYEMbIE MTapaMeTphl TECTUPYEMOT'O yCTPOCTBa
3aMMCHIBAIOTCS B 0a3y MaHHBIX W 00pabaThIBAIOTCS HE3aBUCUMO JAPYT OT Jpyra, TO JUIS 3TOTO
HEOoOXOJMMa CHUCTeMa VIpaBiIeHHS 0a3aMU NaHHBIX, IOAJEPKUBAIOIIAs paboTy C HECKOIBKUMH
OJIHOBPEMEHHBIMU TOJIKIIIOUCHUAMU. B kauecTBe Takoii cucreMbl Oblia BeIOpana MySQL [4], a Takxke
oubanoTeka apaiieepa noaxiaroueHuii PyMySQL [5].

I'maBHOE OKHO IpPOrpaMMbl NPEICTABICHO HA pUC. 3.

_-'1’ CTeHA 3BTOMATU3UPOBAHHOTO TECTHPOBAHUA IAD VN @
DSLAM: OK Kommyrarop TK: OK VoIP HacTpoiiii crenga Tekywpit rectosbiit Habop
) VoIP cepeep: OK Dial-Up Mogem: OK SIP Homep: 03001 IAD: 4 SIP Homep: 01004
BEJITEJIEKOM CeTesofi kowmyTarop: OK WiFl cxanep;  OK PericTpauys; OK MAC: cO:fd:84:1c:1bb
Ne Mogens MAC IP-agpec Bpemartecta LAN  DSL  Maxc. CKOpOCTh  AXT. CKOPOCTL SNR 3aryxamus  VoIP | Habopst  COpocsl Wi-Fi Mpumevanne NoapoGhee
1 ZXVIOH201L = d0:15:42:15:38:07 192.168.1.101 0035227 OK OK = 1408/25094 1021724540 202185 0000 OK  1U12 0 -35 dBm -
2 | HGS5211 | 3cdfbdbladSl 1921681102 0035227 OK  OK 156126632 102124306 20567 0000 OK 12112 0 -400Bm el iy
3 ZXHNH267N.. 44fbSad4fd21 1921681103 0035227 OK = OK 1199227511  1021/24540 12277 0000 OK 1212 0 -32 dBm o
4 ZXHNH26IN.. cOfd84fc:itbb  192.1681104 0035227 OK OK 120227131  1021/24540 10.7/60 0000 OK 1011 0 -35 dBm VolP
5 ZXHNH267N.. B8ci68:cB:dd:al64 1921681105 0035227 OK OK 120227707  1021/24540 10790 0000 OK 1212 0 -38 dBm Yaanm
6  ZXVIOH208L dc02:8e:50fcOe  192.168.1106 0:0352:27 OK  OK  932/26894 102124540 4277 0000 OK 1212 0 -39 dBm
7 ZXHNH208N  cc7bp:3525eee8 1921681107 0035227 OK = OK 126827804 102124543 11580 0200 OK 12112 0 -78 dBm
8  ZXHNH208N  2c957f1c:3d:68 1921681108 0035227 OK  OK 1268727336 102124543 12285 0200 OK 1212 0 -78 dBm
9 HGSS211  786a897ddets 1921681100 0035227 OK OK 154626700 102124344 20075 2700 ok 1212 [ -3308m  cGpocu wactpoex
10 ZXHNH267N... cOfd:84:fc:74:97 1921681110 0035227 OK  OK 120228019 102124540 10795 0200 OK 1212 0 -38 4Bm
1 HG552e 60:e7:01:8tb3:11  192.168.1.111 0035227 OK = OK 127527011 10224540 10572 0525 OK 1212 0 -40 dBm
12 ZXVIOH208L 84742a:45:87:96 1921681112 0:035227 OK  OK 1264127468 102124541 14567 0000 OK 1212 0 -42 dBm ADSL
13 ZXHNH267N.. 8c:68:c8:d59d:74 1921681113 0035227 OK  OK 120227775 102124540 10790 0200 OK 1212 0 -40 dBm
14 ZXHNH267N.. 8c68:c8d4b3:38 192.168.1.114 0035227 OK = OK  1259/27003 10224540 122665 0000 OK 1212 0 -40 dBm
15 HGBS8V2  B0:70:14:7915:0 192.168.1.115 0035227 OK  OK 2460126933 102024540 250/70 0000 OK 1212 0 -500Bm  Kpwyescwit 3Y3C
16 ZXHNH267N.. 44:13d0:ee94:17 1921681116 0035227 OK = OK 1202028167 10224540 107/100 02000  OK = 1212 0 -400Bm  Kpuuescinit 3Y3C
17 ZXHNH267N.. cOfd:841c:35:9f  192.168.1.117 0035227 OK ma - . na | 1212 0 -37 dBm
18 ZXVIOH201L  d0:15:4a:14:8843 1921681118 0035227 OK = OK 1264127223 1021724543 14087 0000 OK  1u12 0 -33 4Bm ADSL
19 HGE58V2  BO7d:14:8c:1b:9  192.168.1.119 0035227 OK  OK  2456/26797 102124540 25075 0000 OK 1212 0 -33 dBm
20 ZXHNH208N  cc70:35:159490 192.168.1.120 0035227 OK = OK  1268/27740 102124543 11087 0200 OK 1212 0 -39 dBm
21 ZXHNH267N.. c0{d:8410550:07 192.168.1.121 0035227 OK OK = 120227647 1021724540 107/62 0000 OK 1212 0 -31dBm
22 ZXHNH208N = cc7p:35:14:e504 1921681122 0035227 OK  OK 117522833  941/20790 750150 0700 OK 1212 0 -56 0Bm
23 HGS521-11 3cdtbdbl73:ef 1921681123 0:03:52:27 wa na . . . . na 1212 0 -56 dBm
Bpema Mogens MAC P CobbiTve
153818 30062021  ZXVIOH20IL 001540153807 192.168.1.101 DSL CORRMHENME YCTAHOBNEHO.
15:38:33 30.06.2021  ZXVIOH201L 00:15:42:15:38:07  192.168.1.101  SIP AKKAYNT He 3aperuCTPHpOBAN,
15:38:57 30.06.2021  ZXVIOH201L d0:15:4a:15:38:07  192.168.1.101 SIP aKxayHT 3aperuCTpHPOBaH. Hacpoitio

155122 30.06.2021  HG5521-11 Sc:df:bd:bl:73:ef 192.168,1.123  LAN coeuHenue pasopsaqo,
15:51:32 30.06.2021  ZXHN H267N... c0:1d:84:1c:35:91 192.168.1.117  SIP GKayHT He 3aperncTPHpOBaH. KCNOPT XypHANA
15:51:38 30.06.2021 HG5521-11 3c.drbd:bl:73:ef 192.168.1.123  DSL coepumenmne pasopeamo.
15:51:47 30.06.2021 ZXHN H267N... c0:fd:84:1c:35:91 192.168.1.117  DSL cOGAUHEHNE PA3OPBAHO.
15:52:07 30.06.2021 HGSS21-11 3c.dtbd:bl:73ef 192.168.1.123  SIP aKKayHT He 3aPerucTPHPOBaK, QUACTHTL XypHan

Puc. 3. 'maBHOE OKHO IIPOTPaMMBEI

[onw3oBarenbckuii uHTEpdEiic OblT pazpaboraH ¢ ucnoiab3zoBanuem oudanoreku PyQTS [6]. B
IJIABHOM OKHE IPOTpaMMbl B BHJE TaOJIMILI OTOOPaXKAIOTCS BCE TECTHPYEMBIE YCTPOMCTBA M X
OCHOBHBIE MapaMeTpbl. B HIKHEH YacTH TJIaBHOTO OKHA MPOrpaMMBbI OTOOpakaeTcs OOMIMH JKypHal
coObITHi cucteMsbl. [lonb30BarenbckuM HHTEPGEcOM peaycMOTpEHa BOZMOKHOCTB cOpoca HacTpoek
YCTPOHCTBAa JI0 3aBOJCKUX I10 OKOHYAHMHM TECTHPOBAaHHUs OJHHM Ha)XaTWeM KHOIKU. Takke
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peanu3oBaHa BO3MOXHOCTh 3KCIIOPTA KYypHAJla COOBITHI B TeKCTOBBIM ¢aitn. [Ipu BRIOOpE OHOTO
yCcTpoiicTBa OyAyT OTOOpa)KEHBI €ro MOAPOOHBIE XapaKTEPUCTHUKH, OTACIHHBINA JKypHAT COOBITHH,
rpaduxu ero ADSL mapamerpoB. OKHO 11 0TOOpayKeHHsI HH(POPMAIIHH 10 TECTHPYEMOMY YCTPOICTBY
MIPUBEJIEHO Ha puc. 4.

WHbOopMaUWa No TecTupyemomy TepMuHany

Mo3nuuA Ha cTeHge: 11 SIP axkayHT: 01011 SSID: 11_test_HGS552e
Mogens: HG552e ADSL nopr: 0/3/56 Kaman: 8

MAC agipec: 60:e7:01:81:b3:11 Cosepiieto HaBopos: 12/12 ILlpKHa guanasoHa: 20MHz

IP agpec: 192.168.1.111 C6pockl HACTPOEK: 0 MollHocTs curdana: -37 dBm
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Bpema Mopgens MAC 1] Cofkmue

12:01:01 30.06.2021 HG552e  60:e7:01:8f:b3:11 192.168.1.111 LAN coefjHeHHe YCTAHOBNEHD
12:01:01 30.06.2021 HGS552e  60:e7:01:8f:b3:11 192.168.1.111 SIP akkayHT 3aperncTpvpoBaH

Puc. 4. OxHO nporpamMMsbI 17151 0TOOpakeHHst HHPOpMaLUK 0 TECTHPYEMOMY YCTPOUCTBY

H3menenne HacTpoek aOOHEHTCKHX YCTPOMCTB JOCTYHMHO TOJBKO C HCIOJNB30BaHHEM BeO-
uHTepdeiica, Tak kak npotokonsl Telnet m SSH B paznuuHbIX MOIENsIX YCTPOWCTB JHOO He
MOIIEPKUBAIOTCS, TUOO 3ampenieHbl HaCTPOUKaMH 0€30MMacHOCTH 0 yMoi4aHuto. s paboTel ¢ BeO-
unTepdericom Obuta BhiOpana OubmmoTeka Python Selenium, npencrapistomias coOOH MOIIHBIM
WHCTPYMEHT AaBTOMAaTH3allMM U TOAJIEPKUBAIOIINI MHOXECTBO ITapaMEeTpPOB PACIPOCTPAHEHHBIX
OpaysepoB [7]. dus pa3paboraHHON cHCTeMBbI ObLI MCIOJIB30BaH Opay3ep C OTKPBITBIM HCXOIHBIM
koz0M Chromium, a Taxxe apaiiBep chromedriver ajis aBTOMaTH3UPOBAHHOTO B3aMMOJICHCTBHS C HUM
[8]. Anst onTuMu3anyu paboThl TPOTpaMMBbI Opay3ep 3amyckaeTcs B pexxume headless (GpoHOBBIN pexxum
0e3 rpaduIecKoro 0ToOOpaKEHUS).

ABToMaTHuecKass KOH(Urypamuss aOOHEHTCKOTO YCTPOMCTBAa HAYMHAETCS cpasy IOCle €ro
TIOJIKITIOUEHHS K CTEHJIY U 3arpy3ku. J{ist oOHapy>KeHHs HOBOTO YCTpOWCTBa cucTeMa nocsutaetr [CMP
3anpocsl Ha [P agpec mo ymomuanuio 192.168.1.1. Ilocne momydenns orBera Ha ICMP 3ampoc
3aryckaercsi Opays3ep U IPOHMCXOAUT HalpaBIeHHE HA CTAPTOBYIO CTPAHHILy HACTPOEK aOOHEHTCKOTO
ycrpoiictBa. [1o aHanmu3y oToOpakaeMbIX 3JIEMEHTOB BEO-CTPAHHMIIBI ONPEEINseTCs POU3BOANTENh U
MOJIeIb YCTPOMCTBA, aBTOMAaTHUYECKH BBOJAUTCS JIOTHH M Mapojib MO YMOJIYAHHUIO JUIS BXO/Ja B MEHIO
KoHpurypanuu. Jlagee mporpamMma Mpou3BOAUT MOUCK omnpeneneHHbIx HTML amemeHTOB BeEO-
CTpaHMIIBL, TPOUCXOIUT B3aUMOJICHCTBIE C HUMU: HA)KaTHE Ha KHOIIKH M ITYHKTHI MEHIO, BBOJ] TEKCTA B
OTIpeJieJIeHHBIE TT0JIsl, YTeHHEe HEOOXOMUMBIX MapameTpoB. Takum 0o0pa3oM MPOUCXOJUT HACTPOHKa
VolIP, Wi-Fi, nokansHoro IP ampeca yctpoiicTsa.

Taxoke mporpaMMoii peryCMOTPEHO BBISBIEHUE CITyYaeB CaMOIIPOU3BOJILHOTO cOpOca HACTPOEK
TECTUPYEMBIX yCTPOUCTB. st 3TOrO, IpM KakioM OOHapyKEeHHH HOBOTO YCTPOMCTBAa MPOWCXOAWUT
yrenue ero MAC anpeca u moHMcK 3Toro aapeca B 06aze paHHbIX. HalizeHHoe coBmageHne TOBOPUT O
TOM, 4YTO JAaHHOE YCTPOMCTBO YK€ HAXOAUTCS B JUINTEIFHOM TECTUPOBAHUHM, HEOOXOIUMO
BO300HOBJIEHUE €ro KOHQHTrypanun 1 Qukcanus dakta IpOU3BOIBHOTO cOpOca HACTPOEK B KypHAIIE
COOBITHIA.

Hns Gonee riryOOKOH IPOBEPKH OTKa30yCTOWYMBOCTH OTPEMOHTHPOBAHHBIX a0OHEHTCKUX
YCTPOMCTB NPH JUTUTEIILHOM TECTUPOBAHUHU CHCTEMA ITO3BOJISIET 00ECIEYUTh HCKYCCTBEHHYIO HAIPY3KY.
B kauecTBe Harpy3ku BeicTymnaeT Mozenb [P-TV tpaduka. [Takets pazmepom 1348 6aiiT nporyckaroTcs
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yepe3 TeCTHpyeMoe yeTporcTBo 1o mpoTokoxy UDP co ckopocteio 8,5 MouT/c, aT0 cootBercTByeT IP-
TV tpaduxy mpm BocmpomsBenenunn Bumeo ¢opmara HD. Jlnsg mepemaum makeToB W KOHTPOIS
Ha/Ie)KHOCTHU UX JOCTAaBKU CO3AAETCsI COKET coequHenue. Kaxxaplil maketr HymepyeTcs Ipu reHepauu 1
OTIIpaBKe, MOPAIKOBBII HOMEp 3allUCHIBACTCS B TOJIE3HOW Harpyske. Takxke BeAeTcsl cyeT oOIIero
KOJINYECTBA HPUHSTHIX IAKETOB, KOTOPOE KaXIbli pa3 CPaBHMUBACTCA C HOMEPOM M3 IOJIE3HOU
Harpy3kd. Pa3sHOCTb JaHHBIX BEIMYMH M IIOKa3bIBAeT KOJMYECTBO HE MOIIEAIINX I1aKETOB U
npeacTaBiseT codoi koagduuuent norepu naketos [P (IPLR). [{ns MynbTHCEPBHCHBIX CHCTEM 3TOT
napameTp J0JkeH Haxoxutes B mpenenax 10°-10° B zaBucumoctn ot kiacca tpaduka B cetu [9].
Bbosnee anurenbHOE TECTUPOBAHUE IO HATPY3KOI AacT Oosiee 00bEKTUBHBIN aHAIN3 Ka4eCTBa epeJadn
Tpaduka. IloTepn makeToB MOTyT IPOMCXOAUTH MO Pa3HbIM MPUUUHAM: HEHCIIPaBHOCTH y31a ADSL u
yXyIlIIeHHEe TapamMeTpoB COCAMHEHMs, HEUCIPAaBHOCTb Y3Ja CETEBBIX WHTEPQEHCOB, MOBPEKICHHE
MHKPOCXEMBI IpoLeccopa U APYTHeE.

KonTtpons MomuocTn curHana Wi-Fi ocymecTBiseTcss ¢ MOMOIIBI0 OTAEIHFHOTO YCTPOHCTBA,
BBICTYIAIOIIETO B POJIM cKaHepa ceTell. [Iporpamma npou3BoIuT NEPHUOANYECKOE MOAKITIOUEHUE K HEMY
o nmportokony Telnet ¢ ucnons3oBanuem oudauoreku Telnetlib, BEIMOTHICT CKAHUPOBAHUE U BHIBOJ]
pe3yJIbTaTOB B TEPMHHAI C IOMOIIBIO BCTPOSHHBIX KoMaHI «WI scan» u «wl scanresulty. Pesynbrars B
TEKCTOBOM (hopMaTe aHAIM3UPYIOTCS NMPOrpaMMON M 3aHOcsiTCs B 0a3y naHHBIX. Ha ocHoBanuM
OOHOBJISIEMBIX JJAHHBIX O KaKIOM TECTHPYEMOM YCTPOMCTBE CTpOSITCS TpapUKH U3MEHEHUS YPOBHS
MotHocTH curHana Wi-Fi Bo BpemeHm.

Hns  xontpons mapametpoB ADSL coenuHeHust Kaxaoro TECTUPYEMOrO YCTPOMCTBa
NPOU3BOJUTCS TIOAKIIOUCHUE K MYJIBTHCEPBUCHOMY Monyiro moctyna DSLAM Huawei SmartAX
MAS5600 o mpotokony Telnet. B repmuaane moayns DSLAM nukIngecKy BBITOMHSAIOTCS CIETyIOIINE
koMaHme! [10].

1. «display mac-address vlan 116» — BeiBoxa Tabuuibl MAC ampecoB BceX aKTUBHBIX YCTPOICTB,
ycranoBuBImx ADSL coenunenue ¢ DSLAM (vlan 116 — npeaBapuTeabHO HACTPOCHHAS! BUPTYaJIbHAS
nokanbHas cetb s [P-renedonun).

2. «display line operation board» — BeiBog mapamerpoB Bcex akTuBHBIX ADSL coenuneHuit
BBIOPaHHOH CEPBUCHOM TIIIATHI.

[Tony4eHHBIE aHHBIE B PE3YJIbTATE BHINOJHEHHS KOMaH] 00pabaThIBAIOTCS U 3aHOCATCS B a3y
JaHHeIX. llo KaxzmoMmy TecTUpyeMOMY YCTPOMCTBY CTpOSITCS TIpadUKd H3MEHEHUS OCHOBHBIX
napaMeTpoB: YPOBEHb CHUTHAI/IIYM, CKOPOCTh COCTUHEHUS, UCXOJISAIIEIO M HUCXOSIIETO0 MOTOKOB,
3aTyXaHus JIMHUH.

J1J1s KOHTPOJIS TOCTYITHOCTH CETEBOr0 MHTEepderica aDOHEHTCKUX yCTPOIMCTB Ha KaXJ10€ U3 HUX
aBToMatHdyecku moceutatotcs ICMP 3ampocsl (ping). B ciiyuae oTCyTCTBHSI OTBETa MPOM3BOIUTCS
COOTBETCTBYIOIIAS 3aIKCh B )KypHaJie COOBITHIA.

TectupoBanne ¢yakmmii [P-Tenedonnn nponsBoauTes mocie mpoBepku peructpanuu [AD Ha
cepeepe Teneponnu. C momompio O6ubmuorekn Python PJSUA2 coBepmiatorcst aBTOMaTrndeckue
BBI3OBHI HA TECTUPYEMOE YCTPONCTBO C KOHTpojeM ompenenutens Homepa [11]. [Tocne ycranoBiaeHus
COCIMHEHHs] IporpaMMa  BOCHpPOM3BOAMT ayauo  (aiinm  ¢opmara .wav, copepkauit
MOCJIE0BATENFHOCTh HMMITYJIbCOB Pa3JIMYHOM 4YacToThl, cooTBeTcTByrOmyl0 DTMF komOunauuu
«0123456789». [lpunsras Ha cTtopoHe IAD koMOuWHAIMsS CPaBHUBAETCS C MCXOJHOU. MckakeHue
DTMF komOuHamumu roBOpUT O HU3KOM KauecTBE KaHalla TOHAJIbHOM 4YacToThl. B 3TOM cityuae
MPOM3BOIMUTCS] COOTBETCTBYIOLIAS 3aIIUCh B )KYypPHaJIE COOBITHH.

3aKkiIo4yenne

B crarbe ommcana pabora mporpamMMbl Ui CHCTEMbBl aBTOMATH3HPOBAHHOTO TECTHPOBAHHUS
YCTPOMCTB MHTETPUPOBAHHOTO I0CTYIIA, paboTatouux 1o TexHojoruu ADSL. [lpuBenena crpykrypHas
CXeMa M AJITOPUTM IIPOTPaMMBl, OITMCAHBI METO/AbI aBTOMAaTHYECKOTI'0 TECTUPOBAHUS ()YHKIMOHATBHBIX
y310B ycTpoiicTB. Pa3zpaboranHas cucrema o01agaeT BBICOKUM yPOBHEM aBTOMATH3alUK M 00namaet
CBOWCTBaMH MacIITaOUPYEMOCTH.
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SOFTWARE OF THE SYSTEM OF AUTOMATED TESTING
OF INTEGRATED ACCESS DEVICES

A.A. IPATOVICH

Abstract. The developed system of automated testing of integrated access devices
operating on ADSL technology is considered. Methods of automated testing of functional
units if device are described, software tools are given.

Keywords: automated testing, integrated access device, ADSL.
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TEJIEKOMMYHUKALJUU. CETH U TEXHOJIOI' MU, AJITEEPAUYECKOE KOJAHPOBAHUE U BE3OIIACHOCTD JJAHHBIX

VIIK 621.391.13

PACYETHBIE MOJIEJIA 1JIsA ONIPEJAEJEHUSA HOMEXOYCTOI?'I‘II/IBOSZTI/I
N IPPEKTHBHOCTHU CUCTEM CBsI3H C MHOI'ONNO3UITMOHHON
MOAYJAIMEN KOMBUHUPOBAHHBIM KACKA/IHBIM KOJIUPOBAHUEM

3.b. JIUIIKOBIY, E.A. BEJIOKOHb

benopycckuii cocyoapcmeennulii ynusepcumem ungpopmamuxu u paouosiekmponuxu, Pecnybnuxa benapyco

Hocmynuno 6 peoakyuto 1 noabpa 2021

AHHoTanusi. [lpeoskeHBl MaTeMaTHYeCKHE MOJEIH pacdera IIOMEXOYCTOHMYMBOCTH |
3¢ GEKTUBHOCTU CHCTEM CBSA3H C MHOTOIIO3MIMOHHBIMH BHIaMH MOAYJISIIIMK 1 KOMOMHHPOBAaHHBIM
KacKaJHbIM KOJHMpOBaHMEM Ha 0a3e HECUCTEMAaTHYECKHX CBEPTOYHBIX KOJOB M HEABOMYHBIX
6mounsix KkonoB Puma-ComomoHa 6e3 HEOOXOJMMOCTH IPHUBJICYEHUS B pacdeTax CIOXKHBIX
NpoLeayp  KOMIBIOTEPHOTO  MOJCIUPOBaHHMS M rpadUYecKuX  HOCTPOSHHMH  KPUBBIX
[IOMEXOYCTOMYUBOCTH.

Knouesvie cnoea: TOMEXOYCTOMYHMBOCTh, MHOTOKACKaJHOE KOMOMHHMPOBAHHOE KOJIUPOBAaHUE,
sHepreTuueckas U nHpopmanruoHHas 3GpeKTHBHOCTh, JOCTOBEPHOCTH IIPHUEMa.

BBeaenne

B pabotre [1] mnpeacTaBieHBl pacUETHBIC COOTHOIICHUS JUIS TIPSIMOTO ONpeACICHHS
MOMEXOYCTOHYMBOCTH M SHEPreTHYecKor >(P(HEKTHBHOCTH CHUCTEM CBS3M C MHOTOIO3UIIMOHHOM
MOAYJSIIMEH M KacKaJHBIM CBEPTOYHBIM KOAMPOBAHHEM B 3aBUCHMOCTH OT IapaMeTpOB KOJIOB,
XapaKTepUCTUK MOAYISIIMH 1 TpeOyeMoii JocToBepHOCTH puema. [lokazaHo, 4To PU NCTIONB30BaHUN
JBYX H 00Jiee KacKaJoB KOJUPOBAHUS MPEICTABISAETCS BO3MOKHBIM CHU3UTh OTHOLIICHUE CHTHAJ/ITYM
(OCI11I) 3a cuet BbIOOpa MapaMETPOB PEKUMOB pabOTHI IEPBOM CTYIEHU JEKOAUPOBAHMS U 00ECTIeYUTh
TpeOyeMyI0 JIOCTOBEpHOCTh IpHeMa 3a CYeT HCIPaBICHUs ONIMOOK MPUHSATHIM BO BHHUMaHHE
MOCIEAYIONIMH CTYTICHSIMH.

B nmaHHO# cTaThe MpeIOKeHbI PACUSTHBIE MOIEIH Ul ONPEIeTICHUS] TOMEX0YCTOHYHBOCTH,
SHEPreTHYEeCcKOro BhIMIphIma oT koxupoBauusa (OBK) n nnpopmanmonHol 3¢¢deKTHBHOCTH CHUCTEM
CBSI3W, HCIIONB3YIOMMX MHOTONO3UIIMOHHBIE BHIBI MOIYJSIMHA W KacKaJHOe KOMOWHHpPOBaHHOE
KOJIMpOBaHHE Ha 0a3e HECHCTEeMATHUYECKMX CBEPTOYHBIX KOAOB M OJI0YHBIX KOnoB Puma-Conmomona
(PC). Bo BHuMaHue npuHAITO, YTO A1 OOpHOBI ¢ 00pazoBaHHEM OJOYHBIX OMIMOOK HCIIOJIB3YETCS
nepeMeKeHre/ IernepeMekeHIe CHMBOJIOB.

PacueTHbIe MOAETH
OcHoBriBatock Ha pabortax [1, 2], oOmee ypaBHEHHE, yBA3bIBAIOIIEE BEPOSTHOCTH OILIMOKH B
nH(pOpManMOHHOM Oute B, Ha BBIXOJE NPUEMHON CHCTEMbI C MHOTOKACKaJHBIM JE€KOAUPOBAHUEM U
MHOT'OIIO3ULIMOHHON Monynanuen ¢ BenuunHon otHomeHus OCIL h|'( Ha €€ BXOJIe, IPEJICTABIISETCS B
CJIeTYIOIIEM BUJIE:

C - -
P :ﬁ'erfc( Hipn -hy ); 1)
N
Hipn :Hl’lijN = Hizn “Hion “Hisn - Hinnes 2)
j=1
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rae C; — mapameTp, 3aBUCSIIUIA OT BU/IA U TOPAJIKA MOYJISLMK; | — PE3YJILTUPYIONIMHA IIOKAa3aTeNb
sbdexTuBHOCTH N-CTYIEHYATOrO IEKOAMPOBAHUS; [ — MOKa3aTesb YPHEKTUBHOCTH IEKOAMPOBAHHS
j-# ctymenn; R, — pesympTupylomas kogosas ckopocTh N-KackaaHoro koguposanus; ¢, =d, /4E, —
KBaJpaT KOY(QQUIMEHTa TOMEXOYCTOMUMBOCTH; 0, — MUHUMAJIBHOE PACCTOSHUE MEKAY CHMBOJIAMU

CHT'HAJILHOTO CO3BE31MA; E, — cpenHss sHeprus, nepeHocumas OMTOM MH(pOpMaIMu; h =E, /N,
OTHOIIEHWE dHEpruM E; K crmekTpambHON mioTHOCTH MomuocTd myma Ny ; N — umcno crymenei
KOJMPOBAHMS; | — HOMEp CTYIEHH IEKOJUPOBAHMS; | — MHIEKC, YKa3bIBAIOIINK Ha MIPUHATHIA GopmMar
moxymsimn; erfc(Z) — dyHKuus onpesensiemMast BEIpaKeHHEeM:

exp(-u’)du=—— 1 qj07ns ?)

- s

C yuerom (3) ypaBHenue (1) npuBOgUTCS K BUILY:

C. .Ju, ‘
P, = "W’L'PN 0 M 23 @)

qi'RpN nhk

erfc

Pacuernble popmyiael 1 onpenenenus 3HaueHuid C, M O, IIpU UCTIONB30BaHUK M-TIO3HIIMOHHBIX

CHTHAJIOB ¢ KBajipaTypHoii amrmutyaoi (KAM-M), dazooii (PM-M), yactotaoit (UM-M), aMmrumity qjHOM
(AM-M) u otHOCcUTENBHOM (azoBoii (ODPM-M) Moayssiiieli npuBeaeHs! B padote [1].

CormacHo [1] i cucteM CBSI3M C MHOTOIO3WIMOHHON Momymsanuedn m N — KackamHBIM
CBEPTOYHBIM KOAMPOBAHHEM peE3YyIbTHPYIOMUI Moka3aTenb d¢pdexruBHOCTH N — cTymeHuaTroro
JEKOJJMPOBAHUS OTIPENEISACTCS CIEeAYIOIIMM 00pa3oM:

lvlupN =G Hdcj BUN : (ql dcl BllN 'R1CK))'(dc2 Bu((zzﬁ) : Rg(rilK))'---'(ch Bu(ﬁrxlf) : Rl(\l(l:\IK)) > (5)

N
:HRECK); Rl(lSK) = RE)EK) = Rl'Rz RN;RgiIK) =R

j=1

‘R

3 e

: RN ) (6)

2

e . R(EK)
rae d; — cBoboanoe paccrosuue CK J-if cTynenn nexomupoBanus; By~ — QyHKIMS B3aUMOCBS3H
Y CK
MEXIy NapameTpaMy - CTYNeHH JEKOIUPOBAHHMS; REN ) _ konosas CKOPOCTB, yYHTHIBaeMasi IpH

oneHke 3QPEKTUBHOCTH j-i CTyNEeHH JeKoaupoBanus; R | = k i /n ; —KOJI0Basi CKOPOCTh j-ro kackana Ha

CTOPOHC Nepeaadn, HOMEpP KOTOPOIO OTCYUTBIBACTCA OT BHYTPCHHCTO KaCKaJa KOAUPOBAHUA B CTOPOHY
HCTOYHHKA CUrHalia, kj ' nj — YHUCJIO CHUMBOJIOB Ha BXOA€ U BbIXOAC j-FO Kackaa KOAUPOBaHUs.

Bxomsimas B (5), GyHKIMS B3aUMOCBSI3H MKy MapaMeTpaMH j-i CTYNICHU IEKOJUPOBAHUS TIPH
N-kackaJHOM CBEPTOYHOM KOJUPOBAHUH PACCUHTHIBAETCS IO (OpMYyJIe:

[ R(CK) (CK)
B(CK)_ 1— Ig(RjN dcj) /11 RjN \/P_bj

(CK) _ + (7)
ijN _ (_ (CK)
(ni kj) ( Ig ij) 1-Rjy
rae B, — BepOATHOCTb OMIMOKK Ha BBIXOJIE j-i CTYHEHH I€KOIUPOBAHHS.
3HaveHus cBoGoOAHOro paccTosHus koxa d
K, 3nadenns d; pH KOJOBOI CKOPOCTH RECK)
14 173 172 213 34 5/6 718
5 16 12 8 5 z 3 2
7 20 15 10 7 5 4 3
9 24 18 12 8 6 5 4
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cK
B tabnuie npuBeneHpl 3HAYCHUS dCj JUTsE M30BITOYHBIX CBEPTOYHBIX KOJOB C R} ) =1/n ju

(cK) _
neppopupoBanubix komoB ¢ R =(n;-1)/n; B 3aBucumoctu ot Kj mpu wucnons3oBaHuH
ONTUMAJIBHBIX TOPOKIAIONIUX TOJIMHOMOB.
CK
W3 amammza (7) cumemyer, dYTO BeNHYHHA Bi(jN) 3aBHCHT HE TOJIBKO OT TMapaMeTpoB

COOTBETCTBYIOIIEH CTYNEHH JIEKOJMPOBAHHS, HO U 3HAYEHHUs BEPOATHOCTH omKMOKK B Ha ee BhIXOJE.
(CK) 2
Jluanaszon usmenenus By~ COCTAaBIAET OT BeNM4MH, Onu3KuMX K Hynto npu B; >5-107°, 1o enunuup

CK o
npu B; — 0. Yem mensure ngN ), TeM HUKE PYEKTUBHOCTL NEKOIMPOBAHMSA [ PacCMaTpPUBAEMON

CTYIICHU.

Ecnu xackagHast KooBas KOHCTPYKIHS CTPOUTCS Ha 0a3e OJI0YHBIX HEABOWYHBIX K010B PC, TO
o PC
Pe3yIbTUPYIONINN TIOKa3aTelb 3()(PEKTUBHOCTH JEKOIUPOBAHUS ui(pN) OTpeNeseTCs CIEAYIOINM

obpazoM:

N
ui(;l\(l:) =G HBS]T\IC) '(tj + 1)' REZC) =
j=1

(8)

C C C C C C)\.

:(qi 'Bi(le)(tl +1)' Rl(; ))'(BE;N) (tz +1)' RS:\I ))""'(BEISN) (tN +1)' Rl(\lF;\l ))v
() _TTRCO)

R =T IR™. ©)

j=1
e t; = (n i —k; ) /2 — KOJMYECTBO TapaHTHPOBAHHO WCIPABISIEMbIX CHMBOJIOB |- CTyIeHH
ACKOIMPOBAHHUSL; N; =(2' —=1) — obmee uncio cUMBOIOB B KomoBoM ciose; | =log,(n ; +1) — umcio
ouT B cumBoIIe; K; — 4nci10 nHGOPMAIMOHHBIX CHMBOJIOB B KOJIOBOM CJIOBE.

MuHuManeHOE KOJAOBOE paccTosiHue A1 KogoB PC:

dpy =[2t; +1]=[n; —k; +1]. (10)

Pacuernas ¢popmyna st onpeseeHus GYHKINH B3aUMOCBSI3H MKy TapaMeTpaMu J-i CTYICHH
nexoauposanusi kogoB PC cnenyromast:

Bl = 1_1,6Ig(R§;C>.dmi) /|1+1g (t; +1)
i

(_maJ+HJE- @—%FW(—@%)'

PC
HCCJ’IGI{OB&HHC MMOBECACHUA CI)YHKI_II/II/I BE]N ) IIOKa3bIBA€T, YTO €€ BCIINYMHA B 00JracTu 3aMeTHBIX

(11)

— CK PC PC
ommbok (P, >107°) mpu ycnosun REN )-dcj = REN )-(t i +1) CYLIECTBEHHO HIDKE 3HA4YEHUS B%N)
CBEPXTOYHBIX KOJIOB, TOCKOJBKY B BhIpaxkeHHH (11) ¢ pocToM OmMOOK yBEIMYMBAETCS BEC €TO0

CK
3HaMCHATCJIIsl, CHUXKAKOIICTO ngN ) H, COOTBECTCTBCHHO, — 3HAYCHUC 3(1)(1)6KTI/IBHOCTI/I ACKOANPOBAHUSA

PC
png). [MosTOMYy B TepBBIX KackaliaX JEKOJAWPOBAHHSA, PaOOTAIONMX B PEXKHUME C YMEPEHHBIM H
0ONBIIMM YPOBHEM OIIMOOK, MPEANOYTHTENBHO HCIOIB30BATh CBEPXTOUHBIE KOABI, MO3BOJISIOINE
00ecrevnTh JIyLIy0 KOMIICHCALMIO OIHOOK U POCT Ly -

[Ipu pacyere XapaKTEPUCTUK CUCTEM C KOMOMHHUPOBAHHBIM KOJUPOBAaHHEM Ha 0a3e CBEPXTOYHBIX
1 070uHBIX KOJ10B PC BBIYMCICHHE OCYIIECTBISCTCS ¢ MCIoyb3oBanueM Gopmya (5) — (7) wu (8) —
(11) B 3aBECHMOCTH OT pPacCMaTPUBAEMOTO TUIIA KOJIa B COOTBETCTBYOIIUX CTYIICHSX.

Basupysick Ha ypaBHeHuM (4) TPEJCTaBISETCS BO3MOKHBIM BBIPA3UTh 3HAueHHE N, B

3aBUCUMOCTU OT BCPOATHOCTHU OIITHOKHU ij Ha BBIXOJEC BaHaHHOﬁ CTyICHU JCKOAUPOBAHUA N-
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KacKaJIHOTO KOAHMPOBAHWUS M TIOJYYUTh pacyeTHbie (HOPMYIBI JUIS TPSIMOTO  OMpPEICIICHUS
SHEepreTHYecKor IPPEKTUBHOCTH CHCTEM C MHOTOMO3UIIMOHHOW MOJIYJISIMEeH M KacKaJHBIM
OJHOTHITHBIM I KOMOMHHPOBAHHBIM KOJIHPOBAHUEM:

h =23 p, —o,5|gM : (12)
Hig Mip

Dy =—IgRy +1g(Jipy %) V; =0,5-1g(2,3D; / pyy ); (13)

% =C, IR, - -/, (14)

roe Wy — Pe3yIbTHPYIONMI  TOKa3aTenb APPEKTHBHOCTH Ui  yIUTHIBAEMBIX  J-CTYIEHEH

JICKOIMPOBAHUS TIPU UCTIOJIb30BaHUU N-KackaHOTO KOJAUPOBAHUSI.
[Ipy He3HAUYMTENBHBIX M yMepeHHbIX ommbkax (P, <10™) Ha BBIXOJAax paccMaTpHBAEMBIX

CTYIICHEH JIEKOTUPOBaHNs BhIpakeHus (12) MOTYT yHIPOCTUTH U 3amucaTh B BUJIE:
2,3
Hipj

h [DU. ~0,5-1g(2,2-D; / )]. (15)
N3 ananuza cootHomenwii (12) — (15) MOKHO clienath CJICIYIONIUE BHIBOJIBI:
— MPUBEICHHBIC COOTHOIICHUS SBIISIFOTCS TOCTaTOYHO o01mmMu st onpeneneHust OCII cucreMbl
B 3aBUCHMOCTH OT YHMCIIa M MapaMeTPOB KACKaJHBIX KOJOB, UX PE3yNbTHPYIONICH 3PPEeKTHBHOCTH
ACKOAUPOBAHMUS |, , 34[AHHBIX 3HAYCHHUH R, Ha BBIXOJAX yYUTHIBAEMBIX CTYNEHEH, XapaKTePUCTUK

monynsmu (¢, C;) 1 xo10Bo# ckopoctn Ry ;

— st muHanMmzanun 3HadeHud OCILL, mpm KoTOpeIX TpedyeTcs MOMEXOYCTOHYHBOCTH
HEOOXOJMMO TOBBILATE IPHEKTUBHOCTD [,y = |y TIEPBOM CTYNEHH JEKOAMPOBAHUs, BHIOMpPATH

pexuM ee PaboThl B OONACTH OTHOCHTENBHO Oonbmux ypoBHed ommbok (P, = 107...107°) u
BO3JIaraTh MX UCIIPABJIECHHUE HA CIIEIYIOMINE 3a Hel CTYIIeHH;

— Ul palMOHAIBHOTO TOCTPOCHUS MHOTOKACKAJHBIX KOJOBBIX KOHCTPYKIMH HEOOX0AnuMO,
4TOOBI 5PYEKTUBHOCTD IEKOJIMPOBAHUS |1, TIEPBBIA CTYNEHH NPEBbIIIANA 3HAYECHHUS [y CIETYIONINX

CTyIEHEH B NIPEOI0KEHNH UX PadOTHl Ha MECTE NMpeIbIayIIeH;

— YHCJIO KAacKaJoB B KOJOBOW KOHCTPYKIIMM OTPAaHUYMBAETCS KOMIIPOMHCCOM MEXIY ee
CJIO)KHOCTBIO W BEIMYMHOW TMpHpAIeHHs dHEPreTH4ecKoi 3(P(EKTUBHOCTH OT MX HCIOJIb30BaHMUS,
MIOCKOJIBKY C YBEIMYCHUEM YHCIIa KACKaZ0B PAacTeT N30BITOYHOCTh HA CTOPOHE MepeJaul U CHUXKAETCs
3G HEKTUBHOCTD IEKOAMPOBAHUS |y KAKJIOW U3 CTYNEHEH.

— TpU OAHOCTYINEHYATOM JEKOJWPOBAaHMHM KackajgHoro koxa 3HaueHne OCII omHO3HAYHO
CBA3aHO C BEJIMYMHOM P, Ha BBIXOZ€ NEPBOM CTYIIECHHU;
— C yBEJIMYCHUEM YHCIIa CTYIICHEH AeKOANPOBaHMs BennurHa N, mpu QUKCHPOBaHHOM 3HAYCHHUH

R =Ry cHmwkaercsa 3a c4erT pocta 3PQPEKTUBHOCTH JEKOAMPOBAHUS W, , @ TPU (PUKCUPOBAHHOM

3HAYCHHUH hk CHHMIKAKOTCA 3HAYCHUSA ij Ha BbIXOJaX YUYHUTBIBACMbIX CTyneHeﬁ ACKOIUPOBAHUA 3a CUET

WCTIpaBJICHUsI OIMOOK KaXKA0H 13 HUX.
Ecnu B (12) — (15) npunsats W, =0; U, CIEIOBATENBHO UCKIIKOYUThL MAPAMETPHI, CBA3AHHBIE C

KOAUPOBAHUEM, TO IMMOJTYUYUM COOTHOLICHUA NI ONIPCACIICHUA OCIII 6e3 KOAUPOBAHUA

hg=$(A—ng2,3(A Vo) la, ) (16)

; Vo =0,5-19(2,3-A /q,), 17)

C.
A =—IgR, +lg—=—
\/n‘Qi
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rae R, — BEpOATHOCTD OIIMOKK Ha BBIXOJIE yCTPOICTBA NIPU OTCYTCTBUU KOJHPOBAHHS.
Pazmmune mexnay ypoBHsamu OCHI mpu oTCyTCTBHM W HANWYHHA KOTWPOBAHUS U POBHBIX
napameTpoB MOAynsuMd M 3Hadenuit ommbok (R, =F;) Ha BbIXOJAaX CPaBHUBAEMBIX YCTPOKCTB

OMPEACIIACT SHEPT €TUYCCKHUI BBIUT PBIII OT KOAUPOBAHUA

AG(O—j) :10|g(h(lJ / hl;j ) =h, —h; =1019(p;; &5 / &) » AB; (18)

€ :(A —lg\/2,3(A _Vio)/Qi )/(Dij _1g\/253(Dij _Vij)/“ipj ), (19)

rae h, =10Igh,, h; :10Igh;q. — ypoBHu OCIII Ha BXOme HpPHUEMHOH CHUCTEMBI NPH OTCYTCTBHHM U
HaJIMYMU KOJMPOBAHUS C YUCTOM J-i CTYICHU IEKOJUPOBaHus, 1b.

N3 (18) — (19) BuaHO, uto BenuunHa IBK B OCHOBHOM 3aBMCHT OT OTHOLICHHS L, / 0, pacTer,
cornacHo (2), ¢ poctoM 4uciaa 1 3pHeKTUBHOCTH AEKOANPOBAaHUS OTAENbHbIX cTyneHel. [Ipu B, —0
sHavenus &;; —> 1 , By, —> 1 wn acumnrormueckas Benmuuuna OBK B ciydae ucmonb3oBaHus

TpexkackagHoro komOnHUpoBaHHOTO KomupoBaHwus 1o cxeme CK+PC+CK c¢ yuetom (5) — (6) u (8) —
(9) onpenensieTcs ClICAYIONUM 00pa3oM:

AG(") =101g[ dc, (t, +1)-dc, -R, - R} -R |, ab. (20)

Hanpumep, npu dc, =5, t,=8, dc;=8, R =3/4, R,=239/255, R,= 7/8 3HaueHue

AG(") =17,75 1b.

OCHOBBIBasICh Ha TOJMY4YeHHBIX cooTHomeHMsX (12) — (15) HecnoxHo onpeaenuts poct DBK ot
HapallMBaHUS CTYICHEH NEKOTUPOBAHUS, MPU YCIOBHH PAaBEHCTBAa BEPOSITHOCTEH OMMOOK Ha WX
BbIX0/1aX. BeimonnuB cpaBHenue ypoBueit OCIL B cuctemax ¢ j u N-cTymeHeil nexoaupoBaHus,
MOJTyYUM:

AG‘(j—N) =10|g(hl'<j Ihy)= hy =N =1019(k;py - & / i) » 2B (21)

€in :(Dij _lg\/273(Dij _Vij)/llipj )/(Dm _lg\/293(DiN —Viy )/HipN ), (22)

rae hy, hy —yposuu OCII npu ucnonb3osanuu j u N-cTyneneit rexkoauposanus, ab.
WUz (21) — (22) BuaHO, YTO BEIMYMHA AG(J._N) B OCHOBHOM OIPEIENSIETCSI OTHOIICHUEM

pe3yabTHpYoIHX 3GGEKTHBHOCTEH IeKOANPOBAHUS TIPH UCTIONb30BaHHU N U j-cTyneHei. 3HaueHusI
Hipn U Ky JUIS CBEPTOYHOTO W OJOYHOTrO JEKOJAMPOBAHMS PACCUUTHIBAIOTCS HA OCHOBAHMHU (HOpPMYII

(8) = (6) 1 (8) - (9).
HpI/I HCIIOJIb30BAHMU MHOT'OKAaCKaJJHOTO KOJUPOBAaHUA MU3-3a BHOCHMOM Ha CTOPOHE I€peaavyn
M30BITOYHOCTU YBCINYHMBACTCA 110 CPABHCHHUIO C PEIKUMOM oe3 KOAWPOBAHUS BCJIIMINHA Pb.sx Ha BXOJ€

TIEPBOH CTYTIEHH JIEKOJIMPOBAHHSI, 3HAYEHHE KOTOPOH coryacHo (4) mpu i, = ;R

dbopmyie:

pN OIIpEACIIACTCA 110

Y ST L (23)

b.ex :
0 - R @ h

Poct P

b.Bx

Ha BXOJe NEPBOM CTyNEHH JACKOIMPOBAaHWS yBelanumBaeT B, Ha ee BbIxone M
COKpaIaeT UCIPaBIAIONIyIo criocoOHocTh Hi onpenensiercs cneayrommm o0pa3oMm:

H1 = Pb.BX / Pbl :(\fqi 'RpN /uilN )'107qIARpN‘h“2’3' (24)
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(CK) (PC)
Amnanus Beipaskenus (24) mokasbisaet, uto npu yciosusx dg, -Byy <1 s CKu (t, +1)BijN <1
ans PC sennmunna H, <1 ¥ HMCIIpaBleHHE OIIMOOK MEPBON CTYNEHBIO JEKOJHPOBAHUS OTCYTCTBYET.
BeinonHeHne 3THX yCIOBUH BO3MOXKHO B PEXHMME C JOCTATOYHO OOJBIIMM YPOBHEM OHIMOOK

-2
(py, 21077) , xorma By, — 0.
Wcnpapnsiomasi COCOOHOCTh KaXJIOH TOCIEYIOMEH CTyNeHH JEKOAMPOBAHMS; iy —

pe3ynbTupyromas 3G HEeKTUBHOCTD JCKOAUPOBAHUSI OT UCTONb30Banus ( j —1) -cTymeHei.

PRy 2y (i —1)/2,3
Hy =Py Py = (YL gy ) 107 0022 (25)

B3auMoCBsI3b MEXK/y 3HAYCHUSIMH BEPOSTHOCTEH OMMOOK Ha Bbixogax N-it u j-il crymeneit
Jnexoauposanus pu u3BectHoM 3HaueHnu OCIL onpeznensieTcst cOraacHO OTHOLICHUS

—hy (i —1i )/2.3
P = ij(\“’lipN / Wigy )'10 (v ) . (26)

OCHOBBIBasICh HAa TMIOJNyYEHHBIX PACUYCTHBIX BBIPAKEHUAX, MPEACTABIACTCS BO3MOXKHBIM
onpeAeauTh HHHOPMAITMOHHYIO 3()(DEKTUBHOCTh KAHAJIOB CBS3U, HCIIOJIb3YIOIIHUX MHOTOITO3UIIMOHHYO
MOIYISIUI0O W KOMOWHHPOBAaHHOE COCTABHOE KOJUPOBAHWE C ONHOW WM TPYNIOH CTyNeHeH
JEKOIUPOBAHUSI.

Mg = By / C =0,3y, /1g(1+h, -v,), (27)

rae Y, =Mm- R — ynenbHas CKOPOCThb TEpPeNadn JaHHbIX, OuT/cuMB.; C — NMPOMyCKHas CIOCOOHOCTH

KaHana cBs3M 0o LlleHHony.

3aKkiIouyeHne

[MpennoxkeHHble MaTeMaTHYECKHE MOJCIH pacueTa MOMEXOYCTOHYMBOCTH, SHEPTETHUECKOTO
BBIUTPHINIA OT KOAMPOBAHUS M MCIPABIIIONICH CIIOCOOHOCTH OTHENBHBIX CTYIEHEH NeKOANPOBAHUS
CHCTEM CBSI3H, HCIIOJIB3YIOIIMX MHOTOIIO3UIIMOHHBIE BHIBI MOAYJISIIMU M KOMOMHHPOBAHHOE KACKaTHOE
KOJIMpOBaHWE Ha 0a3e CBEpTOYHBIX M OnouHbIX KomoB PC. Basupysicb Ha pacdeTHBIX MOJEISIX
BO3MOXXHBIX PACHIMPEHHBIE HCCIIEIOBAHUS 1O OOECIEYEeHUI0 BBICOKOW JOCTOBEPHOCTH NpHEMa W
Hu3kux 3HayeHnit OCILL 3a cueT Bapuanmy yucia KacKaloB U NapaMeTPOB KOAMPOBAHUS, CTPYKTYPBI
KOJIOBOW KOHCTPYKIIMHU M PEXUMa paObOTHI HCIOIB3YIOMIUX CTYNIEHEH KOUPOBAHUSI.

CALCULATION MODELS FOR DETERMINING THE IMMUNITY AND
EFFICIENCY OF COMMUNICATION SYSTEMS WITH MULTIPOSITIONAL
MODULATION BY COMBINED CASCADE CODING

E.B. LIPKOVICH, E.A. BELAKON

Abstract. Mathematical models are proposed for calculating the noise immunity and efficiency of
communication systems with multi-position modes of modulation and combined concatenated
coding based on unsystematic convolutional codes and non-binary block Reed-Solomon codes
without the need to involve complex computer modeling procedures and graphical constructions of
noise immunity curves in the calculations.
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TEJIEKOMMYHUKALJUU. CETH U TEXHOJIOI' MU, AJITEEPAMNYECKOE KOIHWPOBAHUE U BE30OIIACHOCTD JJAHHBIX

VIIK 004.85

MOYJIb PACIIO3HABAHUS CETEBOM PA3BEIKH

H.IT. HIAPAEB, C.H. IIETPOB

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuru, Pecnybnuxa Benapyce

Iocmynuna 6 pedaxyuro 18 nosabps 2021

AnHoTanus. Mzydena 3¢ (eKTHBHOCTh METO/IA IepeBa PEIICHH B 3a7jadaX 0OHAPYKSHUS CETEBOM
pasBenku. IlpuBeneHBl OIOK-CXeMBI OOYYEHHOTO JepeBa pemieHMd © paboTB  MOIYISA
OoOHapy>XeHHUS IPH3HAKOB CETEBOW Pa3BE/KU.

Knouesvie crosa: cereBas pa3Be/ika, aHOMaJIMU CETEBOro Tpaduka, METPUKU NIPU3HAKOB CETEBON
pa3BeIKH, 1aTaCEeThI.

BBeaenne

B mocnennee Bpems HaOmomaeTcss TEHACHIMS MEepexoaa OT MAcCOBBIX KHOepaTak OTAEIbHBIX
37I0yMBIIUIEHHUKOB K MAacHITAa0HBIM aTakaM KHOEpIpecTYIHBIX TPYNNUPOBOK Ha KOHKPETHBIE
OpraHm3alMy (TapreTHpoBaHHBbIE aTakw). JlaHHBIE aTakW B 3HAYMTENBHOM Mepe OmacHBl Ul
OpraHM3aIMi, B CBSI3H C CO3IaHUEM 3JI0YMBIIIEHHUKAMH BPEIOHOCHOTO IIPOrPaMMHOTO 00eCTIeYeHUS
C Y4ETOM CTIeIU(PHUKHN CETEBON MHPPACTPYKTYPHI OpraHU3aLIH.

B MupoBo#i mpakTHKe 3ajaya oOHapyKEHUsI MPU3HAKOB CETEBOW Pa3BEAKH CBOAUTCA K 3ajaue
oOHapyXeHHs aHOMaIWi ceTeBOoro Tpaduka, Tak Kak B 000OMX ciydasx HaOmromaercss OOJbIoe
KOJIMYECTBO MOJI03PUTETHHOTO TpaduKa, MPEUMYIICCTBEHHO Ha TPETHEM U YETBEPTOM YPOBHSIX MOJIEITH
OSI. CymiecTByIOT aaraceThl Ijis 00y4eHHUsT MOjeJcH oOHapyKCHHUI0O aHOMaJIMi CETeBOTO Tpaduka:
Network Intrusion Detection [1]; UNSW_NB15 [2]; 2019 Trendmicro CTF Wildcard 400 [3]; Kitsune
Network Attack [4]; NSL-KDD [5]; Network Traffic with Port Scanning Attack [6]. [Tyrem anamu3za
OTKPBITBIX MCTOYHHMKOB OBUIM BHIOpaHBI Hanboliee aKkTyaJbHbIE METPUKH U pa3paboTaH gataceT st
oOHapyKeHHs CETeBOU pa3BeakH [7].

Takum 00pa3oM, aKTyaJbHBIM SBISIETCS BOIPOC pa3pabOTKU MOAYJISi OOHAPYKEHUS MTPU3HAKOB
CETEBOI pa3Bellku U oreHKa 3(h(HEKTUBHOCTH €ro padoThl Ha CO3IaHHOM JaTaceTe.

MeTOI[ aepeBa NpUHATHA peme}mﬁ B pC€IICHUHA 3a1aY 06Hapyme}mﬂ ceTeBoil Pa3sBCAKH

Co3nannbiit JSON-naTaceT KOHBEpTHPYETCS B ABYMEPHYIO MaTpHUIly pu3HakoB. Ha manHOM
JTane MHOXKECTBO OTBETOB IpEJCTaBlieHO B opmate cTpoku («goody», «bad») u mis nanbHeieit
paboTel TpeOyercsi miepeBecTH HX B OuHapubii ¢opmar (0, 1). VYkazaHHoe peanuzyercs
ucnojb3oBanueM kiacca LabelEncoder u nepekoaupyer oTBeTH clieayomum obpazom: «good» — 1,
«bad» — 0. Marpuna npu3HaKkoB, cojepiKaiias MepeKOIUPOBAHHBIE OTBETHI, C MOMOIIBIO Kiacca
train_test_split pasgensercs Ha obyuaromiee (80 %, mmm 800 coOwiTHit) m TectoBoe (20 %, win
200 coOBITHI) MHOXECTBA C IOMOIIbIO (DYHKIHMHM TCEBAOCIYUYalHBIX YHCEN. AHAIW3 CO3JIaHHBIX
MHOXecTB moka3an Hanuune 201 coObiTHs ceTeBol pa3Beqku B oOydatomieil Beioopke (25 %) u 49
coOBITHH B TECTOBOM MHOXecTBe (25 %), 4TO TIO3BOJISIET CYyIUTh O COATAaHCUPOBAHHOCTH BHIOOPOK.

B pesynbTaTte uccieqoBaHus 3pGEeKTUBHOCTH METOIOB MallMHHOIO oOyueHus [8], Hauboee
OBICTPBIM METOZIOM, BEPHO KIacCU(PHUIMPYIOIINM MIPU3HAKK CETEBON pa3BeAKH, IPU3HAH METO]I IepeBa
npunsatus pemrenus (Decision Tree) ¢ mapamerpamu criterion = «gini» u splitter = «randomy,
oOyuatomumcst 3a 0,000912 cexyHapl.

Biok-cxema 00y4eHHOro ajlropuTMa JepeBa NPUHATHUS pelIeHni npeacTaBieHa Ha puc. 1.
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ratio_uniq_ports <= 0.326
gini = 0.376
sample = 800
value = [201, 599]
class = good

Tﬂ‘k/ \false

gini=0.0
sample = 586
value = [0, 586]
class = good

True

ratio_tcp <= 0.139
gini=0.432
sample = 19

value = [13, 6]
class = bad

True

gini = 0.114
sample =214
value = [201. 13]
class = bad

ratio_count <= 0.058

False

gini=0.0

sample =3
value = [0, 3]
class = good

ratio_tcp_other <= 0.076
gini = 0.305
sample = 16

value =[13, 3]
class = bad

gini=0

ratio_tcp <= 0.835

.069
sample = 195

value =[188. 7]

class = bad
True False
ratio_count <= 0.402 gini= 0.0
gini=0.176 S
;am le =72 sample = 123
D value = [123, 0]
value = [65, 7] e
class = bad plass=bad

True / \E / \False

alse True

i 1 <=0.05 ¢ goz 1 1 s<=05
rano_tcg l_nxlnilgn??S 0.05 gini=0.6 ghii=10i0 rano_mtlkp:g;m 0.539
sample = 14 g2 sample =9 sample = 66
% aluep= 13, 1] value = [0, 2] value = [0, 6] \‘zluep= [65. 1]
class = bad class = good class = good class = bad
Tr‘l/ \lﬁe True / \ False
o i <=0.5
S ratio_count <= 0.036 gm=0.0 rano_f:o_uilt U550
g =0.0 A 5 gim1 = 0.043
cle =T gini = 0.444 sample = 21 Saingle = 45
‘_::;}; [11.0] sample =3 value = [21, 0] e 4 '1]
’ value = [2, 1] class = bad e
class = bad ass b class =bad
Tiu/ \fals . True False
ey ratio_tcp <= 0.155
gini=0.0 gini=0.0 glml— 293 gini = 0.087
sample = 1 sample f 2 \;i?;p:[:}- 0l sample = 22
value =[0, 1] value =[2, 0] St value = [21, 1]
class = good class = bad class = bad S
True False
ratio_uniq_ports <= 0.905 2oy
gini=0.142 Sga‘:;‘pl‘ezog
'sampie =,13 value =[9, 0]
valne={12 1] class = bad
class = bad
True False
gini=0.0 gini=0.0
sample = 12 sample =1
value =[12, 0] value = [0, 1]
class = bad class = good

Puc. 1. briok-cxema 00y4eHHOTO JiepeBa MPUHATHUS PEIICHIH

JOonoNHUTENBHBIM  IUIFOCOM NPUMEHEHHs YKa3aHHOTO METOJa Ha IIPaKTHKE SBIAETCA
BO3MOKHOCTH OIHCATh €ro paboTy MPOrpaMMHBIM SI3BIKOM BMECTO MPUMEHEHHS O0y4eHHON MOJeNH,
YTO MOJIOKUTEIBHO CKAXETCS! Ha POU3BOAUTEIILHOCTH M 00bEeME MPOrpaMMHOI0 KOJa.

IHpunuun paéoTsl MOAYJIA 00HAPYKEeHHS MPU3HAKOB CeTeBOIl pa3BeaKH

[Ipu 3anmycke Moaysb OOHApYKEHUS! MPU3HAKOB CETEBOW pa3BeJKH WMIIOPTUPYET 0a30BbIC H
pacumupeHabie OubnuoTeKn A paboTel mporpammbl. [Ipu paszgeneHun mporpamMMbl Ha MHOKECTBO
(aitoB co3maBancs OJUH OCHOBHOH (paiin (main.py), B KOTOPOM MHULIUAIH3UPOBAIUCH OMOIMOTEKH
threading, json u logging. [lanee ummnopTupyrotcsi ocHoBHbIe Moayiu: Sniffer, DataStore, Analyitcs u
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Model. Monynu npeacTaBisioT co00il oTAeNIbHbIE HHTEpIpeTHpyeMble daitisl (*.py), coaepkamue B
ce0e IporpaMMHBIM KOA W INpelHa3HaueHHbIE Ui JIOTMYECKOro paslesieHus mporpammsl. llocie
co3maercs OOBEeKT Ombnmmorekn logging, TpemHa3HAYEHHBIA Ui CO3JAHUS JKypHama COOBITHH,
ompenenseTcs GopMaT 3alUCH COOBITHS, MyTh K JOr-(aiiny, a Takke ypoBeHb WHPOPMUPOBAHHS B
KypHaiie coOwiTuii. [lamee 3arpykaercss daitn koHdurypamun. Ecnm maHHBIN (ailm oTCyTCTBYeT,
IPOMCXOAMT IIPEJHAMEPEHHOE 3aBEPIICHNE IPOrpaMMbl ¥ HHGOPMHUPOBaHHE 00 OTCYTCTBUH (aiina. 13
¢aiina KoHQUrypauuu HMMIOPTHPYIOTCS CJCOyIOUIHe MapaMeTpbl: KOJMYECTBO COOBITHH B
aHanu3upyeMoil BeiOOpke (Mo ymosdanuio 30 coObITHIA), BpeMs JKU3HH OJHOTO COOBITHS (IO
YMOJIYaHUIO 5 MHH), NIEPEKIII0YaTeNlb CO3AaHUsI MOJENH (110 YMOIYaHUIO MOJEb CO31aeTcs), MIyTh K
naracety (mo ymomdanuio «module/data/dataset.json»), mnyte k wMomenn (IO  YMOIYaHHUIO
«module/data/model.pkl»), anamusupyemsiii uHTepdeiic (mo ymomdanuro «ethO»), wmaccus
WCKITIOYEHHBIX ®3 MoHHMTOpmHTa I[P-ampecoB (mo ymomdganumio Ttombko loopback). Ha ocHoBe
MIPEJICTaBICHHBIX TapaMeTpoB co3natorcs 00sexTrsl DataStore(), Sniffer(), Analytics() m Model(). IIpu
atom 00bekThl Sniffer() u Analytics() co3garoTcs B HOBBIX moTokax Oubauoreku threading (sniffer u
analytics COOTBETCTBEHHO) U BBIMOJHSIIOTCS MMapajuIeIbHO OCHOBHOMY ITOTOKY BBOJIa-BbIBoAa Python, a
o0wvexT Model() mepenaercs o0bpexTy Analytics(). [loToku 3ammycKaroTCsl ¥ IPOBEPSIOTCS Ha HAIHYNE
ommnOOK MpH BBIOJHEHWH. B ciywyae Hamuumsi ommOOK OCHOBHOW MOTOK BBOAA-BBIBOJA JIOCPOYHO
3aBepIIAcTCs U OCTAaHABIIMBAET CO3AaHHbIE MMOTOKK Oubnnoreku threading.

BayTpu noroka sniffer mocne 3anmcu mapaMmeTpoB KOH(DHUTYpaIK B TIOJS KJIacca MPOUCXOTUT
BBINIOJIHEHHE JBYX KOMAaH] OIIEPALlMOHHON CUCTEMBI VIS IOJIyYSHHS CIIMCKA IIPOCIYIINBAEMBbIX IOPTOB
u [P-agpecoB muTepdeiica. Ilocne momydeHus ykazaHHOW HMH(OpMAIMK CO3MACTCS M 3aIyCcKaeTcs
00BeKT acnHXpOoHHOTO cHU( (depa knacca scapy. [Ipu nonydennn nakera qaHHBIN cHUGGEP TPOBEPSET,
SBIISICTCS JIM JaHHBIN makeT u3 creka TCP/IP, HampaBiieH 1 OH Ha 3aKpPBITHIE TOPTHI TPAHCIOPTHOTO
YPOBHsI U He Haxoautes Jiu IP-agpec, Ha KOTOpPBINM OH OTIIpaBJIEH B CIIMCKE UCKItoueHue. Eciau Ha Bee
BOIPOCHI OTBET «IIpaBaay (true), To MaKeT HOPMAIM3YETCs M 3alUChIBACTCS (METO/ 3alKCh COOBITHS) B
co3manHbIi 00BekT DataStore(). Ecnmu Her — makeT He 0OpabaThIBaeTCS M CUMTAETCS JIETUTUMHBIM.
JlonOTHHUTENBHO B KJIacce €CTh METOBI 3aIlyCKa U OCTAHOBKH aCHHXPOHHOTO CHU(EPA, UTO CBSA3aHO C
OTJIaJIKON IIPUIIOKECHMUSL.

B ximacce DataStore() peanr3oBaHbI 1Ba METOJIA: 3aMTUCh COOBITHS U YTeHHE BCeX coObITHIL. [Ipn
3aMuCcH COOBITHS NMPOMCXOAMT M3BJIEUeHHE U3 Tena coObiTus [P-anpeca mcrounmka. basupysice Ha
JlaHHOW MH(OpPMAIMU CO3/1aeTCsl HOBBIM CJIOBaph, CoJieprKaliuii B cebe B kKauecTBe Kiatoda IP-anpec
MCTOYHHUKA, a B KAYECTBE 3HAUCHUS — CJIOBAph, COCTOSILUI 13 BPEMEHH IOJIyYeHHS IIEPBOTO MaKeTa ¢
ykazanHeIM [P u maccuBa coOwiTuii. B ciydae, ecnm [P-agpec HOBoro makera yke CYIIECTBYET B
cJIoBape, COOBITHE 3aHOCUTCS B MACCHB COOBITHIH. MeToJ UTeHHs BCeX COOBITHI BO3BpAIIaeT CIOBAph
BCEX COOBITHIA, XpaHAIIUXCs B moJie 00bekTa DataStore().

BayTtpu notoka analytics npoucxonuT uTeHne coObITHI 13 00bekTa DataStore(), nHULMANTU3AMS
obwekrta Model() u 3amyck MeTojga TpPOBEPKH COOBITHS. MeToa MpoBepKH COOBITHS 3amylleH B
0ECKOHEUHOM ITUKJIE W JUIS 9TOTO W 3alylIeH B OTAEIBHOM MOTOKE. B JaHHOM HMKIEe TpoBepsieTcs
Hanmnune B 0aze maHHBIX He Oonee 100 pazmmunpix ucxomammx [P-agpecoB. DTo mpumeHsieTcs ais
3amuThl 0T DDoS aTak, B 1ensix 3alyThl OT HEOIPAaHWYEHHOI'O NOTPEOJCHHUS ONEPaTUBHOMN MaMSTH.
Ecnu xonmmuectBo ucxosmux [P-aapeco npeskimaet napameTp, MPOUCXOJUT OUYUCTKA 0a3bl JAaHHBIX
oowekra DataStore(). [amee mns kaxmoro mcxopsiiero IP-ampeca dopmupyercs Boioopka u3 30
coObITHii (HacTpanBaeTcs B KOHGUTYpalMOHHOM aiine). B cinydae, ecnmm maHHOE 4ncio coObITHI 3a 5
MUHYT (HacTpauBaeTcss B KOHQUIYpallMOHHOM daiinie) He HaOpansoch, CO3[AaeTCs MHOXKECTBO M3 HE
MEHEEe YeM ITOJIOBUHBEI UCXOHOTO mapamMerpa (B TaHHOM cirydae 15 coOwrTwii). Ecnu jke M MOJI0BHHBI
BBIOOpPKHM He HaOpanoch — BeIOOpKa yaansiercs. [IpencraBaeHHbl MEXaHU3M SKOHOMUT OTIEPATUBHYIO
NaMsITh W TIO3BOJIUT BBISBISATH CETEBYIO Pa3BelKy, MPOBOJUMYIO 32 3HAUMTEIBHBIM MPOMEKYTOK
BpeMeHH. BriObop mapameTrpa B 5 MUHYT OCHOBaH Ha JKEJaHUM 3JIOYMBIINIICHHUKA MPOBECTH aHAJM3
3allyIIeHHBIX B WH(GOPMALMOHHON CHUCTEME CIyKO B 0003pHMBIM NPOMEXYTOK BpeMeHH. Tak, ams
Habopa MUHMMAJIBHOT'O KOJIMYECTBA COOBITHIA [ aHAIN3a JOCTATOUYHO OTIPABIISATH OJHO coObITHE B 20
cekyHI, uTo i aHamm3a 1000 mommyIapHBIX TOPTOB COCTABIISIET 5,5 Yaca, Ha YTO BIIOJIHE MOXKET TIOUTH
3noyMbIUIeHHUK. [locne, 6azupysick Ha cOPMHUPOBAHHOHN BBIOOPKE, MPOUCXOJUT pacyeT METPUK U
CO3/1aeTCs TOJHOCTBIO HOPMAIM30BaHHOE COOBITHE, NpEeAHA3HAuYCHHOE [UIl aHaju3a MeETOAaMH
MaIMHHOTO 00y4eHus. JJanHoe coObiThe nepenaetcs oowekTy Model(). B cnyyae, eciin nony4eHHbIH
pe3yibTaT aHaJIu3a OTHOCHUTCS K KIIACCy CETEBOH pa3Be/IKH, JaHHOE COOBITHE JIOTHUPYETCS U COJICPIKUT
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BpeMsl MOJYYEHHUs TEepBOro makeTa, ucxonsamuili IP-ampec m Bce mapaMeTpbl HOPMalU30BaHHOI'O
coObrtus. Takum 00pa3oM, MOXHO HAa3HAUUTh ABTOMATHYECKYIO OJOKMPOBKY IOJO3PUTEIHHO
IP-ampeca Ha 5 MUHYT ¢ ToMoIIBIO YTHIINTHI fail2ban.

brok-cxema paboTbl MOTyIsl OOHAPYKEHUs IPH3HAKOB CETEBOI pa3BeIKY MPeCTaBIEH Ha PHC. 2.

Viamopr Mopyaeit > Cozzanne odpexTa
2 Jorrepa

A

Hamiopr GuéamoTex Cosnanne operta dastl| 3arpyska daiia

JaHHBIX KOHOHIVpalHH
A

v
Cozgasne moToxa | Coszaszne notoxa
3amyck >
ceEnddepa AHATHTHEA

A 4
Cosganne SamycK
IIOTOKOE

—»| JIoraposasye ONIHOKH

v v
JlorupoganHe COOBITHA | Cosganne o0bexTa Cosganne o0bexTa o JlorupoEanHe cOOBITHA
B d Ll 2
CO3JaHHA O0BEKTa cenbdepa AHATHTHEH CO3TaHHA 00BEKTa

v v
TTomyuense crucKa 3amycK aCHEXPOHHOTO Cosganne oObexta | Urenne 0OBEKTOB H3
OTKDBITHIX NOpTOE B IP canddepa MozeaH 0askl JaHHEIX

\ 4
A

Het

A

IIpexzodpaboTka makera

!

3amuce COOBITHA B Oasy
JaHHBIX

Iepexsar maxeTa

VIIecTEYeT ait
Jatacera’

Cymectsyer

3

CHIHan OCTaHOBEH

IMepenaqa Mozeny 5 ¢ 3arpyska daiita
OOBEKT AHATHTHEH Jaracera

v
Coszgarne
KraccuduraTopa

SEIeYEeHHE COOBITHE
u3 0asel JaHHEIX

HTHAT OCTAHOBKH
= OcranoBxa ) v v
Pacuet MeTpHE Ooyuerne MogenH

COORBITHH KnaccHdHEATOpa

Oa A 4 A 4
e - AHamH3 METpHK Hamopt Mogean

JloraposanKe COOBITHI Cetepan passeqxa’ i —

OOBEKTOM MOJeTH KraccudHEaTOpa

Puc. 2. biiok-cxema paboThl MOy st OOHAPY>KEHUSI TPU3HAKOB CETEBOM pa3BeKU

Ha momeHT co3zmanust oobexkta Model() mporcxoauT MoKuCcK CyIecTBYIEH 00yI4eHHON MO
MalIMHHOTO 00yueHus. [Ipy ee HaIM4YMK MPOUCXOJMT 3arpy3ka B ONEpaTHBHYIO NaMsTh. B ciydae ee
OTCYTCTBHSI TPOUCXOJUT CO3JIaHHE HOBOM MOJENH, €CI 3TOMY HE TPOTUBOPEUYUT IapaMeTp
KoH(puryparuonHoro (daiina (create_model). Korma mapametp «create_model» mepesemeH B cOCTOSIHIE
«false» mnm otcyTcTBYeT (aiin matacera, BBITOJIHEHHE MPOTPAMMBI 3aBEPIIACTCS, JKyPHATUPYETCS
COOBITHE OIMMOKM W OCTAHABIHMBAIOTCS BCE TOTOKU. [IpM CO37aHWU HOBOW MOJIENIM TPOUCXOIHT
3arpy3ka (aiija nqaracera, co3iaHue HeoOxoaumoro kiaccudukaropa (B JaHHoM cirydae Decision Tree
¢ mapamerpamu criterion = «gini» u splitter = «randomy), oOy4eHue Kiaccupuraropa U KCIOPT
CO3IaHHON Mozenu kKiaccuuKaTopa Uil YCKOPEHHS HOCIEAYIOMIMX 3arpy3ok mnporpammsl. llpu
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nepegavye B YKa3aHHBIM OOBEKT COOBITHS MPOUCXOAMUT €r0 aHAM3 KIIACCU(UKATOPOM U BO3BpaT
pe3ynbpTaTa MpoBepKu B 00beKT Analytics().

OrnrcaHHOE MPOTrpaMMHOE 00eCTIeUeHUE MTO3BOJISICT NTOOUTHC 3HAYUTEIHLHON CKOPOCTH pabOTHI
B TIOTOKE, HEOOJBIIOTO MOTPEOJICHUS ONCPATUBHOW M SHEPrOHE3aBHCUMOM MaMSATH, Ka4eCTBEHHOTO
00HapyKEeHHS TIPU3HAKOB CETEBOM pa3BeIKK M BO3MOXKHOCTh HHTETPHPOBAHHSI 0a30BBIMU CTOPOHHHMH
yranutamu (Tuma fail2ban).

3akioueHne

Pa3zpaborana Onok-cxema paOOTBl MOAYNS OOHApYKEHHsS NPU3HAKOB CETEBOH pa3BEAKH.
Onvcanbl HEOOXOIUMBIE KOMIIOHEHTBHI W 3aBHCUMOCTH MOAYJsL. [IpoBeneH aHamu3 paboThl MOAYIIS,
nokazasimii 100 % oOHapyKeHHs MOMBITOK MPOBEICHUS CETeBON pa3BeAku. Hanmydmme pe3yapTaThl
NOKa3aJl METOI JIepeBa MPUHATHS PEIICHUI ¢ TapaMeTpaMH criterion = «gini» u splitter = «randomy, ¢
touHocTtei0 100 % m ckopocteio paborsr 0,912 mc. J[omOTHUTENHHO IMPOBENEHO IPEICTaBICHUE
ANrOpUTMa C HAWJIYYIIMMHU TapaMeTpaMd B BUJE MPOTPAMMHOIO KOJa, YTO TMO3BOJIMIO YBEIUYUTH
CKOpPOCTh pabOThI MPUOTU3UTENBHO B 2 pasa.

NETWORK INTELLIGENCE RECOGNITION MODULE

N.P. SHARAEV, S.N. PETROV

Abstract. The effectiveness of the decision tree method in network intelligence detection tasks has
been studied. The flowcharts of the trained decision tree and the operation of the network
intelligence feature detection module are given.

Keywords: network intelligence, network traffic anomalies, metrics of network intelligence features,
datasets.
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Annotation. A brief analysis of the concepts and applications of 10T networks is carried out. Four
models of building these networks as variants of component interaction are given: terminal, gateway,
cloud, application. Variants of 10T network architectures are presented. Seven variants of interaction
in Yota networks are considered. The analysis of problems in these networks and the direction of
their solution are carried out.

Keywords: 10T networks, models, architectures, interaction, problems.

Introduction

The concept of Internet of Things (loT) originated from the network Radio Frequency
Identification (RFID) system proposed by the Massachusetts Institute of Technology in the USA in the
automatic identification laboratories, created in 1999 [1]. This system can connect all items to the
Internet via radio frequency identification (RFID) and other equipment to read information and
implement intelligent identification and management.

The Internet of Things is a technology that automates input, processing and optimization based
on the obtained values of process characteristics reflected in the indicators of industrial and home
sensors. The 10T technology allows the user to receive data and report on the status of equipment or
processes in real time, monitor the work of industrial and agricultural enterprises [2]. The IoT has found
its application in many areas [3]: smart car, smart home, smart city, smart agriculture, healthcare, etc.

Structurally 1oT consists of four main components, which are: 10T devices; communication
technologies; platforms for data storage and processing, applications [3]. 10T in a narrow sense refers to
a network that connects objects with objects for the implementation of intellectual identification and
management of objects. 10T in a broad sense can be considered as the integration of information space
and physical space, digitization and integration of everything into a network. To achieve effective
information interaction between objects, objects and people, as well as between people and the real
environment and communication.

10T network models

From hardware to software, the 10T system includes a lot of content, but conceptually it is a
hierarchical structure. From the bottom up, the lIoT system can be divided into three levels: the
perception level, the network level and the application level. This three-layer conceptual model of loT
has a great impact, but from a physical point of view, it is possible to imagine four varieties of physical
models of 10T systems [3, 4].

The first model: «Cloud Terminal-Cloud» refers to all applications in the 10T system that will be
deployed in the cloud; terminal refers to 10T objects, including hardware and software deployed on
them. This model refers to the 10T system, divided into two parts: a cloud platform and a terminal. The
cloud platform needs to implement a website so that people can manage it through a web page. The
cloud platform should also implement a communication interface for interacting with things. The
terminal contains sensors, devices, memory, etc. For performing local business functions, as well as for
connecting to the Internet using wired and wireless means, this model can meet the requirements of most
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loT systems. The advantages of the model are simple structure, proven technology and relatively simple
implementation of the system. However, its disadvantage is that the cost of the terminal is high and it is
difficult to achieve large-scale deployment, and when using a wireless connection, high operating costs
are required.

The second model: «Cloud-Terminal applicationy. In this model, mobility has become an element
that must be taken into account when designing application systems. To implement this model, the cloud
platform needs to organize interaction with the application.

Application development is carried out on iOS, Android and Windows platforms, the background
is connected to the cloud platform of 10T, and the application runs on a smartphone, computer and tablet.
The model can accommodate complex functions that require significant system resources.

The disadvantage of this model is the increased complexity of the system, the need to provide
real-time communication between the application and the client, security requirements and the need to
establish various methods of interaction between the application and the terminal, for example, QR code,
RFID, Bluetooth communication.

The third model: «Terminal-Gateway-Cloud-Application». Technical means require the endpoint
to be connected to the Internet via a network port or via 2G/3G/4G means. But the first option has low
mobility, the second has higher operating and maintenance costs, which does not contribute to the
promotion of the system.

The gateway of the 10T is usually designed as an «Intermediate Software» for connecting the
terminal to the Internet, up, it can be accessed via fiber, Ethernet, Wi-Fi or 2G/3G/4G, and down — via
Wi-Fi, Bluetooth, ZigBee and other means of communication. The addition of a gateway allows the
terminal to connect to the IoT using some short-range communication protocols, especially short-range
wireless protocols such as Bluetooth, Wi-Fi, etc. This can reduce the cost of the terminal while
improving usability. In addition, the gateway implements a small local network and various local
terminals in this network can work together, which expands the application functions of the IB. But
adding a gateway improves the overall performance of the system.

Fourth model: «Sensor-Networks». A sensor network is a network consisting of sensor nodes.
Wireless sensor network is the main focus of this model development. In order to save energy, wireless
sensor networks are usually designed with a low transmission rate, and it is difficult to provide real-time
downlink control. From the point of view of communication, the wireless protocol network for sensors
is basically not based on IP, so it is connected during the operation of the platform, the work on
converting the existing protocol is also difficult to apply.

Because of these two limitations, wireless sensor networks are more commonly used in monitoring
systems. For example, in agriculture and forestry, WSN (Wireless Sensor Network) can be used to monitor
the growth environment, temperature, humidity, etc. The WSN can monitor various parameters of rivers and
oceans; in the field of intelligent transport, the WSN can control street lights, etc.

With the development of technology, the ZigBee protocol has begun to fully support IPv6, and
the development of low-power chips, security technologies, energy and other technologies will continue
to contribute to the wider application of wireless sensor networks in more application areas [5].

Architecture of 10T network

There are various models of the 10T architecture [6]: the reference architecture of the Industrial
Internet of Things (IIRA), the reference model of the Industry 4.0 architecture (RAMI 4.0) and the
reference model of the IoT Cisco. loT architectures, such as P2413 (standard for the architecture of the
loT), the reference architecture of the Internet of Things (lIoT RA), the Telecommunication
standardization sector of the International Telecommunication Union (ITU-T), etc. However, no
standard reference architecture has been widely adopted, because some 0T architectures are outdated,
they do not define new technologies, such as cloud and fog computing, big data. The simplified 10T
architecture is shown in Fig. 1.

It is necessary to classify the universal and simple architecture of the Internet of Things — a five-
level model. This architecture includes the perception layer, network layer, platforms, application layer
and business layer. Different levels include different technologies, depend on different areas and
scenarios, and also include different technologies.
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Fig. 1. 10T architecture

For the perception level, the main function is to collect and identify data, as well as transfer the
necessary data to the network layer. For the network layer — identification, communication, security and
routing are the four main functions. For the identification function at this level, the technology of a
single resource identifier (URI), the electronic product code standard (EPC), the ubiquitous code system
(UCODE) and IPv6 addressing protocols can be implied. To communicate with other nodes or server
servers, it is necessary to use protocols such as power line communication (PLC), near field
communication (NFC), ANT+, DASH7 Alliance Protocol (D7A). Standards such as X10, IEEE
802.15.4, Bluetooth with low power consumption, and technologies such as ultra-broadband (UWB),
Wi-Fi, long-range broadband network (LORA WAN), 5G and Light Fidelity (Li-Fi), etc. for loT are
used.

There are many nodes with limited capabilities to ensure security, so this is a big problem, in
addition, different communication technologies require different security technologies, so at this level,
lightweight security technologies can be used, for example, Internet Protocol security (IPsec), transport
layer security (TLS), TLS datagram (DTLS), IEEE 1888, etc. For routing, it is very important to find
the optimal route for each node.

For the platform layer, also called the service management layer, which is the core of the loT
environment, data modification, processing, and the service discovery function should be taken into
account. At this level, technologies such as, CoAP, MQTT, foggy, cloud should be used. At the
application level, the main function is to provide services for Internet of Things users. At this level, the
services provided are usually divided into four categories according to different application scenarios:
identity-related services, information aggregation services, collaboration services, and ubiquitous
services.

Two technologies are recommended for the 10T business level: semantics and big data analysis.
To achieve semantics, the sensor model language (sensor ML), media types for the sensor markup
language (SENML), the Internet of Things database (I0TDB), the RESTful APl modeling language
(RAML) and Wolfram data removal technologies will be used. To analyze big data, you can use Apache
Spark, a distributed processing technology that includes caching, and to improve performance, it uses
Apache Apex, Apache Flink and Apache Kafka technologies.

Ways to interact with the loT

Interaction in 10T networks faces some difficulties: how to make the 10T system distinguish between
service objects and avoid the impact of non-service objects; the complexity of the environment, since the
environment will not always be stable; hardware failure, it is very important for 10T devices to avoid
failures depending on the actual state of the device. There are the following ways of interaction [4].

1. Touch screen interaction. The interactive method is widely used in the field of mobile phones
and touch-screen devices, traditional and easy to use, it is not easy to make a mistake.
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2. Voice interaction. By recognizing voice prints or initiating a command to interact, this
interactive method is commonly used in voice assistants, voice speakers, and other areas. Based on
energy consumption and privacy considerations, active voice activation is required.

3. Virtual Reality. This is a new visual perception technology, the technology is interactive,
technological and more exciting for a real virtual experience.

4. Biometrics. This technology uses the unique information of a biological individual as a key and
information transmission. Unique information usually refers to fingerprints, palm prints, voice prints,
facial and iris recognition, etc. This type of interaction is very secure and unique.

5. Somatosensory technology. This type of interaction mainly includes gesture recognition, face
recognition, body movement recognition, etc.

6. Information recognition technology. This type of interaction includes image recognition, text
recognition, and object recognition. Simple processing and evaluation of information using intelligent
recognition. This type of interaction can recognize a wide range of categories, but has limited processing
complexity.

7. Traditional buttons. Control the user using physical buttons that directly provide the
corresponding functions.

Using the 10T in production quality control

The 10T is a technology that automates input, processing and optimization based on the obtained
values of process characteristics reflected in the indicators of industrial and home sensors. The loT
technology allows some user to receive data and report on the status of equipment or processes in real
time, monitor the work of industrial and agricultural enterprises [3].

Due to the advantages of the Internet of Things, the Internet of Things technology has a wide
range of applications for product quality control. K. Rajalashmi [7] et al. sensors are used to monitor the
pH and oxygen content in the water, the purity of the water can be easily calculated using sensors.

In [8], the architecture of the Internet of Things and network protocols for product quality control
in the aerospace industry are proposed, and in [9], the model and structure of the Internet of Things
network for milk quality control is proposed.

Problems in networks

In real loT networks, the placement and number of components can also cause some problems
when connecting various components to the network [3, 4].

Overload: when the gateway location is placed unreasonably, it will lead to insufficient use of
resources, that is, some gateways are overloaded, and some gateway resources are not fully used. This
will not only lead to a significant reduction in the use of resources in the border network, but will also
cause serious network congestion, which directly affects the quality of service for mobile users.
Therefore, when deploying a gateway, it must be placed in a suitable location to achieve load balancing,
improve the use of network resources and reduce network congestion, thereby ensuring the quality of
user service.

Coverage: each gateway has its own coverage area. If the distance between the terminal device
and the gateway is too large, this will lead to a decrease in the reception signal level. Therefore, we need
to make sure that all terminal devices are in the gateway's coverage area, but at the same time it is
necessary to minimize overlapping coverage and cover most devices with the least number of gateways,
thereby ensuring network performance while increasing resource utilization and minimizing gateway
deployment costs.

Interference: the location and number of gateways have a big impact on network performance. If
the location of the gateways is unreasonable or the density of the gateway deployment is too high, there
will be serious interference problems that will affect the SINR received by the terminal equipment.,
which will lead to a decrease in throughput, as well as an increase in construction costs, so optimizing
the location and number of gateways is very important to reduce interference when deploying gateways.

All these problems require the use of system analysis and various optimization methods.
Optimization models in infocommunication systems are considered in [10].
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Conclusion

1. A brief analysis of the concepts and applications of 10T networks is carried out. Four models
of building these networks as variants of component interaction are given: terminal, gateway, cloud,
application.

2. Variants of 10T network architectures are presented, including the perception level, network
level, platform, application levels and business level. For each level the functions and technologies and
protocols used are considered.

3. Seven variants of interaction in loT networks are considered. The analysis of problems in these
networks, such as overload, limited coverage, overload is carried out. To overcome them, it is proposed
to use methods and technologies of system analysis and optimization.
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Annoranusi. [IpoBeneHo wuccieqoBaHHE COKpAlIeHUS! TNCUXO(U3UUECKOH W3OBITOYHOCTH B
anroput™e JPEG. B pesynbraTe yCTaHOBIICHO, YTO C YBEJIMYCHHEM pa3zMepa OJoKa JAUCKPETHO-
KocuHycHOTO TnpeoOpazoBanus (DCT) kadecTBO KOOUPOBAHWS yXyIIIAETCS. YCTAHOBIEHO, UTO
NOCTOSIHHOE CHIDKCHHE BEIMYHMHBI KOA(QOUINEHTa KOMIIPECCHH H300pa)KCHHH COOTBETCTBYET
00paTHO MPOTIOPIHOHATEHOMY YUCITYy KOAUPYEMBIX KoddumuerToB DCT.

Kniouesvie cnosa: amroputm JPEG, muckpeTHO-KOCHHYCHOE MpeoOpa3oBaHue, KO3 UINEHT
KOMIIPECCHH, Ka4eCTBO KOIUPOBAHKSA, ICHX0(U3NIecKast U30BITOYHOCTb.

BBenenue

OpHuM n3 Haubosee YacTo NPUMEHIEMbIX IPe0Opa30BaHMi IByMEPHBIX H300paKeHUHN SIBIISICTCS
DCT. OHO nexuT B OCHOBE IIOYTH BCEX CTAaHOAPTOB CXKAaTUA, KOTOPBIE HCIOJB3YIOTCS B
BUJIcOHAOMOIcHNH, 3a uckiaroueHueM Wavelet u JPEG-2000. CokparnieHue NCUX0(pU3NUIeCKON
n30sITouHOCTH B anroputMe JPEG mpoucxomuT B pe3ynbTare BHIIOTHEHHS HECKONBKUX Pa3THIHBIX
QIrOpUTMOB 00paOOTKM MJAaHHBIX. OTOT METOA CXaTus NPUMEHHM JJIsl HENpepbIBHO-TOHOBBIX
n3ob0paxenuii. Takum o0pazom, Bce cranaaptsl JPEG, MPEG u cemeiictBo H.26x ucnonb3yror DCT B
TOM nu uHOM opme [1].

YMEHbUINTH KOJIMYECTBO HHPOPMALIMH O Ka’KIOM OTIAEIBLHOM ITUKCEIIE, ONPeAesIEHHBIM 00pa3oM
OTMCHIBAs KOHTYpPHl OOBEKTa M YKa3blBash CPEHHE 3HAYCHUS SPKOCTH W I[BETA B IpeJesiaX dTOro
KOHTYpa, MOXHO ITyTE€M COKpamleHHs H30BITOYHOCTH. KpynHble OOBEKTHI COOTBETCTBYIOT HU3KHAM
NPOCTPAHCTBEHHBIM YacTOTaM, a MeJKue OOBEKThl — BBHICOKMM. Ha BepxHEM ypOBHE 3TH 4YacTOTHI
OJTHOBPEMEHHO HE NPHUCYTCTBYIOT. B mmdpoBoM BuaeocurHane MoxeT OBITh NepeJaH BECh CHEKTP
MPOCTPAHCTBEHHBIX YACTOT, OJJHAKO €CIIM MPOBECTH YACTOTHBIM aHAIN3 W300pa)kKeHUs, TO BO3ZMOMKHO
OCTaBUThH B CUTHAJIE JIMIIb T€ YACTOTHI, UTO AEUCTBUTENHLHO B HEM MPUCYTCTBYIOT. ClenoBaTenbHO, B
npolecce CxKATUS H300pakeHNH HEOOXOAUMO MTPOBECTH AHAIN3 MPOCTPAHCTBEHHBIX YacTOT.

OCHOBHBIM 3TaroM MPOLEAYPhl CKaTHs IU(POBBIX M300paKeHH SBIISIETCS MpeoOpa3oBaHHe
HeOOoIbIINX OJI0KOB M300pakeHus mpu oMoy asymepuoro DCT. O0paboTka Begercs 0jiokamu 88
nukcenoB. B pesynprare Beinonnenust DCT ¢opmupyercs 64 koadduunenta. Mcxoanslii pparMeHT
n300paXeHUs MPEJICTABISIETCS] B 00JIACTH MPOCTPAHCTBEHHBIX YACTOT. DTOT MIAr €Ille HE MPUBOAUT K
CKaTuro n3o0paxkenns. OJHAKO MPH €ro BBIITOJHEHUH MOJIAraeTcsl, YTO B MOJABIISIONIEM OOJBITUHCTBE
n300paxeHnH OIU3KUE TI0 CBOMM KOOpIMHATAM NMHUKCEIH UMEIOT U Oiu3Kkue 3HaueHus. [lostomy, npu
nepexone oT (¢parMeHTa K €ro YaCTOTHOMY MpPEICTaBICHUIO OOJblIas 4acTb DHEPrUM CHUrHajga
cocpefioTaunuBaeTcs B 00JIACTH HHU3KHX YaCTOT, T.€. KOMIIOHEHTHI C MEHBIIUM 3HAYCHHUEM HHJEKCa
MMEIOT OoJbIIe 3HaUeHUs [2].

[Ipu BeIMONHEHMHM 3TOW omnepanuu 64 HCXOIHBIX IMUKCEIeH MPeoOpa3yroTcs B MaTPHIly W3
64 k03 puLIMEeHTOB, KOTOpbIE XapaKTEPU3YIOT «IHEPTUIO» HUCXOAHBIX MNHKCenel. BaxHelei
0COOCHHOCTBIO ATOM MaTpPHIBI KOXQQHUIIMEHTOB SBISIETCS TO, YTO MEPBBI KOI(GHUIMEHT repeaaeT
NOJABIISIONIYI0 4YacTb «JIHEPTrUM», a KOJUYECTBO «IHEPrHM», IEpeJaBaeMoOil  OCTaIbHBIMHU
ko punmentamu, oueHb ObICTpO yObIBaeT. Takum 00pa3om, OoJbias 4acTh HHOOPMAIMK UCXOTHON
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MaTpuipl 8X8 MHUKCENed MNpeCTaBIseTCsl TEPBBIM DIEMEHTOM MAaTpHIBI, NPeoOpa3oBaHHOHN IO
cnioco0y DCT.

MeToauka ucciae0BaHus COKPAIleHUs NcuXo(pu3nyecKoi
n30bITOYHOCTH B asiroput™me JPEG

Jns wmccmenoBaHWS COKpaleHus Tcuxodu3mdeckoid m30bTouHOCTH B anroputMme JPEG
HEOOXOJUMO BBITIONIHUTh KOJWPOBAHHE IO OTIENBHBIM OJIOKAM H300pa)KCHUS C BO3MOXKHOCTBIO
npocmotpa kodgduimentop DCT, ko3phUIIMEHTOB MacIITaOUpOBaHUS, PE3yJIbTaTOB MPUMEHEHUS
DCT x u300paxkeHuto, B yKpYITHESHHOM BHE OHOTO O10Ka n300pakenus [3].

C y4eToM OCOOCHHOCTEH YelIOBEYECKOTO TJia3a, KOTOPBIA MPAKTUYECKH HE UYBCTBHTEIICH K
ommOKaM Iepelaud LBETHOCTH, BBHIIIOJHAEM apxuBupoBaHue JaHHbIX Jii C. m C, ¢ Oonpmmm

CXATHUEM MO CIEAYIOLIEMY alTOPUTMY:
Y 0,299 0,587 0,144 R 0
C/|=| 05 —-0,4187 -0,0813|x|G|+[128|. 1)

C,| [-0,1687 -0,3313 0,5 B| [128

s N pasroro Bocbmu DCT, MOXKHO IIPECTaBUTh

.. . NN 2 x41)x i1 2y ixn
D[I,j]:C(I)xC(j)xzt;z(;s(x,y)xcos ( 2><)N IXT s ( yzx?\l jxm) o
x=0 y=|

rae S(X,Y) — MCXOAHOE 3HAaYeHMEe AMIUIMTY/BI THKCENS C KOOPAMHATAMH X M Y BHYTPH OJOKa;
D[i, j] — 3HaueHHWe aneMeHTta (i, j) Matpunsl kKo3ddumnuentoB mpeodpazoanns 0<i, j<N -1, a

snauenne C (i) u C( ) paccuntsiBaercs mo popmyne:

1

ﬁ,

,/3, I<t<N-1.
N

VYmuoxenne Y, C, u C, Ha 00paTHyIO MaTpuily €CTh 00paTHOE NIPe0OPa30BaHKE BBIIIOIHHUM I10

t=0;
C(t)=

AITOPUTMY:

Y, =[u,v] = IntegerRaund x M . (3)
q[u,v]

HccnenoBanus MpoOBOAMITUCEH JIJIS CITy4ast, KOT/Ia TUKCENN [BETOBONH KOMIIOHEHTHI Pa30MBAIOTCS
Ha MAaTpPHIIBI [0 BOCEMb Ha BOCEMb IMUKCECH. J{s KaKI0i KOMIIOHEHTHI (DOPMHUPYETCS TpHU pabouue

marpunsl DCT 1o Bocemb OuT s kaxaoit komnonentsl. Eciu N pasao Bockmu, T0 o6parnoe DCT
MO>KHO 3aIIHCcaTh

sin-BF el B Certies)

x=0 y=0 2xN 2xN

IIpumenenue anroputMa DCT k kaxaod pabouei MaTpuile NMPUBOIAUT K PE3yJIbTUPYIOLICH
MaTpulle, TIe KOI(PQUIMEHTH B JIEBOM BEPXHEM YINIy €CTh HH3KOYACTOTHAS COCTaBISIONIAS
M300pakeHus, a B IPABOM — BEICOKOYACTOTHAS.

HeoOxomumMo BBIOJIHUTL KBAaHTOBaHME Kak JieJeHHE paboyeil MaTpuilbl Ha MaTpHILy
KBAaHTOBAHUSI TMO3JIEMEHTHO. DOpMHUpPOBAHUE MATPHUIBl KBAHTOBAHUS MPOUCXOAUT CIEAYIOIIUM
o0pazom: Kaxaoe u3 64 KOMIIOHEHT JICIUTCS HA YUCIo — KoddduineHt kBaHtoBanus [2].
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Pasnoxenne nzodpaskeHuii mo 6a3uCHOMY aJrOPUTMY
AUCKPETHO-KOCHHYCHOI0 IIpeodpa3oBaHus

BeimonanM  pasnokeHne u3oOpaxkeHuss 1o OasucHomy anroputmy DCT B mporpamme
«VCDemoy. Ucxonnsie nzobpaxkenus (puc. 1, a u 2, a) 3arpyxarotcs B popmare .bmp B nmporpammy
«VCDemoy» (puc.1,6 u 2,6). Ha puc.1l,6 u 2,6 moka3aH pe3yJabTaT Pa3OKEHHUs BbIOPAHHBIX
n3obpaxenunii mo 6azucaomy DCT pazmepoM BoceMb Ha BOCEMb.

8

Puc. 1. Uzo6paxenne «Iloacomayx»: a — ucxomnoe; 6 — B mporpamme «VCDemo» B popmate .bmp;
6 — pasnoxeHune mo0paxenus no dazucaomy DCT 8x8

8
Puc. 2. Uzo6paxenne «Illapsm»: a — ucxomgroe; 6 — B mporpamme «VCDemo» B popmate .bmp;
6 — pasnoxeHune mo0paxenus no dbazucaomy DCT 8x8

Jns Toro, 4TtoObI OIICHWUTH BIHMSHUE TapaMeTPOB KauecTBa NpPU CKATHU HM300paKeHUH
HE00XOIMMO BBIIIOJIHUTH ciieAytomue mary B nporpamme «VCDemoy.

[ar 1. Bki1rouuTh Ha MaHEH yrpasieHus pexum uccienoanus JPEG.

[lar 2. B moamento «Bitrate» BbiOpate mapamerp kauectBa «Set Quality» u u3meHsTh ero
3Ha4YeHHue OT 75 10 2, oTMeuasi U3MEHEHHs KadecTBa 00pabOTKU U300paskeHHH.

Ha pwuc.3 mnpencraBneHsl pe3ynbTaThl HCCIENOBAHUS BIUSHHUA B KOHTPOJIBHBIX TOYKAX,
COOTBETCTBYIOIINX 3HAYCHMSIM TapameTpa kadectBa 2, 4, 9, 16, 36, 75, kak W3MEHEHHE MapameTpa
KadecTBa BiusieT Ha nzo0paxenus «llogconnyx» u «Ilaps.

Puc. 3. ®parment pabdoueii obmactu nporpammel «VCDemMo» mpu uccie10BaHUK BIMSHUS TapaMeTpa KadecTBa
Ha cxatne mobpaxenns «lloacomHyx»: a — paBHOTO 75; 6 — paBHOTO 36; 6 — paBHOTO 16;
2 — paBHOTO 9; 0 — paBHOTO 4; ¢ — paBHOTO 2
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Puc. 4. ®parment pabdoueit oomactu nporpammsr «VCDemoy npu nccieoBaHuH BIMSAHUS TTapaMeTpa KadecTBa
Ha cxarne mo0paxenus «apem»: a — paBHOTO 75; 6 — paBHOTO 36; 6 — paBHOTO 16;
2 — paBHOTO 9; 0 — paBHOTO 4; ¢ — paBHOTO 2

B tabn. 1 npuBeneHs! 3Ha4€HUSI COOTHOIICHUST cUTHAN-TITyM (SNR) ¥ MMKOBOTO COOTHOIIIEHUS
curHan-myM (PSNR) B 3aBucuMocTH OT mapaMeTpoB KadecTBa uis m3oOpaxkeHuil «llogcomHyx» u
«ITaps».

Ta6n. 1. 3uayenuss SNR u PSNR B 3aBUCHMOCTH OT MapaMeTpPOB KauyecTBa
aas uszodpaxenuii «logconnyx» u «lapsi»

TTapaverp SNR, n1b PSNR, nb
U3zo6paxkenue N3o6paxenue W3zobpakenue U3o6paxenue

fanectsa «IToxconHyx» «Iapb1» «IlonconHyx» «IIaps1»

75 39,7 43,3 50,5 52,0

36 30,0 33,6 40,8 42,2

16 25,7 29,0 36,5 37,6

9 22,5 26,0 33,3 34,6

4 17,4 20,6 28,2 29,3

2 13,0 15,2 23,8 23,9

i ycTaHOBJIEHHMSI XapakTepa 3aBHCUMOCTH HM3MEHEHMS KauyecTBa CHXKAThIX H300pakeHUH
«[lonconnyx» u nzobpaxennit «llapel» nMpu HanHYMK B KaHAJIE CBSI3U OIIMOOK, 3HAYCHHE KOTOPBIX
Bappupyerca oT 0,001 mo 0,00005, HY>KHO BBIIOIHUTE CIECAYIOIINE MIATH.

ar 1. Ha na"enu ynpasieHus BKIIOYUTH pexuM uccienosanus JPEG.

[Tar 2. Beibpats B moamMento «Errors», namee B rpade «Set Channel Error Probability» ykazats
kosmmuecTBo omubok ot 0,001 mo 0,00005.

ITpu KBaHTOBAaHMM MPOMCXOAUT CYLIECTBEHHAs NOTepst nHpopMaunu 06 n3o0paxkeHuu. 3aaaBas
MaTpHIly KBaHTOBaHHSA C OONBIIMMHU KOI(D(DUIMEHTAMU, MBI MOXKEM MOJYYHUTh OONBIIYIO CTETeHb
coxkarus. KBanroBanusie koddduimentst DCT mocie okpyrienust npeoOpasyeM B JIMHEWHBINH Tak,
4yTOObl B HayajJie BEKTOpa MbI MOJNy4Yaad KOA(PQHUUMEHTH MaTpPHUIbl, COOTBETCTBYIOIIWE HU3KUM
4acToTaM, a B KOHIIE — BHICOKUM.

Janee nokazaHo Kakoe BIMSIHAE OKa3bIBAIOT OMHOKK Ha nzo0paxenus «[logcomnyx» u «llaps»
C Pa3MUYHBIMH 3HAUYEHUSIMH BEPOIATHOCTH (puc. 5, 6).

Hnsa pacuera xodpduuuentoB DCT u oueHKHM BIMSHHA NapaMmeTpoB IpeoOpa3oBaHMs Ha
Ka4eCTBO CKATBHIX N300paKeHNH HEOOXO0MMO BBITTOIHHUTE CIIEIYIOIINE [IIarH.

Iar 1. OtkpeITh H300paskeHue bmp-popmara.

ar 2. Ha nanenu ynpasieHus BKIIOYUTH pexuM uccienosanus DCT.

ar 3. B moamMenro BeiOpath pazmep 6moka DCT.

Pesynmbratel m3Mepenmii cyOnekTmBHOro KadectBa, SNR wu PSNR mpeobpazoBaHHBIX
n300pakeHui peicTaBiIeHsl B Taou. 2 [5].

65



Puc. 5. Biiusinue ounbok Ha npeobpasoBanHoe H300paxenue «I1oacomHyx «
co 3Ha4YeHHeM BepositHocTH paBHoit: a — 0,001; 6 — 0,0005; ¢ — 0,0001; 2 — 0,00005

|

|

8 2
Puc. 6. Biustaue ommbok Ha npeoOpa3oBanHOe m300pakenue «lllapeny
co 3HaueHueM BepositHocTH paBHoit: a — 0,001; 6 — 0,0005; ¢ — 0,0001; 2 — 0,00005
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Tabn. 2. PedyabTaThl N3MepeHnii cyobekTuBHOTO KauectBa, PSNR u SNR

CyOBEeKTUBHOE KayecTBO
H300paXKeHHs 10 PSNR, nb SNR, nb
Pasmep Yuceno 5-0aypHOM MIKase
Os0Ka 6ut/orcyer
«Ilopconnyx» | «llape» | «Ilomcomnyx» | «llape» | «IlogcoaHyx» «lapsD»
0,25 2 2 259 26,1 13,5 13,5
0,5 3 3 29,1 29,3 16,6 16,8
2x2 0,75 4 3 32,5 32 20 194
1 4 4 32,5 32 20 19,4
2 5 4 36,5 35,4 24,1 22,9
0,25 2 2 28,8 27,6 16,4 15
0,5 3 2 31,3 30,8 18,8 18,3
4x4 0,75 4 3 33,6 33 21,2 20,4
1 4 4 34,7 34,2 22,3 21,7
2 5 5 39,7 38,8 27,2 26,3
0,25 2 2 30,4 30,1 17,9 17,5
0,5 3 3 33 32,9 20,6 20,3
8x8 0,75 3 3 34,9 34,6 22,4 22.1
1 4 4 36,4 36 23,9 23,5
2 5 4 41,2 40,5 28,7 28
0,25 2 2 31 31,2 18,5 18,6
0,5 3 3 33,7 33,7 21,3 21,2
16x16 0,75 3 3 35,6 354 23,2 22,9
1 4 4 37,1 36,7 24,6 24,2
2 5 4 41,4 40,7 28,9 28,1

Kak BuaHO u3 Taba. 2, 1jig OAMHAKOBBIX 3HAYECHMH uncia out/oTcueT, 3Hadenus PSNR u SNR
YBEJIMYHMBACTCS TIPH YBEITHMUCHUH pa3Mepa 011oka. CliemyeT OTMETHTD, 9To «Xopormuii» PSNR He Bcernma
rapaHTUPYeT XOpOoIllee Ka4eCTBO H300paKeHHs, HM3-3a TOTO, YTO 3PUTENbHAs CHCTEMa YelOBeKa
00J1a1aeT HETMHEHHBIM ITOBEICHUEM.

OneHka KadecTBa NPOM3BOAMIACH cormacHo [6]. B Tabm. 3 mpuBeneHO COOTBETCTBHE
KOJTMICCTBCHHOU (0aIFHOM) M KAYECTBEHHOM OICHOK.

Tab6n. 3. OueHka KavyecTBa U300paKkeHus

Onenka (6amr) KagectBo Yxynmenue
5 OtaugHOE HeszameTtnoe
4 Xoporree 3aMeTHOe, HO He MenIarniee
3 Y 10BJIETBOPUTEILHOE Crierka MelarIee
2 [Tnoxoe Memaromee
1 QOueHb II0X0€ OueHp MEIIarIIee
3akiioueHue

ITpu uccnenoBanuu cxxatus n3oopaxkennit «lloncomnyx» u «laper», Ha oOcHOBE pa3pabOTaHHOTO
IropuTMa, OBLIO OLIEHEHO BIMSHHE MX IapaMeTPOB Ha KauyecTBO MPEOOpPa30BAHHBIX M300pa’KEeHHMH.
ITapamerp PSNR mokassiBaeT pacxokJeHHE MEXIY OPHUTMHAIBHBIM W BOCCTaHOBJIEHHBIM IOCTE
KoaupoBaHus u3oOpaxeHuit. Yem Boime PSNR, Tem nyume kadectBo u3oOpaxkeHus. OObryHOE
3nadenust PSNR mist cxxatus ¢ morepsamu cocrasisieT ot 30 1o 50 nb. [lis uccnenyembix n300pakeHUH
«[Toncomuyx» u «Ilapei» PSNR cocrasser B 3aBHCUMOCTH OT TapameTpa kadectsa ot 50,5 o 23,8 nb
u oT 52 no 23,9 nb. OT0 03HAYaeT, YTO KA4eCTBO M300paKeHUI Mmpu 00padOTKe M3MEHSIIOCH TTOYTH
PaBHOMEPHO.

B nporpamme «VCDemMO» BBINONIHEHO pa3iokeHHe H300pakeHHH MO 0a3MCHOMY aITOPUTMY
DCT. IIpoBeneHo ucciienoBaHNE BIUSHUS NTapaMeTpa KauyecTBa Ha H300paskeHue.
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INVESTIGATION OF REDUCTION OF PSYCHOPHYSICAL
EXCESSIVENESS IN JPEG ALGORITHM

D.P. GORBUKOVA, Yu.M. BAKIMOV, T.M. PECHAN

Abstract. A study of the reduction of psychophysical redundancy in the JPEG algorithm was carried
out. It is shown that with an increase in the size of a discrete-cosine transform (DCT) block, the
coding quality deteriorates. It was found that a constant decrease in the value of the compression
ratio of images corresponds to inversely proportional to the number of encoded DCT coefficients.

Keywords: JPEG algorithm, discrete cosine transform, compression ratio, coding quality,
psychophysical excessiveness.
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Abstract. This article introduces the basic components of the school's automatic control system, and
makes a detailed introduction and comparison of the functions, application scenarios, and
advantages of each part. The hardware design of the automatic control system is based on the
STCB89C52 single-chip control circuit as the core, supplemented by sensor circuits, clock circuits,
bell circuits and human-computer interaction circuits to complete various functions. The human-
computer interaction circuits include keyboard input circuits and liquid crystal display circuits. The
software design of this system mainly includes sensor detection, button setting, and bell output part.
The sensor detection part is composed of a temperature detection subprogram, the key setting part
is composed of an independent key subprogram and a liquid crystal display subprogram, and the
bell output part is composed of a voice recording and playback subprogram. The program and clock
subroutine constitute.

Keywords: STC89C52 single chip microcomputer, sensor, electric bell automatic.

Introduction

Before the 21st century, the maintenance of school discipline was ensured by manual ringing by
manpower or the teacher’s dismissal of the get out of class. However, it was inefficient and poor.
Students’ learning effects are weakened and their enthusiasm for class is not high. In order to further
guarantee and improve the teacher’s teaching effect, it can be used for more complex control
applications [1].

In recent years, intelligence has become more and more popular, because manual represents
unstable production capacity and difficulty in unified management of quality control. Behind the
popularization of intelligent speed of light in daily life is the innovation and progress of single-chip
microcomputers. It has the characteristics of high cost performance, small size, high reliability, and
strong control power, which are widely used in various fields of automatic control [2]. Nowadays, the
campus bell system has become the standard configuration of major colleges and universities, and it has
very broad development prospects and room for improvement. At the same time, compared with the
high labor costs, the advantages of low electricity cost and precise bell ringing efficiency also promote
The reason why the ringing system is adopted efficiently.

This subject is an efficient bell system based on STC89C52 single-chip microcomputer,
supplemented by temperature sensors, liquid crystal display, clock and other modules. It is suitable for
various working environments and supports users' operations such as time adjustment, time adjustment,
and bell time adjustment. It can be realized Real-time display of temperature and clock, operation of the
bell system.

Overview of development at home and abroad

Through reviewing and summarizing the literature of relevant scholars at home and abroad in
recent years, it is found that the ringing system is currently mainly optimized in three areas with a high
degree of optimization and more optimization schemes: improving the accuracy of the system ringing,
and optimizing the human nature of the ringing system Degree of integration and improve the flexibility
of the system.
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In the direction of improving the accuracy of the system's ringing, scholars advocate the use of
external storage chips [3], broadcast [4], GPS [5] to improve the ability to self-calibrate the bell for a
long time. Up to now, the bell system is extremely large. Part of the time calibration is still done by
manpower. First, if the self-calibration ability of the electric bell system is increased, the cost of the
electric bell system will increase. The second is that the mature electric bell system on the market has a
certain self-calibration ability and temperature resistance. Humidity guarantees that in a short period of
time, the accuracy of the electric bell system will not drop a lot, so the high-efficiency tends to manually
adjust the time of the electric bell system. In the direction of optimizing the degree of humanization of
the bell system, scholars advocate that the traditional electric bells that are widely used at present have
large noise and harsh sound, which does not meet the requirements of people pursuing «green
environmental protection» living environment. Soft, humanistic and pleasant music ringtones can be
used [6], MP3 output [7], beating the bell [8] and other methods instead, aiming to create a better
learning atmosphere and campus culture. In the direction of improving the flexibility of the system,
scholars have proposed that the bell system is widely wired on each floor of the teaching building, and
the wiring is messy, making it inconvenient to move and causing a lot of waste of raw materials. The
control of the electric bell system can make the electric bell system no longer need to be an exception
for special wiring, saving costs and improving the overall aesthetics of the campus. At the same time,
there is still a lot of room for optimization of the system, using a high-precision clock chip or a special
computer ringing system are both methods.

The overall hardware design of the school bell automatic control system

The hardware part of the school bell automatic control system is based on the smallest system
of STC89C52, which is composed of expanded voice recording and playback, liquid crystal display,
human-computer interaction, real-time clock, and temperature sensor modules to coordinate work.
The hardware block diagram is shown in Fig. 1 below.

ISD 1820 («— <+— LCD1602
89C52 |[e— DS1302
Buttons - > < »| DsisB20

Fig. 1. Hardware block diagram of automatic control ringing system

The power supply of the system adopts 5V, which effectively guarantees the stable and normal
operation of each module of the system. The main controller of the automatic control ringing system is
the STC89C52 single-chip microcomputer. This single-chip microcomputer takes advantage of its own
classic design and has a variety of ports. After proper programming, various modules can work together
and achieve multiple functions. This design will pass The algorithm makes the control program concise;
moreover, it seeks convenience and efficiency in defining the serial port, so that the legibility of the
code drives the modification of the code accurately and concisely. The human-computer interaction
module is convenient for users to complete computer-related operations and get the next operation
instructions from the computer's feedback. The display module selects the Icd1602 liquid crystal
demonstration screen, which completes the real-time display of temperature, the display of time, the
instructions to the user's operation and the feedback of the current state of the computer. The electric
bell circuit completes the realization of the upper and lower get out of class bells, and selects the voice
recording and playback 1SD1820 module, which supports high-quality and natural restoration of the
voice, which is triggered by the rising edge. The temperature sensor completes the real-time monitoring
of the temperature and transmits the data to the single-chip microcomputer. The EEPROM storage
circuit enables the system to store clock information related to the accuracy of the bell in a timely manner
even if the system is subjected to unexpected situations such as power outages. The switch module
makes the system more environmentally friendly and economical. When not in use, it is turned off and
enters the dormant state, and the battery can be updated and charged during this period; when it is turned
on and enters the running state, it can work better due to the update of the dormant state.
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This automatic ringing system has three working modes, detection mode, setting mode, and
ringing mode, corresponding to three operation pages. In detection mode, use DS1302 module and
DS18B20 temperature sensor and display data. In setting mode, press independent button 1 or
independent button 4 to enter the operation page, press independent button 1 to increase or decrease the
clock data, press Independent button 4 can read the ringing time for setting and modification. Ringing
mode When the set clock data is the same as the clock read data, it will trigger the ISD1820 to work and
produce a slow and pleasant music sound to remind teachers and students to go to and from get out of
class.

The overall design of the school electric bell automatic control system software

The program design adopts a modular design idea. Each chip driver function is written into
different header files, and then these header files are referenced and called in the main function. This
can reduce the complexity of the program and facilitate the modification of the program.

Program programming uses Keil5 development software and uses C language to write program
statements. Compared with assembly language, C language is more readable and transplantable.

The program executes the main function in an endless loop during the running process, and the
keyboard scan function is called once in each loop to detect whether a key is pressed and whether the
pressed key is a set key. If a key is pressed and the key is a setting key, the corresponding program is
executed in the corresponding sentence; if no key is pressed, LCD1602 displays clock and temperature
information.

Conclusion

The school bell automatic control system is designed to work together by multiple modules,
coordinated and commanded by the STC89C52 single-chip microcomputer, through the single-chip
microcomputer programming to enable the system to run in the direction you want, achieve, complete
and improve the design functions of the system, forming a good closed-loop system , Human-computer
interaction is carried out only by pressing the keys to guide and complete the operations performed by
the users on the system. This design integrates the most mature modules at the moment, and the finished
product has high efficiency and stability, and has good anti-interference ability. The related technologies
include control theory, liquid crystal display, temperature sensing, etc.
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Abstract. This design uses MCS-51 single-chip microcomputer and the corresponding interface
chip to complete the design of a smart password lock. The matrix key input module is used as the
input channel for passwords and related information, and the display screen LCD1602 is used to
display the prompt words through a stepping motor. The rotation of the door lock can be opened and
closed, and the buzzer and LED are used to realize the sound and light alarm when the password is
wrong. In addition, the uniqueness of this design is that the proximity switch is used to detect
whether the door is closed or not, which is more intelligent.

Keywords: Password lock, Stepper motor, Human machine interface, Proximity switch.

Introduction

The development of electronic technology, especially with the emergence of large-scale
integrated circuits, has brought fundamental changes to people's lives. In modern society, with the
general improvement of people's security awareness, code locks are not only used in daily life, but their
functions are also reflected in all aspects [1]. And this design uses MCS-51 series single-chip
microcomputer as the control core to realize the design function of smart code lock.

The main function of this product is to ensure the safety of the door. After the main program is
used to execute the initialization, the while statement is entered. When no key is pressed or the key is a
non-function key, 1602 displays a statement to prompt the user to select a function, and when there is a
function key After pressing the programming idea of selectively entering the subroutine, the following
operations are realized: manually set the password, manually modify the password, automatically open
the door after verifying the password, realize the waiting at a fixed time and intelligently identify
whether the door is closed, if it is not closed, it will be realized Automatically alarm and automatically
stop and wait. It has certain reference significance for the further design of various types of smart locks.

System composition

The intelligent password lock system consists of a single-chip microcomputer system module, a
keyboard input module, a display module, an alarm module, an EEPROM storage module, and an
unlocking module. The display module is LCD Lcd1602, which is used to display various prompts and
step instructions. The keyboard input module is used to operate the display content of the LCD. Different
keys have corresponding functions, which can realize the functions of setting passwords, changing
passwords, confirming current operations, deleting specific characters and verifying passwords [2]. The
stepper motor is mainly operated after verifying the correct password. Its main function is to control the
opening and closing of the door lock, which are respectively forward 360° unlocking and reverse 360°
unlocking. The function of the proximity switch LP-18Y8C is to be able to judge whether the door is
closed normally. The system structure diagram is shown in Fig. 1.
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Fig. 1. System structure block diagram

The working principle of the system hardware module

The smart password lock is mainly connected with the AT89C52 chip and the liquid crystal
display, and is connected with the 4x4 matrix keyboard. The matrix keyboard has the function of
selection. The optional functions include but not limited to setting passwords, changing passwords,
typing and verifying passwords. AT24C02 chip is the core component of the data storage part.

When the password verification is successful, the single-chip microcomputer outputs the high and
low levels of the specific step sequence to the output interface part through the P port [3]. UIN2003 and
its peripheral circuits act as isolation and amplifying current, and the stepping motor is controlled by the
P port output voltage to achieve unlocking function. The matrix keyboard part is equipped with 15 keys
including number keys and function keys to control the display content, namely: number keys 0-9, set
password, delete, confirm, modify password, and enter password. The data access part stores the unlock
password when setting the password on the keyboard, and calls the password when the password is
entered to verify the entered password to confirm whether to unlock. The 24C02 chip is an EEPROM
device with IIC interface. The so-called EEPROM is electrically erasable programmable read-only
memory, which is a type of ROM. It is a read-only memory, that is, it can continue to store the program
when power is off, and at the same time it can be erased and rewritten under the action of higher than
normal voltage, which greatly facilitates the development of the single-chip microcomputer, and realizes
the power-down storage function and update password settings.

The working principle of the system software module

The software part is mainly composed of the following modules: keyboard scanning module,
liquid crystal display module, storage module, stepper motor rotation module, timing interrupt module,
alarm module, proximity switch module.

In the main program, the program cyclically executes the judgment keyboard scan. If no key is
pressed or the pressed key is a non-function key, the LCD will continue to display «select function:». If
it is detected that a key is pressed, the corresponding subroutine is executed. After the subroutine is
exited, the main program continues to be executed: the keyboard scanning program detects which key
is pressed, and then enters the corresponding judgment statement to execute according to the demand, it
can Set the password, you can also change the password, and update the changed password to the 1IC;
the external interrupt service program is used for the timing opening after unlocking [4]. After the
unlocking is successful, a part of the time is reserved for the unlocker to enter, and then timing, timing
ends, the door Close again. The alarm module is used to control the sound and light alarm when the
password is detected incorrectly. The proximity switch module is used to judge whether the door is
closed or not. Because the proximity switch is an NPN Hall element, it only corresponds to two different
states when a fixed object is detected, so only the single-chip microcomputer needs to read the pin state
of the pin. However, if the pin status is high, it means that the door is not detected and an alarm is issued.
If the pin status is low, it means the door has been detected. The single-chip microcomputer controls the
stepper motor to turn the lock cylinder back to achieve intelligent lock closure [5].
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Conclusion

In this work, the development of an electronic combination lock, designed to be installed on the
outer door of a residential building, was carried out. A feature of this lock is the presence of an audible
alarm that notifies the owner of an attempt to select a code.

In the course of the work, the analysis of the task was carried out, on the basis of which the
requirements for the final system were formulated. Based on the requirements, a structural diagram was
built. Based on the structural diagram, appropriate devices were selected to implement the functions
assigned to the system elements. Further, using the selected devices, a functional diagram was built. The
development was completed by drawing up a block diagram of the algorithm and writing the source
code of the program for the microcontroller.

Thus, during the implementation of this project, a digital password locking control system was
developed with a single-chip microcomputer as the core and password input through the panel keyboard.
This system includes a single-chip microcomputer system module, keyboard input module, display
module, alarm module, and so on.
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Abstract. The multi-agent model for the dairy farm is constructed, described the four-layer Internet
of Things (10T) structure, algorithm on the dairy farm control is work out. Proposed the use of digital
software and federated learning to solve the problem of the lack of effective data on the dairy farm
and the security of data sharing.

Keywords: 10T networks, model, structure, algorithm.

Introduction

Actually, for diary form management, there are mainly two types of management involved. The
first one is production management. Another is process management. In production management,
milking management is the most important, this part involves the management of processing equipment,
milking preservation and automatic milking, and in milk preservation, it involves the management of
smart sterilization and milk cooling. In the process of management of the dairy farm, in mainly involves
intelligent monitoring, dairy cow observation, feeding and reproductive management. Intelligent
monitor is mainly aimed at location analysis of dairy cows’ position status. The observation of the cow
mainly includes the observation of the of the cow observation of the activity, behavior and physical
health of the dairy cow. The feeding and reproductive management mainly involve the nutritional
management and physical state management. For this two types management of dairy farm, obviously,
the 10T can be an effective tool that can be applied to the management.

For this two types management of dairy farm, obviously, the 10T can be an effective tool that can
be applied to the management. Some researchers have already implied 10T into this field [1-3].
Therefore, effective use of the Internet of Things technology will improve the management efficiency
of the dairy farm, thereby increasing the economic efficiency and productivity of the dairy farm.

loT Model for Dairy Farm Management

According to different types of dairy farms (different size, different numbers of cows, or different
regions, urban or rural), the 10T can play a different role and solve different problems. Therefore, how
to effectively use 10T technology in dairy farms is one of the current researcher issues. The first thing
need to be known is the communication standards in 10T networks. At a short distance, 10T networks
use such communication standards as Bluetooth, ZigBee, and less popular protocols: Thread,
WirelessHART, MiWi, SNAP, and others [4]. All these communication standards use non-licensing
bands of the radio frequency spectrum from the so-called ISM band (Industrial, Science, Medical),
allocated for the needs of industry, medical equipment and scientific equipment. In practice, this
frequency range, taking into account the restrictions adopted for it, is also used for organizing
communication channels within cells and clusters of IoT cellular networks. Wi-max and LTE protocols
are used for long distance. Some communication protocols used in 0T networks can be seen at table 1.

Most standards for short-range wireless communication systems sometimes called personal area
network (PAN). Typically, such networks have a coverage radius of 10 to 30 meters. This kind of
network can be used to connects personal electronic device of one user (phones, computers, monitors,
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laptops). Sometimes a short-range personal network can be optimized for certain applications called
«application profiles». A Low-power Wide-area Network-energy-efficient long-range network
(LPWAN) can be used for requiring long distances from monitoring objects to processing services [5].
Therefore, this kind of 10T network can be applied in a large size dairy farm to transfer the data of cows.
This network uses radio frequencies in the non-licensing range (30-300 MHz), (300 MHz-3 GHz) and
800-930 MHz.

Table 1. Communication protocols used in 10T networks

Name of protocols Transmission rate Frequency band Communication range
135 KHz >50 cm
13,56 MHz >50 cm
RFID 424 Kb/s 866960 MHz >3 m
2,4 GHz >1,5m
NFC 424 Kb/s 2,45 GHz <2m
ZigBee 20/10 Kb/s—-10 Mb 256 Kb/s 900 MHz/ 2,4 GHz 10m
Bluetooth 1 Mb/s 2,4 GHz 10m
BLE 10 Mb/s 2,4 GHz >10m
uwB 50 Mb/s broadband 30m
Wi-Fi (IEEE 802/11ac) <6,77 Gb/s 2,4/5 GHz 100 m
Mobile networks 3G/4G (LTE) <150 Mb/s 800/900/1800/2400 MHz >10 km

A multi-agent approach can be created to create a model of 0T network for monitoring production
quality for dairy farm management [6]. In this multi-agent structure, we will distinguish a set of agents
for production quality sensors, agents for converters, agents for storing quality production indicators,
agents for processing production quality indicators to obtain conclusions, agents for monitoring these
indicators and conclusions. This multi-agent model is represented by the set:

loTcem = {RAM, Ac, Amqg, Apmg, Admg, Aimg, MAi},

where loTcem — the 10T network model, RAM — a set of sensor agents (from portable analyzers of milk
quality, and dairy cow health monitoring), Ac — the set of agent converters, (gateways), Amq — agents’
storage of quality indicators, Apmq — agents of their processing, Admq — agents to make decisions about
the quality of production, Aimq — agents interface to display indicators, MAi — monitoring agents
(mobile devices to monitor production quality indices and the dairy cow). This multi-agent model can
realize the information flow needed in the production management and process management of the dairy
farm. Therefore, the management of dairy farms will more effective.

The structure of 10T for dairy farm management

For a comprehensive describe 10T that its architecture includes perception layer, network layer,
middleware layer, application layer and business layer. But as conceptually, the 10T can belongs to the
next generation of networks (NGN), so its structure is similar to the four layer of NGN, which includes
smart sensors, transport environment, services and application [7].

The lowest level of the IoT structure consists of the smart objects integrated with sensors. The
sensors can be used to digitize various indicators of the dairy farm, such as the location, physical
condition and nutritional indicators of the dairy cow, as well as the weather, temperature, humidity of
the dairy farm. The sensors digitize the physical information of the dairy farm.

The larger amount of data (temperature, location, caw’s body temperature, milk quality’s
indicator) collected by sensors, and these data should rely on reliable and high-performance wired and
wireless network infrastructure for transmission. A network layer can be constructed.

The service layer usually contains a set of information services: for example, some automate
technological and business operations may will be used in 10T, supporting for operational and business
activities (OSS/BSS-Operation Support System/Business Support System), some information
processing method (statistical, data preprocessing, feature extraction and predictive analytics, etc.), data
storage, information security, the business rule of cow dairy farm management, the business process of
cow dairy farm management.
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At the fourth layer named application layer, there are different types of applications in different
industry, and even in an loT system about dairy farm, for different subsystems, there are different types
of application for cow dairy farm sectors.

Based on the above description, the structure of the 10T for dairy farm management can be seen
in the Fig. 1.
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Fig. 1. The structure of the 10T for dairy farm management

Algorithms of the 10T for managing a dairy farm

It is worth noting that machine leaning (ML) algorithm usually depends on large, high-quality
datasets, the data availability is poor, for reasons such as commercial competition or confidential
information, some dairy farmers are generally unwilling to share relevant data, it is hard to integrate
with the data sources for the ML algorithm. Digital twin (DT) [8] may a good idea to solve this problem.
DT is areliable strategy to migrate knowledge from the virtual space to physical space. This kind of DT
algorithm have already implemented in crop farms [9]. A literature review of digital twin in smart
farming had discussed in [10], this reference presented DT have massive scope for success in the field
of sustainable agriculture, but the number of works in this field is relatively less than other domains like
Manufacturing, Healthcare, Autonomous Vehicles, and Aviation, and explored the possibilities in
Hydroponics.

Therefore, in response to the lack of valid data in the dairy farms, DT will be an effective
technology to deal with this kind of problem.

Moreover, in response to the lack of security and privacy constraints on dairy farm data, Federated
Learning (FL) [10] can be applied to dairy farm data management due to its advantages in ensuring
information security during big data exchange and protection the privacy of terminal data and personal
data. In work [11] discussed alternative solutions to the problem based on privacy-preserving
collaborative learning, and provide a set of scenarios to show their benefits for both farmers and
businesses. Therefore, FL is a suitable algorithm to tackle the lack of security and privacy constraints
on dairy farm data.

Moreover, specific management issues for dairy farms, such as milk quality control, there are
some indicators (lactose, fat, Chlorides, Protein) need to be detected. Table 2 is intended to describe the
values of milk quality indicators for normal and mastitis.
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Table 2. The values of milk quality indicators for normal and mastitis

Indicators Normal milk Mastitis milk
Lactose, % 47 3,945
Fat, % 3,8 2,2 (1,5-3,5)
Chlorides, % 0,091-0,1 0,147-0,15
Protein, % 3,3 <6,1

The milk quality control generalized algorithm consists of the following steps:

1. The portable analyzers for milk quality of the dairy farm are applied as sensors to collect the
indicators of milk, these indicators of the milk will be transformed into sensor data.

2. Before the sensor data sent to 10T network, the device of portable analyzers need to be verified
by the IoT platform (the service authorization). If the verification is not successful, then the verification
request will be sent manager until the devices IDs corrected.

3. Data analyzers output the results to a gateways-converters, (instead of a computer or printer
via a serial port in previous). The gateways-converters can convert and transmit the captured milk quality
indicators to the cloud platform (CP). In this process, various network protocols are applied.

4. In the CP the database usually stores kinds of indicator data that received from different dairy.
The database stores data received from dairy farms, taken quality characteristics by time (number, time
of day, checked parameters and etc.), from different dairy farms. The knowledge base contains rules for
evaluating the quality of milk.

5. Data are sent to the solver, which based on the accepted indicators and rules for processing
quality indicators from the knowledge base, issues solutions for certain quality parameters. These
decisions are also recorded in the database.

6. According to the different types of received data, rule handler perform action: classification
data, save data into database, send data to Analytics system, send preprocessing commands and so on.

7. Mobile devices be installed an application that allows the farmer or the user to check the
information that they interested from the cloud database through the site.

8. The site serves as a means of displaying obtained results on the quality of milk for manager.

Conclusion

A multi-agent model is presented for monitoring production quality for dairy farm management.
Based on the multi-agent model, the four layers’ structure of the Internet of Things for dairy farm
management is proposed.

In response to the lack of high-quality and reliable data resources on dairy farm, a DT algorithm
is proposed to applied to tackle this problem. To tackle the lack of security and privacy constraints on
dairy farm data, FL as a suitable method is proposed. Moreover, for specific management issues for
dairy farms, such as milk quality control, the milk quality control generalized algorithm is proposed.
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CBEJEHUSA Ob ABTOPAX

AxcenoB Bsauecias AHaTonbeBUY

baxumos IOpuit MyxamemxanoBuy

Bbenoxounns Esrenunii Onerosuu

Bumnskos Bnagumup AnaronbeBuy

Bpyo6nesckuii Cepreit CepreeBud

I'opOyxoBa /lunapa IlaBnoBHa

Hy L3ynuu

Jlunkosuu Dayapn boprucoBuy

JIro WkoHxya

Mamkun Esrennii BaueciaaBosuu

MuTtroxua AHatonnii UBaHoBHY

Hryen Anp Tyan

ITanbkoBa Beponuka BuranseBHa

ITerpor Cepreit HuxomaeBuu

— CTapIIN{ MperoaaBaTeiasb Kadeapsl
MH()OKOMMYHUKAITTOHHBIX
texHoaoruit BI'YHP

— cTyaeHT Kadeapbl HH(POKOMMYHUKAITHOHHBIX
texuonoru bBI'YUP

— MarucTpaHT Kadeapsl
MH()OKOMMYHUKAITMOHHBIX
texuonoru bI'YUP

— JI.T.H., ipodeccop Kadeapbl
WHPOKOMMYHHUKAIIMOHHBIX
texHonoruit BI'YUP

— aJIBIOHKT Kadepbl CBSI3U
Boennoti akagemun Pecniyonuku benapych

— CTyAeHTKa Kadeapbl HHPOKOMMYHHUKAIIMOHHBIX
texHonoruit bBI'YHP

— MarucTpaHT Kadeapsl
MH(QOKOMMYHHKAITUOHHBIX
texHonoru bI'YIP

— JIONEHT Kadeapbl HHPOKOMMYHHUKAITMOHHBIX
texHoaoruit BI'YUP

— MarucTpaHT Kadeapsl
UH(POKOMMYHHKAITHOHHBIX
texuonorui bBI'YUP

— K.T.H., 3aMECTUTEIb JUPEKTOPA
10 Pa3BUTHIO — NIEPBHIIl 3aMECTUTENb AUPEKTOPA
OAO «AT'AT-CUCTEM»

— noneHT kadenpbl HHPOKOMMYHUKAITMOHHBIX
texHoaoruit BI'YUP

— acrimpaHT Kadeapbl HHPOKOMMYHUKAITMOHHBIX
texHoaoruit BI'YUP

— CTapLIMii NpenoaaBaTelb KageIpbl
WH(POKOMMYHHKAIIMOHHBIX
paauorexnonoruii bI'VHP

— K.T.H., IOLIEHT Kadeapsl 3auTH HHQOpMAUN
BI'YUP
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Ileyens Tarpsna MuxaiiioBHa

PynuxoB Cranucnas Uropesud

Canomarun Cepreit boprcosuu

Cwmomnsik Cepreit Brnagumuposuy

Csa Usoit

Xy Wxndon

IBetkoB Bukrop IOpseBuu

Uxao u

[ITatta baxaa Xuxmat

[ITapaes Hukwura IletpoBuu

[IkanapeBuu Anekceit [letpoBuy

Onp Macpu Abnens XycceliH Anu

One Xamxu Cneiman Kxanen Kxanuis

101 Uyron

— CTapIIHii MPEeIoiaBaTeNb Kadeapbl
MH()OKOMMYHUKAITTOHHBIX
texuonoru bBI'YUP

— MarucTp TEXHUYECKUX HAyK, 3aMECTUTEIh
TUpPEKTOpa 1o WHGOPMAITHOHHBIM TEXHOJIOTUSAM
Yuurapaoro npeanpustas «HTL] «JIDMT»
BbenrtOMO»

— K.T.H., TOIICHT Kadeapbl
MH()OKOMMYHUKAITUOHHBIX
texHosoruii BI'YUP

— PYKOBOJUTEIH TPYIITHI ONTHMHU3ANNN PAIHO U
onopHoii cetu YII «Al»

— MarucTpaHT kKademps
“H()OKOMMYHUKAITMOHHBIX TexHomoruii bBI'YHP

— MarucTpaHT Kadeapsl
NH(POKOMMYHHKAIMOHHBIX
texHonoruit bBI'YHP

— JI.T.H., 3aBeIyIOMINH Kadeapoit
MH(QOKOMMYHHUKAITMOHHBIX TexHonoruit BI'YP

— MarucTpaHT Kadeapsl
NH(POKOMMYHHKAMOHHBIX
texHosoruii BI'YHP

— acipaHT Kadeapbl HHPOKOMMYHHUKAITUOHHBIX
texHonoruit BI'YHP

— cucteMHslii nmxkenep MOOO «9ITAM
CUCTEM3»

— n.¢-M.H., ipodeccop, akanemuk HAH PB,
JupekTop YHurapHoro npeanpusitus « HTL]
WJIDMT» benOMO»

— acripaHT Kadeapbl HHPOKOMMYHHUKAITUOHHBIX
texHonoruit BI'YUP

— acrimpaHT Kadeapbl HHPOKOMMYHUKAITMOHHBIX
texHoaoruit BI'YUP

— MarucTpaHT Kadeapsl
“H()OKOMMYHHUKAITHOHHBIX
texHoaoruiit BI'YUP



