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Techniques for analyzing the vulnerabilities of information systems based on the use 

of the OpenVAS vulnerability scanner have been developed. The first of the developed 

technique includes the following steps. 

Step. 1. Set the following parameters of the virtual machine to be installed 

in VirtualBox: operating system – Other Linux, RAM – 5120 MB, processors – 2, video 

memory – 9 MB, media – downloadable OVA file, network – network bridge. 

Step 2. Complete the virtual machine installation process. 

Step 3. Get access to the resources of the installed virtual machine using the following 

credentials: login – admin, password – admin. 

Step 4 Create a new web administrator account. 

Step 5. Enter the IP address of the device web interface. 

Step 6 Log in with the web administrator account created during the installation 

of the virtual machine. 

The second of the developed technique includes the following steps. 

Step 1. Completely upgrade your Kali Linux system by using the apt update && apt 

upgrade -y command. 

Step 2. Run the following command to download OpenVAS: apt install openvas. 

Step 3. Run the OpenVAS installer by running the following command: gvm-setup. 

Step 4. Generate a password for the first login. 

Step 5. Check the OpenVAS settings by using the following command: gvm-check-

setup. 

Step 6. Generate a new administrator password. 

Step 7. Open the web interface: http://localhost:9293. 

Step 8. Log in using the following credentials: username – admin, password – the new 

administrator password generated during installation. 
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The Internet of Things (IoT) is an emerging technology working with multiple sensors 

and wireless communication protocols. People are utilizing smart & intelligent devices 

towards comfort life using IoT. Home automation is one among them coordinating with the 

actuators and sensors connected within the network. The IoT network has many layers like 

a controller, device, gateway, server, and application layer. The device layer is connected with 

many small-sized numbers of devices and there are chances to occur faults in this layer. 

The definition of IoT is fundamental in understanding the problem of reliability within 

the paradigm. The Internet of Things (IoT) aims to transform the human society toward 

becoming intelligent, convenient, and efficient with potentially enormous economic 

and environmental benefits. Reliability is one of the main challenges that must be addressed 

to enable this revolutionized transformation. The Internet has transformed the way people 

communicate with each other. The Internet of Things (IoT) aims to take this stride further 

to seamlessly connect people and various things, transforming society toward becoming 

intelligent, convenient, and efficient (ICE) with potentially enormous economic 

and environmental benefits. The IoT has developed rapidly, spanning diverse application 
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domains from healthcare to home automation, environmental monitoring to smart energy, 

and intelligent transportation to smart buildings, smart manufacturing smart agriculture, 

and smart military to the smart ocean [1]. 

Due to the safety-critical or mission-critical nature of the IoT applications, it is 

imperative that the IoT system operate reliably throughout the intended mission time. In other 

words, reliability is one of the crucial requirements for the adoption of the IoT in critical 

applications [2]. Reliability analysis and design are therefore indispensable step before IoT 

systems can be widely deployed for safety-critical and mission-critical applications. 

The reliability of the smart grid itself is of great importance. The safety-critical or mission-

critical nature of IoT applications and the rapid growth of data generated require highly 

reliable and efficient data storage and processing solutions. Cloud computing is one such 

solution that has played a crucial role in the recent IoT developments [3]. Additional new 

aspects of system complexity and dynamics may arise, making the existing reliability models 

and solutions inadequate or inaccurate. New and efficient reliability models and tools are 

expected for capturing the new features and behaviors, leading to more effective and accurate 

IoT system reliability analysis, optimization, and design. The ultimate goal is to transform 

our society toward being ICE (intelligent, convenient, and efficient). 
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В 21 веке, веке стремительного развития информационных технологий, обмен 

информацией играет важную роль. Однако этот процесс имеет как преимущества, так 

и ряд недостатков. И чем важнее информация, тем больше желающих ее «заполучить», 

воспользоваться в своих целях. Именно поэтому нужно знать, что такое криптография 

и как с ее помощью можно защитить важную для вас информацию. 

Говоря простым языком, криптография – наука о методах шифрования 

информации. Для этого криптографы используют различные математические 

принципы, которые позволяют добиться высокой сохранности, целостности 

и подлинности информации. 

Современная криптография включает в себя разные направления, самыми 

популярными являются системы электронной цифровой подписи (ЭЦП), хеш-функции, 

управление ключами, получение скрытой информации. 

Используя цифровые подписи, каждый пользователь может потратить средства 

только со своего кошелька и только один раз. Этот принцип и лежит в основе самого 

принципа «электронных денег». 


