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This paper provides information about what public key cryptosystems are and how they are implemented. It compares symmetric and 

asymmetric signature methods, describes the use of open key digital signature algorithms. 

Public key cryptosystems (asymmetric cryptosystems) are a class of cryptographic algorithms that 
use two keys: public and private. A public key can be distributed freely among all users, while a private key 
must be known only by its owner. Public key cryptosystems are used for data encryption and decryption as 
well as authentication and digital signing. It should be noticed that asymmetric cryptosystems are mostly 
used to encrypt small amounts of data, which is associated with high computational costs [1]. 

As mentioned earlier, public key cryptography involves two keys (Figure 1):  
̶ a public key known to all users. It allows to encrypt a message or verify its author;  
̶ private key, known only to the recipient. It is used to decrypt messages or create signatures. 
̶  

 

Figure 1 – Asymmetric encryption algorithm 

Thus, information can be transmitted by any user based on the public key, but only the recipient can 
decrypt it based on the private key [1]. In this case, unlike symmetric cryptosystems, there is no need to 
transfer a key between users, which increases the cryptographic strength of the system. A cryptographic 
function must be one-way. A one-way function is a function for which obtaining an argument, knowing its 
value, is not possible in a reasonable amount of time with the current level of computing power [2]. This 
means that it is easy to turn raw data into encrypted data, but impossible to do the opposite in a reasonable 
time. For example, it is easy to multiply two large prime numbers by each other, but much harder to 
decompose their product into two large multipliers. Knowing the cipher, key can only be found out by brute 
force attack. On this basis, one can determine the vulnerability of this type of cryptosystem: if a hacker has 
enough computing power, they can break the cipher. 

Public key cryptosystems address two key issues: 
̶ key distribution – how to have secure communications in general without having to trust a key 

distribution center with your key; 
̶ digital signatures – how to verify a message that comes intact from the claimed sender. 

One of the solutions to the key distribution problem is the Diffie and Hellman algorithm [3]. It is based 
on the complexity of calculating the discrete logarithm. The essence of this algorithm is that an attacker 
cannot break the cipher because the secret keys are not transmitted through an open channel, while 
knowing the cipher it is impossible to get the key because the cryptographic function is one-way.  

At first, users select a large prime number q (for example, Mersenne prime numbers can be used 
[4]), and such a number a, which will be a primitive element of the finite field GF(q) with q – 1 unique 
elements, which means that these numbers (a1 mod q, a2 mod q, …, aq – 1 mod q) will be unique and form 
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a random sequence, which excludes the possibility of brute-force attack. It should be noted that q and a 
can be intercepted, but this will not affect the efficiency of the encryption. 

Then both users choose a secret number M in order to compute C. C is an element of GF(q) at M 
position. In this case, C is distributed through the open channel, which means that there is a possibility of 
interception by a hacker. However, in order to decrypt C, they will need to calculate M using formula 1, 
which is impossible because it is a one-way function. 

 
M = loga C mod q                                                                    (1) 

 
Users can then calculate a key based on the C received from the recipient and their own C. With this 

method of key distribution there is no possibility of interception because it is not distributed over an open 
channel. 

In addition to secret data transmission, this type of cryptosystems can be used to verify information. 
If a message can be encrypted with a private key and decrypted with a public key, any owner of the public 
key can decrypt the original message and therefore verify the authorship of the private key owner. At the 
same time, the one-way function ensures that the private key cannot be obtained in a reasonable amount 
of time due to the computational complexity of a brute force attack. There are three features that could be 
stated as the most important properties of such algorithms: anyone can verify the authenticity of the 
signature, the possibility of forgery is excluded, the author cannot refuse the signature. 

The digital signature algorithm is used to authenticate a document or message. It is used in various 
fields, including banking transactions, e-mails, etc. A digital signature is created by the sender of a message 
using his private key and verified by the recipient of the message using the sender's public key. 

It should be noted, that a digital signature can be realized based on symmetric algorithms as well, 
but such algorithms are applicable only for single-use signatures. It is connected with the fact that during 
verification of a signature the user receives half of encryption keys and later can forge the signature. This 
leads to the necessity to generate unique keys for each signature.  

While forming a digital signature, hashing procedure is used. Hashing is a procedure of compressing 
the text of arbitrary length into messages of fixed length. Such procedure is connected with the fact that 
without using hash the signature will exceed the length of the text signed with it. So, it is not the text itself 
being signed, but its hash. In this case it is impossible to get the original message based on the obtained 
hash. Hash functions are expected to meet the following requirements: the result of hash function must be 
significantly different for small changes in the original message, hash function must match each unique 
message with a unique hash, hash repetitions must be excluded. 

When creating a digital signature, the sender should do the following: 
1. Calculate the hash of the original message using hash function.  
2. Encrypt the hash using a secret key. The result is a digital signature.  
3. Form a new message consisting of an original message and a digital signature added to it.  
The recipient of the signed message must perform the following actions to verify the authenticity of 

the signature and the integrity of the received message: 
1. Calculate the message hash using a hash function.  
2. Using the public key, decrypt the digital signature and obtain the original hash. 
3. Compare calculated value with hash value extracted from digital signature. If hashes match, the 

signature is considered authentic.  
Falsification of a message during its transmission is possible when a hacker obtains the secret key 

or by performing a successful attack against a hash function. Hash functions that are used in actual 
applications have characteristics that make an attack against a digital signature almost impossible [5]. 

The use of public key cryptosystems in digital signature algorithms provides a high level of security 
and protection against forgery. A public key can be freely distributed, but it cannot be used to create a 
signature, as only a private key can be used for this purpose. In addition, it is not possible to change a 
message after the signature created without detecting changes in the signature itself [6]. 

Public key cryptosystems are important cryptographic technologies that provide a high level of 
security and protection in various areas, including digital signature algorithms. Their use is constantly 
increasing and becoming a necessity in the world of electronic communication and e-commerce. 
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The future of blockchain gaming, including its potential impact and the challenges it encounters, is explored in this paper. Some 
scientific principles underlying blockchain gaming and potential development of the industry are described.  

Blockchain technology has existed for over a decade, and it has influenced various industries, such 
as finance, supply chain management, and healthcare [1]. Recently, the gaming industry has also 
integrated this technology, resulting in the emergence of a new category known as blockchain gaming. This 
term refers to video games that utilise blockchain technology to produce a gaming experience that is 
decentralised, transparent, and secure. The field of blockchain gaming is rapidly growing and holds 
considerable potential for innovation and development. With the continued advancement of blockchain 
technology, it is anticipated that gaming will have new applications that surpass the mere possession of in-
game assets.   

Recent trends indicate that blockchain gaming is gaining a lot of popularity, as more people recognise 
its potential to revolutionise the gaming industry. According to a recent report by Polaris Market Research, 
blockchain gaming is expected to grow to a $1.02 trillion industry by 2032 [2]. The report also suggests that 
blockchain gaming will become widespread, as gamers seek captivating, interactive, and decentralised 
experiences. 

There is an increasing interest in exploring the potential of combining blockchain gaming with other 
emerging technologies, such as virtual reality (VR), augmented reality (AR), the Internet of Things (IoT) or 
Machine Learning. 

The integration of virtual reality and augmented reality technologies into blockchain games has the 
potential to revolutionise gaming experience by immersing players in a realistic virtual world where they 
can interact with other players and objects in real-time. The technology enables gamers to experience 
games in a more engrossing manner than ever before, providing them with a level of interactivity and 
realism that has never been possible. 

The adoption of VR and AR technology in blockchain games could lead to a shift in the gaming 
industry. With this technology, gamers will have the opportunity to be transported into virtual worlds and 
become fully immersed in the game environment. Moreover, it could foster a new level of social interaction 
within the gaming community by bringing players together in a virtual space. So blockchain gaming could 
potentially change the way people experience and interact with games, creating a new era of gaming that 
is more engaging, enthralling, and socially connected.  

The Internet of Things (IoT) is a network of interconnected devices, vehicles, and appliances that are 
embedded with sensors, software, and other technologies to enable them to exchange data and interact 
with each other. They are becoming increasingly popular and ubiquitous in our daily lives. By integrating 
blockchain technology with the IoT, it is possible to create a decentralised network that can securely and 
transparently exchange data and value among devices. 

In the context of gaming, the integration of blockchain and IoT can open up new possibilities to create 
captivating gaming experience. For example, in a smart home environment, IoT devices could be used to 
trigger in-game events or unlock new content based on real-world actions or events. This could include 
actions such as turning off the lights or opening the refrigerator. 

Another potential application of blockchain and IoT in gaming is the creation of new forms of in-game 
assets. For example, IoT devices could be used to generate unique digital assets that are connected to 
real-world objects or locations. These assets could then be traded and used in blockchain games, creating 
a new level of scarcity and value for in-game assets. 

Machine learning is a subset of artificial intelligence that involves building algorithms and models that 
enable machines to learn and make decisions based on data. As machine learning algorithms become 
advanced and blockchain technology continues to evolve, the possibilities for combining these two fields 
are getting increasingly intriguing. 


