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ABSTRACT

Steganography is a branch of information hiding. A
tradeoff between the hiding payload and quality of
digital image steganographic schemes is major
challenge of the steganographic methods. An adaptive
steganographic method for embedding secret message
into gray scale images is proposed. Before embedding
the secret message, the cover image is transformed into
frequency domain by integer wavelet. The middle
frequency band of cover image is partitioned into 4x4
non overlapping blocks. The blocks by deviation and
entropy metrics are classified into three categories:
smooth, edge, and texture regions. Number of bits
which can be embedded in a block is defined by block
features. Moreover, RC4 encryption method is used to
increase secrecy protection. Experimental: results
denote the feasibility of the proposed. method.
Statistical tests were conducted to collect related data
to verify the security of method.
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1 INTRODUCTION

Nowadays the digital communication channels
and Internet play important role in data
transmission and sharing, hence there is a great
need in providing security of information to
prevent unauthorized access. This leads to new
trends of confidential data transmission research.
One of the methods increasing the privacy of data
transmission is steganography. Steganography is
technique of hiding confidential data in any form
of media in such a way that no one, except the

intended recipient knows the existence of secret
insertion [1, 2]. The main difference between
steganography and cryptography is in the
suspicion factor. Combining cryptography with
steganography ensures better private
communication. The digital images, videos, audios
and other digital files can be used as a carrier for
information embedding. Steganographic methods
can be classified into two broad categories namely
spatial-domain techniques and frequency-domain
techniques. In spatial domain techniques, the
secret messages are embedded directly into cover
image. The simplest spatial domain method is the
LSB (Least Significant Bit) approach. In
frequency domain methods, the cover image is
converted into frequency ranges and then the
secret message is embedded into one of them. A
frequency domain method, especially wavelet
methods is more secure than other ones [3].

Steganalysis is the art and science of challenging
the security of steganographic methods. First
problem in steganalysis is in detecting the
existence of the secret message in carrier [4]. The
ability of steganalysis method depends on the
payload of hidden message. Hence, this fact
imposes an upper bound limit for embedding data,
such that if the size of hidden data is less than
upper bound, one may assert that the carrier is safe
and the known statistical analysis methods cannot
detect it [4, 5]. Therefore, a tradeoff between the
hiding payload of a cover image and the
detectability and quality of a stego-image is the
main problem in steganographic schemes. For this
reason an adaptive steganographic method based
on integer wavelet transform to make the best
tradeoff between payload and other criteria is
proposed. After preprocessing the cover image,
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the middle frequency band is partitioned into 4x4
non overlapping blocks. Amount of payload is
determined based on characteristics of each
blocks. In order to achieve higher security and
authentication RC4 encryption method 40-bit key
applied on secret message in advance.

2 BACKGROUNDS

The section briefly explains some techniques
utilized in this article.

2.1 Cover Image Adjustment

During the embedding process in frequency
domain, some  coefficients will  befall
underflow/overflow after embedding secret
message into these coefficients (in gray scale
image underflow means the pixel value is smaller
than 0 and overflow means that the pixel exceeds
maximum value 255). In this case, during inverse
wavelet transform lower/higher values are to be
clipped and the secret message bits eventually will
be lost. To overcome the underflow/overflow
difficulty, a preprocessing instructions on the
cover image need to be applied before the
embedding. Hence, the cover image pixels
C(i, j) are adjusted as follow: [6, 7]

Ci,j)-N/2 if C(i,j)2255-N/2
c'g,,-):{ A e (1)

Cai,)+N/2 if C@G,j)SN/2
where C'(i, j) denotes the adjusted pixel in spatial
coordinates i,j. N is the argument to modify

histogram of an image. The value of N is set to
30.

2.2 Integer Lifting Wavelet Transform

Multi resolution analysis is the main theory in
wavelets that analyzes a signal in frequency
domain. One level 2D wavelet transform on an
image, decomposes it into four bands, namely LL,
HL, LH, and HH. The LL band represents the low
pass coefficients and corresponds to soft
approximation of image. Other three bands
represent the high pass coefficient of the image
that includes horizontal, vertical and diagonal
features of the image respectively. The same
decomposition can be repeated on the LL band.
Basically, a digital image consists of integer
samples. Unfortunately, wavelet filters return

floating point values as wavelet coefficients.
When one hides data in the coefficients any
truncations of the floating point values cause the
corruption of the hidden information. To
overcome this difficulty one can apply Integer
Lifting Wavelet Transform (IntLWT) [8].

The lifting scheme is a technique for both
designing wavelet and performing the discrete
wavelet transform. The lifting scheme decomposes
wavelet transform into three phases, split,
predicate and update respectively. Figure 1
represents the generic scheme. An advantage of
lifting scheme is that it does not require temporary
storage in calculation steps and the inverse
transform has exactly the same complexity as the
forward one. In this paper biorthogonal Cohen-
Daubechies-Feauveau (CDF 2.2) lifting scheme is
chosen as a case study. The integer forward
transform formulas of CDF 2.2 are as follows [9,
10]:

o S, < x,,
Splitting: , (2)
d; < Xy,
: 1 1
Predicate: d, < d, —[E(Si +sH1)+EJ, 3)
1 1
Update: s, «<— s, + LZ d_ +d)+ EJ’ 4)

where x denotes the original signal, and inverse
transform formulas are:

Inverse update: s, < s, — {% (d_, +d)+ %J , (5)

Inverse predicator: d;, < d, + L% (s, +5,,)+ %J, (6)
_ Xy <8,
Merging: (7)
Xy < d,;
2.3 Rounding Method

Rounding method is one of the ways for
embedding secret message bits into cover image.
The pixel value is modified into the nearest integer
with the last LSB bits equal to the input bits. For
example, assume that the data payload of the
current pixel is found to be 3 bits. Then, the
current pixel is equal to 102 or (01100110), and
the input bits are equal to (100),. According to the
rule described above, the pixel value is altered to
100 or (01100100);,. The mathematical
representation of rounding method is [11]:
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Figure 1 The lifting scheme
y=x+Ax(A<B)—Bx(B<A), (®) Symmetric encryption method is recommended
A =mod(m —x,2°), 9) for steganographic methods. The symmetric

B =mod(x —m,2°) (10)
For extracting data the receiver can use the
following formula:
m =mod(y,2°), (11)
where y, x, m, and c denotes the output value,

input value, secret message and payload
respectively.

2.4 Pixel Mapping Method

Pixel Mapping Method (PMM) is a method for
embedding two or four bits of secret message into
the cover image. Data embedding is performed by
mapping the secret message bits into each pixel
based on some features of pixel. The state
machine of pixel mapping method for embedding
two bits is shows in figure 2. For example, assume
that secret message bits are equal to (11), Then,
the current pixel is equal to 34 or (00100010),.
According to the rule described in figure 2, the
value of pixel is changed into 35 or (00100011),
[12].

2.5 Encryption

One of the approaches to satisfied security of
steganographic system is  cryptography.

encryption is a method that uses the identical key
to encrypt and decrypt a secret message. In secure
transmission of confidential data between parties,
each party must agree on shared secret key. The
security of encrypted data depends on the secrecy
of the key. If attacker gains knowledge of the
secret key, he can use the key to decrypt all the
data. In this paper symmetric encryption method
RC4 with 40-bit key is utilized to encrypt the
secret message [6, 13].

3. THE PROPOSED METHOD

Payload in LSB method can be greatly improved
by increasing the number of embedding bits. The
more LSBs are used for embedding; more quality
loss of stego-image is obtained, because pixels in
an image cannot be undergone equal amounts of
changes. The human eyes are very sensitive to
changes of the gray value of pixels in smooth
regions. A proper locations for hiding the secret
message in digital images are regions with high
contract, texture and high variations in its gray
levels (edges), because this regions are very noisy
and variations in these regions for hiding secret
message is difficult to detect. An adaptive
steganographic method based on Integer Lifting
Wavelet Transform (IntLWT) is proposed in this
article.
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After preprocessing the cover image, IntLWT s
performed. The middle frequency band of cover
image is partitioned into 4x4 non overleaping
blocks. Each block is categorized to different
regions according to statistical metrics. The secret
message bits are embedded in blocks that contain
edge and texture. The block diagram of proposed
method is shown in figure 3.

3.1 Embedding Region

The cover images used in the proposed method are
256 gray-valued ones. After preprocessing of the
cover image, the IntLWT is applied to it. The
middle frequency band is partitioned into 4x4 non
overlapping blocks. The Maximum Deviation
(MD) and Entropy ( En ) are calculated for each
block that respectively defined as:
4 4
X =2 i),

i=1 j=1

(12)

MD(k) = Max{|w(i, ) - X |, i,j=1273,4},(13)
where w is wavelet coefficients within block of
dimension 4x%4 and k is a block number.

16
En(k)=-Y P log, P, (14)
i=1
where P is the probability of wavelet coefficients
in each 4x4 blocks and k is the block number
respectively.
MD and En are vectors that comprise maximum
deviation and entropy of each block. The counter
k corresponds to blocks and its length is equal to
number of blocks. For example for 512x512 cover
image, the number of 4x4 blocks in middle
frequency (HL or LH) is 4096.
Each block of cover image is classified as smooth,
edge and texture regions. The blocks in image for
which MD (k) is greater than threshold 7, belong
to non-smooth regions and others belong to
smooth areas. The non-smooth regions for which
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En (k) is greater than threshold 7,is specified as

edge, other belongs to texture. The
thresholds 7} and 7, are defined as:
T, = a xmean(MD), (15)
T, = mean(En), (16)

where a (0<a<1) is a tradeoff factor that
equilibrates payload and fidelity requirements.

3.2 Embedding Algorithm

The secret message embedding scheme to gain the
reasonable tradeoff between hiding payload and
quality of stego-image comprises of following
steps:

Input: Cover image C of size M x N and a secret
message SE .

Output: Stego-image S .

Step 1: Read cover image C.
Step 2: Read the secret message SE and perform
the RC4 encryption method on SE .
Step3: Apply cover image adjustment by formula
(1) to image C.
Step4: Perform one level IntLWT on the cover
image.
Step5: Divide the middle frequency band into 4x4
blocks.
Step 6: Calculate MD and En values by formulas
(13) and (14).
Step 7: Compute thresholds7;, T,values by
formulas (15) and (16).
Step 8: Apply coefficient replacement process for
block £k as:
IF DM (k) > T,
IF En (k)> T,
Embed 3 bits of secret message by
rounding method into block .
Else
Embed 2 bits of secret message by PMM
into block «.
End
End
IF all bits of secret message have been embedded
Go to step 9
Else
k=k+1, go to step 8

End.

Step 9: Assemble middle frequency band from
blocks.

Step 10: Perform inverse wavelet transform to
gain stego-image S .

4. EXPERIMENTAL RESULT

In this section, some experiments are carried out
to assess the efficiency of the proposed method
based on data payload and fidelity benchmarks
[3]. The method has been simulated using the
MATLAB 8.1 (R2013a) tools on Windows 7
version 6.1 platform. The secret message is
generated randomly. All experiments were
conducted on image database of BOSSBase
(v0.92) [14].

Fundamentally, data payload of steganographic
method is one of the evaluation criteria. Data
payload can be defined as the amount of
information that can be hidden in the cover image.
The embedding rate is usually given in absolute
measurement such as the size of the secret
message or in bits per pixel, etc.

According to proposed method, the tradeoff factor
a expresses the regulator related to the threshold
value 7, as shown in formula (15). So, the payload
is linked directly to the tradeoff factors. Figure 4
shows the amount of payload for several values
ofa. If factor a goes to zero, the data payload
increases.

Usually, fidelity (invisibility) of the steganographic
method measures by various image similarity metrics
such as Mean Square Error (MSE), Peak Signal to
Noise Ratio (PSNR) and Cross Correlation (CC).

The MSE between the cover image and the stego-
image is defined as follows:

1 M NN .. . N2
MSE—WZf:le:I(C(Z’])_S(Z’J)) . (17)

The PSNR is computed using the following
formula:
Max®
PSNR =10log,,——dB, 18
E10 MSE (18)
where Max denotes the maximum pixel value of
the image. Higher PSNR value indicates the better

quality of stego algorithm.
Cross-Correlation (CC) is a measure of similarity of

two images computed as:
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M o o results shown in table 1, decreasing the « rate
;Z_;(C(l’])_”l)(s (1)~ 2) conflicts with similarity metrics, because in this

cC= — [;_ = — ,(19) case selected regions is not completely non-
\/ZZ(C(," =) \/ZZ(S(i’ N-1) smooth. Figure 5 shows the cover images and

=l 1 =1 j1 stego-images Barbara and Airplane with their

corresponding histogram after embedding 6500
Values 1, and 1, are mean pixel values of the cover byte with & =0.7
image and stego-image.
Table 1 presents the image similarity metrics
versus different message sizes. According to the
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Table 1 Calculation various similarity metrics for middle frequency HL band

4.1 Steganalysis of proposed method through
I1QMs

Steganographic method is said to be undetectable
or secure if the existence statistical tests cannot
distinguish between the cover and the stego-
image. During the embedding process in the cover
image some statistical variations are arises. The
stego-image is perceptually identical but
statistically differs from the cover image. The
attacker uses these statistical differences in order
to detect the secret message. I. Avcibas et al. [15,
16] showed that embedding of secret message
leaves unique artifacts, which can be detected
using Image Quality Metrics (IQMs). There are
twenty six different measures that are categorized
into six groups as Pixel difference, Correlation,
Edge, Spectral, Context, and Human Visual
System. 1. Avcibas [17] developed a discriminator
for cover image and stego-image using a proper
set of IQMs. In order to select appropriate set of
IQMs, they used analysis of variance techniques.
The selected IQMs for = steganalysis are
Minkowsky measures M1 and M2, Mean of the
angle difference M4, Spectral magnitude distance
M7, Median block spectral phase distance MS,
Median block weight spectral distance MO,
Normalized mean square HVS error M10. The
IQMs scores are computed from images and their
Gaussian filtered versions with ¢ =0.5and mask
size 3x3 for selected IQMs [17, 18] as shown in
figure 6.

o =03 | a =07
Similarity Length of embedding message (Byte)
Metrics 5000 10000 5000 6500

Mean St. Dev. Mean St. Dey Mean St. Dey Mean St. Dey

PSNR 42.49 2.091 3943 1.566 43.37 3.775 42.43 3.347

MSE 4.159 2.558 7.979 3.755 4.294 4.264 5.018 4.599
CcC 0.9996 0.0001 0.9994 0.0003 0.9997 0.0002 0.9996 0.0002

/s ———»] Low pass Gaussian filter J—op 'S

Calculate IQMs

!

MI, M2, M4, M7, MS, M9, M10

Figure 6 Calculation IQMs scores

The variations in IQMs for proposed method with
different rates of o (0.3, 0.7) with embedding the
9000 bytes in cover images were considered. From
experimental results it can be perceived that
difference IQMs between cover images and stego-
images of proposed method with a=0.7 is less
than for ¢=0.3. Therefore proposed method for
@=0.7 is more secured than for ¢=0.3. For the
a=0.7 the warden cannot distinguish stego-image
from the cover image. The variations in IQMs for
M1, M7 and M9 are shown in figure 7 (a-c).
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Figure 7 Variations in IQMs

5- CONCLUSION AND FUTURE WORK

The main goal of image steganographic techniques
is to maximize embedding payload while
minimizing the distortion rate and detectability of
stego-image. - The proposed adaptive method
utilizes the characteristic of human visions
sensitivity to gray value variation. The secret
message is embedded into HL middle frequency
band of cover image by recognizing the edge and
texture regions. Using integer wavelet transform
and RC4 encryption technology can enhance the
reliability, improve the resistibility. Also tradeoff
factor a affects requirements of proposed method.
This parameter equilibrates the amount of data
payload and fidelity of the stego-image. The
Sender can make the best tradeoff between
requirements based on the appropriate selection

ofa. As shown in figure 4, the different cover
images give different results in term of data
payload and fidelity of stego-image. The new
approach intends for selecting reasonable cover
image for steganographic methods.
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