equipment and other facilities. Voice data protection against all possible threats is quite
complicated and expensive task. One of the approaches in this problem solving involves active
masking of conversation, which consists of acoustic noise creation alongside the perimeter of a
protected room or within the room where the secret conversation takes place

A system for the synthesis of speech-like noise directly from speaker’s speech has been
developed. Operation of the proposed system includes the following: detection of speech, speaker
verification in compliance with his speech in order to load previously formed database of
allophones extracted from his speech, segmentation of the detected speech signal into phonetic
units, their classification into relevant phonemes and voicing using allophones. The developed
system can be used to protect negotiations. The system requires statistics of the language of
negotiations in order to generate speech-like noise according to the characteristic of this language.
In accordance with this statistical characteristics of the Kazakh and Arabic languages were
explored. Grammar modules based on these statistics for the proposed system were developed. As
the result negotiations in Kazakh and Arabic languages can be protected from the interception
using the given system that provides synthesis of speech-like noise in accordance with statistical
characteristics of the languages. The system can be expanded by adding extra grammar modules
of other languages, for example Russian or English.

M3YYEHUE BSAUMOCBA3N COOTHOLUEHUA CUTHA/LLYM U
PA3BOPYMBOCTU PEYUN B BO3MOXHbIX TOYKAX CBEMA MH®OPMALIUU

O.B. 3ETIbBMAHCKWV, [I.A. 3IAHOBWY, B.[0. UTOLIEBA, C.H. TIETPOB

B Hacrosiiee Bpemst pis mepexBara pedeBO MH(POPMAIMK UCIIONB3YIOTCS Pa3IMYHBIC
TEXHUYECKHE YCTPOWCTBA: HANpaBIEHHbIE U Ja3epHble MHUKPO(OHBI, AUKTO(POHBI, IpoUee.
OCHOBHBIMU KaHAJIAMH YTEUKU SIBIIIOTCS IPSAMON aKyCTUUECKHI M BUOPAIIMOHHBIH.

PaGoTta mocBsiieHa OLEHKE BIUSHUSA TUIIA IIOMEXOBOI'O CHTHajJa M COOTHOILICHHUS
CUTHAJI/IIyM Ha 3alllMIIEHHOCTh pedyeBOdl uHpopmanuu. B kauecTBe METONOB OLIEHKU ObLIM
BbIOpaHbl JKCHEPTHBIE METOJbl. B Xojie 3KclepuMeHTa MpoBOJMIIACh OLIEHKA pa300puMBOCTH
peur Mpy BO3/CHCTBHM Ha HEE NIYMOBBIX CHTHAJIOB PAa3HOTO THIIA TPH Pa3HOM COOTHOIICHUH
curHam\yM. beutn uccnenoBanbl HOMEXH THIA OeIIbli 1IyM, pe4eBOil X0Op (rooca HECKOJIbKUX
JUKTOPOB), a TakKXkKe peyenofoOHbIM CcHrHayl, (GOpMUPYEMbIi HEMOCPEACTBEHHO W3 pPEUH
JMKTOpA.

Jlns mpoBezieHHsl SKCIIEPUMEHTA MPUMEHSUIOCH ClIeAyoIee 000pyI0BaHUE: aKyCTHYECKast
cucrema Edifier R1900 T3 anst Bocripon3BeieHHs TECTOBBIX M TOMEXOBBIX CUTHAJIOB, IIyMOMED
a"anmuzarop cuekrpa MAHOM-4/2, mukpodon Behringer C-1, 1Ba HOyrOyka ¢ yCcTaHOBJIEHHBIM
nporpammubeiM obecriedennemM Cool Edit Pro2 mist Bocmpou3BeneHHs] TECTOBBIX CHUTHAJIOB W
3amycHy 3BYKa. 3alyCh TECTOBBIX CUTHAJIOB MPOBOWIACH B aKyCTHUYECKH 3ariylIEHHON KOMHATE.

HccnenoBanne BUOPAlIMOHHOIO KaHajla MPOXOJUJIO IyTeM 3allCH M MPOCITYIINBAHUS
CMECH II0JIE3HOTO M IOMEXOBOI'O CHUTHAJIOB, MPOXOJAANIEH uepe3 AJIEMEHTbl OIrpakIarolInuX
KOHCTPYKIIMI (CTEKJIONAKeThl, IBepH). B KauecTBe MCTOYHMKOB BUOPAIMOHHON MOMEXH OBLIH
UCTOJIb30BaHbl aKyCTUYECKUE MPpeoOpa3oBaTey, BXOAAIINE B KOMIUIEKT [MOCTaBKU yCTpOiicTBa
3anUThl pedeBor nHpopmarmu «IIpuboii».

HccnenoBanue mOpsMOro aKkyCTMYECKOTO KaHala MPOXOAWIO IyTeM 3aluch U
IIPOCITYIIMBAHUS CMECU TOJIE3HOTO U MOMEXOBOIO CUTHAJIOB B Pa3IMYHBIX TOUKA MPOCTPAHCTBA
KOMHAThl. BbIO0Op Takux TOYek 00YCIO0BJIEH, BO-NIEPBBIX, OJIM30CTHIO K AJIEMEHTaM CTPOUTEIbHBIX
KOHCTPYKIIMA C MHHAMAJIBHBIMH 3HAYCHUSIMA COOCTBEHHOH 3BYKOHM3OJIAIMHM, a BO-BTOPBIX,
reoMmeTprell KoMHaThl. CTOSTYME BOJIHBI CO3JAl0T B TIOMEIICHUH CEPUI0 MTUKOB M TPOBAJIOB, MPU
3TOM B OIpPEJEICHHBIX 30HAX YPOBHH TPOMKOCTH MOTYT OBITH BBIIIE BOCIIPOM3BOAMMBIX
ncTouyHUKOM. COOTBETCTBEHHO OBUIM BBIOPAHBI TOYKH BO3JIE CTEH, B 30HAX JBYTPAHHBIX YTJIOB
(CTBIKM CTEHA/IOTONOK, CTEHA/ON M T.J.), M B 30HaX TPEXTPaHHBIX YIVIOB (CTBIKU
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CTE€HA/CTEHA/TIOTOJIOK). AHAIM3aTOP aKyCTHYECKOTO IyMa ObLI KCHOJB30BaH Ui MEPBHYHOU
OLICHKH YPOBHEH CHIHAJIa U LIyMa.

@oHOrpamMMbl, COJEp)KaIllUe 3allyMJIEHHbIE TECTOBbIE CHUTHAJIbI, ObUIM IPOCITYILIAHbI
10 aynuropamu (5 5KEHIIMH U 5 MY)KYMH) IpH coOTHOIIEeHUsX curHan/mym 10, 0, —5 u —10 nb.
BbIBoJbI, clieniaHHBIE HA OCHOBE ATHUX PE3YNbTaTOB, CBUAETENLCTBYIOT O TOM, YTO PEUYENOI00Has
nomexa, (opmupyemas HEMOCPEICTBEHHO M3 MAacKUPYEeMOM peuu, MpejacTaBisiercss HauOosee
3QPeKTUBHON Is1 3alIUThl peueBOod HMH(OpPMAlMK, IOCKOJBKY IO3BOJIIET OOECHEeUUTh
TpeOyeMoe 3HaYeHHE Pa300pUMBOCTH peur Mpu ypoBHE mryma Ha 5—10 nb HipKe, yem B ciaydae
[IPUMEHEHUs OeJIoro Iyma.

TECTOBbIE CUTHAIbI ANA UCCNEAOBAHUA 3PPEKTUBHOCTMU
AKYCTUYECKUX NMOMEX PA3HbIX TUNOB

C.H. IIETPOB, E.Il. ITAHKOB, 1K.D. OKOIXI

B Hacrosiiee BpeMsi co3aHO OOJIBIIOE KOJMYECTBO PA3IMYHBIX YCTPOWCTB aKTUBHOM
BHUOPOAKyCTHUECKONH MAaCKHUPOBKH, UCIOIb3YEMbIX JIJIsl TIOJABJICHUS CPEACTB IlepexBarTa peyeBoil
uHpopmanuu. Hapsny ¢ 1mIyMOBBIMEH IOMEXaMH B TaKuX YCTPOWCTBAX HCIOJIB3YIOT
peuenoio0HbIe Pa3IMYHOTO TUIA. B OTKPBITHIX HCTOYHUKAX HPUBOJIATCS JaHHBIE UCCIIEI0BaHUI
pa3IMUHBIX TUIIOB MOMEX, U3 KOTOPBIX CIEAYET, yTo HamboJsiee 3(PHEKTUBHBIM TUIIOM MOMEXU
sBisiercs: pedenofooHas. [Ipu 3ToMm, oJHaKo, yalle BCEro MCHOMb30BAICS MOAUDUIIMPOBAHHbIE
HMHCTPYMEHTAJIbHO-pacyeTHbIE METO/Ibl, OCHOBaHHBIE Ha (opmaTHOM Metone H. b. [TokpoBckoro
(OCHOBHOM H3MepseMblil IapaMeTp OTHOILEHHE CUTHAIIIYM). PsioM aBTOpPOB MpeIo:KeHO
UCIMOJIb30BaTh METOJAbl MAaTeMaTHUeCKOro MOJEIUPOBAHUS. ABTOpaMH HCCIIEIOBAaHUN C
UCIOJIb30BaHUEM  OKCIIEPTHOTO  METOJa  OLEHKHM  CAENaH  BBIBOJA O  BaKHOCTH
AKCTPAJIMHIBUCTUYECKUX 3HAHUI ITpHU 00pabOTKe 3allyMJICHHOTO CUTHAJIA.

B nannoii paGote paccmarpuBaroTCsi 0COOEHHOCTH (HOPMHUPOBAHUSI TECTOBBIX CHTHAJIOB
JUIsL UcclieIoBaHus 3((EKTUBHOCTH PA3IMYHBIX TUIIOB MOMeX. B kauecTBe MCTOYHMKA peueBOro
CUTHajJla UCIIOJIb30BAIUCH, IPEIBApUTEIBHO 3allMCaHHBbIE B COOTBETCTBUM C CTaHAApPTOM
CTB I'OCT P 50840-2000, apTUKY/ISIIAOHHBIE TAOJIMIBI, a TAKXKE CBSI3HBIE TEKCTHI OOBEMOM
o1 200 1o 300 croB. Mcnosp3oBaHNE TEKCTOB, 3alMCaHHBIX UKTOPAaMH, IMO3BOJISIET U3Y4YHUTh
pa3HULLy MEX]y peyernofoOHbIMU HOMeXaMU, COPMHUPOBAHHBIMU HAa OCHOBE aJUIO()OHOB peud
3TUX JUKTOPOB U PEYernofo0HbIMU MIOMEXaMu TUIa peueBoit Xop. MHCTpyMeHTalbHO-pacyeTHbIN
METO/ IPEANoJIaracT MCHOJIb30BaHUE OENoro Iyma B KadecTBe Kak MH(QOPMATHBHOTO, TaK U
[IOMEXOBOI'0 CUI'HaJId, COOTBETCTBEHHO, UCKIIFOUasi BO3MOYKHOCTh TAKOT'O UCCIIEIOBAHUSL.

Hcnonp30BaHue CBSI3HBIX TEKCTOB MO3BOJIET pacCMaTpUBaTh CUTYAIMIO, MPUOIMKEHHYIO
K PEaJIbHOCTH, B KOTOPOM y4aCTHUKH Oece/ibl 0OMEHUBAIOTCsl Habopamu (pas, Ansimumucs dosee
OJTHOM MUHYTHI C BbIPQKEHHBIM 3MOIMOHAJIBHO-WHTOHALIMOHHBIM yJapeHueM (B OTIMYHE OT
MOHOTOHHOM HAYUTKU apTUKYJISALUOHHBIX TaOJIHI).

[Tpu sTOoM 3(p(heKTUBHOCTD TOM MM MHON MOMEXU OLIEHUBAETCS Yepe3 paz00pUrBOCTb MPU
ONPEAENIEHHOM  OTHOWIEHHHM  cUrHamiryM. COOTBETCTBEHHO, TOYHOCTh  Pe3y/bTaToB
WCCIIEIOBAHUS 3aBUCUT OT TOYHOI'O ONPEENICHUsI ITOT0 OTHOILLIEHHS, KOTOPOE MOXKET MEHSATHCS
Ha MPOTsDKEHUU (POHOTpaMMBbl BCIIEICTBUE BapHaluil ypoBHA ()OHOBOIO IIymMa W MapaMeTpoB
peun aukropa. [lig pemieHus NaHHOM 3a1aud MOKET OBbITh MCIOJIb30BaHA OLIEHKA OTHOILIECHHUS
CUTHAJI\IIYM B OKTAaBHBIX IOJIOCAX WM MHTErpajbHOE 0 yacToTaMm 3HaueHue. bonee TouHOM
MEpOil OLEHKH SBIISIETCS CPEIHAs 0 BCEM pedyeBbIM (parMeHTam (PoHOrpaMMbl OLIEHKa
OTHOLIEHHUS] CUTHAT\IIYM (CErMEHTHOE OTHOILLIEHNUE CUTHAI\IIYM).
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