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IlpuBenensl pe3ynbTaThl aHalu3a NPOTOKOJOB OLEHKHM U JKCIUTyaTallMOHHBIX ~HCIBITAHUN
OMOMETPHYCCKHX CHCTEM, a TAKXKE OCHOBHBIX METPHK OICHKH, UCIIOJIb3YEMBIX MPU HCCIICTOBAHUU
XapaKTepUCTHK B Ouomerpuu. MccnenoBansl riaBHbIC (AKTOPBI BIMSHUS HA JKCILIyaTallMOHHBIC
IoKa3aTeI OMOMETPUUECKUX CHUCTEM.

Knrwouesvie crosa: pacno3HaBaHWE JIHML, CTAaTUCTHYECKHE OLEHKH, NPOTOKONBI HCIBITAaHUH B
OHOMEeTpHH.

BBeaenne

Ha ceromusmHuiA 1eHb MHOTHX 3aKa3YMKOB. OMOMETPHUECKHX CHUCTEM KOHTPOJS JOCTYIa
WHTEPECYIOT OTPE/ICICHHBIE TAPAMETPhI U XaPaKTEPUCTHUKHI CUCTEMBI, KOTOPast MOXKET OBITh MTOCTPOSHA
Ha 0a3e y)Ke U3BECTHBIX METOAOB U AITOPUTMOB MAIIMHHOrO 00y4eHHsI 1 00pabOTKN H300pasKeHHH.

i OLleHKH anropuTMOB MAIIMHHOTO OOy4YeHHMs (aJropuTMOB KiaccU(HUKALM{) CO3JaHbl U
MOJIOKUTENBHO 3apeKOMEHIOBaM  celsi - Takue onmailH-uiatpopmbl kKak «[lommron», Tunedlt,
MLcomp [1]. [y BBINOJIHEHUS] TECTUPOBAHMS CHCTEMBbl PACIO3HABAHUS JIMI] B LEJIOM HPU3HAHHBIM
cTaHAapToM sABJsIoTCsA nporokonbl «Face Recognition Vendor Test» [2]. Kpome Toro, coznan nemnslit
PSI Kak 3apyOeKHBIX CTaHAapPTOB 00pPaOOTKM OHOMETPHUYECKON MH(POPMAIMU U TECTUPOBAHHS CHCTEM
pacnio3HaBaHus [3, 4], Tak ¥ pycCKOA3BIYHBIX aHAIOTOB (Hampumep, B Poccun [5]).

Tem He MeHee, MEPEUYHUCICHHBIC MOIAXOIABl MOTYT OKa3aTbCs HENOCTATOYHBIMH JUIS LEJIer
MOCTPOCHMSI  NPAKTHUKO-OPUEHTHPOBAHHON  CHUCTEMBI, HAampaBJICHHOW Ha  pEIICHWE  BIIOJIHE
OTIpe/IeTICHHOM 33/1a4i PaclO3HaBaHUs JINLIA, T.K. HE MPEAOCTABIAIOT HHCTPYMEHTAPHS IS TIOCTPOEHUS
cucTeMbl 10 (DYHKIHMOHAJIBHOMY HJIM MOAYJIBHOMY NPHHLUIY. Bin3kuM penieHneM, ¢ JaHHOW TOYKU
3peHusi, sBisieTcs uHcTpymentapuit National Instruments Lab View [6], npenHasHaueHHBIH st
MOCTPOCHHUSI CHCTEMBI TEXHUYECKOTO 3PEHUS C UCTIOJIb30BAHUEM TOTOBBIX (DYHKIIMOHAIBLHBIX OJIOKOB.

OnHaKo Bce BBINICTICPEYHCICHHBIE HHCTPYMEHTHI BCE-TaKH OCTAaBJISIOT CBOOOAHYIO HUIIY JUIS
CO3JIaHMs OHJIAMH-TIIIAT(OPMBI, TO3BOJIIOIIEH BBINOJIHATH 3a7ady MOCTPOECHUS CHCTeMbl (WM
MPOTOTHIIA CUCTEMBI) TEXHMUYECKOTO 3PEHUS TI0 MOy IbHOMY MIPHHIUITY Ha YPOBHE (PYHKIIMOHAILHOTO
MPOTPaMMHUPOBAHMS, & TAKKE MPOBOJUTH TECTUPOBAHKE 33JaHHBIX MaPaMETPOB BLIOPAHHBIX MOJYJeH
(anropuTMOB) Kak Mo OTAEIBHOCTH, TAaK U CUCTEMBI B IIEJIOM.

OcHOBHbBIE THIILI HCILITAHUI

CormacHo [7] TpM TECTUPOBAHMH OMOMETPHUYECKHUX CHCTEM pACIIO3HABAHUS JIMI MOXKHO
BBICTTUTH CJICAYIONIUE TPU OCHOBHBIX THIA OIIEHKH: TEXHOJOTUYECKas, [IOCTAHOBOYHAS (CIICHApHAS) U
oreparioHHas OIEHKH.

OCHOBHas 11€J1b TEXHOJIOTMYECKOW OIIEHKH — BBITIOJHUTH CPABHEHHUE OLICHUBAEMBIX aJITOPUTMOB
WIM CHCTEMbl B IICJIOM B OJMHAKOBBIX YCJIOBHSX: 0a3a H300pakeHHUH [UIS TECTHUPOBAHHS BCEX
QITOPUTMOB JIOJDKHA OBITH MMOJydeHa 3apaHee IMOCPEACTBOM OJHOTO U TOTO JK€ CUUTHIBAIOIIETO
YCTpOUCTBa. XOTs JJake B JAaHHOM CJTy4ae pe3y/IbTaThl TECTUPOBAHUS aJITOPUTMOB MOTYT OTJINYAThCS B
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3aBUCHMOCTH OT HCIIOJIb3yeMoii 0a3bl. TecTHpoBaHWE BHINMONHSETCS B OQQuiallH peXuMe Ha
OJIMHAKOBBIX BBIYHCIHMTEILHBIX MOIIHOCTSAX. YUWTHIBas, 4ro 0a3za sBusercs (HUKCUPOBAHHOM,
pe3yIbTaThl TECTUPOBAHUS SBISIOTCS BOCIIPOU3BOTUMBIMH.

Ha3naueHre MNOCTAHOBOYHOTO WJIM CIEHAPHOTO TECTUPOBAHUS CBOJIUTCS K ONPEICIICHUIO
MPOU3BOJUTEIBHOCTH BCEH CHCTEMBI B paMKaxX TMPOTOTUNA WM TPUIOKEHUS, CHMYIHPYIOIIETO
cucTeMy. BBITIONHSETCSI TECTUPOBAHHUE BCEW CHCTEMBI B YCIOBHUSX, MAKCHUMAILHO MPUOIIKEHHBIX K
pCaNBHBIM 3KCIUTyaTalMOHHBIM YCIOBUSAM. B Xome TecTHUpOBaHMS KaxJas cHCTeMa o0JagacT
COOCTBEHHBIM YCTPOMCTBOM 3axBaTa M300PaKCHHS, UTO B PE3yJIbTATe BHOCHT OIPEICICHHBIC OTINYUS
IUTS OMHUX M TeX XK€ paclo3HaBaeMbIX 00pa3oB (nuiy). OrpaHryeHre HAKIAIBIBACTCS HA BBIOOPKY
JOAIed — 3TO JOJDKHBI OBITH OJHH M T€ YK€ JTUMYHOCTH, MPOXOJISIIUE Yepe3 TeCTHPYEMbIE CHCTEMBI C
MUHUMAJIEHO BO3MOXHBIM HWHTEPBAJIOM BpEeMEHEM (I COXPaHCHHsI HJIEHTHYHOCTH  BXOJHOTO
N300paKEeHHs, MOJAaBacMOr0 Ha BXOJA KaXKIOW CHCTeMbI). B 3aBUCMMOCTH OT ‘BBIIEIEHHBIX
BBIYUCITUTEIBHBIX PECYPCOB M YCTPOHCTB XpaHEHUS Ka)IOW TECTUPYEMOH CHCTEMbI OIICHKA MOMKET
BBITIOJHATECS Kak B odduialiH, Tak W B OHJAWH pexume. Pe3yiabTaThl TECTUPOBAHHUS MOMXHO
BOCIPOM3BECTH TOJILKO B ClTydae 00CCIICUCHHS UICHTUYHBIX CIICHAPUEB TECTA.

OrieHKa B YCJIOBUSX 9KCIUTyaTallMy MpeTHa3HaueHa JUIs MOJyYCHHs XapaKTEPUCTHK IeTbHOM
OMOMETPUYECKON CHCTEMBl B peallbHBIX YCIOBHMSX Ha LEJIEBOW aynuropuu. B 3aBucumoctd oOT
BBIYHCIIUTEIBHBIX PECYPCOB, a TAKIKE OT 3arPy’KEHHOCTH CHCTEMBI, PacliO3HaBaHHUE B 0 (IIaliH-pexKUME
HE BCer/ia MOXKET OBITh IOCTYITHO B IAHHOM cly4ae. Pe3ysbTaThl JaHHOTO BUJA TECTUPOBAHHUS B O0IIEM
cllydae SIBISIFOTCS HEBOCIIPOHM3BOJMMBIMH B CBS3M C, KaK MPaBUIO, HE JOKYMECHTHPYEMBIMH U
HEU3BECTHBIMUA M3MCHCHHSIMH MEXIy CECCHSIMH IPOBEICHUS TECTOB. B JOCTOBEPHOCTH pe3yibTaTOB
TECTUPOBAHHS B TAKOM CIIy4ae YAOCTOBEPUTHCS JTOCTATOYHO MTPOOIEMATHYIHO.

C TOYKHM 3peHHs WCCIEeNOBaTeNIbCKOM OIGHKH pa3paboTaHHBIX alNrOpUTMOB Hambolee
MPUEMJIEMON TIPEJCTABIIACTCS TEXHOJOTMYECKas OIICHKA B CBSI3W C BO3MOXKHOCTBIO yHH(HKAIMU
IIPOBOJUMBIX HCHBITaHHﬁ, a TaK’)K€ HAaUMCHBIIUM BJIMAHHWEM BHCIITHUX q)aKTOpOB u BOSﬂeﬁCTBHﬁ.

OcHoBHbIe (PAKTOPBI BIAMSHUS HA IKCIIyaTALIMOHHBIE I0KA3aTeJIM OMOMETPUYECKUX CHCTEM

B crangaprax u HamOojee HM3BECTHBIX TMPOTOKOJAX HCIbITaHud [3—5, 8] omuceiBaroTcs 2
OCHOBHBIX PEXKHUMa paObOThl OMOMETPUUCCKUX CUCTEM: uaeHTH(uKanus u Bepudukamus [5]. C yueTtom
ATUX PEKUMOB pabOThl OMOMETPHUYECKHX CHCTEM BHIPAOOTaH IepedeHb OIEHOK MPOM3BOIUTEIBHOCTH
cucrempl. HeoOXoaumMo OTMETHTh, YTO 0Oo0Jee TOoJHas OIeHKa IPOWU3BOAUTEIHHOCTH CHUCTEMBI
BKIIIOYaeT B ce0fd Kak METPHUKH KayeCTBEHHOH OIIEHKHW CHCTEMbI/aqrOpUTMa, TaK W OICHKU
3arpy>KeHHOCTH BBIYHCIIUTENBHBIX PECYPCOB, YAOOCTBa HWCIOJIB30BaHUS, APXUTEKTYPHOE pEIIeHHE.
KommMmepueckne pa3paboTKu Takke OPHEHTHPOBAHBI M HAa WCIOJIb30BaHME CIENHAIBHBIX alllapaTHBIX
pelIeHnH, MO3BOJIAIONINX YIYUYIINTh OIpPEIENeHHbIe XapaKTEPUCTUKH OTAEIBHBIX BBIYUCIUTEIBHBIX
AITOPUTMOB MJIM CUCTEMBI B LIEJIOM.

OCHOBHBIE BBIYUCIUTEILHBIE METPHUKH, HUCIOIb3yeMble B OMOMETPUYECKHX CHUCTEMax, KaK U
o0pabaTeiBaeMble JJaHHbIE, TAKXKE CTAaHAAPTU3UPOBaHbI [3—5]. OHAKO OIIEHKA BEPOATHOCTEH OINOOK U
MPOIYCKHOH < CIOCOOHOCTH OWMOMETPHUYECKMX CHUCTEM TMpU IOMBITKE YMBIIDIEHHOro oOMaHa (T.e.
AKTUBHOW MOTIBITKE «CaMO3BaHIA») HAXOIUTCSH BHE OOJIACTH POCCHUHCKOrO cTaHAapTa [5], olHaKoO B
pside caydaeB MOXKET CIIY>KUTh TIOJIE3HOW OIIEHOYHOU WH(GOpMAITUEH MPH SKCILTyaTallid CUCTEMEI.

I'maBHBIM acieKTOM OLIEHKH OMOMETPHUYECKON CHCTEMBI SIBIIETCS €€ TOYHOCTh B BBITTOJHEHHUH
npoueayp uacHrudukanuu/Bepudpukaun. C TOYKM 3PCHHS IOJIb30BATENI IPOUCXOJUT OIIHOKa
pacmo3HaBaHWsA, KOIZa, HampuMep, CHCTeMa HEe IOATBEPXKJAeT IMOUIMHHOCTb  JINYHOCTH
3apETHCTPUPOBAHHOTO JIMIA WJIM KOTJa CHCTEMa OIIMOOYHO MOATBEPXAAET MOUIMHHOCTD JHYHOCTH
3JI0YMBIIUIEHHUKA. ECTh HECKONBKO (haKTOPOB, KOTOPhIE MOTYT TIOBJIHATH HA BOSHUKHOBEHHE ONIMOOK
U UX YPOBEHb IIPU TECTUPOBAHUH/IKCILTYaTaLHH.

Yenogeueckuti gpakmop. 1lepBbIM 3TarioM KaXJ0H WTEpallMi UCIOIb30BaHUS OMOMETPUYECKOM
CHUCTEMBI SBJISICTCS 3aXBaT OMOMETPHYECKUX JAaHHBIX, B YaCTHOCTH, €CJIM peub HIAeT 00 00paboTke
JaHHBIX B XOJ€ pealbHOM dKcIutyaTauuu. s 3axBaTa M300paKEHHUS JIHMIA KaueCTBEHHBIH 3axBatr
n300paKeHHsl JIMIAa TNpeanojaracT HaJIOKEHUS HEKOTOPBIX TpeOOBaHMH pACIOJOXKEHUS JIHIA, B
YaCTHOCTH, CTaHAAPT [9] pernaMeHTHpyeT TpeOOBaHMs, MPEABbSIBIAEMbIC K JaHHBIM, 00padaThiBA€MbIM
B Ouomerpuyeckux cucremMax. Kak ciejcTBue, denoBeYEeCKOe TIOBEJICHHE B MOMEHT 3axBaTa
OMOMETPUYECKUX JaHHBIX SIBIAETCS KPUTHUECKON MPOOJIEMON AJIS MOCIEAYIOMMX IaroB U TOYHOCTH
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pacno3HaBaHusl. HecooTBeTCTBYIOIIMI 3axBaT BhI3BIBACT A€()EKT B M3BICUCHHBIX OHMOMETPHUUYECCKHUX
4yepTax, 10 CyTH, B HCXOJHBIX JAHHBIX JUI 00pabOTKH, WM JaXe TMPUBOJUT K HECIIOCOOHOCTH TaKOTO
W3BIICUCHHSI.

Annapamuvii gpakmop. buoMeTpuueckue JaTYUKH TaKKe MOTYT OBITh UCTOUHHUKAMH OLIHOOK,
JKe KOTJIa JIFOJIM BBIMOJHSIOT TPeOOBaHWS W TMPEAOCTABISIOT B HY)KHOM BHJEC OHOMETpUYECKHUE
JaHHbIC, HUBEIUpPYS  OTPHUIATENHFHOE BO3JCHUCTBHE  YENOBEUECKOrOo  (aKTopa W MPOXOAS
COOTBETCTBYIOIIME TPOLEIYPHl 3axBaTa. YCIOBHUS OKpYXKalolIeH cpelsl (TeMmmeparypa, BIaKHOCTB,
CKOpPOCTb BETpa, MOJIBM)KHOCTh IUIATPOPMBI YCTAaHOBKM M T.A.) M TEXHOJIOTHYECKHUE CBOKCTBA
YCTPOMCTB (HAmpuMep, pa3pelrarmas CIIOCOOHOCTh) TAaKKe€ BIHMAIOT Ha KadecTBO 3aXBaueHHBIX
OMOMETPHUICCKUX 3aITUCEH.

Aneopummuveckuii  ¢pakmop. Y TUOUYHOTO OWOMETPHUYECKOrO aJITOPUTMa - €CThb TpHU
KOMITOHCHTA.

1. KomnioHneHT «Peructpanyisi»: NaHHBI KOMIIOHEHT aHAU3UPYeT OMOMETPHUECKYIO 3allvCh,
W3BJICKACT €€ WHANBUAYabHbIE XapaKTEPUCTHKH W YHAKOBBIBAET MX B KOMIIAKTHOM CTPYKTYpeE,
Ha3bIBaeMOW OMOMETPUYECKUM Ia0I0OHOM.

2. KoMmoHeHT «BbIYMCICHU»: TaHHBIH KOMIIOHEHT YCTaHABJIMBACT CTENEHBb MOJO0US MyTeM
BBIUUCIICHHS OTPENIEICHHBIX AITOPUTMOM METPHK TPH CPaBHEHWH MEXAYy IByMs mrabionamu. [Ipu
BBIITOJTHEHUHN I/IILCHTI/I(bI/IKaHI/II/I BBIITOJIHACTCA CPaBHCHUE «OJUH-KO-MHOTUM»», IIpU BCpI/I(bI/IKaHI/II/I
«OIMH-TIPOTHB-OTHOTOY.

3. KommoneHT «IIpuHSATHE pelieHHiD»: STOT KOMIOHEHT UCIMONB3YeT PACCUUTAHHYIO METPHKY, a
TAaKXXC 3aJaHHBLIC JOBCPHUTCIIBHBIC HWHTCPBAJILI JId TMPUHATHA PCUICHHUA O PE3YyJIbTaTeC CpPaBHCHUSA
pacro3HaBaHusl.

BrlmmenepeunciieHHbIe  KOMIIOHEHTHI  YAOOHO  OTOOpakaTh Ha cxemMe 000OIIeHHOM

OMOMETPHUYECKOI CUCTEMBI, ONTMCAaHHOH B cTaHaapTe [5], mpeacraBieHHoON Ha puc. 1.
roCT P UICO/M3K 19795-1—2007
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nAaHHBIX CpaBHeHVe (cmonoiu) peLIeHUA
Lifa@inos
S Basa pakHex | U._. C
G JAPEUCTPIPO-
BaHHBX
0f udeHmUYHOCML nansscearenail O6paboTka
A AAHHLIX
H Kanowmaar?
tiaginon [
Trunnnani s Cosdanve
- Cxov’
H ‘ HocKowy
i BuomempuyecKue
i XEpaKmMBpUCUKY flousHery
Y | KoHTpens kavecTea |
Banpoc obpasue Hl |
Harnk | Voanesenve npranaics |

I CermeHTauma I

£

Pesynetar Pesynetar
Ofpasey BepUUKkaL wasHTURMRaLMN

zaepwbuxauun
Mdeumugbusayun
Puc.1. KomnoneHTBI 0000IIEHHON OMOMETPHYECKON CUCTEMBI

B ciydae oneHku cuUCTEMBI, paboTaroIel B pexuMe WACHTU(OUKALINHY, PEIIeHNEe TPHHUMAETCS
HE TIPOCTO IO 3HAYCHHIO MEPHI PACTIONOKEHHSI K PaClIO3HABAEMOMY IIA0JIOHY, HAIIPUMEp, YeM MEHBIIIe
3HAaYeHUE METPUKH CPaBHEHHMS, T.€. PaCIIO3HABAaeMbIi 00pa3 cuuTaeTcs OmKe BCEro K ONpeieIeHHOMY
KJlaccy, a paccMaTpUBAaeTCsl HEKOTOPBIN JUAaIa3oH, epeueHb WK BO3BPAIaeMBbIi CIIMCOK ONMKanIINX
KaHaugatoB. Yucimo o0pasnoB, BXONAIIMX B JAHHBIA CIMCOK, KakK MPaBWIO, OIpEeseTcs
SKCHEPUMEHTABHBIM IYTEM MW 3aBUCUT OT BEJIMYMHBI 0a3bl paclo3HaBaeMbIX JIMI, KauecTBa
o0pabaTeiBaeMbIX N300paxeHUH, TpeOOBaHMIA 0€30IIaCHOCTH U MHBIX (PaKTOPOB.

Takum 00pa3oM, OJHMM K3 TJIABHBIX HCTOYHHKOB OINMOKM TOYHOCTH pACIIO3HABAHUS B
OMoMeTpHYecKoil cucteMe SBISIeTCS HECIOCOOHOCTh alropuTMa IMPHHATH BEPHOE pellleHHe O
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COOTBETCTBHM MLIA0JIOHOB TPH PELICHHU 3a7a4yd BepU(PUKAIUK WIM TPH PAH)KUPOBAHUH CIIHUCKA
KaH/IUIaTOB MPU HICHTH()UKAIINAH.

PaccMaTpuBarOTCS HECKOJIBKO THIIOB OMOMETPHUYCCKUX CHCTEMHBIX OIIMOOK Kak pe3ysIbTaThl
BO3JICHCTBHS YEIIOBEYECKOT0, alllapaTHOTO M AITOPUTMHYECKUX (haKTOPOB:

—Failure to capture error (FCE): HecrmocoOHOCTh yCTPOWCTBa BBOJAa 3aXBaTHTh
OomomeTpudeckyto uHMopMaruio. JlaHHas oOmmMOKa MOXET OBITh pe3yNbTaTOM HBYX (PaKTOpOB —
YCTPOWCTBO U YENIOBEK;

— Failure to enroll error (FEE): HecnocoOHOCTh cucTeMbl M3BJI€4Ybh MH(GOPMAIHIO MallioHa
MOCJIe YCIIEIIHOTO 3axBara ycTpoicTBa. JlaHHas omimOKa CBsi3aHA C AJTOPUTMOM, BBITOJHSIOIIAM
00pabOTKy ¥ M3BJICUCHHE MIA0JOHOB, MOCTYMAIOIINX OT YCTPOWCTBA BBOJA. YPOBCHb JAHHOTO THIIA
OLIMOOK HANPSMYIO 3aBHCUT OT YCTPOWMCTBA U YEIOBEYCCKUX (PAaKTOPOB B MOMEHT OMOMETPHYECKOTO
3axBaTa.

OcHOBHBIE METPUKH OLIEHKU OMOMETPUYECKUX CHCTEM B peKnMe BepuuKanuu

OrneHka paOboOTBl CUCTEMBI B pe:kuMe BepH(pMKAIMM BBITONHSETCS TI0 pacueTy omnook | u |l
pona. K ommubkam | poma (False Rejection rate, gance — FRR) oTHOCsTCA OIMMOKK THIa «OTKa3 B
MpaBOMEPHOM JIOCTyINEe KIHEeHTy», a k ommbOkam |l pomxa (False Acceptance rate, manee — FAR)
OTHOCSITCSI, COOTBETCTBEHHO, OIIMOKH THIA «IIPEIOCTaBICHUE IOCTYyIa MOIEHHUKY». Kitaccudukanus
OIIMOOK MPHUBEACHA B COOTBETCTBUU C TepMHHOJIOTHEH npoTokoia [8]. Pacuer ommbox FAR u FRR
BEIMONHsIeTCA 10 (hopmynam (1) u (2):

FAR = ﬁ*lOO %, (1)
M

FRR = &*100 %, (2)
K

rae EM — gmcno mpemoctaBieHuit 10CTyna MOIMIEHHHKaM, M — o0liee YUCIO0 MOMBITOK MONTydYCHHUS
JOCTyna MONICHHUKaMH, FK — 4HCIO OTKa30B-B JOCTyNe KiueHTaM, K — 00liee YUCIIO TOMBITOK
MMOJIYy4CHUA OOCTYIIa KIIMCHTaAMU.

[MpeamnonaraeTcs, YTO MOUICHHUK THITACTCSA MOJYYUTh JOCTYI, HCIONb3Yys MOOYEPETHO BCE
UJCHTH(QHUKATOPBI KIIMCHTORB, T.C. BbIZaBas ce0s 3a HOBOTO KIIMEHTA KXY HOBYIO MOMBITKY. Takum
obpazom, 00Iee YHCIO MOMBITOK <MOJAYYEHHS JOCTYyIIa MOIIEHHHKAMH B paMKaX TECTHPOBAHHS
BbIuncsiercs mo gopmyie (3):

— * *
M =M, *N,, *K, 3)
rjae |\/|S — o0l1ee KOJIMYECTBO MOIICHHHKOB, NM — 0o0lIlee YUCIIO IMOMBITOK Ka)KIOr0 MOIIEHHUKA

BBIIATH CeOsl 32 OZHOTO U3 KITHEHTOB (110 0xHOIT mombiTke), Ky — 0blee kommuecTBo KIIMEHTOB B Gase.

False non-match rate (FNMR) — BeposSITHOCTH JIO)KHOTO HECOBIAJCHUs: J0Js 00pasIoB,
TIOJTYYCHHBIX B PE3yJIbTaTe TPaH3aKIHH Bepr(UKAIMU 3apETUCTPUPOBAHHOTO B CHCTEME IOIIHHHOTO
MOJIb30BATEIsl, KOTOpble OIMMOOYHO TIPU3HAHBI HE COBMAJAOIIUMH C [MA0JIOHOM TeX IKe
OMOMETPHYECKUX JIAHHBIX MOJB30BATENS, KOTOPHIH MNPOXOAMT BEPUPUKAIMIO W MPEACTABUI
Ouomerpuyeckuil oopaser.

False match rate (FMR) — BepOosSTHOCTB JIOXKHOTO COBIAAEHHUS: A0JIs 00pas3IoB, MOIYIEHHBIX B
pe3ysIbTaTe MaCCUBHBIX MOIBITOK «MONICHHUKA», KOTOpPBbIE OMMOOYHO MpPU3HAHBI COBIAJIAIONINMU C
1a0JIOHOM JpyTroro monb3oBaress [5].

B o6mem ciygae merpuku FMR u FNMR ne sBisttorcs cironnmamu FAR u FRR, ognako
3a4aCTyI0 UCTIONB3YIOTCS B 9KBUBAJICHTHOM CMBICTIE.

Haunbonee pacnpoctpaneHHOH TIpaduyuecKod XapaKTepUCTHKONH OWHApHOW KiacCU(pHUKALUU
ABJIseTCS KpuBas paboueil xapakrepuctuku (receiver operating characteristicy wm ROC-
kpuBas (puc. 2, a). ROC-kpuBasi 110Ka3pIBacT 3aBUCHUMOCTb KOJMYECTBA BEPHO KIIACCUPHUIIUPOBAHHBIX
MOJIOKHUTENBHBIX IMPUMEPOB OT KOJIMYECTBA HEBEPHO KIACCH(HUIMPOBAHHBIX OTPHUIATEIBHBIX
npumepoB. B Tepmunonorun ROC-ananu3a nepBbie Ha3pIBalOTCSI HCTUHHO MOJIOXKUTENBHBIM, BTOPBIE —
JIOXKHO OTPUIATEIBHBIM MHOXXECTBOM. [IpH 3TOM Tpejarmonaraercs, 4To y Kiaccu(uKaTopa UMeeTcs
HEKOTOPBIH MapaMeTp, BapbUpysl KOTOPBIH Oy/eM MojiydaTh TO WM MHOE pa3OMeHHe Ha J[Ba Kiacca.
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OTOT mapaMeTp 4acTo Ha3bIBAIOT MOPOrOM, MM TOUKoW oTcedenus (cut-off value). B 3aBucumoctu ot
Hero OyayT MoaydaThCs pa3inyHbie Benuuunbl onmOok I u IT poaa [10].

BaxHolt rpadudeckoil  XapaKTepUCTUKONW TP  HUACHTUGUKANNHM  SBISETCS  KpHUBas
XapaKTepUCTUKH COBOKymHOW cxokectu (Cumulative Match Characteristic) (puc. 2, 6) wiu CMC-
kpuBas [10], moka3pIBaromIas 3aBUCHMOCTE BEPOSTHOCTH HACHTH(PUKAIINN OT paHTa HACHTH(OHUKAITIN Ha
3aMKHYTOM MHO>KECTBE.

n
TRP — ROC-kpuBasn A IR, (%)

ERP Rank(t)

-~ ~
Cal .l

a 6
Puc. 2. Kpussie orierok kauectsa mojeiu: a — ROC-kpusas; 6 — CMC-kpuBas

BusyansHoe cpaBHeHne kpuBbix ROC He Bcerja mo3BOJSET BBISIBUTH Harnboiee 3G (HeKTHBHYIO
Mozenb. CBoeoOpa3HbIM MeTo10M cpaBHEeHHST ROC-KpHUBBIX SIBIISIETCS OIIEHKA TUIOMIAAN TTO/ KPUBBIMH.
Teopernuecku ona uzmensercs ot 0 1o 1,0, HO TOCKONBKY MOJIENb BCETa XapaKTepU3yloTCs KPUBOH,
PACTIONIOKEHHOM BBIIIE TOJOKHUTEILHONW JMaroHald, TO OOBIMHO TOBOPAT 00 u3MeHeHusix oT 0,5
(«6ecmonesnsiity knaccudukarop) mo 1,0 («umeansHas» MOmENb). ITa OICHKA MOXKET OBITh MOJTyYCHA
HEIMOCPEACTBEHHO BBIYUCIIEHHUEM IUIOMIAAU IO/ MHOIOIPaHHHUKOM, OIpPaHHYEHHBIM CIpaBa U CHH3Y
OCSIMU KOOPJIMHAT U CJIEBA BBEPXY — HKCIEPUMEHTAIBHO MOTYyYEHHBIMHU TouKaMu (puc. 5). YucneHHbI
nokasaTeJb tromiaau noja kpuBoii HasbiBaercs AUC (Area Under Curve) [10]. Berauciauts ero MOXHO,
HanpUMep, ¢ IOMOIIBIO0 YHCIEHHOTO METoJa Tparenuil o Gpopmyie

AUC = [ f (x)dx =" % *(

Y. 4
C OopmMMu TOMYIIEHUSIMHA MOXKHO CUUTATh, 4TO 4eM Ooiblne nokazarens AUC, tem mydmeit
MIPOTHOCTHYECKOH criioi 00mamaer Moaenb. OHAKO ClIeyeT 3HaTh, YTO:
— nokazatens AUC mpefiHa3HaueH CKOpee Ui CPABHUTEIBHOIO aHAIM3a HECKOJIBKUX MOJICIICH;
— AUC He comepXUT HUKAKOUM MH(OPMAIIUU O YYBCTBUTEIBLHOCTH U CIICIU(DUIHOCTH MOJICIIH.,
B nwurepatype MHOTJA MPUBOIUTCS CIEAYIOINAs SKCHepTHas mmkana jans 3nadenuit AUC, mo
KOTOPOM MOKHO CYJIUTh O Ka4eCTBE MOJICIIH 10 3HAUCHUSIM, ITPUBEICHHBIM B TaOJIHIIE.

3nauyenus nokasatensi AUC sl XapaKTepUCTHKH KayecTBa MOAen

Warepsan AUC KagecTBo Momenu
0,9-1,0 OTinyHOE
0,8-0,9 OueHb Xopoliee
0,7-0,8 Xoporiee
0,6-0,7 Cpennee
0,5-0,6 HeynosneTBoputenbHoe

OcHoBHbBIE METPUKHA OCHKHA 6n0Meprlec1cnx CHCTEM B peKUME I/II[GHTI/I(bI/IRaIII/II/I

Kpome Toro, cranjaptamMd MpeayCMOTPEHBbI (OpMalibHbIC OIMpPEACICHHs IS CIEAYFOIHUX
METPHK pPeKrUMa UIICHTUPHUKAIIH.

True positive identification rate (TPIR) — BeposSTHOCTP HWCTUHHO TOJIOKHTEIBHOM
UICHTU(HUKALUH/BEPOSITHOCTh MACHTH(DUKAIIMK: OKHIaeMas J0Jisi MACHTH()UKAIMOHHBIX TPaH3aKIIUU
M0JIb30BATEIICH, 3aPETUCTPUPOBAHHBIX B CUCTEME, B Pe3yJIbTaTe KOTOPHIX KOPPEKTHBIH HACHTU(DHKATOP
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MoJib30BatTelisi OyaeT NMPUCYTCTBOBATh Cpedy Bo3BpallaeMbix t naeHTuduxaropoB. Eciu BEIXOTHBIMU
TaHHBIMA ~ OMOMETPHYECKOH  CHCTeMBI  SBISFOTCS U OmpKalnX — KaHAWAATOB-COBIIA/ICHHH,
cooTBeTcTBYIOMIas orieHka T PIR Takxe m3BecTHa Kak {-paHT HASHTH(DUKAIIHIH.

False positive identification rate (FPIR) — BepoATHOCTH JIOKHOIMOJOKUTEIBHOM
WICHTUQUKAMK: OXHIaeMas JOJs WACHTU(HKAMOHHBIX TpaH3akuuu nonb3oBatenei, HE
3aperHCTPHPOBAHHBIX B CHCTEME, B pe3ylbTaTeé KOTOPHIX BO3BpaIaeTcss HACHTH(UKATOp. OTO
O3HaYaeT, YTO MOILICHHUK, Ia)e HE 3aperHCTPUPOBAHHBIA B CUCTEME, OTIPABUB CBOM OMOMETpUYECKHE
JaHHbIe HA 00pabOTKY, MOy4YaeT OT CHCTEMBI NIOJIOKUTENBHBIN OTBET-I0IYCK K 00BbekTy. Toraa kak B
JTaHHON CHTyallMM OXHAAeMOH peakuueld CHCTEeMbl HE IPEAINoyaracTcss BO3BpALICHHE HUKAKOTO
OmmKaiiero KaHmuAaTta. OJTO CBOETO pOJAa aHAIOr OMMOKH BTOPOTO poja JUIsl IPOIEAYpPHI
Bepudukanun. Ommbka FPIR 3aBucut kak ot uncna 3apeructpupoBanHbIX moab3oBateneid (N), Tak u
OT BeIMYMHBI 1opora (N), I0 KOTOPOMY OIPEIeNSeTCsl JOMYCTUMAsl BEJTMYMHA MEpPBI OIN30CTH MEXITy
KaHIuAaToOM M m1abmonamu 6asel. Kpome Toro, Ha 3aMKHYTOM MHOKECTBE HEBO3MOKHO OIPEICIHTDH
FPIR nmnma mpouenypsl uaeHTH(QUKAaUUM, T.K. BCE IMOJb30BATENM  CHCTEMBI  SIBISIIOTCS
3apETUCTPUPOBAHHBIMH B CHCTEME.

False negative identification rate (FNIR) — BeposSTHOCTh JOKHOOTPHIIATESIHHON
WACHTU(QHUKALMU:  OXHOaeMas  J0dd  WICHTU(QUKANMOHHBIX  TPAH3aKIHMW  IOJb30BaTeNeH,
3apETUCTPUPOBAHHBIX B CHCTEME, B PE3YNbTaTe KOTOPHIX KOPPEKTHBIA UACHTH(OUKATOP MOIB30BATES
HE Oyner mpucyrcTtBoBaTh cpenu Bo3Bpamaembix t wmmeHTrdukatopoB. FNIR 3aBucutr ot uucma
3aperucTpUpOBaHHbIX mons3oBaTeneit (N), oT BenmumHBI Mopora (N), MO KOTOPOMY OIPEAETSEeTCS
JOMYyCTHMasi BEIMYMHA Mephl ONM30CTH MEXIy KaHAMJATOM M mabjoHamy 0a3bl, a TaKxke OT
KOJIMYECTBA BO3BpAIAEMBIX KaHIUJATOB — OT PaHTra UICHTH(PHUKALHN.

BelienepeuncieHHbIe XapaKTePUCTHKU CBA3aHbI CIACAYOMIUME COOTHOIEHUsIMH (5)—(7):

FNIR=1-TPIR, ©)
FNIR=FMNR. (6)

BeposiTHOCTB, YTO BXOIHBIC JaHHBIC JIOKHO NPHU3HAHBI KAaK HECOOTBETCTBYIOIIME IIAO0IOHY
nonb3oBarensi, Mmerpuka FNIR B nmanHoM ciywyae ananormuyHa Merpuke FNMR B pexume
BepuduKaIum.

FNIR=1-(1-FMR)". W)

FPIR ompenensiercss, xorma BXOJHOW oOpaszer OMIMOOYHO COBMAAAeT C OJHUM WIIH
HECKOJIbKUMH [1a0iioHaMu |3 6a3pl. Tornma gaHHas oOIIMOKa BBIUMCISETCS KaK €JUHUIA MHHYC
BEPOSITHOCTH TOTO, YTO HE MPOHM30MIJIO COBNAJECHUNA HHU C OJHMM U3 1mabi1oHOB 0a3bl (N — KoanuecTBo
3apEerHCTPUPOBAHHBIX IIA0JIOHOB B 0a3e). B ciyuae, ecnmu FMR siBisiercss Manoil BemTu4uHOM mopsiika

<< N , omubOka FPIR Moxer OBbITh anmpOKCUMHpOBaHA M TPEJCTaBlicHAa B BHUIC (POPMYIIBI

FPIR=N“FRM .

Pe3y.]'leaTbI H UX 06cy)lc21elme

HpeZ[CTaBJ'IeHBI Haunboee AKTYyaJIbHbIC U O6H_[erI/IH$ITLIC MCTPUKHU U IIOAXOAbI K OIICHKC
6I/IOMeTpI/I‘{eCKI/IX CHCTEM B 00JacTH pacCrio3HaBaHUsA JIAIIL. Taxxke NpEACTaBJICH PAjg (baKTOpOB,
OKCILTyaTallMOHHBIX yCHOBI/Iﬁ, OKa3bIBAlOMIUX Ha BBIXOAHBIC XAPAKTCPUCTUKHU HEIIOCPECIACTBEHHOC
piusgaue. B pa60Te MPpUBEACHBI CCBIJIKM Ha aKTyaJIbHbIC CTaHJAapPThI, IIPOTOKOJIbI HWCIIBITAaHUHN W OHJIAiiH-
CUCTCMbI OLICHKH QaJI'OPUTMOB MAIIWMHHOI'O 3pCHUA. O,I[HaKO HUIIIa q)YHKI_[I/IOHaHLHOFO OHJIAMH-
ImporpaMMHupOBaHUsA 6I/IOMeTpI/IT-IeCKOI71 CHUCTEMBI C BO3MOXXHOCTHBIO aHallm3a W  BBIYHCIICHUSA
CTaTUCTUYCCKUX METPHUK IO OLCHKE CUCTEMbI OCTACTCsA CBO60}IHOI>1, YTO SIBJISETCSA 00JIaCThIO HHTCPECOB
n ,Z[aJ'II)Hef/iI_HeFO HaIpaBJICHU pa6OTLI.
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3akiIoueHne

Pa3ButHe OMOMETPHUYECKHX TEXHOJIOTHI B OOJIACTH PACIO3HABAHMS JIMI, CBA3aHHOE KakK C
pa3paboTKoi HOBBEIX, Ooilee A(M(PEKTUBHBIX aNTOPUTMOB TEXHHYCCKOTO 3pPEHHS W MAIIMHHOTO
0o0y4YeHUs, TaK U C MOSBICHUEM JIOCTYITHBIX BBICOKOIPOU3BOJUTEIBHBIX BBIUUCIUTEIBHBIX PECYPCOB,
MIPUBEINIO K POCTY pa3padaTbIBaeMbIX CHCTEM, TPEOYIOIINX KOPPEKTHOH OIeHKH UX padoTel. OgHNM U3
HanboJiee BAXKHBIX aCIIEKTOB pa3pabOTKH JAaHHBIX OMOMETPUYECKUX CUCTEM SIBIISIETCS] UX COOTBETCTBHE
TpeOOBaHUSAM YCJIOBUM OKCIUIyaTallud W YJOBJICTBOPEHHUE 3aJaHHBIM TPEOOBaHMSIM 3aKa3uUKOB.
OOBEKTUBHBIC OIICHKM MOTYT OBITh IIOJIyYCHBI TPU BBITOJHEHUM TPEOOBaHUN COOTBETCTBYIOIIUX
CTaHIAPTOB M MPOTOKOJIOB POBEICHUS UCTIHITAHHH.

PROTOCOLS OF THE BIOMETRIC IDENTIFICATION SYSTEMS

I.I. FROLOV

Abstract

The survey of protocols of estimation and performance tests of the biometrical systems, and
general metrics of the investigation used in case of research of characteristics in biometry are provided.
The primary factors of impact on performance criteria of biometrical systems are investigated.

Keywords: face recognition, statistical estimation, test protocols in biometrical systems.
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