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Abstract—New methods of decision-making support based
on the most complete usage of knowledge (both formal and
expert) in a certain subject domain are proposed for long-term
planning. An innovative approach to construction of a strategic
plan is proposed. It is based on hierarchical decomposition of
the problem by remotely working group of experts under the
supervision of a knowledge engineer, provides an opportunity to
use estimation scales with different number of grades, and allows
increasing the reliability of the results of group examinations.
The proposed approach features such methods as target dynamic
evaluation of alternatives, as well as an original method of optimal
allocation of resources. Application of the approach is illustrated
by an example, related to planning of information operation
counteraction.
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I. INTRODUCTION

It is known that in a general sense a strategy is a non-
detailed action plan, designed for a long-term period and aimed
at achievement of a certain main goal. At the same time, the
plan should be flexible, constructive, resistant to uncertainties
of environmental conditions; is should also provide an oppor-
tunity for concretization through decomposition of the main
goal.

In weakly structured subject domains, which include man-
agement, environmental protection, production, social sphere
and others, the problem of building long-term non-detailed
plans of action extremely relevant. There is no doubt that
creation of such strategic plans should be based on all available
knowledge in a given subject domain. Since knowledge in
any such area is not completely formalized and, therefore,
mostly, “stored” within in the minds of professionals, it would
be unreasonable not to use the information obtained from
experts in the planning process. Moreover, one cannot take
into account only quantitative (e.g., financial) indicators. In
order for long-term plans to be realistic, they need to adapt to
imminent changes in the current situation and take into account
the availability of resources, required for their implementation
at any particular moment. Therefore, strategic plans can be
rational only at a certain time interval.

The purpose of this research is to create a technology that
would include formal mechanisms of building strategic plans in
weakly structured subject domains, involving groups of experts
and knowledge engineers.

With the above-mentioned requirements to strategies in
mind (namely the need for realistic and dynamic plans), we
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suggest using decision-making support (DM) tools, capable
of performing distribution of limited resources among spe-
cific activities, for strategic plan construction. Resources are
allocated at a given moment in time, depending on potential
contribution of certain activities to achievement of strategic
goal. In essence, the approach should provide an answer to
the question: "Which activities should be implemented under
current conditions for the most effective achievement of the
strategic goal?".

II. STRATEGY-BUILDING TECHNOLOGY

Considering the above, the developed strategy-building
technology involves several stages:

A. Stage: "Building of a Knowledge Base''

This stage is implemented using a web-based software
system that allows the decision-maker, knowledge engineers
and experts to work remotely to create a Knowledge Base
(KB), without the need to come together.

This stage includes a number of sub-stages:

1)  Selection of expert group for the examination. The
problem of expert selection is, generally, the respon-
sibility of decision-makers and knowledge engineers.
Moreover, under the examination intended for resolv-
ing of different issues different groups of experts
(most competent specialists in each specific area) are
formed.

2)  Construction (through dialogue with the experts)
of goal hierarchy, which describes the subject do-
main. At this sub-stage the decision-maker formulates
strategic goal, which is subject to decomposition
into local goals (factors) that significantly influence
its achievement (through examinations conducted by
knowledge engineers). In the process of decomposi-
tion, the experts (working remotely in a web-centric
system "Consensus" [1]) coordinate their judgments
on the composition of the set of influence factors
for a particular goal, and gradually reach agreement
on every issue. For decomposition of each local
goal knowledge engineers, working as examination
organizers, form a separate group of experts. The
software system allows different expert groups to
work simultaneously, while every expert can be in-
cluded into different groups. The advantage of the
remote approach is that experts in the group can
collaborate and provide their knowledge (while they
might be incompatible at the direct personal contact,



3)

remote work ensures anonymity of the experts and
this, in turn, eliminates the influence of any "dicta-
tor’s" judgment). The range of specialists involved to
the expertise can be significantly expanded with the
ability for each user to choose (in the system) the
most suitable language for communication, i.e., the
examination may involve specialists, who have not
even been able to work and communicate with each
other without an interpreter.

The examination organizers determine the sufficient
level of detail, and, therefore, the moment of termi-
nation of the strategic goal decomposition process
in the case when the lower level of the hierarchy
features only the goals (factors), which are “ready”
for implementation, i.e. specific activities (projects).
The result of this stage of strategy construction pro-
cess is a hierarchical structure, which, in accordance
to the aggregate opinion of this expert group, fully
describes the subject domain.

General view of a goal hierarchy in the decision
support system (DSS) "Solon" [2] is shown on Fig.
1. The DSS demo version is available at the website
of DSS lab (http : //dss — lab.org.ua)).

Expert estimation of relative influences of goals in
the hierarchy. The relative influence of each goal
in the goal hierarchy graph is determined by the
knowledge engineer (in the case of availability of
reliable knowledge about the level of influence of
some sub-goal upon a specific goal), or (otherwise)
by the expert group by means of paired comparisons
of the goal (factor) influences.

To improve the reliability of the examination results,
a special software tool is developed, that provides
an expert with the ability to perform each individual
pair-wise comparison in the verbal scale, which most
adequately reflects the knowledge of the expert about
the issue under consideration and the level of his /
her confidence in this own knowledge [3], [4]. This
software tool allows to gradually increase the level
of detail of the scale, and then to perform a final
estimation in the most appropriate scale (Fig. 2).
The results of this sub-stage are: the relative values of
mutual influences of goals, resulting from aggregation
of individual expert estimates, performed in different
detail scales, and presented in the form of incom-
plete group pair-wise comparisons matrices (PCM)
of influences. For aggregation we propose using the
combinatorial method [5], which is more efficient in
comparison to other methods (efficiency advantage is
confirmed by the relevant experimental study [6]).
This aggregation method has several advantages over
existing approaches to processing of PCMs:

e  In the combinatorial method the informational
redundancy is used as fully as possible.

e  The method allows for determining of alterna-
tive weights in cases when some elements of
the PCM are missing (not specified). That is,
the presence of all paired comparisons in the
matrices is not a mandatory requirement for
determining the weights of alternatives. The
only necessary condition is the connectivity
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of the graph corresponding to the generalized
PCM.

e  The method has only one stage (in contrast to
well-known approaches, used for calculation
of weights in the group methods of estima-
tion [7]). Aggregation of paired comparisons
in such group DM methods is a two-stage
procedure: either (1) initially the individual
PCMs element-wise are aggregated, and then
— on the basis of the generalized matrix the
weight vector of alternatives is calculated , or
(2) at first for each PCM the weight vector
is calculated, and then all the vectors are
aggregated. In case (1) consistency of all
corresponding elements from the individual
PCMs does not guarantee the consistency of
the resulting PCM. In case (2) consistency
of each individual PCM does not guarantee
the consistency of the weight vectors calcu-
lated for each PCM. The two-stage procedure
makes it impossible to organize feedback with
experts for improvement of consistency, if
its level is insufficient for aggregation and
for the weight calculation. When using of
combinatorial method, there is no need for
gradual achievement of the desired level of
consistency and, therefore, a conflict between
the two successive processes of consistency
and mutual compatibility improvement is not
occurring. If you want to increase consistency
of paired comparisons, certain elements of
individual PCM are adjusted (under consent
of the experts who built the respective PCM).

We should note that aggregation is acceptable only
under sufficient consistency of expert judgments. To
evaluate consistency level of paired comparisons we
suggest using the Double-entropy consistency index
[8], which determines consistency degree based on
the spectrum of the expert estimates of weights for
each of the influences. In comparison to other known
indices, it reflects (more accurately and correctly) the
properties of the consistent set of expert estimates. In
the case of insufficient consistency, the method pro-
vides an opportunity to improve its level by feedback
with experts.

At this point the KB construction is finished. The next
stage of building of optimal strategy, based on the knowledge,
incorporated in the KB, starts.

B. Stage: '"Determination of the optimal strategy'

Obviously, the greater the weight of a specific project or
activity, the more considerably it influences the achievement
of strategic goal. Therefore, allocation of resources to the
project will bring more tangible and measurable results. At
the same time, there is no sense to allocate lesser resources to
the project, than it requires for launching and implementation.
Consequently, we define optimal strategy as the optimal variant
of resource distribution between projects (i.e. the one that
provides the most effective achievement of the strategic goal).
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Figure 1. The DSS "Solon" interface and the view of the goal hierarchy
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The task of choosing the optimal allocation of resources
to projects is the subject of a separate study. It should be
noted that (since the projects can be characterized by different
terms of realization and, in addition, goals can have different
delays of influence upon the main goal) optimal resource
allocation is relevant only for a given point in time. Through
the use of the method of targeted dynamic of estimation of
alternatives [9], [10] within a given strategic plan, it is possible
to evaluate and compare quite diverse projects / activities:
those that provide the immediate effect and those, whose effect
may be witnessed in the distant strategic perspective. Another
important parameter that characterizes the projects is the range
of necessary resource volumes. For example, if the minimum
required amount of funding for the project is 1 million UAH,
and requested — 2 millions UAH, it makes no sense to allocate
amount, which does not belong to this range, to the project.

Given these features, the most efficient way to solve the
problem of resource allocation to projects during a given time
period can be considered as targeted search of an optimal
allocation among all possible resource allocations with a given
accuracy (say, up to 10 thousands UAH), for example, using
genetic algorithm [11].

Depending on the complexity of the subject domain and
the formulated goal to be achieved, strategic plan construction
process can be easier or more difficult. However, the pro-
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posed mathematical apparatus and the developed DM software
tools allow to create rather extensive, meaningful, and most
importantly, realistic long-term plans (based on all available
knowledge about the domain). In subsequent sections of this
paper some of the stages of technology implementation are
illustrated by an example: formation of a confrontation strategy
in the information war.

The term "information operations" (IO) in the modern-
world environment gained considerable popularity in the be-
ginning of this century, when the information has become an
important strategic resource, lack of which leads to significant
losses in all spheres of life. It is probable that the term became
popular after the declassification of a number of the US Depart-
ment of Defense documents, where 10 is defined as "actions
aimed at influencing the enemy’s information and information
systems, protection of one’s own information and information
systems." Then, in the "road map of information operations"
[12] the term was clarified: "The integrated implementation of
the core capabilities of Electronic Warfare, Computer Network
Operations, Psychological Operations, Military Masking and
Security Operations, within the concept of supporting and
associated capacities, in order to influence, disrupt, corrupt
or usurp adversarial human and automated decision-making,
while protecting one’s own facilities". The meaning of the
term IO covers and explains informational influence on public
consciousness (both adversarial and friendly), the impact on
the information available to the enemy and necessary for him
to make decisions, as well as on information and analytical
system of the enemy [13]. In the modern conditions 10, being
an inseparable part of the information war, is viewed as a new
kind of combat action, active counteraction in the information
space, and the information in this case is viewed as a potential
weapon and as a target for attack.

The two main types of 10 (according to general convention)
are offensive and defensive operations. However, in practice
most [0 are mixed, and the majority of their constituent
procedures are simultaneously offensive and defensive. A



distinguishing feature of an offensive IO (information attacks)
is that the objects of influence of such operations are identified
and the planning is based on fairly accurate information about
these objects. The information attack often calls for detection
or creation of an informational occasion (for defensive IOs
the occasion may be the information attack of the enemy
itself), the “promotion” of the occasion i.e. propaganda (in
contrast to the counter-propaganda activities during a defensive
10), as well as for measures to counteract the information
exposure. Thus, 10, regardless of its type, can be divided into
the following phases: assessment, planning, implementation,
and final phase. Now, following the purpose of this research, let
us consider in greater detail a defensive IO, corresponding to
doctrines of the majority of progressively developing countries.

Typical defensive 10 covers the following basic phases:

e  Estimation:
o Analysis of possible vulnerabilities (goals);
o  Collection of information about possible oper-
ations;
o  Identification of possible requesters / "cus-
tomers" of the information influences:
s definition of areas of common interest of
the object and the potential "customers";
= ranking of potential customers by their
interest;

e  Planning:
o  Strategic planning of defensive operations (ex-
plicit or implicit):
s Defining the criteria of information influ-
ences;
» Information Modeling effects, taking into
account:
*  object relations;
*  dynamics of the influence;
*  «special» (critical) points of the influ-
ence;
» Forecasting of the next steps;
= Calculation of the consequences;
o  Tactical planning of counter-operations;

e  Execution - implementation of informational influ-

ence:
o  Identification and "smoothing" of information
occasion;
o Counter-propaganda;
o  Operational intelligence;
o Evaluation of the information environment;
o  Adjustments to the information counteraction;

e  The final phase:
o Analysis of effectiveness;
o  The use of positive results of the information
influence;
o  Counteraction to negative results.

As we can see from the proposed detailed plan of a defensive
IO, strategic planning is a fundamental component of IO.
Obviously, there is no uniform "standard" plan for 10. We
can only consider an exemplary sequence of actions on IO
implementation, obtained by generalization of some already
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realized 10. Moreover, the choice of an optimal set of such
actions depends, primarily, on the availability of resources to
perform them at a given time, as well as on the results of
execution of previously selected activities. Optimality should
be considered here in terms of effectiveness of achievement of
goals of one or another defensive IO.

A separate objective of this study is improvement of the ex-
isting DM apparatus, taking into account the peculiar features
of strategic planning process in weakly structured domains.
The following example demonstrates the formal IO strategy
construction, involving a group of competent specialists in this
area.

III. NUMERICAL EXAMPLE

A hypothetical example, presented here, shows the final
stages of the process of optimal strategic plan construction
for counteraction to the information operations within a 5-
year term, under condition of availability of financial resources
in the amount of 200 million UAH. Within the example we
assume that the hierarchy with the main objective "Ensure
sufficient level of counteraction to information attacks" has
already been built and presently we are at sub-stage 3 of
strategic plan construction — estimation of relative influences
of the projects upon a certain goal from the goal hierarchy
graph.

Let us assume that estimation at this stage is performed
by a group of three equally-competent experts. Each expert
is formally given the opportunity to determine the domination
degree in each pair of 4 projects — to perform an ordinal com-
parison (">" - more; "<" - less), decide on verbal estimation
scale, select the number of points (grades) of the scale and,
finally, select the number of a particular point (grade).

Table I shows the data of the expert estimation of the
importance of activities that are part of the goal of "Implemen-
tation of information influence”: C'; — Revealing and "smooth-
ing" of information occasion; C5 — Counter-propaganda; C3 —
Operational Intelligence; and C; — Evaluation of the infor-
mation environment. The asterisk symbol "*" in the matrices
denotes the elements (pair comparisons) on which the experts
(due to one reason or another) have not provided information.

Based on the pair-wise comparisons of unified values
(bottom row of matrices in Table I) we calculate the relative
weights of project influences (Table II).

To construct the optimal strategy for the 5-year term, we
use the resource allocation tools of the DSS "Solon" (see. Fig.
3).

On the screen form we can see that the following expert
estimates are entered for each project, which claims to be
funded: the minimum necessary number of resources for the
project (R min), the percentage of completion of the project
under minimal funding (% min), the amount of resources
that is requested (R max) and the planned percentage of the
project completion (% max, usually, 100%). After calculations
(<Distribute> button), the amounts of allocated resources are
displayed in the "allocated" column.

A list of recommended actions for decision-makers in the
form of a set of projects with the calculated funding volumes



Table 1. EXAMPLE OF EXPERT ESTIMATION OF PROJECTS’ RELATIVE INFLUENCES

Expert 1 Expert 2 Expert 3
Ordinal . CilC | Ch | Oy Cy | Ch| C5 | Cy Ci| Co| O3 Cy
Comparison C, 5 | > | > 18] > | < | > o S I
C, <[> <|[>] ¢ <| <
C3 > C3 * C3 >
Cy Cy Cy
The number of Ol | Cs | Gy Co| Gyl O | Cy Ci] G| C3 | Cy
scale points s 5198 | ¢ 5059 ¢ *1g]09
C, 5|9 s 719 s 9 | 3
C; 7 C; * C; 9
Cy Cy Cy
Point number Ci| G| Ca | Cy C| Ca| Cs | Cy C1| Co| Cs | Cy
&) 2135 o] 3|2 |5 ) 1 4| 8
C, 2|2 s 4 | 5 s 2|2
C; 5 s * 8F 3
C4 C4 | C4
Scale number Ci | Co | O | Oy Cr| Ca| C3 C4 C1| Co| Cs | Cy
4 1131 <y 3/ 4|1 4 Y123
C; 2 |1 C; 4 2 C; 3|5
C3 2 C3 | * C3 1
Cy Cy Cy
Unified values Cil O | O3 | Oy Ci|l Cy | Cz | C4 Cil Cy | Cs | Cy
of pair-wise ¢, 1 |2.500(1.732]5.000| | 1 |2.615/0.833[5.000] C,[ 1| * |2.011/6.839
COMpATISOns C, 1 [0.739[2.000| C- 1105742333 C, 1 |0.760[0.726
C; 1 (3.138| - 1 * 0F 1 13.000
Cy 1 Cy 1 Cy 1
Table II. THE CALCULATED RELATIVE WEIGHTS OF PROJECTS’

INFLUENCES
Marking a project | Normalized value of the weight
Cq 0.4455
Cy 0.1743
C3 0.2919
Cy 0.0883

will provide the basis for an optimal strategic plan for ensuring
a sufficient level of information attack counteraction in a 5-
year prospect, under the limitations on the amount of financial
resources supplied.

IV. CONCLUSIONS

A strategic planning technology in weakly structured sub-
ject domains, based on the use of decision-making support ap-
paratus, is proposed. The advantages of the technology are: the
ability to use all available knowledge about the subject domain
(including knowledge of experts), opportunity to consider both
quantitative and qualitative factors influencing the achievement
of strategic goal, high reliability of group expert examinations
(resulting from availability of a mechanism to ensure sufficient
consistency of expert data, including incomplete data and
estimated, provided in different scales), as well as opportunity
to consider time frames of project execution and the limitations
on available resource volumes.

This technology allows to define the rational (for a given
moment in time) allocation of resources among the initial set
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of activities, which ensures the most effective achievement of
the strategic goal. Subject domain is described by an expert-
built knowledge base, and targeted resource allocation variant
search is performed by Genetic algorithm.

Above-mentioned features make the technology a univer-
sal, convenient and flexible tool for strategic planning. As
an example of technology application we have considered
the estimation of specific activities aimed at counteraction to
potential information operations.

Further research in this area can be dedicated to develop-
ment of new algorithms for determination of optimal resource
allocation variant in the context of a given strategic goal.

Research carried out in the project F73 / 23558 "Devel-
opment of methods and tools for decision-making support
at revealing of information operations" supported by State
Fund for Fundamental Research of Ukraine and Belarusian
Republican Foundation for Fundamental Research.
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MOAOEPYKKA MPUHATUA PEINEHNI IIPU
CTPATEI'MTYECKOM IIJTAHMPOBAHUU

ITpiranok B.B.

CoBpeMeHHBIE METOJIbI MOJJIEPYKKU TPUHATHST perlie-
HUl, OCHOBaHHBIE Ha HAWOOJEe IMOJTHOM HCIIOJIH30BAHUN
3HAHUIl B OIPEJEJICHHON IpeaMeTHON obactu (kak ¢dhop-
MaJIM30BAHHBIX, TAK ¥ IKCIEPTHBIX) [IPEJIAraloTcs K IPU-
MEHEHUIO I[IPHU JIOJITOCPOYHOM IIaHUpoBaHuu. llpemio-
JKEH TIOJXOJ K IIOCTPOEHUIO CTPATErMYeCKUX IIJIAHOB B
CJIabO-CTPYKTYPUPOBAHHBIX TPEAMETHBIX obsacTax. Ilom-
XOJI BKJIIOYAET MEPAPXUIECKYIO JIEKOMIIO3UIIIIO IIPOOJIEMBI
IPYNIION yIajJeHHO pabOTAIOIINX SKCIIEPTOB MO, PYKOBOI-
CTBOM WHXKEHepa 10 3HaHuAM. llpeijaraercss BO3MOXK-
HOCTb WCIIOJIb30BAHUsI Pa3HBIX IIKAJ OIEHUBAHUSI, IT03BO-
JISIIOIAsl TIOBBICUTH JIOCTOBEPHOCTH PE3YJIbTATOB I'PYIIIO-
BBIX 9KCIEPTHU3, TEJIEBOE IMHAMUYIECKOE OICHUBAHWE aJlh-
TEpPHATUB, a TaKKe, MEeTOJ[ ONTUMAJIbLHOIO Paclpele/IeHust
pecypcos. [IpuMenenne moaxo/ia ONMUCHIBACTCS HA IIPUMEPE
[JIAHUPOBAHUS TTPOTUBOEHCTBYS NH(DOPMAIIMOHHBIM OITe-
panusmM.





