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AnHoTanusi. PaccmoTrpeHa mpoOiema NOBBIIIEHHS OBICTPOJNCHCTBHS ~ANrOPUTMOB IMGPOBAHUS TPH HX
anmapaTHON pean3allii C HCHOIb30BaHUEM ITapauIeIbHONH 00paboTKu (hparMeHToB anropuTMoB. [IpuBonsaTces
PE3yNbTaThl aHAIN3a W MOJICITUPOBAHNS aNIIapaTHOHN peanu3aliy TpeX aJTOPUTMOB HIH(POBAHUS C Pa3INIHON
CTETICHBIO TTApAIIIEN3Ma, ITOIYIEHBI OIICHKN 3()(EKTHBHOCTH paclapajieIMBaHIs OTIepaluii alrTOPUTMOB.

Kniouegvie cnosa: anmapaTHas peaqn3anist, KpUITOAITOPUTM, ITapajuIensHas 00padoTka.

Abstract. The problem of increasing the speed of the encryption algorithms for their hardware implementation
using parallel processing of algorithms fragments is considered. The results of analysis and simulation of
hardware implementation of the three encryption algorithms with varying degrees of parallelism are given. The
efficiency of parallelization algorithms operations is estimated.
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BBenenune

B ycnmoBusX TOBBIIIEHUS TNPOU3BOAMTEIBHOCTH BBIYUCIHMTENBHBIX CETEHl aKTyaabHOU
SBJISIETCS MpoOJIeMa 3alMThl TepeaBaeMoil 10 KOMMYHHKAIIMOHHBIM KaHallaM WH(pOpMAIIUH.
HanexxHbIM . CIIOCOOOM 3allUThl SIBJSETCS HIM(POBAHUE IEPEIaBaCMbIX COOOIICHHH C MOMOIIBIO
KPHUIITOTpaUUSCKUX aJrOpuTMOB, NMPOTPAMMHAS peau3anus KOTOPBIX HE Bcerga oOecrevnBacT
HEOOXO/UMYI0  CKOpocTh mM(ppoBaHWs. AmmapaTHas peanu3aiys aJrOPUTMOB  MO3BOJISIET
3HAYUTEJIBHO TOBBICUTH MPOU3BOJIMTEILHOCTh HMIM(POBAHKS, OCOOCHHO B Cilydyae MapajlieabHON
o0pabotku ¢parmenToB anroputma. OgHaKo >PPEKTHBHOCTH pacnapajuleIMBaHUs AITOPUTMOB HE
uccienoBana. HemsBecTHo, Kakue MpeuMyIecTBa U HEJJOCTATKH MOTYT OBITh ITOJYYSHBI B pE3yJIbTaTe
napajieNbHOM peaan3aluy alropuTMOB. A Ha MPAKTHUKE 4acTo TpedyeTcs: Goiee BBICOKas CKOPOCTh
mmdpoBanus uHGopMauu. VIMEHHO B TakMX CIydasx I1€J1eCO00pa3HbIM SIBIISICTCS HCIIOJIB30BAHHE
napauielibHOi 00paboTKu (pparMeHTOB MPUMEHSEMOTO allrOPUTMa MIN(PPOBAHHS.

Hnst  omeHkd SGQPEKTUBHOCTH — pachapajule/IiBaHusl  onepanuii  ObLIM  HCCIIEIO0BAHBI
anmapaTHbIe pean3aliii TPEX U3BECTHBIX, IIMPOKO MPUMEHSIEMbBIX KPUIITOAITOPUTMOB:

— anroput™ CTH34.101.31-2011 [1], u3navansHO nMeBLIMi Ha3Banue Belt [2], a B 2011 roxy
TIPUHATHIN B KauecTBe cTaHaapTa PecrryOnmku bemapycs;

—anroputm AES (Advanced Encryption Standard) [3], sBustomuiicst crangaprom CIIA, u
UCIIONIb3YEMBbIii BO MHOTHX CTPaHaX MHpa;
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—anroput™m ['OCT 28147-89 [4], ObiBmuii B cBoe Bpems crangaprom CCCP, B HacTosIee
BpeMs UCIIONb3yeMbIi B cTpaHax CHI'.

Kparkas xapakTepucTiuka HccjaeayeMbiX aJIropuTMoB

Anroputm 6nouHoro mmppoBanus CTH 34.101.31-2011 paccuutan Ha paboTy ¢ OJIOKOM
JMaHHBIX AMUHOW 128 OWT M miumHON Kimoda 256 OuT. ANTOpPUTM TIpeaycMaTpuBaeT mu(poOBaHUE B
peXuMax MPOCTOM 3aMEHBI, CLEMJICHUS OJIOKOB, TaMMHPOBAaHUS C OOpaTHOH CBsI3bI0 M CUETYUKA.
[TockonbKy OCHOBHBIM SIBIISIETCS PEXHM IPOCTONM 3aMEHBI, TO B HAcCTOsAIEH paboTe uccienoBajcs
TOJIBKO OH. B anropuTMe NpeaycMOTPEHO BBHIMOJHEHHWE BOCHMHU TAaKTOB (PayHIOB), HA KaXXIOM H3
KOTOPBIX HCIIONB3YIOTCS 32-OMTOBBIE KIIOYM MmHU(pOBaHUs, CHOpMHUPOBaHHBIE M3 HCXOMHOTO
256-6utoBoro kioya. Ilpu mudpoBaHuu 0JI0KA JaHHBIX BBIMOIHIIOTCS ONEpalud apu(MeTHIECKOe
CIIO)KCHUE, BHIYUTAHHE, CIOKeHUEe Mo MOd 2, MKIMYECKUIl CIIBUT, MMOJCTAHOBKA C MCIOJIb30BaHHEM
PayHIOBBIX KIIFOUEH MU(QPOBaHUSL.

B o6azoBom amroputme mmdpoBaHUS (PEKUM IPOCTOW 3aMEHBI) = MPEAYCMOTPEHO
MocJeI0BaTeIbHOE BBIIOJHEHNE 12 KOMIUIEKCHBIX omepanuid Hajx OMoKoM AaHHBIX. B pesymbrate
aHajM3a AJIrOpPUTMa BBIABICHBI TE OINEPallH, KOTOPbIE WH(POPMAIMOHHO HE3aBUCHMBI U MOTYT
BBIMOJIHATBCA NapajuienabHo. Eciin BOCHONB30BaThCs HyMepaluen oIepanuid, KOTopas NpHHITA B
1. 4.1.3 cranaapTa, TO OTHOBPEMEHHO MOTYT BBINOIHAThCA oneparu 1 n 2,3 nu4,5u 6,7 u 8.

B anroputme AES pa3smepsl mudpyeMoro 0Jioka ¥ Kio4a ITUQpPOBaHUS MOTYT W3MEHSATHCS,
YTO JOIIyCKAETCSl HCIIOJIb3YeMOM B HEM apXUTEKTYpOH «KBaapaT», Oasupyromeiics Ha HpsSMBIX
peoOpazoBaHusIX MmuUQpyeMoro OI0Ka, MPENCTaBIsIeMOTO B BUAE MaTpuibl OaiitoB. B HacTosmiee
BpeMs B kadecTBe cranjgapta AES mpuHsAT BapuanT anroputMma c pazmepoM mmdpyemoro 0Oioka
128 6ur, mmHoi kmoya 128 6ut m umcnom paysaoB 10. IIudpoBanue mpeaycMaTpuBaeT CEpHUIO
OJHOTHUITHBIX PAyHIOB, HAa Ka)KAOM M3 KOTOPBIX OJIOK mpeobpasyeTcs Kak eauHoe nenoe. Ha kaxmom
payH/ie MPOU3BOIUTCS CIOKEHUE 10 MOIYII0 2 MHU(PyeMOoro OoKa U KIFUYEBOr0 JIeMEHTa payH/a,
32 KOTOPBIM CIEAYeT HeJMHeWHoe mpeoOpa3oBaHre OJ0Ka, BKIIOYAIOIIEE OTEpalyd MOJCTAHOBKH,
LUKINYECKOTO CABUra CTPOK M YMHOKEHHS MATPHLL.

C ToukH 3peHHs BO3MOKHOCTH pachapaieuBanus onepauuii anroput™m AES npenocrasinser
OoJbIIMe BO3MOKHOCTH B CBSI3H C TEM, YTO PSAJA CJIOXKHBIX U TPYAOEMKHUX ONEpaluil Haa MHPpPyeMbIM
OJIOKOM JaHHBIX MOXKET BBINOJHATECA OJHOBPEMEHHO, TIIOCKOJIBKY HH(GOPMALHMOHHO OHH
HE3aBUCHMBL. B yacTHOCTH, apayuielIbHO MOTYT BBIIIOJIHATHCS ONEPALUMH CIIOKEHHUS OJIOKa JAHHBIX C
PayHIOBBIM KJIFOYOM, CIIBHT CTPOK; MOJICTAHOBKA 0ATOB, yMHOXKEHHE MATPHII.

Yro kacaerca anroputma I'OCT 28147-89, To mapasuiesbHOE BBINOJHEHHE ONEpanui
HEBO3MOJXXHO, TIOCKOJIbKY Ha KaXKIOM M3 32-X IMKJIOB QITOPUTMA B KaXIOW U3 MPELyCMOTPEHHBIX B
HEM Olepanui HWCHONB3YIOTCS pe3ylbTarbl 00pa0OTKM JIaHHBIX Ha TMPelbIAylIeM IHKIIE,
pasMenacMble Ha OJTHUX M TEX K€ perucTpax.

Pe3ysbTaThl 3KCIEPUMEHTAIBHBIX HCCIIEI0BAHUI

s cpaBHEHMs XapaKTepUCTUK allapaTHOM peaju3alid pPacCMaTpPUBAaEMbIX aJrOPUTMOB
WCTIOJIB30BAIACH CIIEAYIONIass METOJUKA: JUIl KaXIOro M3 AITOPUTMOB C MOMOIIBIO CHCTEMBI
npoextupoBaHust XILINX ISE Obutn paspabotansl mpoekTsl B 6a3uce mukpocxem Thia FPGA,
MPOU3BOAMIACH UMILIEMEHTAMs poekToB (dtambl Synthesize, Translate, Map), B pe3ynpTare 4dero
MOJTyYEHBI JJAHHBIE O 3aTparax 000py10BaHUs, HEOOXOJUMOTO ISl PEATU3AI[H AITOPUTMOB.

C nomoltrpio Mojeupyrolneid cucteMbl ModelSim BBITIOJHEHO JIOTMYECKOe MOJICIIMPOBAHUE
MIPOEKTOB, PE3YJIbTaThl KOTOPOIO IO3BOJMIIM OIPEIETUTh KOJIMYECTBO TAKTOB, HEOOXOAUMBIX IS
mmdpoBanust omHOTO OJ10Ka HHQOPMAIIHH, & TAKXKE JUTS BHITOTHEHUS OT/ICIBHBIX 3TAIOB alrOPUTMOB.
Jiisi  TpOBEpPKH KOPPEKTHOCTH pa3pa0OTaHHBIX IPOSKTOB MX OTIQAKa W MOJEIMpPOBaHUE
MIPOU3BOJMIIMCH HA TECTOBBIX IIPUMEPAX, B KAUECTBE KOTOPHIX OBLIIM UCIIOJIb30BAHBI:

— st CTB34.101.31-2011 — tecTbl, MoTy4YEeHHBIE OT Pa3pabOTUYUKOB AITOPUTMA;

— mast AES — TecTsl, IpuBeeHHBIE B MPHIIOKEHUAX K OMHCAHMIO cTaHaapTa [3],

— s OCT 28147-89 — Tect, nmpeacTaBleHHBINA B CTaHAapTe [5].

Hdus anroputmoB CTb34.101.31-2011 u AES  Obuio paspaboraHo 1o JBa IPOEKTa,
MpeaycMaTpHUBaroIIHe:
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1) mocnemoBarensHoe BeinoHeHue onepanuit (CTh seq u AES seq),

2) BBIMTOJIHEHHE AITOPUTMOB C HCIIOJIB30BAaHHEM BO3MOKHOCTEH MapayuiesibHOW 00paboTKH
onepanuii (CTB_par u AES_par).

st anroputma 'OCT 2814789 Obin pa3paboTaH TOJIBKO OIMH MPOEKT.

B pesynprare MomenupoBaHUS MPOEKTOB YCTAHOBJICHO KOJHYECTBO TAKTOB, HEOOXOIMMOE
s mmdpoBaHus omHOTO Osioka wH(popMaruu. llomydeHHbIe maHHBIE TpEeACTaBICHBI B TaOu. 1.
[lockonbKy B anropuTMax MCHOJB3YIOTCS OJIOKH pa3nuuHbIX pa3mepoB (128 out B anroputmax CTh
u AES, u 64 6uta B anropurme 'OCT), To mst 60ee KOppPEKTHOTO CpaBHEHHUS IPOU3BOAUTENLHOCTH
HCCIIETyEeMbIX aITOPUTMOB B ITOCIIETHEM CTONONE Tabi. 1 TMpeacTaBIIeHB pe3yabTaThl, IPUBEICHHBIC
K OJIOKY TaHHBIX JUTHHOM 64 OuTa.

Tabmnuua 1. TIpou3BOANTEIbHOCTD AJITOPUTMOB IH(PPOBAHUS

KonmiecTBo TakToB Ha

Pa3zmep Gnoka KonnyecTBo TakToB Ha IIH(poBaHie
Anroputm mmgpoBanne 60ka

JTAaHHBIX, OUT 050Ka TaHHBIX pa3MepoM 64 Oura

JIAHHBIX
CTB seq 128 336 168
CTB_par 128 211 106
AES_seq 128 756 378
AES_par 128 97 49
I'OCT 28147-89 64 129 129

PC3YHI)T3TI)I MOACIIUPOBAHUA NPOCKTOB IMMOKA3bIBAIOT, YTO ITPU MCIIOJIB30BaAHUN HapaHHCHLHOfI
00paboTKH onepanuii anropuTMoB BpeMms muppoBanus s anroputMa CTh cokpamaercs B 1,6 pasa,
a mna amroputMa AES — B 7,7 pasa. Uro xacaerca amroputma ['OCT 28147-89, To ero
OPOU3BOJUTENBHOCTh  Aaxe 0e3  pacnapauieNnuBaHHs  JIMHIb  HE3HAUUTEIbHO  yCTYyHaeT
pacnapaieneHHoMy anroputmy CTh par.

JanHple 0 3aTpaTax ammapaTypbl Ha pealu3aldio- aJlTOPUTMOB, MOJYUYEHHBIE B Pe3yJbTaTe
HUMIUICEMCHTAI COOTBECTCTBYIOIIUX IMPOCKTOB, IIPECACTABJICHLI B Ta6ﬂ. 2.

Tabmuma 2. O0bemMbl 000pyA0BaHMS, HEOOXOAMMOrO JIsl peaTu3aluy aJrOpuTMOB

Asropr Kon-go Slices KomnuectBo Komnnuectso Komnuectso O0BeM l:[‘aMSITI/I,
TPHUITEPOB LUT BRAMs OaiT
CTb seq 750 649 1392 9 288
CTb_par 1070 302 2050 28 896
AES_seq 777 458 1114 5 704
AES_par 2107 504 3461 35 8384
TI'OCT 28147-89 49 233 479 9 160

IMpumevanne k tabu. 2: LUT (look-up table) — noruueckas tabnuia, npeacrasistomas coboii ogHoouroBoe O3Y Ha 16 stueek;
Slice — exuHKIa 060PYIOBaHHS, COCTOSIIAs U3 IBYX TpHITepoB 1 AByx LUT; BRAM — 6ok mamsiti pa3mepom 256 GailTos.

Ecnu mpuBectit HekoTopbie amemeHThl Tabd. 2 (Slices u BRAMS) k Gonee mpocTbiM
3JIEMEHTaM, TO TOJIYYUM TalJl. 3, B KOTOPOH COOTHOILIEHHE 00BEMOB 000PYAOBaHHUS, TPEOYEMOTO IS
peanu3anuy aaropUTMOB C MOCIIEIOBATENBHBIM M NTapaylIeIbHBIM BBITOJTHEHUEM OIEpaliii, yaooHee
JUIS CPABHUTEJIBHOM OLICHKH.

Tabnuua 3. O0beMbl 000py10BaHNS B 6230BBIX YJIEMEHTAX MUKPOCXEM

Anroput™M Kommectso Komriectso O0beM maMsTH, 6aiT
TPHUITEPOB LUT

CTb_seq 2150 2442 2592

CTb_par 3292 4190 8064

AES_seq 2012 4718 1984

AES_par 2696 7675 17344

OcHOBHOE yBeNHYCHHE OOOPYJOBAHHS MMPOMCXOJHMT BCIEACTBHUE PE3KOTO pocTa oObeMa
KOJIMYECTBA 3JIeMeHTOB mamsTh: A anroputma CTh — B 3,1 pa3a (npu yBenuueHHH OBICTPOACHCTBHS
B 1,6 paza), mis anroputma AES — B 8,7 pasa (mpu yBenudeHuu ObICTpojeHcTBUsA B 7,7 pasa).
YBenmuenue koimuectBa TpurrepoB u LUT we Tak Benuko — B 1,4+1,8 pasza.

Ucxons u3 o0beMoB TpeOyemMoro o0OpynoBaHHUS, aITOPUTMBI MOTYT OBITH ammapaTHO
peanu30BaHbl, K IPUMEpPY, Ha MUKpOcXeMax ceMeicTBa Spartan, ykasanHbIX B Ta0m. 4.
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Tabnuua 4. Mukpocxembl ceMmeiicTBa Spartan, Ha KOTOPbIX MOTYT OBITh PeaJli30BaHbI AT OPUTMBbI

Peanusarus Tun MUKPOCXEMBI OpHEeHTHPOBOYHAs CTOMMOCTb
AIrOpUTMa MHKpPOCXEMHI (y.e.)
CTb_seq XC6SL9 nmm ananor 12 +30
CTb par XC6SL16 mm ananor 25+35
AES seq XC6SL9 nnn anamor 30 + 40
AES par XC6SL150 wn aHamor 200
I'OCT 28147-89 XC6SLX4 wmn aHanor 5
3akioueHue

BrlnosHeHHOE HCCIIETOBAaHUE TIO3BOJIMIIO OMPEICIUTh BO3MOXKHOCTH TOBBIIICHUS CKOPOCTH
(TIpOU3BOIUTEIIEHOCTH) PACCMOTPEHHBIX KPUIITOAITOPUTMOB B CITy4ae paciapaieIuBaHUs ONepaiui
MPU WX anmnapaTHON pealu3alny U OLCHUTh COOTHOIICHHUE CBSA3aHHBIX C ATUM 3aTpaT. be3ycioBHo,
pacnapaiienvBaHue orepanuii TpeOyeT WCIONb30BaHus OOJbIIero o0bhema - 000PYAOBaHUS U
MPUMEHEHUs 00JIee MOIIHBIX U, COOTBETCTBEHHO, JOPOIHX MUKPOCXEM.

CpaBuenne pnaHHBIX Tabn. 1 wm 4 TmOKa3pIBaeT, YTO YyBEIWYCHHWE 3aTpaT MPUMEPHO
MIPOTTOPITMOHATHHO TOBHIIIIEHUIO TIPOU3BOAUTEINEHOCTH PACCMOTPEHHBIX aJrOPUTMOB.

ITockonbky BBIOOp JOPOrMX MHKPOCXEM OOYCIIOBJICH, TIJIABHBIM 00pa3oM, OOJbIIUM
KOJMYECTBOM 3JICMCHTOB IMaMATH, TO 3aTpaTbl HA MUKPOCXEMbI MOKXHO CYHICCTBECHHO CHU3UTH IIYTEM
YCTaHOBKH BHEITHHUX 3JIEMEHTOB MAMSTH, CTOUMOCTh KOTOPHIX HE3HAUUTEIbHA.
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