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A vulnerability is defined in the standard as “A weakness of an asset or group of assets that
can be exploited by one or more threats” [1]. Vulnerability management is the process in which
vulnerabilities in are identified and the risks of these vulnerabilities are evaluated. This evaluation
leads to correcting the vulnerabilities and removing the risk or a formal risk acceptance by the
management of an organization (e.g. in case the impact of an attack would be low or the cost of
correction does not outweigh possible damages to the organization) [2].

The increasing growth of cyber-crime and the associated risks are forcing most organizations
to focus more attention on information security. A vulnerability management process should be part of
an organization’s effort to control information security risks. This process will allow an organization
to obtain a continuous overview of vulnerabilities in their IT environment and the risks associated with
them. Only by identifying and mitigating vulnerabilities in the IT environment can an organization
prevent attackers from penetrating their networks and stealing information [3].

Banks that do not maintain vulnerability management program could not comply with
Payment Card Industry Data Security Standards but also place their customers and their data at risk.
There are a number of techniques available to find and to eliminate vulnerabilities and offer increased
level of protection of the private data. A successful and robust vulnerability management requires
incorporation of various security components, the most critical of which are the risk, patch, asset,
change and configuration management. Scanning a system will identify vulnerabilities and weaknesses
that must then be addressed. The paper discusses the content of each component and integration of the
vulnerability management program into the information security program.

NIST recommends that organizations create a group of individuals, called the patch and
vulnerability group (PVG), who are specially tasked to implement the patch and vulnerability
management program [4]. The paper also discusses paper the responsibilities of the PVG members.
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AKTYAJIBHBIE BOITPOCBI PASPABOTKHU, ®OPMUPOBAHUSA U IPUMEHEHUSA
OPIr'AHU3ALIMOHHBIX METOJIOB OBECITEYEHU S HH®OPMAIIMOHHOMN
BE3OIIACHOCTH
B.B. beamen, O.A. Jlyrynikuaa

Pa3zButrne nH(OOPMAIMOHHBIX TEXHOJIOTHHA, UX MPOHUKHOBEHUE BO BCE CEphl 4EIOBEUECKOM
JISSATEIIbHOCTH TPUBOJUT K TOMY, 4TO mpoOieMbl nHpopMmarmonHoi 6e3onacHoct (MbB) ¢ xaxmbim
TOJIOM CTaHOBATCS Bce Ooslee m Ooiee aKTyalbHBIMH, M OJHOBPEMEHHO OoJyiee CIOKHBIMHU.
Texnomorun 06paboTKN WH(GOPMAIIUN HEMPEPHIBHO COBEPIICHCTBYIOTCS, & BMECTE€ C HUIMH MEHSIFOTCS
u Mmeronbl obecneuenns Ub. OprannzanmoHHo-mpaBoBoe obecneuenne Wb mpencraBmser cobOoit
COBOKYITHOCTh pEIIeHHH, 3aKOHOB, HOPMATHBOB, PETJIAMEHTHPYIONIUX KakK OOIIyI0 OpraHH3allHio
paboT mo obecneucHuio Vb, Tak u co3manue, U QYHKIIMOHUPOBAHHE CHCTEM 3allUThl MH(DOpMAaILIUU
(C31M) ©a xoOHKpeTHBIX OOBekTax. OpraHu3anMoOHHBIE MeETOAbl obOecreueHus WMB  HaxomsT
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MIPAKTUUECKOE MPUMEHEHHE B JIEATENILHOCTH PYKOBOJCTBA U MEPCOHATA KOHKPETHOTO MPEANPHUATHS,
Ha KOTOPOM IUIAHHPYIOTCA W TPOBOAATCS MepompusaTuss 1o obecrnedennto Kb  o00BexToB
nH(pOpMAITMOHHOW MH(PPACTPyKTyphl. HegocTaTounast moAroToBKa MepcoHaia OpraHn3annu, ciadoe
3HAHHEe WM HOPMAaTHUBHO-TIPABOBOM 0a3bl MO BompocaM obecreyeHusi 0e30MacHOCTH MOXET CTaTh
MPUYUHONW  YSI3BUMOCTAMH  OKCIDIyaTHPYeMbIX  HH()OPMAIMOHHBIX  cucTeM. [IpuMenenme
OpraHU3aMOHHBIX MeToHOB oOecniedeHms Wb sBiseTcst o0s3aTeNbHON COCTABISIIOIICH 0OecTieUeHMs
Wb nro6oit opranuzanum.

OpranuzanoHHo-TIpaBoBas 0a3a obOecneueHns Wb paszpabaTbiBaeTcsi M ONMUCHIBACTCA NpPU
MPOEKTUPOBAHUH U CO3/aHUH, a Takke mocieayromiei arrectannu C3U nHGOPMAITMOHHONW CHCTEMBI
npennpuarus. ['ocymapctBennoe mnpennpusitue «HUMWM T3W» sBasercas omHOW M3  BEIyIIuX
opranuzanuii PecyOnuku benapyce B oonactu 3amunTsl nHpopMaimu. Bot yxe Gojiee 4eTBEPTH Beka
OIHMM W3 HaNpaBIEHUH AEATeIBHOCTH TocyaapcrtBeHHoro mpemnpusatus «HUW T3W» sBasercs
npoektupoBanue U coznanue C3U, mpenHa3HaueHHBIX IS PEUIeHHs 3a/1ad 3alluThl HHPOPMAIUA B
CaMbIX pa3HbIX HMH(POPMALMOHHBIX CHCTEMax, MpEeJHAa3HAaYCHHBIX M 00paboTKH HHDopManmy,
pacrpocTpaneHue © (WIM) TPEJOCTaBICHHE KOTOPOM OTPaHMYEHO H  HE OTHECEHHOH K
TOCY/IapCTBEHHBIM CEKpETaM, a TaK)K€ aTTEeCTAIlMH TaKUX CHUCTEM B COOTBETCTBHH C JEHCTBYIOIUM
3aKOHOAATENILCTBOM PecryOnuku benapyce.

B nokname mompoOHO mpencTaBiIeHbl OCHOBHBIE JTambl pa3paboTkKu M (QOpMHUpPOBaHUS
JMOKYMEHTAIlH,  PErJIAMEHTHPYIOIIEH  OpraHM3allMOHHBIE  MeTombl  obecmeueHunss Wb u
compooxparomeii C3M  wuHGbOpMAlMOHHON CHCTEMBI TPEONPHUATHS Ha BCeX OJTamax ee
IMPOCKTHUPOBAHUA, CO3AaHUA U aTTCCTAILlUU.

HABBIKH B COEPE HHO®OPMALIMOHHOM BE3OINACHOCTH
T.H. bemsmkas, B.C. Kas3pkoBa

ITo onenkam crienranuctoB, k 2019 r. B Mupe OyzieT He 3alOIHEHO OT | 10 2 MUJIJIMOHOB
BakaHcuii B cepe mHpopmanmonnoit 6e3onacHoctu (MB). Hampumep, B 2015 r. B CIIA 6buto
cBobomHO okono 209000 Bakancuit B cdepe Wb, Takas HexBaTka CHEIHAINCTOB MOXET OBITH
NPUYHHON CACPKUBAHUS Pa3BUTHS JIEKTPOHHOTO OOIIECTBA, B YACTHOCTH, DJICKTPOHHON IKOHOMHUKH.
HccnenoBanue, mposenaeHHoe kommnanuen Intel Security, nmokaszano, 4ro 82% Bcex pecroHICHTOB
(ctpansr: Actpanust, @panuusd, ['epmanus, Uspawns, Anonns, Mekcuka, BenukoOpuranus u CLLA)
yKa3aJld Ha HEXBATKy 3HaHUH B obnactu Vb, DTo HanpsiMyro MpUBOAXUT K 3KOHOMHUUYECKUM 3aTparam y
71 % pecroHeHTOB, TTIaBHBIM 00pa3oM 13-3a OOJbLICH YSI3BUMOCTH OpPraHU3alni Mmepe]] XakepCKUMHU
aTakaMH, a TaKKe B CBSI3U C HEOOXOAMMOCTBIO OIUIaYMBAThH TPy[ creuuanuctoB B cepe b Gonee
BBICOKO. Tak, B yKa3aHHBIX BBILIE CTpaHax 3apa0oTHas miara crenuaiucra B oonactu Ub B 2,7 pasza
BBIIIIE CPEAHEN 110 OTPACIIH.

Brienstor ciieayrolde OCHOBHBIE HAaBBIKH, KOTOPHIMH JIOJDKEH OOJIafaTh CIICIHATIHCT
obmactu Ub. Bo-nepBrIxX, aHaduTH4ECKUE (CIOCOOHOCTh K M3YYEHHIO KOMITBIOTEPHBIX CHCTEM, OLICHKE
NOTEHIHAIBHOTO. - PUCKa W CHOCOOHOCTh TPEMIOKHTH BO3MOXKHOE pelieHue). Bo-BTopsix,
KOMMYHHKAIIMOHHBIE (crieranuct B obmactu UBb nmomkeHn oOyuarh mosib3oBareneld, OOBSICHSST UM
BakHOcTh Wb W cmocoObl 3aluTHl MEPCOHANBHOM M KOMMeEpuYeckod uH(popmaunuu). B-Tperpux,
KpPEeaTuBHOCTH (HEOOXOIMMO NperyraiblBaTh ACHCTBHS KOMIBIOTEPHBIX MPECTYIHUKOB, YTO TpeOyeT
HECTaHJAPTHOTO MBINUIEHHs). B-ueTBepThIX, BHUMATENHHOCTh K JAeTalsiM (3adacTyio yrpo3sl Mb
TPYAHO paclo3HaTh, MO3TOMYy crenuaiuct B oOmactu Wb  pmomkeHn oTcinexuBaTh Jaxke
HE3HAUUTEJIbHbIE M3MEHEHHWS B  HHQOPMALMOHHOM cHCTeMe, NpeABHIS JIOOble,  Jdaxe
HECYIIECTBCHHBIE, MMOTEHIIMAIbHBIC MPoOeMbl). B-misaTeix, 3Hanust B IT chepe (u yrpo3sl, ¥ METO bl
WX TPEJOTBpAIEHUs] MOCTOSTHHO MEHSIOTCS, TO3TOMY HEOOXOAWMO MOCTOSTHHO COBEPIICHCTBOBATH
CBOM 3HAHMS MO TOCIIEAHUM PELICHHSM, 3aKOHOJATENbCTBY, MPAaKTHKaMU M METOAWKaM B 00JacTu
3amuThl HHGOpMaun). B kauecTBe OCHOBHBIX 3JIEMEHTOB 00Opa3oBaTelibHON cucteMsl B o0nactu Ub
paccMaTpUBaeTCsl KJIACCHYECKOE aKaJeMUYecKoe O0pa3oBaHUE, IIpU 3TOM €ro HHTErpanus ¢
NPaKTUYECKOW KOMITOHEHTOH Jydlle MOArOTOBHT Oyaymiero creuuanucta. ljis OLeHKH KadecTBa
noAroToBku crenuanuctos B cepe UMb, Intel Security paspaborana nHTErpupOBaHHBII MOKa3aTeb,
YUUTHIBAIOIIMI pacxoAbl Ha 00pa3oBaHME; NPOrpaMMbl II0 HAayKe, TEXHOJOIMSAM, WH)XEHEPUU U
MaTeMaTHKe; Hajauuue nucuuiuind 1o Ub B By3ax; ucnonb30BaHue NepefoBbIX NpakTuk. Hawryummne
pe3yabTaThl JOCTUTHYTHI TaKUMH cTpaHaMu, kak CILIA u BenukoOpuranusi.
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