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Web Application Architecture can be of various types. Web applications have been developed
on the basis of improvement and complication of web-node functions. Web application extends
functions of a web-node by making it possible for its clients to use business logic and hence to modify
the data on the server. This definition of web applications specifies that it consists of at least three
important architectural components: a client browser, a web server, and an applications server.

Often a web application also uses a database server. A more rigorous definition of a web
application can be as follows: a client/server software system, comprising of at least the following
architectural components: HTML/XML browser on one or more client computers, communicating
with the web server through the HTTP protocol, and the applications server which manages the
business logic.

To detect vulnerabilities in web applications, there are many methods, such as the penetration
testing method, the source code analysis of the application. The penetration testing'method is the most
accessible, since it only requires access to the web application. And such access is available to all
users, if the application is accessible from the Internet.

These methods include the following steps: passive information gathering; definition of the
web environment and platform; port scanning / collection of service banners; automatic scanning;
definition of «weak points» of the resource; manual analysis; collection and analysis of information
received; analysis of attack vectors; confirmation of received vectors; compilation of a report.

To implement the software solution, the Python programming language was chosen. This
choice is conditioned by the fact that all operating systems support this language and there are a great
number of libraries to use. The software solution involves the library for the work with networks and
sub networks of IPv4 (netaddr) protocol, the library for the processing of HTML-markup which helps
to extract data (bs4), and the library for asynchronous processing of web-services (gevent), which
helps to speed up the software performance through the concurrent execution of commands not
sequential.

The program complex functions on following algorithm. On a program input the information
on a target network moves. These data can be presented in the form of the domain of the second level,
a network of IPv4 addresses, the list of domains of the third level, the list of IPv4 addresses.
Depending on the data submitted on_an input the file networkscanner forms the list of not repeating
addresses. The list is transferred to a file portscanner.py which on an exit returns data about open ports
and the office information on network sites and transfers these given to a file report.py. The file
report.py processes the received results and deduces to their user.
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B Hactosimee Bpemsi oHON M3 HamOoJiee aKTYaIbHBIX Yrpo3 B 00NacTH MH()OPMAMOHHON
0e30MacHOCTH SIBIISIETCSl yTeUKa KOH(UIESHIMANBHBIX JaHHBIX OT HECAaHKIIMOHMPOBAHHBIX JIEHCTBUI
corpyaHuKOB. COrIacHO WCCIIeIOBaHMAM 3a MPONUIBIA ron, B Oonee dem 80 % cimydyaeB yTedka
nHGOpPMAITMN B KOMITAHUSAX MPOUCXOAWJIA MO BUHE (WM HEOCTOPOXKHOCTH) MMEHHO BHYTPEHHETO
Hapymuteis. Takum o0pa3om, DLP TeXHOIOTHN CTaHOBATCS HEOTHEMIIEMOU M 00s3aTETLHON YacThIO
KOPHOPATHUBHBIX CHCTEM UH(OPMAIIMOHHON 0€30MaCHOCTH, CYIIECTBEHHO TOBBINIASI YPOBEHb 3aIUTHI
KOH(QUACHIIMAIBHBIX JaHHBIX. JTO OOYCJIOBIEHO €Ie W TeM, YTO OOJbIlas YacTh TPaTUIIMOHHBIX
CPEJICTB 3alllMThl, TAKUX KaK aHTUBUPYCHI, MEKCETEBbIC AKPaHbl M CHCTEMbl ayTeHTH()HKAIMK HE
CIOCOOHBI 00ecnieunTh YPPEKTHBHYIO 3alIUTy OT BHYTPEHHHUX HAPYIIUTEIEH.

OpauM U3 HamOoJiee TEPCIEKTUBHBIX BapuaHTOB pacmupenus (yHkiuonana DLP cucrem
spisiercss uaTerpanus ¢ SIEM texHonoruedt. B cuM0n03e cHCTeMbl B3aUMHO JIOTIONHSIOT JAPYT JApPYyTa.
Kommonentsl DLP-crcTeMBI OCYIIIECTBIIAIOT MOUCK U KiIacCH(DUKALIMIO 3alIuinaeMoi nHGOpMAIUH 110
ycTaHOBJICHHBIM KpuTepusaM. A SIEM  ¢Qopmupyer «emuHoe OKHO» [UIS  aJIMHHHUCTPATOpa
0e30MacHOCTH, B KOTOPOM CBOJSTCS JaHHBIE O BBISBICHHBIX (paiiax, MOJUIekKAIIUX 3allluTe,
TIOITBITKAX JIOCTYIA K HAM, a TAaKKe KOPPEIUPyeTCs TEXHOJIOrHIeckass HHPOpMAIHs, TOCTYaromas OT
OC, CYB/I, cereBoro 060pya0BaHUs U APYTUX UCTOTHUKOB, (DOPMHUPYS IMOTHYIO KAPTUHY COCTOSHHS
WHGOPMAITMOHHOM 0€30MMaCHOCTH B OPTaHU3AIINY.
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Cum6no3 SIEM u DLP MHOrokpatHO NOBHIIIA€T YpOBEHb HH(GOPMALMOHHOW 3allUThI
OpTraHM3aIf{ U YIPOIIaeT paboTy ciayx0Oe Oe30macHOCTH.
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Pa3zButne xommbroTepu3anuu 3apaBooxpaHeHus [1] B bemapycu B mociemaHne TOABI MOXKET
3aMETHTh KaX[Ibli Oesiopyc, U B IEPBYIO OYepenb, B CBOCH MOIUKIMHHKE. IIporpaMMHbIe IPOILYKTHI
(I nns 6enopycckux monukmuHuK ([T mis nomuknuauk, [TIIaM) pa3pabaTeiBaloT B OCHOBHOM
3 MuHCKHX opranm3anuu: 4actHoe 3A0 «Mamcodt» [1], bemopycckuii HEHTp MEOUIIMHCKAX
texHosorui 1 uapopmaruzaumu (benlIMT) [3] u OObenuHeHHBIH HHCTUTYT NPOOIEM MHPOPMATUKU
(OUIIN) [4] AH Pb. IIpu 5TOM 10N MHHCKMX TOJHMKIWHHK, KOMITBIOTEPU3UPOBAHHBIX KaXKIOH
opraHm3almei, IMeeT NMpUMepHo cienyromui sum: «Mancopt» — 35 %, benlIMT — 25 %, OUIIN u
apyrue — 40 %. Bee IIIIgM uMeOT NpUMEpHO OAMHAKOBYIO CTPYKTYPY M PELIAlOT HPUMEPHO
OJIMHAKOBBIM KpYyr 3ajad — aBTOMATH3alWs JAESITeIbHOCTH Bpada, aBTOMATHU3aLUs CTPYKTYPHBIX
nopasaeNeHUH TTONUKIMHUKY (OyXranTepusi, cCHaOKeHUe, CTAaTUCTUKA | JP.).

OpHaKo 3auTa MepCoOHANBHBIX JaHHBIX HManreHToB B [1II1M Bcex pa3paboTINKOB HAXOAUTCS
Ha ypOBHE Pa3TpaHUYEHUs paB JOCTYIA K AAHHBIM U KOHTPOJIS 3@ JOCTYIIOM ITyTE€M aHa/In3a JIOTOB.
B ycnoBuaX Hamuuus B KaXJ0W MUHCKOW MOJUKIMHUKE HEABTOMATU3UPOBAHHON pETUCTPATYphl, TAE
XpaHsaTcs OymaxkHble amMOyJIaTOpHBIE KapThl MAlMEHTOB, BBIIICONMCAHHAS 3allUTa TEPsieT CMBICI:
3a4eM 3JI0YMBILUICHHUKY IPE0I0JIeBaTh CI0KHOCTH AOCTYMA K JIEKTPOHHBIM JaHHBIM, KOT/IA IIPOIIEe
MOJTyYUTHh 3TH JaHHBIE Y HHU3KOOIIAuWBAa€MOro pabOTHHKA PETHUCTpaTyphl MONMMKIMHUKA. B aTmx
YCIIOBUSIX HaJIe)KHasl 3aliTa TIEPCOHABLHBIX JaHHBIX maienToB B [1I11M Oyaer peannzoBaHa TOIBKO
1oCJe BHEAPEHHs OpraHU3alUMOHHBIX MEPOINpPUATHI 10 KOMIBIOTEPU3AlUH CYIIECTBYIOIINX B
TIOJIMKJIMHAKAX PETUCTPATyp ¢ OYMakKHBIMH aMOYJIaTOPHBIMU KapTaMH MallHEHTOB.

Jluteparypa

1. demunos, A.B. Hudopmaruzanmuss  opraHuzanuii  3apaBooxpaHeHus — PecmyOnuku
benapycs // Boripocsr opranmuzanuu 1 nHpopMmaTH3anyu 3upaBooxpanenns / A.B. Jlemunos. — 2014. —
Ne 3. - C. 20-25.

2. «(MAIICODT» — pazpabotka, BHeApeHue U obcayxuBanue 110 [DnexTponHsIi pecypc]. —
Pexxum pocryma:  Www.mapsoft.oy/of AWG-based WDM-PON Architecture with Multicast
Capability. — Tara mocryma: 19.05.2017.

3. bealIMT [DaextponHbiii pecypc]. — Pexxum mocryma: www.belemt.by/. — JlaTa gocryma:
19.05.2017.

4. O0benMHEHHBII WHCTUTYT MNpo0jeM WHPOPMATHKH[DJIEKTPOHHBIH pecypce]. — Pexum
mJocTyma: uiip.bas-net.by/. — JTara mocryma: 19.05.2017.

METOJUKA KATETOPU3AIIMH YSI3BUMOCTE HH®OPMAIIMOHHOM
BE3OINACHOCTHU BJ1l HA OCHOBE AJITOPUTMA KJIACTEPHOI'O AHAJIN3A SOM
2.B. AprembeB

[lonnmanne xapakrepa ysS3BUMOCTEH WH(OPMAIIMOHHOW O€30MacHOCTH HMMEET peIIaroIiee
3HAa4YEeHUE AJIsl aHaju3a Yrpo3, KOTOpble OHU NPEACTAaBISAIOT. B 3HAUMTENB HOH Mepe 3TO Kacaercs
TakuxX WHMOOPMAITMOHHBIX cHCTeM, Kak 0Oa3bl maHHBIX (BJI), KOTOpble WMEIOT psI XapaKTepHBIX
OCOOCHHOCTEW, CBOMCTBEHHBIX XPAHWIIUINAM JAHHBIX: ABOWCTBEHHAs MPUPOAA CHUCTEM YIPaBICHUS
6azamu ganseix (CYB]I), 3aBUCHMOCTH YSI3BUMOCTEH M MEXaHM3MOB YIIPaBICHHS OT NaHHBIX MU
OTMCHIBAIOIIEH MX OPraHU3alWIO0 MOJENH, YIPO3bl JOTMYECKOTO BBIBOJAA, Pa3lMiHas 3HAYMMOCTH
coueTaHMi JaHHBIX. Bee 310 onpepenser cnenuduueckuii xapakrep ysa3BUMOCTEH HH(OPMAIHOHHOM
6esonacaoctu BJI. [lostomy nms moBbimeHUs 3()(EKTUBHOCTH 3alUThl NPH BHIOOpE METOAOB
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