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Abstract. Evaluation of the design reliability of a complex electronic system causes many difficulties. This is a 

consequence of an excessive number of possible technical states of the system. In a number of cases, the number of these 

states and the data volumes for their description is so large that they fall under the notion of Big data. As the result, the 

usual methods of processing such volumes of data are not possible. As a way out of the situation, we propose to use the 

simplification of analysis which is based on the decomposition of the system. 

We have developed software for applying the decomposition method to assess the reliability of electronic security 

systems. It allows you to build a protected object (the building plan with its premises) in an interactive mode with the 

help of a computer, place the components of an electronic security system in the premises, allocate subsystems and per-

form their analysis in terms of the reliability and protection of the premises. 

 

The reliability of a technical system is one of its most important properties. This property 

largely determines the success of the task assigned to the system. Therefore, when designing a tech-

nical system of any functional purpose, the question of predicting the index of its reliability is urgent 

[1]. Such indicator should be considered as the efficiency preservation coefficient Cep or its modifi-

cations [2]. Coefficient Cep in accordance with State Standard 27.002-89 is a generalized name of a 

group of indicators used in various industries and having their own names, designations and defini-

tions [3]. For electronic security systems, it is appropriate to consider the probability of ensuring the 

Би
бл
ио
те
ка

 БГ
УИ
Р

http://www.bsuir.by/online/showpage.jsp?PageID=87155&resID=100229&lang=ru&menuItemID=101547


Третья Международная научно-практическая конференция «BIG DATA and Advanced Analytics. BIG DATA и анализ высокого уровня», 

Минск, Республика Беларусь, 3-4 мая 2017 года 
 

 

140 

security of an object or an individual as such an indicator. The value of this indicator depends on both 

the reliability of the technical devices included in the system, and the probabilities of perception 

and/or the correct threat signals processing. The values of these probabilities are determined by the 

temporary failures of the system's devices, which are the consequence of the external environment 

influence (climatic factors, electromagnetic influences, etc.) on the system and its constituent parts 

[4, 5]. 

To quantify the probability with which the security of an object is ensured, it is necessary to 

consider the possible technical states of the system and to take into account the efficiency coefficients 

corresponding to these states. It is logical to use the probabilities of object protection as the efficiency 

coefficients (provided that the system is in this technical condition). Technical conditions of the sys-

tem are determined by the technical states of the devices included in it [6]. For devices, as a rule, one 

of two states can exist: either inoperative or operable, while for the system as a whole there are many 

states that differ by combinations of operability and inoperability of system devices. Some of these 

states correspond to the state of inoperability of the system as a whole, others - to the state of opera-

bility. Depending on the combination of technical states (operable or inoperative), the functioning 

state of the electronic security system is characterized by different probabilities of object protection, 

or, it is said, different functioning efficiency. 

Estimation of functioning efficiency of a complex electronic security system by considering the 

system as a whole in practice causes many difficulties due to the excessive number of possible tech-

nical states of the system S, which is defined as 

S = 2n ,      (1) 

where n is the total number of technical devices included in the electronic security system. 

For example, in the case when a building contains 30 rooms and the installation of only one 

sensor on each entrance door and on each window (with one window in the room) is available, the 

number of possible technical states of the electronic security system will be 

S = 230+30 ≈ 1,153·1018. 

Which is important, this number takes into account only the sensors but not other devices of the 

electronic security system. 

Considering that dozens of memory  bytes are needed to store data on one technical state of the 

system, the total amount of data necessary to describe all possible technical states of the electronic 

security system can amount to a number that falls under the concept of Big Data [7 ]. 

Thus, the effectiveness of the electronic security system analysis is associated with the exami-

nation of a large amount of data about the system state. In this case it is impossible to process such a 

volume of data by traditional methods. The question arises, what is the way out of this situation, how 

to take into account the large amount of data on possible technical conditions of the electronic security 

system? 

To solve the problem for engineering practice various methods for simplifying the analysis of 

system reliability can be proposed. One of these methods is decomposition [5, 8]. Its essence consists 

in dividing the system under consideration into smaller subsystems, each of which is much easier to 

analyze than the original system. Upon receiving reliability indicators of the subsystems it is relatively 

easy to find the reliability index of the system as a whole. 

For analyzing the reliability of the electronic security system by the decomposition method 

application software was developed at the Information and Computer Systems Design Department of 

BSUIR. Below are the explanations that allow you to get the most general idea of this software. 

The developed software allows to create a plan of the building in an interactive mode, to place 

sensors, video cameras and other security devices on the building premises, to allocate subsystems in 

the initial system on the basis of the composition and interaction of the technical devices of the system 
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consideration, i.e., in fact, perform the decomposition of the system, analyze the effectiveness of the 

of premises protection using the allocated subsystems, determine the efficiency (reliability)  of the 

system as a whole. The probability of the premises protection (with the help of the electronic security 

system) from an offender’s penetration is considered as an indicator of the effectiveness of the func-

tioning of the system. 

Figure 1 depicts the main window of the developed software. The menu bar at the top of the 

window is used to select the user's actions during preparation (configuration) and project execution. 

You can choose to execute a new project and save the results of its development and calculation, or 

open a previously saved project and continue its execution. 

 

Fig. 1. Main window of the software tool 

Figure 2 demonstrates a fragment of a constructed building plan, the premises of which will be 

protected by an electronic security system. 

 

Fig. 2. Fragment of the protected building premises plan 
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The plan of the object (building premises, see Figure 2) is designed by a user with the help of 

the graphical capabilities of the software and the tools provided for editing the plan. 

Figure 3 illustrates one of the options for the user to place sensors and other devices of the 

electronic security system on the built-up plan of the building's premises. 

 

Fig. 3. Example of placement of system devices in the premises of a building 

In Figure 3 the following designations are used: M1 ... M6 - magnetic contact sensors; У1 ... 

У3 - shock sensors; ИК1, ИК2 - infrared motion sensors; ВК1 - video camera; BP - DVR; МП1 - 

microprocessor receiving and monitoring device. 

Figure 4 illustrates the allocation of the subsystem, i.e., the actual implementation of the elec-

tronic security system decomposition. 

 

Fig. 4. Selection of the subsystem from the system devices 
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Let us describe the basic principles of decomposition with reference to electronic security sys-

tems. On the one hand, the subsystems should be distinguished from the condition of counteracting 

the infiltration of the intruder into the building's premises; on the other hand, they should be simple. 

The number of devices in the subsystems should not exceed 4 ... 6 units. The same subsystem device 

can be a part of two or more subsystems, for example, the МП1 device will be a part of all subsystems 

that will include at least one sensor, since the threat signals generated by the sensors arrive for pro-

cessing at the device МП1 - microprocessor- control device. When real projects are implemented, the 

number of allocated subsystems having the same composition of devices and their interaction may 

turn out to be a remarkable number: dozens, sometimes hundreds. 

The electronic security system functioning efficiency indicator (in the form of the probability 

of the object protection Pprot) is relatively simple to be obtained from the results of the subsystems 

performance analysis. 

Thus, the use of complex technical systems decomposition makes it possible to isolate homo-

geneous information (to do system decomposition) from a large amount of data (Big Data) about 

possible technical states of a complex system and keep completing the task by traditional methods. 
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