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Annoranusi. [lpuBeneHa wmeroquka OOHapY)XEHHsS BTOPKEHHH B KOPIIOPATMBHOM HWH(OPMALMOHHOM
cucteme (KMC) mo Ttpem ypomusM. [IpencraBieHbl MOIENM aBTOHOMHOW M CETEBOW CHCTEM OOHApYyKEHHS
Bropkenuit (COB), Bkitouaromue psa KomrnoHeHT. Pa3paborana u BHenpeHa COB Ha 6aze MHCTpyMeHTapus
Snort. B xoze ucciaenoBanuii ObUIM BBIMOJHEHBI 33J]a4d: IOCTPOCHA BUPTyalbHas KoMibloTepHas ceth KUC;
MPOAaHATU3UPOBAaHbl BO3MOXKHBIE €€ YSI3BHMOCTH; HACTpoeHa M mnoarorosieHa k pabore COB mns KHUC
C HWCHOJB30BAHHEM WHTEUIEKTYATbHOTO ToAXona (3HaHWA B BHAC ~TPABWI); MPOM3BEACHA MpPOBEpKa
pabotociocooHocTr COB myTeM MoAeIMpOBaHUs Pa3IMYHBIX aTaK U MX OOHAPYKCHHS.

Kniouesvie crosa: cucrema oOHapy>KeHUS! BTOPXKECHUH, METOIUKA, MOJIENb, IIPABHIIO, KOPIIOPAaTUBHAS CHCTEMA
YIpaBiICHHUS.

Abstract. The methodic of intrusion detection in corporate information systems (CIS) on three levels are done.
Models of autonomic and net intrusion detection systems (IDS) including some components are presented. IDS
on the base of Snort is worked out and used. During its. investigation some tasks were executed: creating the
virtual computer net for CIS, analyzing its possible vulnerability; attuning and preparing IDS for CIS with
intellectual approach (knowledge in rules view); checking of IDS activity during simulation various attacks and
their detection.
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BBeaenue

Cucrema OOHapy)KeHUS BTOP)KEHHUH — TIPOrpaMMHOE WJIM alapaTHOE CPEeCTBO,
MpeIHa3HAaYeHHOe ISl BBISBICHHSA (DAaKTOB HEABTOPH30BAHHOTO JIOCTYNA (BTOPKEHUS WIIM CETEBOU
aTakW) B KOMIBIOTEpHYIO cucteMy wmim ceTh [1]. COB cTaHOBATCS HEOOXOIMMBIM IOMOTHEHHEM
uH(ppacTpyKTYyphl ceTeBoil Oe3omacHocTh. B nmomosneHne k mexcereBbiM dkpanam (Firewall), COB
Y4acTBYIOT B MOHHTOPHHTE ITOJ03PUTENHHON akTUBHOCTH. OHU MOTYT OOHApYKUTh aTaKyIOIIHX,
kotopeie oOomuu Firewall, u cdopmupoBats order 00 3TOM aJMHUHUCTPATOPY CETH,
KOTOPBIN MPEIPUMET JajIbHEHUIINE MIard MO MPEIOTBPAIICHUI0 aTakd. TeXHOJIOrHMH OOHAPYKCHHS
MMPOHUKHOBEHUI HE JIENIal0T CUCTEMY a0COIIOTHO OE30IacHOM, TEM HE MEHee MPAaKTUYeCKas I10JIb3a
COB HeocnopuMa.

PocTt yrpo3 BTopxeHuil BeI3bIBACT HEOOXOUMOCTh COBEPIICHCTBOBAHMUS IIOIX00B U METO/I0B
obOecrniedyeHus: MHOOPMAIIMOHHON 0€30MaCHOCTH B Cpelax OOJAYHBIX BBIYMCICHHH, TOWCKAa HOBBIX
peunieHnii B oOmactu co3maHus cucteM 3amuThl uHpopMaruu (C3U). Bmecte ¢ TpaauInOHHBIMU
CPEICTBAMH 3alllUThl, TAKUMH KaK aHTHBHPYCHI, JIETCKTOPhI YS3BUMOCTEH, MEKCETEBbIC 3KpaHbl W
JNETEKTOPbl  BTOP)KEHUH, NPHUMEHSIOTCS CpEACTBa aBTOMATH3allMM  3alllUThl, BKJIFOYAIOIIUE
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KOPPENATOpbl COOBITHH, NpPOrpaMMbl OOHOBICHHMH, CpEACTBA ayTEeHTU(UKALMK, ABTOPHU3ALUU U
aJMUHHCTPHUPOBAHNUS, CUCTEMBI yIpaBiieHus: puckamu. Mutemnexkryansabie C3U mis oOHapyKeHHS
BTOP)KEHU B Ka4eCTBE MHTEIUIEKTYaJhbHOTO MHCTPYMEHTA WCIONB3YIOT HEHPOHHBIE CETH, CHCTEMBI
HEUYCTKOM JIOTUKH U SKCIIEPTHBIC CCTeMBI [3].

MeTtoauka U MojeJ I 00HAPY KeHUs BTOP:KeHU I

Memoouxka pabomut no yposusam. Paccmorpum mogenmn COB st paznmuansix yposaeir KUC,
UX JIOCTOMHCTBA U Henmoctatku [1, 2]. Cucrembl 0OHapy)KeHHUS aTak MPUKIAJIHOTO YPOBHS COOMpArOT
W aHAIM3UPYIOT WHPOPMAIHMIO OT KOHKPETHBIX MPHJIOKEHWH, HalpHMep, OT CUCTEM YIpaBIICHHS
0a3aMu IaHHBIX, BEO-CEPBEPOB WM MEKCETEBBIX 3KpaHOB. JlOCTOMHCTBa 3TOr0 MNOAXONA: OH
M03BOJISIET OOHAPYKUBATh aTaky, IIPOILYCKAaeMble CPEACTBAMM, KOTOPbIE (YHKLMOHUPYIOT Ha APYTHX
YPOBHSIX, CHU3HUTh TPEOOBaHMS K pecypcaMm 3a cyeT KOHTPOJIS He BCeX MPUIIOKEHHH, a TOJIBKO OHOTO
n3 HUX. Hepocrarku: ysA3BMMOCTM MNPHKJIAQAHOTO YPOBHA MOTYT TIOZOpBaTh  IOBEpHE
K OOHapyKeHMI0O aTaKk Ha J[aHHOM YpPOBHE; aTaky, IPOBOAMMBIE Ha HW)KHHX YPOBHSX CETH
u oneparrioHHoi cuctemsl (OC), 0CTalOTCS 3a MpejieaMu PACCMOTPEHHS TaHHBIX CPEICTB.

Cuctembl oOHapyxeHusi BTopkeHuil ypoBHs OC coOHparoT ¥ aHaJU3UPYIOT HH(OpPMAIHIO,
OTPAXKAIOILYIO €€ NESITENbHOCTh B (popMe KypHAJIOB perucrpauuu. JJocTOMHCTBA MOAX04a: CUCTEMBI
JAHHOTO KJlacca MOTYT KOHTPOJMPOBATh NOCTYN K MH(OpMAalMu B BUAE «KTO IMOMYYHI IOCTYII
W K KakuM pecypcam»; TMOSBISIETCS BO3MOXHOCTH OTOOPKEHHs aHOMAalbHOM JAeATelIbHOCTH
KOHKPETHOT'O HOJIb30BATENsl AT JIF000T0 MIPUIIOXKEHUS, OTCICKUBAHNA U3MEHEHUH PEXUMOB PabOTBhI,
CBSI3aHHBIX CO 3JIOYNOTpEOJNeHUSMHU, paboTa B CETEBOM OKPYKEHHH, B KOTOPOM HCHOJb3YeTCs
mmdposanue. [losBiseTcss cnocoOHOCTH paboTaTh B KOMMYTHUPYEMBIX CETSX W BO3MOXKHOCTD
KOHTPOJISI KOHKPETHOI'O y37la, IOATBEPKACHUE «YCHEWIHOCTH» WM «HEYOAayHOCTH» AaTakHy,
oOHapyXeHre aTak, IPOIyCKaeMbIX CPEACTBaMH, (YHKIIMOHMPYIOLUIMMHU Ha IPYTOM YPOBHE, a TaKXKe
BO3MOYXHOCTb MIPOBEJICHHS aBTOHOMHOT'O aHAJIN3A.

Henocratku moaxoga: ySA3BUMOCTH TPHUKIAJAHOTO YpPOBHS MOTYT TIOAOpPBaTh JIOBEpHE
K 0OHapy»XEHHIO aTaK Ha 3TOM YPOBHE; aTaK{, IPOBOJUMBIC Ha HIDKHUX MIIM OoJiee BHICOKMX YPOBHSX,
OCTAalOTCSI 32 TpefefiaMHd  PacCMOTPEHHs = JaHHBIX CPEICTB; 3allyCK MEXaHU3MOB  ayAuTa
Ui (UKCUPOBAaHUSI BCEX JICHCTBHH B IKypHaJaX pPErHCTpalMl MOXKET MOTPeOOBaTh BBIICICHUS
JNONOJIHUTENBHBIX ~ PECYpCOB;  METOXA  3aBUCHT  OT  KOHKPETHOM  minardopmbl;  Pacxombl
Ha SKCIUTyaTalMIo W YIpaBJICHUE MpoLieccoM OOHapyxeHus atak ypoBHs OC BbllIe, YeM IPH OPYTHX
MOJIXOJIaX; CPE/CTBA JIaHHOTO Kilacca HEMpPUMEHUMBI JJisi OOHApY)KEHHs aTaKk Ha MapIIpyTH3aTOPbI
U JIpyroe cereBoe 00OpyIOBaHWE; MPH HENOCTATKE AAHHBIX 3TH CHCTEMBI MOIYT «IIPOITyCKaTh)
OT/ENbHBIC ATAKH.

CucrteMbl OOHapy)KeHHsI BTOPKEHHI YpPOBHS CETH COOHMparoT HHPOPMALMIO U3 CETEBOTO
Tpaduka. BBIMOTHATBCS OTH CUCTEMBI MOTYT KaK Ha OOBIYHBIX KOMIBIOTEpax, Tak
n Ha crnenuanmsupoBanHbix (Cisco IDS, AirDefense Server Appliance) nnmu HHTErpupyroTCs
B Mapupytuzatopsl win kommyrtatopsl (Cisco IOS Firewall Feature Set, Cisco IDS blade, Cisco
Catalyst 6500 IDS Module). B mepBbix nBYX cilydasx aHaluzupyemas HHPOpMAIUs coOUpaeTcs
MOCPEJICTBOM 3aXBaTa W aHajW3a IAKeTOB, NPH 3TOM OOpallleHHe K CEeTEeBbIM HHTepdeiicam
OCYILIECTBIISICTCS] B OECIIOPSAA0YHOM (Promiscuous) pexxume .

Hocronncrea COB: naHHBIE TOCTYMalOT 03 KaKUX-TM00 CICHUATBHBIX TPeOOBaHHUU Jis
MEXaHWU3MOB ayJIUTa, HWCIOJIb30BaHHE CHUCTEM HE OKa3blBaeT BJIMSHUS Ha WCTOYHHWKH JIAHHBIX.
CucrteMbl MOTYT KOHTPOJMPOBaTh U OOHApy>KUBAaThb CIEIbl aTakd THUIA «OTKa3 B OOCIYXHUBAHUU»
U OJHOBpEeMEHHO O0oJjbiroe yucio y3noB ceTd. COB MMET HM3KYI0 CTOMMOCThH 3KCIUTyaTalluH,
XapaKTePU3YIOTCS TPYIHOCTBIO CKPBITHSI CIIEJOB JUIs 3JIOYMBIIUICHHUKA, OOHAPYKHBAIOT aTakd B
peambHOM MacmTabe BpeMEHM M HOAO3pHTENbHBIE coObTHs. MM mpucyme oOHapykeHHE aTak,
MPOMYCKaeMbIX CpeACTBaMH, (YHKIMOHMPYIOIIMMH Ha JPYTUX YPOBHSAX, HE3aBHCUMOCTH OT
rcnoip3yeMbix B opraam3anny OC ¥ MPUKIagHOTO MPOrPaMMHOTO 00eCIeYeHNsI.

Hemocratrku COB: ataku, peanuszyeMmble Ha Ooyiee BBICOKMX YPOBHSIX, OCTarOTCS
3a IpeAe’IaMyu PacCMOTPEHHUS! NAaHHBIX CPEICTB; CUCTEMBI JAHHOIO Kilacca HENPHUMEHUMBI B CETSIX,
WCTIONB3YIONIMX KaHallbHOE W TpuKIagHoe mudpoBaHue; cucteMbl Hed(D(hEKTHBHO paboTaroT
B KOMMYTHPYEMBIX CETSX; CYIIECTBEHHO 3aBUCIT OT KOHKPETHBIX CETEBBIX MPOTOKOJIOB; MOIXOIBI
K MOHUTOPHHIY Ha CETEBOM YPOBHE HE MOTYT PadOTaTh Ha BEICOKMX CKOPOCTSIX.
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Mooenu. Bce cucteMbl OOHAapyXEHHS aTak MOXKHO pa3JelIuTh Ha [BE KaTerOpHH —
ABTOHOMHBIC W KIHCHT-cepBepHble cucTeMbl [1, 2]. IlepBble BBIMONHSAIOT cOOp HHGOPMAIHH,
€e aHaJIN3 W pearupoBaHue Ha OJHOM KoMIbioTepe. CHCTEMbI BTOPOI KATErOpUU CTPOSTCS 10 HHOMY
npuHOHIy. B Hanbosee KpUTHYHBIX TOYKAX KOPIOPATUBHON CETH YCTAaHABIUBAIOTCS ar€HTHI CHCTEMBI
oOHapyxeHUs: atak (MOJIYJIM CIEXKCHHs, CCHCOPBI), KOTOphIC OTBEUAIOT 34 BBISBICHHE aTak
W peardpoBaHUe Ha HUX. Bce ympaBiieHHWe OCYIIECTBISETCS C IEHTPAIbHON KOHCOIH, Ha KOTOPYIO
TaKXe TepelaloTcs BCe CUTHANBI TPeBOr'H. MoJielib aBTOHOMHOW CHCTEMbI OOHAPYKEHUsI aTak MOXKET
ObITh MpeacTaBicHa koptexxem MIDSa = (IM, MM, WH, KB, MID, GI, MR), tae IM — Moyns paboTs
C FICTOYHUKOM HH(OPMAINH, OTBEYAET 32 B3AaUMOJIEHCTBHE C JKypHAIOM PETHCTPAIH, CETEBON KapTOu
i siipoM OC /115 TIONYYeHHUS JAHHBIX, HA OCHOBE KOTOPBIX JIENACTCS BHIBOJI O HATMYHMHI WA OTCYTCTBUU
araxy; MM — Monynb ynpaBiieHus!, CIIY>KUT I YIPaBJIeHHs KOMIIOHEHTaMH CHCTEMbI OOHApYKEHHST aTaK
n obecrieyeHusi B3auMoOJCHCTBUsI Mexny Humu, WH — XpaHuwnwine NaHHBIX, SBISICTCS SKypPHAIOM
PETHCTpAIMK, B KOTOPOM COJICPYKUTCS MH(POpMAIHS O 3aMKCHPOBAHHBIX aTakaX W TOMO3PUTEITHHBIX
coObrTusix; KB — 0asa 3HaHWiL, MOXET OBITh KakK JIOKAJIBHOW, TaK U KIIMCHT-CEPBEPHOM, COICPIKUT
uH(opMAaIKIO, Ha OCHOBAaHUH KOTOPOH MPUHUMAETCS PEILICHHE O TOM, 3a(pUKCHpOBaHa JIK aTaka B 3aMUCsIX
BBIOPAHHOTO MCTOYHUKA VWJIM HET. B 3aBUCHMOCTH OT UCIONB3yEeMbIX METO/IOB aHAIM3a 3Ta 0a3a 3HAHUIA
MOXKET XPaHWUTh CUTHATYpBI aTak WM mpoduiu mons3oBareneid u T. A.; MID — Momynb oOHapy:KeHust
aTrax, BBINIONHSET COMNOCTaBJeHHE TpaBui Oa3bl 3HAHWN C 3aMUCSAMH BBHIOPAHHOTO HCTOYHHUKA;
Gl — rpadwuueckuit mHTepdeiic, obmekaeT BCIO PabOTy CHUCTEMBI OOHApPYXXEHHS aTaKk B YHAOOHYIO
it agMuHACTpartopa  Qopmy. Ilpm momormm rpadmdeckoro wmHTEpdeiica OCYIIECTBISICTCS Kak
yIIpaBJeHUE, TaK U cOOp MH(POPMALIH OT BCEX KOMIIOHEHTOB CHCTEMBI OOHapy keHus arak; MR — Moaynb
pearupoBaHusl, OMOBEIACT O BTOPYKEHHHU U 3aITHChIBACT €r0 B XKypHAJ peructpanun. B ToM crydae, ecinu
cHcTeMa OOHApY)KEHHUS aTak MOCTPOCHA KaK aBTOHOMHBIN arcHT, TO BCE YKa3aHHbIC MOJYJIN HAXOJSITCS
Ha OIHOM KOMIIBIOTEPE.

Ecnu cucrema pa3zpaboTaHa ¢ y4eTOM apXHTEKTYPBL «KIUEHT-CEPBEP», TO B HEH BBIIEISIOTCS
JIBa OCHOBHBIX YPOBHsI — ceHcop (Sensor) u koHcouss (console). Cencop oTBeuaer 3a oOHapy)KeHHE
W pearmpoBaHHWE Ha arakd, a TaKKe 3a  [epefadyy CBeIACHUH 00 0oOHapyKEHHBIX
HECaHKIIMOHUPOBAHHBIX ACHCTBHAX Ha KOHCOJB YIpaBicHUS. Mojaenb CHCTEMBI OOHAPYKCHHUS aTak
MoXxeT ObITh npezcTaBieHa kopreskem MIDSs = (MS, MC), rae MS — monens cercopa; MC — mozeins
KOHCOJM. MoJIesTb CeHcopa npeacTaBuM B Bujae meerepku: MS = (IM, MM, WH, KB, MID, MR).

CeHcop O0OBIYHO 3amycKaeTcs Ha KOMIBIOTepe Kak cepBuc wium daemon u paboraer
KpyriiocyTouHo. [TockoNbKy OMOBEIEHHe 00 aTakax MepelacTcss CEHCOPOM Ha KOHCOJb, TO MOJYJb
rpadudeckoro uHTEepdelica, OTOOpaKarOIMUN 3TH JaHHBIE, B CEHCOpe OTCcyTcTByeT. KoHCOmb
nmpeqHa3HadeHa Ui YIpaBIGHUS CceHcopamMu M cOopa wuHGOpPMAalMM OT BCEX CEHCOPOB,
MOIKTIOUEHHBIX K Hell. Ee Momenb npepcrasum B Buae Tpoiiku: MC = (MM, WH, GI).

OnHa KOHCONb MOXKET KOOPJMHUPOBATH OOJBIIOE YHCIIO CEHCOPOB, TAaK K& KaK U CEHCOP
MOET TOChUIATh WH(OpMAIMIO cpa3y Ha HECKOJBKO KOHCOJICH, peayin3ys HX pe3epBUPOBAHUE.
Ilo Ttakomy mpunHIUIy mocTpoeHbl cucteMbl RealSecure Network Sensor m Cisco IDS. [lns Toro
YTOOBI JIBe KOHCOJIM OHOBPEMEHHO HE CMOTJIH M3MEHSTh HACTPOWKH YIAIEHHOTO CEHCOPa, OJHOM 13
HUX TPUCBAMBACTCS CrCNUANbHBIN cTaryc. TOJNLKO KOHCOJIM, HMEKOIIEH yKa3aHHBIA CTaTyC,
MPEOCTaBICHO MPABO HAa M3MEHEHHE KOH(MUTYpAIlMd CEHCOPOB U BBIOJHEHWE HAJ HUMH JPYTUX
ornepaiiii. B ocHOBe 1aHHOTO MeXaHW3Ma JiesKaT MPUHIIHITBL, TIOX0KUE Ha 3JI0KEHHBIE B MEKCETEBOM
skpan Check Point Firewall, cormacHo KOTOpbIM B OAMH MOMEHT BpPEMEHM TOJBKO OJHUH
AJMMHUCTPATOP MOXET TMOJAKIIOUUTBCS K MEKCETeBOMY OJKpaHy ¢ mnpaBamu Read/Write. Bce
OCTaJIbHBIE a]MHHUCTPATOPHI PA0OTAIOT HCKITIOYUTENBHO B pexnmMe Read.

B xpaHunuiie JOaHHBIX COJEPXKHUTCS WHPOpMAIWs, TMOJyYeHHAss OT BCEX CEHCOPOB,
Ha KOHCOJM OTCYTCTBYIOT MOJAYJM, OTBEYAIOIIME 3a TIOJIy4YeHHE JaHHBIX W3 HCTOYHUKOB
WHPOPMAIIUK, WX aHAIW3 W pearupoBaHKe Ha aTaku. Bce mepeuunciieHHble (QYHKIIMK BO3JIOKEHBI Ha
ceHcopsl. CrienaHo 3T0 ¢ TOH 1IeJbI0, YTOOBI B CIy4ae BBIXOAA M3 CTPOsI KOHCOJIM WM KaHajla CBS3U
MEX]y KOHCOJIBIO M CEHCOpOM (PYHKIIMOHMPOBAHHE MOCIEIHUX HUKaK Obl He HapylIaiock. B atom
cllydae CEHCOPBI MPOJIOKAIOT PadoTaTh B aBTOHOMHOM PEXUME, TIO-TIPEKHEMY OOHApPYKUBasi aTaKu
W pearupys Ha HUX. Kak TOJIbKO COeIMHEHHE C KOHCOJIbIO BOCCTAHABIMBAETCS, CEHCOPHI MMOCHUIAIOT
€l BCI0 HaKOIUIEHHYIO HH()OpMALHIO.
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MogaeanpoBaHue CUCTEMbI BbISIBJIEHUE BTOPKEHUIt

Kongueypuposanue cucmemsl. PaccMOTpUM pean3alivio BBILICTIPUBEICHHBIX METOAOB
u Mozeneil B cereBoil crpykrype. lms momenmupoBanus COB Opmia co3maHa ceTh M3 HECKOJIBKHX
BUpTyanbHbIX MamuH (BM), Ha Hux ycranoBinensl OC Windows u Linux. PaccmoTpuM mormraroBo
9Tanbl MOAEIMPOBAHMS CETH C  HCIOJB30BAHMEM BBIOPAHHOTO IPOIPAaMMHOIO  CpPEACTBa
Buptyanusanun — npoaykt VMware Workstation [3]. [lannast mporpamma kommanuu VMware
VMware Workstation no3soxnsier ycraHoButs Ha BM Gonee 200 pasnuunbix TunoB OC, B ymcie
kotopeix DOS, Windows, Linux, FreeBSD, Netware, Solaris u Virtual Appliances [3]. Takxe B
JAHHOM IIPOrpaMMHOM pELIEHHH IPEeAyCMOTPEH YAOOHBIH NEPEeHOC BUPTYANbHOM MAIIMHBI Ha
00y cpely BUpTyanm3anuu oT kKommanuum VMware (mampumep, vSphere wam ESXi), uro
MO3BOJISIET MPOTECTUPOBATH BO3MOXKHOCTH MPOBEPSIEMOro OOBbEKTa Ha OONBLIMX MOIJHOCTSX IO
CpPaBHEHUIO CO CTAHIAPTHON KIIMEHTCKON pabodel cTaHITuEH.

Co3maeM KJIMEHTCKHI MepCOHABHBIN KoMbioTep o ynpasiaeanem OC Windows 7 (xaee —
BM 1). Beibupaem kondurypamuro Custom gus  Oonee  3PQEKTHBHOIO  paclpeneieHus
W HUCTIONIb30BAHUS PECYPCOB JIOKATBLHON pabouell cTaHIWK, yKa3plBaeM ammapaTHYI COBMECTUMOCTD
cozmaBaemoit BM ¢ npyrumu npogykramu VMware. OnpezensieM MECTO HITH YCTPOMCTBO, C KOTOPOTO
Oyzaer mpou3BoauThesi ycraHoBKa OC. DTo BO3MOKHO Kak ¢ BHEUIHErO MPHBOAA KOMIIBIOTEPA, Tak
1 13 00pasa Ha KECTKOM JHcKe. YKaspiBaeTcsi uMs rocreBoit OC u Tul 3arpy3ounoro aucka. [Tocie
9TOro KoH¢urypupyercs: npoueccop. Jnst crabmibHOro (yHKUMOHUPOBAHUS CHCTEMBI JTOCTATOYHO
OJTHOTO IBYXbSICPHOTO IpOLIECCcOpa.

CrenyronyM MyHKTOM YCTaHOBKH HJET OIpe/efieHne 00beMa OIepaTUBHON NaMaTH padouei
CTAQHIMM. YUHUTHIBas MHHHMAalbHbIC CUCTeMHble TpeOGoBanus Windows 7 wu wmemd mpoBeaeHHUs
WCTIBITaHUH, 00BEM MaMATH C PEKOMEHAYeMOro MHHMMyMa Obl- momHsT no 2 I'6. YkaspiBaeMm
KOHTPOJIIEpHl BBOJA/BBIBOJA (BHIOMpPAaeM PEKOMEHIYEMbIE), THI KECTKOTO AHCKa M €ro O0beM.
Paznenum BUpPTyasibHBIA AUCK Ha HECKOJBKO (hailyioB, HTOOBI yHPOCTUTH TiepeMerienne BM ¢ oaHoi
JIOKaJNbHON paboueld craHuumu Ha Apyrywoo. llomyuenHas koHurypauus MOXeT OBITh HW3MEHEHa
HETIOCPEACTBEHHO TMepel] OKOHYATENHbHBIM 3aBEpIIEHHEM CO3[aHus TECTOBOTO CTEeHIa. MOXKHO
yIQIUTh MPUHTEP WM 3BYKOBYIO KapTy, NepepactpeicinTh BbIICICHHBIE PeCypchl W A00aBUThH
HOBBIE YCTPOUCTBA.

AHanoruuHeIM 00pa3oM CO3IaHbl €lie ABE BUPTyalbHblE MAaIIMHBI MO yrpasieHueM OC
Debian. Oxna cucrema OyneT HCIOABb30BAThCS HEMOCpPeACTBEHHO st (pyHkumoHupoBanus COB
Snort (manee — BM2), a Bropas OyzAeT mnpeamnonaraéMblM aTakylOIUM C YCTAHOBJICHHBIM
muctpubytiBom Kali Linux 2017.1 (manee — BM 3). IIponuiieM HaCTPOHKH CETH Ha Kaxaoi BM,
YTOOBl OHM MOTJIM B3aUMOJCHCTBOBATH JPYr ¢ Apyrom. IP-agpeca ObulM Ha3HAYEHBI COTJIACHO
Tabmure.

CooTBeTCTBHE MEKAYy BUPTyaJIbHBIMUA MallIMHAMHU U IP-azlpecaMu

BupryanbHas
N OmnepanunoHHas cuctemMa IP-anpec Macka nozacetu
BM 1 Windows 7 x64 Ultimate 192.168.17.128 255.255.255.0
BM2 Debian 8.7.1 192.168.17.151 255.255.255.0
BM 3 Kali Linux 2017.1 192.168.17.136 255.255.255.0

s mpaBuwibHOrO (YHKUMOHUPOBaHUS M KoppekTHOH ycranoBkun COB Snort mpoBoaurcs
HacTpoiika BM myrem BbemonHeHus psinpa koman. Co3maeM CTPYKTYpY MamoK Ui pa3MemeHHs
KoH(purypanuu Snort, HoBble (alibl JUIS «YEPHBIX» U «OCJIbIX» CIUCKOB U JIOKAJIBHBIX MPaBUII,
M3MEHSeM NpaBHWja JIOCTylla K HOBBIM JUPEKTOPHSIM W KOHMHPYEeM KOH(MHUTYpalMOHHBIC (aiiiibl
Y3 TUPEKTOPUH, B KOTOPYIO MBI 3aTpy3HIIH HX.

Ilpasuna ons COB. Snort npeyiaraet 3 nakera MpaBUIl: MIPaBHIIa JJIs COOOIIECTBa, MpaBUIa
JUTS 3apETHCTPUPOBAHHBIX ITOJIB30BATENed W TpaBWia I TMOANMCYHMKOB. 3arpy3ka M YCTaHOBKa
MpaBWJI JiIsi  COOOIIECTBa OCYIIECTBISIETCS KOMaHJAMHU. 3arpy3ka H yCTaHOBKA IPaBUII
JUIs1 COOOIIECTBA OCYIIECTBISIETCS CIEIYIOIMMH KOMaH/AaMU:

— wget https://www.snort.org/rules/community -O ~/community.tar.gz;

— sudo tar -xvf ~/community.tar.gz -C ~/;

— sudo cp ~/community-rules/* /etc/snort/rules;
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—sudo sed -i 's/include \$RULE\_PATH/#include \$SRULE\ PATHY/" /etc /snort/snort.conf.

Jlnst 3arpy3ku npaBuit (3aperuCcTpUPOBAHHBIC TTOJIb30BATENH) UCTIOIB3YIOTCS KOMAH/IbI:

—wget https://www.snort.org/rules/snortrules-snapshot-2976.tar.gz?oink-code=<oinkcode> -
O ~/registered.tar.gz;

— sudo tar -xvf ~/registered.tar.gz -C /etc/snort.

Kax Tonpko Bce KoHGUTYparmoHHbie (haiinsl U (paiiisl paBUil CYOPMHUPOBAHEI, POIIMCHIBAEM
OyTH K HUM B KOH(purypauunonHom daiine snort.conf u ocymiectBosieM mnepBblii 3amyck. st 3Toro
OTKPBIBAEM BHIILICYKa3aHHBIHN (paii U penakTUpyeM IyTH K IpaBUiIaM:

— sudo nano /etc/snort/snort.conf;

—var RULE_PATH rules;

—var SO_RULE_PATH so_rules;

—var PREPROC_RULE_PATH preproc_rules;

—var WHITE_LIST_PATH /etc/snort/rules;

—var BLACK_LIST_PATH /etc/snort/rules;

—include SRULE_PATH/local.rules.

[Mpuctynaem k TecToBoMy 3amycky Snort. Jlnst 3TOro HY)XHO BBINOJHUTH  CIEIYIONIYIO
komanmy: sudo snort -T -C /etc/snort/snort.conf.

Knroun 3amycka COB MHOrooOpa3Hbl, KaXIblli MOMXXET HW3MEHSTH HACTpOWKH (aiina
snort.conf. Snort MoskeT ObITH 3aIMyIIEeH B Y€THIPEX PEKUMAX:

1 Pexxum caHuddepa — mepexsBar U YTEHHE MAKETOB M3 CETH M OTOOpa)KCHHWE MX HA JKpaHE
B BUJIC TIPOJIOJDKUTEIHLHOTO [TOTOKA B KOHCOJTH.

2. PexxviM MakeTHOTO JKYPHATMPOBAHUS — YTEHUE TIAKETOB M3 CETH W 3aIUCh WX HA JIUCK B TaK
Has3bIiBaeMbIi |0g-¢aii.

3. OOHapy>keHre BTOpKEHUH — SNOrt aHamu3upyeT ceTeBoi TpaduK U BHIIOIHAET KaKHe-TH00
ﬂeﬁCTBHH B 3aBUCHUMOCTH OT BHUJa aTak.

4. Pexxum paboTel coBmecTHo ¢ MCD iptables.

Hacmpotika u mecmuposanue. Hactpoum MCD mns B3aumopeiictBus co Snort [4].
PaccMoTpuM 0JJHO M3 CYIIECTBYIOIIMX aHOMAaJbHBIX HpaBwi. [IpennonokuM, 4To 370yMBIIUIEHHUK
eI BBISBUTH YS3BHUMOCTH KOMITHIOTEPOB CETH TIyTEM CKAHUPOBAHHUS WX IIOPTOB. Y THIIUTOH C
TaKUMH BO3MOXKHOCTSIMH ~ sSIBIIIeTCSs Nmap,  KOTopas TpeJHa3HadyeHa i HACTPanBaeMoOro
ckanupoBaHnus [P-cerell ¢ m00OBIM KOJIHMYECTBOM 00BeKTOB. [l mpoBepku padboTocnocodonoctn COB
MIPOCKaHUPYEM KOMIIbIOTEp ¢ ip-agpecoM 192.168.17.151 «ueBuaumbim» FIN metomom. st sToro
BBeleM KomaHay nmap -SF 192.168.17.151. Ilocne mpocmotpa (aiima alert ¢ mpemynpexIeHUIME
obHapyxuBaeM, 4ro COB o0OHapyxuiaa ckaHHpOBaHHE TIOPTOB C ykazanueM |IP-agpecos
CKaHUPYIOUICH M CKaHUPyeMOW MaimuHbl. Takke B 3ToM (haiijie yka3aHa CChLJIKA Ha CalT
C TOApOOHBIM oOmMcaHWe aTaku. llpaBuia, oTBedaromiye 3a BBIABICHHE aTakK, CBS3aHHBIX
CO CKaHHMPOBaHUEM IOPTOB, XPAHATCS B daiine «scan.rulesy.

Huns tecrupoBannsi COB Ha mpeAnpusTHU TIepeHeceM CO3JJaHHYIO0 paHee CEeTh M3 HeCKOJIbKUX
BM Ha BuUpTyaibHBIN cepBep, pa3BepHYThIH Ha Oa3e mporpammuoro mpoaykra VMware vSphere.
OcHoBHast 007acTh mpuMeHeHust VSphere — miardopma BUPTyaIH3aliy il 00JauHbIX BEIYMCIICHH.
HeCMOTpH Ha 93TO, )Z[aHHLIP'I MPOAYKT TaKKC NPUMCEHACTCA HE TOJBKO B BBIYMCIUTCIIBHBIX LEJIAX,
HO ‘M B KayecTBE MOIIHOTO HCCIEeIOBATENbCKOr0 HMHCTpyMeHTa. [locie mepeHoca ceTH BHOBb
3ammyckaeM BM  m  mpucTymaeM K HENOCPEICTBEHHOMY  TPOLECCY  WCIBITAaHWI.
B kauecTBe SKcIepUMEHTAILHOTO TecTa ocyiiecTBiieHa D0S-aTaka Ha KOMIIBIOTEP MO/ YIPaBICHUEM
Windows 7, maxomsmuiicss B co3maHHOM mojacetd. Ilocie 3aBepiieHHs aTakyd MPOBEPSeM HalHuHe
nsmenenuii B 10g-taitmax Snort. Ipu oTkpeITHH (aiiia caeTanHoe MPEANOI0KEHHE TTOITBEPKIACTCS:
cucremMa 3adukcupoBalia araky Ha nogumHenHyro BM. XXypHan cogepXUT OrpOMHOE KOJIWYECTBO
3aITiCel, CBHIETENBCTBYIONIMX O TOM, 4TO OblTa peann3oBana ataka SYN Flood.

MoxHo caenats BbiBoA 0 ToM, 4yto COB cnpaBuiack ¢ 3amadeil oOHapy>KEHUsI BTOPKEHHUS
B KHUC mpennpusitus, BIIOTH A0 HOAPOOHOrO TPOTOKOJIMPOBAHHMS aTaKd CO CTOPOHBI
3noymeinuieHHnKa. Kak u B cimywae ¢ FIN-ckanupoBanmem mpu momomm ytuiautel Nmap, COB
HE TOJBKO 3aMKCHpoOBajia aTaKy, HO W OTOOpa3mia moApoOHYI0 WHGOPMAIMIO O TOM, C KakKOTO
ajipeca BeJlach aTaka, UCIIOJIb30BaHHBIE ITAKEThI, MPOTOKOJIBI, a TAKXKE yKa3ajla CChbUIKM Ha MHTEPHET-
PECYPCHI, T7Ie MOYKHO TIOJTy9IHTh OOJTee TIONTHBIC CBEZICHUSI O TIOZI00HOM aTake.
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3akiIouyenue

1. IlpeacraBneHsl MOJeNy CUCTeM OOHApY)KEHHs aTak 1o pa3nudHbiM  ypoBHsSM KHC
(mpukmagmoit, OC, ceTH), pPacCMOTPEHBI MX IOOCTOMHCTBA M HENOCTATKH. MOJEIh CHCTEMBI
OoOHApy)KCHUs aTak BKIOYACT 7 KOMIIOHCHT: MOIYJIb pPabOTBl C HMCTOYHUKOM WH(OpPMAIIVH,
XpaHWIHINE [aHHBIX, 0a3za 3HaHWi, rpaduyeckuii wuHTepdeiic, Tpu Momaynu (yrnpaBieHHS,
OOHapyKeHHUS aTak, pearupOBaHHs).

2.C Uenmbi0 TOBBINICHUS HAJCKHOCTU 3alUThI  WH(OPMAIIMM B KOPIOPATHBHOW CETH
npennpusaTsl Oblla pa3padoTaHa W BHEApeHa cucTeMa oOHapy:KeHHs BTopxeHuid Ha 6aze COB Snort.
JInst ocyIIecTBICHUs] TIOCTABIICHHOM I1IeK B XOJ¢ paboThl OBLIM BBIMOJHEHBI 33Ja4d: CMOJCITUPOBaHA
BUPTYaJbHAs KOMITBIOTEpHAs CETh; MPOAHAIM3UPOBAHBI BO3MOXHBIC €€ YSI3BHMOCTH; HACTPOCHA
u moarotoBieHa Kk pabore COB B JaHHYI0 BHPTYalbHYIO CETh; IIPOM3BENICHA  MPOBEpKa
padotocriocobHocTr COB myTeM MoemMpoBaHus pa3InIHbIX aTak ¥ 30HAUPOBAHUN CETH.

3. CmopenupoBanHas COB moxer 3 (PeKTHBHO HCIOIB30BATHCS AJIs1 00ECICUEHUS 3alUThI
nH(popMaIuu u KOHTpoJis JaHHbiX B KWC i MalbIX ¥ CpeiHUX MPEANPHUATHIA, UMCIOIIUX B CBOEM
COCTaBE JIOKAIBbHYIO BEIYUCITUTEIBHYIO CETh.
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