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PEHIEHHUE 3AJIAY OBECIIEYEHU A HH¢OPMAIIPIOI—£HOI>1 BE3OINACHOCTH
C HCITOJIb30BAHUEM UCKYCCTBEHHBIX HEUPOHHBIX CETEU
H.A. Uckpos, I1.B. JIsamyx

B nmoxmame mpencrtaBmeH 0030p Hambonee aKTyalbHBIX  yrpo3  HWH(GOPMAITMOHHOM
6e3omacHoctr (MIb) 1 OCHOBHBIX HAmpaBICHWN HCIONB30BAHMS MCKYCCTBEHHBIX HEHPOHHBIX CETeH
(MHC) npu pewmennn 3amad obecneuenuss Mb. Onwucanel ocHoBHas teopust noctpoenus NMHC
1 UX TPUHITAT paOOTHL

Hamnbonee akryanbHBIE YIpO3BI IO MHEHHIO CIIEIIHAIMCTOB B oOmactu Mb: BHenpenne B ceTh
npennpuarus BupycHoro I10; mpocToTa peanusanus u pacnpocTpaHeHHOcTs DDoS-aTak; cHIbKeHue
3G (PEKTUBHOCTH aBTOMATU3UPOBAHHBIX METOJIOB 3allUTHl OT Cllama; CIOXKHOCTH B TOWCKE
v upeHTuukanun  ysa3sumocteld b, BO3HMKHOBEHHE HOBBIX CIIOCOOOB BrOpkeHUs. [losTomy
cleflyeT oOpaTHUTh BHMMAaHHE Ha IEPCIEKTUBHBIE METOABI 3alluThl MH(OpMAluu, B YaCTHOCTH,
Ha teopuro MHC.

[IpenmymiectBa MHC B pemennn 3amau KMb: B mpomecce oOyuenuss UHC moryt OBITH
BBISBJICHBI HOBBIE CBEACHHUS, 3aKOHOMEPHOCTH, MCIIOIb30BaHNE KOTOPBIX BO3MOXKHO JUISI KOPPEKIUH
TOTIOJIOTHH CETH, BXOIHBIX NAHHBIX, Ul MOJIy4YeHUs Oojee d3PPEKTHBHON 3alIUTHI; TOCIE O0YYeHUs
HNHC BXomHO# CHUTHANl CTAHOBHUTCS HEYYBCTBHTEIHHBIM K HEOOJBIIUM KOJIEOAHUSM MPH MPABIIEHOM
noctpoennu apxurektypsl UHC u BepHOM BhIOOpe kauectBa oOyuenws; MHC cnocoOHa oOpaTuTh
BHUMAaHHE Ha T€ CBEJCHUS, KOTOPBIE SBISIOTCS HECYHIECTBEHHBIMU JJI1 MHTEIIEKTYaJIbHOW CHUCTEMBI
3aIIUTHI.

OcHoBHble Hanpasienus BHeApenus MHC B 3amuty naDOpManmu: oOHApyKeHHE BTOPKEHHUN
u 3amuTta or DDoS-arak; kpunrorpapuuecKkie METOABI 3allUThl HH(POPMALUH, aBTOMATH3aLUs
MPOIIECCOB KPUITOAHATH3a; MPOBEJCHUE UCIBITAHUN MOJCHCTEM M O0OPYAOBAHHS CHCTEM 3aIlUTHI,
MOJEJIMPOBAHNE BO3HUKHOBEHUS] BHELITATHBIX CUTYyalMH; MPOTrpPO3UPOBAaHUE INAOIOHHBIX IJaHHBIX
C LIEJIbIO BBISIBIICHHS aHOMAIMH B KJIacCU(HUKALMN HIIH KJIAaCTEPU3alIH OTIEPALUi.

JETEKTUPOBAHHUE CTETAHOTPA®UYECKOM NH®OPMAILINA
B U3BOBPAKEHUAX CJIENNIBIM METOAOM
A.M. Kagan, 1.A. CazaHoBen

CreraHorpaduueckie MeETOABl TO3BOJISIIOT CKpPBITh OJHY HH(GOpPMAIUIO, COOOIICHHE,
B IpYroi, KoHTelHepe. B paboTe B KauecTBe KOHTEHHEPOB paccMaTpUBAIOTCS HW300paKCHUSI.
s peanmzanuu  cTeraHorpaUyeckoro  COKpbITHS ~ MH(GOPMALMM  CYLIECTBYET  MHOXKECTBO
anroputMoB. UM, 3Has MCHOIB30BaHHBIA B KOHKPETHOM CIIydae CTErOAIrOPUTM, MOXKHO HAaIHCaTh
NpOTrpaMMy JIETEKTHPOBAHHS CKPBITOr0 cooOuieHus. B pabore paccMoTpeH MeTof AETEKTHPOBAaHUS
creranorpaduyeckoii mHbQOpManMU B CiIydasX, KOTJa ajlrOpUTM COKPBITUS HEW3BECTEH. Takue
CHOCOOBI B CTErOaHANIN3€ HA3bIBAIOTCS CIENBIMHU. M MX HCMONIb30BaHKME BO3MOXKHO OJjaronaps ToMy
¢baxTy, 4TO BHEApEeHHE HHPOPMAIH B KOHTEHHEP OCTABIISIET MOCIe ceOs MCKaKEHHS.

Penraemast 3aava sBnsiercst 3a7aueit OWHApHOU KilacCH(HKAINMK, TaK KaK HYXKHO, UMesl HEKOe
n300paXeHne, ONpPEACINTb, COIEPKHUT JH OHO CKpPBhITOE cooluieHune wiu HeT. [ng ee perieHus
OpeJlaraeTcs  MCHOJIb30BaTh ~ METOABI  MAalIMHHOrO  oOydeHus. McxonHoe — um3oOpaxeHue
pPacKIIaJbIBACTCSI HA TPU LBETOBBIX KaHaJa: KpacHbIM, 3€JIEHBIH M CUHMM. [ KaxIoro kaHaia
CTPOUTCSl TPEXypOBHEBOE [IBYMEPHOE BEHBIET-pasiiokeHue (HMCIONb3yeTCsl BeUBIET-()YHKLIUS
Xaapa) [1]. U3 mnomydyeHHBIX KOI(D(GUIMEHTOB pa3IOKEHHs OepyTcs anmpOKCUMAIOHHBIH,
BEPTUKAIbHBIC M JUArOHAIbHBIE KOI()QUIMEHTH. B 4acTOTHBIX IMIOCKOCTSX ATUX KOAPPUIIMEHTOB
BBIYUCIISIIOTCS. MOMEHTBI TPETHETO M YETBEPTOr0 MOPSIKOB (KO(PHUINEHT aCUMMETPUHU M DKCLECC).
[MoxyueHHBIE MOMEHTBI PacCMaTPUBAIOTCS KaK JaHHBIE BXOJHOro BekTopa (dataset’a) mis paboTsl
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