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Ta6muma 3
PesynpTaTsl HCHBITAaHUI
Yacrora, 'l Ammmaryna, M/ c?
230 92,94696045
232 105,1977234
234 109,9675217
236 109,5223618
238 105,6587906

U3 rpaduka u Tabmuiuel BUIHO, uTO f, = 234 'l pe30HaHCHAas 4acToTa.
5. Cpasnenue meopemuueckux u 3KCNEPUMEHMANLHBIX OAHHbIX

B pesynbrare mpoBEEHHBIX PACUETOB 3HAUYEHHE PE30HAHCHOM YacTOTHI
f, = 382,5 . B pesynbrare MpoBEICHHBIX MCIBITAHMH 3HAYEHHME PE3OHAHC-
HOM yacTothl f, = 234 T'l. AHanu3uUpys U CpaBHUBAs PE3YIBLTATEI MOXKHO ClIE-
JIaTh BBIBOJ, YTO MOTPEIIHOCTH PACYETOB OTHOCHTENBHO JKcHepuMeHTa 46%,
IIpU MakCUMaNIbHO AomyctumMoit 10%, 3To CBA3aHHO C TeM, YTO pacdeT He y4uu-
ThIBaJ MOJIHYIO MOAENb, 8 IMEHHO aMOPTU3aTOPbI U BUHTEI M5 Ul KpeIieHus
POC k crenny, s noiydeHus: pe3yabTaToB ¢ AOMyCTUMOM norpemHocTs 10%
CTOWT UCIIOB30BaTh I pacdeTa, Oosiee aJeKBaTHYIO MOJETIb.
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Benopycckuil rocy1apCTBEHHBIN YHUBEPCUTET
MH(OPMATUKH U PaUOIIIEKTPOHUKH
r. Musnck, Peciyonmuka benapycs

ITPOBJIEMbI AYTEHTU®UKALIUN U KOHTPOJIA
JOCTYIIA B CUCTEMAX «YMHBIU T1OM»»

AHnHOmMayua: 8 OaHHOU cmamve paccMompensl npooLeMbl, 6CMPeHarOuiu-
ecs npu UCNONb308aHUU cucmembl « Yymuwiii 0omy. IlocmosHuble usmeHeHus u
OONOIHEHUSI 8 KOHCIMPYKYUU U apXumexmype OaHHOU CUCHEMbl MO2Ym Cyuje-
CMBEHHO Ompasumuvcsi Ha npodreme bezonacnocmu. Ilpoananuzuposanst xa-
PAKmepHble 0CODEHHOCU CYUeCmBYIOUUX NPOMOKON08, BbIABNIEHbl UX YA3-
suMOcmuy, 000CHO8AHA He0OX00UMOCMb pabomsl HAO 0e30NACHOCMbIO 8cell
cucmemsl 8 yenom. Ha ocnoee uznodicenHvlx pakmos npediazaiomesi cnocoowl
nosviuieruss 6e30nacHOCmu U KOHMPOJsi OOCMynd 6 aemoMamu3upo8aHHOU
cucmeme « Ymnolti 0omy.

Knroueevie cnosa: cucmema «Ymuviti 0om», 6€30nacHocms, NPOMOKOJ
becnpo8ooHoll C8A3U, AymeHMuUGuUKayus, KOHMpoab O0CMYNd.

B mupe nocnenanee BpeMs Hadaja MOMy4yaTh PaCIpPOCTPaHEHHUE TaK Ha3bIBa-
emas cucteMa «YMHbIH 1oM» (aHr1. Smart Home), koTopas mo3BossieT aBToMa-
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TU3UPOBATh W YIPOCTHThH YIPABICHUE COOCTBEHHBIM KMIJIBIM IOMEICHHEM.
Cucremy «YMHBIN JIOM» MOKHO PaccMaTpuBaTh Kak SKOCHCTEMY, UMEIOIIYIO B
CBOEW OCHOBE IPOIPaMMHBII KOMIUIEKC, KOTOPBIA TECHO CBSI3aH C JaTYMKaMH,
KOHTPOJIZIEPOM U OONauHBIMHU cepBUcamMH. Kakiasi KOMIaHUS-IPOU3BOANTEND
TpeyIaracT CBOE BUACHHE TIOCTPOSHHS CHCTEM «YMHBIA TOM» JJIs TOTpeOuTe-
JIel, XOTSl M CTapaeTcs MCIIONb30BaTh OIWH W3 TOTOBBIX MPOTOKOJIOB, TPEIO-
JKEHHBIX Ha pbIHKe. HO M3-3a BBICOKOI CTOMMOCTH Takoro IPOTOKOJId, MHOTHE
KOMIIAHUH TIPEATIOYUTAIOT HCIONB30BaTh CBOM Pa3pabOTKH, cUMTas HX, Kak
MHUHHUMYM, HE XYK€ CYIIECTBYIOIINX U yXe IpoTecTUpoBaHHbIX. K coxarneHuto,
MOKa HET CBOJIHBIX JJAHHBIX OT MCCJeAoBaTelel 0€301MacHOCTH O TOM, HACKOITb-
KO XOpOIMIO 3ammiieHo mporpammuoe obecriederne (I10) pazmmyHbIX paspa-
OOTYMKOB, TAK KaK OHU HE TIPOBOJAT OTKPBITHIN ayAUT O€30MacHOCTH.

Cucrema «YMHBIH JOM» HCHONB3YETCSl ISl OOJIETYEHUsI M 00ecIeueHNs
Oonee KoM(OPTHOTO TPOXKUBaHHUA B 37JaHWU OO B oduce. [lepoe, 9TO
HEOOXOJMMO YeJIOBEKY, KOTOPBII MOIAXOJHT K 3[aHHUI0, YIIPABISIEMOMY JJICK-
TPOHHOW CHUCTEMOH, — ITONacTh BHYTPhH IPH MOMOIIM Kimtoya. OH XOYeT JIETKO
u KOM(I)OpTHO OTKPBITH ABEPh, HE JOCTaBasd KJIIOYH, SJICKTPOHHBLIC KAaPThI UJIN
JIpyrue Momo0HbIe yCTPOWCTBAa. B COBpEMEHHBIX pealusix ropaslo yaoOHee
UCTIONB30BaTh CMApT(oH, yeM MOAO0OHBIE YyCTPOWCTBA, KOTOPHIE HY)KHO HO-
cuth ¢ coboit. CmapThoH Bcerma HAXOOUTCS B KapMaHE IOJIB30BATelsl, TakK
KaK SIBJIICTCS OCHOBHBIM MHCTPYMEHTOM CBSI3M M HEOTHEMJIEMOW YacThIO pa-
OOTBI, U MPEAOCTABIISECT OTPOMHBIA CHEKTP BAPHAHTOB AJS YIPABICHHUS yM-
HBIM JIoMOM. CMapTQoH sIBISIETCSI 10 CYyTH OJHUM M3 KIIIOUEBBIX ITyHKTOB
KOHTpOJISl, HACTPOHKH M YIPaBJIEHUS] CHCTEMOW yMHOTro aoma. Takum obOpa-
30M, He TpeOyeTcs 0oJbllie UMETh HA0Op OTIENBHBIX YCTPOHCTB ayTeHTU(hH-
KalllH, KOTOpbIe HeYyI0OHO HOCUTH ¢ cOOOH BCE BpEMSI.

[IpakTHuecku Bce COBpPEMEHHBIE MOOHMIIBHBIE YCTPOMCTBA OCHAIIEHBI OHO-
METPHUYECKHMH CKaHepaMHu. buomeTpuueckne TEXHOJIOTHH OCHOBAaHBI Ha
OMOMETpPHH — M3MEPEHHH YHUKAJIBHBIX XapaKTEPUCTHK OTAEIHHO B3ATOTO
YeJIoBeKa. JTO MOTYT ObITh KaK yHUKaJIbHBIC NMPHU3HAKU, MOITYYEHHBIE UM C
poxnennst (JJHK, ormewyarku nanbues, pamykHas o0oJioYKa Tiias3a), Tak H
XapaKTEePUCTHUKH, TIPUOOPETEHHBIE CO BPEMEHEM WIIN XKe CIIOCOOHBIE MEHSTh-
Csl C BO3pPAaCTOM WJIM BHEITHUM BO3AEHCTBUEM (TIOYEPK, TOJIOC MM TOXOJIKA).
OObIYHO TpU KiaccH(UKALUU OMOMETPHYECKUX TEXHOJIOTHIl BBIACIAIOT JBE
TPYTITEI CHCTEM TI0 THITY HCIOJIB3yEMBIX OMOMETpHIeCKHX mapaMeTpos [1]:

— TIepBas TpyINNa CUCTEM HCIIONIB3YeT CTaTHYECKHe OMOMETpHUYECKHE Ma-
paMeTpsI (OTIIEYaTKH HajbLEB, FTeOMETPHUS PYKH, CeTYaTKa Iiiasa u T. 11.);

— BTOpasl TPYNINa CHCTEM HCIIONB3YeT A ayTeHTU(HUKALUK JTUHAMIYE-
CKHE TNapaMeTphl (JMHAMHKa BOCHPOW3BEACHHS HMOANMUCH M PYKOITUCHOTO
KJIFOUEBOT'O CJIOBa, TOJIOC | T. 11.)

Ho ceituac Mano kto mone3yercs OHMOMETPUYECKHUMHU CKaHEpaMH B CHCTe-
Max YMHOTO JIOMa, TaK KaK 3TO JIOCTaTOYHO JIOPOTO, CIIOKHO B YCTAHOBKE U
HaCTpOIiKe, a TaKXKe He BCETr/a NMPAKTUYHO, KOrJa JOMOM MOJIb3yIOTCs Oolee
oxHoro yenoseka. [loaToMy B HacTosiee BpeMsl BecbMa YAOOHO HCIOJB30-
BaTh cMapT(OH Kak ITaBHBINH KJIIOY BXOAA B JKMIIMINE JTHOO B O(HC, TaK Kak
OH MMeeT Habop MepCOHANN3UPOBAHHBIX JaTIMKOB, KOTOPHIE HAXOMATCS BCeE-
rra ¢ coboit. CMapTdoH uMeeT 3anucaHHylo MeTKy, Harmpumep, NFC (Near
Field Communication, <kOMMyHHKAIUsI OJIMKHETO OIS, «OMMKHAS OCCKOH-
TaKTHasi CBSI3bY») — TEXHOJIOTHs OECIPOBOJHONW TepeAayd NaHHBIX Majoro
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pannyca IefCTBHA, KOTopas IepefaeT K04 JOCTyHa K ToMY. 31eCh KPoeTcs
OJlHA U3 OIMIMOOK 0E30IaCHOCTH, TaK KaK BCE HAIlM CMapT(HOHBI HE TaK XOpo-
110 3aIUIICHBI, KaK IIPUHATO cuuTaTh. [1o0iins Kk 3maHnI0, YeI0BEK MPUKIa-
IBIBaeT cMapT(oH K cKaHepy, 3aTeM 3ekTpoHnka u I10 obpabaTsiBaroT mo-
Jy9eHHBIH pPe3ynabTaT, a KIII04, IIepeaaHHbIi cMapT()OHOM, OIpeesieT, IMEeT
M OH IocTyn B aoM. [locie 4ero nBepw OTKPHIBAIOTCS, M YETOBEK MOJKET
IIPOITH B BHYTPh, €CIH PE3YIbTAT BCEX ONEpaluil acT pa3pelaroluil OTBET.
JlaHHast cuctemMa BechbMa yJnoOHa M NMPOCTA B UCIIOJIB30BaHUH, HO MMEET Lie-
TbI psg mpoOiieM Ge30IacHOCTH, KOTOpbIe OBUIM MOKa3aHbl Ha Pa3IMuHBIX
KOH(EpeHIMX 10 B3JIIOMY U IIOMCKaM OIIMOOK CHCTEMBI yMHOTO ToMa [2].

B cBsi3u ¢ 3TUM BecbMa IMOJIE3HO T OE30MaCHOCTH MMETh ABOMHYIO CH-
cTeMy ayTeHTH(HUKanuu monb3oBarens. Hampumep, mpu Bxozxe B 3/1aHHE
HEOOXOAMMO HE TOJIBKO NPHIIOKHTH CMapTQOH, HO M TpedyeTcss BBECTH Ma-
PpOIIb, MO0 TMPHUIIOKUTH Hajlell K CKaHepy OTIIeYaTKa Majbla, JIN0O MPOBECTH
CKaHUPOBAaHME PAIyKKH Iyaza wiu jguna. CkaHUpOBaHME JIUIA MPOU3BECTH
NpOIIEe BCEro, Tak Kak IOYTH BCE YMHBIE JoMa 00OpY/JOBaHbI CUCTEMOMN BH-
JICOHAOJII0OIeHHsT U BUAEOTNIa3koM. [Ipu HacTpoiike CHCTEMBI YMHOTO JOMa
BUJICOTJIA30K BIOJIHE CIIOCOOEH Paclo3HaBaTh YEJIOBEUECKOE JIMIIO M BKYIE C
MIPaBUIHHBIM KITFOYOM 100aBUT ropa3no 0oibine 6€30MacHOCTH IPH BXOJIE.

Hwxe Ha mpumepe OJHOTO M3 NMPOTOKOJIOB PACCMOTPHM, C KaKUMHU IPO-
OGmemamMy O€30MTACHOCTH Yallle BCEr0 CTAJIIKUBACTCS ITOJIb30BATENh CHCTEMBI
YMHOTO A0Ma. B KauecTBe mpuMepa pacCMOTPUM CaMble PacIpOCTpaHEHHbIE
Ha JAHHBIH MOMEHT IPOTOKOJIBI CBSI3U, KOTOpPBIE HCIOJB3YIOTCA IO BCEMY
MUY B COTHSIX Pa3IMYHBIX COOPOK YMHBIX JIOMOB.

Ecnu B 31aHMM €cTh CUCTEMa YMHOTO JIOMa, TO, OY€Hb BEpOSTHO, UYTO HC-
moJyi3yercs mpoTtokos ZigBee. ZigBee — 310 GecnpoBOAHOW CTaHAapT, MC-
MOJIE3YEMBIH JUIS OAKITIOUEHHS K yeTporicTBaM yrpasienus [oT. OH ucnois-
3yeTcsl B JIeCATKaX MHJUIMOHOB MHTEIUIEKTYaJIbHBIX AAaT4UKOB [3], m cymie-
ctByeT 1088 pa3nuuHbIX MPOAyKTaxX [4], MEepeUrCIeHHBIX, KaK CepTHQUIIPO-
BaHHBIC IPOAYKTH ZigBee. Tem He mMeHee, ZigBee sBistercss 0OIbIIONi yrpo-
30i1 MHTEepHeTY Bellel n3-3a KpUTHYECKUX HENOCTaTKOB Oe3ormacHocTH Oec-
MIPOBO/IHOW CETH, KOTOPBIE MOTYT OBITh MCIOJIB30BaHbI JJIsi KOMIIPOMETAIMN
WHTEIUIEKTYyalbHBIX UCTOYHUKOB CBETA, JIBEPHBIX 3aMKOB, JATYMKOB JBIDKE-
HUsSI, WHTEJUICKTYyaJlbHBIX KOMMYTATOPOB, IaTYMKOB TEMIIEpaTyphl, CHCTEM
HVAC u npyrux «yMHBIX» TOMAaITHUX YCTPOWCTB.

CymecTByIOT U APYrHe BO3MOKHOCTH ISl MOJKIIIOYEHHS K yCTPOWCTBAM
IoT, nanpumep nportokon Z-Wave. OQHAKO HECKOJBKO JIET Ha3aa OH ObUI
B3JIOMaH CIIEIUAINCTAMH 10 0€30IMacHOCTH Ha KOH(EPEHIINH XakepoB «Vegas
Black Hat USA 2013» u «Def Con 21» [2]. [TocpencTBoM 3TOT0 MpOTOKOJIA
OHHM CMOTJIM OCYIIECTBIIATH aTaKH HAa aBTOMAaTU3UPOBAaHHBIE JIOMA.

[Tpotoxkonsl GecripoBogHOMU cBsi3u ZigBee n Z-wave siBistoTcsl Hanboee
pacrnpoCTpaHEHHOW paJuOYacTOTHOM TEXHOJOTHMEH B CHUCTEMax JOMallHen
aBTOMaTH3auu. Z-Wave — 3To0 COOCTBEHHBIN MPOTOKOJI OSCIPOBOAHOM CBsI-
31, KOTOPBIH paboTaeT B MPOMBIIUICHHOM, HAYYHOM M MEIUIWHCKOM PaIHo-
muanaszonax (ISM). Om paboraer Ha wactotax 868,42 MI'n (EBpoma) m
908,42 MI'm (CLIA), npeaHa3HAYeHHBIX UL Tepeladdl JAHHBIX C HHU3KOW
MPOITYCKHOW CITOCOOHOCTBIO BO BCTPOEHHBIX YCTPOMCTBaX, TAKMX KaK JaTdH-
Ki Oe3011aCHOCTH, aBapHiHbIE CHTHAJBbHBIE CHUCTEMBI, MAHENN YIPaBICHUS
JIOMaIHeld aBTOMaTHKOM U T. A. Z-Wave MUKpOCXeMbl UMEIOT 128-OuTHBbIH
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AES, xoTopble HCHOJNB3YIOTCS CHCTEMaMH KOHTPOJISI AOCTYIa, TAKUMH Kak
JIBEpHBIE 3aMKH, ayTeHTHHIpOBaHHOE MmMppoBaHue nakero [5]. Jocryn-
Ha BEPCHUS C OTKPBITBIM HCXOAHBIM KOAOM IJIsI CTEKa MPOTOKONOB Z-Wave
Open ZWave, HO NIOKa OHa €IIe HE MOJAEPKUBACT YacTh OQUINAIBHO peau-
30BaHHOTO pa3paboTyrkamu MUGPOBAHUS I BHEIIHUX YCTPOICTB [6].

OcHoBHBIE TIPOOIEMBI 0€30MaCHOCTH BBISBIISIOTCS MIPEUMYIIECTBEHHO HA
Pa3IMuHBIX KOH(EPEHIHsIX, TIe UCCIIEI0BATENH 110 0€30MaCHOCTH TECTUPYIOT
B TOM YHCJIE CHCTEMbl YMHBIX JJOMOB OT pa3JIMYHBIX MPOWU3BOAUTENEH, B3Ja-
MBIBAIOT MPOTOKOJIBI M TTOKA3bIBAIOT CHCTEMHBIE OLIMOKH M CIa00CTH B 3allH-
T€ BCEX Y3JIOB M arperaroB YMHOTO JIOMa, JOCTYIHBIX JUIsl MCCIEIOBaHUS,
TaKuX KaK KOHTPOJUIEPHI, TPOrPaMMHOE O0ECIEUCHUE, TPOTOKOIBI, CHCTEMBI
mu(POBaAHNUS, CHCTEMBI CBSI3U U 1aXKe TaTUHKH.

Kondepenmmn xakepos «Vegas Black Hat USA 2013» u «Def Con 21» —
HE €AMHCTBEHHBIH CIIydail, MPOJEeMOHCTPHUPOBABIINHN YSI3BUMOCTh ITPOTOKOJIA
ZigBee. Tax, nHanpumep, Tobuac 3usutHep, crapimii ayautop IS B ¢pupme no
6ezomacHoctu IT Cognosec, Takke Npeaynpeaus, YTO XaKepbl MOTYT CKOM-
poMeTHpOBaTh ceTn ZigBee, a 3aTeM B3sTh Ha ce0s ynpaBieHHE BCEMHU MOJ-
KJIFOUEHHBIMHU ycTpoicTBamu B ceTh [7]. Cama cucrema paboTaeT JO0BOJIBHO
TI0 TIPOCTOMY AITOPHUTMY, JaBHO M3BECTHOMY oOIecTBeHHOCTH. Kiroun cere-
BOro mudpoBaHus KPaTKO MEPEIAIOTCS IPH OYHCTKE, KOTAa HOBOE YCTPOii-
CTBO TIPHCOEAMHSETCS K ceTH. HekoTopple ycTpOWCTBAa HMCHONB3YIOT CTaH-
JTAPTHBIA KITIOY M0 YMOJIYaHHUIO, TO €CTh 3TO TO, YTO MEpeAaeTes npu 100aB-
JICHUW HOBOTO YCTPOWCTBA B ceTh. Kiltou MokeT OBITh 3aXBaueH 3JI0YMBIII-
JICHHUKOM WJIM BOPOM, KOTOPBIH MOT OBbI, HAIpuMep, CKOITMPOBATh OTKPBITHIH
KJIIOY Uil YMHOTO 3aMKa ABepu. HaydHoe cooOriecTBo 1o 6e301acHOCTH U
STHUYHOMY B3JIOMY HE €IMHOXIbBI IPOJEMOHCTPHPOBANa JAHHYIO MpoOIeMy
Ha pa3IUYHBIX KOH(PEPEHIUSIX U B YACTHBIX 3KCIICPUMEHTAX.

Hus mpoctoro mpumepa Bo3pMeM yMmHBIe jJamiiel Philips Hue. Eme B
2013 roxy nmammbl Philips Hue Oputi Ha3BaHBI «JIETKO B3JIaMBIBACMBIMID) T10-
clle Toro, Kak uccienoBarens BBen BpenonocHoe [10 B moct Hue u moracun
cBet [8]. Ilo cnoBam uccnenosateneir «Cognosec», HHTEIUIEKTYalbHbIE JIaM-
Bl TTOCTOSTHHO HIIYT HOBBIE YCTPOWCTBA IJISI CBSI3H, YTO YIPOIIAET MX BO3-
BpaT K 3aBOJICKUM HACTPOWKaM. 3JIOYMBIIUICHHUK MOXET 3aXBaTHTh He3a-
i poBaHHBIN KITIOY, epeIaBacMblii Jammoi Hue npu nmepesarpyske.

Eciu crnenoBath noruke u 3asBIeHIAM HccienoBareneil «Cognosecy, MOXk-
HO TIPUHTH K BBIBOAY, YTO 3JIOYMBIIIIEHHUK MOKET 00CIIEI0BaTh YCTPOICTBO U
MIPUCOEANHATHCS K HEMY, HCTIONB3Ys KIIFOU TI0 YMOJYAHMIO. Toraa aKTHBHBIA
CEeTeBOM KIII0Y Oy/leT CKOMIIPOMETHPOBaH 1M KOH(PUAESHIHAIBHOCTH BCell cere-
BOM CBSI3M MOXKET CUUTATHCSI CKOMIIPOMETHpOBaHHOU. ClieJoBaTeNIbHO, CEKPET-
HOCTB KIJIIOU€il He JTOJDKHA OBITh OCHOBOHM apXHUTEKTYPhI 0€30IIaCHOCTH MPOAYK-
TOB ZigBee. D10 He 3HAUYMUT, YTO ClIeAyeT M30eraTh yCTPOWCTB C MOMICPIKKOM
ZigBee. ®yHkin 6e30MacHOCTH, MIPeOCTaBIsieMble cTanaapTom ZigBee, Mo-
TYT CUHTaThCAd BBICOKOKJIACCHBIMH M HanexxHbeMH [9]. Iludppoanne ZigBee
OCHOBAHO Ha XOpomo u3BecTHOM anroputMme AES g mmdpoBanus u ayTeH-
TU(UKAINHN JaHHBIX. be30MmacHOCTh 3aBUCUT OT CEKPETHOCTH Kitoueil mmdpo-
BaHUS, a TaKKe OT MX 0e30MacHON WHHIMAIM3AINH M PACIIPOCTPAHEHHS KITIO-
4ell mmQpoBaHusL.

OcHoBHas npobGiiema npoTokoia ZigBee 3akiroyaercst B TOM, YTO OH pea-
JM30BaH HEd(PEKTUBHBIM CIOcOO0M. HeKoTopble OCTaBIIMKY HE AyMAIOT O
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0€30I1aCHOCTH M PEATU3yI0T MHHUMYM (QYHKIHMH, TpeOyeMbIX sl cepTudH-
Kali. JTO MOXET MOMOYb CHH3MTh 3aTparhl, HO JIsi 0E30MaCHOCTH BaKHO
BBITIOJTHUTH CIEAYIONINE IIpeBapuTeIbHBIC YCIOBHS peanu3anuu [9]:

— TOAZIETIKA YCTPOMCTBA: «ysA3BUMOCTb, 00ECIEUNBAIOIIAs 3aIUTy OT He-
CaHKIMOHMPOBAHHOTO JIOCTYIA, MOXKET YAAINTh KOH(UICHINAIBHYIO WH-
(hopMarmro, BKIIIOYAs KIFOYN OE30MACHOCTH, eClId OOHapyKeH (albCu(uKa-
TOp»;

— TPAHCIIOPTUPOBKA KIIFOUEH: «KIIIOY CCBUIKU MO YMOJIYaHHUIO HE JIOJKEH
UCIIONIb30BAaThCsI, TIOCKOJIBKY ATOT KIIFOY CUUTAETCS OOIIETOCTYITHBIM H, Clie-
JIOBaTeNIbHO, 00ECIIEYMBAET TOT )K€ YPOBEHb OE30MAaCHOCTH, YTO U He3ammd-
POBaHHBIN TPAHCIIOPT KIIIOYEID);

— YCTaHOBKa KIFOYa: «OCHOBHBIC KIIIOYM, HCIIOIB3YEMbIC IPH CO3[aHUU
KJIF04Ya, JOJDKHBI OBITH paclipefeseHbl MO BHEMOJOCHBIM KaHaJlamM». DTO MO-
JKeT OBITh IOCTUTHYTO C IOMOINBIO YEro-T0 TaKOTO JK€ IPOCTOTO, Kak
HakjielKka ¢ OCHOBHBIM KJIKOYOM, MPUKPEIVIEHHBIM K YCTPOMCTBY Ul BXOAa
TIOJIB30BATEINsI BO BPEMsI yCTAaHOBKH 000PYIOBaHUS;

— CMeHa Kito4a: «0e30IacHOCTh CBSI3H 3aBHCUT OT CEKPETHOCTH CETEBOTO
KIII049a M Kiroueit cBsa3u» CeTeBOW KIIOY JOJDKEH MEPHUOTUYECKH MEHSATHCS.
YnpasneHue kiIo49aMu B (JOpME H3MEHEHHUSI CETEBOro Kiroya B pabounii me-
PO BPEMEHH WM TIOCTIE BBOZA OIPEAEIEHHOTO KOJIMUYecTBa coolmmeHnil. B
MIPOTUBHOM CIIydae MOXET ObITh 0OHApYyXEH M3BECTHBIM OTKPHITHIA KITIOY WIN
Ipyrue ataku Ha O6e3zomacHocTs AES.

CyIIecTBYIOT cepbe3HbIe TPeOOBaHUS K KOH(DUICHIIMAILHOCTH, KOTAa pedb
3aX0AUT O JOMAIIHEH aBTOMAaTHU3alliM, OCKOJIbKY OHA T€HEPUPYET OrPOMHOE
KOJIMUECTBO INIEPCOHATN3NPOBAHHBIX JaHHBIX. [loJbp30BaTeny mIaTaT BBHICOKYIO
LIEHy 3a CMapT-yCTPOWCTBA, HO TOT/Ia MM HYXHO IlepefaBaTb MHOXKECTBO pas-
pelIeHHT TeM J>K€ IIOCTAaBIIMKAaM, YTOOBI HCIIOIB30BaTh IPWJIOKEHHE IS
cMapTOHOB I YNPABJICHUS YK€ OIUIAYEHHBIM YCTPOHCTBOM. DTO caMoO IO
cebe HEBEPHO, MOTOMY YTO IOJIb30BATENN IPUOOPENH 3TO YCTPOMCTBO 32 BBICO-
KyI0 IIeHy, HO pa3padOTYMKN YCTPOWCTBAa HEOPEXKHO XPaHST BCE MOJydEeHHbIE
ot HuX JaHHbIe. [1o mporaozam Gartner, k 2022 roxy B TOMOXO3SHCTBE OyaeT
3azericTBoBaHo Ooiee S00 cMapT-yCTPONCTB IS KaXIOTo JoMoxo3stiicTea [ 10],
MOATOMY MOCTAaBIIMKaM HEOOXOJUMO CEPhE3HO OTHOCHTHCS K KOH(MHICHIHAITb-
HOCTH ¥ 6€30I1aCHOCTH JTaHHBIX MOJIb30BaTENeH.

ITogBoast WTOT BBIMIECKA3aHHOTO, HEOOXOAMMO OTMETHUTH, YTO CHCTEMBI
YMHOTO JIOMa T'oJ] OT T0/la CTAHOBSITCSI Oe30MacHe U ApyKeIroOHeH K 10Jb-
30BaTeNsIM, HO MPOM3BOAMTENH YIyCKAIOT M3 BHIY TOT (aKT, YTO MPOCTHIC
W3MEHEHHS M JOIOIHEHNS B KOHCTPYKIMU U apXUTEKType KapAWHAIBHO MO-
TYT TIOMEHSTH Mpobiemy Oe3onacHocT. HanpuMmep, B KaXI10M COBpEMEHHOM
cMmapTdoHe yxkKe ecTh TaKTHIOCKOMUYECKHH CEHCOp, YacTO BCTPOEHHI CKaHe-
PBI CeTYATKHU IJa3a U JHLA. A 3HAYUT, 3TO MOXKHO HCIIOJIB30BaTh AJIS JOMOJI-
HEeHHUs! K CTAaHJapTHOW ayTeHTU(HUKALUK T0JIb30BATENs, YTO CHIIBHO YCIIOXK-
HUT B3JIOM B IIEJIOM CHCTEMBI KOHTPOJIS IOCTYIIA, HO TIPH 3TOM HE OyneT yao-
pOXKaTh KOHCTPYKIMIO BCETO YMHOIO JOMa, TaK KaKk MOHT@X M YCTaHOBKa
Jaryuka He rmorpedyercs. Tak ke, MPOU3BOIMTEINSIM CTOWIIO OBI 33TyMaThCs
00 WCTONB30BaHUM TEXHONOTHH mMomoOHoW RSA kimowam mocryma, xorma
BHauasie TpeOyeTcsi BBECTH IIPHBATHBIM Iapoiib, ¥ TOJBKO IOTOM YEJIOBEK
MOJIy4yaeT JOCTYI K HACTOSIIEMY KOOy, OXKHIAeMOMY CHCTEMOH, 1ociie BBOAa
KOTOPOTI'0 MOXHO MPHIOKUTH cMapThoH ¢ NFC meTkol k ckaHepy. DTu npo-
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CTBIC MEPHI MO3BOJIAT MOBBICUTH OE30MACHOCTh JAOCTYIIA K KWIHUIILY, HE Jesas
OoJiee TOPOroil KOHCTPYKIIMIO, HO CHIIBHO OCJIOXKHSS B3JIOM U KOMIpPOMeETa-
LU0 TaHHBIX MTOJB30BATENICH.
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