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IIpencrasnen 0630p pe3ysIbTaTOB [0 UCIIOIB30BAaHUIO XaO0TUUECKOH CUHXPOHU3ALUHY AT CKPBITOH
nepenaun uHpopMaluu. PaccMoTpeHsl criocoObl CKPBITON MEpeaayy JAaHHBIX Ha OCHOBE Pasiivy-
HBIX THIIOB CHHXPOHHOTO MOBejeHUs (TOJHOM, (ha30Bor, 0000IEHHONW CHHXPOHHU3AMU U T.J.) U
00CYXJIeHBI X JOCTOMHCTBA ¥ HEJOCTATKH MO CPAaBHEHUIO JIPYT C IpyroM. HameueHs! myTH aib-
HEWIIEero COBEpIICHCTBOBAHMS 3THX CIIOCOOOB MepeAauyd HH(OpMaluM C LENbI0 yCTpaHEHHS
MMEIOIINXCS HEZIOCTATKOB.

Kniouegvie crosa: nuHaMUYeCKMH XaocC, XaOTWYECKas CHHXPOHM3AIMs, CKpbITas IHepenada WH-
(hopmartin, 0600IIEHHAs CHHXPOHM3AIHS, TEHEPATOP Xa0Ca, LITyM.

OnHuM n3 Hanboee BXKHBIX MPAKTHYECKUX MPHIIOKEHUA Xa0THIECKON CHHXPOHM3A-
LUK SIBJISIETCS €€ IPUMEHEHHUE Ul CKpbITo nepenaun uHpopmanuu [1, 2]. Ota npobiema
Oepet cBoe Havasno emie ¢ 1992 roga m ocTaeTcsl akTyaJbHOM J0 CHX IOpP, CBUACTEIHCTBOM
Yero CJIy>KUT HENPEphIBHBINA POCT YMCIIa HAyYHBIX MyOnIMKauui 1no qjaHHo# temaruke. MHTe-
pec K 3Toi mpobieMe 00yCIIOBIIEH, NPEXKIE BCETO, TEM, YTO BCE M3BECTHBIE 10 HACTOSILETO
BPEMEHU CIIOCOOBI M YCTPOWCTBA CKPHITOM KOMMYHHKALMU 00J1aAal0T PSIOM MPUHIUIHAIb-
HBIX HEJOCTAaTKOB U TPYJHOCTEN MPHU TEXHUYECKOW peanu3aliii, OCHOBHBIMU U3 KOTOPBIX SB-
JSIFOTCS. HU3Kasi yCTOMYMBOCTD K IIyMaM, TpeOOBaHUE BBICOKOW CTENEHH MJIEHTUYHOCTH K Ie-
HepaTopaM, pacloIararoIuMCs Ha Pa3IMYHBIX CTOPOHAX KaHajla CBSI3M, MPOOJIEMBI KOH(H-
JeHIranbHOCTH (Oosiee peranbHO cM. 0030p [2]). B mocnennee Bpemsi MOSBUIIMCH MOIBITKH
pa3paboTKm CIIoCOO0B CKPBITOW Tepenadn HH(pOpMaIuy, JIMIICHHBIE B TOH WM HHOW Mepe
BCEX BBIIICTIEPEUNCICHHBIX HEIOCTAaTKOB. B TO e camoe BpeMsi COBEpIICHCTBOBaHHME 3TUX
CIOCO00B NMPOAOIIKACTCS U 110 CEHl JICHb.

B HacTosmmeM nokiazie npeacTaBieH 0030p MOocaeAHUX paboT, MOCBSAIICHHBIX UCTIONb-
30BaHHUIO XaOTHYECKOW CHHXPOHHU3AIUH ISl CKPBITOU Trepenaun nHpopMmarmn. PaccMoTpeHs
crocoObl CKPBITOM Nepefayn AaHHBIX Ha OCHOBE IOJHOM (XaoTHdecKas MAacKHpOBKa, Iepe-
KJIIOUEHHE Xa0THUYECKUX PEKUMOB, HETMHEWHOE NOIMEIINBaHIE NHPOPMALIMOHHOTO CUTHAJIA
K Xa0THYECKOMY, MOJYJIUPOBaHUE yMpaBistonux mapameTpoB) [1], dhazosoii [3] u 060011eH-
HOM [4, 5] cMHXpOHHM3alMY, a TaK)KE HUCIOJIb3YIOIINE HECKOIbKO THIIOB CHHXPOHHOIO MOBE-
JICHUs OJHOBPEMEHHO [4, 6]. [TyTeM 4MCIEHHOTO MOJIEIMPOBAHUS MPOBEAECH CPABHUTEIBbHBIN



aHaJIN3 BBILIETIEPEYHCIEHHBIX CIIOCOO0B CKPBITOM KOMMYyHUKaluu. B kayecTBe reHepaTopoB
NepeAaoIero U MPUHUMAIOLIETO YCTPOMCTB BO BCEX CIIydasix BbIOpAaHbI OJHU U T€ )K€ TeHe-
paTopbl HU3KOYACTOTHBIX KoyieOaHmii (Ha OCHOBE cucTeM Peccriiepa) ¢ OMM3KUMH 3HAYEHUSIMH
YIOPaBIAIOIMX [apaMeTpoB, a B KayecTBe HMH(OPMAIIMOHHBIX CHTHAJIOB - TIPOCTHIC
MOCe0BATEIbHOCTH OMHAPHBIX OUTOB. CpaBHEHHE OCYIIECTBIISUIOCH IyTEM pacyeTa He-
CKOJIBKUX KOJIMYECTBEHHBIX XapaKTEPUCTUK pabOTOCIOCOOHOCTH CXEeM, OCHOBHBIMHU U3 KOTO-
PBIX SIBIISIOTCS:

1. OTHOIIEHUE SHEPTUH HA OUT K CHEKTPaAIbHOW IUIOTHOCTH MOITHOCTH mryma [7, 8],
IIpU KOTOPOM CcXeMa Mepeaun JaHHBIX CTAHOBUTCSI HEPabOTOCIIOCOOHOI:

SNR =101gf]b, [1B] (1)
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rne E, =P

sign

T (P

yign - MOIIHOCTB TIEPENABAEMOrO CUTHANA (B OTCYTCTBHE WyMa), T - BpeMs
nepesadyn OJHOro OWTa) - SHEpPrusi CUrHaja, NPUXOAALIAscs HAa OOUH OUT IepeJaBaeMoi
unopmanmuu, N, =P . /Af (P, MOIIHOCTh IIyMa B KaHane CBA3M, Af - mmpuHa
HOJIOCHI TPOIYCKaHMs KaHaja) - CIIEKTPaIbHAs MIIOTHOCTh MOIIHOCTH IIyMa.

2. 3aBHCUMOCTb BEPOSTHOCTH OHIMOKM Ha OUT OT OTHOILIEHHs SHEPrMM Ha OUT K
CMIEKTPATbHOM TUIOTHOCTH MOIIHOCTH IiryMa [9]:

BER =2(F, £, + Py P), (2)

oise

rne Fy, (F,) - BepoATHOCTh KOPPEKTHOH nepenaun Ounaphoro 6ura 0 (1), B, =1-F,
(B, =1-F,) - BeposATHOCTb OLIMOOYHOIO JUATHOCTUPOBaHUs OuHapHoro oura 1 (0) mpu
nepenaue OunapHoro outa 0 (1), A, ( £ ) - BeposstHOCTh mosiBieHus cumsona 0 (1) B

IepeaBaeMoi OCIEJ0BATEIbHOCTH.

3. MakcumanbHOe 3HAYE€HHE PACCTPONKM yrpaBisiomux mnapamerpoB (PM, %)
TeHepaTopoB, KOTOPbIE U3HAYAIBHO JJODKHBI OBITh UICHTUYHBIMH.

4. MakcuMasnbHbI ypOBEHb HEIMHENHBIX NCKa)KEHUI B KaHaJe CBSI3U

ND = 101g11}, [1B] (3)

y
IIpU KOTOPOM cxeMa paboTaer. 3aech P, - MOIIHOCTh curHana x(f) Ha BBIXOJE MEpeNaroIIero

remeparopa, P, - MOMHOCTh curHana y(f) Ha BXOJE INPUHHUMAIONIETO YCTPOUCTBA.

Henuneitnble nckaxkenns umetoT Buj y = x(1—ox’), rae o - Manblii mapamerp [1].

Pe3ynbTaThl pacuera ykazaHHBIX XapaKTEPUCTHUK JJIs BCEX PACCMOTPEHHBIX CIIOCOOOB
nepefayu -MHpOpMAMKA TpeAcTaBieHbl B Tabn. 1. BuaHo, 4To cmoco® Ha OCHOBE
00001eHHON CcUHXpOoHM3aMK [5] (cxema 9) cTaHOBUTCS HEPaOOTOCIOCOOHBIM MPHU
OTPHIIATEILHOM 3HAYEHUHM OTHOIICHHWS DJHEPrUM Ha OWT K CHEKTPaIbHOH IUIOTHOCTH
momHocT mryMa (SNR =-10.01 1b), B To BpeMst Kak JUisl IpyrMX CXE€M M yCTPOMCTB 3Ta
BEJIMUMHA OKa3bIBAETCS MOJIOKUTEIbHOU. TO ecTh, MPU HAIMYUU B KaHalle CBSI3U IIYMOB,
MOIITHOCTh KOTOPBIX MEHBIIIE MOIIHOCTH TIepeaaBaeMOro CUTHaA, OOJBIIMHCTBO U3BECTHBIX
CXE€M CTaHOBHUTCS HepaboTOCHOCOOHBIM. IIOHATHO, YTO 3HAYEHUS TAKUX XapaKTEPUCTUK
OyAyT MEHATHCS OT CXeMBI K cxeme. M3 cxem 1-8 B 3TOM OTHOWICHHH JYYIIUMH SBIISIOTCS
HOKa3aTeIu Ul CXeM Ha OCHOBE MEPEKIIOUEHUsS] XaOTUYECKUX PEXHMOB U MOJYJIMPOBAHUS
YOPaBISAOMUX apaMeTpoB (cxeMbl 2 u 4). Ho monoxutensHoe 3HaYeHUE SHEPTUU Ha OWT K
CHEKTPAIbHOM TMIOTHOCTH IIIyMa CBHJETENBCTBYET OO0 OrpaHUYCHHON YCTOMUMBOCTH K
orymMaMm ® JIECTPYKTHBHOM poiu Imyma mpH mepenade uHpopmarmu. Cxema 9 oOmamaer
3HAYUTENbHON yCTOWUYMBOCTBIO K ImymaM. IIpu sToM, emie Oonee uckaxas mnepeaBaeMblii



CUTHAJI, IIyM MPENSATCTBYET TPEThel CTOPOHE NEKOAUPOBATh MH(OPMALIMOHHOE COOOIICHHUE.
B aTrom ciiyyae MOXXHO TOBOPUTH O KOHCTPYKTHMBHOHM pOJIM IIyMa B IUIAHE IOBBIIICHUS
KOH(UIACHIIMATBLHOCTH Niepeiadl UHPOpMaIliK, B TO BpeMs Kak B OCTAJIBHBIX CIy4asiX pPojb
IIyMa SIBJISI€TCS 1eCTPYKTUBHOM.

Tab6mn. 1. OTHOIIEHHE YHEPTUH Ha OUT K criekTpanbHoii rotHocTH myma (SNR |, 1B), pacerpoiika
yrnpasisiomux napameTpos (PM, %) n3HadaabHO HASHTUYHBIX T€HEPATOPOB U YPOBEHb HENTMHEIHBIX
UCKaxeHuii B kanaine cBsi3u (ND, 1b), 10 KOTOPBIX CXeMBbI OCTAIOTCS pab0TOCIOCOOHBIMH

Ne Haspanmne cxeMbl SNR, n1b | PM, % | ND, nb
1 | Xaornueckas MackupoBka [1] 56.48 0.30 1.03
2 | IlepexnroueHne Xa0THIECKUX PeXUMOB [1] 30.76 2.00 23.3
3 | Henunelinoe noamenBanue [1] 64.99 0.30 0.26
4 | MonynupoBaHue ynpapysilolux napaMerpos [1] 30.76 2.00 233
5 | Cxema Ha ocHOBE (ha30BOI CHHXpOHM3AITNH [3] 32.40 0.80 10.7
6 | Cxema Ha OCHOBE 0000OIIEHHON CHHXPOHM3AITNH [4] 39.52 1.00 7.75
7 | Cxema Ha OCHOBE OOOOIICHHON M TOJHOW CHHXPOHH- 39.24 0.50 4.83

3arui [4]

8 | Cxema ¢ «<KOMOMHHPOBAHHBIM CUTHAJIOM» [6] 61.47 0:20 2.63

9 | Cxema Ha 0CHOBE 0000OIIEHHON CHHXPOHMU3AITIH [5] —10.01 2.00 27.2

CripaBeAIMBOCTh  BBILICNIPUBEACHHBIX ~ PACCY)KICHHUH  MOATBEPXKIACTCS  TaKXKe
3aBUCUMOCTBIO BEPOSITHOCTH OIIMOKK Ha OUT OT CIIEKTPaIbHOM MIIOTHOCTH MOLITHOCTH IIyMa JIIs
Pa3IMYHBIX CXeM Iepenaun HH(opMaIy. YKa3aHHbIe 3aBUCUMOCTH NPE/ICTABIEHBI Ha puc. 1.

0.8

0.6

BER

0.4

20 30 40 50 60 70 80 90
E ;,a’r;\"'(] , 1b

Puc. 1. 3aBucumoctu BepostHocTH omubOku Ha 6ut (BER) OT oTHOWmIEHNS SHEpriH Ha OUT
K CHEKTPAIbHOI IIOTHOCTH MOIIHOCTH IityMa ( £,/N ) [uist pa3indHbIX CXeM Mepeaadn HHPOPMALHH:

© - XaO0TWYeCcKas MACKHPOBKa, ¢ - MIEPEKITFOUYEHUE Xa0THIECKIX PEKUMOB (MOTyTUPOBAHIE
YIPaBJIAIONIUX TAPAMETPOB), M - HEMMHENHOE NoaMenBanue, ¢ - cXxeMa Ha OCHOBE PeKUMa
(a3oBoii CHHXpOHHU3AIKH, A - CXeMa Ha OCHOBE pexnMa 0000IICHHON CHHXpOHH3auH, A - cxema
Ha OCHOBE 0000IIIEHHO! U IMOJTHOM CHHXPOHH3AINH, O - CXeMa ¢ «KKOMOMHHPOBAHHBIMY CUTHAJIOM,
® - cxeMa Ha OCHOBE 0000IIEHHONW CHHXPOHU3AINH, YCTOHYHNBAsA K ITyMaM

Bunno, uTo A5 pa3nuyHbIX cnioco0oB nepefaun uHpopmaruu (Tadn. 1, cxemsl 1-8)
BEPOSTHOCTH OITMOKHU HA OUT JIOCTATOYHO OBICTPO CTAHOBUTCS PaBHOM 1, B TO BpeMsl Kak JIs



cxemMbl 9 oHa oOka3piBaeTcs Onu3ko kK (0, HE3aBUCMMO OT HMHTCHCHUBHOCTH IIIyMa,
BO3/ICICTBYIOIIETO0 HAa CUCTEMY, YTO JIOCTATOYHO XOPOILIO COIJAacyeTcsi ¢ pe3yibTaTaMu,
IPECTaBICHHBIMU BBILIE.

Uro ke KacaeTcs BIUSHUS PAcCTPOMKHM  YNPaBISAIONIMX [apaMeTpoOB  Ha
3 PeKTUBHOCTh  pabOTBl  PACCMOTPEHHBIX  CIOCOOOB, TO 3/1e€Ch MaKCHMAaJbHBIMU
NoKa3zareasiIMi 00J1aatoT cpa3y TpH cxembl (2, 4 u 9 Tabn. 1). OgHako, cxema 9 oOmagaer
NPUHIUNHAIBHBIM  JJOCTOMHCTBOM M B 3TOM OTHOLIEHWM. VI3HayalnbHO WACHTUYHBIE
XaOTUYECKUE TEHEPATOPHI B CXeMax 2 U 4 JOJDKHBI PAcIoyaraThCsl Ha pa3iIUdHbIX CTOPOHAX
KaHasa cBs3M. B mocienHem ke ciyyae MIAEHTHYHBIE F€HEPATOPhl PAaCHOIaratoTcs TOIbKO Ha
IIPUHUMAIOILEH CTOPOHE KaHaja CBS3H, YTO IO3BOJIAET JIETKO OCYIIECTBUTh UX IOCTHPOBKY.
Kpome Toro, cxema 9 okasbiBaercs Oosiee yCTOMYMBOW M 110 OTHOILIEHUIO K BIIMSHHUIO
HEJIMHEHHBIX MCKAKCHUH B KaHale CBS3M IO CPAaBHEHHMIO C JPYTUMH PACCMOTPEHHBIMU
crioco0amu repesadn JaHHbIX.

Bonee Toro, BeICOKas YCTOWYMBOCTH CXEMBbl NepeAayd HH(POpMaUUM Ha OCHOBE
0000IIeHHONW CHHXPOHU3ANNU [5] 10 OTHOIICHHIO K IIIyMaM TIO3BOJISIET MPEIJIOKUTEL Cpa3y
JBe ee Bo3MOxHbIe Mogudukanuu [10, 11], HanpaBieHHble HAa MOBBILIEHUE KOHPUICHIAIb-
HOCTU MepeAayd JaHHBIX MyTeM H3MEHEHHUS XapaKTepUCTHK IE€PelaBaeMOro CHUrHajia Ipu
MIOMOIIM JIONIOJIHUTENILHOTO FeHeparopa nryma. B To ke camoe BpeMsi, 1 3TH CIIocOObI HE CBO-
00JHBI OT HEOCTATKOB. B 4acTHOCTH, Kak OTMEUaIOCh BbIIIE, BCE OHM MO-MIPEKHEMY Xapak-
TEPU3YIOTCSI HECTAOMIIBHOCTBIO paboThl MPH HEUJIEHTUYHOCTH NTapaMEeTPOB I'€HEPaToOpOB, OJ-
HAKO B OTJIMYME OT JPYTUX U3BECTHBIX CIIOCOOOB Tepeaayn HHGOPMALUN U3HAYAIBLHO HJICH-
TUYHBIE XaOTHYECKHE IeHepaTopbl B HUX PacIlONIaraloTcsi Ha OJIHOM CTOPOHE KaHaja CBS3H,
YTO MO3BOJISIET OCYIIECTBIIATh UX IOCTUPOBKY.

KOcTupoBka reHepaTopoB XaoTHUYECKUX KOJEOAaHUM OKa3bIBaeTCs HE BCErJa BO3MOXK-
HO#l. bonee Toro, aTa mpobiiema ycyryOisieTcsi B mpolecce JUIMTEIbHON dKCIUTyaTallud yCT-
POMCTB, uTO JenaeT crnocodsl [5, 10, 11] HepaBoTOCOCOOHBIMU B JOATOCPOYHON MEPCIEKTH-
Be. B 1O xe camoe BpeMs pexuM 00OOIEHHON CHHXPOHHM3ALMH MOXKET HaOJI0JIaThCs HE
TOJILKO B CIy4ae BO3/EHCTBUS XaOTHYECKOIO CUTHalla Ha XaOTHUECKUE TeHepaTophl, HO U MU
BO3/ICIICTBUM TOTO K€ XAaOTHYECKOTO CHTHajla HAa FeHepaTopbl NEPUOAMYECKUX KoseOaHui
[12]. Pa3paboTka MAEHTHUYHBIX I'€HEPATOPOB MEPHOAMUYECKUX KOJICOAHUH SBISETCS MEHee
CJIO’KHOM 3aJlaueid, 4eM peall3allls XaOTHYECKUX IeHepaTopoB. bojiee Toro, B JaHHOM CIIy-
yae HeCTaOMJIBLHOCTh Pa0OThl TE€HEPATOPOB NMPU HEUJEHTUYHOCTH MapaMeTPOB BhIpa)keHa Ha-
MHOT'0 MEHbILIE, YEM B CJIydae MCIOJIb30BaHUS T'€HEPATOPOB Xaoca, YTO ClEeIaeT MOJ00HYI0
cXeMy cTaOUIbHON M pab0TOCIIOCOOHOM B Te€UEHHE JUIUTENIbHOTO BpeMeHu. Ipu 3Tom kauecT-
BO repenaun HHpopmaiu OyneT 0ojee BEICOKUM.

Ha ocHOBaHMM BBIIIECKAa3aHHBIX ApryMEHTOB IMpEAJIOKeHa MOJIU(HUKAIMS crlocoda
nepeaadu uHpOpMAIMA Ha OCHOBE OOOONICHHOW CHHXPOHHU3AIMH IIyTEM 3aMEHBI XaOoTHYe-
CKUX T'€HEepaTopoB MPUHHMAIOLIETO YCTPOMCTBA HAa aHAJIOTWYHbIE T€HEPATOPhI MEepHOIHYE-
ckux KoneOaHuil. [IpuHIMNManpHas cxema JUisl peanus3aliy 3TOoro crocoba MpHUBEAEeHa Ha
puc. 2. Croco6® ckpbITOi mepenayn MHGOpMAIMK 3aKI0YaeTcs B cleaytomeM. [lone3Hslii
nHGOPMAITMOHHBIN cUTHAN m(f) I xogupyercs B BUuae OnHapHOTO Koma. OJIMH WM HECKOJIBKO
YIPaBISIOIUX apaMeTPOB MEepearolero reiepatopa x(¢) 2 Moaynupyercst nH(popMaIoH-
HBIM CHTHAJIOM TaKUM 00pa3oM, YTOOBI XapaKTEPUCTHKH IEPEIaBaeMOro CHTHajla MEHSIIHChH
HE3HAYUTENIbHO, HO MPH 3TOM OCTaBajach BO3MOXHOCTh BO3ZHUKHOBEHUS/PA3PyILIEHUS PEKU-
Ma 0000IIEHHON CHHXPOHHM3AIWU B 3aBUCUMOCTH OT IeperaBaeMoro omHapaoro oura. Cur-
HaJl, FEHEpUPYEMBIN NepeNaroIell CUCTEMON, IiepeaeTcs 1o KaHany cBasu 3. IIpuHnmaroiee
YCTPOICTBO HAXOJIUTCS Ha JPYyroi CTOpoHe KaHaia cBsizu. OHO IpelcTaBisieT coO0OW JiBa
UJICHTUYHBIX T€HepaTopa MepUoANYEecKUX KosebaHuid, BTopoil u(f) 4 m tperuil v(f) 5, cno-
COOHBIX HAaXOJUTHCS B PEKHMME OOOOIIEHHON CHHXpOHM3auuH ¢ nepeparomuM 2. [IpuHiun

10



paboThl MPUHUMAIOIIETO YCTPOWCTBA OCHOBAH Ha JIMAarHOCTHKE PEXUMa OOOOIIEHHOW CHH-
XpOHI/I3aI_[I/II/I HpI/I IIOMOIIIN METOoda BCHOMOFaTGHBHOfI CUCTCMBI. CI/IFHaH C KaHalJia CBsA3U I10-
CTyHaeT Ha TeHepaTopbl MPHHHUMAIOIIEro ycTpolcTBa. [loidydeHHbIE Ha BBIXOJE CHUTHAJIBI
MPOXOJST YePe3 BHIUUTAIOIIEE YCTPOMCTBO 6, U 3aT€M JACTEKTUPYETCS] BOCCTAHOBJICHHBIH I0-
JIC3HBIA CUTHAJ 7, MPEJCTABISAIOMNA COO0M YepeayIONIyoCs MOCIeA0BATEIbBHOCTh YIaCTKOB
C HECMHXPOHHBIM M CHHXPOHHBIM ITOBEIEHHEM, MO0 KOTOPOW MCXOIHBIA MH()OPMAIMOHHBINA
CUTHAJI MOXET OBITh JIETKO JIETEKTHUPOBAH.

u(?)

x(?) y Wy ) ()

2 X))
)

3 ; v(?) 7
—{rr)

i

I
@l"‘
E

1 m(t)
o

Puc. 2. Cxema jy1s1 CKpbITOM Tiepeaun HHPOPMAIIUY Ha OCHOBE 0000IICHHON CUHXPOHHU3AIMH
B Cllyyae BO3ACHCTBHS Xa0THYECKOTO CUTHAJIA HAa TEHEPATOPBI IEPUOIUUECKUX KOJIeOaH I
1 - mone3HbIi OMHapHBINA curHaN m(f), 2 - IepBhIi (epearoInuit) reHepaTop, 3 - KaHaN CBS3H,
4 — BTOpO# (IPUHUMAIOIIIHNN) TEHEPATOP, 5 - TPETUI TCHEPATOP, UACHTHYHBIN BTOPOMY TeHEpaTOpy 4
0 YIPaBJISIOIIUM TapaMeTpaM, 6 - BEIYUTAIOIIEE YCTPONUCTBO,
7 - BOCCTAaHOBJICHHBIH TIOJIE3HBIN CUTHAN #7i(t)

D PeKTUBHOCTD TPEUIOKESHHOTO CITOCO0A MPOBEPEHA MMyTEM YHCICHHOTO MOJCIIAPO-
BaHUs MIPU KCIIOJIL30BAHUU CUCTEM Peccriepa v HU3KOBOJIBTHBIX BHPKATOPOB B KaueCTBE Te-
HEpaTOpPOB TEPEAAONIer0 W MPUHUMAIOMETO ycTpoiicTB. [lokasano, yTo B 00omx ciydasx
cnoco0 pabotaeT 3pPEeKTUBHO, MPH ITOM €ro YCTOWYMBOCTH K LIyMaM OKa3bIBAaeTCs BBILIE,
9YeM IPH UCTIOIF30BaHUH TeHEPATOPOB Xa0ca B MPUHUMAIOIIEM YCTPOUCTBE.

Pabota BhImonHeHa npu nopjepxke Poccuiickoro Gonaa GpyHaaMeHTaIbHBIX HCCIIE-
noBanuit (mpoekt Ne 12-02-33071) u Coseta no rpanram IIpesunenrta Poccuiickoit denepa-

o 1Jid FOCY,HapCTBeHHOﬁ MOAACPIKKU MOJIOABIX pOCCHﬁCKHX YYCHLIX — HOOKTOPOB HAYK
(MJ1-345.2013.2).
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JIEKTPOHHOE ITPABUTEJIBCTBO.
TEXHOJIOI'UA BE3OITACHOCTH

10.1. MOCHUEHKO, M.H. BObOB

OAO «AI'AT-cucmemul ynpasieHusy — ynpasiaowas KOMIAHUA X0n0uHed
«I eounghopmayuonnvie cucmemul ynpasneHusy»
np-m Hezasucumocmu, 117, 2. Munck, 220114, Pecnybnuka Berapyce

Ilo onpenenennto OOH «3DneKTpOHHOE MPABUTENBCTBO — 3TO TAKOE IPABUTEILCTBO,
koTopoe npumensieT KT ¢ niensio npeo6pa3zoBaHus CBOMX BHYTPEHHUX M BHEITHUX B3aUMO-
OTHOILIECHUI». bonee mmpokoe ompeneneHne JaHHOTO NMOHATHS EBpocoro3a «JIEKTpOHHOE
MIPaBUTENBCTBO — 3TO MPUMEHEHHE HHPOPMAIIMOHHBIX U KOMMYHHKAIIMOHHBIX TEXHOJIOTUN B
OpraHax ToCyJapCTBEHHOI'O YIIPaBJIEHMs, YTO B COYETAHWM C OPraHMU3ALlMOHHBIMHU H3MEHE-
HUSMH U BHEJIPEHUEM HOBBIX HAaBBIKOB IIPH3BAHO COBEPUICHCTBOBATH I'OCY/IAPCTBEHHBIE yC-
JYTH U JEMOKPAaTHYECKHE MPOLECCHl M 00ecnedrBaTh MOAJIEPKKY MHCTHUTYTaM TOCYyJIapCT-
BEHHOW MOJIUTUKWY. CXoxee omnpezeneHue npuseneHo B Konnenmuu Gopmuposanus B Poc-
cuiickoit denepaluy 3JIEKTPOHHOTO NpaBUTEIbCTBA «HoBas hopma opranuzanuu AesITeIbHO-
CTH OpPraHoOB IOCYJapCTBEHHOI BJIaCTH, OOecrneunBaroias 3a CYeT HIMPOKOT0 MPUMEHEHUS
UKT xauecTBEHHO HOBBII YPOBEHb ONEPATUBHOCTH U y100CTBA MOTyUEHHs OpPTraHU3aALUsIMU 1
rpakAaHaMH roCcyJapCTBEHHBIX YCIYT U HHGOPMAIUU O pe3ysibTaTaxX AesTEIbHOCTH rocyaap-
CTBEHHBIX OPTaHOBY.

Takum o0Opa3om, 371EKTPOHHOE MPABUTEILCTBO SIBISIETCS HE YaCTUYHBIM 3aTPaTHBIM
TE€XHOJIOTMYECKUM PELICHHEM, a KOHLENIUEN OCYIIECTBIEHUS YIPABICHHUs TOCY1apCTBOM U
3JIEMEHTOM MacIITabHOro WH(POPMAIIMOHHOTO IPeoOpa30BaHUs OOIIECTBRA.

OOwenpu3HaHO, YTO HJIEKTPOHHOE MPABUTEIBCTBO JICHCTBYET B TPEX HANPABICHUAX:

* OT mpaBuTeabcTBa K npaBuTenbeTBY (G2G). K uuciy Takux OTHOCATCS MPOEKTHI:
CO3/IaHME MEXBEIOMCTBEHHBIX CETEH, TOCYIapCTBEHHBIX W KOPIOPATHBHBIX 0a3 NaHHBIX,
peecTpoB BBEACHNUS 3JIEKTPOHHOIO IOKYyMEHTO000pOTa U T.11.;

* ot nipaBuTenbcTBa K HacesneHuto (G2C). [IpoekTsl: mpeaocTaBlieHne CBEACHUI O CBO-
00JHBIX paboOYMX MeCTax, BblJauya CBHUJIETEIBCTB O POXKACHUU, PETUCTPALIUS U TOJIOCOBAHUE
u30upareneil, MeuuuHCKas UHGOPMAIHS U T.11.;

* oT npaBuTenbcTBa K OuzHecy (G2B). [IpoexTsl: mpoBeeHne TOCy1apCTBEHHbBIX 3a-
KYIIOK, BbIJ]a4a JIMLEH3UM U pa3pelleHni U T.11.

Peanu3zanust »THUX HampaBlIeHUH BO3MOXXHA B YCJIOBHSIX 00€CIEYEHHS] MEKBEIOMCT-
BEHHOT'O MH()OPMAIIMOHHOTO B3aUMOJICHCTBHUS, CO3[aHNsI HHTEIPUPOBAHHOTO WH(pOpPMAIIMOH-
HOTO MPOCTPAHCTBA U PEIICHUs psiia cHOPMYIUPOBAHHBIX HUXKE 3aa4.

1. MaTerpanus nHPOPMALMOHHBIX PECYpPCOB PA3IMYHBIX BEJJOMCTBEHHBIX CUCTEM, KaK
10 TOPU3OHTAIIN, TAK U 110 BEPTUKAIIN.
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2. OmpeneneHue MpaBOBOTO CTaTyca BEJOMCTBEHHBIX MH(OPMALMOHHBIX PECYpPCOB,
PEKUMOB MX UCIIOJIb30BaHUs, OLCHKH M BKIIOUEHUS B OOIIErOCy1apCTBEHHOE MOJIb30BAHNE —
CO3JIaHUE TOCYAapCTBEHHBIX HH(MOpMaIMoHHBIX pecypcoB (I'UP).

3. Pa3paboTka He00X0AMMOM HOPMAaTUBHO-IIPABOBOM 0a3bl, MPUHATHE OPTaHU3ALNOH-
HBIX PEIIEHUH 10 COBEPLICHCTBOBAHUIO CTPYKTYphl U (YHKLIMH OPraHOB roCyAapCTBEHHOIO
yTpaBJICHUS.

4. Co3maHue 3aKphITOM MPaBUTEILCTBEHHOW HMHTPAHET-CETH, OOCITYKUBAIOIICH pas-
JUYHBIE BEIOMCTBA M OOECIIEYMBAIOIIEH HMHTETPALMI0 BEJIOMCTBEHHBIX HMH()OPMAIIMOHHBIX
CHCTEM M PECypCOB M MX B3aMMOJEHCTBHE IPU OKAa3aHUU IOCYNApPCTBEHHBIX YCIYT U MPUHSI-
TUM YIPABICHYECKUX PEIICHUI.

5. Onpenenenue Ha TOCYJAPCTBEHHOM YPOBHE aJMHUHUCTPATHBHBIX PETIIAMEHTOB OKa-
3aHUS TOCYJJAPCTBEHHBIX YCIIYT, ONPEAEISIOINX BIACTHBIC TOJTHOMOYMS U 005S3aHHOCTH pa3-
JIMYHBIX BEJIOMCTB, ITOCIIEAOBATEILHOCTh X B3aMMOJCHUCTBUS B MPOIECCE OKA3aHUS YCIYTH,
croco0 ee MHUIMUPOBAHUS U aKTUBU3AL[MH TOCOPTAHOM.

6. Pa3paboTka 3JeKTpOHHBIX aJIMUHUCTPATUBHBIX PETJIAMEHTOB Ha OCHOBE IOCYIapCT-
BEHHBIX aJMUHUCTPATUBHBIX PErJaMEeHTOB, OINpPENeNIOIUX HPOHece aAMUHUCTPATUBHON
JeSITETHHOCTH 110 PeaTU3allii TOCYNapPCTBEHHBIX YCIYT B ()OPME DIEKTPOHHBIX JTOKYMEHTOB
Y HEpa3pbIBHO B3aMMOCBSA3aHHBIX C HUMH COOTBETCTBYIOUIMX (OPMAJIBHBIX OMMCAHUM 3THX
IIPOLIECCOB, MOAIEPKAHHBIX TIPOTPAMMHOM CUCTEMOI.

7. Co3naHue MpaBUTEIIbCTBEHHBIX LIUII030B, MO3BOJISAIOMINX 00€CIIEUUTh B3aUMOIEHCT-
BUE MEXIy 3aKPBITHIM INPAaBUTEIHCTBEHHBIM MHTpaHeTOM M OOMIEAOCTYIMHBIMH CHCTEMaMHU
JUIsL OKa3aHMs yCIyT HACEIEHUIO U OU3HECY.

8. Pa3paboTka npoduiast TeXHUYECKHX HOPMATHUBHBIX MpaBoBbiX akToB (THIIA) mex-
BEJIOMCTBEHHOT'0 B3aumozencTBus, Benenus I'VMIP u persiameHToB uX (QyHKIIMOHUPOBAHUS U
UCTIOJIb30BaHUSI.

9. ®opmHpoBaHUE €AMHOTO PAacUYeTHO-MH(POPMALMOHHOTO MPOCTPAHCTBA JJIS OHJIAM-
HOBO¥ OTUIATHI PEAOCTABIISIEMBIX YCIIYT 110 TaprU(aM aMHUHUCTPATHBHBIX PETIIAMEHTOB.

10. Pa3paboTka MexaHU3MOB obecneueHus: 6e30MacHOCTH UH(OTETeKOMMYHHUKAIIMOH-
HOU 11aT(OPMBI ISl peaTn3ayi MOTHOMOYHOTO OCTyTa (GU3HMYECKUX U FOPUANIECCKHUX JIHIT
K F'OCY/apCTBEHHBIM HH(OPMALMOHHBIM PecypcaM U CO3/IaHUs CHCTEMBbl 0OpallleHus I0pUIu-
YECKH 3HAYMMBIX AJIEKTPOHHBIX JOKYMEHTOB.

11. Co3nanue crielualbHOM CHCTEMBbI MOATOTOBKU M NEPENOArOTOBKU T'OCYapCTBEH-
HBIX CTY’KaIlllMX B 00JACTH TEXHOJIOTUH MH()OPMAITMOHHOTO OOIIECTRA.

KonnenryanpHas cxemMa HH(OTENTEKOMMYHHKAIIMOHHON MIaT(opMbl, HEOOXOIUMON
U QYHKIMOHUPOBAHUSE SJIEKTPOHHOTO MPABUTEIILCTBA C YUETOM yKa3aHHBIX HAIpaBIICHHUH
ero JesTeIbHOCTH B PaMKax ONpe/eNIeHHbIX 3a/1a4, Ipe/icTaBlIeHa Ha puc. 1.
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Konnenryajabnas cxema
HH(OTEIEKOMMYHHKAIIMOHHOMH IIAT¢GOPMBI 3JIEKTPOHHOIO NPABUTEIbCTBA

®duanyeckune nuua

BepomcteeHHas MC

LleHTp MpaBUTENBLCTBEHHBI
ynpaBreHus Lunto3
rocyaapCTBeHHON
VHOpMaLIMOHHOW
cucTemon

WUHTpaHeT

FocypapcTBeHHbIN

Puc. 1
Puc. 1. KonuenryansHast cxema HH(POTEIEKOMMYHHKAMOHHOH 1IaT(opMBbl

Jlnis co3maHust U pa3BUTHs AIIEKTPOHHOrO MpaBuTenbcTBa B PecnyOmmke benapychk
NPaBUTENLCTBOM ObUIa MpuHsTa ['ocynapcTBeHHas nmporpamMma uHpopMaTuzanmuu Pecrry6mu-
ku benapyck Ha 2003—-2005 roab! 1 Ha MEPCIEKTUBY SBISUIOCH (pOpMUpOBaHHE B peciyOinke
€MHOTO WH(POPMAIIMOHHOTO MPOCTPAHCTBA KaK OJHOTO M3 ITAIOB Iepexoja K mHpopmaru-
OHHOMY OOILECTBY, 00€CIEUNBAIOLIETO CO3/IaHUE YCIOBUN IS MOBBILICHUS 3(PPEKTUBHOCTH
(GYHKIMOHUPOBAHUSI SKOHOMHKH, TOCYITAPCTBEHHOI'O U MECTHOI'O YNpaBJIeHUs, 0OecreueHus
npaB Ha CBOOOJHBIN MOUCK, Mepeaady, pacnpocTpaHeHHe MHPOPMALMU O COCTOSTHUM HKOHO-
MHUYECKOTO U COIMAIIEHOTO Pa3BUTHS OOMIECTBA.

bazoBeiM npoektom IIporpammel «DnekTpoHHast benapycey crano co3ganue oouiero-
CyapCTBEHHOW aBTOMAaTH3UpOBaHHOU mHpopmarmonHou cuctemsl (OANC), mpeanaznaueH-
HOM JUUIsl aBTOMATHU3AIMK JIEATEIIbHOCTU FOCYIapCTBEHHBIX OPTaHOB MO MPEJAOCTABICHUIO UH-
(bopMaIMOHHBIX YCIIYT IPYTHUM FOCyAapCTBEHHBIM OpraHaM, OpraHU3alusM U rpakJaHaMm.

Hensto cozpanus OAUNC sBnsinock noBblleHHe 3()(EeKTUBHOCTH W KayecTBa
(YHKIMOHUPOBAHUS T'OCYJIapCTBEHHBIX OpraHoB, a OCHOBHble 3ajaun cozfgaHuss OANC
BKJIIOYAJIH B C€0sL:

— WHTETpalyio 0a30BbIX WHPOPMALIMOHHBIX PECYpCOB, UMEIOMIUX TOCYAAPCTBEHHOE
3Havyenne (I'UP), u popmupoBanne 06beAMHEHHOTO HH(POPMAITMOHHOTO pecypca rocy1apeT-
BeHHBIX opranoB PecnyOnuku benapycs (OI'1P);

— pealM3aluio MOJHOMOYHOro JocTyna Kk oobeaunenHomy ['MP, a taxke obGecreue-
HUE €r0 3alllMIIEHHOCTH OT HECAaHKIIMOHUPOBAHHOT'O JOCTYINa B COOTBETCTBUM C ACHCTBYIO-
muMu B PecrryOnnke benapych HOpMaTUBHBIMH JJOKYMEHTaMU;

— ¢opmupoBaHue peecTpa MHOOPMAIIMOHHBIX YCIYT, MPEIOCTABISIEMBIX TOCYIapCT-
BEHHBIMHU OpraHaMu;

— pa3palboTKa rocyAapcTBEHHOr0 MPOQuUIIsl B3aUMOAECHCTBUS OTKPBITHIX CUCTEM Kak
METOA0JIOTMYECKON OCHOBBI JUIsl MHTETPAllMM M B3aUMOJICHCTBHUS CYILECTBYIOLINX U pa3pada-
ThIBaeMbIX HH(popMaloHHbIX cucteM (M C) rocy1apcTBEHHBIX OpraHoB.
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Taxum o6pazom, cozmanne OAMC mo3BoaMIO pemruTh OOJBIIMHCTBO 3a/1a4, He00X0-
JTUMBIX JUIsl (QYHKIIMOHUPOBAHUS SJIEKTPOHHOTO TMpaBUTENbCTBA B PecmyOnuke benapyce, u
o0ecreynTh OCHOBY JUIsl HapallMBaHUS U Pa3BUTHUS TOCYAAPCTBEHHBIX YCIYT C HCIOJIb30Ba-
HUEeM WH(POPMAIMOHHO-TEIEKOMMYHUKAIMOHHBIX TexHosoruit (UKT).

Apxutektypa OANC Briarouaer HaOOp CPEACTB U METOMOB /Il OOBEAUHEHUS U CO-
riiacoBaHus (QyHKIIMOHAIBHBIX, MHPOPMAIMOHHBIX ¥ TEXHUYECKUX TPEOOBAHUN C BO3MOMXKHO-
CTSIMU HMH(POPMAIMOHHBIX TEXHOJIOTMH, MPUMEHSEMbIX IS €€ pealu3aluu. ApXUTEKTypa
OAUC mpencraBusieT co00i MHOTOYPOBHEBYIO MOJIEITh, IPUBEICHHYIO Ha pHC. 2.

Apxutektypa OAUC
[

BusHec-apxutekTypa

o OpraHusauvoHHas CTpykTypa

o AAMUHUCTPaTUBHbIE NpoLeaypbl

o GYHKLMM 1 NpoLiecchl

o CTPYKTYpbl AAHHbIX

o CxeMbl UH(POPMALMOHHBIX MOTOKOB
(BokymeHTo060pOT)

TpebosaHus

Y

CucrtemHas apxuTekTypa

ApxutekTypa

TexHunyeckasn apxuTekTypa

MporpamMmmMHas apxuTekTypa

MHEOPMALIMOHHON
6esonacHocTy

o CeTeBasi apxuTekTypa
o ApxuTekTypa nnatcdopm

o APXMTEKTYpa NPUKNaaHbIX cUcTeM

o APXUTEKTYpa AaHHbIX

o [IporpaMmHo-TexHomnornyeckas
apxuTekTypa sapa

* VipeHTndpukaums/ayteHTudmnkaums
« YnpaBsneHue JocTynom

o KoHunaeHUManbHOCTb AaHHbIX

o LlenocTHoCTb AaHHbIX

« [1poTokonupoBaHue/ayanT

Puc. 2. Apxurextypa OAVC

Janubim ocobenrocTsiM OANC Hanbosee MOJTHO U BCECTOPOHHE YIOBIIETBOPSIET Cep-
BUC-OpHUEHTHpOBaHHas apxuTekTypa (SOA — Service Oriented Architecture), KoTopas mMo3Bo-
JISIeT TIPEACTaBUTh OM3Hec-mporiecchl (porecchl B3aumoaecteust OAVC) B BU1e MHOKECTBA
OTJICTBHBIX JIOTHYECKUX DJIEMEHTOB (CIIy>k0) ¢ BOBMOKHOCTBIO MX KOMOMHHPOBaHUS (U TIepe-
KOMOMHHMPOBAHUS) B Pa3IMYHbIC PEIICHUS U CLICHAPUU UCHONIb30BaHus. C TOUKHU 3pEHUS Tpe-
ooBanuii Kk OAUC, SOA mo3BossieT 00ecrednTh THOKOCTh MPEICTABICHHSI MPOIIECCOB B3aU-
MOJICUCTBUSL.

CoBOKYIHOCTh BCEX BAapPHAHTOB BHI30BA CEPBHICA JIOJDKHA OBITH MPEIBAPUTEIHLHO OII-
peAesieHa; BBI3OB JOJDKEH OBITh OCYIIECTBIEH CTaHAAPTHBIM 00pa3oM, pe3ysibTaT BbI30BA
JI0JDKEH OBbITh M3BECTEH 3apaHee (MpeaBapuTesIbHO onucan). Hanbonee pacpocTpaHeHHBIM H,
OUYEBUHO, ONTUMAIBHBIM MOIXO0A0M, YAOBIETBOPSIONIUM BBIIIEIPUBEICHHBIM TPEOOBaHUIM
U cornacyrommmcs ¢ kornenmueir SOA sBustorcs Web—CcepBUCHI — COBOKYITHOCTh TEXHOJIO-
THi, TO3BOJISIOIINX OMMCHIBATH CEPBUCHI, ONPEAETATh MpaBUiia B3aUMOICHCTBHS CEPBUCOB,
CO3/1aBaTh KaTaJOr'H CEPBUCOB.

Web-cepBHchl HaxOITCS B CTPOIOM COOTBETCTBUU C PSIIOM KIIFOUEBBIX CTaH/IAPTOB
SOA, Takux, Kak:
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— WSDL (Web Services Description Language) — enunbiii H”HTEp(EHCHBIN S3BIK OTH-
canus (neckpuntopa) Web-cepBHCOB ¢ TOUKHM 3pSHHSI UX HCIIOTH30BAHMS;

— SOAP (Simple Object Access Protocol, B Oonee mo3mHeM mepeBojae Service
Oriented Architecture Protocol) — mo cyTu, MexaHu3M cO3JaHHs CTPYKTYPHUPOBAHHBIX IaKe-
TOB JJAHHBIX U OOMEHA MU MEX]y CEpPBHUCAMH;

— UDDI (Universal Description, Discovery and Integration) — peectp Web-cepBucos,
COJIEpKAIUI MCUEPITHIBAIONIYI0 WHPOPMAILIMIO 000 BCEX CEpPBUCAX, OIYOJMKOBAHHBIX IS
UCTIOJIb30BaHUs TPOBaiiIepaMu CEPBUCOB U oOecrieunBaronuii coennuenne [lomp3oBarens ¢
NpOBAIEPOM cepBHca.

Bce Tpu crannpapra 6asupytrorcs Ha s3pike XML (EXtensible Markup Language) u siB-
JSIFOTCSL OTKPBITBIMU, T.€. Pa3BUBAIOTCS U MOIUMUIIMPYIOTCS HE3aBUCUMBIMA KOMHUTETaMH 10
CTaHAapTU3AIHU.

Lentp ympaBieHusi rocyapcTBEHHONH WH(GOPMAIIMOHHON CHCTEMOM 00pasyer sipo
OANC, nporpaMMHO-TEXHHYECKAs! apXUTEKTypa KOTOPOro MpejcTaBieHa Ha puc. 3.

[IporpammHo-TexHONOrMUECKas apxurekrypa sapa OANC

aganTtepbl

WcTounukm n nonb3osatenu | FocypapcTBeHHble paxpaHe tOpunnyeckme mua
uHdopmauum OAUC opraHbl n I'Ipe[J,I'IpI/IT/IMaTeJ'IVI
(paboTHuKN) w >
fa= = ‘ = 5
| o |
Apnpo OAUC anﬂﬂew”ﬂﬂm
[ b o e o e o em o am o wm oo e e am o am o am o wm o e ams o @ ¢ @m o @m o @m o mm o mm o mm o o
Wnndopma- ADAMTEPBI| | |’
LIMOHHBIe wncpopma- | | CEPBEP NPUNOXEHNIA cyeq
cucTemMbl u r
cuctem |} | Oracle Application Server 10g EE Oracle Database 10g EE
i TexHonornyeckune ' l ' '

‘
o
—

SOAP
Adapter

T
—
|

CpeacTBa peanusauum cLeHapves
Oracle BPEL Process Manager

Adapter XPAHUIULLIE METALAHHbIX
\ e ||
) < CpencTsa noanepxkn UDDI PeecTpi
- (penozutopuii Web-cepsucos) CTanaapTs,
Oracle Service Registry pernameHThbl,

FTP

E-mail
Adapter

KnaccudukaTtopel,

CpepacTtsa ynpaBneHusi U MOHUTOPUHra b
penoantopu, ...

Oracle Business Activity Monitor
Oracle Enterprise Manager

Cpe,qcraa 3JIeKTPOHHOIr0 B3auMoaeucTeus
Oracle Enterprise Service Bus

CpeAcTBa NPOEKTUPOBaHUA U pa3paboTku
Oracle Business Process Analisys Suite (ARIS), JDeveloper

|
|
|
! x 3
|

Puc. 3. IlporpammHo-TexHIUYeCcKas apxurekrypa sapa OANC

Cuctema 3amutsl uHpopmaunu OANC BkitoyaeT B ce0si KOMIUIEKC TEXHUYECKUX U
OpraHU3alMOHHBIX MeponpusaTHil. KoMmmieke TeXHUUEeCKUX U MIPOrpaMMHBIX CPEICTB pacipe-
neneH Ha cepsepax spa OAMC u APM agmunuctpatopa 3amutsl (A3) sapa OAUC. Opra-
HHU3aLMOHHBIC MEPONPHATHUS 110 00ECIIeYeHNI0 0€30MMaCHOCTH OCYIIECTBISACT MWIM KOHTPOJIH-
pyer ux BoinonHeHue A3 sapa OAMC. Cpeactsa 3alMThl, pacloiararouiiecs Ha ypOBHE Be-
nomctBeHHbIX MC, pa3pabaTeiBatoTCsi cCaMUMHU BEJJOMCTBAMU C YYETOM TEXHUYECKHX pellle-
HUI 1o 3amure uHpopmanuu sapa OAUC.
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Cucrema 3amutel nuadpopmanuu B sape OAUC umeet nBa ypoBHs. IlepBriit ypo-
BEHb — 3alIUTa OT (PU3MYECKOI0 JOCTyINa MOCTOPOHHMUX JHUI[ K TEXHUYECKUM CpPEICTBaM
sapa OAUC. Peanuzanus mepBoro ypoOBHS 3alUTHI 00€CTIEUMBACTCS OPTraHU3aIMOHHO-
TEXHUYECKUMH MEPONPUATHSIMH, KOTOPbIE PEaNnu3yloTCs 3KCILIyaTHPYIOIIEH OopraHu3a-
el W HampaBJIEHbl HA MPEAOTBPALIEHHUE JIOCTyNa MOCTOPOHHUX JIUI] B TOMEILICHUS U
KOHTPOJIb JOCTYyIla IIEpcoHaja K TexHuueckum cpeacrsam sapa OANUC. Bropoil ypoBeHb
— 3amura oT HecankurnoHupoBanHoro aoctyna (HCJ/]) k o0beanHeHHOMY roCyJapCTBEH-
HoMy mH(popmarmonHomy pecypcy OAUC, k 1O u manaweim sapa OAUNC. Peanuzanus
BTOPOT'0 YPOBHS 3aIUTHI BKJIIOYAET B ceOs:

— CO3/aHMe JAeMIINTapu30BaHHOU 30HbI sipa OAWC nyTem BHENIHETO U BHYTPEHHE-
r'o0 MEXCETEeBOro dKpaHupoBaHus http-cepBepa;

— obecreueHne 3alUIIEHHOT0 oOMeHa moinb3oBareneil ¢ mopraramu OAUC mo mpo-
tokony TLS;

— o0ecneueHue 3alMIEHHOTO 0OMEHa Nojb3oBartenei ¢ Bed-cepBucamu saapa OANC
w sapa OAUC c BeG-cepucamu I'MP ¢ ncnonb3oBanueM cpencts mugpporanus SOAP-
KOHBEPTOB;

— obecneyenue 3amuiieHHoro oomena aganrtepa sajapa OAUC ¢ UC, conepxkamumu
I'"P ¢ nucnosnb30BaHUEM MIPOTOKOIOB 3alIUThI [P ypoBHS;

— noaTBepxkaeHne NOJIMHHOCTH SOAP KOHBEpTOB HyTE€M BbIpAaOOTKH U IPOBEPKU
ux OIII;

— ynpaBlieHue J0CTynoM K BeO-cepBucam siapa OANC u nporpaMMHOMY obecrieye-
Huto sigpa OAUC,;

— HenpepbIBHBIN KOHTpoJb goctyna K [1O u manubM sapa OANC u ayaut coObITuit
0e30IacHOCTH;

— KOHTpoJb nenoctHocty [10 u nannbix sapa OANUC;

— co3nanue APM A3.

Cxema pacripesienieHusi OCHOBHBIX (DyHKITHI 3amuTsl 1o neMenTaMm siapa OANC npu-
BeJICHa Ha puc. 4.

Co3naHue IeMWINTapHU30BaHHOM 30HBI OCYLIECTBISIETCS C IIOMOIIbIO BHELIHETO U
BHyTpeHHero MCD. Baemmuuii MCDO (Cisco ASA 5520) mpenHa3zHayeH Ui 3aliuThl http-
cepBepa OT BHEUIHMX aTak, a Takke M KOHTpois ucxoxsmero u3 sapa OAUC tpaduka.
Buytpennuit MCD (Cisco ASA 5520) npenHazHaueH s 3alIUTHI PECYPCOB siIpa OT HECAHK-
IIMOHMPOBAHHOTO MPOHUKHOBEHHS CO CTOPOHBI http-cepBepa, a Tawke http-cepBepa OT BHYT-
peHHUX aTak u3 BHyTpeHHei cetu sapa OAVIC. Buemnuii u BHyTpenHuit MCD oOecrieuuBatoT:

— 3zamury [P anpeca u nopros http-cepsepa;
— 3aLIUTY OT CETEBBIX aTak;

— omoBeleHne agMuHucTpaTopa 3amuThl siapa OANC o KOHTPOIUPYEMBIX COOBITUSIX
U UX ayJuT.

3amura I[P agpeca u moptoB http-cepBepa peanusyercss ¢ UCHOIb30BaHUEM (YHKLIUU
TpaHensauuu ceteBbix aapecoB (NAT) u Tpancisuuu agpecos noptos (PAT).

3amuTa OT CETEBbIX aTaK BKIIFOYAET:

— 3ammry oT DoS arak — ¢pynkmust Anti DoS;
— 3amuTy oT ciyduHra — QyHkius Anti cryQuHr;

— 3aUIUTYy OT CKAaHUPOBAHUS ITOPTOB.
3amuTa OT CKaHUPOBaHUS NOPTOB peanusyercs MO NOCTOSHHO B aBTOMAaTHYECKOM
pexxume. Hactpoiika nepeuns BoimonHsieMbix MCD ¢yHKIMA, GopMHpOBaHUE MEpPEeYHs] KOH-
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TPOJIUPYEMBIX COOBITHI /ISl OpPTaHNU3aIlluH OTIOBEIIEHHS U ayIuTa OCYIIECTBISIOTCS aJIMAHU-
ctpatopomM 3aumThl siapa OANC co ceoero APM uepe3 rpadudeckuii nHTEpdeiic moap3oBa-
tenst (GUI — Graphic User Interface) wim unrepdeiic komananoin crpoku (CLI — Command
Line Interface).

KopHeBoit yaoCToBepsAIoLwuii LEHTp.

https

YocTosepsiowye ueHTps (FCYOK) [ MexceTeBoW aKpaH IPSec MPebI, ncnonbayowye
(CISCO 5520) apantepbl
‘ Tonb30BaTeny NopTanos https »] 1. 3awwra 1P appeca u
A nopTos http-cepsepa http TVPe1, ucnonb3ylowme
Monb3oBaTenu web-cypBucos http 2. 3almTa OT CEeTEBbIX - npAMoii AocTyn K web-
OAUC artak cepBucam
https
‘ APM agmuHucTpaTtopa 3almTbl P
A
OemMmunnutapusoBaHHasi 30Ha 1. AyTeHTudunkauma knova
WwncpoBaHus oTnpaBuTens
HTTP CepBep no ceptuchukaty
(Oracle http 2. YcTaHoBneHne ceccum mexay
server) oTtnpasutenem u http-cepeepom
3. lWudpposarue (pacwmdposBarue)
nakeToB
4. AHTUBMpPYCHas 3awumTa
MexceTeBoii
3KpaH
(CISCO 5520)
BHyTpeHHsAs ceTb Cepsep Cepeep
sapa OANC (Coerzzz)gé:; VHTpaHeT-nopTana VHTepHeT-nopTana Cli?:ﬁ]zto I;Ii?e(g;?;:)le
(Oracle Portal) (Oracle Portal)
1. XpaHeHue y4yeTHbIX 3anucen
nonb3osarenen
2. XpaHeHue u Bbliaaya
cepTUdUKaTOB OTKPBITbIX Kitoyen
aun
Web
Services G
Manager a
t 5 1. Ayaut
A javaclass 2. WudpposaHue SOAP koHBEpPTOB
w 3. Mposepka/BbipaboTka SLM
b SOAP-koHBepTa
y 4. MNMpoBepka npas nonb3osaTens
CepBep 1. BbinonHeHue 6usHec-norvku (se6-
MPUAOXKEHNIA cepsucel u BPEL-npouecchbl)
2. Peanusauumsa nonHomouuni
[ocTyna K faHHbIM

Puc. 4. Cxema pacnpeneneHust OCHOBHBIX (DYHKIHMH 3alIUTHI IO 37eMeHTaM siapa OAVC

KondpuneHmanbHOCTh W ETOCTHOCTh MHPOPMALIMU B KaHAJIAX CBSA3M MPHU OOMEHE
aapa OAVC c aBTopu3oBaHHbIMU monb3oBatessiMu U [P oGecnieunBaercss mpumMeHeHUEM
KpUnrorpagpuyeckux cpeacTs, peanu3yromux anroputMsl 1o [OCT 28147-89. 3amunieHHbINH
00OMEH ¢ MOJB30BATESIMUA MOPTAJIOB peaau3yeTcs MpH MOoMoIU http-cepBepa ¢ moanepKKon
MoJyJIsl, peasiusyrouiero nporokos TLS ¢ ucnonap3oBaHueM KpunTorpaguueckoro airopurma
no ['OCT 28147-89 u anroputma BelpaboTkH ob1ero kimtoua no P/l Pb «bankoBckue TexHo-
norun. [Iporokons! popMupoBanus o01ero Kiaroda». Jis peanusanuu 3aMIeHHOro oOMeHa
Ha http-cepBepe BBINOIHAIOTCS cleaytomue GyHKINU:
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— uACHTH(UKANMS W ayTeHTU(UKAIMS KIro4Ya oTnpaBuTens 3ampoca B siapo OANC
(3aperucTpupoBaHHOTO MOJIL30BATEIS);

— CHHXPOHM3alLUsl C YJOCTOBEPSIOUIMM LIEHTPOM CIHCKA ACHCTBYIOIIMX M OTO3BaH-
HBIX LU(POBBIX CEPTU(PUKATOB KIItOUEH MUPPOBAHUS;

— YCTaHOBJICHHE 3alIMIICHHON CECCHU U MU(PPOBAHUE TTAKETOB.

3amMIeHHbI 0OMEH C IOJIb30BaTENsIMU BeO-CEPBUCOB PEATU3yeTcsl MpH MOMOIIU
mmdpoBanuss  SOAP-koHBEpTOB B Web Services Manager ¢ HCHOJIb30BaHHEM
ceptuduuupoBanHbix OAL] mporpaMMHBIX CpeiCTB KPUNITOrpadhuiuecKoi 3aluThl.

3amunienHsi oomen siapa OAVC ¢ 'UP gepes anantepst UC peanusyercs mpu mo-
Mo npotokona ESP u3 cocraBa creka nporokona IPSec B TpancnoptHoM pexnme. Ilpu
ornpaBke [P makeroB ocyuiecTBisieTcs 3amMppoBaHrue UX COAEpKATEIbHON YacTu U (POpMHU-
pPOBaHME UMHUTONPUCTABKH AJI1 KOHTPOJIS LEeJI0CcTHOCTH. Ha nmpuemMHol cTOpoHE OCYLIECTBIISA-
eTcst pacmm(poBaHUe W MPOBEPKa IEIOCTHOCTH MPHUHATHIX MakeToB. [[is opranuzanwm 3a-
munieHHoro coeaunenus siapa OAUC c ananrepom UC popmupyrorcs o0mye KoY Ha oc-
HOBE MMEIOIIUXCS JINYHbIX Kintouer mudpoanus sapa OAUC u UC B cootBerctBuu ¢ P/l Pb
«bankoBckue TexHonoruu. IIpoTokossl GopMUPOBAHUS OOILETr0O KII0Uay.

[Tonreepknenue noyIMHHOCTH SOAP KOHBEPTOB OCYILIECTBIISETCS € UCIIOJIb30BAHUEM
mexanu3ma OUII nmo CTb 1176.2-99. ®opmuposanue u nposepka DI SOAP xonsepros
ocymectBisiercss B WSM ¢ ucnionb3oBanueM ceprudummpoanHoro OALl mporpamMMHoro
cpeacta JLII.

CxeMa NOAKIIIOYEHUs] MEXaHU3MOB 3allUThl B IIpoliecce 00pabOTKU 3ampoca y4acTHH-
koB MH(opmarmonHoro oomena B OAUC npusesnena Ha puc. 5, 6.

MNonb3oBarens p
i 3anpoc T
M3 1

] https (TLS) ] hup
HTTP-cepBep ana noptana HTTP-cepsep ans SOA

1. Moceinaet Monb3osaTento cBoi
ceptudgukat

2. AyTeHTUdnUMpyeT Koy
Monb3osatens no ero YeraHasnueaet

cepTucbukaty Heo6XoAnMbIE COeANHEHNSI
3. YcTaHaBnuBaeT 3almLieHHY0

ceccuto

M3 2

i http-3anpoc

Moptan
1. MpoeepsieT npaga MNonb3oBatens
2. ®opmupyeT SOAP-KoHBEPT
3anpoca SOAP+3LMN
SOAP + 3UN SOAP+3LM sippa (cepsepa ESP
v noptana | nonk3osatens NPUIOXEHNI)
WSM
1. MposepsieT npaea Monb3osaTens 1. @opmwpyer SLM Anantep
n anpa SOAP-koHBepTa
posepset 3L MopTana 2. PacwmcbpoBbiBaeT coaepxmumoe
3. MNposepset 3L Monb3osaTtens 2. SawmdbpostisaeT
. conepxumoe
i SOAP iSOAP T SOAP T SOAP

Be6-cepBuc agpa ‘

Puc. 5. Cxema noaxiiroueHrs MEXaHU3MOB 3allUTHI B IIpoliecce 00paboTKu 3ampoca
(momp3oBarens — sapo OAUC — ['UP)
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rp

5O, Be6-cepsuce MNPa nonb3oBaTernb

A
1. PaclumdpoBbiBaeT coaepxmmoe OTseT

2. NposepsieT 3LUM

3. ®opmupyet SOAP-KOHBEPT
oTBeTa

4. ®opmupyet SUIM TP ana SOAP-
KOHBepTa oTBeTa

5. 3awmndposbiBaeT cogepxumoe

MpepocTtaBnsier
HeobxoauMble AaHHbIe

SOAP+3LI
ESP
v P v
M3 1
A
HTTP-cepBep ans HTTP-cepeep ons
SOA Moprana
MepecbinaeT AaHHbIE B MepecbinaeT AaHHbIe B
pamKax yCTaHOBAEHHON pamkax
ceccuun YCTaHOBIIEHHOWN ceccun
A A
v A
M3 2
A
SOAP+3LM SOAPYOLY
ESP FUP H Anpa (cepeepa
v v NPUITOXEHWNIA)
WSM MopTan
ApanTtep 1. PacwudposbiBaeT 1. ®opmupyet SN agpa Mpeobpasyet SOAP-
cogepxumoe SOAP-koHBepTa oTBeTa KOHBEpT OTBeTa
2. MposepsieT UM TP 2. 3awundposbiBaeT nonb3osatento B html-
SOAP-koHBepTa coaepxvmoe CcTpaHuuy
7 A
SOAP SOAP SOAP SOAP
v v
Beb6-cepBuc sapa

Puc. 6. Cxema moakiIro4eHrs MEXaHU3MOB 3aIIUTHI B ITporiecce (POpMHUPOBaHNUS OTBETA
Ha 3ampoc (I'P — sapo OANC — monb30BaTelnb)

YnpaBieHue 10CTyIIOM BKJIIOUAET B ceO:
— Ha3HaueHUeE IIPaB [10JIb30BATEISAM U IIpoIieccam;

— TPOBEPKY MOJIHOMOYHIA OJIB30BATENS MTPH ero odparienuu k sapy OAUC.

Hasnauenue npaB jpocTymna mojap30BaTeNsIM, MpoIeccaM M aAMUHUACTpATOpaM sIpa
OAMUC ocymectBasiercss A3 ¢ ucnonb3zoBanuem cpeacts Oracle, OC Linux, MCD, http-
cepBepa Ha OCHOBE MEXBEIOMCTBEHHBIX COTJIANICHHWH IO MOPSAKY MPEIOCTaBICHUS
uH(popmanuu u ycuyr npu gocryne K ['MIP u B COOTBETCTBUM ¢ periiaMeHTOM J0CTyna K
anpy OAUC. Joctyn nons3oBateneii k ['MP ocymectBasiercs Toiapko uepe3 BeO-
cepBuchl sapa OAHNC mnocne mnpoBepku uX mnoiaHomouuil. IIpoBepka mnomHOMOYMH
MOJI30BaTENIe ocymecTBisieTcss mnpu mnomomm Web Services Manager, KOTOPBIi
BBIIIOJIHSET CAeyroue QyHKIUU:
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— ompenensieT A KaxkIoro BeO-cepBuca NepeueHb Pyl N0Ib30BaTENeH, KOTOPBIM
paspelleH A0CTyII,

— WACHTUPHUIMPYET MOJIB30BATENS IyTeM MPOBEPKHU ero uaeHTudukaropa B SOAP-
3ampoce. YYeTHbIE 3anucu moiib3oBareneil xpansarcs B LDAP-karanorax Ha cepsepe OID
(Oracle Internet Directory);

— ayTeHTH(ULUPYET moab30Bares 1o ero nudposoi noanucu SOAP koHBepra;

— TPeIOCTaBIISIET MM OJIOKUPYET TOJIh30BATENIO IOCTYTI K BEO-CEPBUCY B 3aBUCUMOCTH OT
NPHHA/UISKHOCTH MOJIb30BATENs K TPyIIe, UMEIOIeN JOCTYI K TJaHHOMY BeO-CepBUCY.

CocraB uH(OpMaIK, Bb1aBa€MOM MOJIb30BATENI0, ONPEAEIAETCS Ha YPOBHE BBIIIOJI-
HSIOIINUX OU3HEC-JIOTHKY IPOIIECCOB.

Kontpons mnenocrnoctu mnpuxiagHoro IIO cepsepoB sapa OAUC u APM
aZMUHHCTpaToOpa 3allWThl, a TaKXe HacTpauBaeMbIX 3HAUYEHUH CPEICTB  3allUThI
OCYIIECTBIISICTCS MIPUKIIATHON MPOTpaMMOi, 00€CTIeUnBAIOIICH:

— (opMHUpOBaHME FTATOHHBIX 3HAYCHUN XapaKTEPUCTUK LEIIOCTHOCTH;
— HACTPOUKY aJIMUHHCTPATOPOM 3aLIUTHI IEPEYHS KOHTPOJIUPYEMBIX 00BEKTOB;

— MEepPUOJUYECKHI KOHTPOJIb COCTOSHUS XapaKTEPUCTHK LETOCTHOCTH KOHTPOJIHpYe-
MBIX O0BEKTOB;

— ¢opmupoBanue u noseaeHne Ha APM A3 uHbopmarmu o pe3ysibTatax KOHTPOJIS
LIEJIOCTHOCTH.

KoHTponb 1€JIOCTHOCTH  JaHHBIX, XpaHSIIMXCS B 0a3e JaHHBIX, OCYIIECTBISETCS
cpenctBamu Oracle. KoHTposib menoctHocTH MH(OpMAIMH, TepeaBaeMoil 10 KaHajlaM CBS3H,
OCYIIECTBIISIETCS C UCTIOIb30BaHUEM KPUMNTOTPahUIeCKUX aJIlrOpUTMOB IIpoToKosa TLS.

HenpepbIBHBIN KOHTPOJIb JOCTYNA M ayAUT COOBITHI 0€30MacHOCTH OCYLIECTBISETCS
Ipy TOMOIIM CIEAYIOUero psaa mnpoueayp. AyauT coOwituii Oe3omacHoctu B/l Oracle,
cepepa mpuinoxenuit Oracle, http-cepepa ocymectBisiercst cpenctBamu Oracle.  Aynut
coOpITHii  OezomacHocTH Ha MCD | OCymIECTBISETCS CpPEACTBAMH €r0  MPOrPaMMHOTO
o0ecrieyeHHs IMyTeM COOTBETCTBYIOMEH HacTpoiiku. XKypHanel coObituit Ha MCD Moryt
BecTuch Ha BcTpoeHHOW FLASH mamsatu, Ha BHemHeM FLASH nocutene — Compact Flash,
Ha Jo0oM u3 cepsepoB spa OAUC, mu6o nHa APM A3. BriGop mMecta BeAeHHUs KypPHAJIOB
npousBoauTcs mpu pasBeptbiBaHuu saapa OAUC. Ayaut cobsituit OC ocyuiecTBisercs
ciyx00# xkypHanupoBanus LinuX. XXypHansl ayaura MOTYT BECTUCh KaK HEMOCPEICTBEHHO
Ha kaxaou [IDBM, Tak m Ha cepBepe ayauTa (B KayecTBE cepBepa ayJauTa MOXKET OBITh
ucrons3oBano. APM  A3). Omnosemenne A3 0 COOBITHSX ayauTa peamu3yercs C
KCIIOIb30BaHUEM TIporpamMmbl aHaiu3aropa xkypHaioB OC Linux. B yactu opranuzanuu
aynuta [10 APM A3 o6ecrieunBaer:

— HACTPOMKY COCTaBa JaHHBIX ayAHTa 0€30IacHOCTH;

— JIOCTYH KO BCEM JKypHajlaM ayauTa;

— 0TOOpakeHre COOOIIEHUH OTMOBEIICHHSI O COOBITUAX ayINUTA.

AMUHUCTPUPOBAHUE MOJICUCTEMBI 3alIUThl HH(OPMALIUU OCYIIECTBISET aAMUHUCT-
paTop 3anuThl HHYOPMAIIUK CUCTEMBI C TIOMOIILI0 TPOrpaMMHBIX cpenctB APM A3. Anmu-
HUCTPATOPOM 3aIIUTHI BHIIOIHAIOTCS CASAYIOUINe (PYHKIINN:

— anmuHucTpupoBanue MCDO;

— aIMUHHUCTPUPOBAHUE CPEICTB 3alIUTHI Ha http-cepsepe;

— aJMUHHUCTPUPOBAHKE NOJHOMOYMI ToCTyna K BeO-cepBUCaM;

— MOHHUTOPHHT COOBITHIA O€30TTACHOCTH;

— yIpaBJE€HUE ayAUTOM COOBITUI OE30MaCHOCTH;

— yIOpaBlieHUE CPEACTBAMHU KOHTPOJIS L[EJIOCTHOCTH.
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AnvunuctpupoBanne MCD BKIIIOYAET yIpaBIEHHE CPEACTBAMH 3AlUTHI OT BHEUIHHX U
BHYTPEHHHUX CETEBBIX aTak. AJIMUHUCTPUPOBAHUE CPEACTB 3alUThI Ha http-cepBepe BKITIOUAET:

— HacTpoiKy paboTsl mporokona TLS;

— 0OHOBJEHHE 0a3bl CUTHATYp BPEIOHOCHBIX MPOTrpamM.

AJIMUHHUCTPUPOBAHUE TIOJIHOMOYMI JOCTyna K BeO-CepBHCaM BKIIIOYACT ONpe/esieHUe
TPYIII MOJB30BATENCH, KOTOPHIM pa3pelIeH JOCTYII K KaKIOMY BeO-CEpBUCY, U3 UHCIIA 3aPETHCT-
pupoBaHHbIX B siape OANC u Ha3HaYeHHEe COOTBETCTBYIOIIMX MOJHOMOYMH 10 noctymy B OID.
MonuTOpHUHT COOBITHIA 6€30MTaCHOCTH BKIIFOYAET HACTPOKKY MEpedHs! COOBITHH, O KOTOPBIX OCY-
IIECTBJISIETCS OTOBEILICHHE, AaHAIN3 OMOBELICHUI O HApYIIEHUSX OE30MacHOCTH, aHAJIM3 JaHHBIX
ayauTa. YpapieHHe ayMTOM COOBITHI Oe30MacHOCTH 3aKIIFOUaeTCsl B HACTPOMKE MepeyHs peru-
CTPUPYEMBIX COOBITHI U MEPHOANYECKOM apXUBUPOBAHUH KYPHAJIOB ayTUTA.

VYnpasieHue cpecTBaMU KOHTPOJIS [IETOCTHOCTH BKIIIOYAECT:

— HACTPOMKY IMepeyuHs: KOHTPOJIUPYEMbIX (haiisioB;

— HACTPOMKY MEPUOAUNIHOCTHA KOHTPOJISI LIETIOCTHOCTH;

— ¢opMUpOBaHKE ATATIOHHBIX 3HAUEHUH IIEIOCTHOCTH 110 HEOOXOAMMOCTH.

AHTUBHpYCHas 3alUTa OCYLIECTBIIAETCSA Ha Bcex cepBepax saapa OANC c ucnonb3o-
BaHHWEM TMPOTPAMMHBIX CPEICTB, cepTU(UIMPOBAHHBIX OnepaTUBHO-aHAIMTUYECKUM II€H-
Tpom Oe3zomacHoctu nHpopmarun rpu [Ipesunenre Pecny6nuku benapycs.

UDC 621.396.677

PLANAR MICROSTRIP ANTENNA ARRAYS WITH
ONE-DIMENSIONAL SCANNING

O.A. YURTSEV!, N.M. NAUMOVICH!, JIANG BO?, MA TONG BIAN?,
CHENG HUI BIN?

'Belarusian State University of Informatics and Radioelectronics
6, Brovki Str., Minsk, 220013, Republic of Belarus
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A scheme for constructing, radiator design and the results of numerical modeling of planar micro-
strip antenna array with one-dimensional by electrical scanning are described.

Keywords: microstrip antenna array, numerical simulation, one-dimensional scanning.

Introduction
In surveillance radar stations (radars) electrical scanning is usually done one-
dimensional. If the scanning plane is vertical, the radar identifies two angular coordinates of
some aerodynamic object. In the vertical plane it is done by electrical scanning and in a hori-
zontal plane with the mechanical rotation of the antenna. If electrical scanning is used to de-
termine the angular ordinates in the horizontal plane, the vertical angular coordinate of the
object is not defined. In this case, the width of the main lobe (ML) angular pattern (AP) in the

vertical plane (205’5) is selected from the tactical considerations.
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Typically, the 205}5 value is equal to 5° -8°. In some cases, the AP in the vertical plane

is as "Cosecant" type. Array with electrical scanning in one plane and having a predetermined
width of AP ML is described in the article. Array itself is a linear antenna array of microstrip
radiators, arranged along the Y axis. Each radiator, in turn, is a linear array antenna of micro-
strip rectangular radiators arranged along the X axis. All linear antenna array radiators (planar
array lines) are sequentially excited by a microstrip line. Planar antenna array of three lines is
shown schematically in Fig.1. The dots indicate the place of linear antenna arrays excitation.
In the illustrated planar antenna array electrical scanning is performed in the YZ plane. For the
array shown in Fig. 1, the plane YZ is an E plane; plane XZ is an N plane. There may be other
polarization variants.

z

Fig. 1. Planar microstrip antenna array

The results of different variants of linear antenna arrays with consistent power supply
circuit numerical modeling are given in the article. Software Microwave Office (MWO) for
electro-dynamic modeling is used. Planar antenna array simulation when scanning along Y axis
(vertical plane) is implemented with using the multiplication angular patterns theorem. MWO
software is used in the analysis of the planar array to account the relationship influence between
each line but no more than 11. While angular pattern of the planar antenna array line in the ver-
tical plane taking into account interrelationship calculated in MWO was approximated.

1. Linear microstrip array modeling

A number of options for linear microstrip antenna arrays are considered. Fig. 2 shows
the linear microstrip antenna array consisting of N=8 rectangular shape radiators. Character 1
indicates the excitation location by perpendicular probe. Dimensions 4, B, Dx and substrate
parameters indicate angular pattern and array integration in a given frequency range. The "C"
elements are intended to adjust the array by the frequency integration.

Fig. 2. Microstrip linear antenna array
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Figure 3 shows the non-normalized angular patterns (AP) in the plane H: (a); in the
plane E: (b) on a main (1) and cross-polarization (2) for array, designed for the average fre-
quency = 9.4 GHz. Elements sizes are: 4 = 7.5 mm, B =9 mm; Dx =21,5 mm.
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Fig. 3. Array angular patterns in two planes:
a — H plane (XZ): b — E plane (YZ); frequency f= 9.4 GHz

Figure 4 shows the dependence of the active and reactive parts of the input impedance
(R, X) and the standing wave ratio (VSWR) from the frequency.

BG : VSWR
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4}
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Fig. 4. Impedance («) and VSWR (b) depending on the frequency

As can be seen from the Figure, the array is excited at the center, i.e. consists of two
identical parts. In-each part the radiators are excited sequentially from the microstrip transmit-
ter line. The distance between the transmitters at the center frequency is chosen so that the
neighboring radiators were placed at wavelength in the transmission line. In this case, all the
radiators are excited in phase. On deviation frequency from the mean for each half of the ar-
ray linear phase angular distribution is set, the main lobe of the AP is deviated to phase
downward on array, but on different sides to the normal. As a result, angular pattern main
lobe (ML) deviates from the normal to the array, but on the ML operating frequency range
borders extends and can split in two. To illustrate this, Fig.5 shows the array AP (Fig. 2) at
frequencies corresponding to VSWR=2.

The width of the AP main lobe in the plane H (296’}5 ) depends on the number of radia-

tors in the array. When the number of the vibrators is from 4 to 16 296”5 value of the on the
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average frequency varies from 20° to 5°. The maximum side lobe level remains at (—13...—14)
dB. This level can be somewhat reduced (at 1-2 dB) by mismatch radiators located at the
edges of the array. This decreases the amplitude of the excitation.

Figure 3a and Figure 5 shows that the field cross-polarization level in the H plane is
approximately —20 dB. This level can be reduced by 2—4 dB, cutting slits at the radiators per-
pendicular to the currents, creating field cross-polarization component. Figure 6 shows a
fragment of an array and its AP in the H plane for an average frequency of 9.4 GHz (the num-
ber of radiators in the array N = 8 in the same way as in Fig. 2.) Figure 6 should be compared
with the Figure 3a.
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Fig. 5. Angular pattern at frequencies 9.2 GHz (a) and 9.6 GHz (b)
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Fig. 6. Array with a cross-polarization reduced level radiation

Angular pattern of N-line in planar antenna array (Fig.1) in the E-plane based on the
number of rows in the array (Ny), and the distance between lines (Dy). AP Change associated
with the mutual influence of the lines. With the increasing number of rows to 7-9 AP change
increases in this plane in comparison to the AP of one isolated row (linear array) shown in
Fig. 3b. Mutual influence is increased with decreasing the distance between adjacent rows of
a planar array. AP in the plane E is weakly dependent on the number of radiators in each row
(Nx). Figure 7 shows AP in E-plane of antenna array with the number of rows Ny = 9 and the
number of radiators in row Nx = 4. An array is also shown schematically. The distance be-
tween adjacent array rows is Ny = 17 mm. This AP provides electrical scanning of E-plane
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with sector angles of —45°...45° with almost no changes in the array antenna gain coefficient
(AGC) due to unevenness of the AP in one row in this plane. Figure 8 shows the dependence
of the coefficients of the power transmission from input 1 to inputs 2, 3, 4, 5 (denoted by the
symbols S12, S13, S14, S15).
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Fig. 7. Planar array and its AP in E-plane Fig. 8. Transmission coefficients

Revised array is very narrow-band as agreed. Fig.4b implies that the relative frequency

band VSWR <2 is 3.7% isdf = ZMNO% ~. Widening frequency band is possible
max+ f min

in case of changing the point of linear array (row) excitation. Figure 9 shows the middle part

of one of the variants and the dependence of the VSWR from such linear array frequency. Ra-

diators sizes and their number is the same as in Figure 2. Figure 9 shows that the relative
bandwidth is of ~ 14 %.
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Fig. 9. Array with extended bandwidth as agreed

As with the frequency deviation from the average, as previously mentioned, the phase
distribution in the two halves of the row become linear; array in bandwidth, in terms of saving
the AP form Fig.9 is less than as agreed. By resizing some radiators a relative bandwidth by
AP shape retention and agreement of approximately Jf ~ 10% can be provided.

2. Planar microstrip array modeling
Onwards there are the results of the planar array simulation, consisting of a linear Ny
microstrip arrays (rows), discussed above. Simulation results of such arrays in the MWO
software are used. Angular pattern in the YZ-plane (E-plane) is calculated using AP multiply-
ing theorem [1]:
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f(0)=11(0) - fc(0), (1)
Where £1(6) is one row AP in E-plane taking into account interaction between the rows
f-(0) is array system multiplier in E-plane:
Ny , . .
£u(0)= zAny'el‘Pnyelk-Dy-SInQ _ (2)
n=1
In equation (2) the following values are:
Any — the excitation row normalized amplitude with number 7 (amplitude distribution);
¥ny —row excitation phase with number 7 (phase distribution);

0 — yron HabIIOACHUS, OTCUUTHIBAEMBIN OT HOPMAJIH K TUIOCKOCTH PEIIETKH;

k= 2; Free space wave number, 1 — wavelength.

Equation (1) does not account boundary effects in the array and is therefore approximate.

Figure 10 shows the calculated average frequency of AP in the E-plane for the array
with parameters Dy = 7, Ny = 32. Two scanning angles are 0 and 45°. Excitation amplitude
distribution is done falling to the ends of the array according to cosine-law to the power P =2
to the level of 0.2 at the ends of the array (at the top and bottom row).
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Fig. 10. Plane array AP in the E-plane

The side lobes level in the array substantially depends on random errors of radiators
excitation in amplitude and phase. This pattern is illustrated in Fig.11, which shows the ran-
dom realization of the same AP (see Figure 10), but with a maximum error of rows excitation
at 20 % amplitude and phase of 20°.
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Fig. 11. Random AP implementation at two scanning angles with respect to rows random ex-
citation errors in amplitude (20 %) and phase (20°)
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As can be seen, the side lobes increased by almost 10 dB. The requirements for the
side lobes level in the scanning plane accuracy requirements and implementation of the array
structure and amplitude-phase distribution of radiators excitation in the scanning plane arise.

3. Conclusion

A numerical simulation of planar array in which rows are linear array of rectangular mi-
crostrip radiators excited sequentially from the microstrip line. Moreover, the case of polarization
when the electric field vector is perpendicular to the line location radiators is studied.

Numerical simulation of a linear array (rows) showed that when the excitation of the
array in the center can provide a VSWR < 2 in the frequency band of about 15%. In a some-
what narrow bandwidth (approximately 10 %) angular pattern in the plane of the radiators lo-
cation retains its shape: the main lobe is perpendicular to the axis of the array, the side lobes
do not exceed the values of —13 dB. If in such an array plane of polarization is perpendicular
to the line location of microstrip radiators field level by cross-polarization in the E-plane is
very low (=50...—70 dB). Angular pattern in this plane substantially depends on the number of
rows (linear arrays) in a planar array. When the number of rows is more than 8-9 and the dis-
tance between lines is about 0,5 A, than field in the main lobe in the sector of angles 45° varies
slightly, allowing the possibility of wider scanning in this plane. In the H-plane field level in
the cross-polarization is (—20...—24) dB side lobes level is (=13...—14) dB. Angular pattern in
this plane is almost independent of the number of rows in the array.

Studied linear microstrip radiators antenna array with sequence power supply circuit is
convenient as it combines radiators system itself and their excitation system. This allows sim-
plifying the overall structure of the planar array with the one-dimensional scanning and low-
ering its cost. In particular, there is no need to make a linear microstrip array (planar array ra-
diator) two-layered with placing radiators system at one layer and a feed net system on a dif-
ferent layer.

Numerical simulations of other variants of microstrip linear antenna arrays with con-
sistent power supply circuit, used in planar antenna array with one-dimensional scanning were
conducted. Variants in which the electric field vector is oriented along the line of radiators
location and dual-polarization array were also included and discussed. The main problem in
all the versions is the problem of the side lobes in the plane of the radiators location and the
relatively high field level of cross-polarization in this plane. Side-lobe level less than (14...15)
dB in said plane cannot be received.
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