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Abstract—In the modern world, information technology
is used in almost all spheres of society, so information
security is particularly relevant. There are various methods
of solving information security problems, one of which is
the use of expert systems. This article discusses the method
of development of information security expert system on
Exsys Corvid.
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Credit card information leaks, identity theft, ran-
somware, intellectual property theft, privacy breaches,
denial of service-these information security incidents
have become common news. Among the victims are the
largest, wealthiest and most secure enterprises: govern-
ment agencies, large retail chains, financial institutions,
even manufacturers of information security solutions.
Among the threats to the organization can be identified:

o Theft of confidential information, site deface, phish-
ing, ransomware.
o Data loss due to natural phenomena or accidents.

Security is closely connected with IT infrastructure
management: a well-managed network is more difficult
to hack than a poorly managed one. To understand how
well an organization protects information, the following
questions arise, such as do you know what do your
employees connect to their computers? What devices
are connected within the local network? Do you know
what software is used in your information systems?
Did you configure your computers to meet informa-
tion security requirements? Do you control employees
> access to confidential information or those who have
elevated access rights in the systems? Do your employees
understand their role in protecting your organization from
information security threats? There are various methods
of solving IS problems, one of which is the use of expert
systems (ES). The possibility of using expert systems to
solve problems of information security has become of
interest to specialists in information security due to the
the rapid development of information technology, hence
the emergence of new types of threats. Already expert
systems are used to solve some problems of information
security:

o risk assessment and threat modelling;

e antivirus software;

« audit of information security of the enterprise.

Business disruptions in the form of data breaches,
hacking, hijacking of website or social network accounts
and IT infrastructure threats are part of the new business
reality for organizations in any sector. The use of ES
contributes significantly to the detailed analysis and eval-
uation of IS and the protection of the organization and its
information assets from current and future cyber threats
by specific information security specialists in various
organizations without the involvement of additional and
more qualified personnel. The main purpose of ES is that
they act as a kind of assistant or amplifier of intellectual
activity of a specialist in a particular subject area.

The generalized structure of the expert system is
shown in Fig. 1. It should be noted that real ES can
have a more complex structure, but the blocks shown in
the figure are certainly present in any real expert system,
since they represent the standard of the modern structure
of the ES.
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Figure 1. Structure of the expert system

Main components of IT used in the expert system:
User interface, knowledge base (KB), knowledge engi-
neer (ornithologist, interpreter engineer, analyst), expert,
solver General scheme of interaction between the cre-
ators of the expert system is shown in Fig. 2.

In the course of work on the creation of ES, a
certain technology of their elaboration has developed,
including the following six stages: identification, concep-
tualization, formalization, implementation, testing, trial
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Figure 2. Interaction of the creators of the expert system

operation (Fig. 3). At the identification stage, the tasks
to be solved are determined, the development goals are
identified, experts and types of users are determined.
At the stage of conceptualization, a meaningful analysis
of the problem area is carried out, used concepts and
their interrelations are revealed, the methods of problem
solving are determined.
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Figure 3. The stages of development of expert systems

At the stage of formalization, the methods of rep-
resentation of all types of knowledge are selected and
determined, the basic concepts are formalized, the ways
of interpretation of knowledge are determined, the work
of the system is modeled, the adequacy of the goals
of the system of fixed concepts, methods of decisions,
means of representation and manipulation of knowledge
is assessed.

At the stage of implementation, the expert fills the
knowledge base. Due to the fact that the basis of ES is
knowledge, this stage is the most important and the most
time-consuming stage of ES development. The process
of acquiring knowledge is divided into the extraction of
knowledge from the expert, the organization of knowl-
edge that ensures the effective operation of the system,
and the presentation of knowledge in the form of a
understandable ES. The process of acquiring knowledge
is carried out by a knowledge engineer based on the
analysis of the expert’s activities to solve real problems.
The method of development of expert systems is shown
in Fig. 4.

However, already at the initial stages, serious funda-
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Figure 4. Methods of development of expert systems

mental difficulties have emerged that prevent the wider
spread of ES and seriously slow down and complicate
their development. They are quite natural and follow
from the very principles of the development of ES
(tab. I).

Table T
PROBLEMS ENCOUNTERED IN THE DEVELOPMENT OF ES

Error in expert knowledge such as

Expert incorrect and incomplete knowledge

Semantic errors due to different
interpretations of the meaning of the
knowledge engineer and the expert;
Incomplete knowledge of the expert.

Knowledge engineer

Syntax errors in the forms of
knowledge representation;

Errors in content due to incorrect and
incomplete knowledge, as well as
uncertainty in rules and facts

Knowledge base

Errors in the logical output machine
and in other software tools of expert
systems

Logical output machine

Inference errors due to incorrect
prioritization of rules, interaction of
rules and errors in the knowledge base;
Error due to non-monotonic inference.

The output target

A lot of tools are presented on the market for the
development of ES. One of the leaders is a system
EXSYS CORVID.

Consider the example regarding the protection of in-
formation of any organization. Hereinafter there will be
a description on how to use the Corvid Exsys shell to
create an ES.

In the beginning, in order to move forward on the issue
of information security, it was necessary to deal with
the local network, connected devices, critical data and
software. Without a clear understanding of what you need
to protect, it will be difficult for you to ensure that you
are providing an acceptable level of information securi.

Key issues that are necessary for our system:

Do you know what information needs to be protected?
Where is the most important information stored on your
network? Do you know which devices are connected to
your network? Do you know what software is installed on
employees ° computers? Do your system administrators
and users use strong passwords? Do you know which
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online resources are used by your employees (i.e., work-
ing or sitting in social networks)? Consider the question:
do you Know what information you need to protect?
Where is the most important information stored on your
network?

To solve this problem, the variable "Know your infras-
tructure"was set.

In the simplest case, you can write only 2 rules:

Do you know what information needs 1o be protected? Where is the most
impaortant information stored on your network?
IF
NG
THEN

You may lose important data in your organization. Accidental events
and natural disasters also have the potential to cause imeparable damage. In
addition, potential attackers target data that may be of value to them. These
artackers can be both backers and emplovees of vour company who want to
steal vour customers. financial information or intellecmal property. To use
valuable information, they must access it, and they typically access it through
the erganization's local network.

To protect your organization, you need to understand the value of your
data and how it can be vsed. It is also necessary to determine what information
is required to be protected by law, for example, payment information or
personal data, The following are examples of the data yvou need to identify and
inventory:

Credit cards, banking and financial information;

Personal data;

Of customer database, prices for the purchase/supply:

Company trade secrets, formulas, methodologies, models, intellectual
property.

IF
YES
THEN
Good job! Good work! Way to go!

When all necessary variables are defined, logical
blocks are built (Fig. 5), which describe the knowledge
in the system. A logical block can contain one or more
logical trees and/or rules.
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Figure 5. Window logic blocks in the system Exsys Corvid

The user dialog after starting the ES will look as shown
in Fig. 6 and Fig. 7.

The result is a very flexible and powerful development
environment that can be quickly explored and imple-
mented.Thus, a prototype was developed using Exsys
Corvid, but the prototype should be improved with the
help of new knowledge.

The expert system can be used to analyze and con-
figure information security systems. This conclusion is
made on the basis of its main characteristics, proper-
ties, analyses, methods of development. However, for
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Figure 6. Window logic blocks in the system Exsys Corvid
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Figure 7. Window logic blocks in the system Exsys Corvid

use in real-world tasks requires a fairly large data and
knowledge base. Further work will be directed towards
finding the sources of this data and knowledge. Also,
it is possible to carry out additional studies to further
define the task, by a more detailed description of the
input data. If you develop an expert system that will
have the following features:

« automation of risk assessment procedures;

o the assessment should be based on the established
list of parameters;

« low requirements to qualification of the expert;

« presentation of the final assessment in a visual form;

« ability to easily adapt to the requirements of new or
updated regulatory documents on is;

« formation of a list of recommendations to improve
the organization’s is system based on the results of
the program.

With the above features, the expert system will most

effectively assess the risks of violation of is organiza-
tions.
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METOJI PA3PABOTKH SKCIIEPTHOM
CHUCTEMBI HHOPOPMAIIUOHHOM
BE30IIACHOCTH

Mapixan TeiHapOait

B coBpemMeHHOM MUpe MH(MOPMALMOHHBIE TEXHOJIOTHU
UCIIONB3YIOTCS MPAKTUIECKH BO BeeX cpepax Ku3HU 00-
IIECTBA, II03TOMY MH(OpPMAIMOHHasI 6€30I1aCHOCTh OUEHb
akTyanpHa. CyIIecTBYIOT pa3jIMYHBIE METOAB! PEIICHUS
npodieM MH(POPMALMOHHOH 0e30MacHOCTH, OfHUM U3
KOTOPHIX SIBTISIETCS UCTIOTIb30BAHKUE SKCIEPTHHIX CHCTEM.
B naHHO# cTaThe paccMaTpUBAETCs METOANKA Pa3pabOTKH
9KCIIEPTHON CHCTeMbl MH(OPMAIIMOHHOU 0€30MacHOCTH
Ha Exsys Corvid.
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