57-s1 Hay4Hast KOH(EpEeHIHs aCIUPaHTOB, MAarCTPAHTOB U CTYACHTOB

V]IK 004.056.53
HH®OPMAINNOHHAS CUCTEMA TECTUPOBAHUSI BE3OITACHOCTHA
KOMIIBIOTEPHOU CETHU
Jlo1z0 J[.11.

Benopycckuii cocydapcmeennblii ynusepcumem unopmamuxu u paouodiekmpoHuKu
2. Munck, Pecnyonuxa bBenapyce

Paonenox A.JI. — mazucmp mexu. Hayk, cm. npenoodasameis

AnHoTanmsi. B Hacrosiiiee Bpemsi, 6iaronapsi npoueccam HHGpOpMaTH3aIMU U UCTIOIB30BaHUs CETH
VHTepHeT JIOIM MOTyYaroT BO3MOXKHOCTH OCYILECTBISTH HE TOJIBKO KOMMYHHKAIMH, HO M COBEp-
aTh IIATEXH, padoTaTh, HCIOIB30BaTh pa3BieKaTeIbHbIE pecypehl U MHOroe apyroe. Koauuectso
aKTHBHBIX II0JIL30BATENIC CETH 3a TNOCJICAHNE HECKOJIBKO JIET AMHAMWYHO YBCJIUYUBACTCA, U MPU-
pocT Kaxaplid rox coctaBisier 6onee 100 MumoHOB venoBek. HecMoTpst Ha OoJbIIOe KOJMYECTBO
pa3pabOTaHHBIX CPENICTB, B YaCTHOCTH, aHTHBHPYCOB, (hallepBOJIOB, OpaHIMAayd>pOB, PHCK yTCUKH
nH(POPMALIMH BeCbMa BEJIUK, H €0 HEOOX0JUMO CHHKATb.

KiaoueBble cioBa. BeSOHaCHOCTL, TCCTUPOBAHUC, aTAKa, IIOPT, CETh, IPOHUKHOBCHUC.

BBenenne. HeoOx0o1MMo yCOBEpIIICHCTBOBAHNE CYNISCTBYIOIIUX CHCTEM WH(MOPMAIMOHHON
0€30I1aCHOCTH, PACHIMPEHHE BO3MOKHOCTEH 3TUX CUCTEM U 00bEIMHEHHUE PA3IMYHBIX YTUJIHT B OJI-
HY CIUHYIO, C LCJIbIO ONTHMU3AIIUU ITPOBCPKU y;[?;BHMOCTCfI, KOTOPBIMHU MOT'YT BOCIIOJIB30BAaTLCA
JIFOJTA CO 3JIBIM YMBICJIOM.

Ocnosnaa uacme. Jlns TeCTUpOBaHHS O€30MACHOCTH KOMITBIOTEPHOW CETH HEOOXOAMMO He-
CKOJIBKO ATaloB, CXeMaTUYECKU N300paKEHHBIX Ha PHUCYHKE 1.

OTanbl TecTupoBaHWUA 6e3onacHocTH KopnopaTWUBHbIX ceTen

AHanua npobrem 6e3onacHOCTW KOPNOPaTUBHLIX CETe

A 4

AHanua U3BeCTHbIX METOAMK TECTUPOBAHNSA
1 pa3paboTka YacTHOW MeToAMKU

PaspaGoTka BeKTOpoB aTak

Y

TecTupoBaHWe Ha NPOHWUKHOBEHWE C YYETOM
nony4yeHHbIX OaHHbIX Ha npeabiaywnx warax

PI/ICyHOK 1 — Dranst TECTUPOBAHUSA 0e30MmacHOCTH KOpIOpaTUBHBIX cerei
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Hanpasnenue «neKTpOHHbIE CUCTEMBI U TEXHOJIOT UM

Anann3 npobiieM 06e30IacHOCTH KOPIOpaTUBHBIX cereil. /g ananusa mpobiem OezonacHo-
CTH KOPIOPATHUBHBIX ceTel HeOOXOAMMO U3HAYAIBHO BBISICHUTB, JIS1 YETO 3TH CETH MPUMEHSIOTCA.
3areM NPOMCXOJUT aHAIWU3 KPYNHBIX U CPEIHUX MHIMIEHTOB, IPOM3OLIEIIINX 3 IOCIEIHUE He-
CKOJIBKO JIET, C LIEJbI0 aKTyaJH3allii U3BECTHBIX OOLINX MPo0JieM, a TaKkKe KaK KOMIIAHUHM OT HUX
3alIMIIAI0TCS B JAHHBI MOMEHT.

AHa/n3 U3BECTHBIX METOAMK TECTUPOBAHUS U pa3pabOTKa YaCTHOM MeTOMuKH. JlaHHBIHA 1m1ar
HEO0XOUM [UI CPaBHEHMS C TEKYIIMMHU METOJUKAaMH TECTUPOBaHMs 0E€30IIaCHOCTH KOMIIBIOTEp-
HOU ceTtH. [y pemieHus 3TOW 3aJauyd pacCMaTPUBAIUCH CYILECTBYIOUIHE MeTOoauKuU. [IpounsBeneH
aHaJu3, KOTOPBIHA BBISIBIII, YTO 3TH METOJUKHU HE NOAXOAAT IO PSAY NPUUUH, I03TOMY pa3paboTaHa
YacTHasi METOJIMKA TECTUPOBAHMS, KOTOpas BKIIOYAET B ce0s1 HEKOTOPBIE MOMEHTHI U3 YK€ CYIIe-
CTBYIOLIMX METO/HUK.

Pa3paboTka BekTopoB arak. Mcmonb3ys cxemy cetd Komrmanuu N, CO3Jar0TCs BEKTOpa arak,
KOTOPbIE BO3MOKHO HCIOJIb30BATh JJIs1 TECTUPOBAHUS HA IPOHUKHOBEHUE CETH.

TectupoBaHue Ha MPOHUKHOBEHHE C YYETOM ITOJIYUYCHHBIX JAaHHBIX HA MPEABIIYIIUX IIarax,
OLIEHKA CTENEeHN KPUTHUYHOCTH BBISBICHHBIX YSI3BUMOCTEH C y4eTOM BBIPAOOTAaHHBIX paHEe BEKTO-
POB aTak, a TaKke pa3padoTKa peKOMEHAIMIA M0 YCTPAHEHUIO 3TUX YSI3BUMOCTEH M OIIEHKA YPOBHS
3aLUILEHHOCTH.

Jis 9TOTO 1Iara Mpou3BeIeHO TECTHPOBAHNE HA IPOHUKHOBEHNE B CEPBUCHI CETH KOMIIAHUU
N. Ilpoananu3upoBaHbl OJy4YEHHbIE JaHHbBIE U OLIEHEH BO3MOKHBIN PUCK.

WNndpopmanronnas cucreMa npeacTaBiseT coooi Habop yTHIINT, pa3pabOTaHHBIX C TOMOIIBIO
s3bika mporpammupoBanus Python (WIG, WPScan, NSLookup), ¢ ucmons3oBaHreM OHOIHOTEK
Scapy / dpkt + pcapy, Impacket, Python Nmap, Requests / BeautifulSoup. Jlins xoppekTHO#t paboThI
BCEX MCIIOJIb3YeMbIX OMOIMOTEK HEOOXOaMMa OINEpallMOHHAs CHUCTEMa Ul MEHETPALlMOHHOIO Te-
crupoanus Kali Linux. ITpumep pa6ots! yrumutet WIG npeacTaBieH Ha pucyHKe 2.

# v]rig -u htip://site.test.lab/

192.168.101.12 site.test.lab

WordPress 2 .8. .8. .8. .8. .8. ; 7 CMS
v 6

3.8.
3+
s 4|

I
I
4.

nginx .14, Platform

/wp-login.php Wordpress login page
Jreadme.html Readme file

wpscan https://github.com/wpscanteam/wpscan
CMSmap https://github.com/Dionach/CMSmap

Pucynok 2 — OxHo pa6ots! yruiautsl WIG

[Tpumep paboThl yTunuThl Nmap npeacTaBiieH Ha pUCyHKe 3.
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# nmap -sV -Pn 192.168.101.12-13 -p-
Starting Nmap 7.70 ( https://nmap.org ) at 2019-01-05 14:180 MSK
Mmap scan report for 192.168.101.12
Host is up (8.17s latency).
Mot shown: 65531 filtered ports
PORT STATE SERVICE VERSION
25/tcp open smtp Postfix smtpd
BO/tcp open http nginx 1.14.2
143/tcp open imap Dovecot imapd
8080/tcp open http nginx
Service Info: Host: -mail.test.lab

Mmap scan report for 192.168.101.13
Host is up.
All 65535 scanned ports on 192.168.101.13 are filtered

Pucynok 3 — OkHo paboTs! yrruter Nmap

3aknwouenue. Pe3ynbraTroM pabOThl CUCTEMBI SIBJISETCS BBISBICHUS IMEPEYHS BO3MOMKHBIX
ySI3BUMOCTEH B ceT Komranuu N. PekoMeHmanuu mo npouiakTuke u MpeceueHUI0 KOHKPETHBIX
po6ieM 6e30MacHOCTH BbIIAET CIIELUATUCT HA OCHOBE MOJIYYEHHBIX JIaHHBIX.
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Annotation. Currently, thanks to the processes of informatization and the use of the Internet, people
are able to carry out not only communications, but also make payments, work, use entertainment re-
sources and much more. The number of active Internet users has been dynamically increasing over
the past few years, and the growth is over 100 million people every year. Despite the large number of
developed tools, in particular, antiviruses, firewalls, firewalls, the risk of information leakage is very
high, and it must be reduced. For this purpose, it is necessary to improve existing information securi-
ty systems, expand the capabilities of these systems and combine various utilities into one single one,
in order to optimize the verification of vulnerabilities that can be used by people with malicious in-
tent.
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