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being thousands of kilometers from each other  However, we may face various problems such as data theft, 
cyberbullying, inappropriate content, spam, and access to confidential information. 

In order to avoid difficulties, you should think of Internet security today. 
1. You cannot completely delete all data about yourself, but you can control new photos, videos 

and texts that you post on the Internet.  Do not share what may later be beneficial to attackers. 
2. Be attentive.  In order not to overload your brain with unnecessary tasks, you should be careful 

with advertising and spam in your mailbox.  Most sites and social networks automatically agree to send you 
"update news" when you register, but if you always carefully check all the checkboxes, you can avoid 90 
percent of unnecessary emails and notifications. 

3. Use strong password. Surely, one of your friends uses his phone number, birthday or other well-
known data in his password.  Such a password is easy to guess after several dozen attempts.  A password 
consisting of random uppercase and lowercase letters is impossible to guess.  You can use a password 
generator.  You should use different passwords for different social networks, because if you have only one 
password, a hacker will gain access to all existing accounts. You should remember that the Internet mailbox 
(the email you use on the Internet) is vulnerable.  After gaining access to it, the hacker will be able to restore 
access to your passwords in other social networks and passwords. Think of a separate password for the 
mail and remember it well [1]. 

4. Use only verified, official sites.  Most often, the sites created by hackers to steal your data are 
hard to distinguish from real ones. They use the same logos, input fields, advertisements and names. Often, 
a notification may pop up on social networks stating that the account has been blocked and in order to 
restore it, you need to sign in again.  Carefully check the address of the site, does it match the real one, 
does it have the same domain?  If you enter your personal data, you assume that you send hackers an 
email containing your username and password directly to hackers. 

5. Be careful with software. Often users want to download the program free from unofficial site. It 
is possible that you can actually install this software on your computer and it will work, but it does not 
guarantee that malware will not be installed with it. To avoid this, install only legitimate software. Most often, 
the program needs to be bought once, but by paying money, you get a guarantee for the safety of your 
personal computer. 

6. Use antivirus software.  Antiviruses will help you detect and eliminate threats much faster.  
However, you should understand that they may not always work correctly and sometimes block the files 
you really need, maybe even the files you have created.  However, look at antivirus from the positive side 
and install one from the suggested ones on your PC to reduce the risk of attacks [2]. 

In conclusion, remember that on the Internet hackers use not only the vulnerability of your 
computer, but also the vulnerability of your human qualities, gullibility, laziness, and self-interest. Therefore, 
you should be careful.  
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Humanity has been struggling against the pandemic of COVID-19 for more than a year. New 
challenges push us to new adaptations in many areas of our life: medicine, education, work, and even 
everyday routine. And a big part of these adaptations is implemented by new IT solutions and innovations. 
Of course, the pandemic of COVID-19 is a real evil because of thousands of deaths and economic 
consequences. But we can say without any doubt that this pandemic has led to the acceleration of 
digitization. Let’s consider how IT has changed various spheres of our life due to the pandemic. 

Working processes 
To stop the proliferation of COVID -19 infections, governments of many developed countries have 

decided to go into economic lockdown, which made workers leave their jobs and stay at home. The majority 
of these workers had to stop working and as a result earning money. And to minimize this impact people 
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have started to use IT technologies to communicate in the work process. Despite being at home, people 
continue to do their jobs by using apps such as Skype, Google Meet, and Zoom. Zoom has become very 
popular after the first wave of COVID-19, which can be proven by statistics [1]: Zoom had approximately 
81,900 customers with more than 10 employees as of January 31, 2020; 89% of people are using Zoom 
for work, while 63% are using it for conversations with friends and family, etc. Since then, these numbers 
have risen over 5 times! 

Education 
- The COVID-19 has resulted in schools shut all across the world. Globally, over 1.2 billion children 

are out of the classroom. 
- As a result, education has changed dramatically, with the distinctive rise of e-learning, whereby 

teaching is undertaken remotely and on digital platforms. 
- Research suggests that online learning has been shown to increase retention of information, and 

take less time, meaning the changes coronavirus has caused might be here to stay. 
In response to significant demand, many online learning platforms are offering free access to their 

services, also universities and other educational facilities suggest their online platforms for remote studying. 
For example, when there was a big amount of COVID-19 cases per day in Belarus, BSUIR students had to 
study remotely at home and use the LMS platform to communicate with teachers [2]. This fact is most 
mentioned by students who participated in my survey about IT in the pandemic of COVID-19. The results 
of the survey are in the picture below. 

 
Medicine 
Health information technology presents numerous opportunities for improving and transforming 

healthcare, which include: reducing human errors, improving clinical outcomes, facilitating care 
coordination, improving practice efficiencies, and tracking data over time. COVID-19 is a tough disease, 
treatment of which demands good equipment and immunity. In process of finding better ways to fight 
against this disease we update our technologies and create new science solutions. The most used 
equipment for treatment against COVID-19 is a ventilator for lungs and of course researches in this area 
have been speeded up due to the pandemic. IT helps in medical imaging. Medical imaging is a broad term 
that covers technology used to create images of the human body for study and diagnosis. It includes 
magnetic resonance imaging (MRI), ultrasound, CT scans, and X-Rays. All of these devices are controlled 
by computers. It’s important to say that COVID-19 has been speeded up researches on creating vaccines 
not only against COVID-19 but against other infections as well. Many COVID-19 vaccines, for example 
Phizer, AstraZeneca, Sputnik V were created using high technologies, and would be impossible without IT. 

Politics 
To avoid the possible COVID-19 health risks associated with large crowds at polling places many 

US states have moved to vote-by-mail [3]. The obvious example of such a system is the election in the USA 
in 2020 when more than 45% of voters voted by mail. Polling place electronic voting or Internet voting 
examples have also taken place in Australia, Belgium, Brazil, Estonia, France, Germany, India, Italy, 
Namibia, the Netherlands, Norway, Peru, Switzerland, the UK, Venezuela, the Philippines, and Russia. 
Such a system was even used in Russia during the voting for changes in the constitution. 

In this thesis, we considered the aspects of how IT helps to fight the pandemic of COVID-19 in 
many spheres of our life. This work also has practical results as we made a survey among students of 
BSUIR on the topic of the thesis.  
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Figure 1 – results of survey among BSUIR students 
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American Merriam-Webster dictionary chose the word «pandemic» to be the word of the year 2020 
[1]. As we know COVID-19 pandemic has created unprecedented problems for humanity and represents a 
disproportionate threat to health, life, rights and well-being of society. The impact of the pandemic has 
spread far beyond medical sphere, it has affected the foundations of the way people around the world live 
their lives. The spread of infection has threatened the existence of the world economy itself by immersing 
it into the state of stagnation. In social media, the phenomenon of disease’s influence on people’s life and 
its consequences is increasingly called "coronacrisis". 

To counter the pandemic, countries all over the world are taking various measures. The economies 
of those ones, where a total lockdown has been introduced, are especially affected. Industries such as 
catering, entertainment, hotel business, tourism and international passenger transport have been literally 
paralyzed when the pandemic broke out. Major automakers such as Volkswagen and BMW have been 
forced to reduce production significantly or halt it [2]. This happened, on the one hand, due to the desire to 
protect their employees from the coronavirus spread. On the other hand, production levels decreased due 
to a sharp drop in demand. Therefore, all the IT-projects in these segments were paused and some 
companies even went bankrupt. The structure of enterprises’ functioning is presented (Diagram 1). 
According to it, the majority of companies faced some obstacles while trying to get used to up-to-date 
circumstances. There is a small subset of companies, which had to stop their activity due to unbearable 
expenses and restrictions. 

                                    
                                          Diagram 1 – The impact of the pandemic on enterprises’ functioning [3]. 

 

But not all segments of the economy have been negatively impacted by COVID-19. As for 
telecommunications sector, online education sphere and gaming industry, social networking sites, 
coronavirus catalyzed further development. Thus, the number of Uchi.ru users has increased by about six 
times during the quarantine period. More than one million new students came to Foxford for the first week 
of lockdown, and Yandex.Workshop demand rose by 30-50%. At Pearson, a leading international 
educational company, online user engagement increased by 400%. Probably everyone has already heard 
about Twitter's decision: the company announced that its employees might continue to work remotely if 
they want. Zoom observed a 354% increase in corporate users of video conferencing service. There is also 


