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In the artificial intelligence (AI) context, NLP is the overarching discipline that encompasses several 
spheres dealing with the interaction between computer systems and human natural languages. NLP 
includes several sub-disciplines such as discourse analysis, relationship extraction, natural language 
understanding and a few other language analysis areas. 

NLU is a subset of NLP that focuses on reading comprehension and semantic analysis. The 
combination of NLP and NLU technologies is becoming increasingly relevant in different modern software 
areas including bot technologies. While there are many vendors and platforms focused on NLP-NLU 
technologies, such technologies are becoming extremely popular within the bot developer community [2]. 

Recent systems based on machine-learning algorithms have many advantages over hand-produced 
algorithms. The learning procedures used during machine learning automatically focus on the most 
common cases, whereas when writing rules by hand it is often not very obvious where the efforts should 
be directed. Automatic learning procedures can make use of statistical inference algorithms to produce 
models that are robust to unfamiliar input (e.g. containing words or structures that have not been seen 
before) and to erroneous input (e.g. with misspelled words or words accidentally omitted). Usually handling 
such input data with handwritten rules, or creating systems of handwritten rules that make soft decisions, 
is extremely difficult, error-prone and time-consuming. Systems based on automatical rules learning can 
be made more accurate simply by supplying more input data. However, systems based on handwritten 
rules can only be made more accurate by increasing the complexity of the rules and that is a much more 
difficult task. In particular, there is a limit to the complexity of the systems based on handwritten rules 
beyond which the systems become more and more unmanageable. However, generating more input data 
to machine-learning systems simply requires a corresponding increase in the number of man-hours worked, 
generally without significant increases in the complexity of the annotation process. 

Some performed tasks have direct real-world applications, while others more commonly serve as 
subtasks that are used to aid in solving larger tasks. Though natural language processing tasks are closely 
intertwined, they can be subdivided into categories for convenience: text and speech processing, syntactic 
analysis, lexical semantics (of individual words in context) and so on. 
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In the modern world there are many facilities where confidential information is stored, but they also 
have some vulnerabilities, so there are a lot of people who want to steal this information for their own 
benefit. Such people are called black-hat hackers. People who want to get someone else's confidential 
information find some new loopholes every day, so information security technologies are constantly 
developing to counter them. To begin with, it is necessary to find out what information security is in general 
and how it works. 

Information security or InfoSec is the protection of information and all confidential data by eliminating 
security holes and different threats. It monitors information risks and manages them. It usually helps reduce 
an unauthorized access to information, unlawful use of personal data, removing, damaging, copying or 
corrupting it. Information security also provides data encapsulation, which helps reduce the negative impact 
of such intrusions. InfoSec protects information of any type, such as tangible and intangible, electronic and 
physical [1]. The main purpose of information security is to optimize the work with data, provide balanced 
protection of confidentiality, integrity and availability for the user without sacrificing system performance. 

The need to constantly maintain information security may be incomprehensible to an ordinary user. 
And this is the norm, so let's highlight the most basic reasons. The targets of attacks are changing. All 
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critical infrastructures at present such as utility services, nuclear power plants, healthcare facilities, airports 
are connected to a network and their number is growing. Consequently, there are more targets and 
opportunities for hackers to steal information or harm it for personal gain. Cyber threats are becoming more 
advanced because of the growth of different technologies, innovations in programming and just increase of 
the number of black-hat hackers. 

All information is stored on servers, storage devices and other multiple resources and everywhere it 
can be stolen. Therefore, to protect confidential information on different resources, various methods and 
technologies are used, which are developing constantly. Here is a description of the existing types of 
information security, the current technologies and the most relevant and useful information security 
methods. There are six types of information security: 

 The first type is application security. It is a broad sphere that includes two concepts. One of them 
is software testing and verification by the developer and the second one is a set of applications that scan 
software and web technologies for their vulnerabilities. These concepts also apply to mobile applications 
and websites. 

 The second group is cloud security, which is used for storing information and working with data on 
a third-party isolated platform in a secure environment that can even be disconnected from the Internet. 
Often, such cloud storage is connected to multiple devices, so the user can transfer information between 
them [3]. 

 The third type is cryptography - the science of encrypting information based on a secret algorithm. 
Encrypting data helps protect data confidentiality and integrity. Usually cryptography uses digital signatures 
to confirm data and identity. 

The fourth type is infrastructure security. It works with the protection of the intranet and extranet and 
different resources that store information such as mobile phones, laboratories, desktops, data centers and 
servers. 

 Incident response. It is a method of dealing with the consequences of a cyberattack. The goal is to 
eliminate malicious software behavior with the least damage and recovery cost. It often consists of hiding 
the fundamental files and blocking access to software. 

 The last group is vulnerability management. It is a process that scans an application or a website 
for weak points such as unsecured hosting or out-of-date software that conflicts with antivirus software. It 
also suggests fixing or blocking the environment based on risk. 

Some words about the most relevant technologies of InfoSec. Cyberwarfare continues and new 
techniques to hack systems and networks appear. Nowadays there are many technologies for protecting 
information. Here is a list of the most advanced ones, that are worth paying attention to: 

 Artificial intelligence. It is also used to protect information and even to create a space to store it. 
Often, on large projects, artificial intelligence plays the role of advanced two-factor authentication, which 
works on the basis of two parameters to verify identity, most often the user's password and a code that is 
generated randomly and sent to the user on the second device. AI analyzes data, transactions and other 
sources, asks for confirmation of the operation if it is unjustified. 

User and Entity Behavioral Analytics. It provides user-centric analytics alongside information about 
networks, endpoint and applications. The correlation of these analytics offers more effective, accurate 
threat detection. 

 Nowadays, PIN codes and passwords no longer provide reliable equipment protection. Built-in 
authenticators are now more secure. Today Intel Corporation is the leader in this segment. They developed 
the sixth generation vPro chips. These microcircuits are built into the equipment. Designed to change the 
security of authentication, they use a layered authentication system that includes many methods and steps 
that work together. 

 Also one of the types of information security is a pervasive trust service. It can monitor user’s 
devices and manage many requests, track malware, but with a limited processing speed. A trust service 
works with the Internet resource and checks for its safety, and only then provides access to the user. More 
importantly, trust services can offer secure storage of data on a site by checking the reliability of the 
resource. It also preserves data integrity and confidentiality. 

The last in this list of relevant technologies is Zero-Trust model. The term "Zero-Trust" means that 
information security method assumes that the network has already been hacked, which strengthens internal 
defenses, monitors and encrypts valuable data. To avoid potential hacking, the Zero-Trust method identifies 
business-critical data and its integrity, displays its logical and physical segmentation and imposes additional 
authentication methods. In this case, the user himself will have to go through this encryption every time [2]. 

So, if you want to protect your business resources or just keep your personal information private, it 
is worth delving into the technologies described above. Nowadays all users have to be aware of hacking 
techniques and of relevant information protection technologies in order to securely store their information 
in any digital form. After all, information is the most valuable resource in our world. By protecting your 
confidential information, you can save not only money, but also your time, reputation and intellectual 
property from intruders and from unfair spread of it to other people.  
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The memory system has the largest part in terms of the number of chips and their total cost in modern 
computing systems. The evolution of technologies leads to an exponential reduction in the size and 
increase in the capacity of storage devices. The problem of testing storage devices in modern computing 
systems, such as embedded systems, systems-on-a-chip and nets-on-a-chip, is a very relevant problem. 
Along with the increase in storage capacity, the requirements for their reliability increase, so the role of 
testing is very important [1-4]. 

The functional model of a memory chip consists of many blocks. The generalized memory model is 
shown in Figure 1 [5]. Block A is used to set the address of the cell for the read or write operation. The cells 
are stored in the matrix, therefore, to determine their location, the address contains data about the row and 
column, which are decrypted in blocks B and C. The array of storage elements is marked with the letter D, 
the read/write logic occurs in blocks E, F, G. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Functional model of a memory chip 

 
Failures of the electronic frame and the matrix of storage elements are the reasons for the incorrect 

state of the memory. The electronic frame includes an address decoder and read/write logic [6]. Testing 


