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Abstract. In this paper, a multiple seeded region growing technique for image segmentation is
presented. Conventional image segmentation techniques using region growing requires initial seeds
selection, which increases computational cost and execution time. To overcome this problem, a
seeded region growing technique for image segmentation is proposed, which starts from searching
for local extrema of the image using morphology as the initial seeds, whose coordinates are saved
in a pair of static FIFO queues, used for wave region growing. It grows regions according to the
extreme values quasi-parallel. We use intensity based similarity index for the grow regions and
adaptive threshold is used to calculate the criteria for the grow new waves. We apply the proposed
algorithm to the Berkley segmentation dataset and discuss results based on F and SSIM
evaluation functions that show efficient segmentation.

Keywords: local extrema, image segmentation, region growing, seeded region growing, evaluation
functions.

Introduction

Image segmentation is the basic requirement of any computer vision application because people
are generally interested only in certain parts of the image. Image segmentation results in
non-overlapping objects labeled with different region numbers. It should be noticed that no general
technique has been developed yet to segment an image precisely, so different techniques are taking floor
to perform segmentation [1].

Segmentation is used to detect the location of objects and boundaries in the tasks of visualizing
medical images, searching, classifying, recognizing and tracking objects in images. This leads to the
division of the image into areas that correspond to different objects or their parts [2, 3].

Segmentation accuracy determines the quality of the subsequent processing results. In some cases,
the segmentation time may be limited, or it is necessary to control the number of image segments [4].
Segmentation errors are manifested in the accuracy and stability of the localization of regions when
changing the conditions of video recording [5]. The main cause of errors in segmentation methods in
real conditions is the uneven illumination of the scene, which arises due to the instability of the light
source, uneven distribution of light over the surface of the object (especially large), and the inability to
optically isolate the object from the shadow of other objects [6].

Threshold based image segmentation techniques discriminate regions on the basis of intensity
value difference between pixels. Survey paper [7] shows analysis and comparison of various threshold
based segmentation techniques. Thresholds for image segmentation have been calculated based on
maximum entropy [8], interclass variation [9], histogram [10, 11]. The limitation of threshold based
segmentation technique is that it performs well for images, which have only two components. For
complex images, it is calculated to support further processes [12].

Texture describes the spatial distribution of gray intensity in the whole image. It provides a more
accurate analysis of correlation, variance, and entropy at a lower level. Textures from an image have
been calculated often with co-occurrence matrix and semi-variogram [13-15]. It is complicated to
extract texture from low contrast or noisy images.



Clustering is an approach in which pixels are classified to a cluster, which is closest among all
clusters. Pixels having homogeneous characteristics belong to the same cluster and different with respect
to pixels of other clusters. The pixels must follow the homogeneity criteria in the same cluster. To
perform clustering based segmentation, [16] present K-mean, [17] use LVQ efficiently. Fuzzy logic
based Fuzzy C-Mean clustering method introduces fuzzy membership to pixels with respect to every
cluster [18]. In cluster based image segmentation techniques, it is necessary to choose a certain number
of clusters initially which eventually reduces the dynamicity of the technique.

Region splitting and merging techniques [19-21] starts with splitting an image into small regions
and continued till regions with required degree of homogeneity are formed. Splitting phase impacts the
overall segmentation of the image. This phase results in over segmented image which is followed by the
merging phase. Thus, these techniques of region splitting and merging are complex and time consuming.
The main objective of region growing is to map individual pixels called seeds in input image to a set of
pixels called region. The original Seeded Region Growing (OSRG) [22] does not impose any constraint
or restriction on the shape or boundary of the region, the new variant stabilized seeded region growing
(SSRG) [23] is termed to prevent the leakage problem when the signal-to-noise ratio is low, the final
segmented boundaries could be very rough even though if the true boundaries were smooth. Region
growing method starts with initial seeds and grows with neighboring homogenous elements. Seed may
be pixel or region. Due to its efficient results for realistic images, it is used widely in different manners.
In [24] a region growing method based on the gradients and variances along and inside of the boundary
curve is used. In [25] edge and smoothness factors as criterion to determine initial seed pixels are used
and then seeded region growing method is used to segment images based on seed regions.

In the seed based region growing method, selection of initial seed is crucial because it decides the
overall segmentation by region growing technique. To select initial seeds, the images can be first
partitioned into a set of rectangular regions with fixed size and a simple automatic SRG algorithm can
then be realized by selecting the centers of these rectangular regions as the seeds (RSRG) [26]. In Level
Set based SRG (LSSRG) [27] base points are iteratively selected. A point has a higher likelihood of
being a base point if it has smaller (with respect to a global maximum) gradient and variance values.
Ideally, a base point should be at the center of the segment that it belongs to. To select initial seed
watershed algorithm [28] used to first segment image to calculate no overlapped regions and then use
centroid of region as initial seeds. Algorithm in [29] found out initial seed by applying edge based
segmentation and then use centroid as initial seeds. Algorithm in [30] adopt the Harris corner detector
to calculate initial seed. But seed selection affected by particular technique limitation and increases the
computation overhead.

In the proposed algorithm, we start with local extreme pixels of the image as initial seed points.
A pair of static FIFO queues with image size is used for saving seed points coordinates and region
growing to decrease computational resources and increase algorithm speed. Then region growing is done
according to grow adaptive threshold which follows the stopping criteria to start the new wave growing.
We use Berkley segmentation database [31] which provide an empirical basis for research on image
segmentation and boundary detection.

Research method

Seeded region growing method

Segmentation is a process of extracting required features or Region of Interest (ROI) from an
image for future purpose like compression. The given or input image is sliced into multiple regions
based on some properties like pixel intensity, texture, position or some local (or) global statistical
parameter. Seeded Region Growing (SRG) method takes a set of seeds as input along with the image
and it requires seeds as additional input. The seeds mark each of the objects to be segmented and
compare with pixel value. The pixel with the smallest difference measured is allocated to the respective
region the difference between a pixel’s intensity value and the region’s mean, is used as measures of
similarity, this process continues until all pixels are allocated to a region [22, 23, 32]. The algorithm
procedure is as follows:

Step 1. We start with a number of seed points which have been clustered into N clusters, called

R, R,...R . And the position of initial seed points is setas P, P,...R, .



Step 2. To compute the difference of pixel value of the initial seed point P, and its neighboring
points ( Yy, Xy ) (‘I (yuXy)—1(P, )‘ ), if the difference is smaller than the threshold (criterion o)

we define (‘I (Ya Xy )1 (Pk)‘ < G4 ). the neighboring point ( 1Yy, X ) could be classified into R,

where k =1, N . For each set R,, compute the value of the homogeneity criterion o . for all its
immediate, unlabeled neighbors. The criterion o, can be any of o, [22], o4 [23], o [26], o
[27].

Step 3. Recomputed the boundary of R, and set those boundary points (yN, XN) as new seed
points P, . In addition, the mean pixel values of R, have to be recomputed correspondingly.

Step 4. Repeat Step 2 and 3 until all pixels in image have been allocated to a suitable region.

Criterion selection
In [22] the criterion o(Yy, X) is defined to be a measure of how different neighbor unlabeled pixel

(y, x) of the region H is from the region it adjoins. The simplest definition for o(y, X) is

c(y,x,Rk)z‘l(y,x) ~1(R,)|, 1)
Ny
where 1(y, X) is the gray value of the image point, | (R,) = Niz I (yj, xj) is a mean value of the
k Jj=1
region R, , and o(y, X) is minimized
G, = min {G(y, X, Rk)|ke[1,N]}. )

(y,x)eH

In [23] the value o(y, X) is defined to be a measure of how different neighbor unlabeled pixels
(Y., %) in window size (2L+1)x(2L+1) of region H is from the region R, it adjoins. The
simplest definitions for o(y, X) and the criterion o are

o(y. xR L) = — {z } @)

(2L+1)2 (u,v)=-L
o, = min {o(y, xR, L) ke[LN]}. 4)

(y,x)eH

I(yu’XV)_TRk)

In [26] the value D(y, X) is defined to be a measure of how different neighbor unlabeled pixels

(y£1, x£1) of the region H is from the region R, it adjoins. The simplest definitions for D(y, X)
and the criterion o are

D(y,x,R) = > ‘I(y, x)—l(yil,xil)‘, (5)
(yxlx+1)eH
o= min {D(y,xR/) ke[, N]}. (6)

(yxlx+1l)eH

In [27] the criterion o4 depends on image bit depth m is

o, =3%x2"164. (7)



In this paper we propose a criterion o(y, X), which is defined to be a measure of how different
neighbor unlabeled pixel (y, X) of the region H is from the current extreme pixel P, of the region R,

it adjoins. The simplest definitions for o(y, X) and o, are

o(Y.xR) = |1(y.x)=1(R). (8)
Gpe = (y;rxl)igH{o(y, X, R ) ke[LN]}, 9)

where | (Pk ) is the gray value of the initial extreme point.

Proposed segmentation method
Seed selection is the first step of the region growing technique. Instead of selecting seeds initially

we select extreme pixels (maxima and minima) of the image as initial seeds [32—-35]. The proposed
algorithm is executed as described in pseudo code. Pseudo code uses following variables:

N : number of all local extrema.
PG : static FIFO stack to store initial seed points and pixels to grow with same size of image.

NP : number of labeled pixels in FIFO stack PG .

NB : number of current labeled border pixels in FIFO stack PG .

PE : stack to store N intensity values of local extrema of the image.

REG : segmented matrix with same size of image | , storing the labels of grown region.
CP,., (]): 8-neighbours of current border pixel CP, where j =1, 8.

o, - region growing threshold (criterion).

PSEUDOCODE
Region_Growing(Gray image 1)
o =0, NB=1, NP=N
Step 1: (region growing)
NB=0
While k < NP
CP= PG(k), NS = REG(CP), EXT = PE(NS)

For (8-nb of CP, j=1, 8)
If (REG(CP,_, ( ])) not labeled)

If (abs(EXT = 1(CP,_, (]))) < 0e)

REG(CP,_,(j))=NS

NP =NP+1
Else

o = min {abs(EXT - I (CP,.,, (1))}

End if
End if
End for
If (one of 8-nb of CP not labeled)

NB=NB+1, PG(NB) =CP
End if
k=k+1
End while
Step 2: (starting a new wave)



While NB >0
k=1, NP=NB, 6,, =0
Gotostep 1

End while.

Segmentation Evaluation Approach

We propose two unsupervised evaluation methods based on F [36, 37] and SSIM [38]
evaluation functions. F measures the average squared color error of the segments, penalizing over-
segmentation. The structural similarity index SSIM is used to determine the similarity of two images
and is formed as a result of their comparison in terms of brightness, contrast and structure. Suppose a

digital image | has been segmented into N regions, denoted as R, , k =1, N . For region R, , denote

its area (measured by the number of pixels) as S, =|R,|. The generalized F and SSIM evaluation
functions are defined as

JOEN TS YN (10)

(Zuxuy + Cl)(2c5xy + CZ)

11
(2 +C)( +oi+C,) 4y

SSIM (x,y) =

-2
where e7 = >’ (I (y,x) - I(Rk)) is the squared color error, S, is the number of pixels from
(v, 0<R,

region R, p and p are mean intensities, o, and o, are standard deviations, ¢, is correlation

coefficient of two grayscale images X and vy, Clz(le)z, C, =(k2L)2, L=255, k, =0.01, k, =0.03.
Smaller F or higher SSIM indicates better segmentation results.

Results and analysis

To examine the efficiency of our method we use six grayscale images from the Berkley
segmentation database [31] shown in Fig. 1 a. The images are of size 120x80. Our algorithm takes
approx 35 ms on system configured with Intel processor Core i3 2,3 GHz and 6 Gigabyte of RAM. We
use Matlab 2015a tool to implement our method and others. The results after applying our proposed
method on these images are shown in Fig. 1 b. These results are obtained by converting the region matrix
containing labeled regions to an RGB image. We also compare our results with four algorithms [22, 23,
26, 27] for the initial seeds selection and the results are shown in Fig. 1 c.

The local maxima or local minima in this paper are selected as base points using mathematical
morphology for automatic seeded region growing algorithm [32, 33]. Finding Local Extrema (LE) is
often solved by mathematical morphology using dilation and erosion operations, respectively. It gives
accurate results compared to block algorithms. However, the morphological algorithm has high
computational complexity, which is associated with separate processing of maxima and minima, as well
as iterative processing of the neighborhoods of all pixels. In this proposed system we developed two
algorithms for extracting local extrema in grayscale images with low computational complexity, high
accuracy and less memory [34, 35].

The average processing times of all algorithms for 100 grayscale images of size 120x80 using
Berkley segmentation database [31], are shown as in Table 1 that our algorithm is fast compared to
others [22, 23, 26]. The processing speed of the proposed algorithm is faster when implemented in C++
programming language. We evaluate the F (10) and SSIM (11) for all images for all techniques. The
results of comparison of the proposed method with the other techniques are given in Table 2. It is
observed from Table 2 that the Liu’s F is lower and SSIM is higher for our method’s results as
compared to other segmentation algorithms.



Table 1. Segmentation speed using Berkeley segmentation database

Average speed

Using proposed

Using o, [22]

Using o [23]

Using o, [26]

Using o ¢ [27]

60

220

38

29

T(0gg ). Ms 35

T T T pr————
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Fig. 1. Test images and results of segmentation: a — Original images; b — Segmented images using proposed
algorithm; ¢ — Segmented images using criterion o, ; d — Segmented images using criterion o ;
e — Segmented images using criterion o, ; f— Segmented images using criterion o

Table 2. F and SSIM evaluation functions

. Using Using Using Using Using
No. | Image Evaluqtlon o o 6. L1 5 o
function we 0 s R P
(proposed) [22] [23] [26] [27]
1| Testt F 2,3223x10° 3,6731x10° 3,6734x10° 7,8243%10° 5,4289x10°
SSIM 0,9307 0,8809 0,8809 0,7902 0,8444
2 | Test2 " 16193x10° | 25145x10° | 2,5145x10° | 45020x10° | 45029x10°
SSIM 0,9401 0,8945 0,8945 0,8172 0,8172
3 | Test3 F 2,4755x10° 3,4630x10° 3,4630x10° 3,6331x10° 4,1901x10°
4 | Testa F 11244x10° 2,1140x10° 2,1140x10° 2,1140x10° 3,2402x10°
SSIM 0,9025 0,7912 0,7912 0,7912 0,7040
5 | Tests F 3,3733x10° 4,9943x10° 4,9943x10° 5,0785x10° 5,9831x10°
SSIM 0,9031 0,8110 0,8110 0,7892 0,7745
6 | Tests F 1,4155x10° 2,4536x10° 2,4536x10° 2,8852x10° 3,2387x10°
SSIM 0,8964 0,7692 0,7692 0,7821 0,7779
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Conclusion

A new approach to segment an image using a multiple seed based region growing algorithm has
been proposed in this paper. In this method the extreme pixels of the image are selected
as the initial seeds and the region is grown according to growing formula with the stopping criterion
determined by adaptive threshold technique around the local extrema. The segmented result obtained by
the proposed method is compared to other criterions of SRG algorithms [22, 23, 26, 27] and is observed
to have lower F, higher SSIM values and fast processing.
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Introduction

With the continued development of large and small networks in Infocommunication (WAN,
LAN) intended for the Internet of People (loP), a variety of Internet of Things (loT) networks are
becoming more widespread [1]. 10T is a set of embedded systems, networks of wireless sensors, control
systems and automation tools for processing information received from sensors. 10T networks allow a
user to implement automation of production processes, management of transport, energy, agriculture,
medicine, and create smart stores, smart homes, districts, and cities at a new level.

loT is a concept of the network infrastructure development (physical basis) online, in which
«smart» things without human intervention are able [2]:

— to connect to the network for remote interaction with other devices (Thing-Thing);

— to interact or interaction with autonomous or cloud data processing centers (Thing-Web
Objects) for data transmission, storage, processing, analysis and management decisions aimed at
changing the environment;

— to interact with user terminals (Thing-User) for the control and management of these devices.

This requires not only the development of scientific research and industrial development, but also
the improvement of personnel training in this area [3].

10T development automation

To automate the creation of 10T systems, leading global companies have developed design tools
in the form of 10T platforms [4]. IoT platforms are becoming the central backbone of 10T deployments.
The 10T platform market will reach $ 22,3 billion by 2023 year [5]. Due to the large volume of
information received from 10T sensors, such platforms provide analytical tools for processing Big Data.
Let's look at these questions in more detail.

In may 2020, the analytical company Counterpoint Research named the leading platforms for
creating l1oT networks and applications in terms of versatility (to meet the needs of users) and other
parameters. The first position was taken by the Microsoft Azure platform, the second position — by
Amazon Web Services (AWS), the third place — by Huawei OceanConnect, the fourth — by PTC
ThingWorx, and the fifth place-by IBM Watson [4, 5]. This study took into account eight components:
distribution, growth rate, integration and scaling capabilities, application support, cloud components,
peripheral interaction, device data processing, and peripheral components [5].
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An loT platform is a hardware and software system for connecting end devices (sensors, sensors,
etc.) to a cloud environment. The purpose of the loT platform is to provide wireless communication of
peripherals (sensors, devices), through additional interfaces (gateways) and communication protocols,
as well as storage, processing and data mining [4]. The network structure using the platform includes
end devices (sensors), a cloud platform, and applications for monitoring sensor information. The typical
structure of the loT platform includes the following components [6, 7]:

1. Communication: combines special protocols and data structures into a single software interface
that provides accurate streaming of information and interaction with peripheral devices.

2. Device management: supports the work of connected sensors, the correction and updates for
the software running on devices or boundary gateways.

3. Database: stores data in special formats transmitted from devices; supports requirements for
hybrid cloud databases for a number of parameters (volume, speed, verification).

4. Event management: analyzes data using rule-based knowledge of events-actions that allow you
to make decisions based on specific information received from sensors.

5. Analytics: performs complex analyses from basic data clustering and deep machine learning to
predictive Analytics, extracting maximum value from the loT data stream.

6. Visualization: allows users to identify patterns and observe trends using visualization
dashboards, where data is depicted using linear or pie charts, 2D or 3D models.

7. Tools: allow loT developers to prototype, test, and promote 10T network options, creating
platform ecosystem applications for visualizing, managing, and controlling connected devices.

8. External interfaces: enable integration with other systems and part of the broader it ecosystem
through embedded application programming interfaces (APIs), software development kits (SDKSs), and
gateways.

10T platform analysis

Let's look at the most well-known platforms from the world's leading IT-companies [8, 9]. The
Microsoft Azure 10T Platform supports testing a user-developed network variant by modeling, as well
as the ability to design new network solutions that meet the specifics of an original project. This platform
has information security tools, the ability to expand and integrate with existing or planned systems. The
platform allows a user to connect multiple devices from different manufacturers, to process data received
from sensors, connect analytics tools and generate appropriate reports. So, it uses the information
obtained from sensors for subsequent machine learning process. Let's consider the main features of other
popular 1oT platforms [9].

AWS loT Core (Amazon) is a platform on which a user can create local networks or loT
applications. It supports special communication protocols, including custom ones, which allows a user
to communicate between devices from different manufacturers. The AWS loT Device Management
platform component supports adding and managing external devices, monitoring and configuring them,
and updating their operation. The WS 10T Analytics platform component implements automatic
processing and analytical calculations of large amounts of data from various 10T devices and sensors.
The AWS IoT Device Defender platform component supports configuring information security tools for
loT networks (authentication, encryption). It allows a user to create and adjust security policies, manage
device authentication and authorization, provide a private transmission channel (encryption).

The Google Cloud 10T platform includes a number of components that a designer can use to create
new loT networks. This platform includes: Cloud 10T Core service for securely connecting, managing
and retrieving data from peripherals; Cloud Pub/Sub service for processing event data and implementing
analytical flow processing; Cloud Machine Learning Engine service for creating a machine learning
model using data received from IoT sensors.

The Cisco 10T platform services additionally support voice and data transmission, enable the
development of various loT applications and perform many others functions to generate revenue from
the project. By choosing the Cisco platform to host an 10T application, the user gets a set of convenient
sensor management and monitoring functions, as well as advanced security measures, including
identification of devices with the platform, use closed transmission channels, etc. All these tools are
with the operation of mobile applications and remote interaction with the consumer. A number of
additional services allow a user to implement other functions. For example, a user can take 10T services
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for engineering networks development, when project systems intended for use by utilities to monitor
and control the relevant sensors. The 10T Advisory service provides access to expert advice on the main
business tasks in the field of the Internet of things.

The cloud platform of the German company SAP has all the necessary components for creating
and managing loT network applications. Remote devices can be connected either directly or via a cloud
service. Advanced Analytics tools enable a client to receive, process, analyze, and explore Big Data
received from sensors, meters, and other devices in 10T networks. Following the latest technological
trends, the SAP 10T platform provides the ability to use 10T data to create custom applications with
elements of artificial intelligence and machine learning.

More than half of all market projects in Belarus and Russia are developed by domestic companies
from the EAEU countries — Belarus, Russia and Kazakhstan (51 %). The second supplier of 10T
platforms to the EAEU market is the United States (23 %). The analysis of 10T platforms by industry
reflects the overall market dynamics. Most competitive segments on this market are transport and
logistics (42 %) and Smart city (32 %) projects [10].

Modeling an 10T network based on the Amazon platform

The typical network on base of 10T platforms includes:

— sensors, devices sending control information;

— 10T network gateway for converting the format of transmitted information;

— authentication and sensor management tools;

— cloud service components (infrastructure, platform blocks, etc.);

— user interfaces;

— user additional applications.

Let's consider an algorithm for modeling the Internet of things network using the IoT platform.
Amazon loT platform create services that meet multiple user requirements, and as a result, you can build
a network quickly. This cloud platform has a significant advantage — the ability to independently model
the network in a short time, without involving the corporate it service and additional information security
tools. The generalized algorithm for creating a network on the AWS platform looks like this:

1. Sensors measure the parameters of processes (devices) that interact with the IoT platform using
development tools (SDKSs).

2. Devices send messages that are verified by the platform's authentication and authorization
service. If the verification is not successful, the device IDs must be corrected.

3. Information from devices is sent to the gateway (Device Gateway), and various network
protocols can be used. When information is converted in the gateway, it is sent to the rules processing
unit (communication with Analytics) and in parallel to the Device storage unit (Device Shadows).

4. Device Shadows stores the current state of network peripherals for continuous access by
software applications. If there is no connection to an individual device in the network, the Device
Shadow block executes commands from applications, and when the connection is restored, it
synchronizes the current state with the device.

5. Depending on the nature of the received data, the rule handler performs (programmed) actions:
saves data in the database, sends SMS or e-mail information to the network Manager about their receipt,
calls the HTTP API, sends data to the Analytics system, and so on.

6. Applications use this data to control devices by using the AWS API (application programming
interface).

7. Information about all devices is stored on the AWS loT platform.

Conclusion

The article considers the relevance of the development of Internet of things networks for many
sectors of the economy, as evidenced by the analysis of the world, Russian and EAEU markets. 10T
platforms are used to automate development. An analysis of their development is given, and the structure
of such loT platforms is discussed. The features of working with big data as part of loT platforms due
to the huge amount of information coming from sensors and devices are discussed. The features of the
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most popular 10T platforms in the world are considered. An algorithm for network modeling based on
the AWS loT platform is presented.

References

1. Roslyakov A.V. Internet of things: textbook manual. Samara, Pgutii, 2015.

2. Tkachenko V. lIoT — modern telecommunication technologies. [Electronic resource]. URL: http://www.lessons-
tva.info/articles/net/013.html.

3. Vishnyakou U.A. // Bulletin of the connection. 2020. No. 3. P. 56-59.

4. 10T platform. [Electronic resource]. URL.: https://iot.ru/wiki/iot-platforma.

5. 10T Platforms. [Electronic resource]. URL: http://www.tadviser.ru/index.php/.

6. Things to know about the 10T Platform ecosystem. [Electronic resource]. URL: https://iot-analytics.com/5-
things-know-about-iot-platform.

7. Big Data-clouds of the Internet of things: what are 10T platforms and why are they. [Electronic resource]. URL:
https://www.bigdataschool.ru/blog/iot-platform-big-data-cloud.html.

8. How the Internet of things wuses Big Data. [Electronic resource]. URL: https://www.
bigdataschool.ru/bigdata/iot-architecture-big-data.html.

9. Browse the best 10T platform in 2019. Tips for choosing a cloud solution. [Electronic resource]. URL:
https://www.edsson.com/ru/blog/article?id=iot-platforms.

10. Technouklad company published a new study of Internet of things platforms in Russia and the EAEU.
[Electronic resource]. URL.: http://iotintelligence.ru/posts/2848858.

16


http://www.lessons-tva.info/articles/net/013.html
http://www.lessons-tva.info/articles/net/013.html
https://www/

TEJIEKOMMYHUKALIUN . CETH M TEXHOJIOT'HU, AJICEBPAHYECKOE KOJJUPOBAHUE U BE3OITACHOCTb JJAHHBIX

UDC 621.391.14

APPLY ERROR PATTERNS TO CORRECT AND ERASE
TWO-DIMENSIONAL ITERATED CODES

REN XUN HUAN, V.K. KONOPELKO, V.Yu. TSVIATKOU

Belarusian State University of Informatics and Radioelectronics, Republic of Belarus

Submitted 28 November 2020
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Introduction

Hamming code or Hamming Distance Code is the best error correcting code we use in most of
the communication network and digital systems. In Error control coding, parity check bits are calculated
based on the input data. The input data and parity check bits are transmitted across a noisy channel. In
the receiver, an ECC decoder is used to detect or correct the errors induced during the transmission. The
number of parity bits depends upon the number of information bits. The hamming code uses the relation
between redundancy bits and the data bits and this code can be applied to any number of data bits. A
powerful ECC usually requires more redundant bits and more complex encoding and decoding processes,
which increases the codec overhead [1].

At present, the most successful coding schemes are turbo codes and low-density parity-check
codes, since their excellent capability, closely to the Shannon limit. Under some specific requirement
(typically, code-rates near to the unity and low error rates required), iterated codes may turn into
competitive. In addition, they are naturally advisable for high-speed parallel decoder implementation.
Extended Hamming codes are representative constituents of iterated formulas since they are
uncomplicated and can be iteratively decoded by fast suboptimal algorithms [2, 3]. More formidable
constituent codes cause more powerful schemes but request more complex decoding algorithms, usually
avoiding high data-rate performances.

The simplest two-dimensional iterated codes are single parity check (SPC) product codes,
guaranteed to correct only one error by inverting the intersection bit in the erroneous row and column
[1]. Multidimensional SPC iterated codes can be constructed to improve the error correction capability,
but a more complex decoding process is required

In [8] proposed a method correct and erase errors by using the error pattern which is based on the
process of calculating the pattern of the txt (the error mode can be represented as a t by t matrix which
can correct only t errors) type library and applying the identification parameters to recognise the errors.
The method of correcting and erasing errors which are proposed in [8] cannot completely include all
error patterns that can find through permutations of rows. Based on this defect, we propose an improved
scheme.

Linear binary product codes are only considered In the thesis. However, the analytical results and
the methods are also easily applied to other non-linear codes.

The rest of the paper is organized as follows. In Section 2, a brief introduction of the iterated
codes will be presented. And in section 3, an improved algorithm which used to ameliorate pattern
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library for correcting and erasing errors that exist through permutations of rows has proposed. The
conclusion will be given in Section 4.

Syndrome (table-lookup) decoding

The use of syndrome for error detection and correction is discussed in [6-8], the standard array
and its application to the decoding of linear block codes are presented.
Premeditate a (n,k) linear code with generator matrix G and parity-check matrix H. Let

vV=(V,V,,...,V, ;) beacodeword that transmitted over a noise channel. Let r = (I, 1,,...,I, ;) be the

received vector at the output of the channel. Because of the channel noise, the received words r may be
different from v. The vector sum e=r+v=(g,,€,,...,€, ) is an n tuple, where ¢ =1 is called the

error pattern. When r is received, the decoder computes the following (n—Kk) tuple
S=r-H" = (SgsSyreer Sy 1)

Which is called the syndrome of r. Then, S =0 indicates that r is a codeword, and S =0 means
that produced errors. Therefore, we can employ the value of S to determine whether an error has arisen.

Every (n,k) linear block code is capable of detecting 2" —2* pattern errors, however, it is capable of

correcting only 2" error patterns. For large n, 2" is a small fraction of 2" — 2%, Therefore, the
probability of a decoding error is much higher than the eventuality of an undetected error.
A linear block code with d_,, can assure to detect any errors less than or equal to d,,, —1.The

theorem confirms the fact thata (n, k) linear code with minimum distance d_.. is capable of correcting

n

min — L)/ 2| or fewer errors, but it’s not capable of correcting all the error

all the error patterns of |_(d
patterns of weight t+1. A standard array has an important property that can be used to simpify the
decoding process. There is a one-to-one correspondence between a correctable error patternand a
syndrmes. Using this one-to-one correspondence relationship,we can form a decoding table,which is
much simpler to use than a standard array. This table is either stored or wired in the receiver. The
decoding of a received vector consists of three steps:

1. Compute the syndrome S.

2. Locate the coset leader € whose syndrome isequalto r-HT, Then g, is assumed to the eroor
pattern caused by the channel.

3. Decode the received vector r into the codeword V' = +¢,.

In theory, table-lookup decoding can be applied to any (n,k) linear code. It results in minimum

decoding delay and minimum error possibility, however for large information redundancy, the
implementation of this decoding scheme is not very reality, and either a major storage or a complicated
logic circuitry is needed. Product (iterated) codes has the capability of constructing long, powerful
guotes from short component codes. Therefore, our analysis is focused on the two-dimensional iterated
codes.

Introduction to iterated code

Iterated codes (or product codes) are serially concatenated codes which were presented by Elias
in 1954 [2]. The construction method of iterated codes allows us to construct long, powerful codes from
short assembly codes. The concept of iterated codes is simple enough and comparatively efficient for
constructing extremely long block codes by using at least two short block codes [3].

For a linear block code, the minimum distance is equal to the minimum codeword weight, which
is defined as the number of nonzero symbols in a codeword. The minimum Hamming distance is also
used to evaluate the error detection capability of a linear block code. The simplest two-dimensional
product codes are single-parity check (SPC) product codes [1]. SPC product codes only guarantee
correction of one error. The product codes, whose component codes are Hamming or extended Hamming
product codes, are known as Hamming product codes.
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The random-error-detecting and random-error-correcting capabilities of code are determined by
its minimum distance. Hamming codes have a minimum distance of 3 and therefore are capable of
correcting any single error over the span of the code block length. The weight enumerator of Hamming
codes is known. Hamming codes are perfect codes and can be decoded easily using a table-lookup
scheme. Good codes with a minimum distance of 4 for single-error correction and double-error detection
can be acquired by properly shortening the Hamming codes. Hamming codes and their shortened
editions have been proverbially used for error control in digital communication and data storage systems
in these years owing to their high rates and decoding briefness.

Presume that two component codes C,(n,,k;,d;) and C,(n,,k,,d,) are used, where n;, k;
and d, are codeword width, input data width, and minimum Hamming distance for the code C,,
respectively n,, k, and d, are codeword width, input data width, and minimum Hamming distance for
the code C,, separately. Here we use the simple Hamming codes construct the iterated codes, let

v =(1100,0100,1011,1001) be a codeword, simultaneously C,(7,4,3) and C,(7,4,3) are used.
Encoding process of iterated (product) codes shows as Fig. 1.

n n
1 k, k,
: 1l1]olo|=—=>|1]o0]1 t{ijojo|=1]o]1
0 AiDDDE Slel i " ol 1|o|o| |0 1]1 o
0 > tlo|t| 1|21 ]0]o0 > ofofi| 1|7 1]o]o %
TN ed | | ol ololo| ™ o] 1]1 E
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1 Message Row parity [ O 0| 1]o0 0%'
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. o 1| 1|1 1{o] o
1 Row encoding Column parity Checks on
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Fig. 1. Iterated codes encoding process
Fig. 1 shows the creation process of two-dimensional iterated codes, the iterated code
C, ((n,xn, =49), (k, xk, =16),(d, xd, =9)) is constructed from C, and C, as follows:
The product code C is obtained from the codes C, and C, in the following manner:
1. Place k; xk, information bits in an array k, =4 rows and k; =4 columns.
2. Coding the k, =4 rows using the code C, . Note that the result will be an array of k, =4 rows
and n, =7 columns.

3. Coding the n, =7 columns using the code C,(7,4,3).

Iterated (product) codes have a larger Hamming distance compared to that of the component
codes. If the component codes C, and C, have minimum Hamming distance d, and d, respectively,
then the minimum Hamming distance of the iterated code C, is the product d, xd,, which greatly

increases the error correction capability. Iterated codes can be constructed by a serial concatenation of
simple component codes and a row-column block inter-leaver, in which the input sequence is written
into the matrix row-wise and read out column-wise. Iterated codes can efficiently correct both random
and burst errors. For example, if the received product codeword has errors located in a number of rows

not exceeding (d, —1)/2 and no errors in other rows, all the errors can be corrected during column
decoding.
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Algorithm decoding the product codes

Since in 1954, Elias introduced the product code, numerous decoding algorithms for decoding
product codes were presented. The most obvious method of decoding is the one suggested by Elias
himself in his original work [2]. In Elias’s algorithm, the rows in the received message are decoded

using a decoder for the code C, that decodes up to |_(d ) 2|. The columns of the resultant matrix are

1min
then decoded using a decoder for the code C, that decodes up to |_(d1min)/ 2|. It can easily be shown

that such a decoder can correct only up |_(dl xd,)/ 4] [5]. In [8] proposed a new method erase the errors

based on the two-step decoding with an error pattern library. Unfortunately, this two-step decoding
method fails to correct certain error patterns. Besides, the method of correcting and erasing errors which
are proposed cannot completely include all error patterns thast can find through permutations of rows,
simultaneously, the algorithm didn't concrete presented how can we erase the error bytes, the
disadvantage of the algorithm [6-8] showed in Fig. 2. Based on this defect, analysis of the structure of
the error pattern [3], we proposed a more reasonable error correction algorithm. A three-stage pipelined
Hamming product code decoding method is proposed, compared to the two-step row-column decoding
method, the three-stage pipelined decoding method uses a row status vector and a column status vector
to record the conducts of the row and column decoders. Instead of passing only the coded data between
row and column decoder, these row and column status vectors are passed between stages to help make
decoding decisions.

XXX X X]|0 X[ X|O0 X{ofoO X{ofoO X{ofoO

010]0 0|X]0 0]0([X X{ofo X{ofo 01X

010]0 010]0 ojofo X[{0]0 0| X|o0 0]10]X
3.01 3.02 3.03 3.04 3.05 3.06

Fig. 2. All of the reduced combination error patterns for t =3 [3]

If we apply Hamming code C, that distance is d, =3 and Hamming code C,, d, =3 decoding

the information that the error’s patterns maintained the form as Fig. 2 or their transformer of the row
and the column. Obviously, the property of the code itself can correct all of these pattern errors.

To illustrate the error correction process more evidently, Hamming codes are used as row and
column component codes. An example of row and column status vectors after the first and second
decoding stages shows as Fig. 3.

0

J0J33A SNeIS MO Y
g

J0J39A SNeIS MOY

X Errors

[ Y Y

Ci C2 C3 Cs Cs Cs Cr Ci1 C2 C3 Cs Cs Cs C7
Column status vector Column status vector

a b
Fig. 3. An example of row and column status vectors after the first and second decoding stages

The simplified row and column status vector implementation can be described as follows.
The i-th position in the row status vector is set to «1» when there are detectable errors (regardless
of whether the errors can be corrected or not). Then those locations where have only one error

(determined by the value of the syndrome) are marked as Ri_l, otherwise mark the row as R,
However, if the value of the syndrome is 0, those positions are set as «0».
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For the column status vectors, if in the j-th column the value of the syndrome is not equal O, the
j-th position in column status vector to be set to «1» when an error is detectable but not correctable, and

also mark the location of the column as C; ; when an error is correctable (means that only occurs one

error), otherwise mark as C, Fig. 4 shows an example of the row and column status vectors after the
first and second stage decoding process.

x| 1 _} Ri-1

C1 Cs1 C1 Cs1
Column status vector Column status vector

><><_> R1

-

J10JJ3A SNJeIS MO Y
-

J10J33A SNJeIS Moy

a b
Fig. 4. Example of row and column status vectors after the first and second decoding stages

From the (a) and (b) of Fig. 4 we can perceive that the errors occurred in the same row (R, R;)
and column (C,, C,), yet the first graphic shows that there are two errors located in the row of R, and

only one error located in the row of R., and the second graphic just the opposite, so when we erase the

first errors of the graphic (a) we can apply three steps correct the errors, firstly, if the errors in a row are
correctable, the error bit indicated by the syndrome is flipped. The row status vector is set to «O0» if the
syndrome is zero and «1» if the syndrome is non-zero. In this example we can correct the error which

located in the row of R, and then correct the column of C, and C,, however, for the graphic (b), at

first we need to correct the R1and then correct the C, and C,. Therefore we can know that the error

pattern of (a) and (b) are different, the process of erasing is also different. The example is perfect because
the Hamming code d,, =3 can correct 1 error and detect 2 errors.

And then we will describe the decoding process of the three-level pipeline Hamming product code.
After initializing all state vectors to zero, the steps are as listed below.

The proposed iterative decoding method of two-dimensional Hamming products codes

Input: r=v+e
Output: v

Initialization: r,,, C,, =0

While S =0 program do.

Step 1. Row decoding of the received encoding matrix. If the error in the row is correctable, the
error bit indicated by the syndrome will be reversed. If the syndrome is non-zero, the row state
vector is set to «1».

Step 2. Update the column decoding of the matrix. The error correction process is similar to step
1, starting from step 1, use the column error vector and row state vector to calculate the column
state vector.

Step 3. After the change from step 2, the matrix is decoded. The syndrome in each row has to
be recalculated. If any remaining errors in each row can be corrected, use row syndrome to
correct. If errors in each row are still detected but cannot be corrected, use the column status
vector in step 2 to indicate which columns need to be corrected.

End while

Return v

sta
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Based on the theory of syndrome decoding and the capability of minimum Hamming distance
which can correct (d_.. —1)/2 quantity errors and our proposed method which mark the state of error

the row and column, obviously our method can correct permanent errors that are distributed in different
rOws.

From the analysis above we can derive that the method of three-step decoding can correct all of
the random and burst errors that the combinations of error pattern less than 4, and also can correct some
of the random and burst errors patterns which equal 5.

In the experiment, we apply our method to correct the error pattern library which proposed in [3],
as a result, we can 100 % correct the random and bursts errors t less than 3, and for t =4 (the quantity
of error pattern equal 16) we can correct and erase 93,75 % error patterns, and for t =5 ( the sum of
error pattern equal 34) we can correct and erase 91,17 % error patterns, but for t =6 (the sum of error
pattern equal 90) we can only correct and erase 74,44 % error patterns, therefore for the error pattern

which t >4 we need to use the minimum distance of Hamming code which d, . > 3.

From the process of decoding, we know that not only the encoded data is passed between the row
and column decoders, but also the row and column state vectors are passed between stages to help make
decoding decisions. We have proposed the method by dividing the encoded information into two
transmissions, the reliability of the proposed method depends on both the error detection capability in
the first transmission and error correction capability for the iterative decoding method. In the first
transmission, the error patterns with single errors in different rows are corrected and the error patterns
with two errors in a row are detected. The iterative decoding algorithm can correct up to six-bit errors,
furthermore, our method can correct random errors that are distributed in different rows.

Conclusion

In this paper, we analyze methods for decoding the random errors on the basis of product coding,
compared with two-step row-column decoding and this method solves the problem of rectangle four
error patterns by recording the conduct of the row and column decoders using row and column status
vectors. The iterative decoding algorithm can correct up to six-bit errors once the row and column parity
check bits are received. Also, our method can correct permanent errors that are distributed in different
rows.
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KACKAJITHBI AJITOPUTM LWE-E AJITEBPAMYECKHX
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AnHoTanus. PaccMOTpeHBI anreOpandeckue PemeTKy, KPUMTOCUCTeMa 00YIeHHsI C OITUOKaMU |
CBOWCTBA DJUIMNITUYCCKAX  KPHUBBHIX. [loka3aH  ajropuTM KONWUPOBaHHSA Ha  OCHOBE
KPHUIITOCHCTEMBI OOYYCHHUS ¢ OIMMOKAMH U JUIMITHYECKUX KPHUBBIX. [IpUBEeHO MOAEIHpPOBAaHUE
anroputma LWE-E.

Knouesvie cnosa: anreOpandyeckue peUIeTKH, KpUNTOCHCTeMa OOydeHHus C OIIuOKamw,
SJUTUIITUYCCKHUC KPUBLIC.

BBenenue

Opnolt w3 3amad pa3pabOTKH aNrOPUTMOB 3alUTHl JAHHBIX SBISETCS WX IMOTEHIUATbHAS
CIOCOOHOCTh MPOTHBOCTOSATH PA3IMYHOTO BHJIA aTaKkaM, B TOM YHCJIE Ha OCHOBE IOCT-KBAHTOBBIX U
MapajuIeIbHBIX BEIYUCICHHH.

OnHuM MX METOJOB PEIIeHHUs 3a/ad TaKoro pojia SBJSETCS MPUMEHEHHE aJrOpUTMOB TEOPHUHU
PEIIeTOK, IMO3BOJIIONIUX CO3/1aBaTh MIPOCTPAHCTBEHHO- BPEMEHHBIE MHOT000Pa3usl KOJIOBBIX CTPYKTYP
U KpunTorpaduio UIMNTHIeCKUX KpuBbIx [1-5]. B Hacrosiiei paboTe paccMaTpuBaeTcsi KacKaaHast
cxema LWE-E, coueratomast anropuTMel ¢ 00ydeHHEeM Ha OCHOBE TEOPHH PEIIETOK U KOJAUPOBAHUEM
angaBUTa TOYKAMU IIUTHNITHYECKON KPUBOH.

Kpunrocucrema o6ydyerus ¢ ommoxkamu LWE

N-MepHas menovncieHHas penerka Z" — 3To penieTka B eBKINI0BOM mpocTpancTBe R", Toukn
KOTOpPOH SBISFOTCS N-KOpTe)KaMu IebIX uuncend. LlemouncrneHHas pemieTka SBISETCS HEYETHOM
YHUMOYJISIpHO# perretkoit [ 1-3].

Pemerka MoxeT OBITH BbIpaKeHa dYepe3 TMOPOXKAAONIYI0 MATPUIy M IENOYUCICHHBIH
K03 puLMeHT aHamOruyHO JHMHEHHbIM KojgaM. [lox kpaTyaliMM BEKTOPOM PELIETKH MOHWMAETCs
HalMEHBIIMH paaguyc OKPY)KHOCTH, KOTOpas COeIuHseT OyimKalline TOYKM OT BBIOpaHHOM
HEHTpallbHON TOukW. Pemrerdartas xpunrtorpadus OTHOCHTCS K HaOOpy KpUNTOrpaduuecKux
KOHCTPYKITHH, KOTOPBIE OTHOCSTCS K IUCKPETHOW ajauTHBHOW moarpymme. Cpeaun ocoOeHHOCTEH
pereTyaToil Kpunrorpaduu — KBaHTOBasE 0€301aCHOCTh, MOTHOCTHIO TOMOMOPQHOE I poBaHHE.

Jist TOro, 4TOOBI PEIIETKH C BBHICOKUM KOX(Q(HIIMEHTOM BBIMIPHINIA OT KOAMPOBAHHS OBUIH
MPUMEHUMBI Ha MIPAKTHKE, OHU JOJDKHBI YIOBIETBOPATh OTpaHUYEHHUIO TI0 MomHOCTH [3]. B obnactu
PELIETKH OTPaHUYEHHUE 110 MOLITHOCTH 00ecieunBaeTcss BHIOOPOM Habopa KOJUPYIOLIUX TOYEK PEILETKH,
KOTOpble HaxoIsTcs B obnactu GopmupoBanusa. CIOXKHOCTb 00JaCTH (POPMUPOBAHUS BO3PACTAET C
YBEIMYEHNEM Pa3MEPHOCTH PEIIETKH.

Kpunrocucrtema cTpouTcsi Ha OCHOBE pEIIETOK, MOJJIEPKHUBAETCS  TEOPETHUECKUM
JokazatenscTBoM OezomacHocti. LWE (Learning with errors) mapamerpusyercst LEIbIMUA YUCIaMH

n, m, I, t, r, q u pacnpenencHueM BepOATHOCTEH y Hax Z,. OyHKums y OOBIMHO NPHHUMAETCS

KaK OKpYTJICHHOE HOpMaJIbHOE pacipeaesicHue.
1. Aaroputm renepanus kiaroua LWE.

23



Bxox: LWE=n, m, |, q — uensle uncia.

1.1. Beibpats S € ng' CITy9aifHBIM 00pa3zoMm.

1.2. Boibpate A€ Z;™" ciy4aiiHbIM 06pasom.

1.3. Betbpars E € Z]" cornacuo y .

1.4. Boruncmuts P=AS +E(modq), rae P e Z;™.

BbIX0J1: 3aKpHITHINA K04 S B OTKPBITHIN Kitod (A; P) .

2. Anroput™ mH(pPOBaHHUS.

Bxox: nensie uncma N, m, |, t, r, q, orkperrsiii kintod (A; P) , oTkpeITHIA TekeT M e Z .
2.1. Beibpars ae[-r,r]™ ciay4aiiteiv 06pa3oM.

2.2. Berancmuts A'a(modq) e Z;" .

2.3. Beruuciuts ¢ =PTa+[Mg/t](modq) e Z;" .

Beixoa: mudporeker (U,C) .

3. AnroputM pacmmpoBaHusl.

Bxox: nensie N, M, I, t, r, g, cekpernsiii krou S, mmdporeker (U,C).
3.1. Borauenuts V=c—S'u u M =[tv/q].

Brixon: oTKpeITHII TEKCT M.

KpI/IHTOCI/lCTeMbI Ha OCHOBE€ JIVIMIITHYECCKUX KPUBbIX

[IpumeHeHue >UIMNTUYECKUX KPUBBIX 00€CIIeYNBAET CYIIECTBEHHO 00Jiee BBICOKYIO CTOHKOCTh
NIPY PaBHOW TPYAOEMKOCTH WIJIH CYIIECTBEHHO MEHBIIYIO TPYJOEMKOCTh NIPU PaBHOW cTOMMOCTH. st
BBIUUCIICHHsI OOpaTHBIX (PYHKIMH Ha SJUTMOTUYECKAX KPUBBIX HM3BECTHBI TOJBKO AITOPHUTMBI C
9KCHOHEHIIMATIBHBIM POCTOM TPyI0eMKOCTH [2-5].

DIUTHIITHYECKHE KPUBbIE, 3a/[aHHbIC B KAHOHUYECKOi opme, umerot Bua y° = X° +ax’ +bx+c,
rae a, b, u ¢ — nenbie KO3 GUIHEHTHI.

[MomuaoM P(X) = x®+ax’ +bx+C He uMeeT KpaTHBIX KOpPHEH. MHOrOUIEH TPEThEN CTEIeHU
(6e3 kpaTHBIX KOpHEW), MOXET HMeTh MO0 OIWH, JMOO TPU BelIeCTBEHHBIX KOpHA. [lo
NPEAIOJIOKEHHIO, OyIeM CUMTaTh, YTO BCE 3TH KOPHU Pa3IUYHBI.

Omnepanust CIOXKEHHsT TOYEK Ha JIUIMITHYECKOW KpuBoW E ompenensiercs, oTmpaBisisich OT
rpapuuecKoro N300paKeHuUs! ALIUIITHIECKON KPUBO puc. 1.

Ha xpuBoii E Gepyrcs nBe Toukn P u Q u npoBoauTcs yepes3 HUX NpsAMas. JTa npsaMasi UMeeT

TPETHIO TOUKY MepecedeHus ¢ KpuBoil E . OTpakeHune 3TOW TOYKH OT OCH X 00pa3yeT HOBYIO TOUKY,
Ha3bIBaeMylo cyMMoi Touek (P + Q).

Y Y
f\/ | A
%/ : : U : :

o B

Puc. 1. I'padmueckoe n3o0pakeHUEe TOYCK IIMITHISCKOH KPUBOU

Ilycts Touka P umeet koopaunathl (X,Y). Touky ¢ koopaunatamu (X,—Yy) OymeM 0003HAUATH
kak —P . Cuuraem, 9TO BepTHKaNBbHAS TpsiMasi, Ipoxofsas depe3 P u —P , mepecekaeT KpuByIO B
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6eckoneuno ynanenHoi touke O, T.e. [P+ (—P)]=0 . Ilo cornamenuto P+O=0+P =P . Touka O
UrpaeT PoJib HyJIsI B ONIEPALUSIX Ha AIUTHIITHISCKONW KPUBOIA.

IpencraBum, 4to ToYkH P v Q CONMKAIOTCSA APYr C APYroM, M HAKOHEIl CIIUBAIOTCS B OJIHY
touky P=Q. Torma kommosummus R=P+Q=P+P Oynmer mnonydeHa myTeM NpPOBEIACHUS

KacaTeJbHOM B TOYKE P M OTpakeHHsI ee BTOPOro IEpEeceueHusi ¢ KpUBOM R OTHOCUTENBHO OCH
aociucc R=P+ P =2P.

Hns  mpocroro koHeuHoro mnois lamya, ypaBHeHue BeilepmiTtpacca umeeT  BHI
y*=x’+ax+b(modp), rme a u b ecrtp menble YKcna HAL KOHEYHBIM IIOJEM, HO TaKHE, YTO

crpaBeuBo Beipaxkerue 4a’ +27b* = 0(mod p).

OCHOBHOH XapaKTEpUCTHKON JJUIMINTUYECKOW KpHBOU ecTh ee mopsaaok #E . Ilox mopsaxom
AITUITHYECKOW KPUBOW MOHWMAETCS YMCIIO PA3IMYHBIX TO4YeK Ha E , Bkmowas Touky 0, KOTOpBIi
oboznauaercs kak N =#E(GF(p)) .

Huxe onucansl CBOMCTBA TOYEK.

1. Cnoxenne ¢ Hynem P+0O =0+ P =P, nna Bcex Touek P =E(GF(p)) .

2. Jlns kaxpoit Toukn P, cymectByet Touka Q = E(GF(p)), P =(X,—Yy), Takasiuro P+0O =0.
Touka Q Ha3bIBaeTCs 0OpPATHBIM dJIEMEHTOM M 0003Hauaercst kak (—P).

3. Ecmm P=(x,—y), Q=E(GF(p)), 10 (X,¥)+(X,—y)=0.

4. AGeneBbl TPYyMIbI TOYEK, KOTOPBIE CTPOATCS IO OSIUIMUNTHYECKAM KPUBBIM, HUMEIOT OJHO
3HAYUTENFHOE MPEUMYILECTBO, KOTOPOE OOBACHSET UX LIEHHOCTh Ui KpUNTOrpaduu: JUIs OJXHOTO U
TOTO k€ OOJBIIIOr0 OCHOBAHMS [ CYIIECTBYET OOTaThId BHIOOP Pa3IMYHBIX AIUIUITHYECKUX KPUBBIX C
pasHbpIMH 3HaueHUsIMH N . DIUIMOTHYECKHE KPUBBIE COCTABISIOT OOraThlii MCTOYHHK «ECTECTBEHHO
BO3ZHUKAIOINX» KOHEYHBIX a0elleBBIX TPYNI, M 3TO OTKPHIBaeT OOJIBIINE BO3MOXKHOCTH IS
MPUMEHEHUS B KpUITOTpadu.

Onepanus CIOKEHHS JBYX TOYEK: MycTh 3amambl ase Touku Q=(X,,Y,) € E(GF(p)) u

P=(x,y,)€E(GF(p)). Cymma Touek onpenensercs kak R=P+Q=(x,,Y,), rue
Y, = (A0 = ¥;) = ¥,)(mod p), x, = (A" —x —x,)(mod p),

Y27V (mod p), e P£Q (X, #X,)

3)(12—;a(mod p), eciu P=Q (X =X,)

1

CkaisipHO€ YMHOXEHHe ompezneiserca s Kaxmoi Toukn P e E(GF(p)) smmunriueckoit

kpuBoii E(GF(p)) kak kP=P®P®...®P , rne ke N, onepamus @ ectb onepanust ClIOKeHHs Ha
k pasz
JJUIMIITUYECKON KPUBOIA.

AJITOPUTM KOAMPOBAHMA AN(PABHTOB OTKPBITHIX
TeKCTOB TOYKAMH JJITHNTHYECKOH KPHUBO

H. Ko6mur B 1985 romy mpeniokuia BEPOATHOCTHBIA aJTOPUTM TPEICTABICHUS KOIUPOBAHUS
OTKPBITBIX TEKCTOB. AJTOPUTM TepeBOAUT OYykBbI andaButa A B HaOOp TOUEK Ha DIUIMIITUYECCKOHN
kpuBoil. OToOpakeHue SBISETCS MHBEKTUBHBIM, OJHAKO OHO OyjaeT 00JiajaTh TEM CBOMCTBOM, YTO,

3Has koopauHaTel Touku P =(X,Y,) € E(GF(p)) M0oxHO 01HO3HAYHO BOCCTAHOBUTH KAKOMY YHCHY |

OHH COOTBETCTBYIOT. Takum 00pa3oM, BO3MOKEH 00paTHBIN TPOIECC ASKOUPOBAHMUSL.
Cxema KpHUIITOKOJMPOBAHHUS C CIIOIb30BAHUEM DJUTHIITHYSCKUX KPUBBIX [6].
1. 3agaemcs MopyJeM DOJUIMIITUYECKOW KpUBOM P. B cooTBeTcTBHM €  yCiIoBHEM

4a° + 27b? = 0(mod p) BBIOMpaeM KOIPHULIKEHTH a U b TaHHOM SIITMITHYECKON KPHUBOIA.
2. CornacHo Qopmyne p+1— 2\/6 <m<p+1+ 2\/5 MPOU3BOAUM OLICHKY MOPSIKAa TOYEK M
SJUTUNITUYECKON KPUBOH.
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. Cormacu THOWIEHMSIM M=ng, heZ, n>1, BEIOHpaeM — TIOPSIIOK
3. CorylacHO  COOTHOIIIE m=nq, neZ, n>1, 2* <q<2* Oupae opsI0
LUUKJINYECKOH NOArPYIIbI FPYNIbl TOUEK 3JIMITUYECKOW KPUBOU.
4. O6pa3yrouyro mois, Touky P(X , , BEIOMpaeM ucxojs u3 cootHomenus P =0.
p p
5. Beibupaem citydaitHoe 9HCiIo K , SBISIONIEecs CEKPETHBIM KITFOUOM JaHHOW KPUTITOCHCTEMBI.

6. IIpousBoaum Berurcnenne touku KP =P, (X.,Y,) .
255

7.1lo dopmyne azZaiZi MPOU3BOAMM TMpeoOpa3oBaHUE BXOAHOTO JBOMYHOTO BEKTOpa B
i=0

1IeJI0e YKCIO ¢ , U BbrunciseM Touky aP =P (X ,Y,) .
8. Boramcnstem B (X,,Y,)+P,(X,,Y,) =Q(X,,Y,). Iomyuennas touka Q(X,,Y,) sBISETCS

3a1Iu(poBaHHBIM IPE/ICTABICHUEM HCXOIHOTO YHCIA ¢ , a BEIUYUHA K — CEKPETHBIM KIIFOUOM JIaHHOM
KPHUIITOCUCTEMBI.
9. lns pactuudpoBanust HEOOXOMMMO, 3HAs CEKPETHBIH Kimtou K , moayuuts Touky P (X.,V,),

nocsie 4ero BerMucInth Q(X,, Y,) — R (X, ¥, ) =P,(X,,Y,)-

Cxema KpUIITOKOJUPOBaHMsI IIpUBEIeHa Ha pHC. 2.

I'eHepaTop mapaMeTpoE
EPHIITOCHCTEM
¥ ¥
M Komep (n C)_ Kogep . Kpunrorog
JlaHHETE - P ITHOTHISCKOH | .
LWE o
EpPHEOH
A A
[y
by |k ks

T'eneparop xmoueH

Puc. 2. Cxema xackagHOT0 KpUNITOKOJUPOBAHUS

CxeMa KackaJHOIO KPHUIITOKOAMPOBAaHMS OCYLIECTBIIAET IOCIEJOBaTEeIbHOE IpeoOpa3oBaHUE
uHpopmaruu cHavana LWE cucremoii, a 3arem kojepoMm smumnrudeckoil kpuod. Komep LWE

CHUCTEMBI UCIIOJIB3yET CEKPETHBINM Kitou K, U OTKPBITBIA Kitou K,, MCIOJB3ys Ul 3TOr0 reHeparop
HOPMAJILHOTO pacnpesenieHus. Kojep S/UIMNTHYECKO KPUBOW HCIONB3yeT CEKPETHBIM KiIod K,

(hopMUpPyEMBII TEHEPATOPOM CITyYaHBIX YHCETI.
Ucxonubie mannbie aias koaepoB LWE cucTeMbl M 3JUIMIITUYECKONW KPUBOHM (OPMHUPYET
TeHepaTop MapaMeTPOB KPUIITOCHUCTEM.

MopaenaupoBanue aaroputma LWE-E
Pe3ynbraThl MOZEIMPOBAaHUS OIYYESHBI C TOMOIIBIO IIPpOrpaMMHoro oodecneuenust Maple.
OTkpbITHIA TeKCT M chopmupyem cinydaiiHbIM o0pazoM M = [3 53 397 1].

1. Konuposanue kpunrocuctemoit LWE.
Ucxonueie manubie LWE =[3,3,6,10,9, 23]. CekperHblii kimou (opMupyercs Ha OCHOBE

HOPMAJIBHOTO pacrpeeneHus randmatrix

0 5 1212 6 6
S=|12 13 14 14 18 20|
11 18 7 2 16 16
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2 4 4 6 19 16 21 10 18
Otkporteiii ko (A;P): A=|9 9 1|, P=/6 19 1115 2 20
7 19 14 8 5 1117 10 2
[Tocne xpunrtokoaupoBanus LWE momyumm: mepBoe CIOBO KPHIITOKOAA u=[22 8 17] u

BTOpOE CJI0BO KpunTokona ¢=[16 15 10 5 6 17 5].

2. KonupoBanue >IIMNTHYECKON KPUBOH.
Haiinem Ttouku mnepBoro cioBa kpuntokoga LWE u=[22 8 17]. Touku HMMEIOT BUJ

Pu,=[8590 6540], Pu, =[1864 1542], Pu, =[9390 5333]

Hns Broporo cnoBa kpuntokoga LWE C=[16 15 10 5 6 17 5] UMEEM MHOXECTBO
touex: Pc =[4794 411], Pc,=[5812 6876], Pc,=[2395 7378], Pc,=[5889 701],
Pc, =[6472 8143], Pc, =[9390 5333, Pc, =[5889 701].

B kauecTBe npumMepa nposeiem madposanue Toukn PC,: EncrP, = Pc, + B, =[9728 490].

3. JleKoaMpOBaHWE TOYEK KPHITOKOAA OCYLIECTBIACTCS MO MPABWIy BBIYUTaHUS TOUKH P, .
Iposenem pacmmdposanne Toukn ENCrP, : DecrP, = EncrP, —P, =[9390 5333], uro coBmanaer ¢
Touxoii Pc, =[9390 5333].

4. Pacumposanue cucremoii LWE juisi manmoro mpumepa 1=[3 5 3 3 9 7 1], uro

COBIIAJAET C UCXOIHBIM cooOmeHueM M.

3aKkiIouyeHne

Uccnenosanue anroputMa LWE ¢ konupoBanuem andaBuTta TOUKaMH SIUTHIITHYECKONH KPUBOU
MO3BOJIIET TIOCTPOUTH TPEXKJIFOUEBBIE AITOPUTMBI IMUPPOBAHUS C MOIMHOCTH pa3zHOOOpa3ws,
ompenesIieMON CTPYKTypaMH MHOTOMEPHON PEIMIETKH M 3JUIMITHYECKUX KPHUBBIX, YTO IIOBBIIIAET
CTOHKOCTh K TOCT-KBaHTOBBIM arakaM. Kpunrocucrema MOXeT OBITh PEKOMEHJIOBaHA JUIsl 3aIlIUTHI
WHQOPMAIUK B CUCTEMAaX CBS3H U OECIIPOBOIHBIX CEHCOPHBIX CETSIX.

CASCADE ALGORITHM LWE-E FOR ALGEBRAIC
LATTICE CODES AND ELLIPTIC CURVES

M.A. ALISEYENKA, S.B. SALOMATIN

Abstract. Algebraic lattices, learning with errors cryptosystem and properties of elliptic curves are
considered. An encoding algorithm based on learning with errors cryptosystem and elliptic curves
are shown. The LWE-E algorithm is modeled.

Keywords: algebraic lattices, learning with errors cryptosystem, elliptic curves.
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BJIUSIHUE NPOMBILIIJIEHHOI'O PAJJMOIIIYMA HA PAJIMYC COTBI
C TEXHOJIOTUEMN Y3KOIOJOCHOI'O UHTEPHETA BEIIEN

B.A. AKCEHOB, C.B. CMOJIAK,

M.I0. XOMEHOK]

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnybnuxa Benapyce

Hocmynuna 6 peoaxyuio 24 okmsops 2020

Annoranusi. [IpoBefeH aHanmW3 BIWAHUS MPOMBIIIICHHOTO paJHOITyMa HA JOCTIDKCHHE
MaKCHUMaJbHOTO pagnyca IMOKPHITHS COTHI C TEXHOJIOTHEH y3KOIOIOCHOTO MHTepHEeTa Berelr NB-
10T B auanazone 900 MI'. B cpene Matlab BeimonHena anmpokcumariust OLEHKH pacipeaeieHust
TUIOTHOCTH BEPOSATHOCTH MHIYCTPHUAIEHOTO PaIUOIIyMa 1o pe3yIbTaTaM HATYPHBIX H3MEPEHHM.

Kniouegvie crosa: NB-10T, HpOMBIIIIEHHBIA paanonIyM, TEIUIOBOW IIyM, YyBCTBHUTEIBHOCTH
MIPUEMHHKA, allPOKCUMAIIHSI JaHHBIX, PaJlyC COTHI.

BBenenue

OmnsIT onepaTtopa cOTOBOM CBsI3M Al 10 MJIAHMPOBAHUIO U KCILIyaTaI[MH CETH Y3KOMOJIOCHOTO
untepHeta Bemeld NB-10T nokassiBaer, 4To TOCTHKEHHIO MAaKCUMAJIbHOTO Pajiyca HOKPBITHS B COTax
9TOIl CceTH 3ayacTyl0 MelaeT T.H. NPOMBIIUICHHbIH (MHIYCTPUAIBHBIA) IIyM, CO34aBaeMblid
MHO>XCECTBOM Pa3IMYHBIX HCTOYHUKOB B MIPOMBITIJIIEHHO Pa3BUTBIX ropoaax, BJOJIb
3NEeKTPU(UIMPOBAHHBIX JKEJIE3HBIX AOpOr U T.I. Ha ocHOBe 3TOro0 ombiTa HHXE 00CyKAaeTcsl BOIPOC
00 ydeTe MHAYCTPHAILHOTO LIIyMa B pacdyeTax paJuyca HOKPBITHs coThl ¢ TexHosorued NB-10T.

Paguomym B nuanazone 900 MI'y nss coroBoii ceTu ¢ TexHosorueii NB-10T

Pagnomym ompenensiercsi B Pekomenmanmn MCD-R V.573 [1] caemyromum obpasom:
PaJMOYaCTOTHBIA IIYM 3TO «...M3MEHSIOIEECS BO BPEMEHH DIIEKTPOMATHUTHOE SBJICHHE, UMEIOIIee
COCTABIISIIONINE B PAMOYaCTOTHOM JIMAIa30He U SIBHO HE Mepejaroniee HHPOPMALUK, KOTOPOE MOXKET
HaJIaraThCsl Ha MOJIE3HBIN CUTHAN WIIM CMEIINBAThCs ¢ HUM». KpoMe Toro, «COBOKYITHOCTh MEIIAIOIIIX
CHTHAJIOB, €CJIM OHU OTAEIBHO HEPA3JIHMYMMBI, MOXKET IPOSBISATHCS KaK PaIHOYaCTOTHBIN IIIYM.)

B HekoTOphIX ciydasx paguovacTOTHBIN LIyM MOXKET nepefaBaTh HHOOPMAIHIO O HEKOTOPBIX
XapaKTepUCTHKAX CBOETO HCTOYHUKA, HATIPHMED O €ro IPUPOJIE WIIH MeCTe pacnoioxenus. Hampumep,
MPOMBIIIIEHHBIE UMITYJIBCHBIE ITYMBI KaK MPAaBHJIO UMEIOT MEPUOJNYHOCTh BO BPEMEHHOW 00NacTH,
NPONOPLUUOHAIBHYIO TIEPHOAaM BPALICHUS COOTBETCTBYIOLIMX 3JIEKTPOJBUTATENCH, 3IEKTPHUECKHX
Hernel UMITyJIbCHOTO PETyJIMPOBaHUS U T.11.

B Pexomenmanmn MCD-R P.372 [2] npuBoasTCsS NaHHBIC MO PaMONIYMy, BHEIIHEMY I10
OTHOIICHHUIO K TPUHUMAIOILEH pafuocucTeMe, KOTOPhI BO3HUKAET BCIIEICTBHE CIACAYIOINX IPUINH:

— M3ITy4eHHE OT IPO30BBIX pa3psioB (aTMOC(EPHBIH IIyM, BEI3BAHHBIN TPO30#);

— COBOKYITHOE HEMNPEHAMEPEHHOE U3TYUYEHUE OT AIIEKTPUICCKUX MEXAHU3MOB, DJIEKTPHIECCKOTO
M DJEKTPOHHOTO OOOPYZOBaHMS, JMHUHM 3JIEKTpONepefadd WIM CUCTEM 3aKUTaHUsl JBUTaTesed
BHYTPEHHETO CropaHusi (IPOMBILUICHHBIH HIyM);

— 3MHUCCHS OT aTMOC(HEPHBIX Ta30B U THIPOMETEOPOB;

— MPUCYTCTBUE 36MHOW TIOBEPXHOCTH WIIM APYTUX NPEISTCTBUHA Ha ITyTH JTyya aHTCHHBI;

— U3ITy4YeHHE OT HEOECHBIX NCTOYHUKOB PaIUOBOIH.

st onucanus uryMoB B Pekomenmaiusx P.372 npumensiercs Benuunna F, — xosddumment
BHEIIIHETO IITyMa, ONPEeNIeMbIN KaK:
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p
F, =10lg| — |, 1
. =10lg -2 (1)

0

rac pn — aonyctuMass MOIINHOCThL IIyMa C BbIXOJa SKBUBAJICHTHON aHTEHHBI 0e3 IMOTEPhb, k —

nocTosiHHas BomblMana, kotopas pasHa 1,38x107% JIw/K; T, — sramonnas Temmepatypa (K),
npunsaTas paBHoi 290 K; B — mmpuHa momocsl mpueMHON CHCTEMBI Ha YPOBHE MOITHOCTH mryma (1'1y).
B cootBerctBun ¢ (1) koaddurment BHemHero myma F, mokassiBaeT mpeBbliicHHe (WITH

a
Ha000pOT) MOITHOCTH HEKOTOPOTO BHEIITHETO IIyMa HaJl MOIIHOCTHIO TEIUIOBOTO IITyMa.

JanHbple MO MeIMAHHBIM (CpPEeJHMM) 3HAYCHUSM yKa3aHHBIX BBIIIE IIYMOB B 3aBUCHMOCTH OT
Y4acTOTHI TIOKa3aHbl Ha rpadukax puc. 1, 3aMMCTBOBaHHBIX U3 YKa3aHHbIX Pexomennanmii P.372 (ctp. 6,
puc. 3 B [2]). MoxHO BuaeTh, uTo /s 9acToThl 900 MI'tl peBbIlIeHHE TTPOMBIIUICHHOTO MTyMa Hajl
TEIUIOBBIM cocTaBisieT 8 1b.
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900 MI'm
YactoTa (T'1r)
Puc. 1. F, B 3aBucumoctu ot wacrorsr (10810 ')
Ha puc. 1 mnpusenensl cueaywoomue rpapukd: A — OLEHKA MEIMAHHOTO 3HAYEHUS

MIPOMBITIUICHHOTO TITyMa B JIEJIOBOM 30HE; B — ramaktudeckwii mym; C — raJakTHIeCKU IIryM (aHTCHHA,
OPUEHTUPOBAaHHAs K LIEHTPY TaJaKTHKH, ¢ OECKOHEYHO Y3KHMM JiydyoM); D — cmokoiiHoe ConHie
(mmmpuHa styya 0,5° B Hanpasnenun Conxia); E — mrym Heba 3a cueT KUCIopo/ia v mapoB BoJIbI (aHTEHHA
C OYCHb Y3KHM JIy49OM), BEpXHsisl KpuBasi, yroi mecta 0, HWXKHss KpuBas, yros mecra 90°; F — uepHoe
Teno (kocMmudeckuit hon), 2,7 K.

Kak ykazano B [3], B HacTofIIee BpeMsi KOMMEpUECKasl yCIEIHOCTh dKCIuTyaTannu cereit NB-
0T mocturaercs npu UCHONB30BAHUH PAIMYCOB COT C 3TOM TEXHOJIOTHEH, B 2—3 pa3a MpeBbIIAIONINX
paarychl COT C MHBIMH TEXHOJIOTHSIMH B 3ToM jke auanazone 900 MI'n (GSM/GPRS/EDGE/U900).
CooT1BeTcTBEHHO, Tpebyemast BRICOKast 9yBCTBUTENBHOCTh IPeMHUKOB B ceTsix NB-10T mo ypoBHio 10
—138 nbm (pexuM Tiepeadd ¢ OAHOW Hecymied, mar cetku 3,75 k'), MOoKeT okazarbes
HEJIOCTUKUMOM MPU CTOJIb CUIIBHOM IIPEBBIIIEHUH POMBIIUICHHOTO IIIyMa HaJl TEIIOBBIM.

AnmnpoxkcuMaIus pe3yJbTaToB H3MepeHuii B cpene Matlab

I[JI}I OLICHKHU BJIMWAHHSA IIPOMBINIJICHHOTI'O IIyMa Ha pagnyC COT IMPEACTABIACT MHTEPEC HE TOJIBKO
Cp€AHEEC €T0 3HAYCHHUC, HO M 3aKOH pPacCHpCaciiCHUA IIIOTHOCTU BEPOATHOCTH. K COXXAJICHUIO,
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CIIOKHOCTH ¢ O0ECIEeUeHHEeM METPOTOTNYECKOH YMCTOTHI U3MEPEHHMH MaJbIX MO YPOBHIO INYMOB B
HIMPOKUX TIOJNOCaX HAONIOJCHHs MPHBOAAT K TOMY, YTO COOTBETCTBYIOINAS WH(POPMAIUS TOYTH
OTCYTCTBYET B JIOCTYITHBIX HCTOYHHKAX U pekoMmeHaaiusx MCD. Haubosee MHTEpeCcHbIE JaHHBIC TI0
3aKOHY pacrpeieieH s IIIOTHOCTH BEPOATHOCTH MPOMBIIUICHHBIX ITYMOB TpecTaBiIeHb! B [4]. B aToif
CTaThe UMEETCS SKCIIEPUMEHTAILHO MONYYCHHAs! TUCTOTPaMMa PACIIPENICIICHUs] OTCUSTOB MOIIHOCTH
MPOMBIIIJICHHOTO ITyMa B OCSX «KOJNMYECTBO HAOIOJaeMBbIX 3HAYCHWA — YpoBeHb (B JABM)» s
yacToTHOTrO nauamnazoHa (450 —500) MI'. Yka3zaHo Takke, 4yTO HaOJIIOJIaeMOe pacrpeiesicHHe Mallo
3aBHCHT OT BPEMEHH CYTOK, HO 00jice CHJIBHO CBS3aHO C OCOOCHHOCTSIMH TEPPUTOPHHU, TIJIe
BBITIOJTHSUTUCh  U3MepeHHs (NMPOMBIIUICHHAs] TOPOJCKAas Cpeia, Kuias TEepPUTOPHUs, CellbCKast
MECTHOCTB ).

JI1st oIy YeHUsT MaTeMaTHIECKOTO OMTUCAHNUS (aIPOKCUMAIHH CYSTHOU BO BCEX TOYKAX KPHBOIA)
yKa3aHHOTO pachpeesicHusi ucnonb3oBajics maker Curve Fitting Toolbox B cpeme Matlab Bepcuu
R2020. Hanmy4muii pe3ynbTaT «10ArOHKHA KPHBOWY (ampOoKCUMAaNnN) faina QYHKIUS U3 CYMMBI IBYX
rayccoBbIx KpuBEIX (T.H. model Gauss2), mpeacTaBieHHAsS HAXKE

f(x)=a,exp| - (X;—bl) +a,exp| — —(X;bz) : )

2

rae KO3 PUIMESHTHI ¢ JOBEPUTEIHHON BEPOSTHOCTHIO 95 % NMPUHUMAIOT 3HAYCHHUS:
a= 0,06534(0, 0288; 0,1019) ,
b = 0,7857(0,7564; 0,8151) ,
C = 0,3887(0,313; 0,4643),
a, =0, 04188(0,02176; 0,06201),
b, =0,324(—0, 001546; 0, 6496) ,
C, =0,6245(O,4504; 0,7987).
B cko0Okax yka3aHbl 3HAYCHHUS JOBEPUTEIBLHOIO HHTEPBAIA JUI KaXI0r0o 13 K03 puineHToB.
3HaueHNe apryMeHTa X B J3KCIEpUMEHTe MEHsIoch oT —/8 nbm no —114 nbm. MeawanHoe
3HAYCHHE apryMEHTa X, HPU KOTOPOM IUIOIIAh PACHPEICIICHUS TUIOTHOCTH BEPOSTHOCTU JCIIUTCS
nonoJjiam, coctasisieT —90 gbm.

Ha puc. 2 moka3aHel JaHHbIE C THUCTOTPaMMBI, IIOJTY4Y€HHOM SKCIIEPUMEHTANIbHO, H
ANNpPOKCUMUPYIOLIAs KPUBAs.

T T T T T T T T
0.09 .

- NAHHBIC FHCTOIDEMMbI
0.08 | A P

AINNPOKCHMHPYHLAA KPHBAA

0.07
0.06 [
0.05
=
0.04 -
0.03
0.02

0.01

Puc. 2. Pacnpeueneﬂne TMJIOTHOCTU BEPOSITHOCTH MOIIHOCTH NMPOMBIIIJICHHOTO IIymMa X, L[BM
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C onpeneneHHOM NoJeH MPUOIKEHUS, TOTYYCHHOE paclpeAeiicHUe MOXKHO PAacIIPOCTPaHUTh U
Ha amama3zod 900 MI'm. MoXHO OXHIaTh, YTO UIsI ATOTO IWAIla30HA M Pa3IMIHBIX BapHAHTOB
TEppUTOpUM (KWJIasi, JeJoBas, CelbCKas) OyneT MEHSAThCS CpEeJHEe 3HAUYCHUE MOIIHOCTH, OJTHAKO
COXpaHHTCs PopMa pacrpeieIeHUs] U eTo AUCIEPCHSL.

Bausinue napamMeTpoB 1IymMa Ha PaiHyc COTHI

Kaxk usBectHo [8], 4yBcTBHTEILHOCTD TpHeMHUKA ST (B 1BM) onpezensieTcs BrIpakeHHEM

Sr=10lg(kT,B)+ NF +E,/N, (3)
WJIU TIOCTIE TIPe0Opa3oOBaHMs

Sr=-174+10lg(B)+ NF +E /N, (4)
rne NF — Noise Figure — kospduiment myma npuemuuka, E,/N — samac ma koppektHyio

JIEMOAYJISIUIO, OTIPEeIsIeMbIi TPEOyEeMBbIM OTHOIIIEHUEM YHEPTUHU oura K DHEPIUH IIyMa.
Boruncnsemyto Takum  00pa3oM  YyBCTBHUTEIBHOCTH MOXHO CUHTaTh MAaKCHUMalbHOU
YyBCTBHUTENBHOCTEIO Srmax . Ecnu u3BecTHa MOIIHOCTD nepenatynka Ptr u ans pacdera nmorepsb npu
pacrpoCTpaHEeHUH HCHOJb3YETCsA, HampuMep, JUHEHHas OT Jiorapudma OUCTAHIMU MOJENb Xarta
L ( lgd ) [3], To st pacueTa paxnyca COTHI MOYKHO HCTIONB30BAaTh IOKa3aHHBIN Ha puC. 3 TpaduK B 0CAX

«MOIHOCTh — Jorapudm aucraHuuny. Ha HeM Touka mepecedeHus] JTHHEHHON (QYHKIMH MafeHus
NPUHIMAaEeMOH MOIIHOCTH C YPOBHEM MaKCHMAJIbHOW UyBCTBUTEIBHOCTH ONPENEIUT MAKCUMaJIbHBIN
pamuyc cotel Rmax (6omee Touno, ero morapudm). OmgHAKO, €CIM YPOBEHHb MPOMBIILIEHHOTO ITyMa
NPEBBIIAET YPOBEHb MaKCUMaJbHON UyBCTBUTEIBHOCTH, TO OYIET MPOUCXOIUTH T.H. AETPamaLus
YyBCTBUTEIFHOCTH C €€ YMEHBIICHHEM JO HEKOTOpOro 3Ha4eHHs SIMmin, ompeaenseMoro
mapamMeTpaMu pacupeeieHus ryMa. JTa JerpagupoBaBIias YyBCTBUTEIBHOCTh ONPEACIUT HOBBIMU,
MEHBIINH, panyc cOTBI Rmin .

Mownrocme, 9Bwm

Pir
Prr—L(lgd)
0 led
Rmin
Rmax
Srimin —
\ Mindustr
Srmax
T
kT B

Puc. 3. Brusiaue mapamMeTpoB pacrpeneieHuss MOIITHOCTH HHTyCTPUAILHOTO
IIyMa Ha H3MEHEHHUE pagnyca COTHI

s npumepa, Ha rpaduke puc. 3 Moka3aHa CHUTyallus, KOrja MeauaHHoe 3HadeHue Mindustr
pacrpeaecHUs MPOMBIIIIJICHHOTO IryMa (rmojaraeMoe B Pexomennarusix P 372 mis gactotsr 900 MI'n
paBHbIM 8 1B BBIIIE TEITOBOTO IITyMa) 0Ka3aJI0Ch B TOYHOCTH PAaBHO MAKCUMAIBHOMW YyBCTBUTEIHHOCTH
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NpUEeMHHUKA SrMax. JTO COBEPIIEHHO PealbHBIN citydai, mpu ycioBud, uTo NF 0OBIYHO JEKHUT B

npuzenax ot 2 1o 10 ab [8], u ornomenue E,/N, nanpumep, paBno 3 1B a1 Momynsuuu Hecyiueit

QPSK.

W3 rpaduka puc. 3 BUIHO, YTO CTENEHb AETPATALNH YYBCTBUTECIBHOCTH H, COOTBETCTBEHHO,
ymenbieHue paamyca cotbl NB-10T Oymer ompenensarcs B3auMHBIM COOTHOIIEHHEM YpPOBHEH
MaKCHUMaJIbHOM  HCHONB3YeMOH  YYBCTBHTEJBHOCTH MPHEMHHKA M CPEJAHUM  3HAYCHHUEM
MPOMBIIIJIEHHOTO IIyMa, a Takke (opMoi KpHBOW pacmpeAeieHUs] YpOBHS IIyma, JieKalleld BbIIIe
YPOBHSI MaKCHMAJIbHOM YyBCTBUTENBHOCTH. Ecim mpuMmeHnTh Ui Tpadyka Ha pHC. 3 3HAYCHUS
pacrpeneneHie IUIOTHOCTH BEPOSATHOCTH HIyMa C pHC. 2, TIOMECTHB €ro MEAMaHHOE 3HAUYCeHUE Ha
YpOBEHBb S max , To xerpananus (YMEHbIICHHE) YyBCTBUTENBHOCTH cocTaBuT 12 nb.

3akiIoueHne

Kak cnenyer U3 mpeacTaBlIeHHOTO BBIlIE aHANIN3a, YUET MPOMBIIIIICHHBIX PaJAHOIIyMOB aKTyajleH
IpH pacdyeTe mapaMeTpoB PaTUONOKPHITHS COTOBBIX CHCTEM, BBIHYKICHHBIX HCIIOIB30BATh OOJBIINE
PaIyCHl COT M, COOTBETCTBEHHO, TPEOYIOIINX BHICOKOH UyBCTBHTEILHOCTH IIPHEMHHKOB, YTO KaK pa3
u npucytcTByeT B ceTsix NB-IoT. [TocTossHHO Bo3pacTaromias miIoTHOCTh HCTOYHMKOB MPOMBIIIEHHBIX
paaroNIyMOB eIe 0oJbIlie 000CTPSET ATY PodIEMYy.

INFLUENCE OF MAN-MADE RADIO NOISE ON A RANGE OF A CELL,
WHICH USES THE NARROW-BAND INTERNET OF THINGS

V.A. AKSYONOV, S.V. SMOLYAK, M.Yu. KHOMENOK]

Abstract. The analysis of the influence of industrial radio noise on the achievement of the maximum
radius of the cell coverage with the technology of the narrowband Internet of Things NB-10T in the
900 MHz range is carried out. In the Matlab environment, an approximation of the estimate of the
distribution of the probability density of industrial radio noise based on the results of field
measurements is performed.

Keywords: NB-10T, industrial radio noise, thermal noise, receiver sensitivity, data approximation,
cell radius.
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BBICOKOCKOPOCTHBIX HIUPPOBbIX BOCII
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Hocmynuna 6 peoakyuro 8 nosops 2020

AHHOTaUMA. [lpy HCHONB30BAHWM ONTHYECKHX TPAHCIIOPTHBIX CeTel BakeH BBHIOOP CIOCOOOB
(hopMupoBaHUs, epeadn U IpHeMa ONTHIESCKUX JTMHEHHBIX CHTHAIOB, B CBS3H C Y€M aKTYaJIbHOU SBIISETCS
3a7a4a onpeaerIeHNs KpUTEPUEB, TO3BOIIONINX OCYIIECTBIATh UX CPAaBHUTEIbHBIN aHAIN3.

Kniouegvie cnosa: monynsiuusi, 53pPpeKTHBHOCTb, MOJICTTUPOBAHHUE.

Beenenue

B Hacrosimee BpeMs TIpU TOCTOSIHHOM pOCTE OOBEMOB TeperaBacMoil WH(OpMaIuu
YBEITUYUBACTCSA TOTPEOHOCTh B PACIIMPEHUM MPOMYCKHOW CIIOCOOHOCTH BOJOKOHHO-ONTHYECKUX
cucreM nepenaun (BOCII), yTo ocyIecTBIsIETCS MMyTEM COBEPIIICHCTBOBAHMUS JJIEMEHTOB OITUYECKOTO
nuHEHHOro TpakTa [1]. B 4acTHOCTH, MOKHO BBIACINTE CIIEAYIOIINE HAMPABICHUS HCCICIOBAHUN B
3TOM o0nacTu:

— COBEpPIICHCTBOBAHWE M  PAa3BUTHEC KOTCPCHTHBIX CHCTEM  CBS3U:  KCIIOJIb30BaHUE
MHOTOYPOBHEBBIX (hOPMATOB MOYJISIMH U COOTBETCTBYIOIIUX YCTPOUCTB MOJY/ISIIUY U IEMOTYJISIINU
ONTUYECKUX CUTHAJIOB; UCIOJb30BAaHUE METOJOB IIU(PPOBON 00pabOTKH CHTHAJIOB JIJISi KOMIICHCAIUH
HCKXCHHUH U MPEBAPUTEIHLHON KOPPEKIMU OIIHOOK;

— COBEpIIICHCTBOBAHUE METO/IOB YCUJICHHSI U PETeHEPAIU ONTHYECKHX CHTHAJIOB;

— COBEpILICHCTBOBAHUE CTPYKTYPhI ONTUYCSCKUX HATPABJIAIONINX CHCTEM.

IMpeameroM Uccae0BaHUS B JAHHOW pabOTe SBISIOTCS MHOTOYPOBHEBBIC (DOPMAThI MOTYJISIIMN
B BBICOKOCKOPOCTHBIX ONTHYECKUX CHCTEMaX Mepe/Iadu.

Kpurtepun r3¢pexruBHoctu popmMaToB MOy ISAUNU

CraTtucThuecKasl Teopusi CBS3M JUIsl BBIOOpa (opMata MOIYJISILIMM B KaHaje CBsI3HM, HanOoiee
[eJIeCO00Pa3HOTO B 33JaHHBIX YCIIOBUSIX, PEKOMEHIYET IPOBOIUTH ONITUMHU3AIIUIO CUCTEMBI TIepeaadn
1o KputepusiM 3QHEeKTUBHOCTH.

Kak mn3BectHO [2], undpoBoii kaHa! nepeadn XapaKTepu3yeTcst IPOIYCKHOH CIIOCOOHOCTBIO —
CKOpOCTBIO Tepenaun uHGopManuu R Out/c, MoNOCON 3aHUMAaeMBIX 4acToT F a Ka4yecTBO

'KaH ! KaH !
nepeIavyr B KaHAJIe — BEPOSTHOCTHIO OIINOKH.

IToaTomy B KayecTBe OCHOBHBIX BBIOPAHEI CIICIYIOIINE KPUTSPHH:

1 UudopmarmonHass 3PQGEKTUBHOCTh CUCTEMBI, OIPEACIISIONIas CTEIeHb HCIIOJIb30BaHUS

MPOITYCKHON CIIOCOOHOCTH KaHaIa:

oc—h 1)
C '

rage C_ — npomyckHas criocoOHOCTb kaHana, R —— CKOPOCTb epenadn UHPOpMaLuH.

Ki
2 CHeKTpaJ'H:HaH 3(1)(1)€KTI/IBHOCTI> CHUCTCMBI, OIIpCACIArOIIas 3(1)(1)6KTI/IBHOCTL HCIIOJIb30BaHUA
ITOJIOCHI 4aCTOT KaHaJa.
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RKaH

3 Duepreruueckas dddexTuBHOCT cuctemsl E, /N, , ompenensiomas OTHONICHHE >HEPrUH,

33Tpa‘lHBaeMOfI Ha rnepeaady 0JHOoro outa I/IH(i)OpMaI_II/II/I, K CHGKTpaﬂLHOﬁ IIJIOTHOCTU MOIITHOCTH LIIyMa
IIpHU 3aIaHHOM Ka4€CTBE€ — BEPOATHOCTHU OIITHOKH.

Kaaccnduxanus ¢popmatos moayasimmu B BOCII

CoBpeMeHnHble BhICOKOCKOpOCTHBIE BOCII uCmonb3yroT CHeKTpanbHOE paslielicHHe KaHaJoB C
omnpexaenseMbiM Pexomermanueit MCO-T G.694.1 pasnocom dactoT ontuueckux Hecymwx [3]. Ipu
STOM HHTEPBAI MEX/Ty ONTUIECKUMH HECYITUMH IS YBEITUICHHUS POITYCKHOM CITOCOOHOCTH CUCTEMBI
ymenbinaercss oT 100 [T, 50 I'Tw, 25 I'Tu no 12,5 I'Tu. Ilpu 3ToM ¢ mepexogoM K KOTepeHTHBIM
CHCTeMaM M3MEHSIOTCS U JOPMAThl MOAYIISIIHU.

Ha puc. 1 mpencraBmena kmaccuduiamust ¢GopMaToB MOAYNANNAN, HCHONB3yeMBIX B
BBICOKOCKOPOCTHBIX ONTHYECKUX CHCTeMax mnepenaud [4, 5], U mpuHATHI clienyromye 0003HAYCHUS:
NRZ — ko 6e3 Bo3Bpata k HyIto, RZ — xox ¢ Bo3BparoM k Hymo, CS-RZ — ko1 ¢ BO3BpaTOM K HYJIIO U
nonasienneM Hecyme, RZ-AMI| — kom c¢ Bo3BpaToM K HYNIIO W alNbTEPHATUBHOW HWHBEPCHEH,
ODB (PSBT) — 6unapusiii kox ¢ hopmupoBanueM dassl, ADPSK — anantuBHas nuddepeHimanpHas
¢azoBas manunymsuusi, DBPSK — nuddepennmanshas neonynas gaszopas manumysinust, DQPSK —
muddhepeHnranbHas KBaaparypHas ¢pa3oBas MaHUITYIISIUS

JluneitHbie popMaThl KOIUPOBAHHS K MOAYJISILIMA ONTHYECKON HECyIei
YaCTOTHI

I
[ l 1 1

AmiuuTy 1HO-(hazoBast [MonsipuzannoHHas
AMIUTUTY THAST MAHUITYJISIIAS ®da3zoBasi MAHUITY LU
(ASK) MaHUITYJIALHsS (PSK) MaHUITYJISLHS
(QAM) (Pol. SK)
[ 1
Moy Bunonspuas MHoroypoBHeBast JIBonunas KBagparyphas
HHTCHCHBHOCTH GuHapHas (M-QAM) (BPSK) (QPSK)
(OOK) P
[ [
[ 1 [ I 1
Juddepennnans-
NRZ RZ CS-RZ RZ-AMI ODB (PSBT) Hast
(DPSK)
MHoroypoBHeBast
(M-ASK) ADPSK DBPSK DQPSK

Puc. 1. Knaccudukanus ¢popMaToB MOIYIISIIUN COBPEMEHHBIX BEICOKOCKOpOCTHRIX BOCII

s uccnenoBanus ObUIM BbIOpaHbI ciieayromue Buasl Moaynsuud BPSK, QPSK, QAM-16,
QAM-64.

JHepreruyeckas 3¢ ekTHBHOCTE opmaToB Moay sinnu B BOCII

Jlnst OrleHKH 3HepreTH4eckoi 3(hHEKTUBHOCTH HEOOXOJUMO YYeCTh CHEHH(UKY ONTHYECKUX
KOTePeHTHBIX cucTeM mepenaun. Kak wu3BectHo [1, 5], OCHOBHBIMH HCTOYHHKAMH IIyMOB B
KOTEPEHTHBIX CHCTEMAax SIBJISIOTCS IMYyMbI CIIOHTAHHOM AMHUCCHU onTHueckux ycumureneil (ASE) u
IIyMbl, BbI3BaHHBIE HEIUHEHHBIMH 3(GQPEeKTaMH B ONTHYECKOM BOJOKHE, IIyMaMH KOT'€PEHTHOTO
ONTUYECKOTO MPHUEMHNKA MOKHO npeHeOpeus. [Ipu ycnosuu, uto B OB obecnieunBaeTcst orpaHu4eHne
10 MOIITHOCTHU TI'PYIIIOBOTO OIITHYCCKOr0 CUrHajia, nryMmaMu, BbI3BaHHBIMHA HEJIMHENHBIMUA 3(1)(1)CKT3MI/I
B ONTHYECKOM BOJIOKHE, TAK)KE€ MOYKHO IMPEHEOpeYh WM YYHTHIBATH MX B BHJE COOTBETCTBYIOLIETO
mrpaga ONTHISCKON MOIITHOCTH.

3navyenne omnrTudeckoro otHomeHus curHan/mym (OSNR) HeobXommmo I OIpenelcHHs
YYBCTBUTEILHOCTH ONTHYECKOTO KOTE€PEHTHOrO MPUEMHHUKA MPH Pa3IHyYHbIX BHIaX (HOPMHUPOBAHUS
KaHaJbHBIX CUTHAJIOB U TOJSPU3AIMOHHOTO MYJIbTHIIEKCUPOBAHHS.
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Teopernyeckas orieika OSNR ornennBaeTcst OTHOIIEHHEM:

P/a
OSNR = 4, (3)
ASE 'AFK
rae P — MOIIHOCTHL ONTHYECKOrO KAHAIBHOIO CHTHama, O — KO3 UITUEHT, YUUTHIBAIOIIIHIA
MOJISIPU3ALMOHHOE MYJIBTUILIEKCUPOBAHUE (OL =2 B cirydae MOJIAPU3ALUOHHOT'O

MyIbTHILIEKCHpoBaHusa, oL =1 B ero orcyrcreue), N Asg — CHEKTpanbHas TJIOTHOCTh MOIIHOCTH
myma cronTanHoit svuccnn (N, =hf; , h — mocrosmana Ilnanka, f, — meHTpanbHas vacroTa

HCHOJ’IL?»YCMOﬁ JJIMHBI BOJIHBI OIITUYCCKOI'O cnrHana), AFK — I10J10Ca 4aCTOT ONITHYECKOI'0 IIPUEMHHKaA,

COOTBETCTBYIOLIAS. TIOJIOCE YACTOT TMPUHAMAEMOTO OINTHYECKOro CHUrHama. [Ipu KOTepeHTHOM
JICTEKTHPOBAHMK  COOCTBEHHBIMH [IyMaMH OINTHYECKOTO MPUEMHHKAa MOXXHO IpeHeOpeds,
cnenosarenbio, OCIL B Touke MPHHSTHS pelicHUs OyIeT B OCHOBHOM OIPEICISTHCS 3HAYCHHEM
OSNR Ha Bxo/e ONTHYECKOTO IPHEMHHKA.

Onpenenmum cBsizsb OSNR ¢ oTHomieHnem sHeprum, 3aTpadMBaeMOll Ha Mepefady OIHOTO
CHMBOJIA, K CIIEKTpaJbHOU IuIoTHOCTH MouHoctH myma SNRg mpu mpueme cumBona JMHEHHOTro

CHUI'HaJIa, KOTOPOE OLICHNBACTCA OTHOIICHUEM:

E
SNR, =—%, 4
s TN 4)

0

rae Eg — oHeprus cumBona Ha TakToBoM mHTepBane T¢ ( Eg = PTg), Ty — AIUTENBHOCTS MHTEPBANA
MU TIEpesiaun cumMBosia coobmenus, B =1/T; — nonoca wactor curnama, N, — CHeKTpanbHas
IUIOTHOCTD IIyMa B MIOJIOCE KaHaJa.

C YUYCTOM CKA3aHHOI'O BBIIIC, TOJYYHUM:

Pi/O(‘ — ES /(O(‘TS) — SNRS BS . (5)
N -AF. N, -AF o-AF

K K

OSNR =

Ecimm uucio ypOBHeﬁ (M) OINTUYECKOr0 CUTHaja OOJIbIIe ABYX, TO COOTHOLICHUEC MCKAY

CHUMBOJIBHBIM (SNRS ) 1 OUTOBBIM (SNRB) OTHOUICHUSIMH CUTHAJI/IIYM CBSI32HBI BBIPAXKCHUEM:

SNR
SNR, = ——. (6)
log, M
Torna, npu ycnosuu, yro m = log, M, mnomyunm:
Bs
OSNR = SNR, -m——, ()
o-AF

K

rae SNR; = E, /N, — oTHOmIeHHe 3Hepruy 6MTa K CNIEKTPAIbHOM IIOTHOCTH MOIIHOCTH IITyMa.

ITo dopmymam (1), (2), (7) paccuumranbsl 3HA4YEeHUS HH(DOPMANMOHHOHN, CHEKTPATHLHOW W
JHEPreTHUECKON 3PPEKTUBHOCTEH I aHAIU3UPYEMbIX BHIOB MOIYJISIMM B ONTHYECKHX CHUCTEMax
nepegayn 0e3 M C UCIHOJIb30BAHHEM MOJISPU3AIMOHHOIO MYJIbTUIUIEKCUPOBAHUS TIPU YCIOBHH, YTO
MOJIOCA ONTHYECKOTO KaHalla (B TOM YHCJIE W ONTHYECKOTO MPHUEMHHKA) OIMPENENSIeTCs 10 TEePBhIM
HYJISIM CIIEKTpa Mepe/iaBaeMoro curaaia. Pe3ynbTaTel pacdyeToB mpelcTaBieHsbl B Tabnuie. [Ipu sTom
sHepreTuueckas s(ektuBHOCTL omnpenensercs MmunuManbHeiM OSNR Ha Bxome omnrTuueckoro
npuemunka. ITo uzBectHomy 3Hadenumto OSNR paccuuteiBaeTcs HeoOX0aUMass 4yBCTBUTEIBHOCTH
ONTUYECKOTO MPUEMHHUKA.,
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3HayeHuss KpuTepueB 3G PeKTHBHOCTH PA3JUYHBIX GOPMATOB MOAYIALMHI

®opmar Hudopmarnonsas CnekrpanbHas OSNR npu ko3¢ durnuente

MOJAYJISILIUU 3¢ PEKTHBHOCTH (OL) 3(1)(1)eKTI/IBHOCTL(y) omm6kn 102, 1B
BPSK 0,107 0,5 55
QPSK 0,177 1 85
16-QAM 0,302 2 11,5
64-QAM 0,416 3 13,2
PM-BPSK 0,134 1 2,4
PM-QPSK 0,214 2 54
PM-16-QAM 0,354 4 8,5
PM-64-QAM 0,482 6 10,2

3akioueHue

[IpenioKeHbl KPUTEPUH M TTOJTYYEHBI BHIPAXKEHHS, TIO3BOJIIONIME CPABHUBATH 3()(PEKTUBHOCTD
pasIuYHBIX (POPMATOB MOLYJALMU B coBpeMeHHbIX mudpoBbix BOCII. ITokasaHo, Kak M3MEHSIOTCS
H(POPMALMOHHAS U CHIEKTpaibHas dP(PEKTUBHOCTH B ONTUYECKUX CHCTEMAX MEPENaun MPHU IEPEXOIE
K 0oyice CIIOKHBIM BHIaM MOIYJISAIMH. B KayecTBe KpUTEPUS SHEPreTHYECKON 3()(PEKTHBHOCTH
PEKOMEHIOBAHO MCIIOIb30BaTh MuHUMasHOe 3HadeHne OSNR Ha Bxoze onruyeckoro nmpueMHHKa,
Py KOTOPOM OOECIEYMBAETCSA 3aJaHHOE KauyeCTBO BOCCTAHOBIECHHUS CHIHAAa IIPH PasIn4YHbIX
dopmarax Mmonyisiun. OuenuB  3Hadenne OSNR, MoXHO oOnpenenurh YyBCTBHTENBLHOCTD

KOTE€PEHTHOTO ONTHYECKOr0 MPUEMHHUKA, YTO HEOOXOANMO MPH NPOESKTUPOBAHUH ONTHUYECKUX CHUCTEM
U CceTel TeIEKOMMYHUKALIHA.

HIGH-SPEED DIGITAL FIBER-OPTIC COMMUNICATION SYSTEMS
EFFICIENCY OF MODULATION FORMATS

E.F. LEONOVICH, N.V. TARCHENKO

Annotation. For optical transport networks the choice of methods for the formation, transmission
and reception of optical linear signals is important. That is why determining the criteria that would
allow their comparative analysis is very actual.

Keywords: modulation, efficiency, modeling.
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Abstract. Aiming at the problem of excessive erosion in thinning diagonal lines, complete deletion
of patterns in the well-known thinning algorithm proposed by the Zhang and Suen, which is very
good in respect to both connectivity and insensitively to boundary noise. Based on it, an improved
parallel iterative thinning algorithm has proposed. The experiment shows that the proposed
algorithm has better performance in visual quality by comparing with the ZS algorithm. The
experiment shows that the proposed algorithm has better performance in visual quality by comparing
with the ZS algorithm.

Keywords: Zhang's fast parallel thinning algorithm, single pixel.

Introduction

Image thinning algorithm is a method to extract the image skeleton, which is widely used in
character recognition, bio-engineering, fingerprint identification and so on. The purpose of refinement
is to eliminate a large number of unwanted points to extract the refined skeleton, preserve the geometric
features of the pattern so that the computer can perform image-related tasks efficiently. Image thinning
algorithms can be roughly divided into two categories: non-iterative thinning algorithms and iterative
thinning algorithms. Noniterative thinning algorithm directly extracts the image skeleton after a round
of calculation. The iterative thinning algorithm can be divided into serial thinning algorithm and parallel
thinning algorithm. For the serial thinning algorithm, the deletion of pixels depends on all operations
previously performed, and the pixels are deleted as soon as the deletion condition is satisfied. For the
parallel thinning algorithm, the deletion of pixels depends on the result after the last iteration. All the
pixels satisfying the deletion condition will be marked and deleted after completing an iteration [1-4].

Among the parallel thinning algorithms, Zhang's algorithm [1] has the good performance in
continuity and it can relatively precisely describe the straight line, inflection point and cross point.
However, at the same time, Zhang's algorithm also has some aspects can improved, which will have
better performance, this paper will base on Zhang's algorithm to propose an improved one.

The rest of the paper is organized as follows. Section 2, the proposed improved method is
illustrated. Section 3 describes the results of experiment. Conclusion is given in Section 4.

Improvement Algorithm

The proposed algorithm works on a 20 neighbors window, which can provide more information
than the more common 3x 3 neighbor window used in other iterative thinning algorithms. As shown in
Fig. 1.

The P in the center of the 20 neighborhood is a candidate pixel selected for deletion when its
neighborhoods meet some certain conditions.

The conditions consist of several logical criteria, 2 restoring templates, 1 compulsory deletion
template and 10 Extra deletion templates.
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Ai| Az| As
An| Ps| P P2| A4
Au|P7[ P [Ps3|As
Aw| Ps| Ps| Pa| As
Ao| As| A7

Fig. 1. 20-neighborhood used in proposed algorithm

In order to conduct the logical judgment, AP(P) and BP(P) should to computer at first.
BP(P) is the number of foreground pixels in the 8-neighbourhood field of P, and is defined as follows

8

BP(P)=) P. 1)

i=1

AP(P) is the total of the value of the corner state in the 8-neighborhood of P, (P, = P,) and is
defined as follows

4 _

AP(P) = Z(PZi—lF)Zi + PyiPyi0), (2)
i1

E =1-PF,. 3)

All the deletable edge pixels are divided into two different groups to conduct the removing process
according to their values AP(P) and BP(P).

For most pixels in one image, their values of the AP(P) equal one and that of BP(P) are within
the range from 2 to 6. Under this circumstance, these pixels should be checked by the restoring template
and compulsory deletion templates, as shown in Fig. 2. All the candidate pixels are removed and only
those who match restoring templates but not match compulsory deletion templates are left.

Improvement algorithm including 4 main parts: Search Module, Connectivity Check Module,
Single Pixel Correction Module and Contour Point Delete Module. The structure of these stages
addressed in Flowchart as shown in Fig. 2.

X|]10] X X0 X|t
XX X]| X X|P]1 OJP| 1|t
oOfP|1]O X111 X X1 X]|t
X111 X]| X X]10] X t t t
a b c

Fig. 2. Restoring templates (a, b) and deletion template (c)

The symbols «0», «1», «P» and «X» in these templates denote a white pixel, which values are
equal 0, a black pixel, which values are equal 1. The currently tested pixel and an ignorable condition,
respectively, whereas «t» denotes that at least two of the pixels represented by the set of symbols should
be a black pixel.

For those edge candidate pixels, whose AP(P) equal two and value of BP(P) are above 4 but

less or equal than 5, should be examined by the extra deletion templates as shown in Fig. 3. Only those
pixels, whose pattern of neighbors completely matched with one of the extra deletion templates are
deletable.

In the extra deletion templates, the symbols «0», «1», «P» and «X» share the same meaning with
the restoring templates and compulsory deletion template. But the symbols «E1», «E2», «G1» and «G2»
are defined as special symbols that symbols should satisfy the following rule: the values of two arbitrary
pixels in a given template marked as identical special symbols should be equal. The difference between
«Ely», «E2» and «G1», «G2» is mainly that the value of a pixel marked as «E1» and the value of a pixel
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marked as «E2» are independent; however, the sum of the values of a pixel marked as «G1» and another
pixel marked as «G2» should be greater than 1.

olofolx[x x | E1] 1 e1] e1 x x| x]o]o]o
ofl1|P|1]G2 oflof1|1]E2 E2[1]1]0fo0 El]1|P|1fo0 111]0
ofofzfzfe2 of1]|p|1]e e2|1{p|1]o0 erf1|1fofo ofr|1
x | 61|61 ofo]ofx]|x x[x]o]ofo 2| e2| x ofo]1
a b c d e
x [e1|e1 1] e1] x ofofo oflo]o
x|1|1]e2 e2[1]1]x of1fofx x|of1fo
ofr|1]e2 e2f1]{p]o ofp[1]e2 erf1]|p]o o I
of1]o]x xlo]1]o x|1]|1|e2 B 1| afx o
oflofo ofo]o x |61|61 E2| E2| X tjojo
f g h i j

Fig. 3. Extra deletion templates

Tests and Results

To assess the performance, the proposed algorithm and the Zhang’s algorithm were written in
MATLAB R2018b. This data set compose characteristics and shapes. The results are shown in Fig. 4.

The result of the ZS algorithm The result of the proposed algorithm

N N

/

Fig. 4. Result comparison
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Table has presented the number of iterations of both algorithms and real time consumed by the
algorithms. From the perspective of these two parameters, it is convinced that the proposed algorithm
has better performance in terms of the computational complexity, which can reduce about 30 % time
consuming.

Comparison of the compute speed between algorithms

Original Binary Number of Iteration CPU Time Consumed(s)
image Zhang’s Algorithm Our Algorithm Zhang’s Algorithm Our Algorithm
Character 18 16 0,2037 0,1446
Airplane 34 20 0,4983 0,3311
People 24 19 0,3693 0,2055
Conclusion

In this paper, we presented an improved algorithm based on the Zhang's algorithm, which has
better performance in speed and single pixel. The experiments have proved the effectivity of the new
algorithm.
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OTHOIIEHHME NIEPEKPECTHBIX IIOMEX K CUT'HAJTY
B CETHAX CJEAYIOLWEI'O ITIOKOJEHUA NG-PON2
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AunHoranus. [IpoBe/ieH aHATU3 OTHOIICHHS TIEPEKPECTHBIX MOMEX K CUTHATY B CETSIX CICAYIOIIETO
nokoseHust NG-PON2. TTokazaHo, Takoit HOBBIH THTI ceTH ciexyromero mokoneHus kak NG-PON2
MOJKET CIIOKOIHO (hYHKIIMOHUPOBATH C YI€TOM BO3MOKHBIX MEPEKPECTHBIX MOMEX CUTHAJIOB.

Kniouegvie cnosa: TiepeKpecTHble IIOMEXM, MACCHUBHAs ONTHYECKas CETh, MHOI'OBOJHABas
apXUTEKTypa.

BBenenue

B cucremax PON xapakrTepuCTHKa OTHOIICHHS IEPEKPECTHBIX MOMeX K curHamy (X/S)
npuMeHsDIich Tolbko oTHOocuTeNnsHO K ONT. Cers NG-PONZ2 mpencrasisier co00if MHOTOBOTHOBYIO
aApXUTEKTYPY, U TO3TOMY cUrHaibI ¢ JuinHamu BosiH NG-PON2, e npeiHazHaueHHBIE 1T KOHKPETHOTO
npuemMarka ONT nu6o OLT. DT curHansl MOXKHO paccMaTpuBaTh Kak Memaromue. B 3Toii cratbe
PacCMOTPEHBI TAKKE TOMEXH U yKa3bIBatoTCs XxapakrepucThku X/S kak st ONT, tak u st OLT.

OTHomenne nepekpecTHbLIX MoMex K curHaiay B NG-PON2

Osxwunaercsi, uto ONT Oyner obecrnieunBaTh QUIBTpaIMIO X/S HEMOCPEACTBEHHO B IPHEMHHKE
ONT, rorna kak X/S — punsrpanus 8 OLT, BepOsSTHO, SABJISIETCS BHEIITHEH M0 OTHOIIECHHIO K IPUEMHHUKY
OLT wmu B couerannu ¢ nprueMHUKOM. [Tockoiabky NG-PON2 sBiisieTcss MHOTOBOJTHOBOM CHCTEMOM,
MEIIAIOIINE CUTHAIBI MOTYT MOCTYMAaTh U3 Ipyrux kaHanoB ¢ juimHamu BoitH NG-PON2. B crnyuae ¢
ONT, Merarommye CUrHaiIbl MOTYT TaK)Ke IOCTYIATh U3 COCYIIECTBYIOIINX YCTAPEBIINX CUCTEM, TAKHX
kak GPON, XG-PONL1 [1], HanokeHHOE BHIEO W JUIMHBI BOJH OT ONTHYECKOTrO pedIieKTOMETpa MpH
namepenusix (OTDR). UtoObl cBecTH K MHHUMYMY BJIHMSHHE MEUIAIONIMX CHTHAJIOB, MPUEMHUKH
NG-PON2 nomkHBI OTKJIOHSTH WX, HCIIONB3YS COOTBETCTBYIOIIYIO (PUIBTPALMIO MO JJIHHE BOJHBI.
[TosTromy HeoOxoaumo Hamuuue gomycka oTHomeHus X/S mpuemuuka NG-PON2. Iycte S — ato
OIITUYECKAs! MOIIHOCTh KaHAJa C MHAWBUYAJILHOW JITTHHOW BOJTHBI B cCOBOKYITHOM curHane NG-PON2,
a X — 9TO MOIIHOCTh COBOKYITHBIX MEIIAIONIMX CUTHAIIOB, COCTOSIINX M3 YCTAPEBIIMX CUTHAIOB W
Ipyrux kaHanoB ¢ JumHO# BosHB NG-PON2 [2]. O6a u3mepeHus nu3MepsroTcsi B ATAIOHHON Touke R
npreMHHKA. JIJI1 i3MepeHns OTHOIIEHHS Tomycka X/S, HeoOX0quMO pa3odparth ICEeBAOCITyYaiHbIH KO
NRZ ¢ Toii ke THHEHHON CKOPOCTHIO, uTO U ocHOBHOM curHan NG-PON2 [3]. ®uiasrpanus o miiHe
BOJIHBI pa3JielieHa Ha JIBE YacTH: MIMPOKOIOJIIOCHBIN X/S, OCHOBaHHBIN Ha COOOPaKEHHSX YCTapeBIICH
CHCTEMBI, M Y3KOIOJOCHBIN X/S, ocHOBaHHbIN Ha KaHatax MuHBI BOJHBI NG-PON2.

Paccmotpum obmryro macky gomycka X/S B PON, koropas mossoasier mpuemHuky ONT
NG-PON2 ynoBieTBopsTh cBOM TpeOOBaHUs K 4yBCTBUTEIbHOCTH (pHC. 1).

JiuHbel BOMH ® o0mIas ONTHYECKash MOIIHOCTh BCEX JOMONHUTENBHBIX YCIYT JOJDKHBI
HAXOMUTBCSA MO Mackoi (puc. 1), uroosr obecmeunts coBMecTuMOCTE ¢ ONT NG-PON2. Ceprie
o0jacTH 0003HAYAIOT JAWana3oHbl, B KOTOPbIX npueMHUK NG-PON2 cooTBeTcTBYyeT TpeOOBaHUAM K
YYBCTBHTEJIBHOCTH.
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Puc. 1. O6as macka gomnycka otHouenus X/S 8 TWDM-PON ONT

¥Y3konosaocHast macka gomycka X/S 8 TWDM PON

PaccmoTpum y3komosocHyio macky X/S TWDM PON ¢ ucmons30BaHueM KOHKPETHBIX TaOJIHIL
3HaueHWH, mpuBeAeHHBIX HWke (puc. 2) [4]. Kondurypauus camomnarepdepenimun TWDM-PON
spisiercs oomeit kak st ONT, Tak u gt OLT. Orta koH(bUTYpanwst ¢ OAHOH KeraeMOou JITHHOW BOITHBI
u 14 m[OTEHIMANHHO MEMIAIOIIMMH JUIMHAMH BOJIH paccudTaHa Jjis HauXyAlied CHUTyalluu
MepeKpecTHHIX moMex. V3 14 BHIIOB TOMEX TOJNBKO CEMb CMEXKHBIX OyAyT paboTarh omHOBpeMeHHO. To
€CTh, €CJIH [ICHTpallbHas YacToTa Haxoautcst Ha kaHase C (C umeer 3Hauenue ot 1 /10 8), TO HCTOYHUKOM
MOMEX C CaMOM KOPOTKOM JJTMHOW BOJIHBI OyAeT 1 kaHai, a ICTOYHUK TTOMEX C CaMOH JJTMHHOM BOJTHOMN
Oyzer Ha 8 kanane. [[pueMHUK JOKEH UMETh YKa3aHHYIO YYBCTBUTEIBHOCTD JJISI TIOJIE3HOTO CUTHANA
B JIMaNa30He JUIMH BOJH Lg_ M Ag, , HECMOTPS Ha TO, YTO NPHCYTCTBYIOT CEMb MCTOYHUKOB MOMEX C

ypOBHEM MOIIHOCTH X U MOy aupyroTcs Gpopmarom curaana TWDM PON ¢ ol sxe CkopoCThIO, 4TO U

OCHOBHOM CHTHAJI.
P2P downstream

TWDM TWDM P2P upstream (reflected) interference signals
interference Desired interference mterfere(rlie signals

signals signal signals

——fmmgmmgm- ::",X
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Puc. 2. Y3kononocHast macka jomycka X/S B ONT
Kananel moMex B BOCXOAAIIEM HampaBiieHHH (KOTOpble BO3ZHHMKAIOT M3-3a Bo3MoxkHoro ORL
32 nb 8 ODN) umeroT ypoBeHb MomHOCTH Y U Moaynupytorcst curHanoM NRZ ¢ Toii ske ckopocThio
nepeavn JaHHbIX, YTO U KaHall CUTHaIa. Hucxosmre KaHaibl TOMeX UMEIOT YPOBEHb MOIITHOCTH Z U

Moaynupytotes curHaaoM NRZ ¢ Toii ke CKOpPOCTBIO Tepelay JaHHBIX, YTO W KaHai curHaia [4].
Hwmxe paccunTansl ¥ IPUBEACHBI TApaMETPhl MACKH HUCXOZSINEro noroka (tabm. 1).

Ta6nuua 1. ITapamerpsl X/S Hucxoasimero noroka PON TWDM (npuem ONT)

ITapamerp 3HaueHne

hx_7 Ac +MSE — 7xCS
hy 6 Ac + MSE — 6xCS
doy s Ac + MSE — 5xCS
dex a4 Ac +MSE — 4xCS
dox 3 Ac +MSE —3xCS
doy o A + MSE — 2xCS
dey 1 A +MSE —CS
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ITapamerp 3HayeHue
Ag_ Ac —MSE
}”S LenTpanbHas gactora pmisrpa ONT
As, Ac +MSE
Ay 41 Ac —MSE+CS
Ay 42 Ac — MSE+2xCS
Ay 43 Ac —MSE+3xCS
N Ac —MSE+4xCS
7”)(+5 Ac —MSE+5%CS
Ay 16 Ac — MSE+6xCS
Ay 47 Ac — MSE+7xCS
S UyBCTBUTEIBHOCTD IPHEMHHUKA + MOTEPSI ONITHIECKOTO MyTH
X S+4 b
7LYl
)"Y 2
}“YS
7‘Y4
7‘Y5
My e
)"Y7
}“Y8
Y S+7 nb
7“21
7‘2 2
}"ZS
}"24
7‘25
hzg
}"Z 7
}"28
Z 2,48832 I'éut/c: S +7 nb
9,95328 I'our/c: S +8 nb

CnenoBatensho, 2,48832 ['out/c (7 nb) sBnsieTcs MaKCHMMajbHOW pa3HUICH MOIIHOCTH
nepeaaTyrnKa s HUCXOMAIIero kanana (2,5 I'out/c), a 9,95328 I'out/c (8 ab) — 3TO MakcuMallbHas
pa3HOCTh MOLIHOCTH nepeaatyrka B OLT mjis HUCXOsIero KkaHaia.

Hwxke npuenensl napametpbl Macku X/S must OLT (tabmn. 2). nst Bocxomsero nmotoka PON
TWDM xaHanbl pacroyiokeHbl ¢ pa30pocoM MO JUIMHE BOJHBI, YTO OOJEer4aeT BO3MOXHOCTh WX
¢bunsTpauu npueMHIKaMu [5].
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Ta6nuua 2. llapamerpsr X/S Bocxoasimero noroka PON TWDM (npuem OLT)

ITapamerp 3HavyeHue
Ay _7 Ac +MSE —7%xCS
Ay g Ac + MSE - 6%CS
Ay _s5 Ac +MSE - 5%xCS
Ay _4 Ac + MSE —4xCS
Ay _3 Ac +MSE -3xCS
Ay _o Ac + MSE —2xCS
Ay Ac +MSE -CS
Ag_ Ac —MSE
ks Lentpanpras gacrota puiastpa ONT
Agy Ac +MSE
Ay 41 Ac —MSE+CS
Ay 42 Ac — MSE+2xCS
Ay 43 Ac —MSE+3xCS
Ay 44 Ac —MSE+4xCS
Ay 45 Ac — MSE+5x%CS
Ay +6 Ac —MSE+6xCS
Ay 47 Ac —MSE+7xCS
S UyBCTBUTEIBHOCTD MPHEMHHKA + MOTEPSI ONTHIECKOTO IyTH
X S +20 nb
20 nb — 3T0 Xyaumii ciyvaii pasHuibl MouiHocTd nepeaarurnka TWDM ONT (5 nb) u
mddepeHnanpHBIX TOTEph Ha onTHYeckoM Tpakte (15 nb).

3aKkiIo4yenne

Osxwunaercs, uto B NG-PON2 ONT Oyner obecnieunBath GpuiabTparito X/S HEMoCpeaCTBEHHO B
npuemHrke ONT, Torna kak X/S — ¢unbrparms B OLT, BeposiTHO, SBISETCS BHEIIHEW 110 OTHOLICHHIO
k npueMHnKy OLT unu B couetanuu ¢ npueMHUKOM. [Tockonbky NG-PON2 siBrisieTcss MHOTOBOTHOBOM
CHUCTEMOM, MENIAIoNINe CUTHAIIBI MOTYT TIOCTYNAaTh U3 JAPYruX KaHanuoB ¢ jnuHamu BoH NG-PON2.
YroObl CBECTM K MHUHHUMYMY BIHSHHE MeIIalOUMX curHaioB, npueMHUKH NG-PONZ2 nomxHbI
OTKJIOHATH UX, UCIIOJIb3YsI COOTBETCTBYIOIIYIO (DMIIBTPALMIO IO JUIHE BOJHEL. [loaToMy HeoOxoamumo
Hanmuue nonycka otHomeHus X/S npuemuanka NG-PON2. Ananu3 pacyeToB I0MyCKa MOKa3bIBALT, YTO
JUTSL BOCXO/ISIILIETO TIOTOKA KaHAJIbI PACTIONIOKEHBI C pa30pOCOM I10 AJIMHE BOJIHBL, YTO TA€T BO3MOXKHOCTD
ux xopouei ¢punbrpanun. [IppeMHUK 10JKEH UMETh YKa3aHHYIO YyBCTBUTEIBHOCTD AJIS TIOJIE3HOTO
CHTHajla B [JMamna3’oHe€ [JJIMH BOIH Ly M Ag,. Vchmomp3dys NpHBEJEHHBIC 3HAYEHUS

NG-PON2, ceTp MOXeET CHOKOMHO (YHKIMOHHUPOBATH C YY€TOM BO3MOKHBIX TEPEKPECTHBIX MOMEX
CHTHAJIOB.
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CROSSTALK TO SIGNAL RATIO IN NEXT GENERATION NETWORKS NG-PON2

N.N. SERGEEV, V.N. URYADOV, D.G. MIHNUK

Abstract. The ratio of crosstalk to signal in next-generation NG-PON2 networks is analyzed. It is
shown that a new type of next-generation network such as NG-PON2 can safely function with
possible signal crosstalk.

Keywords: crosstalk, passive optical network, multi-wave architecture
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TEJIEKOMMYHUKALIUN . CETH M TEXHOJIOT'HU, AJICEBPAHYECKOE KOJJUPOBAHUE U BE3OITACHOCTb JJAHHBIX

VJIK 004.056.57:032.26

AJI'OPUTMbI U PEAJIM3ALNA HHTEJVIEKTYAJIbHBIX ATEHTOB
HHTETPAIMU NPEANIPUATUUN U YUPEXKXKJIEHUU OGPA30BAHUA

.A. KAYAH, B.A. BUIIIHAKOB

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Hocmynuna 6 peoakyuro 1 nosbps 2020

AnHoTanus. Pa3pa0oTaHbl anrOpUTMBI 3allPOCOB TPEOYEMBIX CIIEIHAINCTOB OT IPEIIPUSTHHA
W ONTUMH3AIMN WX BHITyCKa YYPSKICHUAMH OOpa3oBaHWA HAa OCHOBE MYIBTHATCHTHOM
TexHomoruu. JIng  wHQOpPMAIMOHHONW  TONACPKKH  TPEICTABICH  alTOPUTM  PabOTHI
MHTEJUICKTYaJbHOTO arcHra. [lokazano MPUMEHCHHE OJOKYCHH TEXHOJOTHH IPU (OPMUPOBAHHH
3anpocoB mpeanpusatuii Ha WT-cnennanucToB M MX YAOBIETBOpPEHHUE. IIpHUBEICHBI 3JIEMCHTHI
peanu3alny CMapT KOHTPAKTa.

Knrouesvie cnosa: MHTENNEKTYyabHBIN areHT, OJIOKYEHH TEXHOJIOTHS, CMapT KOHTPAKT.

BBenenue

ITocTpoeHne HHTEIEKTYaIbHOM MapKETUHIOBOM CUCTEMBI C IOJCUCTEMON UHTEIUIEKTYAIBHOIO
areHta (opMmupoBaHus 3anpocoB npeanpuatuii Ha MWT-cnennanucToB OTHOCUTCA K IpoLeccam
CO3JIaHMsl €MHOTO MH()OPMAIMOHHOTO TPOCTPAHCTBA BUPTYAILHOTO TPEANIPHATHS C MPUMEHECHHEM
WHQOPMAIMOHHBIX TEXHOJIOTHI ¥ MHOTOAreHTHONH MOJIENTU YIIPaBIIeHNUsI HHHOBAIIIOHHBIM KJIaCTEPOM.
Ilon BUPTyalbHBIM MNPEANPHUATHEM CTOUT MOHUMAaTh MEXIPOM3BOACTBEHHYIO KOOMEpAIUIO pAla
IOPUIMYECKH HE3aBHCUMBIX opraHm3aimii [1]. B koHTekcTe naHHON paboThl CTOMT paccMaTpHBATh
KOOTIepaIio MPOU3BOJICTBEHHBIX MPEANPUATHS W YUPEXKJIECHHM 00pa30BaHUS B YAaCTH IOJATOTOBKH
CHEIUATUCTOB AJIS PA3JINYHBIX OTpPacIeH.

OcHoBoll 1MONOOHON KoOHepaluy SBJSIETCS €ArHOEe WH(POPMALMOHHOE MPOCTPAHCTBO, B
mpenenax KOTOpOTO OCYIIECTBIISACTCS UH(POPMAIOHHBIH oOMeH, obecrieunBaeMbIit
WHTEJUIEKTYIbHBIMU areHTaMu, OpMUPYIOIUMH 3aIIPOCHI U arpEerHPYIONIMMHU HEOOXOAMMBbIC TaHHBIE.
B TakoMm ciydae WMHTEJUIEKTyalbHbIE areHThl HPEACTAaBISIOT COOOH HEOOXOIMMBIE COCTABIISIOLINE
MIPOLIECCOB HHTEPHET U MHTPAHET-MaPKETHUHT .

My.]'leI/Ial"eHTHble CUCTEMBbI

B pabote [2] ucmonb3yeTcsl MOHITHE MYJIBTHATCHTHOW CHUCTEMBI — CHCTEMBbI, 00pa30BaHHOM
HECKOJIBKUMH B3aUMOJCHCTBYIOIIMMHU WHTEICKTYaJbHBIMU areHTaMH, B KOTOPBIX areHThl MOTYT
HCIIOJIB30BAaThCA IJId PCHICHUA OHHOﬁ WJIN HECKOJIbKUX 3a1ad4. OpI‘aHI/I3aHI/I$I HWHTCPHET-MAapKCTUHTIA,
Ope/UIOKEHHAsT aBTOpaMH, MpezicTaBieHa B pabore [3], rme paccMOTpeHbI BOMPOCHI PaOOTHI
MHTEIUICKTYanbHBIX areHToB (MA) B cpenme o0mavHbIX BBIYMCICHHUN. Yepe3 mopTall OCYyIIeCTBISETCS
B3aMMO/ICWICTBME WHTEJUIEKTyaJdbHBIX areHTOB JUId aHalu3a TOTpeOHOCTEH MpennpuaTtuii B
CHEIMATUCTaX M UX BBIMTYCK YUPEXKIESHUIMHU 00pa30BaHMUS.

AreHT mpeacTaBiseT COOOW BBIYMCIUTENHHYIO CHCTEMY, IOMEIICHHAs BO BHEIIHIOI Cpeny,
CIOCOOHYIO B3aWMOJICHCTBOBAaTh C HEH, COBepIIas aBTOHOMHBIC pPAlMOHAIBHBIC JEUCTBUS IS
JOCTHKEHHS OTIPEIeTICHHBIX 1eneii [2]. XapakTep B3auMOACHCTBUS areHTOB J0CTATOYHO Pa3HOOOpa3eH
U OMNpEeNeNseTCs pealin3yeMbIMU (YHKIMSIMH, XapaKTepoM HWH(POPMAIMOHHONH MAapKETUHTOBOM
CUCTEMBI, B3aUMOJICHICTBHEM OpPTraHU3ANNN B paMKax eIUHON HHPOPMAIIMOHHON CPEIbL:

— NPAMOE B3aUMOJIENCTBUE;

— KOCBEHHOE B3aMMO/IEHCTBHE (OTIOCPE0BaHHOE Yepe3 OKPYKAIOIIYIO CPEy U IPYTHX areHTOB);
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— COTPYJHHYECTBO areHTOB;

— KOHKYPEHIIHSI arTeHTOB.

Jns  ommcanms amroputMa MA areHta QopmMupoBaHHS 3alpocoOB  MPEANPHUATHH HA
UT-cneunanucToB He0OXOIUMO MPHUHATH BO BHUMAHUE PEIICHHUS 110 apXUTEKType WHPOPMAMOHHOMN
CpeIBl IIsi MHOTOAreHTHOM crcreMs [3]:

—coctraB MAC o0Hapy>XeHUS WHHOBAIIMM BKIIIOYAeT areHTOB: TOBAapHBIX, IIEHOBEHIX,
KOMMYHHMKALIMOHHBIX, HCCIIEAOBaTeNC pBIHKA, MO3BOJSIIOUIMX JeJaTh BBIBOJ O COCTOSHUM U
TEHJICHIUAX €T0 Pa3BUTHS;

— METOJ TIPUHATHS areHTaMHd COBMECTHOTO PEIICHHS, MO3BOJSIONINI C(HOPMHUPOBATH €T0 Ha
OCHOBaHUWH aHAJM3a CBEJICHU, TOTYYEHHBIX U3 PA3IMYHBIX HCTOYHUKOB, OIICHUTH COCTOSTHHE PhIHKA B
LEJIOM U CBECTH JIsl KOHTPAKTOB 3aKa3YMKOB U MOTPEOUTETICH;

— MEeTOJIMKa, TT03BOJIsIommas 00yanTh MAC 0O0HapYyXEHHIO HHHOBAIIHIA 1 MCTIOB30BATh €€ IS
MOJIJIEPKKH HOBBIX Pa3pabOTOK (TOBApOB, YCIYT).

HNudopmanmonnas cpefa HHTErpauuy NPOM3BOACTBA M 00Pa30BaHUsA

CdopmupoBanHas ennHast ”HGOpMaIIMOHHAS cpeja B UHTETPaIliK TIPOU3BOICTBA M 00pa30BaHHUs
MpeNICTaBIsIeT co0oil TurardhopMy Ul NATbHEWUIIEero pa3BUTHA HH(QOPMAIMOHHBIX TEXHOJOTHH M
NPUMEHEHUS] COBPEMEHHBIX MeTOJOB. [IpuMeHsieMble HMHGOPMALMOHHBIE CHCTEMBI 3a4acTyld He
SBIIAIOTCS MEXAHU3MOM JJISi CaMOCTOSITENIbHOTO MIPUHATHUS PEIIEHUH B TeX WM WHBIX CUTYallUsAX, TaK
Kak npu co3nannu MC mpakTrdeckn HEBO3MOXHO MIPETyCMOTPETh BCE JIOTHUECKUE TIETIOYKH COOBITHIA
Y ONKCATh UX MPOrPAMMHBIMU anroputMamMu. GopMUPOBAHKE KIIACTEPA MYJIBTHILTULIUPYET CIOKHOCTh
CUCTEMBI, U yueT HeTaTUBHBIX MOCIEACTBUN CTAHOBUTCSI HEBO3MOKHBIM.

BrixonoM U3 JaHHOU CUTyalluu SIBISIETCSI IPUMEHEHUE MYJIbTUAr€HTHBIX CUCTEM, ISl KOTOPBIX
WH(POpPMAIIMOHHAS CHCTEMa SBIISETCS BHENIHEW Cpemoil, C KOTOPOW areHTaMm MPHUXOAUTCS
B3aMMOJICHCTBOBAaTh. VIHTEIEKTyallbHBIA areHT He 00J1a/laeT BO3MOXKHOCTBIO KOHTPOJUPOBATH
BHEIIIHIOIO Cpefly, paboTa areHTa CBOAWTCA K TMPHHIUIY «HE HaBpEAW» U MOXKET HE NPUHECTH
OKHJ]AeMOTO pe3yiibTaTa. Ha ocCHOBaHMM 3TOTO BBITEKAET PsiJi TPEOOBAHUI K allTOpUTMY padOTy areHTa:
camM000y4aeMOCTh; Iejeroaraiue; IporHo3upOBaHKe; TNIAHUPOBAHHUE; aBTOHOMHOCTb.

PaccmoTpum 2 BapuaHTa, ONMpPEENAIONIMX AJTOPUTM areHTOB: MPOCTOM, MpeACTaBIAIONINN
co00#f, TO CyTH, aBTOMAaTH3aIllMIO JEATEIBHOCTH YEJOBEKa W KOMIUIEKCHBINA, ONpPEeIeIIONInit
WHTEIUICKTYaIbHYI0 COCTaBISIONIYIO areHTra, KoTopas oOOecleuynBaeT ero aBTOHOMHBIE |
CaMOCTOSITEJILHOCTD JIEHCTBUM.

[lepBBlii BapuaHT TpeACTaBISAET COOOW MPOTPaMMHYIO COCTAaBJISIONIYI0 HWH(GOPMAIMOHHON
CUCTEMBI, CYIIECTBYIONIYIO B paMKax €JIMHOTO HHPOPMAIIMOHHOTO MTPOCTPAHCTBA U 00ECTIeUNBAIOIIEH
OpsSAMYI0 CBSI3b MPENNpUsTHA W yuypexkJeHus oOpa3oBaHus. B TakoMm ciyuae, apXuTektypa
WHTEJUIEKTYAIBHOTO areHTa (OpMHPOBAHUS 3allPOCOB MpeanpusaTiii Ha U T-crnenuanucToB CBOJUTCS K
COBMECTHO WCIIONIb3yeMOl 0a3e JaHHBIX C Y4eToM oOecledeHHns HEeoOXOIWMBIX TpeOoBaHUit
MH(POPMAIIMOHHOH 6€301IaCHOCTH.

[Ipu pocTe KOMUYECTBA YHACTHUKOB €AHMHOW HH(OPMAIIMOHHON CPeJIbl, BO3ZMOXKHO, OCYIIIECTBUTh
perumkanuio bl — Kaxaplii y4acTHHK XpaHUT CBOKO komuto bJl, koTopele 0OBeAMHSAIOTCS B
CHHXPOHM3MpYeMbIi kiactep. [lpu pasBuTHn eaumHOro MH(OPMAIMOHHOTO NPOCTPAHCTBA MOXKET
BOZHUKHYTH CHUTyalus, KOTJa POCT BBIYMCIUTENHHBIX MOIIHOCTEH HEUeIecoo0pa3eH W XpaHeHHe
perumk BJ] Ha Bcex y3max HerenecooOpasHo. JlanpHeiee pa3BUTHE CPeabl BO3MOXKHO 3a CHUET
WCIIOJIb30BAaHUSl METOJIa IIapANHra, KOTJa UMesl B €IMHON cpele N CepBEpOB, PEILTUKALMS JTAHHBIX
OCYIIECTBIISIETCS. Ha M cepBepoB, mpudeM M <N. [Ipm 3TOM BO3HHKAEeT MapagoKC, ONHUCAHHEBIN B
TeopeMe bproepa: HOCTYNMHO JUIIb 2 COCTOSHUS M3 TPEX: JOCTYMHOCTh JAaHHBIX, COIJIACOBAHHOCTH
JTAHHBIX, YCTOMYNBOCTH K pa3zesieHHIo.

B ciyuae nanmums enuHoi BJI, anroputm arenta cBOAMTCS K JIMHEHHOW JIOTHKE 00pabOTKH
JTAHHBIX 3alPOCOB, C(OPMUPOBAHHBIX KaJPOBOUM CIIy>)KOOW TPEANpPUATHS, BHECEHUS WX B HEKUH
MHQOPMALMOHHBIN pecypc YUpeKIeHHs oOpa3oBaHUs, B KOTOPOM OINEPaTOp OLEHHBAET 3alpoc U
OCYILECTBISIET PAaCIpEACICHUE BBIIIYCKHUKOB, OLEHKY pPbIHKA Tpylna U T.. PaKkTUYECKH, JAHHBII
AITOPUTM OTpaKaeT TPAJAUIMOHHBIN TOAX0A (POPMHUPOBAHUS IIIAHOB IOATOTOBKU CIEIHATUCTOB,
MIPUHATHIA, B TOM YHUCIIC U 332 PyOeKoM: cOOp MaHHBIX O MOTPEOHOCTAX, 00paboTKa, (hOpMUPOBAHHUE
IJIAHOB MOATOTOBKHU.
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JpyruM BapuaHTOM SIBJISCTCS UCIOJIb30BAHME WHTEIUICKTYAILHOTO arcHTa, OCYIICCTBIISIONIETO
HE TOJIKO 00paboOTKy NMEepBUYHBIX JAHHBIX, ITOCTYMAIOIINX OT OMEpaTropa, HO M OCYIIECTBISIOIIETO
pas3IMYHbIe THITHI aHATN3a JaHHbBIX [4] (CeMaHTHYECKHil aHATN3, CHHTAKCUYECKHIA aHAIIU3 U TIPO.. ).

[IpenMyIiecTBO NaHHOTO MOAXOJ]A 3aKIYAeTCAd B OTCYTCTBHH (DOPMATU30BAHHOCTH PaOOTHI
KKIOTO YJacTHHKA Cpelpl M, KaK WTOT, MEHBIIee KOJINYECTBO OMIMOOK MPH IMOMBITKAX ITOJOTHATH
peasbHBIE TIPOIECCHI IO HEKOe CpeHee MPUHATOE 3HaUeHne 00 (hopmar.

HNHTe/IeKTyaIbHBIEC aTeHTHI 1J1s1 (JOPMHPOBAHUA
3anpocos npeanpuaTuii Ha UT-cnenuanucros

MuHOBanMy, cBsi3aHHBIE C  Hcnonb3oBaHueM WT-uHpycTpuu, SBISIOTCA — BaKHEHILEH
OTIIMYHTENHHOMN YePTOi COBPEMEHHOM SKOHOMUKH. DTa 0COOEHHOCTH 00YCIIOBMIIA POCT HOTPEOHOCTH B
npoQUIBHBIX CIHEIHANNCTaX, BKIIOYas HAYKOEMKHE IPOU3BOJACTBA, 0OOpa3oBaHUE, TEXHOJOTHH,
KynbTypy. llo 93T0¥l mpuumHE paccMaTpuBaeTCsi WMEHHO alTOPUTM (OPMHPOBAHHS 3aIlPOCOB
npennpuiatuii Ha npumepe UT-cnenumanucToB, X0Ts JaHHAas cienn(uKa He OrpaHNYNBAET IPUMEHEHUE
ANTOPUTMOB JJIsl APYTMX BUAOB JESATEIbHOCTH. PaboTa HMHTEIUIEKTyaJbHBIX arceHTOB OCHOBaHAa Ha
WCIIOJb30BAHUUA  CIEAYIOIIMX TEXHOJOTMM: CUHTAKCUYECKHMM M  CEMAHTUYECKUH  aHaIMU3BbI,
MIPOTHO3UPOBAHNE, TEHETHYECKUE allTOPUTMBI, KJIaCCHYECKasi M HeUeTKasl IOTHKH U JIp.

®opMupoBaHUE 3ampocoB mOpeanpusitTuii Ha MWT-crnenuanucToB OCYLIECTBISETCS ABYyMs
rpylnaMl areHTOB: HWHTEIJICKTYaJIbHBIE AareHThl OLIEHKH KaJpPOBOTO MOTEHIHANa MpPEATPHATHUSL
(ompenenenne crpoca peIHKA TPyAa) W WHTEIUIEKTYaIbHBIE areHThl MOHUTOPHHTa 00pa30BaTEIbHOTO
nporiecca (TI0roTOBKa KBATM(UITUPOBAHHBIX CIIEITUAMCTOB CUCTEMOMN 00pa3oBaHus).

AnroputM paboThl areHTa MEepPBOrO TUIA, OCYHICCTBISIONINX OICHKY KaJIpOBOTO MOTEHIIMANA
MPEPHUATHS, HA OCHOBAaHUH KOTOPOT'O MOXKET MPOUCXOIUTH (POPMUPOBAHHUE 3a5BKU HA BHITYCKHUKOB
yUpeKIeHU 00pa3oBaHus, CPOPMUPOBAHHBIN HA OCHOBAHHHU PE3YJIbTATOB MCCIICI0BaHus B paboTe [5]
BKITIOYAET IIary:

1. Coop u npeaBapuresbHas 00padoTKa TaHHbBIX;

2. Be1Oop cucTeMbl MoKkasareneii ¢ y4eToM UMEIoIeiics 0a3bl TaHHbBIX;

3. OueHka cocTaBa, CTPYKTYPBI, JBIKEHHS KaApOBOTO MOTEHIIMATA OPTaHN3AIINY;

4. Ananu3 (akTOpoB, BIHMSIONMX Ha KaJIpOBBIA MOTEHIHAT U ASPQPEKTHBHOCTH €ro
WCTIOJIb30BaHMS,

5. CpaBHuTenpHas OllgHKa KaJApOBOTO MOTEHITHAIIA TI0 COBOKYITHOCTH OOBEKTOB HCCIIEIOBAHUS;

6. Ornenka 3¢pHEeKTUBHOCTH yIpaBICHUS KaIPOBBIM IMOTCHIIMAIIOM B OPTaHU3aIl1H;

7. llpunsTue penieHus o MOTpeOHOCTH MPEIPUATHS B MOJIOIBIX CIICITUATNCTAX.

Ha »Tame oOMeHa IaHHBPIMH HMHTEIUIEKTYaJbHBIMA areHTaMU NPEANPHUSTHS H YIPEKISHUSL
o0pa3oBaHHs MPOUCXOJHUT COIOCTaBICHUE MpHOOpeTaeMbIX KBanudukamuii oOydarommxcs ¢
MOTPEOHOCTHIO MPEAPHUITHS.

IIpuMeHeHue TeXHOTOTMH OJIOKYEifH COBMECTHO C HCIO0JIb30BAHHEM MHTEJUIEKTYaJIbHBIX
areHToB AJ1s (pOPMHUPOBAHHUSA 3anpocoB npeanpusaTuii Ha UT-cnenmnanncros

[IpuMeHeHne ONOKYEHH TEXHOJIOTMHM TIpU  (QOPMUPOBAHHMU  3alPOCOB  TPEANIPHUATHHA
Ha U T-cnenuanucToB U UX yIOBICTBOPEHUH, OIIPEEISeTCs CEAYIOIUME (HaKkTopaMu:

— IOBBIIIEHNE TOYHOCTH MJIAHUPOBAHMS KaJpOBOM MONMTUKH MPEINpHUATHH 32 CYET
BO3MOKHOCTH yCTAHOBIICHUS MPEABAPUTENBHBIX TOTOBOPHBIX OTHOLIEHUN C OyIyIIUM COTPYAHUKOM;

— MOBBILIEHUE JI0BEpHsI OOydaroIlerocss B BOIPOCaxX IOCIENYIOLIEr0 TPYAOYCTPOWCTBA, YTO
ocobeHHo akryanbHO st UT-unnycrpumy;

—o0ecrieueHne y4pexaeHHss 00pa30BaHHS JIOCTOBEpHOH HH(OpManmeidl OTHOCHTEIHHO
TPYAOYCTPOWCTBA BHIITYCKHUKA TIPH O(POPMIIEHIH CMapT-KOHTPAKTa C YIaCTHEM BCEX CTOPOH.

B cityuae 3aximioueHuns JOroBOPEHHOCTENH MEKAY paboToaaTeNIeM 1 BBITYCKHUKOM YUPEKIEHHIO
00pa3oBaHHs OTBOAMTCS POJIb apOUTpa, KOTOPBIM MO YCIOBHIO CMapT-KOHTPAKTa MOXET MOTpeOOBaTh
OT MPEINPHUATHS BHECCHHS 3aJI0Ta B KPUIITOBAIIOTHBIX TOKEHOB 10 MOMEHTA UCIIOIHEHUSI KOHTPAKTa.
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Peanmzanusi cMapT-KOHTPaKTA B ceTH OJI0KYeHH

Hns peammzanmn anroputMoB MA B ceTnm ONOKYeWH W Ienel MOCHENYOmEed IpOBEPKH
WCIIOJIB3yeM BO3MOXKHOCTH CMapT-KOHTPAKTOB [6]. st pa3paOOTKH ¥ TECTHPOBAHHUSA CMApPT-KOHTAKTa
UCIIOJIb3YEeM TECTOBYIO OJOKYEWH CeTh Ha JIOKaJbHOM BBIYMCIMTEIHHON MAalldHe, CO3JaBaeMyl0 Ha
ocHoBe npunoxenust Ganache [7]. Ganache npegocraBisieT BO3MOKHOCTD CO3/IaHUS BUPTYAIbHOM CETH
OytoK4eitH, cocTosimuii MakcuManbHO U3 10 ydacTHHKOB (B paboTe HCIONB3yeTcsl 3 ydacTHHKA) —
aapecoB Ethereum. Ilpu aktuBanmu co3maroTcs agpeca C 3aKpBITHIMU KIIOYaMH, a TaKKe KaXIOMY
aJipecy MpUCBaMBACTCsl CyMMa KPHIITOBATIOTH B pazmepe 100 exunuir Ethereum mist ocymectBienus
TpaH3aKIUi U OTJIaJIKU B3aUMOJEHCTBUIA.

JIpyTUM HMHCTPYMEHTOM, HCHOJB3YEMbIM JUIsl pa3padOTKH CMAapT-KOHTAKTOB, SIBIISCTCS
Remix [8]. Remix — 310 cpena pa3paboTku, mpUMeHsieMast He TOJIBKO JUIS CO3J[aHHsI CMapT-KOHTAKTOB,
HO ¥ JIJISl UX OTJIJIKH, TyOIHKAIMYU B CETh OJIOKYEHH (B TOM YHCIIe, CO3aHHYIO JUTS TIPOBEJCHUS TECTOB
Ha JIOKJIbHON MaIliHE), TPOBEPKU PabOTOCIIOCOOHOCTH | T.1., HCIIOIB3YsI sI3bIK pa3pabotku Solidity.
OO1miee B3aMMOJICIICTBUE OCYIIECTBISICTCS MIOCPEACTBOM MPOTPaMMHBIX aJITOPUTMOB Ha OCHOBE SI3bIKA
Python.

ITporpaMMHBIH aNTOPUTM MPEICTABICH B BUAC TpeX (YHKIUH, MO3BOJSIFOIIUX BBIMTOIHHUTH
CIIEYIONINE 3a/1aUH:

— COXpaHEHHE 3HAa4YeHHUs] B CETH OJOKYEHH (B KOHTEKCTE Pa0OTBhl — 3HAYCHHUS XOII-QYHKIUH
(haitna SIIEKTPOHHOTO JOKYMeHTa 00 00pa3oBaHun);

— 3a/IaHUE 3HAYCHHUSI, COXPAHSIEMOTO B CETH OJIOKYCHH;

— BO3BpAT 3HAYCHUSI I10 3aIpocy.

[Tocrne myOauMKalu KOHTpakTa B cpeie RemiX KOHTPaKT CTAHOBHTCS JOCTYITHBIM IS €ro
UCTIONb30BaHMS € 33JaHHBIMHM TMapaMeTpamd. [10 WTOraM BBITIOJHEHUS TONy4YaeT CICAYIOIINe
pe3yIbTaThI:

— chopMUpPOBaHHBIH (AT 3JICKTPOHHOTO JOKYMEHTa 00 00pa30BaHUH YCTaHOBJICHHOTO 00pasIia,
cozeprkanuii HeoOxouMble qanHbie — 1014598.pdf;

—3nauenne  xom-¢pynkimn  SHAL  amektponHoro — gokymenta — 1014598.pdf  —
6d80deff635c5e3b4c6d1chd491cd8c558027688;

— HOMeEp TpaH3aKIUU nyOIuKaIu X3II-CYMMBI B ceTH ONOKueiH —
0x22a3057d8a4abad1720c54b246f50bc32af5d89c81eb63a7bcOe371leaab5¢c4a5b;

— anpec otnpasurenst — 0Xx3994Dacf68A445Af612F8fDd2ff34c9a5¢4a8D23;

—3HavueHue xom-QyHKIMM B BHae (X data, omyOiaukoBaHHOEe B ceTH OJOKYEHH —
0x9f2ad4c00000000000000000000000000000000000000000000000000000000000000020000000000
0000000000000000000000000000000000000000000000000000028366438306465666636333563356
5336234633664316362643439316364386335353830323736383800000000000000000000000000000
0000000000000000000.

ANTOpUTM TPOBEPKH JTOCTOBEPHOCTH BBITIONHSACTCS CICAYIOIINAM 00pa3oM:

— I0JIL30BATENb, MOJYYHUBIINN paHee 0003HAYEHHbBIE JaHHBIE M OCYIICCTBIISIONINN MPOBEPKY,
BBIYHCIISICT XOUI-3HAYCHUE SJICKTPOHHOIO JOKYMEHTa, UCIIONB3Ys JIMOO OTACNBHOE IPOrPaMMHOE
oOecrieyenue, 1100 HWHTEPHET-CEPBUCHI (Hampumep, https://emn178.github.io/online-
tools/shal_checksum.html);

— MOJy4eHHOE 3HaYeHUe XOI-QYHKIIMU COBIAJAET C MPEIOCTABICHHBIM, U Jiajiee HEOOXOIMMO
OCYILIECTBUTH IPOBEPKY 3HAUEHHUS, OITYOJIMKOBAaHHOTO B CETH OJIOKUYeHH. [J1s1 5TOro He0OXOJMMO HATH
tpan3aknuio 0x22a3057d8a4aba41720c54b246150bc32af5d89c81eb63a7bcOe371eaab5c4asS B cetn
Ethereum mo anpecy https://etherscan.io, u mo HoMepy TpaH3akuuu monyduth ganHsie tx data (input
data);

— HEOOXOIUMO OCYIIECTBUTh KOHBEPTALMIO JAHHBIX W3 MICCTHAAUATCPUYHON CHCTEMBI
cuncienust B ASCII Tekct, ucrnonb3ysi mporpaMMHbIe TIPOJAYKTHI Uil TPeoOpa3oBaHus WIH OHJIAIH-
cepBHcHI (Hanpumep, https://www.rapidtables.com/convert/number/hex-to-ascii.html).

3akiIoueHne

Pa3zpaboTraH anropuT™M WHTEIIEKTYaJIbHOTO areHta (OpMUpPOBAHUS 3aIPOCOB MPEANPHUSITHN Ha
UT-cnenuanucToB ¢ HCMOJIb30BAHHEM MYJIbTHATCHTHBIX WH()OPMAIIMOHHBIX CHCTEM. PaccMOTpeHBb
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ANTOPUTMBI  Pa0OTBHl HMHTEJJICKTYalbHBIX areHTOB TPEANPHATHS W YyUYpeKICHHS 0Opa3oBaHMI,
00BeIMHEHHBIMEI eTMHON HHpOpMaIrmoHHoH cpemoit. s MA npeanpusatus paccCMOTPEH HPHUHIIHAI U
NTOPUTM aHAIN3a KaJpOBOrO MOTEHIMANIA, HA OCHOBAHUM KOTOPOTO INPHHUMAETCSA YIPABIECHYECKOE
pemienre U npoucxoaut B3aumozeiicteue ¢ MA YO. Pazpaboran anroputMm B3aumozencteus MA c
oOyyaromuMcs Ha IpUMepe 3aKII0YEHHUs] CMapT-KOHTpPaKTa Ha IMOCIEAyIollee TPYAOYCTPOHUCTBO.
Pa3paOotan u peann3oBaH CMapT-KOHTPAKT U MPOBEpeHa paboTa MPOrpaMMHBIX aJrOPUTMOB.

ALGORITHMS AND IMPLEMENTATION OF INTELLIGENT AGENTS FOR
INTEGRATION OF ENTERPRISES AND EDUCATIONAL

D.A. KACHAN, U.A. VISHNYAKOU

Abstract. Algorithms for requesting the required specialists from enterprises and optimizing their
output by educational institutions based on multi-agent technology are developed.an algorithm for
the operation of an intelligent agent is presented for information support. The article shows the use
of blockchain technology in the formation of enterprise requests for its specialists and their
satisfaction. Elements of smart contract implementation are given.

Keywords: intelligent agent, blockchain technology, smart contract.
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YMEHBIIEHUE BUBPAIIMOHHON YYBCTBUTEJIBHOCTH
KBAPIHEBBIX 'TEHEPATOPOB

B.B. MYPABBEB, C.A. KOPEHEBCKUI1, H.M. HAYMOBHY, B.H. KHIIKO

Benopycckuii cocydapcmeennblii ynusepcumem ungopmamuxu u paouosnekmponuku, Pecnybnuxka benapyce

Hocmynuna 6 peoaxyuro 8 nosiops 2020

AnHoTammsi. [lokazaHo, 4YTO TpUMEHEHHE BHOpOTacHTeNeil MO3BONSET OOSCIeYUTh
s dexTrBHOE yMeHbLIeHHE (Da30BBIX LIYMOB KBAapLEBBIX I'€HEPATOPOB HA YacToTax Ooiee
300 I'u. dns ymenbpmienns $pa3oBbIX ITyMOB Ha yacToTax MeHee 300 ' mpoBeneHa pa3paboTka
Y 9KCIIEpUMEHTAJIbHBIE HCCIIEIOBAHUS AIEKTPOHHON CXEMbI KOMIIEHCAIIMH, KOTOPasi IO3BOJISIET
YMEHBIIUTh MOIITHOCTh ()a30BBIX IIYMOB reHepaTtopa Ha 20-25 nb.

Knouesvie cnosa: (a3zoBple IIymMbl TeHepaTopa, BHOPOTacCHTENHU, 3JIEKTPOHHBIC CXEMBI
KOMIICHCAIUH.

BBenenue

Jo HacTosimero BpeMeHH HanOoyiee PaclpOCTPAaHEHHBIM BHJIOM OIOPHBIX I'€HEPAaTOPOB VIS
MaJIOrabapuTHBIX CHHTE3aTOPOB YacTOT SIBJISIIOTCS KBapleBble reHepaTopbl. CTaOMIBHOCTh 4aCTOTHI
KBapLEBbIX T'€HEPATOPOB 3aBUCUT OT MHOTHX IIapAMETPOB, B YACTHOCTH, OT BO3JEHCTBHS YCKOPEHUS
wid BUOpanuu, 4To OCOOEHHO KPUTHUYHO JUIS HEKOTOPBIX BAPUAHTOB INPUMEHEHUS! KBapLEBBIX
TeHepaTopoB, HANpUMEp, NpH HMX PaboTe Ha MOJBIKHOW TexHUKE. JaHHBIM mapaMeTp HpPUHSTO
Ha3piBaTh (G-4yBCTBUTENBHOCTHIO TeHepaTopa. OH ompenensercs Kak OTHOCHTEIbHOE H3MEHEHHE
BBIXO/IHOM YacTOThl Te€HepaTropa IpH BO3AEUCTBUU yckopeHus 1g. HanGonpmmii cOBUT 4YaCTOTHI
re’eparopa HaOIr01aeTcsl B Ciydae, €Cliv MIPHI0KEHHOE YCKOPEHUE HANIPaBIeHO NapaljieIbHO BEKTOPY
G-uyBcTBHUTENbHOCTH. BenmuuuHy u opuenranuio Bekropa G-uyBctBUTenbHOCTH (I') ompenenstorT
MyTeM H3MEpPEHHs OT/ICJIbHBIX B3aUMHO OPTOrOHAIBHBIX KOMIIOHEHT M0 X, ), Z [1].

Onucanue 3KCepUMEHTA

IIpoBeneHHBIE 3KCIEPUMEHTAIBHBIE HCCIENOBAHUS IOKA3ajdd, YTO OCHOBHBIM HCTOYHUKOM
(ha30BBIX IIYMOB CHHTE3aTOPOB NPU BO3ACHCTBUH BUOpALMi SIBIIIETCS KBapLEBhI T€HEPaToP.

Ha puc. 1 mnpuBeseHsl pe3ynabTaThl SKCIIEPUMEHTAIBHBIX HCCIEIOBAHMA IIYMOBBIX
XapaKTepUCTUK KBapLEBOIO IeHeparopa NMpH OTCYTCTBHM (HWXKHSS KpHBas) W HaIM4YMM (BEPXHSSA
KpHBas) BUOpalMid C CIEKTpaJbHOM MuIoTHOCTBIO MomHoctn 0,04 g2/T'n. Buano, uyTo Hammuume
BUOpalMii TPUBOJUT K YBEIMYEHHIO CIEKTPAJIbHOW IIOTHOCTH (Da30BBIX MIYMOB KBapIEBOTO
reHepaTtopa B 0byacTv HIKHUX 4acToT A0 50 ab. [y yMeHbIIeHUs CIEKTPaIbHON MIIOTHOCTH (ha30BhIX
IIYMOB pa3pa0oTaHa 3JeKTPOHHas cxeMa KoMIeHcalru. Ha KBapleBblil reHepaTop ycTaHaBIUBAETCS
aKcelepoMeTp, H3MEpSIONU BPEMEHHYIO 3aBHCUMOCTh HM3MEHEHHs] BHUOpamuii Ha KBapleBOM
pesoHatope. CurHan akceiepoMeTpa YCHJIMBAeTCS U IIOCTYIAeT Ha BXOJ KOPPEKLUH YacCTOThI
KBapleBoro reneparopa. dasza BBIXOAHOrO CHrHaja akcelepoMeTpa BHIOMpAaeTcs TaKHUM 00pazoM,
YyTOOBI JIeBHALMSI YaCTOTHI, 00YCJIOBJIEHHAs] CUTHAJIOM aKceJlepoMeTpa, Obljla paBHA 10 BEJIWYHMHE U
IPOTHUBOIIOJIOKHA [0 3HAKy JAEBUAIMM YacTOThI, OOYCJIOBJIEHHON BO3ICHCTBUEM BHOpallUM Ha
KBaplEBYIO MJIACTHHY.
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Puc. 1. CiextpaspHast INIOTHOCTH MOIITHOCTH BUOPAIHiA, BO3ACHCTBYIONINX HA KBAPIEBBIN T€HEPATOP

Ha puc. 2 mpuBeneHsl pe3yibTaThl 3KCIEPUMEHTANBHBIX HCCIEAOBaHUN (Pa3oBBIX HIYMOB
KBapleBoro renepatopa. HuxHss kpuBas — mryMsl cuHTe3aTopa Ha yactote 100 MI'y mpu oTcyTcTBUU
BUOpanmii; cpeqHsist KpuBasi — (pa3oBble HIYMBI KBapIIEBOTO T'€HEpaTopa MpH HAJWMYUH JICKTPOHHON
CXEMBbI KOMIEHCAlMH (ha30BbIX IIYMOB; BEPXHsIs KpUBas — (ha30BbI€ IIyMbI KBAPLIEBOIO FeHEpaTopa Npu
cniekTpanbHOU motHocT BuOpammid 0,04 g2/I'm; cpemmsist kpuBas — (ha3oBbIe IIYMBI KBapIIEBOTO
reHeparopa Ipy HATUYUH IEKTPOHHON CXeMbI KOMITCHCAIINH.

Legend
— Venzel s nokoe = Venzel ¢ noas 6e3 komn M3MC sce ot — Venzel ¢ noas komn M3MC sce ocn Square_Synth_Spec Trap_Gen_Spec
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Puc. 2. ®a3oBble mIyMBI KBapIIEBOTO IeHEPATOpPa P HCIIOIH30BAHUU B CXEME JIICKTPOHHON KOMIICHCAIHH
MOMC patdmka u MorHocTH BuOpanuii 0,04 g2/T'1

W3 puc. 2 BunHo:

—cxeMa DJIIEKTPOHHOW KOMIIEHCAIIMM TO3BOJISIET obecrieunTh 3(Q(HEKTUBHYIO KOMIICHCAIHIO
(ha3oBEIX IIIyMOB TeHepaTopa B quana3one yactot 20-300 'y (mo 25 ab);

— YMeHbIIIeHHe d3PPEKTUBHOCTH CXeMa SJIEKTPOHHON KOMITEHcalnu Ha JacTotax meHee 20 [,
00ycioBiieHa HepaBHOMEPHOCTRI0O AUX akcenepomeTpa;

— yMeHblieHre 3Q(HEKTUBHOCTH CXeMa JJIEKTPOHHOM KOMITeHcaluu Ha yactorax Oosiee 300 I,
00yCIIOBIIEHA BpEeMEHEM 33/IEPKKH CUTHAJIA B aKCeJIEpOMETpe, BHITOTHEHHOM 10 MOMC TeXHOJIOTHH.

OddexTuBHOE yMeHbIIeHHE (PAa30BBIX IIYMOB I'eHepaTopa Ha yactotax Oosee 300 I't, Mmoxer
OBITH 0OECTIeUeHO:

— IPUMEHEHUEM CEPUIHBIX BUOpOTACUTENCH;

— YBEITMYECHUEM MAaCcChl KBapIIEBOTO IeHEPaTopa;

— IpUMEHEHNEM aKCeJIePOMETPOB C MAIIbIM BPEMEHEM 3aJIEPHKKH.
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[Tony4yennsle pe3yiabTaThl MOKA3BIBAIOT, YTO MPUMEHEHHUE SJICKTPOHHBIX CXEM KOMIICHCAIIUU
MO3BOJUT O00ECHeYnTh 3HAYNTEIFHOE YMEHBIIEHHE MOIMHOCTH (Ha30BBIX IIYMOB KBapIleBOTO
reHepaTopa, U UCTIOIb30BaTh CEPUIHBIC, MAIIOTa0APUTHBIE BUOPOTACHTEIH.

3akioueHne

Hdns  obecrieueHnst Manoii BHOpPAIMOHHONW YYBCTBUTENIBHOCTH KBapIEBBIX T'e€HEPATOPOB
HEOOXOMMO OJHOBPEMEHHOE HCITOF30BaHNE BUOpOTACUTENEH M AIIEKTPOHHON CXeMBbl KOMIIEHCAIIHH.
OTO TO3BOJIIET YMEHBIINTH CHEKTPAIbHYIO IUIOTHOCTH MOIIHOCTH (a30BBIX ILIYMOB KBaplLEBBIX
rereparopoB Ha 20-25 nb.

REDUCING THE VIBRATION SENSITIVITY OF QUARTZ GENERATORS

V.V. MURAVIEV, S.A. KARANEUSKI, N.M. NAUMOVICH, V.N. KIYKO

Abstract. It was shown that the use of vibration dampers makes it possible to effectively reduce the
phase noise of quartz oscillators at frequencies above 300 Hz. To reduce phase noise at frequencies
less than 300 Hz, the development and experimental research of an electronic compensation circuit
has been carried out, which makes it possible to reduce the power of the phase noise of the generator
by 20-25 dB.

Keywords: generator phase noise, vibration dampers, electronic compensation circuits.
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HHEPCIHHEKTHUBBI UCITIOJIb3OBAHUSA CUT'HAJIOB
C OFDM B CUCTEMAX CBS31 JUAITA30OHA OBY

AJL. XOMUHNY

Benopycckuii cocydapcmeennblii ynusepcumem ungpopmamuxy u paouosnekmponuku, Pecnyonuxa Benapyce

Hocmynuna 6 peoaxyuro 3 nosops 2020

AnHoranusi.  PaccMaTpuBaeTcs ~— BO3MOXHOCTH  HWCIOJNB30BAaHUS — PAIUOCHUTHAIOB  C
MHO)KECTBEHHBIMU HECYIIIUMH C OPTOroHaNbHBIM yiuioTHeHHeM (OFDM) B TakTHyeckux cuctemMax
CBSI3U JHMAaIa3oHOB oueHb BhICOKHX (OBY) m wactiuno yneTpaBeicokux (YBY), 1.e. ot 30 MI't no
512 MI'u. AHaIu3upPYIOTCA MEPCIEKTUBLI Pa3BUTHUSL CHCTEM CBSI3U C TOYKU 3PEHHS YBEIUUCHHS
MPOITYCKHOW CIIOCOOHOCTH U COIYTCTBYIOIINE STOMY ITPOOJIEMBI.

Kntouegvie cnosa: nmpolryckHasi CiocOOHOCTb, CUMBOJIBbHAsI CKOPOCTb, HECYINAs, MEKCHUMBOJIbHAS
uHTEep(epeHI, MHOTOIy4eBOE PacCIpOCTPaHCHUE.

BBenenue

[IpakTHyuecKkn CBEPIIMBIINICS TIOTHBIN TIEpeXxo]] Ha UG POBbIE METOABI 00pabOTKH U Tiepeadn
pedn, n300paKeHUH W TaHHBIX OKA3bIBAeT BIMSHUE U HA MCIIOJIb30BaHUE TAKTUYECKUX CHUCTEM CBSI3H,
OOJIBIIIMHCTBO U3 KOTOPBIX paboTaloT B jauana3one dactor oT 30 g0 512 MIn. Jlonroe Bpems 3Tu
CHUCTEMBI HCIOJBb30BAINCH TOJNBKO IS TEpPellayd pPeYd, C TMPEUMYIIECTBEHHBIM HCIIOIb30BaHUEM
yacToTHOW Moayisinuu (UM) U y3KOMOJIOCHBIX, C MMPUHOMN TOJO0CH 4actoT 25, 12,5 umm 8,33 k[,
KaHaJoB CBA3U. B koHue XX BeKa 3TH CUCTEMbl MMOJYYMIIM BO3MOXKHOCTH IEPENAuM JAaHHBIX CO
ckopocTsiMu B miperenax or 1,2 mo 19,2 kOMT/c U B NMPAaKTUYECKH HEM3MEHHOM C TeX TOp BHJE
BBIITYCKAIOTCS KAK OTCUECTBCHHBIMH, TaK M 3apyOSKHBIMU TPEeANPHATHIME [ 1-6].

B HacTosimiee BpeMst TpeOOBaHMSI K TAKTHUECKHM CHCTEMaM CBSI3M, B TOM YHCJE M CHCTEMaM
00€eBOTro ympaBlIeHUs CYIIECTBEHHO MeHstoTes [7]. OHM MOIDKHBI 00€CTIeunBaTh HE TOJBKO Mepeaady
pedn B IUGPOBOM BHJIE, HO M JaHHBIX, a JKeJaTeldbHO eimle U BupeowHpopmanuio. [Ipu stom ams
nepeayd pevr, B 3aBHCUMOCTH OT TPeOOBaHMH K KayeCTBY M THIIA KOJIEKa, JOCTATOYHOW OyneT
CKOpOCTH Tiepesiauu B Tipeenax ot 1 g0 10 kout/c, cpefHsis CKOpOCTh Niepeiavyn JaHHBIX MOXKET OBbITh
HEBBICOKOH (€IMHUIIBI, MAKCUMYM JIECATKN KOUT/C), HO 3TH JaHHBIE CIEYIOT, KaK PaBUIIO, B ITAKETHOM
pPEeXUME U Ul TOCTH)KEHUSI MUHUMAJIBHOW 3a/IEPKKU MX IMepeaady MHUKOBas CKOPOCTh JOJDKHA OBITh
JIOCTAaTOYHO BBICOKOH (COTHU KOWT/C, a B psijie ciydaeB M BbIle). Ecim jxe cTaBHUTh 3a7auy repenadu
BUJIEO0, TO 37IECh TIOTPEOyeTCsl CPEIHSS IPOITyCKHASI CIIOCOOHOCTh B COTHU KOWT/C Ha OJIMH KaHal.

Hcnonp30BaHue y3KOMOJIOCHBIX KaHAMOB ¢ rosiocamu 5/8,3/12,5/25 kI’ He mo3BosieT 100UThCs
MIEPEYUCIICHHBIX CKOPOCTEW TMepejayd Jake IMpU  HCIOJIB30BAHUM MHOTONO3MIMOHHBIX BHJOB
MOIYJSLUU, K TOMY JK€ CYIIECTBEHHO CHIDKAIONIMX OMEXOYyCTOWYMBOCTh. lloaToMy oueBHIeH
nepexo/1 K MIMPOKOIOJIOCHBIM CHCTEMaM WIIM 32 CUeT 0ObeIMHEHNSI HECKOJIBKUX KaHAJOB, MJIH 33 CUET
WCIIOJIb30BaHMUs MHOM CETKH YacTOT, MPH 3TOM M METOAbl (DOPMHUPOBAHUS PAaTUOCUTHAIIOB TAaKKe
craHoBsATCs MHBIME [8, 9]. Tlom00HBIE pelieHUs yKe CYNIECTBYIOT U KOJM4ecTBO ux pacret [10-15],
MPEKe BCETO OCBAaMBAETCA AMAIa3oH 9acToT oT 225 mo 450 MI'n, mpu 3TOM MOKET WCIOIB30BATHCA
ceTka 4yacToT ¢ maroM 125 wmm 625 k't u monocoit yactor paguocurHana 660 kl'u mmm 4 MI'g
COOTBETCTBEHHO. B HeMasoi cTeneHn ATOMY CIIOCOOCTBYET HCIIOJIb30BaHNE KOHIETIIMHA MPOTPAMMHO
onpenensiemoro pamuo (SDR), mosBonsiomieli B mpemenax 3alaHHOM TIOJIOCH YacTOT THOKO
BapbUpPOBaTh MapaMETPhl MOAYJSLMU U MOMEXOYCTOWYHMBOIO KOAMPOBAHMS, aJalTHPYs CHUCTEMY K
KOHKPETHBIM YCJIOBUSM HCIIOJIb30BaHUS.
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B Toxe Bpems mepexo]| K IMHUPOKOMOIOCHBIM CUCTEMaM MOPOKIACT MPOOIeMbl, KOTOPbIE OBLIH
MaJIO aKTyallbHBI paHee, OJHOM 13 Hanbosee BaXKHBIX KOTOPBIX SBISETCS BIMSHUE HAa KAYECTBO CBS3H
MHOTOITy4eBOTO pacupoctpaHenus paanoBonH (PPB). Omma w3 cmoco0oB ee pemieHHS W
paccMaTpUBaeTCs Janee.

AHaau3 ucnojan3oBanusa curaajos ¢ OFDM B cucremax cBsa3u auanazona OBY

W3BecTHO, 9TO peanbHAst MUKOBas CKOPOCTH IEpeavr JAaHHBIX B paJrOKaHalle OMPEeAeIseTCs
BBIPKCHUEM

B_Iogz(M)RAF_

1+ o IOgZ(M)BCI/IMB'

rae M — pa3MepHOCTh CHTHAJIBHOTO CO3Be3Ms; R — OTHOCHTENbHAsi CKOPOCTh MOMEXOYCTOHYMBOTO
KOAMpoBaHus; AF — MIMpUHA MOJOCH YaCTOT pajuoKaHania; o — K03()(QUIMEHT pacuIMpeHus MOI0CH
4acTOT paJHOCHUTHAJIA 110 CPABHEHUIO C TEOpeTHYEeCKuM IpenenoM (mpexaenoM HaiikBucra), 00bIYHO
BeIOUpaeTcs B npepenax 0,1...0,35; B,,,,; — CUMBOJIbHAsI CKOPOCTb.

CpenHsisi CKOpPOCTh IMPH 3TOM OylIeT HECKOJIBKO HIXKE, TMOCKOIBKY TMPH €€ BhIYUCICHHU
YUUTHIBAIOTCSA HHTEPBAJIbI BPEMEHH Ha Iiepeiady CHHXPOHU3UPYIOIUX U CITY>KEOHBIX CUTHAJIOB, THJIOT-
CUTHAJIOB W 3AI[UTHBIX MHTEPBAIOB (TIPH HAJIMYKH), & TAKKE MPOLEHT BPEMEHH aKTHBHOW PabOTHI
CTaHIIMH.

B nanpHeiimem, Ans yOpOLICHHS pPAacCyXIEHHH OyaeM pPYyKOBOACTBOBATHCS IapaMeTpaMu
CHUMBOJIBHOM CKOPOCTH, ITOCKOJBKY MMEHHO OHa HalpsMYI0 ONpeleNnseT IAJIUTENBHOCTh CHUMBOJIA,
BXHYIO [IPH aHAJIN3€e MEKCUMBOJIBHOM HHTEPPEPEHIINH U3-32 MHOTONy4eBoro PPB.

PaccMoTpuM moTeHNIManbHBIE MPOOIEMBI B KaHAIAX CBSI3U ¢ ToJocoit oT 125 kI’ mo 4 MI'm, uro
COOTBETCTBYET YyBEIUYEHUIO B 5...160 pa3 mo CpaBHEHUIO C HUCIOJIB3yeMOW B HACTOSILEE BpeMs
noniocoit 25 k['1. B manbHeimeM pe3ynbTaTbl MOTYT OBITh DKCTPAIOJIMPOBAHBI U HA JPYTHE TOIOCHI
yacrtot. [Ipuanmas o =0,25, monydnm coOTBETCTBYIOIIME 3HAUEHHUS] CUMBOJIBHOM ckopoctH oT 0,1 10
3,2 Mcums/c.

MeskcuMBOJIbHAS WHTEpQEPEHIINST HAYMHACT OKa3bIBaTh 3HAYMTENFHOE BIUSHHE Ha KAa4eCTBO
CBSI3U TPU Pa3HOCTH 3aJePKEK pacrnpocTpaHeHus ydei At, >0,25T ., UTO IPH MPHUHATHIX BbILIE

3HAQUEHUSIX CHUMBOJIBHOM CKOpOCTH paBHO 2...0,0625 MKC M COOTBETCTBYET PAa3HOCTH XOJa Jyde
r =At, xc=800...25m, 31€Ch C — CKOPOCTh PaCIpPOCTPAHEHHUS 3JICKTPOMArHUTHBIX BOJIH B BaKyyMe.

Paccrosnue MCKOY a6OHeHTaMI/I TUIIOBOH TAKTUYECKOH CHCTEMBI CBSI3H MOYKET OBITH OT HECKOJIBKHX
JIECATKOB METPOB JI0 HECKOJIBKHMX JIECITKOB KUIOMETPOB, II03TOMY B YCIOBMSIX MHOTOIy4eBoro PPB,
XapaKTePHOTO /I KPYITHOTO TOpoJia TMO0 XOIMHUCTOW MECTHOCTH, TAKUE PA3HOCTHU MyTeH Tyde JIerko
JOCTHXUMBI. B YCIIOBUAX OTCYTCTBUA HpHMOﬁ PaaAuOBUANMOCTHU, KOI'/Ia BEPOATCH MPUXOJ HECKOJIIbKUX
Jy4el ¢ MPUMEpPHO PaBHOW MOIIHOCTBIO, UX 33I€P)KKa, MPUOIMKAIOIMAsACS K JIINTEIbHOCTH CUMBOJIA,
MPHUBEJIET K IOJIHOW TOTEPe CBS3U NMPAKTUYECKH IMpH JIFOOOM OTHOIICHWH CHUTHAJ/IIIYM Ha BXOE
MPUEMHUKA.,

CymecTByeT 1Ba OCHOBHBIX IYTH pemieHws mpoOieMbl MHoroiaydeBoro PPB — pacmmpenue
CIIEKTpa TepeaBaeMOro CUTHAJIA M YBEJIWYEHUE JUIMTEIHHOCTH CHMBOJIA 33 CUET HCIIOJIb30BAHUS
nepeau Ha HECKOJIBKUX HECYIIIHX.

[epBbIit crioco® 3akiovaeTcs B 3aMeHe IMepefiaBaeéMoro CHMBOJIA IOCIIE/IOBATENILHOCTBIO, H
ITUPOKO HMCIIONB3YETCS B CHCTEMaxX CBS3HM C KOAOBBIM pazaeneHueM kaHaioB (CDMA). OgHako oH
UMEET J[Ba HEJOCTaTKa, CYIIECTBEHHBIX B PacCMaTpUBaeMOM ciydae. Bo-miepBbIX, MOjoOca 4YacToOT
paJiMOCUTHANIA U TaK MPEAIOIaraeTcs JOCTaTOYHO 00MbInoi (0 4 MI '), peann3oBaTh CyIIECTBEHHOE
€e pacmmpeHne, 0COOEHHO B JMAIa30He 4acToT a0 225 MI, He mpeacTaBisieTcss BO3MOXKHBIM. Bo-
BTOPHBIX, JUIS pPear3ali KOJIOBOTO pa3/ieleHus TpedyeTcs, 4To0bl YPOBHH CHUTHAJIOB, ITOCTYHAOIIAX
Ha BXOJl MPUEMHHKA OT Pa3HBIX aOOHEHTOB, ObLTM OJIM3KU. B yCIOBHSX, KOTJa PaCCTOSHUS MEXIY
a0OHEHTaMH CETH MOTYT Pa3lIMuaThCs HA HECKOJIBKO TIOPSJIKOB, TAKOE pealli30BaTh KpaifHe CIIOKHO.
Tem He MeHee, CHUCTEMBbI C MpPSIMBIM PACIIUPEHHEM CIIEKTpa SBISIOTCS Hawboliee BEPOSTHBIM
KaHUAaTOM Jijisi pabOThl B YCJIOBUSAX, TPEOYIONIMX BBICOKOW IMOMEXOYCTOWYHBOCTH, B TOM YHCIE U
paguodIeKTPOHHONH OOphOBI. EcTecTBEHHO, 3TO BO3MOXKHO TOJIBKO TPH HATUYAH HEOOXOIMMOTO
YacTOTHOTO pecypca.
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B HacTosmieii paboTe aHaNMM3UPYyETCsl BTOPOH MyTh — UCIIOJIb30BAHNE MHOKECTBEHHBIX HECYIIIHX.
[Ipu 3TOM CKOpOCTH mepelaud Ha KaXIoW Hecymied Oyzer cHmwkeHa B N, pas, a IUIMTEIbHOCTb

CHUMBOJIa BO CTOJIBKO K€ pa3 YBEJIMIUTCA. 3,I[CCB u gaimee N 4 — KOJMYECTBO aKTHBHBIX (I/ICHOHLSYCMHX)

HECYILUX.
Ecnu npuHATH 32 IONMYyCTUMYIO 3aJepKKy pacnpocTpaHeHus At, =10MKc , YTO COOTBETCTBYET

pasnoctu xoxa jydeit r=3000M, TO AIUTENBHOCTh CUMBOJIA JOJDKHA ObITh mopsaka 40...50Mmkce .
[IpuHAB MONE3HYIO IIUTEIBHOCT cUMBOJA T, = 40MKC M OTHOCUTEJBHYIO AJUTEIBHOCTh 3alIUTHOI'O
uaTepBana  (3U) T =1/4, MONyduM  TMonHyto  JumtensHocth ~ OFDM CHMBOJIA
Torom =Ta/(@+T; ) =50Mkc. Paccrosame Mexay HECyMMH TIpH  COONIOACHHHM  YCIOBHS
OpPTOTOHATILHOCTH IpH 3TOM cocTaBuT AF =1/T, =25k, 4To X0OpoIIo coriacyercs ¢ maroM ceTKu

4acToT, NPUHITON B HUXKHEH yactu OBY-nuamnasona.

B sTom ciydae npu OIMHAKOBBIX C OAHOYACTOTHBIM METOJOM YCIIOBUSX HCIOIb30BaHUA MOJIOCHI
4acTOT, K IPUMEPY, B YCIOBHOM 2 MI 11 KaHane MOKHO pa3MecTUTh 64 akTUBHBIX HECYLIUX, U3 KOTOPBIX
nopsiaka 50...60 OyayT UCHOIB30BaHBI JJIs TNIEpeadd JaHHBIX, OCTaJbHBIE — KaK MUJIOT-CUTHAJIBL
Hoctmxumas CUMBOJIbHAS CKOPOCTh IIPU 3TOM COCTaBUT

1

B =———=1..12 Mcuwms/c.
T @+ TN,

OTO HECKOIBKO MEHbBILE, YeM B OZHOYACTOTHOM PEXHMME, YTO OOYCIOBICHO HAINYMEM IUIIOT-
CUTHA&JIOB M 3aLIUTHOIO MHTEPBAJIA, OJHAKO IIOMEXOYCTOMYMBOCTh B YCIOBUSX MHOromydesoro PPB
o0ermaeT OBITH CYIIECTBEHHO BhIIIE. Kpome Toro, CKOpOCTh Criajia CieKTPaIbHON IIIOTHOCTH MOIITHOCTH
OFDM-curnana 3a npefenamMyi akTHBHOM TOJOCHI 9aCTOT CYIIECTBEHHO BhImIe, ueM y QAM-curnana,
no3TOMYy KO3((UIMEHT 3amaca ¢ MOXET ObITb MEHbLIEC, COOTBETCTBEHHO CHMBOJIbHAS CKOPOCTh
NpUOIU3UTCA K OJJHOYACTOTHOMY CITyHaro.

besycnoBHo, mpobnemsl npu ucnonszoBanun OFDM-curnanoB Toxe ects. OT0 O0Jiee BBICOKHE
TpeOOBaHUsI K CTaOMJIBHOCTH YacTOT TE€TEPOJMHOB TepellaTiuKa W TPUEMHHUKA, HEOOXOJUMOCTh
o0ecreyeHns1 YaCTOTHOM W BPEMEHHOW CHHXPOHHM3ALMM NPU NPHUEME, COOTBETCTBEHHO YCIIOKHEHHAs!
KOHCTpYKIMsL. Takke HEIOCTaTKOM SBJSIETCS 3HAYMTENBHOE OTHOIIEHHE IHMKOBOM MOIIHOCTH
pajMocUrHana K cpefHei (muk-hakrop), u3-3a 4ero TpeOyeTcs MOBBIIICHHAS JTUHEHHOCTh BBIXOIHBIX
KacKaJoB Tiepe/laTuhKa, YTO YBEIMUMBaeT dHepronoTpediaeHne. Ho B 1ienmoM 3tu po6ieMsl peraeMsl,
YTO TOATBEpKIaeTcss MWMpokuM pacnpoctpaneHuem OFDM-cucrem B 1mudpoBom Teme- u
paluoBelIaHuH, CUCTEMAaX ITUPOKOIIOIOCHOTO OECITPOBOHOTO JJOCTYIIA, COTOBBIX CHCTEMAaX CBSI3U 4-T0
(LTE) u mocnenyromux nokosienuii [ 16—18].

3aKkiIouyeHne

IIpoBeneHHbIN aHAINU3 CBUAETENBLCTBYET O TOM, YTO ImpuMeHeHue curtaioB ¢ OFDM BnosHe
aKTyaJbHO U B cucTeMax cBs3u OBY 1 O1M3KuX K HEMY JIHATa30HOB C yU4E€TOM IIEPCIIEKTUB UX Pa3BUTHS.
W3ydeHne 3apy0eXHOTO ONbITA TIOKA3aJI0, YTO pa0OThI B 3TOM HANpaBICHUU BEAYTCS, U JOCTATOYHO
uHTeHCUBHO [19-21]. Takke aHanu3 MOKa3bIBAET, YTO COBPEMEHHBIE TAKTHUECKHE CHUCTEMBI CBSI3U
JIOJIKHBI OBITh YHHUBEPCAJIbHBIMHU, T.€. MOIJCPKHBATh KaK pa3IMYHbIC MEPCICKTHBHBIC CTaHIApPThI
CBSI3U, TaK W CYIIECTBYIOIIHE, BIUIOTH JO aHAIOTroBhIX. Konrenmus SDR BrojiHe MO3BOJISET TaKyro
peanu3anuto.

Takoxe clieryeT OTMETHTD, YTO B JaHHOW CTaThe HE CTABWIIACH 3a/lada MPUBS3KHA K KOHKPETHOU
CHCTEMe, TIPUHATHIE WCXOJIHBIC JaHHBIE SIBJSIIOTCS THUIOBBIMU (YCPEOHEHHBIMH), OJHAKO TIpH
HEOOXOJMMOCTH MOTYT OBITH YTOYHEHBI JINOO IKCTPAIOJMPOBAHBI HA HYXKHBIH KJIacC CHCTEM, JIHOO
YCTpPOMCTB.
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PROSPECTS FOR USE OF OFDM SIGNALS IN VHF RANGE
COMMUNICATION SYSTEMS

A.L. KHAMINICH

Abstract. The possibility of using multi-carrier radio signals with orthogonal multiplexing (OFDM)
in tactical communication systems of the very high (VHF) and partially ultrahigh (UHF) frequency
band, i.e.,, from 30 MHz to 512 MHz, was considered. The analysis of the development
of communication systems in terms of increasing throughput and the accompanying problems was
given.

Keywords: throughput, symbol rate, carrier, intersymbol interference, multipath propagation.
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TEJIEKOMMYHUKALIUN . CETH M TEXHOJIOT'HU, AJICEBPAHYECKOE KOJJUPOBAHUE U BE3OITACHOCTb JJAHHBIX

VIIK 621.391

OIIEHKA PABOTHI AJITOPUTMA BOJTHOBOI'O BBIPAIIIUBAHU S OBJIACTEM
JOKAJIbHBIX MAKCUMYMOB C BBIBOPOM MUKCEJIEA B IOPSIIKE _
YBbIBAHUSA 3HAYEHUU JJIAA PA3JIMYHBIX TUIIOB ACM-U30BPA’KEHUU

B.B. PABLIEBUY, B.1O. [IBETKOB

benopyccxuii cocyoapcmeennvlil ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnybnuxa Benapyce

Hocmynuna 6 peoakyuro 8 nosops 2020

Annoranusi. [IpousBeneHa oleHka pa®oThl aJropuTMa BOJIHOBOTO BBIPAIIMBAHMS oOOJacTei
JIOKJILHBIX MaKCHMYMOB C BBIOOPOM MHKCelNeil B MOpsike YObIBaHUS 3HAYEHUH ISl pa3IMYHBIX
THUIIOB W300paXeHUH aTOMHO-CHUJIOBOTO MHKpockomna. [TokazaHo, 4TO MpelIoKeHHBIH aIrOpUTM
MOKAa3bIBACT 3HAYNTEIIHHO JIyUIINH PE3yNIbTaT AJIsl H300paKeHMUH, COCTOSIINX U3 MHOKECTBA CIIUTHO
CTOSIIINX 00TacTeH.

Kniouegvie cniosa: aTOMHO-CHIIOBAS MUKPOCKOIIHMA, BOTHOBOC BbIpAllIMBAHUC obuacreii.

BBeaenne

PasnuuHble y3KOCHEIUATM3UPOBAHHBIC M300paXKeHHUs, TPUMEHSIEMbIC JIUIS aHau3a Pa3IndHbIX
SIBICHUI B MEIUIIMHE, METAJUTyPIUuK, HAHOTEXHOJIOTUAX U T.J. TPEOYIOT OMPEICIICHHBIX aJlTOPUTMOB
JUTSE UX 00pa0OTKHU | TIOCIE YOIl OIIeHKH pe3ynbrata. [lpu anan3e HeopraHn4ecKux HaHOCTPYKTYP,
MOJTyYEHHBIX C TIOMOIIBI0 AaTOMHO-CHIIOBOH (nasiee ACM) M cCKaHUPYIOTIEH-30H0BOM MUKPOCKOITUH
(manee C3M) HEOOXOUMO YIUTHIBATh, YTO UCXOJHBIMH JAHHBIMHU SIBJISTIOTCSI MATPHIIBI 30HANPOBAHUS,
conepkamme WH()OPMAIMIO O BBICOTE HAXOXIEHUS OOBEKTOB Ha TOJUIOKKE, KOTOPYIO MOXKHO
WHTEPIPETUPOBaTh, Kak sApkocTh [1]. PaccmaTpuBaembie M300pakeHUsI C MO3UIUU OIEHKUA PaOOTHI
aJTOPUTMOB CETMEHTAITMH MOXKHO Pa3/IeIUTh Ha TPU B 3aBUCUMOCTH OT PACIIOJIOKECHISI HAHOCTPYKTYP
Ha MOJJIOKKE OTHOCHTEJIBHO JPYr Jpyra: rpyimmna oO0ObeKTOB, PaCIoJararolluXxcs Ha IMOBEPXHOCTH
CJIUTHO; OTAEIHHO CTOSIINE 00BEKTHI; O0BEKTHI CO CIIOKHON TOTIOJIOTHEH.

st aBromaruueckoi cermenTaruun ACM-u300pakeHUi TpejyiaraeTcs ajiropuT™M BOJTHOBOTO
BBIpaIMBaHKUs 00JACTEH JIOKAJBbHBIX MaKCUMYMOB C HUX BBIOOPOM B IOPSJIKE yObIBaHHS 3HAUCHHIA
(BOJIMA) [2]. CymHOCTh alropuT™Ma COCTOUT B MCIIOJB30BAHHH M3MEHSIOMIETOCsT OT MaKCUMyMa K
MUHHUMYMY TIOpOTa SIPKOCTH JIJIsi BEIOOpa IMUKCcese pocta obnactel (JIOKaJbHBIX MAKCHMYMOB) HIJIH
MUKCEJICH, MPUCOSAMHIEMBIX K ITMKCEIIAM CMEKHBIX CYIIECTBYIOIINX 001acTel, KOTOPhIE HUMEIOT TaKyHO
JKe WM OOJBIIYIO SPKOCTh. B oTiimdme oT 0OBIYHOTO BBIpanIuBaHus 00JacTed [3], NCIOIB3YIOIIEeTo
MOCIIEIOBATENIbHYI0 00pabOTKy CErMEHTOB, B INPEJIOKEHHOM ajrOpUTME TpaHUIlBl Bcex olnacreit
PaCIIUPSIOTCS BOJTHOOOPA3HO 3a CUET NPUCOSAWMHEHHMS] HEOOpaOOTAaHHBIX COCEIHHUX 3HAYUMBIX
MUKCEJICH, SAPKOCTH KOTOPBIX YAOBJCTBOPSIOT IOPOrY, MOHH)KAaEMOMY IIOocie 00pabOTKH BCex
3HAQUUMBbIX TUKCEIOB MUHUMYMY.

Lenbto paboThl sBNSETCS OLIEHKA PabOTHl aBTOMAaTu4eckoi cermeHTauun ACM-u3o0paxeHuit
0e3 IpeABapUTEIHLHOTO BBIJICICHHUS HA9aIbHBIX TOUEK POCTa 00JIacTel Ha ABYX THIAX NU300paKeHUH.

Ouenka 3¢ (peKTHBHOCTH AJITOPHTMA MOMCKA JIOKATbHBIX IKCTPEMYMOB
HA 0CHOBE EHTPATbHO-CHMMETPHYHOI0 CKAHUPOBAHHS

Jlins mipoBeeHMs OLIEHKH OBblIa co3maHa 0a3a TeCTOBBIX m3o0paxenuii B cpeme Gwyddion [4],
KOTOpble OBUIM Pa3OMTHI Ha [IBe OOJBIINE KATETOPHH: H300pakeHMs mepBoro tuma (puc. 1 a, 6),
HUMCIOIIUE OTACITBHO CTOSIIHE 3JCMEHTHI Ha TMOAJOXKKE W BTOporo Tuma (puc. 1 6, 2), uMeronme
CIIMITIIMECS TPYIIIBI 3JIEMEHTOB Ha mozytokke. st peanuzanuu 205 TectoBbix ACM-H300pakeHuit ¢
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00BEKTaMHU Pa3HBIX CBOWCTB M pa3MepoB MCmob30Baacs GWyddion u HHCTPYMEHT «CHHTE3UPOBATHY.
Kaxmoe W3 HUX CONEPXKUT Pa3IMYHBIE MO pa3Mepy, OCOOCHHOCTSM W B3aMMHOMY PAaCIOJIOKEHHUIO
00BeKTHL. TpexMepHbIe MOAETTH HEKOTOPHIX N300paKEHUH TIpeICcTaBlIeHbBI Ha puC. 1.

Jlnst oneHKH pabOTHI AITOPUTMA MCIIOJIB30BATNCH TaKUE TapaMeTpPhl KaKk Mepa OJHOPOIHOCTH
MpU3HAKa BHYTPH CETMEHTA, KOHTPACT Ha TPaHUIle CETMEHTOB, KOMIUIEKCHBIN KPUTEPHUN U KOTUIECTBO
CerMeHTOB [5].

Kpurepuit oHOpOAHOCTH OCHOBAaH Ha 3HAYCHHM JMCIEPCHUHU MpPHU3HAKa BHYTPU CETMEHTOB U
BBIUUCIISIETCS TI0 (hopMyIie

; G
=1- 3 =0 (1)
S;eMz
Aioiz

2
max

rue ; = — Bec, Ompejersomuii Bkaan cermeHra B ACM-usobpaxenue, 4 — Iiomans

4,0
PacCMaTPUBAEMOTO CETMEHTa, A, — TIIONIajlb BCErO PErHOHAa MHTEPECa, G- — AMCIEePCHsl MPU3HAKa
(3mech ¥ manee moj| MPU3HAKOM MOHMUMACTCs 3HAUCHUE SIPKOCTH MIIA BBICOTHI ISl KaHaia topography,
ACM-u300paxeHuii) B paccCMaTpUBAEMOM CEIMEHTE, KOTOpasi onpesensercs mo gpopmyie (2), 62

MaKCHMAaJIbHOE 3HAUCHHE JAUCIICPCUU TPU3HAKa, onpenesercs no Gopmyie (3), N — HOPMHPYOIIUH
MHOXHTEITh

Gizzgs:(fi;i fi)’ )

» 1 2
Omax = E( fmax - fmin) ' (3)
rac fmax y fmin — MAaKCUMAJIbHBIC U MUHUMAJIbHBIC 3HAUCHU IPHU3HAKA HAa BCEM PETUOHE UHTEpPECa (I[.T[f{

TECTOBBIX M300pakeHHI — BCS MaTpuIa 30HauMpoBaHus Mz ), f, — cpenHee 3HaueHue SAPKOCTH B

paccMaTpuBa€MOM CETMCHTE. I[aHHaH MEpa UCIOJb3YETCA IJId pacueTa KOMIIJIEKCHOI'O KPpUTEPH.
KOHTpaCT Ha rpaHulC COCCAHUX CCTMCHTOB OIIPCACIIACTCA KaK

S;eMz
CMZ - 1 (4)
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SieMz
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BEC, ompeneisiommii Bknajg cermeHta B ACM-m3oOpaxkenue, 4, — IUomane paccMaTpHBAEMOro

cermenta, A, — TUIOA/b BCETO PETHOHA MHTEPECA, G, — JMCIIEPCHS MPU3HAKA (31€Ch U JIAlIEE TI0]1
NPU3HAKOM TTOHUMAETCS 3HAYCHHUE SIPKOCTH MJIH BHICOTHI J1JIst Kanasta topography, ACM-n3o0paxeHHii)
B PacCMaTPUBAEMOM CETMEHTE, KOTopas ompezpensercs mo dopmyne (2) f. — cpeanee 3nadeHue

SIPKOCTH B pacCMaTpUBAEMOM CETMEHTE.
Jns KoHe4YHOH OIEeHKH paboThl aITOPUTMOB CErMEHTAINH OyJIeT NMPUMEHEH KOMIUIEKCHBIN
KPUTEPUH, YIUTHIBAIOIINN OJJHOPOJHOCTE IPHU3HAKA BHYTPH CETMEHTALIMN H UX KOJIMYECTBO

_ &’ R(A),
9 =10000N Z[1+IogA ( A al ©)
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rae N — KOJHYeCTBO MUKCeNell Ha M300pakeHHH, R — KOIMYEeCTBO CErMEHTOB, Ai — IUIOMIAAb I-T0O
CerMEHTa, €j — BEIMYMHA, XapaKTePHU3YIOIas CTENeHb OJHOPOAHOCTH I-ro cermenta, R(Ai) —
KOJINYECTBO CETMEHTOB, MMEIOIIMMH TUIOMIA b A.

[TosrydeHHBIC CTATUCTHYECKUE TAHHBIE JUIA JIBYX PeUMOB padoThl BOJIMA (¢ uCIoIb30BaHuEM
OCTaHOBKHM Ha yPOBHE TIOJUIOKKH U 0e3) mpexactaBieH B Ta0n. 1 (st TectoBeix ACM- m3o0paskeHuit
mepBoro Tumna) 1 Tadir. 2 (s TecToBeIXx ACM-N300pakeHH BTOPOTO THTIA).

a 0 8 2
Puc. 1. TpexmepHasi MOBEPXHOCTh HEKOTOPBIX TECTOBBIX U300pakeHuil, cuHTe3upoBaHHbIX B Gwyddion:
a, 6 — N300paKeHUsI, OTHOCSIIIHECS K IEPBOMY THITY; 8, 2 — H300payKEHUS, OTHOCSIIHECS KO BTOPOMY THITY

Tabmuna 1. CtaTucTHYecKasi OleHKAa Pe3yJbTaTOB CerMEeHTAUHT
TeCTOBBIX H300pakeHUli nepporo Tuna aaropurmom BOJIMA

Cermen- CraTucTHYecKHe Komnaecto Opnoponnocts | Kontpact Ha rpannne | KommiekcHsrit
Taus TIOKa3aTenn CErMEHTOB CerMeHTa CErMEHTOB KpUTEpHii
9 Jucnepcust 157188,5050 0,0078 0,0037 7,03E-07
2 E Menuana 116,0000 0,7432 0,1315 1,58E-05
S % CpenHee 3HaYCHUE 299,3714 0,7549 0,1446 1,05E-04
5 § CrangapTtHoe 396,4700 0,0886 0,0605 8,38E-04
M OTKJIOHEHHUE
= Jucnepeust 154805,7842 0,0011 0,0171 1,05E-02
%ﬂ 5 Menunana 116,0000 0,9176 0,9945 2,05E-06
o
5 = CpenHee 3HaUYCHUE 298,1524 0,9307 0,9466 1,96E-02
=
m 3 CranpapTHoOe 393,4537 0,0326 0,1308 1,03E-01
© OTKJIOHEHHE
Tabnuna 2. CTaTucTHYecKasi OleHKAa Pe3yJbTaTOB CerMeHTAUHU
TecTOBBIX U300paxeHuii BTOporo tuna aaropurmom BOJIMA
Cermen- CraTucTHyecKue KomuuectBo Opnoponrocts | Kontpact Ha rpannne | KowmmekcHsrit
Tarus TOKa3aTenn CErMEHTOB CerMeHTa CErMEHTOB KpUTEpHii
- Hucnepcust 17126,0464 0,0112 0,0041 1,21E-09
Q
< = Mennana 85 0,8150 0,1506 8,99E-06
E % CpenHee 3HauCHHE 127,0714 0,8087 0,1615 2,47E-05
=
8 3 CranpapTHoe 130,8665 0,1059 0,0642 3,48E-05
OTKJIOHEHHE
= Jucnepeust 17135,3269 0,0021 0,0464 3,19E-01
]
%ﬂ % Menunana 85,0000 0,9452 0,5791 4,37E-08
o
5 § CpenHee 3HauCHHE 127,1531 0,9401 0,5404 5,76E-02
m 3 CranmapTHOE 130,9020 0,0457 0,2155 5,64E-01
© OTKJIOHEHHE

Kak BHUJHO M3 MOJYUYCHHBIX JAaHHBIX aJITOPUTM BOJTHOBOI'O BhIpAlllMBAHUSA o0J1acTel IMOKa3bIBAET
JTy4IIANA pe3yibTaT MO OJHOPOJHOCTH TMpH3HAaKa BHYTpH cerMeHTOB (0 — MUHMMaIbHOE 3HAYCHHE,
1 — MakcuManbHOE) TpU MPUMEHECHUU ajlropuTMa KO BTOpOMY TUNy m300paxkeHuil. KoHTpacT Ha
rpaHuile cerMeHToB (0 — MUHUMaNbHOE 3HAUYCHUE KpUTEpHs, | — MAaKCUMAIIBHOE ), IIOKA3bIBACT JTyYIIIHI
pe3yabTaT AJIs MEPBOr0 THUIA W300pakeHUH, OIHAKO TI00aNbHbIN KOHTpacT ACM-u300paxeHuii Ha
MOPSZIOK BBIIIE JUTSl TIEPBOTO THUIA M300paKeHUH 3a c4eT OOJIBIICH TUIOIa I KOHTPACTHOTO (PoHA, HA
KOTOPOM HAaXOMSTCS DJIEMEHTHl. KOMIIJICKCHBIH KPUTEPHil IMOKA3bIBACT JYYIIUN pe3ysibTaT (4em
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MEHBIIIE, TEM JIydlile) IS H300pakKeHUH BTOPOTo THIIA, BHE 3aBUCUMOCTH OT PEXHUMA HCIIOIb30BAHUS
aNropuTMAa.

3akiaouenue

[Toka3ana paboTa BOJHOBOTO ajrOpuTMa BbIpAllMBaHHUA oOJacTeli NPUMEHUTENBHO JUIS
TECTOBBIX HM300paXKEHHWH IBYX THIIOB. YCTaHOBIEHO, 4TO anroput™ BOJIMA moka3siBaeT Jydinne
pe3yabTaThl IO KOMIUIEKCHOMY KPHUTEPHIO I BTOPOTO THMA n300paxenwii 6oiee yem B 10 pas (1o
cpeHeMy 3HaueHHIO Ha BBIOOpPKe). Tak e Bo3pacTaeT MOKa3aTed KPUTEPHUsl OAHOPOTHOCTH BHYTPH
CerMeHTa. Y CTaHOBJICHO, YTO JUIS TOBBIMICHUS] TOYHOCTH pabOTHl aNropuTMa NMPUMEHHUTENBHO ISt
IEpBOro TUMA H300paXCHUIl HE0OXOIMMO MOIOIHUTEIBHO MCIIOIb30BATh KPUTEPUIl OCTaHOBKH,
OCHOBAHHBIH Ha OTJENCHHH (JOHA OT OCHOBHBIX 3HAUMMBIX 3JIeMeHTOB. [Ipu yBenuueHuu miomanu
00BEKTOB M TpPH YMEHBIICHWH OOLIel IUIOMaAd KOHTPACTHOM TMOIJIOKKH — KadecTBO PadOTHI
IrOpUTMa BO3PACTaeT.

EVALUATION OF THE WORK OF THE ALGORITHM OF WAVE GROWTH OF
LOCAL MAXIMUM REGIONS WITH THE CHOICE OF PIXELS IN ORDER OF
DECREASING VALUES FOR DIFFERENT TYPES OF AFM IMAGES

V.V. RABTSEVICH, V.Yu. TSVIATKOU

Abstract. The work of the algorithm of wave growth of the regions of local maxima with the choice
of pixels in decreasing order of values for various types of images of an atomic force microscope
was evaluated. It is shown that the proposed algorithm shows a significantly better result for images
consisting of many contiguous areas.

Keywords: atomic force microscopy, wave growing areas.
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Abstract. The technique for detecting vulnerabilities in web applications is developed.
The technique combines exploration, GrayBox and testing principles to detect the riskiest
vulnerabilities rated by OWASP.

Keywords: Web-applications, vulnerabilities, BlackBox, WhiteBox testing.

Introduction

An unsafe program is a potential target for an attacker who can use existing vulnerabilities
to unauthorized access to available information, influence the operation of programs and services (start
or stop), and inject malicious code into the system [1]. Software vulnerabilities are mainly caused
by logical errors and software errors.

Adversary model

A web application testing methodology is needed to protect a company's web resources from the
most common, dangerous, malicious threats associated with programming and configuration errors in
web applications. First an adversary model should be developed. Assume, that the attacker has no access
to the application source code. It can interact with it indefinitely (it is on the same local network or the
application is available via the Internet and there is no firewall). This option is common. Also, assume,
that the attacker understands the architecture of web applications and is qualified enough to perform the
attack. The task of the vulnerabilities testing technique is to find the most critical vulnerabilities,
spending a small number of resources.

Application vulnerabilities

There are several popular classifiers of vulnerabilities [2]:

— CWE (Common Weakness Enumeration) — a database of vulnerability types. The main task of the
project is to provide descriptions of common types of vulnerabilities, ways to prevent, detect and fix them;

— CVE (Common Vulnerabilities and Exposures) — a vocabulary of specific vulnerabilities of software;

— SecurityFocus BID;

— IBM ISS X-Force.

The CWE classifier contains generalized classes of vulnerabilities that are often found in software
products [3]. The main threats to web application security are shown in Fig. 1.

The most common at the moment are the following web application vulnerabilities: XSS (Cross
Site Scripting), various injections (PHP, SQL), RCE (Remote Code Execution), errors
in the implementation of authentication and authorization, and unsafe deserialization of objects [3].

Vulnerability detection methods

Successful testing of web applications requires a systematic approach or methodology. The most
popular are OWASP and WASC. They are the most complete and formalized methodologies to date.
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Fig. 1. The main threats to the security of web applications

There are several testing principles that we can apply to detect vulnerabilities [4]:

— DAST — dynamic (i.e. requiring execution) analysis of the application without access
to the source code and the server side, the so called BlackBox testing;

— SAST - static (i.e., not requiring execution) analysis of an application with access to the source
code of the web application and to the web server; in fact, it is an analysis of the source code for formal
signs of vulnerabilities and a server security audit;

— IAST — dynamic analysis of the security of a web application, with full access to the source
code, the web server — WhiteBox testing;

— Source code analysis — static or dynamic analysis with access to the source code without access
to the server environment.

The following techniques are used for BlackBox testing:

— equivalent partition;

— boundary value analysis;

— analysis of cause and effect relationships;

— assumption of error.

This technique detects the following categories of errors:

— incorrectly implemented or missing features;

— interface errors;

— errors in data structures or organization of access to external databases;

— behavioral errors or insufficient system performance.

BlackBox testing is limited by its disadvantages: only a very limited number of program execution
paths are tested and some tests may be redundant if they have already been conducted by the developer
at the unit testing level. It is also quite difficult to create effective test cases without a clear specification.
Moreover, this testing method has a number of advantages, as testing is done from the perspective of
the end user and can help to detect inaccuracies and inconsistencies in the specification. The tester does
not need to know programming languages and delve into the specifics of the program implementation.
Testing can be performed by experts independent of the development department, which helps to avoid
bias.

The opposite of the BlackBox technique is WhiteBox testing. WhiteBox testing is divided into the
following levels:

— unit testing;

— integration testing;

— regression testing;

— hacking testing.

WhiteBox testing can be done at an early stage: there is no need to wait for the creation of the user
interface. More thorough testing can be done, covering a large number of program execution paths. But
at the same time, this method also has disadvantages, as it requires a lot of specialized knowledge to
perform WhiteBox testing. When using test automation at this level, maintaining test scripts can be
difficult if the program changes frequently.
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The main stages of web application penetration testing include intelligence, access control,
selection of parameters, checking the logic of the web application, checking the server environment.
Having a test plan for an application, you can step by step examine all its components for the presence
of certain vulnerabilities. Based on the specifics of each web application, certain points can be
supplemented with checks specific to this application.

Vulnerability scanners are used to facilitate security testing. They allow you to avoid many routine
actions and significantly reduce the time required for testing as shown in Fig. 2.

Vulnerabilities, that can be
detected by web-
application scanners

application deployment operational di
and configuration stage phase coaing

|
v v v v v v v v v v

third-party DEBUG SSL/TLS web application framework Injection injection injection
components mode server server Flaws sqL X55
third-party not an updated
libraries web server

Fig. 2. Vulnerabilities detection using web application scanners

The task of searching for vulnerabilities in the development phase is much more successful when
using the scanner in manual mode, rather than automatically. The task of searching for vulnerabilities
of the second and third types is automated quite well (especially if the scanner is configured for
application technologies and its environment). In manual mode, the operator works with the analyzed
application through a web browser, which is connected to the application through the scanner as through
an intermediate proxy server. In this case, the operator observes all HTTP requests and HTTP responses
in the scanner and, at his choice, can compose and send the necessary test requests based on them. When
working with a scanner in this mode, there are the following features: firstly, increased requirements are
imposed on the qualifications of the operator, and secondly, it is important for the operator to get the
maximum of convenient tools from the scanner to automate the creation and sending of test requests and
analyze application responses to them. Burp Suite and ZAP Proxy are typical representatives of this
class of scanners. In the automatic mode of operation, the operator is only required to configure the
parameters for launching the scanner: specify the application URL and username/password (when
testing the closed part). Typical representatives of this class are HP Weblnspect, Acunetix, etc.

Development of a technique for detecting vulnerabilities in web applications

The developed technique stages are given in Fig. 3. Vulnerability search starts with exploration.
For these purposes, we use the nmap network scanner. The next stage includes the so-called GrayBox
testing. It includes both BlackBox and WhiteBox testing elements. First, we conduct an automatic scan
for vulnerabilities using ZAP. It also helps you to discover entry points to the application and facilitate
further exploration. To bypass authorization, we use dictionary search. As a dictionary we take the top
10,000 most frequently encountered passwords, which allows us to sort out most weak passwords in a
relatively short time. Then, after the automated search, we manually test the detected entry points to the
application (web pages that accept user input and API endpoints). For manual testing, the application
source code should be accessed. These steps will help you to find most of the basic vulnerabilities that
an attacker can detect. Then it is necessary to conduct WhiteBox testing, which will make it possible
to detect more complex vulnerabilities. The algorithm of the proposed technique is shown in Fig. 3.
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Fig. 3. Algorithm of the developed methodology for searching for vulnerabilities

Thus, this technique allows you to combine the existing methods of searching for vulnerabilities,
which makes it possible to detect the most critical vulnerabilities inherent in web applications,
the criticality of which is rated by OWASP [5].

Conclusion

A technique for detecting vulnerabilities in web applications is developed. The technique
combines exploration, GrayBox and testing principles to detect the riskiest vulnerabilities rated
by OWASP. It is suggested to be applied by the companies for their inside testing of the vulnerabilities
of the proprietary applications.
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NCCIEJOBAHUME XAPAKTEPUCTHUK PEYEBOI'O KOJAEPA JISA BBICTPOI'O
BEWBJIET-IIPEOBPA3OBAHHUSA HA OCHOBE AJITOPUTMA MAJLJIA
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Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Hocmynuna 6 peoaxyuro 7 nosiops 2020

AHHOTanusi. PaccMOTpeH MeTOn KOMIIPECCHM, OCHOBAaHHBIM HAa NPHUMEHEHHH AWCKPETHOTO
BeifBNeT-peoOpazoBanust st 00paboOTKH pedyeBoro curHana. [IpeanoxeHa MoIeNb PEYEBOTO
KoJiepa Uil OBICTPOTO BEHWBIET-NIPe0oOpa30BaHMsl, OCHOBAHHOTO HAa KPaTHOMAIITaOHOM aHAJN3€e C
HCIIOJIb30BaHUEM alropuT™Ma Majuia 1 UCCIIEI0BaHbI €0 XapaKTepUCTUKU.

Kntouegvie crnosa: BeiBneT-npeodpaszoBanue, anroputM Majsuia, peueBoi Kojep, KOMIpeccusl.

BBenenue

OCHOBHOHM BHJ KOMMYHHUKAallMM MEXIy JIOABMU — 3TO mepenada peud. Ilo 3Toit mpuumze
aKTyaJbHBIM OCTA€TCsl COBEPLICHCTBOBAaHHE METONOB LH(PPOBOl 00pabOTKM M Hepeaadn peueBBbIX
coobmienuii [1]. HoBble cpeicTBa 00pabOTKM CHTHAIOB M COOTBETCTBYIOIINE CIICUATU3UPOBAHHBIE
WHCTPYMEHTAIbHBIE TIPOTPAMMHEBIE CPEJbl CO3/IAI0T BO3MOXHOCTH MOsBICHUS 3D PEeKTHBHBIX cucteM
nepeaadn U o0paboTKM peudeBbIx cooduieHud [2]. Kommnpeccus M KoAMpOBaHMS PEYM IO3BOJISIOT
perarhb CJIOKHBIE TPOOJIEMbI 10 MUHUMHU3ALUH YHCIa OUT HeOOXOAUMBIX JUIs IIepe/laur CUr'HajIa.

B nacrosiee BpeMst oJHOW M3 Ba)KHBIX 33Jay SIBIISETCS CO3JJaHME CHCTEM HH3KOCKOPOCTHOM
nepeaayy ¢ BICOKMM Ka4eCTBOM BOCIPHUATHS CUTHANA, CIIOCOOHBIX KOPPEKTHO (YHKIMOHHUPOBATH B
peanbHBIX YCIIOBHAX OKpy»Katomeil cpexasl [3]. Pemenune npoGieMbl KOMIPECCHH PEueBOr0 CHUrHAjA
0c0oOEHHYIO POJIb UTpaeT B TakuX chepax kak HTepHeT-TenedoHus, COTOBas CBSA3b, 3aIIMCh U XpaHEHUE
pEYEBBIX COOOIICHHH B CIICIHATBHBIX U MOPTATHBHBIX YCTpOicTBax [4].

Ilpy HU3KMX CKOpPOCTSAX Mepeaayd HMHGOPMALUU IMapaMeTpUiecKoe KOAWpoBaHHE Ooiee
¢ dexTrBHOE. B IaHHOM BHAE KOIUPOBAHMS B KayecTBE IMapaMETPOB HCIIOJIB3YIOT Pa3UYHBIE
XapaKTepUCTUKU TMPEJCTABICHUS] CUTHAJIA B YacTOTHOM OOJNAacTH — CIEKTpajbHbIE KOJEPHL,
WCTIONB3YIoINe BeliBieT-peoOpa3oBanue [5].

OnHoMepHoe BeliBJIeT-Ipeo0pa3oBaHue

Maina  npemnoxun  d(QQGEKTHUBHBIA  QITOPUTM  peaju3aludd  JUCKPETHOTO  BeHBIET-
npeoOpa3oBaHMs, KOTOPBIA TPEACTABISAET COOOW KJIACCHUECKYI0 CXeMy OOpabOTKM: BXOIHON
OJIHOMEPHBIA CHTHaJI pPacKIaJblBaeTCs Ha BBICOKOYACTOTHBIE M HU3KOYACTOTHBIE KOMIIOHEHTHI C
UCIIOJIb30BaHUEM ITaphl OPTOTOHAIBHBIX (DUITBTPOB.

B ocHoOBe mpeoOpasoBaHus 3a70%KeHO, 4To Jr00yro (yrkuuio S(t) MOXKHO paccMaTpuBaTh Ha

mo6om M’ -ypoBHe paspemieHus. Ha 5TOM ypoBHE MekIy €€ YCPEAHEHHBIMH 3HAYECHUAMH H
GyKTyauusaMu BOKPYT CPEIHUX 3HAYEHUH U1 pazfeneHus GyHKIUN UCIOoIb3yeM GopMyy

)= 2C k() + Y Dk k(). (1)
k=—00 m=m'k=—c0

Kak BugnO u3 (1) mpu OSCKOHEUHBIX Mpeenax MepBas CyMMa CTPEMHTCS K HYIIO M ITO3TOMY
MOJXeET OBITh OIyIlleHa. B pe3ynbpTare moydaeM «4ucToe» BelBieT-ipeoOpazoBanue. [Ipu penieHnn
MPAKTHYECKUX 337a4 IU(PPOBBIC TaHHBIC NPEACTABICHBI B BHJIE KOHEYHOTO Habopa OTcueToB. Takum
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00pa3oM, HAaMJTYYIINi YPOBEHb pa3pelIeHusl ONpeeNsieTcss MHTEPBaJoM, B KOTOPOM COJECPIKUTCS OUH
otcueT. B pe3ynbrare cyMmMupoBaHue OyAeT BBIOIHATHCSA B KOHEUHBIX IIpeaenax. 3Hadenne M =0 kax
NpaBUIO MPUHUMAETCS Ui HAWIy4ylllero ypoBHA paspemenus. [IpuHsitas ¢opma BeilBIeTOB

O :2m/2(p(mt—k) YCpemHSieT OTCYETHl. OJTO TPOWCXOJUT TPW YMEHBIICHUH 3HAYCHHUN
m=0,-1—-2,.... Jlna ynoGcTBa pacueToB OOBIYHO WCKJIFOYACTCS KCIIOJIB30BAHUE OTPHUIIATCIBHBIX
WHIIEKCOB MaciTabupoBaHus. B 3ToMm ciydae 3HaK «—» OOBIYHO BBOAMTCS HETMOCPEACTBEHHO B
(GyHKmMM  BEHBIETOB @ =2—m/2(p(2—mt—k). Ilocne BbIONIHEHMsI [JAQHHOM  Olepanuu
BBEIIHCIIAIOTCS BEHBIIET-KO3(DPUITHEHTHI 1S 3HaueHnid M > 0.

Takoi#l kKpaTHOMAacCIITAOHBIN aHANH3 IS CIy4asi C TOCIEOBATEIHHBIM YBEIHUEHIEM 3HAUCHHH
M cII0cOOCTBYET MOMYUYECHHUIO aJlTOPUTMA, COCTOSIILETO € OBICTPHIX UTEPALMOHHBIX BBIYMCICHUI:

Cpk=>hC,.2k+n, )

Dm+l’k:ZgnCm'2k+n’ (3)
(k+1)At

Cok=] ~ s(t)o (t-Kk)dt @)

AnroputM Maina mpeacTaBisieT coOOl MUpaMUIANBHBIA alrOPUTM BBIYMCIICHUS BEHBIET-
koad¢uimeHToB. B atom ciyuae BetiBneTsl [lobeimn odecreunBaOT HanboJiee MPUEMIIEMBIE YCIOBHS
JUtst 00paOOTKM pedueBOro CUTHaia. YpaBHeHHE (4) HCHONB3YIOTCS JUIA CIydaeB €clid HM3BECTHA
ananuTHyeckas popma pyukuu S(t) .

[MosicauM cyTh omepaumid, BbimodHseMbix ¢opmynamu (2) u (3). Ha mepBoii utepauumn
npeobOpa3oBanus uppoBoi punbtp h, u3curnana s, =C,, k BbIIeNseT HU3KKUE YACTOTHI, @ OKTaBHBIN
¢ubTp g, BBLIENAET BepXHUE 4acTOThl. Ha BbIXome ¢uibTpa h, OTCYTCTBYyeT BEpXHsisl MOJIOBHHA

YacTOT. BBIMONHsIETCS IenuManusi BBIXOJHOIO CHTHANA: ocyliecTsisiercss o ¢dopmyie (2) [4]. Ha
BbIX0Je GMIIbTpa g, OCBOOOXKIAETCS MECTO B 00JIaCTH HU3KUX YaCTOT, M aHAJIOTUYHOE IPOPEKUBAHNE

BBIXOJ/IHOT'O CUTHAJIa TIPUBOJIUT K TPAHCIIOHUPOBAHUIO BEPXHUX YaCTOT HA OCBOOOAMBIIIEECS MeCTO [S].

TakuMm 00pa3oM, KaXIblii M3 BBIXOJHBIX CHUTHAJIOB HECeT MH(OPMAIUIO O CBOCH IOJIOBHHE
YacTOT, IPH 3TOM BBIXOJHAs WH(OPMAIWS TPEACTABICHA TAKUM K€ KOJIMYECTBOM OTCUETOB, YTO U
BXojHas [3].

BoccTaHoBjieHMe cUTHAJIA

ITockonbky B Gopmyiax (2), (3) BMecto 6GasvCHBIX (DYHKIUH HCIOIB3YIOTCS (DHUIBTPBI, TO
oOpaTHble TpeoOpa3oBaHus, T.€. MOCIEIOBATENbHYI0 COOPKY CHUTHaJIa OT OOJNBLIMX M K MajbIM H
PEKOHCTPYKIIMIO CHUTHAJIOB MO 3HAYEHHSM €ro BeWBJIEeT-KOA(QUIMEHTOB ¢ IJIO0Or0 YpOBHS
paspelieHus, UMEeeT CMBICT TaKXKe BhIPa3UTh Yepe3 QUiIbTPbl pEKOHCTPYKIIHN

C.. =ZCmynhr(k)—2n+ZI:Dm’ngr(k)—2n, 5)

AnropuTM BEIYUCIICHAH 10 popmyite (5) sSBisieTcst 00paTHBIM AITOPUTMY JCKOMIIO3UITHH. Takum
obpaszom, anmpokcumupyrotcs kodddummentsr C, u D, B 2 pasa MeHbIIN# Iar JUCKPETHU3ALUH C

JIBYKpaTHBIM YBEJIMYEHHEM 4acTOThl HalikBrcTa 1 BoccTaHOBIIeHHEM criekTpa kKodddunuentos C B
HHM3KOYaCTOTHYIO 4aCTh HOBOTO IJIaBHOTO Juara3ona criektpa C, —1, a ciiextpa ko durmentos D,
B BBICOKOYACTOTHYIO 4YacTh criektpa D, —1. Jlanee BBIMONHSIETCS pAacCTAaHOBKA HYJIEBBIX 3HAYCHUM
mMexay koapduimentamu C, u D, duibTpaiys mogydeHHbBIX MACCHBOB HU3KOYACTOTHBIM hl’(k) u
BeicokouacToTHEIM O (K) uibTpaMu peKOHCTPYKIHHM, M CIOKEHHEM Pe3ylbTaToB (UIBTPAIHUN.

Mojyau YacTOTHBIX XapaKTEPUCTHK (QUILTPOB hl’(k) u gr(k) JOJDKHBI  TIOBTOPSITH  MOZYJH
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qactotupix xapaktepuctuk duisrpos hr (k) u gr(k) [3]. Omuaxo, busrpst sexommnosuman hr (k) u

gr(k) SIBIISTFOTCS. OJTHOCTOPOHHMMHU ¥ (Da30CABUTAIONIUMY, U MPH PEKOHCTPYKIHMU KO3(PPHUIIMESHTOB

C.,—1 osror caBur ¢asel JODKEH OBITH HMCKIIOYEH. JTOr0 MOKHO JOCTHYL PEBEPCOM 3HAYECHHUI
K03 PULIHEHTOB HUIBTPOB JEKOMITO3HUIIMY 10 cieAytomel Gpopmyie [4]

hr (k) =reverse(h(k)), gr (k) =reverse(g(k)). (6)

To4yHoCTh MpeoOpa3oBaHUsi CHUTHAJIOB 3aBUCHT OT TOTeph HMHGPOPMALMHK HPU BHIMOJHECHUN
IPOPEKUBAHUS CIIEKTPOB. [ J1aBHBIM 00pa3oM, 3TH MOTEPH BO3HUKAIOT Ha CPE3ax I0JIOC MPOITYyCKAHUS
GWIBTPOB HU3KUMX M BBICOKMX YacTOT, KPyTHW3HAa KOTOPBIX 3aBHCHUT OT HOpsAKa (QUIBTPOB, HX
COIJIACOBAaHHOCTH, M THIa BEUBIETHHIX QPyHKIHH [2].

OO0s3aTenbHBIM yCIIOBUEM IPEe0Opa3oBaHUsl CHUTHAjla SBISIETCS €ro 3aJaHhe KOJINYECTBOM
orcueroB, paBHoM N =2m, rae 3HadyeHme M=>1 ompenenseTr MakCHMalbHO BO3MOKHOE YHCIIO
YpOBHEH JIEKOMIIO3UIIUN CUTHAJA MPH IEIOUNCICHHBIX 3HAUEHUSIX KPATHOCTU CIIBUTOB OINEpPaToOpoB
(GUIBTPOB KOJNMYECTBY OTCUETOB BEHBIETHBIX KOI()(MHUIMEHTOB HA Ka)KJOM YPOBHE JIEKOMIIO3ULIMU.
TpeboBaHueM sIBIISICTCS BBHIMOJIHEHNE YCIOBHUSI KOJIMYECTBO OTCUYETOB cHrHana pasHoro N =2m [4].

CTpyKkTypHas cxema IeKOMIO3ULMH M PEKOHCTPYKILUHU Pe4eBOro CUrHajia

CTpYKTYpHBIE CXEMBl JCKOMIIO3WUIIMM H PEKOHCTPYKIMU CUTHAJNa anroputvMa Mamia
MpEeJICTaBJICHbI Ha puc. 1.

A.1(n)
®OHY.1(n) |y Hew.

X(n) A.2(n)
OHY.1(n) || Hew.
A.3(n)
®HY.0(n) |— MHew. —) ®HY.1(n) | Heu.
OHY.0(n) — Hen. >
D.3(n)

L3 ®HY.0(n) — Jew.

A.1(n)

Wur. — ®HY.1(n)

A2(m) Vur. 3 ®HU1(n) Y(n
_A3Mm Unr. F ®HY.1(n) Wnr. — ®HY.0(n)
Wur. —y ©HY.0(n)
D.3(n)
Wur. = ®HY.0(n)

Puc. 1. CtpykTypHBIE CXEMBI IeKOMITO3UINH U PEKOHCTPYKIIUH CUTHAJIA

ANTOpPUTM OCHOBaH Ha YETHIpEX OMepanuax: (QpuiIpTpanuu, NeNUMAalyd, WHTEPIONANNN |
cymmupoBaHusi. DyHKIMOHANBHO  (QUIBTPHI  NPEACTABISAIOT  COOOM  HHM3KOYACTOTHBIE U
BBICOKOYACTOTHBIE (UIBTPBI C KOHEYHOW UMITYyJIbCHOM xapaktepuctukod (KUX-puastpsr).
Hemumatop ([ew.) — 3T0 ycTpo#CTBO, KOTOPOE MO3BOJSIET YMEHBIIATh YaCTOTY IUCKPETU3AlMU B
2 paza. Murepnionsrop (MHT.) MOBBIIIAET YaCTOTY AUCKPETH3AIMH B 2 pa3a.
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Monennpona}me nmpoumecca KOAUPOBaAaHUA T€KOAUPOBAHUSA PeUY€eBOro Curuajaa

MogenupoBanue pabOThl CHCTEMbI KOJAEP/ICKOAEp MPOU3BOAMIOCH B CIEIHATH3UPOBAHHOM
nporpamme MATLAB R2016b ¢ ncrons3oBanreM peaabHBIX peUEBhIX CUTHAIOB, paHee 3aIHCAaHHBIX B
daitn. Cxema MOJECTUPOBAHUS pabOTHI CHCTEMBI KOJEP/ACKOAEp MPEACTABICHA Ha PHUC. 2.

—{ sign_out{15:03»- - -

reconstruction_block ::
S| MINA5D) - D out(5i0) =

. SDRAMT:

——D(1E:0)

enable - ...

Puc. 2. Cxema MozienupoBaHusi pabOThI CUCTEMBbI KOJEP/IEKOACD

Kak BuaHO U3 puC. 2 B cOCTaB CXEMBbl MOACTUPOBAHUS pabOThl CUCTEMbI KOAEP/IEKOJIEP BXOAST
clenyromue OIOKH:

— RX_data — 610k 7151 reHepanuy yIpaBIIsioMX CUTHAIOB,;

— decomposition_block — 6510k 1eKOMITO3HIINH;

— reconstruction_block — 6510k peKOHCTPYKITHK CHTHAIIA,

— SDRAML — 6110k coxpaHeHUs pe3yibTaTa padOThI CUTHAJA.

BxonHo#t 6510k MoaenupoBanus reHepupyet curaainsl «Clky, «enabley, «reset», a Taxoke Ha BXox
OCHOBHOHM CXEMBI IOJaeT BXOJHbIE OTCYeThl. OTCUETHI CUTHAJa YUTAIOTCS U3 (aiina, KOTOPBIA ObLI
coznan B MATLAB R2016b. Jlist MogenupoBanust ObLT B3T Wav-ayauo (aiin ¢ 3amuceio rosoca. C
noMmoInelo QyHKIMKM «wavready ObUIM cuMTaHbl 3Ha4yeHWs curHaiga. Ha puc. 3 mpencraieHa
OCHWIITIOTpaMMa UCXOJTHOTO PEUEBOI0 CHTHAJIA.

1
T

o 05 1 15 2 25 3

Puc. 3. OcummiorpaMmma HCXOAHOI'O PEYSBOIO CUTHAA

daiis, comep)KallMii OTCUSTHI CHUTHaja, HasbiBaeTcsi «speech_data.txty. Beixommoit 670K
monenrpoBanust SDRAM 3anuchiBaeT OTCUETH BOCCTAHOBJICHHOTO CUTHANA B (haiiin. OTcUeThl curHana
3anuceiBaroTcs B Gaiiin «SIGNAL_OUT.txty.

ITockonbKy aMIUIMTyJa CUTHAjda HaxXOOuTcs B mpenenax oT —l1 mo 1, mosTtoMy HEOOXOAUMO
YMHOXUTh KaXIBIH oTcueT Ha 32767, mis nmepeBoja B Auana3oH oT —32767 no 32767. 3ateM yucia
MpeoOpa3oBhIBACM B JBOWYHBIN BUJI U 3aITUCHIBAEM B (aiill.

PaccmoTtpum suctuHr m -daiina (wav_ADC) naHHO# TpOIeTyphI:
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fSpData = fopen('speech_data.txt','w’);
Y = wavread('D:/test.wav');
Z=0;
for ii = 1:290304
tmp = round(Y (ii) * 32767);
iftmp<0
Z = dec2bin(abs(tmp),15);
Z = strcat('1',2);
fprintf(fSpData,'%s\n',Z);
else
Z = dec2bin(tmp,16);
fprintf(fSpData,'%s\n',Z);
end;
Z =0;
end;
fclose(fSpData);
3areM NpOITyCTUB CUTHAI Yepe3 pa3padOTaHHYIO0 CXEMY U, COXpaHHB B (haiisl pe3ynbTaTsl B O10Ke
SDRAM1, obpatto npeobdpasyem B Wav-haiin. Jluctuar m -daiina (wav_DAC) mist mpeobpaszoBaHus
o0OpaTHO B Wav-gaii.
fSpData = fopen('SIGNAL_OUT.ixt','r')
dout = 0;
for ii = 1:290304
strTmp = fscanf(fSpData, %s',[1]);
decTmp = bin2dec(strTmp(2:16));
decTmpl = decTmp/32767,
if strTmp(1) =="1"'
dout(ii) = decTmpl *(-1);
else
dout(ii) = decTmp1;
end;
end;
fclose(fSpData);
Ha puc. 4 npeacTaBjiCHa OCHUIIJIOrpaMMa BOCCTAHOBJICHHOI'O CUTHAJIA.

008 T T T

008 | I I | I
0 0s 1 15 2 25 3

Puc. 4. OcunnnorpaMMa BOCCTAaHOBJICHHOI'O CMI'HAaJ1a

JIist OlleHKW KadyecTBa BOCCTAHOBJICHHS CHUTHAJNAa OLEHHUM Pa3HOCTh BXOJ/BBIXOJ CHTHAIIOB U
KOPPEJNSIHUS BXOJ/BBIXO/.
Pa3HOCTB ICXOTHOTO CHUTHAJA U TIONYYEHHOTO TIPEJCTaBlIeHa Ha pHC. 5.
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0.04 T T T T

Puc. 5. Pa3HOCTh UCXOHOTO U MOJYYEHHOI'O CUTHAJa

U3 rpaduka BuaHO, uyTO omuOku gocturator 0,04 mo aMIuiuTyae, a OTHOCUTEIBHO MCXOIHBIX
curnainos 0,04/0,9=0,044 =4% . D1 ommMOKH HOPMAJIBHBI, TAK KaK MPOMCXOIUIO Tpeobdpa3oBaHme

K03 OUIHEHTOB (QUILTPa K LENbIM JBOMYHBIM YHCIaM 0 2°, a Takke NpPH PEKOHCTPYKIIHH

MPOMCXOAMIIO AETIEHUE, OTOPACHIBAINCH MIIAIINE Pa3psabL.
Ha puc. 6 mokazan HEeHOPMHUPOBAHHBIM YPOBEHb KOPPEISLIUK JBYX UCCIEAYEMbIX CUT'HAJIOB.

500 T T

300 —

200 —

100~ —

-100 —

-200 —

300 =

400 I I I I I

Puc. 6. ypOBGHL KOppEJIAIUU UCXOAHOI'O U MMOJYYEHHOI'O CUI'HaJIa

Kak BunmHO 13 mipencraBieHHOT0 rpaduka Ha puc. 6, IMEeTCs MUK B TOYKE CO 3HAYCHUEM T10 OCH
abcuucc paBHbIM 2,9 -10°. Dro TIOATBEPIKIAET SIBHOE CXOJICTBO CUTHAJIOB.

3aKkiIo4yenne

[TpoBeneHO MOAENMPOBAHUE CUCTEMBI KOJEP/IEKOAEp B CIEIHATM3UPOBAHHON IporpaMme
MATLAB R2016b c ucnonb3oBaHHEeM peallbHOrO peYeBOr0 CHTHANA. B pesynbrare ycTaHOBJIEHA
NPAaKTUYECKH TIOJIHAsE WACHTHYHOCTh NPEe0oOpa3oBaHHOTO M BOCCTAHOBJIEHHOI'O CHTHAJOB, 4YTO
MO3BOJIIET CY/AUTh O BBICOKOM KAauecTBE BOCCTAHOBJICHHS. TOYHOCTH BOCCTAHOBIICHHS COCTaBHIIA
BEJIMYMHY MPUMEPHO PaBHYIO 4 %. ANTOPUTM NPH 3TOM 00ECIEUHBAET TPEXYPOBHEBYIO KOMIIPECCHIO
pedeBoro curnana. PazpaGoTaHHBIA MOIYJb KOJUPOBAaHUS/ACKOAUPOBAHHUS MOXKET HMCIOJIH30BATHCS
IpPH CO3JAHUM BBICOKOI((EKTUBHBIX KOJICKOB PEYEBOTO CHUTHANA IS HU3KOCKOPOCTHBIX JIMHUH
KOMMYHUKAITUH.
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INVESTIGATION OF THE CHARACTERISTICS OF SPEECH ENCODER FOR
FAST WAVELET TRANSFORMATION BASED ON THE MALL ALGORITHM

M.S. ANTONENKO, T.M. PECHEN

Abstract. A compression method based on the use of a discrete wavelet transform for processing a
speech signal is considered. A model of a speech encoder for fast wavelet transform based on
multiple-scale analysis using the Mall algorithm is proposed and its characteristics are investigated.

Keywords: wavelet transform, the Mall algorithm, speech encoder, compression.
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TEJIEKOMMYHUKALIUN . CETH M TEXHOJIOT'HU, AJICEBPAHYECKOE KOJJUPOBAHUE U BE3OITACHOCTb JJAHHBIX

V/IK 336.203

PABOTA C BOJIBIIUMHU JAHHBIMHU U BA?OFI
JAHHBIX B CETU UHTEPHETA BEIIIEN

B.A. BUIIHAKOB, C.K. 2JIb XA 1)K

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Hocmynuna 6 peoaxyuro 9 nosiops 2020

Annortanus. [IpencraBineHb! ecATh XapaKTEPUCTHK CYITHOCTH OonmbInX naHHBIX (B1) mns paboTet
B ceTax mHTepHeTa Bemier (MB). PaccMoTpeHsl 0coOOCHHOCTH HE pENANHMOHHBIX 0a3 MaHHBIX U
MPUBEJCHbl XapaKTEPUCTUKU Tpex Haubojee pacmpocTpaHeHHbIXx u3 Hux: Apache Cassandra,
MongoDB, HBase. Ha mpumepe bJI Cassandra 1aHbl KOHICIIIUHN TSI XPAaHSHUST OOJBIIHNX JTaHHBIX.
PaccMoTpeHb! KiTtoueBble pa3auuus B MoenupoBanun JaHHbIX it bJ] Cassandra o cpaBHeHHIO C
pensauoHHOM 6a3oi nanubix. [IpuBenen npumep mocrpoerus b/l Cassandra st 00pabOTKH B ceTH
VB undopmMaiuu oT JecATH TaTYNKOB KAueCTBa MPOAYKIHH.

Kntouegvie cnosa: Oonplve NaHHBIC, HE PESIIMOHHBIE 0a3bl TaHHBIX, ceTh VIB.

BBenenue

Bonpmme nanHble — 3TO 00JACTh MPUIIOKEHHHA, KOTOpash pacCMaTPUBAET CIIOCOOBI aHAN3a,
CHUCTEMATHYECKOT0 M3BJICUEHUS] MHPOpMaIUK 13 HAOOPOB JIAaHHBIX, KOTOPbIE CIHMIIKOM BEJHKH WU
CJIOJKHBI JIJ1s1 00pabOTKY TPaIUIIMOHHBIMHU (PENIIIUOHHBIMH) CHCTEMaMU yIIpaBJieHHs 0a3aMu TaHHBIX.

Bonpmme nganHble 00MamarOT CHENM(PUUECKUMHU XapaKTEPUCTUKAMU W CBOMCTBaMH, KOTOPBIC
MOTYT ITOMOYb TOHATH KaK MpOoOJIEMBbI, TaK W MMPEUMYIIECTBA MHUIINATUB B 00J1aCTH OOJNBIINX JaHHBIX.
B pabote [1] aBTOpBI IPEACTABIISAIOT CBOIO MOJIEb 00JbIuX AaHHBIX — 10V, B KOTOpOH 00CYXIaroT
MATh JIOTIOJIHUTENEHBIX XapaKTEPUCTUK, JO00aBIsisi MX K TSATH, paHee W3BECTHBIX, IS OMHCAHUS
OonbIIMX MaHHBIX. PaccMOTpUM Bce IecATh XapakTepUCTHK.

1. O6bem. SBnsieTcss HanboIee N3BECTHOW XapaKTEPUCTUKOMN OOJBINX JTAHHBIX.

2. Cxopoctb. CKOpPOCTh — 3TO OBICTPOTa, C KOTOPOH JTaHHBIE TEHEPHPYIOTCS, MPOU3BOIATCS,
CO31af0TCS WA OOHOBIISIFOTCA.

3. PazHooOpasue. Korma peub 3axomuT o OONBIINX JaHHBIX, HEOOXOAMMO 00padaThiBaTh HE
TOJIBKO CTPYKTYPHPOBAHHBIC IAHHBIC, HO U IT0JIy CTPYKTYPUPOBaHHbBIC JaHHBIC.

4. U3menunBocTh. llepBoe — 3TO KONMYECTBO HECOOTBETCTBUN B JaHHBIX. Boiblue mgaHHBIC
TaK)Ke€ U3MEHYMBHI M3-32 MHOXKECTBA M3MEPEHUH JaHHBIX, BOSHUKAIOIIMX M3 MHOXECTBA Pa3THIHBIX
TUTIOB U MCTOYHUKOB JIAHHBIX. VI3MEHYMBOCTH MOXKET OTHOCHUTHCS K HECOTJIACOBAHHOW CKOPOCTH, C
KOTOPO# OOJBIINE JaHHBIE 3arpyKaloTCsl B 0a3y JIaHHBIX.

5. lpapmuBocTtu. Ilo Mepe yBenmueHHS THOOOTO WM BCEX BBINICTICPEYUCICHHBIX CBOWCTB
JIOCTOBEPHOCTH (YBEPEHHOCTD WJIU IOBEPHUE K JAHHBIM) TTaJaeT.

6. JletictBusi. Kak u J0CTOBEpHOCTh, BalMJHOCTH OTHOCHUTCS K TOMY, HACKOJBKO TOYHBI U
KOPPEKTHBI JaHHBIE I WX NPEAIoIaraeMoro HCIoyib30BaHus. [loaToMy HEOOXOAMMO NPUHSTH
3¢ (eKTUBHBIE METOBI YIPABICHUs JaHHBIMH, YTOOBI OOECIIEUNTh COTIIACOBAHHOE KaueCTBO JAHHBIX,
o01IIre OTIpeICIICHISI K METaJaHHBIC.

7. Ya3BuMocTh. bonbime naHHBIE TOPOXKAAIOT HOBBIE MpoOsieMbl Oe3omacHocTH. B koHIe
KOHIIOB, HAPYIIICHUE NaHHBIX ¢ OOJBIIMMHU JaHHBIMH — 3TO OoibIioe HapymeHue. COOp M XpaHEeHUe
OOJBIIMX JAHHBIX YACTO MPUBOJIUT K YTEUYKAM JaHHBIX.

8. BonatuiabHOCTh. BONAaTHILHOCTH OTHOCHUTCS K TPUHSATHIO PEHICHUS O TOM, CKOJBKO JIET
JIOJKHBI OBITh JaHHBIC, TPEXKIC YeM OHH OyIyT CUUTATHCS HEAKTYyallbHBIMU, UCTOPUYCCKUMH WU
Oecrione3HpIMU 00ITBINe, U KaK J0JITO JaHHBIE TOJDKHBI XPAaHUTHCS.
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9. Bmzyanmuzanus. Enie oqHa 0coO€HHOCTH OONBIIMX JAAHHBIX 3aKJIFOYAETCS B TOM, HACKOJIBKO
CIIO)KHO WX BU3yanu3npoBath. COBpEMEHHBIC CpPEACTBA BHU3yallM3allMd  OOJBIIUX JAHHBIX
CTAIIKUBAIOTCS C TEXHUYECKAMH MPOOJIeMaMU M3-32 OTPaHUYCHHI TEXHOJIOTHH in-memory U II0X0H
MacCIITa0UPyeMOCTH, (DYHKIIHOHAIBHOCTH U BPEMEHU OTKJIMKA.

10. 3nauenwue. [Ipyrue XxapakTepUCTHKH OOJBIINX TAHHBIX O€CCMBICIICHHBI, €CJTH HE W3BJICKACTCS
U3 HHX OHW3HEC-IIEHHOCTh. B OONBIIMX JaHHBIX MOXXHO HAWTH CYNICCTBEHHYH) IIEHHOCTb,
ONTHMHU3HUPOBATH MIPOIECCHI M YIIyUIIaTh MPOU3BOAUTEIHLHOCTh MAIITUH WU OU3HECa.

ba3bl ganabix NoSQL

bazer ganasix NoSQL (#e SQL mmm He Tombko SQL) cranmu cranmapTHOH m1aTdhopMoil TaHHBIX U
OCHOBHOHM IPOMBIIUICHHOH TEXHOJOTHEH sl padoThl C OTrPOMHBIM POCTOM 00BbEMa JaHHBIX.
Konuenmus 6a3 ganusix NoSQL [2] Obia npenyioskeHa 1ist 3G (eKTHBHOTO XpaHEHHS U 00eCTIeYeHUs
OBICTpOTrO JOCTyNa K O0NBITUM HabOopaM JaHHBIX, 00bEM, CKOPOCTh U U3MEHYUBOCTH KOTOPBIX TPYIHO
PELUTh C MOMOIIBI0 TPAAULUOHHBIX CHUCTEM YIPABJICHHUS PESUUOHHBIMM 0a3aMu NaHHbBIX. ba3bl
JaHHbIX NoSQL MCTonb3yroT pa3ianyHble CTPYKTYPBI JaHHBIX (HapuMep, KI0Y-3HaueHUEe, IUPOKHHA
cTonbell, TOKYMEHT, Tpaduk u T.4.) [1o cpaBHEHHIO C TAOIMYHBIMHU PEJISILIMOHHBIMU 0a3aMU JJAHHBIX 3TH
0a3pl JTaHHBIX HE COJEPXKAT CXeM, MOINEPKHUBAIOT IJIETKYH) PEIUIMKAINIo, UMEIoT mpoctord APIL,
COTJIaCOBaHBI U MOTYT 00pabaThIiBaTh OIPOMHBIC 00BEMBI JaHHBIX.

Ha priHke cymiecTByeT MHOXeCTBO 0a3 maHHBIX NoSQL, pa3iuyHble OTpacieBble TCHACHIUH
CBHUJICTENIECTBYIOT O TOM, 4TO Apache Cassandra BXOOUT B TPOHMKY JIyYIIHX HCHOJIB3YEMBIX CETOIHS
BMecte ¢ MongoDB u HBase [3].

Apache Cassandra — 310 pacnpeaeieHHas U ASICHTPAIN30BaHHAs CHCTEMa XPAHCHHS JaHHBIX C
OTKPBITBIM HCXOIHBIM KOAOM AJISl YNPABICHHUSA OYEHb OOJBLIIMMU OOBEMaMHU CTPYKTYPHUPOBAHHBIX
JaHHBIX, PACHPEACICHHBIX 110 HECKOJIbKUM LIeHTpaM 00paboTku naHHbIX. OHa o0ecrednBaeT BHICOKO
JIOCTYITHOE 00CITy)KMBaHue 0e3 eMHON TOUKH OTKa3a.

Apache HBase — 310 He pensIroHHas pacupeaeieHHas 6a3a JaHHBIX C OTKPBITBIM HCXOIHBIM
KOJIOM, co3aaHHas 1o oopasiy BigTable ot Google u nanucannas Ha Java. OHa pa3paboTaH Kak 4acTb
npoekra Apache Hadoop u padoraer moBepx HDFS, npenocrasisist BigTable-nmomgo0Hbie BO3MOXHOCTH
i Hadoop.

MongoDB — 3to kpoccratdhopMeHHast TOKYMEHTO-OpUEHTHPOBAHHAS CUCTeMa 0a3 JaHHBIX,
KOTOpasi HE UCITIOJIb3YeM TPAJAULHOHHYIO TaOJIMYHYIO CTPYKTYPY PEISLMOHHBIX 0a3 TaHHBIX B HOJIb3Y
JSON-110100HBIX TOKYMEHTOB C JIWHAMHYECKHMH CXEMaMH, YTO YIPOIIAaeT M YCKOPSIeT HHTETPAILINI0
JaHHBIX B ONpPE/EICHHbIE TUIIBI IPHIIOKEHHH.

I'mnoreza CAP [4] ompenenseT KOMOPOMHCC MEXZIY  JOCTYIMHOCTBIO — CHUCTEMBI,
COIJIACOBaHHOCTBIO U JIOIYCKOM pa30MeHus], yTBEPKAasl, YTO TOJNBKO JIBa U3 TPEX CBOMCTB MOT'YT OBITh
COXpaHEHBI B PaCHpe/Ie]ICHHBIX PEIUTHIIMPOBAHHBIX CUCTEMaX OJJHOBPEMEHHO.

Ba3a panneix Cassandra

Cassandra nmpe/yiaraet HaJIe)KHYIO MOAACPIKKY KIACTEPOB, OXBATHIBAIOIINX HECKOJIBKO IICHTPOB
00paboTKM HaHHBIX, C ACHHXPOHHON peIUTHKAIeii 6e3 MacTepa, MO3BOJISIONICH BBHITOIHSTH OMEPaITiN
C HU3KOU 3aJIepKKOi (0coOeHHO s 3amcu/o0HoBIeHus ) [5].

CornacoBanHocth B Cassandra MOXXeT OBITH HacTpOEHa TaKHMM 00pa3oM, YTOOBI 00ECTIeYHTh
KOMIIPOMHUCC MEXKAY IOCTYITHOCTHIO U 3JIEPKKOW B CPaBHEHUHM C TOYHOCTHIO JAHHBIX. YPOBEHBb
COTJIACOBAHHOCTH YTCHUS ONPEJIENISET, CKOIBKO Y3JIOB PEIUIMKH JIOJDKHBI OTBEUATh Ha 3a1poc. Y pOBEHb
COTJIACOBAaHHOCTH 3aITUCH OIPE/ICNSET KOJMUECTBO PEILTUK, HA KOTOPBIX 3allUCh JOJDKHA 3aBEPIIUTHCS
YCIIENIHO, TIPeXJe 4YeM KIMEHT TMONy4uT moiaTrBepkaeHue. Cassandra TOJIepKUBAaeT JiBa THIA
omepaiuii 3amucu ¢ HEOOJBIION pasHuIled Mexay Humu: insert u update. Dta BJl ucnons3yer
CJIEYIOIINE KOHICTIINY [T XPAHCHUS IAHHBIX.

1. Kimactep — 3TO COBOKYITHOCTb Y3JIOB WM IIGHTPOB OOpPa0OTKH NaHHBIX, PACHOJIOKCHHBIX B
KOJIbIIeBOM apxuTekType. baza nmannapix Cassandra pacrpejeneHa 1mo HeCKOJILKAM MalluHaM, KOTOpbIE
pabotator BMecte. Camblii BHEUIHMH KOHTEHHep Has3bIBaeTcsi kiactepoM. s oOpaboTku cOoeB
KaXIblld y3el COACP)KUT PEIIUKY, U B ciiydae c0osl perumka OepeT Ha ce0sl OTBETCTBEHHOCTb.
Kaccannpa ynopsimounBaet y37bl B KJIacTepe B KOJBIICBOM (popMaTe U Ha3HAYAET UM JIaHHEIC.
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2. Ilepebopa Bcex BapuaHTOB. [IpoCTpaHCTBO KITIOYEH — 3TO Camblii BHEIIHUN KOHTEWHED IS
nmaHHbX B Cassandra.

3. CeMeHCTBO CTOJOIOB — 3TO KOHTEHHEP UIS YIMOPSIOYEHHOW KOJUIEKIIMH CTPOK (CTpoKa —
eauHuna perumkanuu). Kaxnas crpoka, B CBOIO Odepenb, MPEACTaBIACT COOOW YMOPSAOUEHHYIO
KOJUTeKIuIo cTonomoB. CemeticTBa cTonOmoB B Cassandra mogo0HbI TaObIHIIaM B PEISITMOHHBIX 0a3ax
naHHbIX. Kaxxnoe cemeiicTBO cTONIOLOB CONEPKUT KOJIEKIMIO CTPOK, KOTOPBIE MPEICTABICHbBI KapTOi
<RowKey, SortedMap<ColumnKey, ColumnValue>>. Kiitou faeT BO3MOXXHOCTb OJTYYUTh AOCTYIT K
CBSI3aHHBIM JITAaHHBIM BMECTE; B OTJIMYHE OT PENSLHOHHBIX TaONHWI] cCXeMa CEeMEWCTBa CTOJOLOB HE
sBisieTcst hukcupoBanHoi, m Cassandra He 3acTaBiIIeT OTACIBHBIE CTPOKH HMETh BCE CTOJIOITHI.
ITomp30BaTenh MOXKET CBOOOTHO AOOABIATH M000H cTonber B m00oe ceMeicTBO CTOIOIOB B 000e
BpeMSl.

CewmeticTBo cTronbmoB Cassandra umeeT cienyromuye aTpuoyThI:

— keys_cached — om mpexacraBnsieT co0OH KOIMYECTBO MECTOIIONIOKEHUH, KOTOpBIE OYyAyT
XpaHHUTHCS B Koie ams kaxnoro SSTable;

— rows_cached — mpezcraBiseT co00if KOTUYECTBO CTPOK, BCE COACPKUMOE KOTOPBIX OyneT
K3IIMPOBAThCA B IIAMSTH;

— preload_row_cache — yka3biBaeT, XOTHTE JIM BBl IPEABAPUTEILHO 3aMOJTHUTH KIII CTPOK.

4. Komonkwu. Ctonber; — 31o 6a3oBas CTpykTypa naHHbIx Cassandra ¢ TpeMs 3HaYCHHUSIMH, KITHOY
WIN UMs cTon0La, 3HAYeHWE M OTMETKa BpeMEHH; 3To eauHuna xpaHeHus B Cassandra. CtonOusl u
KOJINYECTBO CTOJIOLIOB B KAXKI0H CTPOKE MOT'YT OTJIMYATHCS B OTJIMYME OT PENISIIMOHHON 0a3bl JaHHbIX,
rJie TJaHHBIE XOPOILO CTPYKTYPHUPOBAHBI.

5. Cynepxkosnonku. Cynepcronben — 3T0 CHeUHalIbHBIA CTON0EL, TO3TOMY OH TakKXe SIBISeTCS
napoi Kirod-3HaueHue. Ho cynepkosioHKa XpaHMT KapTy MOJKOJOHOK, KaK IPaBWUJIO, ceMeiicTBa
CTOJIOIIOB XPaHATCS Ha IUCKE B OTJCIBHBIX (aiinax.

6. Komnekiuu. B oTinume OT KOHLENIUNA BHEUTHUX KIIOYEH M COCAMHECHHM, HUCIIONIh3YyEMBIX
PeNSIIUOHHBIME 0a3aMu JTaHHBIX, oTHOWeHHs B Cassandra mpencTaBieHbl C IMOMOIIBIO KOJUICKLUH.
Cassandra n3beraet oObeJUHEHUSI MEXKy ABYMS TaOIUIIAMH, COXpaHss aapeca IEKTPOHHOH MOUTHI
TI0JIH30BATENIS B CTOJIOIIE KOJIIEKIMH B Ta0uIe user. Kaxkaast KOJUIEKIUS OnpeielisieT THIT XPaHSIIUXCs
JaHHBIX ¥ MOXET ObITh OJJHOM M3 CIEAYIOLINX TPeX: Habop, CIIMCOK, KapTa.

B/l ucnons3yer s3b1k Cassandra Query Language (CQL) kak npocToit uarepdeiic s gocTyna,
KOTOPBIX SIBIIIETCS albTEPHATHBON TPATUIIMOHHOMY SI3BIKY CTPYKTYpPHpPOBaHHBIX 3armpocoB (SQL),
ucnonbzyemomy CYBJl. CQL nobaBiusier crnoit abcTpakiiuy, KOTOPHIA CKPbIBAET AETald peaan3aluu
9TOM CTPYKTYpbl M TPENOCTaBiIsieT COOCTBEHHBIE CHHTAKCUCHI JUIsI KOJJIGKUMHA W JAPYTHX
pacrpocTpaHeHHBIX KOIUPOBOK. S3bIKOBBIE paiiBepbl AocTynHbl st Java (JDBC), Python (DBAPI2),
Node.JS (Helenus), C++ u T.1.

OcHoBHbIe IpaBuJIa MoxeanpoBanusi 1anubix B BJI Cassandra

KitoueBbie paznuuust B MoieIupoBaHuy JaHHBIX st Cassandra 110 CpaBHEHUIO C PEISIIMOHHOMN
0a30ii JaHHBIX BKIFOYAIOT clienytoriee [6].

1. He mpucoenunsiercs. Henp3s BeimonHATh coequHenus B Cassandra. Ecnmu mpu paspabotke
MOJICIM JAaHHBIX, HY’KHO YTO-TO BPOJE COCIWHEHUS, IPHUJSTCS JTUOO BBIOJHUTH pa0OTy HA CTOPOHE
KIIMEeHTa, JHOO CO3/IaTh JICHOPMAIM30BAaHHYIO BTOPYIO TaOINHIly, IMPEJCTABISIIONIYI0 Pe3yIbTaThl
COCJIMHEHMUS.

2. OtcyTcTBHE CCHUIOYHOM HenocTHOCTH. XoTs Cassandra momaepkuBaet Takue (QyHKIUH, KaK
o0JIer4eHHbIE TPaH3aKIUU U ITAKEThI, B HEeH HET MOHATHS CCBUIOYHOMN LEJIOCTHOCTH MEXOY TaGHI/IHaMI/I.
B perIHHOHHOfI 6a3e JaHHbIX MOXXHO YKa3aTb BHCHIHHEC KIIFOYU B TaGHI/IHe, 4TOOBI CCHUIATHCA HA
MIEPBUYHBIN KJIFOY 3aITUCH B IPYTOW Ta0JIHIle, TAKKE OTIEPaIlii, KaK KacKaIHOe yJalIeHUE, HETOCTYITHBIL.

3. denopmanu3zanus. [Ipy mpoOeKTUPOBAHWUM PENSAIMOHHBIX 0a3 JAHHBIX BaXKHO TOHSATHE
HOpMaJIM3aluyd. DTO HE SBIsAETCS MpeumylinecTBoM mpu padorte ¢ Cassandra, oHa paboTaer Jydiie
BCEr0, KOTJa MOJICIb JAHHBIX JICHOPMaIU30BaHa.

4. 3anpoc. PensiinoHHOE MOIETUPOBaHKE, 03HAYALT, UYTO Pab0Ta HAUMHACTCS C KOHIICTITYalILHOM
obmacTd, a 3aTeM MPEACTABISIOTCS CYINTHOCTH B JTOM 00acTH B Tabmuiax. 3aTeM Ha3HAYAOTCS
TIEPBUYHBIC KITFOYHM U BHEITHUE KITFOUH JJIsl OTHOIIEHHH B MoJiesid. Korjia ecTh OTHOIIICHHE «MHOTHE KO
MHOTHUMY, CO3AI0TCS TAOJUIBI COSAMHCHUH, KOTOPhIC MPEJCTABIAIOT TOJBKO ITH KIIOUW. TaOmuirbl
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COCIMHEHHNI HE CYLIECTBYIOT B pEalbHOM MHpPE W SIBISIOTCS HEOOXOOUMBIM MOOOYHBIM 3P HEKTOM
paboThl pensuroHHbIX Mozenei. B Cassandra naunnaercst paboTa HE ¢ MO JIaHHBIX, @ C MOJIEIH
3anpocoB. C momompio Cassandra MomenupyroTcsi 3ampockl M JaHHbBIC JIOJDKHBI  OBITH
OpraHU30BaHHBIMHU BOKPYT HHX.

5. IlpoekTrpoBaHHe I ONTUMANBHOTO XpaHeHus. [Tockoibky Tabnuupl Cassandra xpaHsrtcs B
OTHENBHBIX (haiilaXx Ha JUCKe, BXKHO, YTOOBI CBSI3aHHBIE CTOJOIBI ONPENEIUIICH BMECTE B OJHOM
Tabnuie.

6. CoptupoBka auzaitHepckoe pemeHue. B Cassandra copTupoBka TpakTyeTcs WHa4e; 3TO
Iu3aiiHepckoe pemenue. [opsmok copTupOBKH, TOCTYIHBIHN IS 3aIIPOCOB, SIBISAETCS (GPUKCHPOBAHHBIM
U TIOJIHOCTBIO OTpPENeIsieTCsT BHIOOPOM CTONOLOB KIIACTEpH3ALUH, IPEJTOCTABICHHBIX B KOMaHIE
CREATE TABLE. Oneparop CQL SELECT noanepxuBaeT MOpsIOK IO CEMAaHTHKE, HO TOJBKO B
HOpSAZIKE, YKa3aHHOM CTOJIOIaMH KIIaCTEPH3ALIIH.

Pa3zpa6oTka 6a3pl nanubix Cassandra nis cetu UntepHeTa Bemeii

Cucrema 10T Brimroyaet B ce0s 10 maTuMkoB KadecTBa mpoayKuuu (temmneparypa). Kakapiii u3
JATYNKOB MOChIIaeT AaHHbIE 1 pa3 B cekyHAy. Takum o0Opa3oM, OCHOBHBIE TpeOOBaHMS MOMKHO
c(hopMyIIMpOBaTh CIEAYIOUIIM 00pazoM:

— 1 cucrema 10/mKHA MPOJOIKATH 3aIUCh, €CJIU OJIUH y3€1 IepecTaeT padoTaTs;

— 2 cucrema J0JDKHA 3amuchiBaTh 10 HOBBIX 3amuceil B CEKYH/IY, HECMOTPSl Ha BO3MOXKHBIE COOH
y31a/ceru;

—3 cmcremMa JO0DKHA COOOmATh 000 BCEX HM3MEPEHHsX, COOpPaHHBIX JIOOBIM IaTYUKOM 3a
YKa3aHHBIH JCHb B TEUYCHUE HECKOJIbKUX MHJUTUCEKYHI;

— 4 cuctema JOIDKHA KaK MOJKHO ObICTpee coo0ImaTh 000 BCeX M3MEPEHHX, COOpAaHHBIX JTFO0BIM
JaTYMKOM B T€UCHUE YKA3aHHOT'O MEpUOJa BPEMEHHU.

[TpoextrpoBanue 6a3bl maHHbIX. Cassandra BBIMOJIHSET 3aMKCh TOPA30 ObICTpee, YeM Ipyrue
0a3pl manHbpIX SQL m NoSQL, mostomy oHa MOXET OBITh HJEabHBIM BBEIOOPOM JJisi paboTHl ¢
JecsITKaMH 3allpocoB Ha 3amuch B CeKyHAy. Kpome Toro, s yoOBIETBOPEHHsS TpeOOBaHHM
Ha/IKHOCTH pa3pabOTYUKUA MOTYT BBIOPATh MYJIbTHPEILTUIIMPOBAHHBIA PEKUM.

Apxurekrypa kinactepa Cassandra (Hampumep, ko3 duimeHT perumkaimu = 3), B KOTOpOii 0OInH
U3 y3JI0B pa3BepHYT B oOsiakax. [y BEIOIHEHUS TPEThEro TPEOOBAHUS MOKHO NPHUHATH PELICHHUE O
XpaHEHWHU BCEX 3HAUYEHHUH, COOpaHHBIX B TEUCHHE OAHOTO AHA, B OIHOM HeoOpaboTanHOM Buae. s
9TOr0 HaM HY)XHO CO3/aTh COCTaBHOW NMEPBUYHBIA KIIOY, KOTOPBI COCTOWUT M3 BPEMEHH COOBITHS
UCIIOJIb3YEMOTO B KauecTBE KII0Ya KJacTEepU3alliM, a TaKKe COCTABHOTO KIIOYa pasfelia, BKIOYas
TEKYILIYIO AaTy U HACHTU(DHUKATOP AATUHKA.

CREATE TABLE temperature_events_by day (
day text,

sensor_id uuid,

event_time timestamp,

temperature double,

PRIMARY KEY ((day, sensor_id), event_time)

)
WITH CLUSTERING ORDER BY event_time DESC;

B stom ¢dparmenre day — sto Tekct B opmare: «ITTT-MM-I/I»; (day, sensor_id) —
MpeJICTaBIsIeT CO00 KOMOMHMPOBAHHBIN KITt0Y ((OpMHUPYIOTCS TIO JaTe MOKa3aHUs BCEX JAaTYHUKOB);
event_time — 310 KIIFOY KiacTepu3anu (B KiacTepe — 3HAUEHHUS AATYNKOB B KOHKPETHBIM MOMEHT
BPEMEHHM B CeKyH1ax). biaromapst o0paTHO COPTHPOBKE BHYTPH CTPOKH (C HOPSIKOM KIaCTepU3aI[HH
no event_time DESC) MoxHO TOJTy4aTh caMbie BaXKHbBIC (IOCICAHNE) TAHHBIC BCEX TATUUKOB.

Kitou pazpena ucmonb3yercs s WACHTU(DUKALMK pa3jiesia WK y3jia B KiIacTepe, B KOTOPOM
XpaHUTCS 3Ta cTpoka. Korja nanHble CUNTHIBAIOTCS WIIH 3aITMCHIBAIOTCS M3 KIIACTEPa, IS BEIYNCICHUS
X3II-3HAYCHUS KITI0Ua paszera Ucrnoib3yercs ¢pyHkuus Partitioner. 3to xai-3HaueHUE UCTIOIB3YETCS
JUTSL OTIpEJICIICHUs y371a/pasiena, CoJIepKaIIero 3Ty CTPOKY.

Kitou kmactepuzanuu mpeqHa3HadeH I XPAaHEHHS JaHHBIX CTPOK B OTCOPTHPOBAHHOM
nopsiake. CoOpTHUpOBKAa MAaHHBIX OCYIIECTBISIETCS 10 CTONOIAM, KOTOpPBIE BXOIAT B  KITIOY
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KJacTepu3anuu. Takoe pacronokeHne no3BosieT 3 (HEKTUBHO H3BJICKATH JAHHBIC C TOMOIIIBIO KITloUYa
KJIACTEPU3AIHH.

Iomck KIr09a pasjena, KOTOpsIii ssisieTcst day/sensor_id, sieimsieTcst oueHb OBICTPOI Omepanueit
B Cassandra. Takum obpa3omM, mpeiaraeMasi MOJIe)Ib JaHHBIX YIOBJICTBOPSET TPETheMy TPEOOBAHUIO.

Jnst peanuzanmy 4eTBEpTOro TpeOOBaHUS MOTPeOyeTCs] TONCK OMPENeIeHHOTo IHS (IHei) Ha
TIEPBOM JTaIle W CPaBHEHHS BPEMEHHBIX METOK BHYTPH KaXKJIOTO JHs Ha BTopoM 3rtarne. OmHaKo 3TO
MOXET 3aHATh HEKOTOPOE BpeMs, €Clii 0a3a JaHHBIX BKJIFOUAET COOPAHHBIC NTaHHBIC B TCUCHUE
HECKOJBKMX JHEH. Y4uThiBas TOT (akT, 4yTo B cHCTeMe Bcero 10 MaTYMKOB MOXKHO PaccMOTPETh
BO3MOXXHOCTh CO3J[aHWSI BTOPOTO KIIFOUEBOT'O TPOCTPAHCTBA, TN KaXJas CTPOKAa COOTBETCTBYET
OTIpeJICICHHOMY JTaTYMKY, UTHOPUPYS JHU.

CREATE TABLE temperature_events_by_day (
sensor_id uuid,

event_time timestamp, temperature double,
PRIMARY KEY (sensor_id, event_time)

)
WITH CLUSTERING ORDER BY event_time DESC;

B stom ¢parmente sensor_id — s1o kimou paszgena (GpopMHUpPYIOTCS MOKa3aHUE KOHKPETHOTO
Jat4nka); event_time — 3to w04 Kiactepuzaiu (B CTPOKE — 3HAYCHHE JAaTYMKAa B KOHKPETHBIH
MOMEHT BPEMEHH).

brnarogapst 00paTHON COPTHPOBKE BHYTPH CTPOKH (C MOPSAKOM KIIacTepH3aluu 1o event_time
DESC) MoxHO TOJTy4aTh caMble BasKHBIE (MIOCIIEHNE) JaHHBIE KOHKPETHOTO AaTYHKA.

3aKkiIouyeHne

1. IlpencraBiensl AeCATh XapaKTEPUCTHK CyITHOCTH OonbiunX AaHHbIX (B/1) amst paboTel B ceTsx
unTepHeTa Bemiei (MB). PaccmMoTpeHsl 0cOOEHHOCTH HE PEJSIMOHHBIX 0a3 JAHHBIX W MPUBEACHBI
XapaKTEepUCTUKH TpeX HamboJjee pacrnpocTpaHeHHbIX u3 HUX: Apache Cassandra, MongoDB, HBase.
Ha npumepe B/l Cassandra mgaHbl KOHLENIMH Ul XpaHEHHs JAHHBIX, TaKHe Kak KiacTtep, Habop
KITIOUEeH, CEMEWCTBO CTOJIONIOB, KOJIOHKH, CYTIEPKOJIOHKHU, KOJUIEKIIHH.

2. PaccMOTpeHBI KITFOUEBbIC Pa3IMuusl B MOJICIMPOBAaHNM TaHHBIX AJisi Cassandra mo cpaBHEHHIO
C PEJSIMOHHOM 0a30i NaHHBIX, BKIIOYAIOIINE COCOUHEHUS, CCHUIKH, JCHOPMAaJHM3alHuIo, 3ampoc,
XpaHEHHE U COPTUPOBKY.

3. Paccmotpen npumep moctpoenns BJI Cassandra mist o6pabotku B cetr B mH(bopmanun ot
JIATYMKOB KadecTBa mpoaykiwu. [IpuBeneHsl saemMentsl pabotel ¢ B, ucnons3ys s3pik Cassandra
Query Language.

WORKING WITH BIG DATA AND DATABASE
IN THE INTERNET OF THINGS

U.A. VISHNYAKOU, S.K. EL-HAJJ

Abstract. Ten characteristics of the big data entity (DB) for working in the Internet of things (1oT)
networks are presented. The features of non-relational data bases are considered and the
characteristics of the three most widely distributed such databases are given: Apache Cassandra,
MongoDB, and HBase. Using the example of Cassandra DB, concepts for storing big data are given.
Key differences in data modeling for the Cassandra DB compared to a relational database are
considered. An example of building the Cassandra data base for processing information from ten
product quality sensors in the 10T network is given.

Keywords: big data, non-relational data bases, 10T network.
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Abstract. The analysis of the market of virtual digital voice assistants is carried out. It is established
that the popularity of such applications in the fintech industry is growing, especially starting in 2019.
Made a review of the most popular voice assistants used in banks. The main vulnerabilities and
threats are analyzed.

Keywords: speech recognition, neural network, voice technologies, biometric technologies, voice
spoofing, virtual voice assistants.

Introduction

The usage of biological measurements or Biometrics’ traits as key values for smartly identifying
someone or verifying their claim of being a certain person, increasingly through means of Artificial
Intelligence and Deep Learning methods, is enthusiastically being propagated as other remote
technologies in the post-coronavirus pandemic are, abruptly being introduced into the lives of the
ordinary people within their regular interactions and daily activities, and gradually obtaining popularity
as the «New Normals» among both consumers and services providers across multiple different areas
and applications, such as Automotive, Healthcare, Education, Governmental & Public Services, Legal
& Forensic, Military & Defense, Consumer Electronics & 1oT Gadgets, and Retail,
E-Commerce and the Banking and Financial Services and Insurance .

Speech and Voice Recognition market is expected to grow between the years 2019—2025 almost
17,2 % CAGR (Compound Annual Growth Rate) reaching an estimated 26,8 billions dollars by 2025.
And the selected Biometric measures when ranking by Consumer Preference was: voice recognition
(32 %), fingerprints (27 %), facial scan (20 %), hand geometry (12 %), and iris scan (10 %), where high
preference to most convenience and familiarity when choosing the biometric technology.

This growing is contributed equally by the consumers themselves and by driver and orchestrated
by the Authorities i.e. both the Service Regulators & Service Providers in the Fintech (Financial
Technology) sector to comply with such mandatory, caused by number of interconnected reasons
pushing both parties to participate in this cycle of pushing forward towards further broader adoption of
advanced smart voice-based technologies and solutions; Governments and Regulators are both strictly
obliged to comply with the anti-money-laundry and criminal funding acts like the American KYC
regulation or the European PSD2 regulation both with punitive compensations of multi million dollars
for the entities that fall short of fulfilling them.

On the other hand, voice-enabled devices are driving the interest of several well established
banking and ICT market players and start-ups equally towards developing consumer-centric solutions
for this market highlighted by the convince and none-intrusive features of the technology. Voice
recognition technologies are increasingly being considered as relatively cost-effective and convenient
mechanisms to gain access or exercise control over different types of connected devices that are part of
smart homes, connected cars, and other smart technology segments in the Internet of Things Ecosystem.

However, it is very important to keep in mind no system is perfect and the same applies to
Machine or Deep-Learning-based systems, which in themselves are based on statistical and
mathematical methods with scientifically forecasted margins of errors.
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Smart voice-based Biometrics technologies in Fintech services

Specially with the COVID-19 era, when due to the various degrees mobility restrictions of
individuals that ranged from simple social distancing measures and guideline to be followed strictly by
people and businesses in their daily work-habits, to partial or full local and regional lockdowns.

The person themselves being the password or key of access is not new and as technology is
spreading it is being used more and more in the daily lives of ordinary including their daily interactions
and activities. Banking and financial services being a daily activity for people it was not very far behind
in the following of the trend, this was specially capitalized and with the outbreak of the Coronavirus
pandemic and the consequent lockdowns that followed. To meet the minimum requirements of banks
and monitory and in the need to authenticate and identify their customers/clients.

Speech technologies are widely used in the Fintech sphere. There are several main areas of use
for biometrics systems.

1. Speaker Identification. Automatically verify and authenticate speakers in seconds by using
their voice as a highly accurate biometric identifier and provide every client with a truly immersive call
experience.

2. Fraud Detection. Prevent yourself from fraudsters hiding behind someone else’s identity with
a speaker verification system running in the background marking suspicious speakers whose voices
don’t match.

3. Defense and Security. Identify and quickly search for speakers in the large quantities of audio
recordings to stay ahead of crime and perform detailed forensic voice analyses faster with the help of
Al-powered technology.

A large and fast-growing market is the use of virtual voice assistants, which greatly simplifies the
management of a Bank account, making this process similar to normal communication with a human
operator. Company «Tractica» defines a virtual digital assistant as an automated software application or
platform that assists humans through understanding natural language in written or spoken form and
leverages some form of artificial intelligence in doing so [1]. According to their research, the virtual
digital assistant market will grow rapidly further (Fig. 1).
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Fig. 1. Enterprise virtual digital assistant software revenue by use case, 2016—2025

Many financial organizations, mainly in the US, are already using voice-activated virtual
assistants to access accounts and make payments. Under the Alexa skills category of «banking and
finance» (such as YNAB, Business Voice Apps, Create My Voice, Marketplace, Commercial Trends
and others) more than 3000 results come up, including American Express, Capital One, PayPal and US
Bank.

Some banks have also integrated Apple’s Siri, including Mashreq Bank in the UAE. In 2016,
Mashreq started allowing customers to transfer payments of up to Dh500 using Siri. Mashreq Bank
customers can tell Siri how much they want to transfer and to whom, but have to authenticate by using
either their pin or touch ID fingerprint recognition.

In 2017, UK bank Barclays rolled out a similar concept, allowing customers to ask Siri to make
a payment and then authenticate it with Apple’s touch ID.
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OCBC Bank in Singapore has offered voice banking through Google Assistant on a smartphone
or Google Home device since April 2018. Customers can mainly inquire about the bank’s services and
plan their financial future; for example, they can calculate the mortgage loan amount they can afford.

Bank of America, which serves more than 65 million consumer and clients, created its own virtual
assistant Erica in June 2018.

Biometrics’ voice recognition systems vulnerabilities

However, such systems have certain disadvantages. Many challenges connected with accuracy
level. Voice-based systems have very high error rates, especially false rejections.

Another problem is speaker verification spoofing. According to [2] most biometric systems are
vulnerable to imposture. Spoofing attacks are performed on a biometric system at the sensor or
acquisition level to bias score distributions toward those of genuine clients, increasing the False
Acceptance Rate (FAR) [3].

The most common options for implementing spoofing today are:

1. Impersonation. Impersonation refers to spoofing attacks with human-altered voices and is one
of the most obvious forms of spoofing.

2. Replay attacks, using speech recordings of a genuine client, or concatenation of shorter
segments. The equal error rate (EER) of 1 % can increase to 70 % using replayed spoof attacks.

3. Voice conversion, which is a technique that electronically converts one speaker’s voice towards
that of another.

4. Speech synthesis. In this approach a speech synthesizer is used which is adapted to the voice
of genuine clients. Using an HMM-based speech synthesizer, the FAR can rise up to 91 %.

Conclusion

Virtual voice assistants are widely used in the banking sector. The integration of such systems
allows you to reduce customer service time, increase security, but at the same time, these solutions
currently have the disadvantages inherent in all probabilistic technologies (FAR and FRR), and are also
subject to targeted attacks such as voice spoofing.
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Abstract. The most common types of threats, as well as attacks and intrusion methods were
analyzed. Adaptive Security Architecture model was used to effectively mitigate the considered
threats. Using the information classes and its characteristics, information security requirements have
been developed for storing and processing critical information in the network of a small business.
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Introduction

The number of external attacks on the infrastructure of organizations is growing significantly.
This problem is especially relevant now, when many companies are in a hurry to transfer employees to
remote work. Hackers look for any open breach in systems at the perimeter of the network, for example,
a forgotten unsecured web application, not updated software, or an incorrectly configured server with a
weak administrator password. The larger the compromised company and the higher the privileges
obtained, the more profitable the transaction can be made by the criminal.

The legal definition of «small businessy is not strictly fixed and varies by country and by industry.
Commonly it depends on a number of employees, annual sales, value of assets and net profit, alone or
as a combination of factors. In most of the countries the number of employees in a small business
company is assumed up to 50-250 persons.

Relevance of information security for a small business company

It is widely believed that the problem of cyberattacks by low-skilled hackers (the so-called script
kiddies) is more relevant for small companies that are not ready to invest heavily in protecting their
resources. Large organizations invest much more in information security and, it would seem, should be
better protected. But penetration testing demonstrates the vulnerability of even large companies. Refer
to the statistics collected by Positive technologies for 2019 [1]. Information about the most common
types of threats, as well as attacks and intrusion methods based on the analysis of statistics, is presented
in the table.

Suspicious network activity was detected in the infrastructure of 97 % of companies. In 28 % of
companies, the activity of a number of utilities and tools was revealed, which may indicate a
compromise. There is a trend towards «living off the land» attacks. Also, attempts to discredit or destroy
a competitor's business led to an increase in DDoS attacks. In 81 % of organizations, in-depth analysis
of network traffic revealed malware activity. Multiple attempts to connect to external servers on port
445/TCP (SMB) indicate a malware infection. But miners and adware were more common in the
infrastructure. Thirty-three percent of companies use dictionary passwords, which gives rise to a large
number of brute-force attacks or dictionary attacks. At the network perimeter of 11 % of companies, the
main security problem is inadequate protection of web applications. Thus, after analyzing the results of
the above statistics, we can conclude that the security of the corporate network, and therefore the
continuity of the technological process, directly depends on the efficiency of administration of networks
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and network equipment, as well as the timely installation of relevant security updates for the software
used. The statistics analysis results are given in Table 1.

Table 1. Types of attacks and intrusions in corporate networks

Percentage
Categories of of .
identified threats companies Intrusion methods Types of attacks
(%)
— hiding traffic;
— network scanning;
Suspicious network — attempts to remotely start the process; — DDOS;
picious 97 — collection of information about active network — IP spoofing;
activity - . .
sessions on nodes, users, groups, password policy, — living off the land.
etc.;
— perimeter scan.
— use of unprotected data transfer protocols; — phishing;
L. — use of software for remote access; — mailbombing;
Violation of IS : : . .
arameters 94 — using BitTorrent; — SPAM,;
P — open network ports on the perimeter. — telephone phreaking;
— pre-texting.
— miners; —WannaCry;,
— adware; —worms;
L — spyware; — Viruses;
Malware activity 81 — reading arbitrary files. — Trojan horse;
— spyware;
— ransomware.
Attempts to exploit availability of exploits in the public access
software 28 Rootkit
vulnerabilities
Password guessing — using dlctlo_nary passwords; . _ brute force:
19 — saved authentication parameters; o
attempts L - . L — by dictionary.
— obtaining and increasing privileges.
. — using vulnerabilities in XML and WEB services; — cookies infection;
Attempts to exploit - - S
. 11 — forging cross-site requests. — SQL injection;
web vulnerabilities e
— XSS Scripting.

When developing corporate information security systems for companies for which the cost of
information leaks and other incidents may be the highest, it is necessary to rely on existing standards
that have already proven themselves in this area of working with data and combating cybersecurity
threats. In a narrower sense, the Adaptive Security Architecture (ASA) model, first introduced to the
market in 2014 [2], will be a successful solution. Within the framework of this model, protection against
targeted attacks is prioritized, but at the same time it provides the maximum possible defense against all
internal and external threats provided for by the security policies of a particular organization. The ASA
model assumes building a security architecture at four levels [3]:

— prediction (forecasting);

— warning (prevention);

— identification (detection) of threats;

— response.

First of all, when developing methods for protecting a corporate network, one should rely on the
classification of data and processes circulating in the network [4, 5]. This is necessary in order to
understand what exactly is to be protected and what are the priority areas of protection, since without
prioritization the proper level of protection will not be achieved. It is necessary to find out which systems
need to be protected in the first place, that is, those without which the organization's action will simply
stop. Also, determine the systems on the protection of which you can save money or not at all. For small
businesses, the following types of information circulating in the company's network can be
distinguished, which are subject to protection:

— client database with important confidential data (numbers of documents, cards, details of visa
services);

— information about quotas, insurance payments and policies;

— accounting software, accounting, taxes;
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—individual schemes and developments for attracting clients, details of promotions and other
information constituting scientific, technical and technological information related to the company's
activities;

— personal data of employees of the enterprise and partners, stored in the database and transmitted
over the network;

—e-mail messages and database information containing service information, information about
the activities of the enterprise, etc.

The assignment of security categories to an information network is based on an assessment of the
damage that can be caused by security breaches. There are three main aspects of information security:
availability, confidentiality, and integrity. IS violations can affect only a part of these aspects, just as
safety regulators can be specific for certain aspects. Therefore, it is advisable to assess the possible
damage separately for violations of accessibility, confidentiality and integrity, and if necessary, an
integral assessment can be obtained. When categorizing an information system, the categories of
information stored, processed and transmitted by means of IS are taken into account, as well as the value
of the assets of the IS itself in accordance with the scale (Table 2) [5].

Table 2. Types of attacks and intrusions in corporate networks

An impact, produced by loss of availability,

D;ierI]/lege confidentiality and./ or integrity on the organization's Impact to the company’s business
operations, assets and people
High a severe or catastrophic impact the company loses the ability to perform all or some
of its main functions
Moderate a serious detrimental impact the company remains able to fulfill the mission

assigned to it, but the effectiveness of the main
functions is significantly reduced
Low a limited detrimental impact the company remains capable of fulfilling the
mission entrusted to it, but the effectiveness of the
main functions is significantly reduced

Thus, in most commercial private small businesses, the following categories of confidential
information can be distinguished:

— personal data;

— commercial information.

The most important aspect of the information security policy of any company is ensuring the
security of personal data. The security of personal data is achieved by eliminating unauthorized,
including accidental, access to personal data, which may result in the destruction, modification,
blocking, copying, distribution of personal data, as well as other unauthorized actions. Statistics have
shown that the largest number of threats observed in 2019 is associated with suspicious network activity
detected in 97 % of organizations, which leads to the collection of information about active network
sessions on nodes, about users, groups, password policies, etc. This includes an increase in the number
of social engineering methods, respectively, an increase in such attacks as phishing, telephone
phreaking, pre-texting, etc. Accordingly, these types of threats can lead to a violation of the
confidentiality and availability of stored confidential information, including personal data [4].

Therefore, the following information security requirements have been developed for storing and
processing confidential information in the network of a small business:

— information and related resources must be available to authorized users;

— differentiation of access of registered users to hardware, software and information resources of
the network (the ability to access only those resources and perform only those operations with them that
are necessary for specific users to perform their official duties);

— registration of user actions when using protected resources in system logs and periodic control
of the correctness of system users by analyzing the contents of these logs;

— protection of personal data from leakage through technical channels;

— protection of personal data from unauthorized disclosure;

— compliance with the procedure for storing personal data on paper and electronic media;

— development of regulations for responding to incidents and related procedures;

— protection against unauthorized modification and control of the integrity of the software used
in the network, as well as protection of the system from the introduction of unauthorized programs;
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— implementation of mechanisms for automatic blocking of detected malware by removing them
from program modules or destroying them;

— checking the integrity of anti-malware protection modules required for its correct functioning;

— availability of means for restoring the personal data protection system;

— allocation of a communication channel that ensures the protection of personal data;

—exchange of personal data, during their processing in the information system, through
communication channels, the protection of which must be ensured by the implementation of appropriate
organizational measures and (or) the use of technical means;

— restriction of unauthorized outgoing traffic from applications used to process, store or transmit
confidential information and personal data;

— the use of strong encryption to protect confidential information and personal data, transmission
or remote access to which is carried out using mobile and portable devices that support network
authentication.

Conclusion

97 % of organizations reveal suspicious network and malware activity. Adaptive security
architecture helps businesses stay ahead of cybercriminals, suggests flexible security measures to protect
data and systems in as agile a way as possible, rather than relying on outdated perimeter defense
strategies. Using the information classes and its characteristics, information security requirements have
been developed for storing and processing critical information in the network of a small business.
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