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Hcnonb3oBaHKUEe TeHEPaTOPOB LIyMa JUlsl 3alUThl HHOOPMALMK OT YTEUKH I10 KaHallaM MOOOYHBIX
9JIEKTPOMAarHUTHBIX H3JIy4€HUH B PpslE CIy4dacB SIBJIAECTCA ONTUMAIBHBIM W €IUHCTBEHHO
BO3MOXKHBIM pelIeHHeM. [Ipu NpOeKTHpOBaHMM CHCTEM 3aIUUTHl WHPOpMAlWH, KaK HpaBHIIO,
TpeOyeTcsi JaTh OLEHKY 3allUIIeHHOCTH WH(opMmanmu. B 3Toil cBsi3u OoJbIIONH HHTEpeC
MPE/CTABISIET CIIOCOO OLEHKH 3allWIIEeHHOCTH HWH(OpManuy, OCHOBAHHBIH Ha HM3MEHEHHUH
MPOITYCKHON CITOCOOHOCTH KaHaJla CBS3U B 3aBUCHMOCTH OT OTHOIICHHUS CUTHAJI/IITYM.

Kniouesvie cnosa: 3aliuTa I/IH(I)OpMa].[I/II/I, mo6ouYHOE QJIEKTPOMAarHuTHOC U3JIYYCHHUE, MPOITYCKHAsA
CIIOCOOHOCTH KaHaja CBSA3H.

BBenenue

AKTHBHBIE CpEJICTBA 3alllMThl HEPCOHAJBHBIX KOMITBIOTEPOB M3IY4alOT CHEIHATbHBIN
Mackupyromuil curaan [1]. Bo MHOrux reHepatopax IIyMa ypOBEHb M3Iy4acMOI'O MAacKHPYHOIIErO
CHUTHaJIa HE MPEBOCXOJAUT YPOBHS MH(OPMATHBHBIX 3JEKTPOMArHUTHBIX H3IyYEHHH KOMIIBIOTEPOB,
HOATOMY COTJIACOBAHUSI TAKMX CPEJCTB aKTUBHOI 3aIUTHI CO CITy>KOO0H pagMOKOHTPOIIS HE TpeOyeTcs.
Tem He MeHee, HEOOXOIMMBIM SIBISETCS OIpEJCIeHHE MHHUMAJIbHO HEO0OXOIUMOTO YpPOBHS
MaCKHPYIOLIETO IIyMOBOTO CUrHaja Ey min..

VYpoBeHb Emin. y10OHO TpencTaBUTh Kak NpeBbllieHHE mymoBoro Haa I[IOMMU (moGounoe
AJIEKTPOMAarHUTHOE W3JIydeHHe), BhIpakeHHoe B jenubenax. [Ipu ompeneneHnu ypoBHsI ITYMOBOTO
curHana Emin. ONTUMAaNBHBIM SIBISIETCSl MCIIOJB30BaHUE METOJa MakcuMalbHON oneHku. CyTb
METOJa 3aKIYaeTcs B TOM, YTO KOTJa JACHCTBYIOIIME BEIMYMHBI M NApaMETPhl YCTAHOBUTH HE
NPEJICTABIISIETCSl BOBMOXKHBIM, B Ka4eCTBE PACUETHBIX OEpyTCsl MPENEeNbHO JOCTHXKUMBIC 3HAYCHUS,
JUIE  KOTOPBIX 3alllMIEHHOCTh HMH(opManuu cTpeMuTcss K MuHUMyMy. Ecmu TpeboBaHus
3alIUIIEHHOCTH HMH(OpManmMu OyAyT BBIIOJHATHCS AJS HAWXYALIETO BapHaHTa, TO OHU OyAyT
BBIITOTHATHCS U ISl BCEX OCTaIbHBIX BApHAHTOB.

Llenpio paboThI sIBIISIETCS OIpeeieHe OIEHKH 3allUIICHHOCTH HMH(POPMAIMK OT YTEYKU II0
KaHaJy MOOOYHBIX AJIEKTPOMATrHUTHBIX M3TY4YEHHH 110 OTHOIIEHHUIO CUTHAII/IIYM IIPH Niepeaye JaHHbIX.

®opMHupoOBaHMEe MAKCUMATBHON aMIUIMTYAbI CHTHAJIA TOOOYHBIX U3/ TyYeHUH

Haunbonee moaxoisimum JUisi HECAHKIIMOHUPOBAHHOTO JIOCTYIA SIBISICTCS CHTHAN, TPU
MIOMOIIM KOTOpOro gopMupyercsi nzodpaxkenune Ha skpane Morutopa (VGA curnan). HeonHokpaTtHo
U pasHbiMu aBropamu [2,3] ObUIO MOKa3aHO, YTO JAHHBIA CHI'HAI MOXET OBITh IEepexBaveH, a
HCXOJHOE M300pakeHHe BOCCTAHOBIICHO Ha CHEUATIBHOM 000pyI0BaHUM.

NzobpaxkeHne Ha dKpaHE MOHUTOPA CTPOUTCS MyTEM H3MEHEHHsS] MHTEHCHBHOCTH CBEYCHUS
OTJENBHBIX JIOTMYECKUX 3JIEMEHTOB — TNHKceJdeld. MHTEeHCMBHOCTH CBEYEHHS MOXKET HPUHUMATh

MHOXXECTBO JHMCKPETHbIX 3HaueHuit or O (wepHeri mser) mo |, (OGemsiii mser). B uBerTHBIX
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MOHHTOpaX OCIbIii I[BET MOJydaeTCcs MPH HU3IYYCHHH CMEXHBIX IHKCENEH CHHEro, KpPacHOTO H
3eJIEHOTO I[BETOB. VIHTEHCUBHOCTH CBEUEHUS MUKCEIEeH MepeaaeTcss K MOHUTOPY B BHZE aHAIOTOBOTO
curHajma 1o wuHTepdelicHOMy Kabemro B cocTaBe KOMIIO3UTHOTO BHIEOCHUTHana. Hawmxymmmm
BApUAHTOM C MO3UIIMH METO/Ia MAaKCUMAILHON OIICHKU SIBISICTCS] CUTYyaIHsl, KOT/Ia COCETHUE MUKCEIH
UMEIOT YepHBIA M Oenblii mBera. B Takom ciy4ae, CUTHaJ HHTEHCHUBHOCTH TpHOOpeTaeT (Gopmy
MeaHapa, a [IDMU obnamaroT MaKCHMalbHON CHEKTPAIBHON IUIOTHOCTBIO, IIPH 3TOM MOIIHOCTH
CUTHAJIA JIOKAIHU3YETCsl B Y3KOU Mo0ce 4acToT.

[puanun ¢opmupoBanus W300paKCHUS Ha SKpaHE MOHHMTOpa M TpauUKd Orudarorien
CUTHaJIa HTHTEHCHBHOCTH TIPEICTaBJICHEI Ha puc. 1.
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Puc. 1. [lpuHumn popMupoBaHus H300paKSHHUS Ha SKpaHe MOHHUTOPA: ¢ — KaXK/IbIil CHMBOJI COCTOUT M3
OT/ICNIbHBIX NIHKCENeH, 6 — orudaronias Ha CUrHaJIa HHTCHCUBHOCTH, 6 — (oTorpadus n300paxxeHus Ha
MOHHTOpE (MaKpOCheMKa, IPHMT H3MCHEH )

Takum oOpa3zom, 4yepHBIA LBET Ha (oHE OEIOr0 SBISETCS HAWIYYIIUM BapuUaHTOM IS
(hopMHUpOBaHUS MaKCUMaIbHOH aMmIuiuTyabsl curHana [IOMW u mepenmaercss Ha SKpaH MOHHUTOpA B
BUJIE MOCJIEIOBATEIBHOCTH MPSIMOYTOJIBHBIX UMILYJIHCOB.

IpyHIUNBI OLEHKH 3AIUIIEHHOCTH HHGpOpMAaINU

W3 nutepaTypHBIX HCTOYHHUKOB H3BECTHO, YTO €MKOCTh KaHaja mepeaadyd HH(OpMaiuu
(xanana yreuku nHpopmaruu mo IIDMU) 1 oTHOLIEHUsT CUTHAI/IIYM CBsi3aHbl popmytoii [llenHoHa-
Xaptiu [4]:

o B-Iogz(1+%), (1)

rne C — emkocTh kaHajma B OuTax B CceKyHay, B— momoca mpomyckaHus KaHaja B repuax, S —
MOJIHAsT MOIHOCTh CHTHAJa HaJl TOJIOCOM MPOITyCKaHHWs, W3MEpPEHHas B BaTTax WM BOJIBTaX B
kBagpare, N — 1oaHas 1yMOBass MOIIHOCTH HaJ| MOJIOCOM MPONMYCKAaHMs, M3MEPEHHAs B BATTaX MU
BonbTax B kBajgpare; S/N — orHomenue curnana k mrymy (OCIII), BeIpa’keHHOE KaK OTHOLIECHHE
MOIIIHOCTEH.

Juis onenku 3¢ (EeKTUBHOCTH 3alllyMIIeHUs, Oy/IeM UCTIOIh30BATh MapaMeTp

n=C,/C;n=C,/C,, 2

KOTOPBIM TOKa3bIBaeT, BO CKOJBKO pa3 W3MEHMWIACh €MKOCTh KaHaia Iepe/add WHPOpMaIUH C
YPOBHEM IIyMa NI , IO CPaBHEHHUIO C 3TAJIOHHOW. B KauecTBe 3TajiOHHOU Ca, NPUHAMAEM EMKOCTb

IpY OTHOIIEHWM cUTHaN/moyM 6 ab (ypoBeHp mymMa B 2 pa3a HW)KE YPOBHSA CHrHaja). B peanbHBIX
QHAJIOTOBBIX KaHaJIaX CBSA3M PabOYMM CUUTACTCS OTHOIIEHHE cUrHai/iym ot 20 nb u Beie [5].
Takum 00pa3oM, C y4eTOM TOIO, YTO IOJI0Ca MPOITyCKaHus kaHama B ¥ moiHas MoUIHOCTH

CHUIHaJia S — BCJIMYHMHBI IIOCTOAHHBIC, 4 OTHOIICHUEC CI/IFH&J’I/IIIYM JJIsL Ca MIpUHUMACM paBHbBIM 6 ,Z[B,

BBIPKEHHE TSI OTIpeiesieHus N Oy1eT UMeTh BU/T:
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1
n= .
log, (1+100-9720

®3)

I'padmk w3MEHEHHS TPOIYCKHOW CIOCOOHOCTHM KaHaja Tmepefdadd WHGOpPMaluud B
3aBHUCHMOCTH OT OTHONICHHWS CHUTHAJ/IIIYM TpPEJCTaBieH Ha puc. 2, B Touke A [6;1] oTHomeHHe

C,/C, =1.

Al6:1]
SIN. ab et}
40 30 20 10 0 -10 -20 -30 -40

Puc. 2. VI3MeHeHHE NpOITyCKHON CITIOCOOHOCTH KaHAIA TIePeAady HH(OPMALIH
B 3aBHCHMOCTH OT OTHOLICHUSI CUTHAJI/IIIYM

OueHuTh, B KakOW CTENEHH IOBIMACT H3MEHEHHE IPOITYCKHOM CIIOCOOHOCTH KaHaja
nepeaayn MHGOpMAIMKM HA MaKCUMallbHO BO3MOXXHOE KadeCTBO M300paKEHUs, MePeXBaueHHOTO M0

kaHanaMm [IOMMU, MOXHO HpH MOMOIIM MOJIETMPOBAHHS SKBUBAICHTHOrO paspemieHus kaapa R, .

[lycTp nmns STaJIOHHOM E€MKOCTH KaHaja Ca paspemienue Kagpa R, Torma s OTHONIEHHS

R4
curHa/mym — S/ N, paspemenue kanpa 6ynet pasuo: Ry=R, /n.
[IpuHuMaeM B kadecTBe 3TaoHHOro R paspemenne B 800x600 mukceneit. st ynoocTsa
JATBHEUIINX pacdeToB, 3aHECeM MaHHbIEe B Tabmuily. /laHHBIE W3 TAOMWIBI AAIOT TPEICTABIECHUE O
TOM, BO CKOJIBKO pa3 H3MEHUTCS EMKOCTh KaHalla mepeaadd HH(POPMAIUH 110 CPABHEHHUIO C STaJIOHHON
C,. Hanpumep, mpu OTHOLICHHH CHTHAJ/IIYM paBHOM — 18 1B (YpoBeHb Inyma B 8 pa3 MpeBbIIIAcT
YpOBEHb CUTHaJAa) €eMKOCTh KaHaia cBsi3u yMeHbpmuTcs B 11,32 pa3a. Ha mpakTuke 310 03HadaeT, 4To
M0 OJHOMY W TOMY K€ KaHay CBA3U (kKaHainy yreuku wH(popmanuu mo [IOMMU) moxkeT OBITH
nepegado B 11,32 pasa MeHblie HHPOPMAIMKA M, CJICAOBATCIIbHO, HAa 3KpaHE CIEIUAIbHOM

anmnapaTtypsl IepexBaucHHOE M300paxkeHne OyaeT MMETh paspemieHue Kaapa B 11,32 pasa MeHblie,
YeM Ha SKpaHe MOHHTOpa-ucTodHnka [IOMU.

H3MeHeHHe eMKOCTH KaHAJIA CBSI3M B 3ABHCHMOCTH OT OTHOIIEHHUS CI/IFHaJI/HIyM

OTHoureHue curHan/mym, nb 6 0 —6 -12 -18 —24 =30
W3meHeHne eMKOCTH KaHaa,
orHocutensHo C,

Paspemienue xaapa R, ', nukc. 800x600 | 468x351 | 259x194 | 137x103 71x53 36x27 18x14

1 1,71 3,09 5,85 11,32 22,26 44,08

MogeanpoBaHue JHEPreTUYECKOH OIEHKH 3aIMIEHHOCTH HH(poOpMaun

[IpomonenupoBats 3dexkT W3MEHEHHs pa3pelieHHsl Kaapa B 3aBUCHUMOCTH OT EMKOCTU
KaHaja fiepenayd MH(GOpMAlMW MOXHO C TOMOIIBIO JIO0Or0 PacHpOCTPaHEHHOrO TrpadUuecKoro
penakropa (Hanpumep, Adobe Photoshop). [list 3Toro He00X0AMMO U3MEHHUTH Pa3pelIeHUEe UCXOIHOTO
KajJpa B COOTBETCTBMH ¢ Tabnumed. Jlamee, Juis BO3MOXXHOCTH BH3YaJIbHOW OIIGHKM KadecTBa
n300paXeHUs1 1 BO3MOXKHOCTH Paclo3HaBaHU MH(OpMaIMK, pa3pelieHne Kajpa BOCCTaHABINBACTCS
JO MCXOAHOTO C NPUMEHEHHEM aIrOPUTMOB OWIMHEHHOW MHTepHossiuuu [6] (mpeoOpa3oBaHHOE
n300pakeHUE pacTAruBaercs). B KauecTBe HCXOIHOTO MNPHUHAT Kaap ¢ paspenieaneM 800x600
nukceneil. JlaHHoe paspellieHue SBISETCS MHHUMAIBHBIM, KOTOPOE MOXKHO YCTaHOBHUTH Ha
COBPEMEHHBIX MOHHUTOpaxX, NMPH 3TOM OTHOLICHHWE pa3Mepa MPHUPTOB K pa3Mepy dSKpaHa Oyner
MaKCHUMAaJbHBIM, YTO COOTBETCTBYET KPHUTEpUSM BBIOOpa MeTOAa MaKCUMalbHOM oneHkn. Ha
N300paXEeHUX TPEJICTaBICHBI (PParMeHThI TEKCTa CTAHAAPTHHIX Pa3MepoB B TMOIMYJSIPHOM pellaKTope
Microsoft Word. Pe3ynbratel mpeoOpa3oBaHuii IpeICTaBICHBI HA PHC. 3.
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Aial, pasep wpwera 8 nT
Arial, pasmep wpndTa 10 nT

Arial, paamep wpudpTa 12 NT
Arial, pasmep wpudTta 14 nT

Arial, pasmep wpudpTa 16 nT

9 By e YA Wuam

Aral pawep wpngra 10 nr
Argl pasuep wpwdra 12 nt

Arnal, pasmep wpudra 14 nr

Arial, pasmep wpncpra 16 nr

oHC

Puc. 3. I'padmaeckoe mpencraBieHne N3MEHEHUS pa3Mepa KaJipa: a — HCXOIHBIN Kaap: pasperienne 800x600,
OCII = 6 ab; 6 — pa3pemenne kaapa 468351, OCILI = 0 nb; ¢ — pa3pemenue kaapa 259x194, OCII = - 6 nb;

|n d9-0584

| XX e ¢ v-A Esam s

4
(A
[

Arial, pasuep wpucra 8 N
Arial, pasmep wpudra 10 nT

Arial, pasmep wpudTta 12 nt
Arial, paamep wpudta 14 n1

Arial, pasamep wpudTa 16 nt

.- - Y A Bahns

' I =
Al Sl wT e

M pama yopad e 18 0

Arel, paascp et ' e

2 — pazpemenue kaapa 137x103, OCI = — 12 nb; 0) — paspemenune kaapa 71x53, OCII = — 18 nb;
e — paspenrenue kaapa 36x27, OCIHI = — 24 nb; o — paspemenne kaapa 18x14, OCII = - 30 nb

AHanmu3 TMONYYEHHBIX Pe3yJIbTaTOB IMO3BOIII CHOPMYITHPOBATh KPUTCPUU 3aAIMUIICHHOCTH
WHGOpPMAIIMN Ha OCHOBE OIEHKU IIPOITyCKHOW CIIOCOOHOCTH KaHalla Iepenavn (KaHaia MOOOYHBIX
AJIEKTPOMATHUTHBIX HM3IIyYEHUH ), ONMPEeIICHUN OTHOIIECHUS! CUTHAJ/IIIYM, TIPU KOTOPOM BU3YallbHOE
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pacmo3HaBaHue UWH(poOpManMKW B BHAC IEPEJAHHOTO TECTOBOIO H300paXXEHUS C 3aJaHHBIM
paspelieHueM Kajapa C IIOMOILIbI0 CHELUAJIBHOW  ammapaTypbl CTaHOBHUTCS  IPAaKTUYECKH
HEBO3MOJKHBIM, U MPUMEHEHUM 3TOT0 OTHOIIECHHS CUTHAJ/IIYM B KadeCTBE OLEHKH 3aIIUIIEHHOCTH
o0OpabaTbiBaeMoii HH(pOPMAIIMK OT YTEUKH MO KaHATy MOOOYHBIX AJIEKTPOMArHUTHBIX U3ITyUCHHH.

BriBoabl

B pesynpraTre mMpOBEEHHOrO aHAIM3a IOJMYYEHHBIX pE3yJIbTaTOB YCTAHOBJIEHO, YTO HA
OCHOBAaHWH JaHHBIX C TIOMOIIBIO OLIEHKH TEOPETUUECKOW €MKOCTH KaHalla mepefayd (KaHaja YTeUKH
uHpopmaruu mo [IOMU) ansg pasHeIX OTHOIIEHWH curHaN/myMm ompeneneHo Takoe OCLI, mpu
KOTOPOM pacIiO3HaBaHUE MEPEXBAYCHHOTO HM300pakKeHHs HE IMPEACTABIsIeTCS BO3MOXKHBIM. JlanHoe
sHagenne OCII, paBHoe —18 nb, ¢ BBICOKOH mONIel BEpOSTHOCTH OyleT OOecrednBaTh COCTOSHHE
3alIMIICHHOCTH WHPOPMALNK OT YTeUKH 1o KaHainam [I1DMMU.

DETERMINATION OF THE ENERGY CRITERION FOR EVALUATING INFORMATION
SECURITY AGAINST LEAKAGE CHANNEL SIDE ELECTROMAGNETIC RADIATION

M.V. ZHALKOUSKY

Abstract

The use of noise generators for the protection and information leakage channels stray
electromagnetic radiation in some cases, is the best and only option. When designing security systems
usually requires an assessment of information security. The way to assess the security of information,
based on the change in channel capacity, depending on the signal/noise ratio, is of great interest.
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