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dry substances, density, lactose, added water, etc. These indicators are collected and analyzed within a single 
farm using computers, which corresponds to automation 3.0 [1]. 

The structure such decision is presented and the architecture of the IoT network is described. The 
analysis of the database and DBMS structures is carried out. A more modern solution is needed, monitoring 
of milk quality indicators using the Internet of Things (IoT) network, which corresponds to automation 4.0 
[2]. 

The structure of the IoT network includes milk analyzers, gateways-converters, a cloud platform, and 
mobile devices. The database of the cloud structure server stores milk quality characteristics, and the 
knowledge base stores the rules for processing them. The solver outputs deviations from the current milk 
quality indicators from the standards. The site is used for communication of specialists in milk quality 
control. Monitoring of milk quality characteristics is implemented from mobile devices. 

The structure of the network of IoTs for milk quality control has been developed [3]. It includes portable 
milk quality analyzers for taking indicators from each of the controlled farms. In the structure, these 
indicators are fed to the gateways-converters. The latter are necessary for converting and transmitting the 
captured milk quality indicators to the cloud environment. A server is involved in the cloud environment. 
The server contains a database, a solver, a website [3]. 

The data structures of the removed milk quality indicators are presented for relational representation in 
the database for their further display on the site pages. The solver generates messages if the milk quality 
indicators go beyond the control limits. 

The principles of forming database tables for the main controlled indicators of milk quality are 
considered. The descriptions of the fields of the database tables are presented. 

Google Cloud Platform is a set of cloud services provided by Google that can be used to create and 
process data. In addition to management tools, a number of modular cloud services are also provided, such as 
cloud computing, data storage, data analysis and machine learning [4]. 

The process of creating an Internet of Things network and adding devices to it is demonstrated. Sensor 
data is generated by the Coral Environmental Sensor Board and transmitted to the IoT Core via the MQTT 
protocol. Sensor data is automatically published to Pub/Sub IoT Core. The data published in Pub/Sub 
automatically launches a cloud function that processes the data and stores it in BigQuery [5]. 

The steps of the procedure for configuring the connection of sensors are given, data from the sensor 
connected to the Resbery Pi is sent to Google Core IoT and then stored in the BigQuery database. 

The structure of mobile application forms for operational and emergency notification of the farm 
manager for milk quality control is given. 
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The Internet of Things (IoT) network is a level of development of devices that can be connected to a 
network via the Internet or using wireless technologies. The devices exchange data in real time both directly 
and via remote online servers. 
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These devices are capable of operating in automatic mode, but the user can control them, including 
remotely. The simplest explanation of what IoT is sounds like this: it is a network in which devices, not 
users, communicate with each other. 

Within the framework of "Automation 4.0", it is proposed to use the Internet of Things technology for 
remote monitoring and control of milk quality of dairy farms distributed throughout the district. 

A model of such an IoT network based on multi-agent technology is presented. The structure of this IoT 
network is proposed, including milk analyzers, gateways-converters, a cloud structure in which a server 
platform is rented [2]. 

The structure of the IoT network includes milk analyzers, gateways-converters, a cloud platform, and 
mobile devices. The cloud platform rents a server that hosts knowledge and data bases, special software 
(solver) for processing and making decisions on milk quality, and a farm website. The database of the cloud 
structure server stores milk quality characteristics, and the knowledge base stores the rules for processing 
them. The solver outputs deviations from the current milk quality indicators from the standards. The site is 
used for communication of specialists in milk quality control. Monitoring of milk quality characteristics is 
implemented from mobile devices of specialists with access to the site components. 

The server database stores milk quality indicators based on critical control points. From mobile devices, 
these indicators are sent through the controller and gateway to the cloud platform and recorded in the 
database. Through special mobile applications connected to the site of the cloud platform, farm managers can 
quickly monitor indicators for time, herd, etc. Monitoring of these indicators is provided in case of exceeding 
the control values. In the future, the IoT network will be able to solve the issues of optimizing these 
indicators. 

The most popular cloud platforms are considered. The 4th generation LTE network using the 
technology for the IB-NB ‒ IoT network was chosen as the network for transmitting information from dairy 
farms to the cloud environment. 

It is proposed to use a cloud platform (a managed service hosted in the cloud, which acts as a message 
center for two-way communication between the Internet of Things application and devices) to implement the 
milk quality control network. 

The Google Cloud IoT platform allows user to create IoT networks using machine learning on end 
devices and implementing services such as Cloud IoT Core (collects data published in Cloud Pub/Sub for 
further analysis), Cloud IoT Edge (for secure connection of edge devices to the cloud) [3]. 

The procedure for connecting sensors to the Google Cloud IoT cloud platform is presented, including: 
configuring the local environment and installing the necessary components; creating an account; connecting 
a virtual device and viewing telemetry. 
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