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Mpeanaraembii KOMMNNAEKC peLleHns npobneM uHGOpMaLMoHHOW Ge3onacHOCTM obecrneumBaeT HaOEXHYH COXPAHHOCTb AaHHbIX
pasnu4HON CTeMNeHn LieHHOCTU. py 3TOM pacKpbIBalOTCS HOBbIE MAEN U MeToAbl, 0becneynBatoLLme HaaEXHY0 3aluTy MHopMaLmn Ha
npeanpusiTum.

Hay4HO-TexHU4Yeckuin nporpecc npespaTun WMHGpoOpMauMio B MNPOAYKT, KOTOPbIA MOXHO KynUTb,
npogaTb, obMeHATb. Hepeako CTOMMOCTb AaHHbIX B HECKONBbKO pa3 MpeBbIaeT LieHy BCEeN TEXHUYECKOW
CUCTEMbI, KOTOpas XpaHWT u obpabaTtbiBaeT mHGpoOpMaumio. [M03TOMY OYEeHb BaXKHO CTano Hay4uTbCs
3awmiatb nHdopmMaLmio 1, cnegoBsaTensHo, cebs.

WHTepec k Bonpocam 6e30nacHOCTU MHOPMALIMOHHBIX CUCTEM B NOCneaHee Bpems BbipOC,
YTO CBSI3bIBAOT C BO3pacTaHWEM pPOMM MHAOPMALUOHHBIX PECYpCcoB B KOHKYpeHTHow 6opbbe,
paclMpeHmeM UCNoNb30BaHUSA CeTel, a Takke BO3MOXHOCTEN HECaHKLMOHMPOBAHHOrO AOCTyNa K
XpaHMMoM 1 nepedaBaemMon  MHOpMauuu, KoTopasi sBnsieTcs  Havbonee  AUHAMUYHO
pasBuBatoLLiencs cpepont MMPOBOI 3KOHOMUKM.

KnioyeByto porb B COXPaHHOCTM AaHHbIX MMEKT annapaTtHble yHkumm 6e3onacHocTn. OHu
OOJDKHbI ObITh 3amnoXeHbl B apXUTEKTYpy MPOAYKTa C caMoro Hadana paspabotka (Security by
Design). besonacHOCTb Ha YPOBHE YCTPOWCTB HAYMHAETCS C HAOEXHbIX KOHCTPYKTUMBHBIX PELUEHUN,
obecneumnBaroLLMX 3alMTy nonb3oBaTenen. Kaxapii KOMAIOHEHT U MCTOYHMK €r0 NMOCTaBKW OJTKHbI
ObITb NPOBEPEHHBIMU: MKWLLIb 3TO CIY>XUT rapaHTUen OTCYTCTBUS «BCTPOEHHbIX» yrpo3. [pecTynHuku
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BCE Yalle HauenvBalTCA Ha Lenoyvku MocTaBokK, YToObl BHEAPUTb YSA3BMMOCTU B YCTPOMCTBA BO
Bpems MPoOn3BOACTBa U TPAHCNOPTUPOBKM.

HenpaBomepHoe uckaxeHne nnum ganbCupuKauus, YHUNTOXEHNE X pasrnaweHe onpeaenéHHon
YacTM WHOopMaLuKn, paBHO Kak W ges3opraHumsauus mnpoueccoB eé obpaboTkm u nepejayun B
VMH(OPMALIMOHHO-YNPAaBSAOLWMNX CUCTEMAX HAHOCAT CepbE3HbIA MaTepuanbHbI U MOpParnbHbIA YPOH MHOTUM
cybbektam (rocygapcTBy, HOpuMAMYECKUM U PU3MYECKUM NnuuaM), YyyacTBylOWMM B npoleccax
aBTOMaTU3NPOBAHHOIO MHAPOPMALIMOHHOIO B3aMMOAENCTBUS, UTO yrpoXKaeT IKOHOMMYEeCcKon 6e30nacHOCTM.

’KU3HEHHO BaXHble WHTEpPecCbl 3TUX CYOBLEKTOB, Kak MNpaBWuMo, 3akn4yalTcd B TOM, 4YTOObI
onpegenéHHas 4actb MHGOPMAaLMK, KacalLasacs WX 3SKOHOMUYECKUX, MOMIUTUYECKUX U OPYrux CTOPOH
OeATenbHOCTHN, KOH(UAEHLManbHass kKoMMepyeckas 1 nepcoHansHas mHdopmauus, 6eina 66l MOCTOSIHHO
nerko OOCTyNHa W B TO Xe BpeMs HaAEXHO 3aluuieHa OT HenpaBOMEPHOro €€ KCnonb30BaHuS:
HexenaTenbHOro pasrnalwlenus, dganscnudurKauumn, HE3aKOHHOro TUPaXMPOBaHUS, OGMOKMPOBaAHUA KK
YHUUTOXEHMUS.

AKTyanbHOCTb TeMbl UccregoBaHus obycroBneHa, npexae Bcero, ObICTPO — pacTywumu
TEXHOMOIMYECKMMM BO3MOXHOCTSIMA COBPEMEHHBIX MH(OPMAUMOHHBIX CUCTEM, KOTOpble MO CBOEMY
BMVSHWUIO HA MOJINTUKY, XO3ANCTBEHHO-IKOHOMMUYECKYIO, OYXOBHO-MAEONOrMyeckyo cepy nogen cranm B
HacTosilLlee BpeMsi peluallyMyM U BCeoxXBaTbiBalWMMKU. B coBpeMeHHbIX YCnoBuSAX WHEOPMaLMOHHAas
©e3onacHOCTb CTaHOBUTCSA BaXKHEWLIMM 6A30BbIM 31IEMEHTOM BCEW CUCTEMbI HALMOHAaNbLHON 6e30nacHOCTU
ntoboro rocygapcraa.

MHdopmaumsa certvac noasepraeTca BCE OOMbLUEMY YUCHY Yrpo3 M YyA3BMMOCTEN. XaKepCcKue ataku
nepexsaTt [OaHHbIX MO CceTu, Bo3gencTtBue BupycHoro O wu npoune yrposbl npuobpetatoT Oonee
N3OLLPEHHBIN Xapaktep W HabupaiT orpoMHbin Temn. OTcioga BO3HMKAET HeobXOAMMOCTb BHeOpSATb
cUcTeMbl MH(OPMaLMOHHON ©Ge30MacHOCTW, a MMEHHO: Kpuntorpaduyeckue CUCTEMbl, aHTUBUPYCHbIE
nporpammbl, MexceTeBble 3kpaHbl, VPN (Virtual Private Network), exemecsiyHas cmeHa napons,
NoBbILLEHWE TPaMOTHOCTU COTPYAHMKOB.

Vcnonb3oBaHue BbILENEPEYNCNIEHHBIX CUCTEM YMEHBLLUMT BEPOSITHOCTb BO3HUKHOBEHUS YTEYKM
UHdopmaumm, TeM cambiM 06€CNEYNT COXPaAHHOCTb AaHHbIX Pa3fIM4HON CTEMEHN LIEHHOCTMW.

B cratbe npepnaraetca paspaboTaTtb MeTogbl No obecneyeHuio MHGOPMaLUMOHHOW 6e30nacHOCTU
ANst HaAEXHOW 3awmTbl MHOPMaUMM Ha NpeanpuaTuyi, B KOTOPOW OyaeT ydTeHO: akTyanbHas mMonenb
yrpo3s, npomnseeneHa oLeHKa PUCKOB 1 HA OCHOBAHUM 3TOFO NPUHATLI COOTBETCTBYHOLLME MEpPb 3aLLUTHI.
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