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HPEAUCJIOBUE

CriernanbpHasi TSPMUHOJIOTHS, COICPKAIIAsACS B TAHHOM ITOCOOWH, COBIIATACT C
TEPMHUHOJIOTHEH, HMCIIONB3YIOMICHCS B JICKIUAX 10 IUCHUIUTMHAM «TeopeThueckue
OCHOBBI KOMITBPIOTEPHBIX CETel», « AJIMHHUCTPHUPOBAHUE KOMITBIOTEPHBIX CHUCTEM U
CeTei» U «ATmapaTHoe 00eCTIeueHUE KOMITBIOTEPHBIX CETEH.

[Tpu xmaccuduKausax, €ciid 3T0 HE MPOTUBOPEUYUT OPUTHHAIHHBIM Ha3BaHU-
sIM, B OTHOIIICHHH OOOOIICHHBIX MOHSATHH HCIOJb30BaH TEPMHUH «THID», a KOHKPET-
HBIX — «BUI.

CnoBo «M00» 03HAYaeT CTPOTYIO aJIbTEPHATHUBY — UCKITIOYATOIIee Wik (XOr).

KypcuBOM BBIJICIICHBI KITFOUYEBBIC TCPMHUHBI, HAXOAIIHECS B IIIMPOKOM OOHXO-
ne. Crenupuyeckue TEPMHUHBI, OTHOCAIIUECS K KOHKPETHBIM TEXHOJIOTHSAM M HC-
MOJIb3yeMbIe 0oJiee Y3KO, HE BbIJICIICHBI.

[Tpu n300pakeHNH PUCYHKOB HCITOJIb30BAaHbI YCIOBHBIC Tpaduieckre 0003Ha-
yeHus B Hotaruu Cisco.

Oo6mue koMMeHTapun 00 ucnoiab3oBaHuu kKomana OC mpuBeneHsl 10 (pexe,
TJIe yMECTHEe, MOCJIe) IPUMEPOB.

KoHkpeTHBIE KOMMEHTapUHU O BBOJIC KOMaH/ U BBIBOJIE PE3YJIbTATOB BIHICAHBI
B TIPUMEPHI U BHIJICITICHBI.

[TonpoOHBIC omMcaHuss KOMaH HE TMIPUBEICHBI, UX JIETKO HAWTH B IOKyMCHTA-
nuu Ha cayte Cisco.

PasHble mpuMepsl 110 YMOJIYaHUIO HE 3aBUCAT APYT OT JIPyTa.



BBEJAEHUE

Mapmpyruzanuio naketroB B CIIJ] BBIIONHSIOT HE TOJIBKO pa3zHOOOpa3HbIE
KoMmnbioTepsl KinaccoB Desktop, Workstation u Server, a u cnenuansHo pazpaboTaH-
HBIE JJIs1 9TON eJIM 0cOObIe YCTPOCTBAa — MapuIpyTH3aTOphl. B mepByro ouepean 3To
3aTparuBaeT BHICOKOPAHTOBBIC MOJICETH.

B mupe cymiecTByeT psii KOMIAHHHA, CIIEIUATU3UPYIOIIMXCS HA TPOU3BOICTBE
MapuIpyTU3aTOpOB, KOMMYTAaTOPOB U JPYroro CETEBOro 000py10BaHUS ISl «CEPbE3-
Horo» OwmsHeca. OmHou u3 Hux sBusiercs Cisco Systems, Inc. (pucynokx B.1). Ilo
OILICHKaM Pa3IMYHBIX SKCIEPTOB, JIOJII MAPIIPYTU3aTOPOB U KoMMyTatopoB Cisco B
CeTsIX MpOBaiaepoB cTabuabHO 3aHnMaeT okoiio 50 %. Kamuranuzamus Cisco cous-
MepumMa ¢ kanurtanuzanuen Intel mu6o Microsoft.

Jlaxke MOBEPXHOCTHOE O3HAKOMJIEHHE C Y4€OHBIMU U CEpTU(PHKAIMOHHBIMU
nporpammamu Cisco, Bkiarodass CCNA, npeanonaraer 03HaKOMJIEHHE C HOMEHKJIATY-
pOii BBIITyCKAaeMOro 3Toi KommaHuen obopynoBanus. CTOUT MOJYEPKHYTh, UYTO, IO
MHEHHUI0 MHOXXECTBA MHCTPYKTOPOB ceTeBbIX akagemuil Cisco, o0yueHHE Cleryer
HAaYMHATh UMEHHO C MapLIpyTHU3aTOPOB.
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1 MAPIIPYTHU3ATOPBI CISCO

1.1 lpoayxkumusi

[To cocrosinuio Ha ¢eBpans 2021 r. mapupyTuzaropsl Cisco JAeisT Ha MIECTh
OCHOBHBIX IlesieBbIX Kateropuii (Branch, WAN aggregation, Service provider,

Industrial, Virtual, Small business) u MHOXecTBO cepuii (pucyHok 1.1).

Cisco routers for networks of all types and sizes

View all routers, or try the Cisco Enterprise Router Selector to find the best router for your needs.

Branch

Gain highly secure connectivity,
machine learning, and cloud-
managed security.

Catalyst 8300 Series
Catalyst 8200 Series (new)

Catalyst 8200 Series Edge
uCPE Series (new)

—
— < Explore router selector /w

1 o, S |

WAN aggregation

Transform your service provider
or enterprise network edge for
the digital era.

NCS 500 Series
NCS 5000 Series
NCS 5500 Series

Catalyst 8500 Series

Service provider

Address today's needs and
scale for future ones with
strong ROI.

8000 Series
NCS 500 Series
NCS 5500 Series

ASR 9000 Series

Industrial

Deliver enterprise-class
features in rugged and harsh
environments.

IR1101 ISR Rugged
800 Series Industrial ISR
CGR1000 Series

500 Series WPAN IR

Virtual

Get multi-tenant network
services for public, private, or
provider-hosted clouds.

10S XRv 9000
Catalyst 8000V

CSR 1000V

Small business

Get advanced capabilities and
security features at affordable
prices.

ISR 1000 Series
ISR 900 Series
Meraki MX Security Appliances

Small Business RV Series

ISR 1000 Series

ASR 900 Series ASR 900 Series

ASR 1000 Series

Pucynox 1.1 — Mapupytuzaropst Cisco

B Ha3zBaHUSIX MHOTHUX MPOW3BOJUBIIUXCS U MPOU3BOJUMBIX cepuil purypupy-
10T a00peBUATYPHI.

B mnepBoM mnpuOIMKEHUW TpPAIUIMOHHBIE W HOBBIE MapIIPYTU3AIIMOHHBIC
maTgopmbl 0T CiSCO MOXKHO Pa3JeuTh HA MEHEee MPOU3BOAUTENbHBIE U OOJIee Mpo-
M3BOJIUTEIIbHBIE, TUTFOC MOSIBUBIIKAECS COBCEM HENABHO CIELMAIM3UPOBAHHBIE IJIaT-
(hOpMBL.

OcHoBy cermenToB peiHka SOHO u SMB coctaBisaroT pasnnunsie cepun [SRs
(Integrated Services Routers). Ananoruunsie pre-ISR-cepunu 060011€HHO M3BECTHBI
Kak access routers. KoHeuHo ke, Takhue MapuIpyTU3aTOPbl MAaCCOBO MPUMEHSIOT U Ha
nepudepruu KOpIopaTUBHBIX CETEH.

BbICOKOIIPOU3BOIMTENBHBIE CEPUN TTO3ULIMOHUPYIOT KaK OCHOBY i Haubosee
TpeOOBaTENIbHBIX K CETEBBIM PECypcaM CErMEHTOB PbIHKA, @ UMEHHO: KOMIIBIOTEPHBIX
CUCTEM C OOJIBIIMM YHCJIOM CEPBHUCOB, MH(PACTPYKTYphl MPOBAIEpOB, LEHTPOB
00pabOTKH JIaHHBIX.

MHuorue cepum npeacTaBistoT coboi THOpUABI ¢ KomMyTatopamu. [Ipumepom
MOJKET CIIY)KUTh (POPMaJIbHO OTHOCAIIASICS K KOMMYTaTopaM JIMHelka Nexus.

Hanuune anbTepHATUBHBIX PEUICHUH ISl OJHUX U TEX K€ CETMEHTOB PbIHKA
MOHO OOBSICHUTH OCOOEHHOCTSIMH BO3MOKHOCTEH amnmapaTHOro M MPOrpaMMHOIO
oOecrieuenusa. OqHaKo Aake B paMKax OAHOW CEpUU amnmnapaTHas «HAYMHK» MOXKET
CUJIBHO OTJINYAThCS.
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B kauectBe maGoparopHoil 6a3bl [l MEPBOHAYATIBLHOTO OOYYEHHS] OOBIYHO
UCIIOJIB3YIOT OTHOCUTENBHO Henoporue cepuu ISRs pasnuuHbIX mokoneHuit (pucy-
HOk 1.2). Tpaguumonno nporpamma CCNA opueHTHpOBaHA HA «MIIJIIINE)» MOJICITH
ISRs st cermenTta peinka SMB (unu «ctapume» monenu ISRs st cermenTta peiHka
SOHO). [TpumenuTensHO K coocTBeHHO ISRS 310 2811, K ISRS G2 310 2901, K ISRS
4K 910 4331 (un 1841, 1941, 4221 cOOTBETCTBEHHO). XOTS IIPU WX HEJIOCTYITHOCTH
0 KaKUM-JIMOO MPpUYMHAM MOJIONAYT U ApYyTHUE.

Pucynok 1.2 — Mapmpytusaropsl ISRs (cepus 2800), ISRs G2 (cepust 2900)
u ISRs 4K (cepuu 4200, 4300 u 4400) coorBercTBeHHO [Cisco]

1.2 Moayan

Mapmpytuzaropsl Cisco (MCKIIIOYasi camble JCIIeBbIC) W3HAYAILHO pa3pada-
THIBAIOT Kak MoxayJibHble (modular). Ha Tak Ha3eiBaemoe maccu (chassis) ¢ yxe
YCTAHOBJICHHBIM 0a30BBIM HAOOPOM CETEBBIX HMHTEP(EHCOB CYIIECTBYET BO3MOXK-
HOCTh JIOyCTaHABINBAThH PA3JIMYHbIC KOJTUYECTBEHHO U KAYECTBEHHO Pa3JINYaIONIUecs
Moayiu. [Ipu 3ToM B IepBOM NPUOTMKEHUH BBIIESIOT MATh TPYII MOIYJICH:

1 NUnTepdericHbie KapThl.

2 NnTtepdeticHpie MOTYIH.

3 Bayrpennue moynu.

4 DSP-comporieccopsl.

5 IlopT-amantepsl U APYyrHe MOMYIH JUIS BBICOKOIPOW3BOIUTEIBHBIX ILIAT-
dbopm.

Huxe 0606mmiens moaynu ISRs (tabnuma 1.1) u moka3aHbsl UX IpUMEpsI (pH-
cynku 1.3 — 1.7).

CrtpenkaMu Mmoka3zaHa COBMECTHMOCTB. ~> — 4epe3 MepexoaHuk. boiee HOBBIE
Bepcun [0S nmopmepkuBaroT He Bce OoJiee cTapbie MOIYJIH.



Ta6muma 1.1 — Momynu ISRs

No Pre-ISR ISR ISR G2 ISR 4000
/1
1 WIC -> HWIC -> EHWIC X NIM
VWIC -> VWIC?2 -> VWIC3 X
VIC -> VIC2 -> VIC3 X
2 NM -> NME ~> SM <-> SM-X
NMD -> NMD X SM-D <> SM-X
NME-X X
NME-XD X
3 AIM -> AIM X ISM --
4 MICA X PVDM2 ~> PVDM3 X | ISC (PVDM4)
PVDM X

B Ttabimune o6o3naueno: WIC — WAN Interface Card, VWIC — Voice WIC,
VIC — Voice Interface Card, HWIC — High-speed WIC, EHWIC — Enhanced HWIC
(ycoBepiencTBoBanHas ), NIM — Network Interface Module; NM — Network Module,
NMD — NM Double-wide (mmpe B nBa pasa), NME — NM Enhanced (ycoepiieH-
ctBoBaHHbI), NME-X - NME eXtended (memnoro mmupe), NME-XD — NME-X
Double-wide, SM — Service Module, SM-D —SM Double-wide, SM-X — Service
Module Enhanced (uMeHHO yCOBEpIIEHCTBOBAHHBIA, OJMHAPHOW MO0 JBOIHOM
mpunbl); AIM — Advanced Integration Module, ISM — Internal Services Module;
MICA — Modem ISDN Channel Aggregation, PVDM — Packet Voice DSP Module,

ISC — Integrated Services Card.

Pucynok 1.3 — WIC2-A/S, HWIC-2FE, VWIC2-2MFT-T1/E1, EHWIC-4ESG,
NIM-2T coorBercTBenHo [CiSCO]

F——
&3

ST 2, |

Pucynok 1.5 — AIM-IPS-K9, ISM-VPN-29 cootsercTBenHo [CiSCO]




Pucynok 1.7 — PA-A3-T3 [Cisco]

B Ha3BaHum monyns otrpaxkeHo ero HanosnHenue (Hanpumep, HWIC-2FE nos-
BOJISIET 100aBUTH JBa ceTeBbIX nHTepdeiica Fast Ethernet).

Pa3pabaTbIBalOT M MOJHOCTHIO MPOTPaMMHBIE MOJYJH, HO MaplIpyTHU3aTOPbI
(KOMMYTaTOpPBI) 3TO HE 3aTparuBacrt.

1.3 Y4eOHbIe MAPHIPYTH3ATOPBHI

[Ipu paccMoTpeHuu J1I0O0ro CEeTeBOro yCTPOWCTBA C TOUYKU 3PEHHUS €ro (PyHK-
IIMOHAJILHOW OpTaHW3aIlMd MOXXHO BBIJICIUTH TPH TaK HasbiBaeMbIX niana (planes)
(3a7m0’keHO BO MHOTHE cTaHAapThl U CiSCO JiejaeT Ha ’TOM aKIIEHT):

1 Management — aiMUHUCTPATUBHBIN — BKIIOYAET BECh MHCTPYMEHTapui, He-
00XOUMBIN aIMUHUCTPATOPY MJIS TOTO, YTOOBI OH MOT YIPAaBJISITh CETEBBIM YCTPOM-
CTBOM M OTCJIEKMBATh €ro COCTOsIHUE (Hampumep, mpoTokoa SSH).

2 Data — maHHBIX — BKJTFOYACT BCE HEOOXOAMMOE ISl BBITOJTHCHHUS CETCBBIM
YCTPOMCTBOM IIOJIE3HOW HArpy3KH, TO €CTh HEMOCPEICTBEHHOMN INEPECHUIKU I0JIb30-
BaTEILCKOro Tpaduka (Hampumep, KIACCHYECKYI0 TaOIUIly MapIIpyTH3aIUUA — €CIH
HE BIaBaThCA B MOAPOOHOCTH O THOPHIHBIX TexHojorusax L2 — L3, rakux kak Cisco
Express Forwarding).

3 Control — ynpaastomuii — npeJCTaBaseT CoO00W CIYKCOHYH HAACTPOHKY
HaJl TUIAaHOM JIaHHBIX, C MOMOILbI0 KOTOPOW CETEBOE YCTPOMCTBO «Pa3rOBApUBAET» C
JPYTHUMHM CETEeBBIMH YCTPOMCTBAMHU M TEM CaMbIM aJalTHUPYET CTPYKTYPhI IIaHa
naHHbIX (Hanpumep, nmpotokoia OSPF).

MoryT ObITh BBIJICIICHBI U JIPYyTHUE IUIaHbI (HAIPUMEp, CBSI3aHHBIC C BUPTYaJIU-
3arueit). [1manel MOTYT UMETh aJIbTepHATUBHBIC HA3BaHMUS.

3/1ech YMECTHO MOSICHUTb, UTO TEPMHUHBI «Management» u «control» odens ya-
CTO HCMOJIb3YIOT B Pa3JIMYHOM TEXHUYECKOM JUTEpaType —B Ha3BaHUSIX OJIOKOB,
PErucTpOB, CUTHAJIOB | T. JI. Y X ajiekBaTHBIN MEepEeBO/] 3aBUCUT OT KOHTEKCTA.

B aHrmos3plvHOM TEXHUYECKOW JMUTEpAType TEPMHUH «Management» MOKHO
cUMTaTh CHMHOHUMOM TepMmuHa «administration», mpu HMCIONB30BaHHH KOTOPOTO B
MEPBYIO OYepelb MOAPA3yMEBAIOT HAIMYME YEJIOBEYECKOTO (DaKTOopa WM MPUHA-
JICKHOCTh K OTHOCUTEIBHO BBICOKOMY YPOBHIO. Peub UAET 0 4enoBeke, KOTOPOro B
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KOMITBIOTEPHBIX CHUCTEMax MPHUHATO HA3bIBaTh aAMUHHUCTpaTopoM. [Ipu ucnonbs3oBa-
HHUU K€ TEpMHHA «CONtrol» B mepByro odepenp Moapa3yMeBalOT aBTOMATHYECKOE
BO3/ICIICTBHE HA OOBEKT WIN OTCJIEKUBAHUE €TO COCTOSTHUS, WM IPUHAJIE)KHOCTD K
OTHOCHUTEJILHO HU3KOMY YPOBHIO.

TepMUH «aIMUHUCTPUPOBAaHUE)» ObLI 3aMMCTBOBAH C COXPAHEHHUEM CEMAaHTH-
ku. U ero sydine oTaenaTh OT TEPMUHOB «KOHTPOJIb» U «yINpaBieHUe». B pycckom
A3bIKE, IPU UCIOJIb30BAaHUU TEPMHUHA KOHTPOJIb» B MEPBYIO OUEpEab MOApazyMeBa-
0T, YTO MEPBUYHO OTCIIEKUBAHHUE COCTOSIHUA 00BbeKTa. [Ipyu ucnonp30BaHuM ke Tep-
MUHA «yIPaBICHUE» — UYTO MEPBUYHO BO3ACUCTBHE HA OOBEKT.

i

/

et Pl S Control plane «-—» Management plane &= ———
My

P—
|

Incoming
packets

Outgoing
packets

Data plane
(classic routing table, ...)

\;

Pucynok 1.8 — Tpu muiana mapiipytuzaropa

Mapurpytuzatop MOXeT OBITh pa3fiesieH Ha TuiaHbl (pucyHok 1.8) He Tombko
MPOrpaMMHO, a | ammapaTHO (HampuMep, TUTaHbl MOTYT UMETh COOCTBEHHBIE TPOIIEC-
COpBI WJIM, KaK BapUaHT, OTIEJIbHBIE AJlpa OJHOrO Mpoleccopa). AnmnapatHoe pasje-
JICHNE CBOMCTBEHHO BBICOKOTIPOU3BOIUTEIBHBIM TIIAT(HOpPMaM.

AJMUHHUCTPUPOBATH MAPLIPYTU3ATOP (KOMMYTATOP) MOXKHO MO-Pa3HOMY:

1 TlonknroueHne MoxkeT ObITh JIoKanbHBIM (local), To ecTh TexHOMOTHYECKH Oe3
YCTPOMCTB MOCPEAHUKOB, WM YAAJIEHHBIM (remote), TO eCTh TEXHOJOTUYECKH C BO3-
MO’KHBIM HaJIMYUEM yCTPOUCTB-MIOCPEIHHUKOB.

2 AIMUHHUCTPATUBHBIN TpadUK MOKET ObITh U30JIMPOBAH OT MOJIH30BATEIHCKO-
ro (out-of-band) unu coBmeren ¢ vum (in-band).

3 HecmoTtps Ha To uto Bee cereBbie nHTEp(eiickl B KC uMeroT mocienoBaress-
HYIO TIPUPOJy, OOMEH MOXET OBITh MOCUMBOJILHBIM (character mode) wimm momaker-
HBIM (packet mode).

Bce cereBble nHTEp(dEiiCEl MOXKHO pa3iefiuTh Ha «pabouuey» U s aJMUHH-
ctpupoBanud. [Ipu sTom «pabourie» MHTEpPECch MOKHO OMUMOHAIBHO MCIOJIB30-
BaTh M JIJIS1 aIMUHUCTPUPOBAHHSI.

s ynooerBa pabotel Cisco MPUMEHSET IIBETOBYI0 MAPKUPOBKY pa3beMOB U
Ka0enen.

10



Takum 06pazom:

1 Console-opt paBHo CON-1OpT — CBETJIO-TOIYOON — JJIs1 TIOAKITFOUEHHS OC-
HOBHOW KOHCOJIM — TOJIBKO JIOKAJbHBIA U30JIMPOBAHHBII MIOCUMBOJIBHBIN TEPMHUHAIb-
HBIN 10CTYM 10 IpoToKory RS-232.

2 Auxiliary-mopt paBHo AUX-TIOPT — YEPHBIH — JIs TOAKIIIOYCHHS PE3EPBHOM
KOHCOJIY, C MOJJEPKKOW anmapaTHOTO KOHTPOJIA MOTOKA — TOJIbKO yIAJICHHBIM M30-
JIMPOBAHHBIN TMOMAKETHBIA TEPMUHAIBHBIN JOCTYII MOCPEICTBOM MOJEMA IO MPOTO-
koam Telnet nmu SSH.

3 Ethernet-mopt — >xenTeiii MO0 yxke mpocTo Oe3 mBera) mioc Multigigabit
Ethernet-mopTt — m3HauabHO TEMHO-TOIYOON — BO3MOXKEH YHAJICHHBIA HEH30JIHPO-
BaHHBIN MMOMAKETHBIA TEPMUHAIBHBIN JOCTYI IO npoTokosaM Telnet umum SSH.

4 Smart serial-mopT — ogMH W3 BapHaHTOB CHHXPOHHBIX IOCIIEIOBATECIHHBIX
IIOPTOB — CHHUM — BO3MOXEH YAAJICHHBIM HEW30JUPOBAHHBIN ITONAKETHBIM TEPMU-
HaJIBHBIN JOCTYII 10 npoTokosnaM Telnet miam SSH.

5 Ethernet Management-iopt paeio MGMT-nopT paBHO aJIMHUHUCTPATUBHBII
MOPT — TAKXKE KENThIN — JonmoaHuTeNbHbIM Ethernet-mopt, HO TOJMBKO ISl aAMUHU-
CTPUPOBAHUA — TOJIbKO YAAJICHHBIN W30JMPOBAHHBIA TOMAKETHBIA TEPMHUHAIBHBIN
JOCTYM 1o nmpoTokoiam Telnet uau SSH.

Ha BbICOKOTIPOM3BOAUTENBHBIX MJIATHOPMAX I[BETA MOTYT OBITH JPYTHE.

Huxe nmoka3zaHbl «OpraHbl YIPaBICHUS» [IACCH MapUIPyTU3ATOPOB, UCIIOIB3Y-
eMbIX B yueOHOM nporecce (pucynku 1.9 — 1.11).

Cisco Svsteus Cisco 2800 Series.

100-260v e
$0/60 e
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PR PR ACT CF
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Pucynox 1.9 — Ilepenusis (a) u 3anuss (6) manenu 2811

Ha pucynke o6o3naueno: 1 — unaukaropsl (SYS PWR, AUX/PWR, SYS ACT,
CF), 2 — CompactFlash-cnor (¢ kaptoii), 3 — nBa USB-nopta, 4 — CON-topt u AUX-
nopT, 5 — po3eTKa (OpUTHHAIIbHAS) JUIsl TIOJKIIOUCHUS PE3EPBHOTO MCTOYHHUKA TTUTA-
HUs (oTHEIbHOE ycTpoiicTBO — RPS 675), 6 — TymOiep nuranusi, 7 — po3erka (€Bpo)
s nonakmrodeHuss  nutanus, 8 — NME-cmor, 9 —uereipe  HWIC-cnora,
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10 — ungukaropst (A, F, S, L), 11 — ungukaropsr (PVDM1, PVYDMO, AIM1, AIMO),
12 — npa Fast Ethernet-mopta, 13 — oTBepcTHE ¢ pe3b00i I 3a3eMIICHUS.
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Pucynok 1.10 — I[epenusis (a) u 3aanss (6) nanenn 2901

Ha pucynke o6o3HaueHo: 1 —unaukaropsr (SYS, ACT, POE), 2 — tymGiep
nuTaHus, 3 — po3eTka (eBpo) Juis moakitoueHus nutanus, 4 — yetsipe EHWIC-cinora,
5 — nBa CompactFlash-cnora (ogun ¢ xaproit), 6 — unnukatopsl (CF1, CF0, ISM,
PVDM1, PVDMO), 7 —ungukatopsl (EN), 8 — CON-mopt (Mini-USB), 9 — AUX-
nopT 1 CON-niopt (RJ45), 10 — nBa Gigabit Ethernet-niopra ¢ unaukatopamu (S, L),
11 — nea USB-niopTta, 12 — oTBepcTHE C pe3b00i it 3a3eMIICHUS.
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Pucynok 1.11 — [lepeansis (a) u 3agusis (6) nanenu 4331
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Ha pucynke o6o3nadeno: 1 — CON-opt (Mini-USB), 2 — uamukatopst (EN),
3 — AUX-nopt u CON-nopt (RJ45), 4 - MGMT-nopt ¢ ungukaropamu (S, L), 5 —
USB-nopt, 6 —unaukatopel (POEO, FLASH, TEMP, PWR, SSD, ISC, FAN,
STAT), 7 —posetka (eBpo) A MOAKIIOUYCHUS MHUTaHUA, 8§ — TyMOjep muTaHus, 9 —
nBa Gigabit Ethernet-opra (RJ45, ogun komOunupoBanubiii ¢ SFP) ¢ unnukaTtopa-
mu (S, L), 10 — nBa Gigabit Ethernet-nopta (SFP, onun komOunupoBanHsiii ¢ RJ45) ¢
unaukaropami (S, EN), 11 — na NIM-cnora, 12 — SM-X-c1nor.

3aMeTHO, 4TO y MapupyTu3aTopoB Cisco pa3beM MUTAHUS PACIONIOKEH Ha Iie-
pEIHEN aHEeIH.

Pa3pabotunku Cisco TpaJWLIMOHHO HMIMPOKO MCTONB3YIOT NBYXIBeTHbIe LED-
WHIUKATOPHl (KpOME OJHOILBETHBIX). 3€JEHBIN (green) mBET OOBIYHO «TOBOPUT» O
ITATHOM (PYHKIMOHUPOBAHUU YErO-TMO0, a OpaHKEBbIA (amber) — 0 HaJTU4YUH IPO-
oJseM.

Hwxe omucanbl MHAMKATOPHI MapHIpyTHU3aTOPOB, UCIOJIb3YEMbIX B y4eOHOM
nporiecce (tabuuinl 1.2—-1.4).

Tabmuna 1.2 — Unaukaropsr 2811

HazBanue uanukanus Onucanue
1 2 3
SYS PWR ['opur [Mutanne moaxmoueno, OC 3arpyxeHa U (yHKIHOHH-
3€JIeHbIM pyeT HOpMaJbHO
Mopraer OC ne 3arpykeHa (IIPOU30IIE]I aBTOMATUYECKUH JINOO
3€JICHBIM «py4HOi» Bxoj B pexxuM [13VY-monuropa) nubo 3arpy-
xKaercs
I'opur Bosznukia omubka OC
OpaH)XEBBIM
He ropur [luTaHue He MOJKIIOYEHO WJIM BO3HMKIJIA ammaparHas
HEUCIPABHOCTh
AUX/PWR ['opur Pe3epBHBIN MCTOYHHMK MUTAHUS MOJKIIOYEH U paboTaeT
3€JICHBIM HopMaibHO (AUX), nnu anmapatHast nogaepxka POE
YCTAaHOBJICHAa (HYXEH CIEeUUabHBIA OJIOK NMUTAHUSA U
X0Td Obl OJIMH U3 COOTBETCTBYIOUIUX MOJYJIEH-
KOMMYTaTopoB) U paboraetr HopmasibHO (PWR)
I'oput Pe3epBHBIN NCTOYHMK NUTAaHUS HEWCIPABEH WM alllla-
opamkeBbIM | patrypa PoE HencnpaBHa
He ropur Pe3epBHBIII HMCTOYHUK IHTAaHHUS HE MOAKIOYEH WIH
anmnapartsas nozjyepxkka POE He ycraHoBiieHa
SYSACT I'opur Ilo xpaiiHeli Mepe OIMH M3 CETEBBIX HHTEpdeicoB
(mopraer) (Jr0001) TepenaeT WM MPUHUMAET TMaKeT (TMomaKeTHas
3€JICHBIM aKTUBHOCTb)
He ropur Hu onun u3 ceteBbIx HHTEPQEIICOB HE aKTUBEH
CF I'opur ITpoucxonut obpamenue k kapre CompactFlash (kapty
(Mopraer) W3BJIEKATh HEJIb34)
3€JICHBIM
He ropur Ob6pamenne x kapre CompactFlash we npoucxomut
(KapTy MOXHO U3BJIEYD)
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14

1 2 3
A (Act) [opur CootserctBytomumii Fast Ethernet-mopr mepemaer wnm
(Mopraer) MIPUHUMAET TaKeT (ITOMaKeTHasi aKkTUBHOCTB )
3€JICHBIM
He roput CootserctByromuii Fast Ethernet-nopt He akTrBeH
F (FDX) [opur CootBerctBytommii  Fast Ethernet-mopt paGoraer B
3€JICHBIM TIOJIHOAYTUIEKCHOM PEXUME
He ropur CootserctBytomuii  Fast Ethernet-mopr paGotaer B
MOJIYTYTUIEKCHOM PeXUME
S (Speed) [Mepuomnuecku | CoorBerctByrommii Fast Ethernet-mopr pabortaer co
Mopraet CKOpPOCTBIO Tiepemaun W mnpuema gaHabix 100 Mbit/s
(3aropaercsi 1 | (TOJIBKO eciau roput L)
racHET)
3€JICHBIM
JIBa pasa
[Tepuognuecku | CoorBercTBytommii Fast Ethernet-mopt paGortaer co
MOpraer CKOPOCTBIO Tiepenaud u mnpuema gaHHbix 10 Mbit/s
(3aropaercs 1 | (TOJIBKO eciIu TOpuT L)
racHET)
3€JICHBIM
OJIMH pa3
L (Link) I'opur dusnyeckoe COeAMHEHHE COOTBETCTBYOIIEro Fast
3€JICHBIM Ethernet-nopta (u Ethernet-niopra apyroro ycrpoiicTsa)
00HapYKEHO U MOXET OBbITh 33/1lICTBOBAHO
He ropur [TopT agMUHHUCTPAaTUBHO BBIKIIOYEH JHOO (hru3HdecKoe
coeauHenue coorBercTBytomiero Fast Ethernet-nopra He
00HapyX eHO
PVDMO I'opur Monyns B cooTBeTcTBYI0IIEM PVDM-criote oOHapyxeH
PVDM1 3€JICHBIM Y YCHEIHO HHUIHAIM3UPOBAH
I'opur Monayns B cootBercTBytonieM PVDM-ciore oGHapy-
OpPaH)KEBBIM | )KEH, HO He HHUIHAIH3UPOBAH
He ropur Monyne B cootBercTByromemM PVDM-cnore He oOHa-
pyXeH
AIMO ['opur Monyns B cootBercTBYMOmEeM AIM-cinore oOHapyxeH U
AIM1 3€JICHBIM YCIENTHO HHUIMAIN3UPOBAH
I'opur Monaynb B cooTBercTByOIeM AIM-cioTe oOHapyXeH,
OpaH)KEBBIM | HO HE HHUITMAIM3NPOBAH
He roput Mopyns B cootBercTByronieM AIM-cinore He oOHapy-
KEH
Ta6muna 1.3. — Ungukatopsr 2901
Haszpanue Nupukamms Onncanue
1 2 3
SYS Amnanor 2811 SYS PWR
ACT Amnaror 2811 SYS ACT
POE Amnanor 2811 PWR
CFO Amnaror 2811 CF
CF1




1 2 3
ISM ['opur Monyinb B coorBeTcTBYIOLIEM ISM-ciioTe 0OHapyxkeH U
3€JICHBIM YCIICIIHO HHUITMATN3UPOBaH
['oput Mopynbs B coorBercTBytoieM ISM-ciote oOHapykeH,
OpPAH)KEBBIM | HO HE MHUIIMAIN3UPOBAH
He ropur Mopyns B coorBercTByomeM ISM-cnore He oOHapy-
KEH
PVDMO Amnanor 2811 PVDMO, PVDM1
PVDM1
EN ['opur CootserctByromuit CON-nopt (RJ45 nmu6o Mini-USB)
3€JICHBIM BBIOpaH
He roput CootserctBytomuii CON-1iopT He BEIOpaH
S (Speed) Amnaror 2811 S. Eciu nepuoauvecku Mopraet (3aropa-
€TCS U TaCHET) 3€JICHBIM TPH pa3a, TO COOTBETCTBYIO-
mmit Gigabit Ethernet-mopt paboTtaer co CKOpPOCTBIO
nepefay u npuema gaHaeix 1000 Mbit/s
L (Link) Amnanor 2811 L

Ta6muna 1.4 — Uuaukatopsr 4331

HazBanue uanukanus Onucanue
1 2 3
(CON) EN Amnasor 2901 EN
S Amnanor 2901 S
L Amnanor 2901 L
POEO Amnanor 2901 POE
FLASH [oput [Tpoucxoaut obpamenne k moaymo eUSB
(Mopraer)
3€JICHBIM
He ropur O6pamenue k moayno eUSB He npoucxoaut
TEMP ['opur TemnepaTypa no nokazaHusM BCceX JaTYMKOB B HOPME
3€JICHBIM
I'opur Temneparypa 1o MOKa3aHWUIO IO KpailHEN Mepe OJHOTO
OpaH)KEBBIM | JJATYMKA HE B HOPMeE
PWR ['opur [MuTanue mnoakiIIOYEHO, ammapaTypa paboTaeT HOp-
3€JIEHBIM MaJIBHO
Mopraer ITpoucxonuT OTKIIOUEHHE TUTAHUS
3€JICHBIM
['oput [MuTanue NoaKIIOYEHO, BO3HUKIIA OIIMOKA IPU WHUIHA-
OpAH)KEBBIM | JIM3AIIMH aIapaTypsl
Mopraet [TuTanue NOAKIIOUEHO, HO alapaTypa He BKII0YaeTCs
OpaH)KEBBIM
He ropur [luTanue He MOAKIIOUEHO (OTCYTCTBYET)
SSD I'opur Hakonurens mSATA oOHapyXeH U YCHIEUIHO WHUIHA-
3€JIEHBIM JTM3UPOBAH
I'opur Hakonurens mSATA oGHapykeH, HO HE MHULUAIU3H-
OpaH)KEBBIM | pOBaH
He ropur Hakonurens mSATA He oOHapykeH
ISC Amnasor 2901 PVDMO
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1 2 3
FAN I'opur Bce BeHTUIATOPBI UCIIPABHBI
3€JICHBIM
['opur OpauH U3 BEHTUIISITOPOB HENUCIIPABEH
OpaHXEeBBIM
Mopraer J1Ba u OoJiee BEHTWIIATOPOB HEUCIIPABHbI
OpaHXEBBIM
STAT ['opur OC 3arpyxeHa U (yHKIHOHUPYET HOPMAJIBHO
3€JICHBIM
['opur OC mnesarpyxeHa (IIpoU30IIE] aBTOMAaTHYECKUH OO
OpaH)XEBBIM | «py4HOU» BX0ox B pexuM [13Y-monuTopa) 5mmbo 3arpy-
xKaercs
Mopraer 3arpyxaercs [13Y-mMoHuTOp (MepBUYHBIN 3arpy34HK)
OpaHXEeBBIM
He ropur I10 ne 3anyckaercs (naxe [13Y-monuTop)
(SFP) EN I'oput Monyne SFP obHapykeH U YCHEIIHO WHUIUAIU3UPO-
3€JIEHBIM BaH
I'opur Monyne SFP o6HapyskeH, HO He HHUIMATU3UPOBaH
OpaH)XEBBIM
He ropur Monynbe SFP e oOHapyxeH

1.4 ]IBe koH(purypauuu

Cpa3y cnefyer OTMETUTbh, YTO MApUIPYTU3ATOPHI (M KoMMyTaTophl) Cisco xpa-
HAT KOH(UTYpAIHIO B IBYX CHEIUAIbHBIX (haiiax:

1 startup-config— coaepXUT 3arpy304Hyl0 KOHPUTYpalUio, TO €CTh 3a-
rpyxaetcs npu 3arpyske OC.

2 running-config — coaepxuT pabodyr KOHPUTYpaIri, TO €CTh 3arpy-
304YHYI0 KOH(PUTYpAIMIO0 C YYETOM TEKYIIMX HM3MEHEHUW BCJICICTBHE BBEICHHBIX
KOMaHI.

Taxoke mpeyCMOTpPEH I100aIbHBIA KOHPUTYPAITMOHHBIN PETUCTD, KAXKIBIA OUT
KOTOPOTO «OTBEUALT» 3a OAHY U3 TTI00aTbHBIX HACTPOCK.

1.5 Crpykrypa

Kak u B mo6oii MukpoOBM, B cTpykType MapuipyTu3aTopa MpOU3BOJILHOU
CJIO)KHOCTH B KOHEYHOM CYETE MOKHO BBIIECJIUTH TPU «CTPOUTEIBHBIX» OJIOKA: MPO-
eccop, NaMATh U YCTPOKCTBA BBOIa-BBIBOJA.

Huxe nmokazanbl MapuIpyTH3aTOphI, HCIONb3yeMbIE B yYEOHOM Ipoliecce, co
CHSITOHN BepXHEeH KpbIIKO# (prucyHok 1.12).

B mapmpyTtuzatopax Cisco HCMONIB3YIOT MPOIECCOPHI OT psiia MPOU3BOJIUTE-
Jeil ¢ pa3MyHBIMU apXUTeKTypamu — B OonbimmHCTBe ciydaeB RISC. Tak, B 2811
ycraHoBieH nporeccop PMC-Sierra RM5261A (¢ apxurektypoit MIPS, ogHosinep-
HBIl, IIMPOKOTO HA3HAYEHHMsI, B CBA3KE C CUCTEMHBIM U KOMMYHHUKALIMOHHBIM KOH-
tposutepoM Marvell Horizon MV96340) (pucynok 1.13), B 2901 — Cavium Octeon
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Pucynox 1.12 — Buasl BuyTpu 2811, 2901, 4331 cOOTBETCTBEHHO

Plus CN5220 (c apxurextypoir MIPS64, neyxbsnuepubiii, SoC) (pucyHok 1.13), B
4331 — Intel Atom C2718 (¢ apxurekrypoii Intel 64, Bocemusaepusiii, SoC) (pucy-
Hok 1.13).

B cBoe Bpemsi cienmuaibHO JJIA TJIaHA JaHHBIX BBICOKOIIPOM3BOIUTEIIHHON Ce-
puu ASR 1000 6puta pazpabotana nepenporpammupyemMast mukpocxema ASIC mon
HazBanueM QFP (Quantum Flow Processor), kotopas o0ecreunBaeT MOIICPKKY
MHOTHX PaCIIMPEHHBIX BO3MOXKHOCTEH TpPEThero ypOBHS O€3 HaHeceHus ymiepoa
npousBoauTesnbHOCTH. UTo Kacaetcs ISRs, Bupryansasie QFPs noctynnel B ISRs 4K.

B ctpyktypy ISRs G2 u ISRs 4K Obuia BkIItOUEHA JOMOJHUTENIbHAS MUKPO-
cxema ASIC nog o60o6mennsM Ha3BanuemM MGF (MultiGigabit Fabric, He myTath ¢
Multigigabit Ethernet). [1o cyTu, 3TO MHTErpUpOBaHHBIN CBOCOOpPA3HBIN yIpaBisie-
MBIl KOMMYTaTOp, KOTOPBIA Ha BTOPOM (M Ha TIEPBOM) YPOBHE IMO3BOJISIET MEPECHI-
JaTh TaHHBIE MEXAY HEKOTOPHIMUA MOAYJISIMU HAIIPSAMYIO (MUHYS TIPOLIECCOD).

Pucynox 1.13 — Ipomeccopsr 2811 (cmpaBa), 2901, 4331 cOOTBETCTBEHHO

B mapmipyTtuzaropax (u kommytatopax) Cisco 3a7eiCTBOBaHbI YETHIPE TPAIH-
IIUOHHBIC TTOJCUCTEMBbI TAMSTH:

1 BootROM (#e nytath ¢ boot ROM mipu ynaneHnHoit 3arpyske) — 3arpy304Hoe
[13Y (B coBpeMeHHBIX MojeNsXx TexHojoruuecku 3to flash), B KoTopom XpaHHUTCS
CcOOCTBEHHO MEPBUYHBIN 3arpy34HK, KaKUM B JaHHOM cirydae siisiercss ROMMON.

2 NVRAM (Non-Volatile RAM) — sueprounesaBucumoe O3Y (TEXHOIOTHICCKH
»to EEPROM mu6o, B coBpeMeHHbIX Monensix, flash), B koropom xpaHuUTCS 3arpy-
304Hasi KOH(pUrypamus, rio0anbHbIN KOHPUTYPaMOHHBIN PETHCTP.
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3 Flash — I13Y-nakonurens (TexHomormuecku 3to flash ¢ paznmuHbIMU Bapu-
aHTaMU TMOAKIIOYEHUS), OCHOBHBIM Ha3HAY€HUEM KOTOPOTO SIBIISIETCA XpaHEHUe 00-
pazoB OC IOS, HO MOHO KCIOJB30BATh U JJII XPAaHEHUS TOJIb30BATEIbCKUX (aii-
JIOB.

4 DRAM — o6prunoe O3V (texnomorundecku Biuioth 70 ECC DDR4 SDRAM),
B KOTOpOM «yaepkuBaercs» ucnonnstomniasics OC [0S co Bcemu cBoUMH MOACUCTE-
MaMH, pabodasi KOH(pUTyparus, TabIuIa MapuIpyTU3aiuu, 0ydepbl makeToB, TabIu-
bl agpecoB (JIOTMYECKH pa3dmBaeTcs Ha main processor memory u shared
input/output memory).

Crnenyer 4eTKO pa3nWyaTh HA3BaHWS W Ha3HAUYCHHE TMEPEUYUCICHHBIX TOJCH-
CTEM, HECMOTPSI Ha TO YTO B THIOBOW CXEME COBPEMEHHBIX MOJIEICH MoJIcucTeMa
NVRAM ¢usuuecku coBmeimieHa Ha onaHou flash-mukpocxeme ¢ moacucreMon
BootROM nu6o Flash, mpuuem ¢ aByms BapuaHTamMu OTOOpa)xkeHHUs (Kak pasien
60 Kak (haiin).

Huxe mokaszan npumep mapuipytuzaropa Cisco (7100) ¢ 4eTko BhIpaXE€HHBIMU
TPAJIUIIMOHHBIME ToJcKcTeMaMK TamsaTh (pucyHok 1.14) u moka3aHbl MMOJICHCTEMBI

HaMsITH MapIIpyTH3aTOPOB, UCIOJb3yeMbIX B ydueOHOM mporecce (pucynku 1.15,
1.16).

Back Erwircnmental Front
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SENSOr notch alignment Boot RCM Sl

=
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Pucynok 1.14 — IToxcucremsr namsatu 7100 [Cisco]

YcerpoiicTBa BBOJa-BBIBOJIa B MIEPBYIO0 OYEPEIb PEATU3YIOT PA3INYHBIC CETEBBIC
unTepdeiicel. bezycnoBHo, ocobo cnenyet BoiaenuTh flash-ycrpoiictaa.

Coo6ctBenno nmoacuctema namsatu Flash B 2811 u 2901 npencraBnena kapramu
CompactFlash (pucynok 1.17), a B 4331 — moaynamu eUSB co cnenuduyeckumu
pa3beMamu (pucyHok 1.17).

Kpome Ttoro, mMoxxHo moakmoudaTh (BCTaBisITh) Apyrue flash-nakommrenu:
2811, 2901 n 4331 — USB, 4331 — mSATA u NIM.
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Pucynox 1.15 — DRAM 2811, 2901 (1o ymorgaHuio ToJibko on-board),
4331 cOOTBETCTBEHHO
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Pucynok 1.16 — On-board flash (ae moacucrema namsitu Flash)
2811 (BootROM mmroc NVRAM), 2901 (BootROM mitoc NVRAM),
4331 (BootROM B aByX MUKPOCXEMaX) COOTBETCTBEHHO

OdunmanbHO MOAAEPKUBAIOTCSA TOJBKO OopuruHaidbHbIC flash-HakomuTenwm (B
OTHOIIIEHUH JIFOOBIX APYTUX KOMIIOHEHTOB MOJUTHKA aHAJIOTUYHA).

Pucynok 1.17 — Kapta CompactFlash u monyns eUSB cooTBeTcTBEHHO
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2 OCHOBBI CISCO I0S

Cisco Internetwork Operating System (IOS) oTHOCST K crienuaIn3upPOBAHHBIM
BcTpauBaeMbiM OC. OcHoBHOe HazHaueHue [OS 3akmrouaercss B MpenOCTaBICHUU
BO3MOXHOCTH KOH(MUTYPUPOBAHUS MapHIPyTHU3aTOPOB U KOMMYTATOPOB MPOU3BOJI-
ctBa Cisco.

Hapsiny ¢ co6ctBenno [0S cymiecTByIOT ele OTAeNbHbIE JIUHEHKU ISl HEKO-
TOPBIX BbICOKOTpom3BoauTeNbHBIX TuiaThopm: IOS XE (ASRs u np.), 10S XR
(CRSes, NCSes, ASRs u np.) 1 NX-OS (Nexus u apyrue). A taxxke 0ojee Wik Me-
Hee nonoOHele 10S: ASA OS m AsyncOS s anmapaTHBIX CETEBBIX SKPAHOB,
AireOS u ClickOS s 6ecripoBoIHOTO 000PYI0BAHUS.

[TpubnusutensHo ¢ 2015 r. BUgHA TEHJICHIIUS MMOCTEIIEHHOTO MEPexo/ia K Mc-
nons3oBaHuto 10S XE B kauectBe ocHOBHOM OC. D10 kacaercs u ISRs (HauuHas ¢
4K u 1K). IOS XE 6a3upyetcs Ha aape Linux (cneruansabiii 1eMon 10Sd smynupy-
et unrepdeiic 10S). Hauunas ¢ 2017 r. uner padota Hag Open 10S XE (oTiauuaercs
MOJIJICP)KKOM TporpaMMUpoBaHusl Ha si3bike Python u apyrumMu BOo3MOXXHOCTAMHU
XOCTHUHTA TIPUIIOKECHUI).

Ananoruunsie [0S pa3paboTku UMEIOT U Apyrue kommnanuu (Hanpumep, HPE).
XoTs u KoHKypeHTbI Cisco BCe yalle UCIOJIb3YIOT BCTpanBaeMblil Linux.

Kommanust Cisco HECKOJIbKO pa3 M3MEHsUIa BEPCHOHHBIM KOHTPOJIb U COIYT-
cTByI0MYI0 TpakToBKY 0003HaueHuit [0S (I0OS XE). [lox Bepcueid 00bIYHO MOHUMA-
10T TIepBbIe ABE HUQPHI (pa3aesieHbl TOYKON) U3 MOJHOTO0 0003HAUYCHUS penun3a (Kak u
3amucaHo B Havaje Qaiiia KOHPUrypanum).

B mnacrosimiee Bpemsi HambOoJiee akTyaldbHbl cienayrouue Bepcuu [0S s
MapuipyTu3atopoB: 12.4 —ans 2811 U Apyrux «COBPEMEHHUKOB)» (IO-TIPEKHEMY),
15. X — nna 2811, 2901 u gpyrux. U 10S XE nns mapupytuzaropoB: 16.X — s
4331 u np.

[Ipumepbl ToNHBIX 0003HadYeHU penm3on: 12.4(24)T8, 15.2(4)M11, 16.6.8.
CooTtBeTcTBYyIOIIME OMHApHBIE (haibp-00pa3bl (10 OTHOMY BapHaHTy M3 HECKOJIBKUX
aJIbTEPHATHUBHBIX): c2800nm-advipservicesk9-mz.124-24.T78.bin,
c2900-universalk9-mz.SPA.152-4.M11.bin, 1isr4300-
universalk9.16.06.08.SPA.bin.

Ecnu He oroBopeHo, To nanpHekee onucanue 10S moaxoaut u k [0S XE.

Ecnu He oroBopeHo, TO OMUCAaHUE B 3TOM pa3jielie MOAXOJUT U K KOMMYTaTo-
paM, HECMOTPS Ha IPUMEPHI C MAPIIPYTU3ATOPAMHU.

2.1 IMyasTopsbl
[Tpu m3ydyenun IOS MOXXHO HCIONB30BATH JBa OCHOBHBIX sMmyinaropa: Cisco

Packet Tracer (mpeaHa3Ha4YeH TOJIBKO IS CTYJIEHTOB ceTeBbIX akajaemuii Cisco) (pu-
cyHok 2.1) u GNS3 (freeware) (pucyHok 2.2).
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Jlnst monp3oBareneld 000X AMYJISTOPOB HANMKCAHBI MOAPOOHBIE PYKOBOJCTBA
no pabote. Packet Tracer uMeeT BcTpoeHHOE pyKOBOJICTBO, a GNS3 mmeeT pykoBoj-
CTBO B BUJIE OTJIeTbHOTO daiina . pdf.
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Pucynok 2.1 — Cisco Packet Tracer (epcus 8.0.0)
2.2 CpencrBa aIMUHUCTPUPOBAHUS

JIns mosiydeHus JocTyna K BO3MOKHOCTAM [OS mpeaycMoTpeHbl 1Ba OCHOB-
HBIX CPEJICTBA U €IIE OJIHO, KOTOPOE CUUTAIOT NEPCIIEKTUBHBIM:

1 Web-unrepdeiic.

2 NnTtepdelic KOMaHHOM CTPOKHU.

3 T1O mns ycrpoiict, monaepxkuBatomux apxutekrypy Cisco Digital Network
Architecture (DNA).

bonee crapsiii web-untepdeiic qis [SRs (Bkitouast 2811) u HEKOTOPBIX Jpy-
rux guHeek u3BecTeH kak Cisco Router and Security Device Manager (SDM), Gonee
HOBbIM — g ISRs u ISRs G2 (Bxmowas 2811 u 2901) — kak Cisco Configuration
Professional (CP) (pucynox 2.3). Kpome monnoro Bapuanta CP cymecTByer ere
obneruennbiii — CP Express. ITlosHblli BapuaHT YCTaHABIMBAIOT Ha YyAAJICHHOM
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% GNS3 - C:\Tmp\GNS3_3ak91f\topology.net 18] x|
File Edit View Control Device Annotate Tools Help

1T I[P “NIEEL T T
BRIl =L M=t 0, &
| all devices & X 2| |captures g X
e 3 Router c1700 Hostname | Interface
& -
& | &8 Juniper router
- Ef et switch
&P Ethernet hub
= ATM bridge
ATM switch
— n Frame Relay switch
3. EtherSwitch router
fel -
—— 1. t
Q ¥ virtualBox guest
™ Host
Cloud
3= I Topology Summary & X
| . ; 50 c
= Jor]
& @ Rr1
B R2
B R3
& R4
B RS
B R&
B R7
@ rs
-
K| | >
Console g X
GNS3 management console. Running GNS3 version 0.8.7.
Copyright (c) 2006-2013 GNS3 Project.
=> 16:58:23: Exporting R8 configuration to C:\Tmp\GNS3_3ak91f\configs\R8.cfa
16:58:23: Exporting R3 configuration to C:\Tmp\GNS3_3ak91f\configs\R3.cfg
16:58:23: Exporting R2 configuration to C:\Tmp\GNS3_3ak91f\configs\R2.cfg
16:58:23: Exporting R1 configuration to C:\Tmp\GNS3_3akd1f\configs\R 1.cfg
16:58:23: Exporting R7 configuration to C:\Tmp\GNS3_3ak9 1f\configs\R7.cfg
16:58:23: Exporting R6 configuration to C:\Tmp\GNS3_3ak91f\configs\R6.cfg
16:58:23: Exporting R5 configuration to C:\Tmp\GNS3_3ak91f\configs\R5.cfg
16:58:23: Exporting R4 configuration to C:\Tmp\GNS3_3ak9 1f \configs\R4.cfg
Topology Graphic View (Workspace).

Pucynox 2.2 — GNS3 (Bepcus 0.8.7)

YCTpOMCTBE aAMUHUCTpaTopa (oTnenbHOoe web-npunioxenue). OOMerdyeHHbI Bapu-
aHT YCTaHABJIMBAIOT HEMOCPEACTBEHHO HA MapIIPyTHU3aTOpe (IOMOTHEHHE K 00pa3y
10S). Web-unrtepdeiic ans ISRs 4K u Hekotopwix npyrux smHeek — WebUI —
unterpuposan B [0S XE. Web-unrepdeiic mouru He UCmonb3yror.

Cisco umeeT coOCTBeHHBIH MHTEpdeiic komaHaHoi ctpoku — Cisco Command
Line Interface (CLI) (pucynok 2.4). Brutots 10 2018 r. umenso CLI kommanus mo-
3ULIMOHUPOBAa KaK OCHOBHOE CPEICTBO MPO(PECCHOHAIBHOIO KOH(UTYypUpOBaHUs
MapIIpyTU3aTOpOB U KOMMYTaTtopoB. IlosTomy «3yOputh» web-unTepdeiic nepen
sK3aMeHaMU OeCCMBICIICHHO (TIpaB/aa, 3TO HE CKaxkenb o web-uHTepdeiicax amnma-
PaTHBIX CETEBBIX SKPAHOB U OECIIPOBOAHOTO OOOPYAOBAHMUS).

A BOT ¢ 2018 T. aKTUBHO MPOJIBUTAET KOHIIECMIIUIO CETE HA OCHOBE MOTPEOHO-
crelt (intent-based) B cBsizke ¢ apxutekTtypoir DNA. OcHOBHBIC HI€H: OpUCHTAIUS HA
aBTOMATUYECKOE paclpeielieHue peCcypcoB Mo MOTPEOHOCTH, BU3YAIbHOE MPOCKTH-
pOBaHME, aBTOMATHU3alMS KOH(MUTYPUPOBAHUS, MEPEXOH OT IEHEHTPaTU30BAHHOTO
aAMUHUCTPUPOBAHUSA K LIEHTPAIU30BAHHOMY (PUCYHOK 2.5), MAaKCUMaJIbHOE MpUMe-
HEHHE BUPTYyalU3allii, YCKOPEHHE «O0PaTHOM CBSI3U» C CETHIO.
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Pucynox 2.3 — Cisco CP

Pucynox 2.4 — Cisco CLI
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Pucynox 2.5 — Cisco DNA Center

Jlnst mepBOHAYaIbHOM (OMIMOHANBHO Tocneaytoieit) pabotel ¢ CLI Heobxo-
MO OCYILECTBUThH (PU3MUECKOE MOAKIIOUYEHHNE KOHCOJIM, HallpUMep HOyTOyKa, mo-
cpenctBoM RS-232 (mapmpytuzatop nubo kommytatop urpaet poib DTE) (pucy-
HOK 2.6). A Tarke 3amyCTHTh M HacTpouTh TepmuHanbHOe 10, Hampumep PuTTY
(pucyHok 2.7).

[IpMEHUTENBHO K HOBBIM MOJIEISIM MapIIPyTU3aTOPOB U KOMMYTAaTOPOB BO3-
MOYXHO TOAKIIOUYCHUE TepMHUHANa 0o mocpeactBoM RS-232, nubo mocpenctBom
USB (ompenensiercss aBromatudecku npu 3arpyske, USB umeer npuopurer). Bo
BTOPOM CJIy4yae HEoO0XOJuMa JOIMOJIHUTENbHASI YCTaHOBKA ApaiBepa I SMYJIALHNU
KJIACCUYECKOW KOHCOJIH.

Otmnuus AUX-noptra ot CON-niopta cymectBeHHbl. AUX-TIOPT «I1acCUBEH» U
MpeAHa3HAYEH IS MOAKIIOYEHUSI CO CTOPOHBI TeneoHHOU uHuM. [Tpu 3TOM Hanmu-
yye MpeJHa3HAYEHHBIX MJI1 annapaTHOTO KOHTPOJS MOTOKa SJIEKTPUUECKUX LEnen
RS-232 (a onu B obmiem ciydae «pa3BeJeHbD) MO-Pa3HOMY) CIEAyeT BOCIPUHUMATH
B CBsi3Ke ¢ orpanndeHusimu [OS.

[IpeaycMoTpeHa BO3MOYKHOCTBH HEIOCPEICTBEHHOIO COEIMHEHMSI MapIIpyTH-
3atopoB Cisco 1mo nmpoTokoiry RS-232, emuHCTBEHHBIM MPUKIIATHBIM CMBICJIOM KOTO-
pOTO SIBIISIETCS aAMUHUCTPUPOBAHKUE OJHOTO MapuUIpyTHU3aToOpa ¢ APYroro (¢ momo-
pI0 Tak HaszbiBaeMoro reverse Telnet). Ilpu 3TOM HyXeH cBOe0oOpa3HBIN Kpocc-
kabensb (Cisco rollover cable), oqun koHer kotoporo BcTasisitoT B CON-nopt mapii-
pyTH3aTOpa, KOTOPBIA OYIyT aAMUHUCTPUPOBATH, a ipyroil — B AUX-nopT mMapuipy-
THU3aTOpa, C KOTOPOro Oya1yT aAMUHUCTPUPOBATS.
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Pucynok 2.6 — [Ipumepb! pu3ndecKkux MoAKII0UEeHUN
OCHOBHBIX KOHCOJIEH (HOYTOYKH),
pe3epBHOM KoHCOH (TTOKa3aH Toabko MojeM) [Cisco]
Y COOTBETCTBYIOIINE Kabenu
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Category:
[=- Session l Basic options for your PuTTY session |
- Logging ~ Specify the destination you want to connect to
[=}- Terminal
ok Serial ine Speed
Bel [com [os00
- Features Connection type: 1)
=1 Window  Raw Plnrno@rssu@"/
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- Window Speed (baud) {9600
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Pucynox 2.7 — llaru vactpoiiku PuTTY



2.3 3arpy3ka

[TocnenoBaTenbHOCTD 3arpy3KHU:

1 [locne BkIOYEHWS MUTAHUS B MEPBYIO OYEpEe/lb OTpabaThIBACT 3arpy3dyuk
bootstrap B cocrabe ROMMON, KOTOpbIH HHUITMATU3UPYET allapaTHbIE CTPYKTYPHI
3arpy3ouHoit cpenbl (peructpsl npoimeccopa, UART CON-nopta, rio0anbHbIi KOH-
burypanmoHHsblii peructp), BoinosiHger POST, nnunmanusupyer anmnapatHble IOACH-
CTEMbI, THULMAIU3UPYET NPOrpaMMHBIE CTPYKTYPbI 3arpy304HON cpebl (IepeMeH-
HBIC OKPYXKEHHUSI U T. 11.).

2 3arpy3uuk bootstrap meiTaetcsa HalTH OuHapHbI 00pa3 10S ucxoas u3 3Ha-
YeHHsI CHEIHAIbHON CTPOKHU B 3arpy304HOM KOH(UTrypanuu Ju00 3HaYCHHs CHeIu-
aIbHOW TIEpEeMEHHOU 3arpy304yHoit cpenbl BOOT (mpu xemanuu [0S moxkHO 3arpy-
3UTh, HampuMmep, ¢ BHemHero USB-nakonutens). Eciau 3HaueHue He 3agaHo JMOO
yKa3aHHOTO o0pa3a He HaiJIeHO, TO 3arpy3uuk bootstrap mbiTaeTcss HailTu oOpas B
noacucteme namstu Flash. Eciu o0pa3oB HECKOIBKO, TO BEIOMpAETCS MEPBBIN 0OHA-
pyxkeHHbld. Eciu 00pa3oB HeT BooOIE, TO 3arpy3udK bootstrap 3amyckaeT MHTEp-
npeTaTop KoMaHIHO#M cTpokH (cooctBeHHO ROMMON), KOTOPBIN MOKHO HCIIOJIB30-
BaTh I KomupoBaHus oOpa3a B Flash (mampumep, ¢ Buemnero TFTP-cepsepa).
Ecnu 00pa3 HaiijieH ycnemHo, To 3arpy3uuk bootstrap 3arpyxkaetr ero B DRAM u
IIepeIacT eMy YIPaBIICHHUE.

3 O6pa3 IOS pacnakoBbsiBaeTcst B DRAM u 3arpyskaercsi, HOMyTHO WHULIUAIIU-
3Upys. BCE€ HEOOXOJMMBbIE NPOrpaMMHBIC M alMapaTHbIE CTPYKTYpPhl (HAIpUMED,
Ha3HauyaeT BHYTPEHHHUE JIECKPUIITOPbI CETEBBIM HUHTEpdeiicaM U pacrpeaenser
oydepsi).

4 BeiBoautcs cooOlieHre (TOJbKO cOOOUIeHUE) O HaxkaTuu kiaBuiuu Enter
(Tounee, Return) nns Hawana pa®oThI, 3arpy304Has KOH(Urypamus MepeHOCUTCS B
pabouyro, HaKOHEl, B Cllydae Ha)kaTus KiaBuiliud Enter, mosBisieTcs mpurianieHue
KOMaHJHOW CTPOKHU JIUOO (ecinu MpeayCMOTPEHO) 3ampoc O Bxoje B cucteMy. Ecim
3arpy3ou4Has KOHQUrypamus 1mo Kakum-JIu0o MpUYMHAM OTCYTCTBYET, TO, JIO COO0-
HIeHUST 0 HakaTuu kinaBuiu Enter mms Hauvana paOoThI, MOSBISETCS BOIPOC O TOM,
CTOWT JIM HAYMHATh KOH(PUTYPAIMOHHBIA IUAJIOT (aBTOYCTAHOBKY), Ha KOTOPHII BCe-
I/Ia HY)KHO OTBEYaTh OTPHIIATENILHO (BOTIPOC MOXKET OBITh 3aJlaH MO-Pa3HOMY, JaxKe
nepedpazupoBaHO MOBTOPHO), U 3arpy’kaeTcs KOHPUTYpaIus M0 yMOJTYaHUIO (BMe-
CTO 3arpy304HON).

[Ipouecc 3arpy3ku MOKHO HAOJIOJaTh TOJILKO HA OCHOBHOM KOHCOJIM, €CJIA OC-
HOBHAasl KOHCOJIb MOJKIIFOUEHA, YTO BOBCE HE 00s13aTEIBHO.

[Ipumep 3arpy3ku [0S Ha 2901:

System Bootstrap, Version 15.0(1lr)M16, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2012 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB !O6vem DRAM
CISC02901/K9 platform with 524288 Kbytes of main memory
Main memory is configured to 72/-1(On-board/DIMMO) bit mode with ECC enabled
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Readonly ROMMON initialized
program load complete, entry point: 0x80803000, size: 0x1b340
program load complete, entry point: 0x80803000, size: 0x1b340

IOS Image Load Test

Digitally Signed Release Software

program load complete, entry point: 0x81000000, size: 0x5£04408

Self decompressing the image : ############4HHHHHHFHHHHAHRHHAHHFHRHHAHRHESERSERS
S i i i
FHEHE AR A R R R R 1 4
... !Pacnakoeka IOS

FHEFHHHEF AR H AR A F R H A A F AR A H [OK]

Smart Init is enabled
smart init is sizing iomem

TYPE MEMORY REQ

HWIC Slot 1 0x00200000
Onboard devices &

buffer pools 0x0228F000

TOTAL: 0x0248F000

Rounded IOMEM up to: 40Mb.
Using 7 percent iomem. [40Mb/512Mb]

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.2(4)M11, RE
LEASE SOFTWARE (fc2) !Pemmuz I0S

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 16-Oct-16 09:48 by prod rel team

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Installed image archive
Cisco CISC02901/K9 (revision 1.0) with 483328K/40960K bytes of memory. !Momenb mu
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loBreM xaxmoy M3 OByx uyacTel DRAM: main processor memory (mo cisiema) m shared
linput/output memory (mociyie cjema) -- B cyMmMme obumuii obvem DRAM

Processor board ID FCZ173170NM

2 Gigabit Ethernet interfaces

2 Serial (sync/async) interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

DRAM configuration is 64 bits wide with parity enabled.

255K bytes of non-volatile configuration memory. 106Bem NVRAM

250880K bytes of ATA System CompactFlash 0 (Read/Write) !0O6wem CompactFlash

-—-- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: no

Press RETURN to get started!

*Jan 2 00:00:05.235: %IOS_LICENSE IMAGE APPLICATION-6-LICENSE LEVEL: Module nam
e = c2900 Next reboot level = ipbasek9 and License = ipbasek9
*Jan 2 00:00:05.407: %$IOS LICENSE IMAGE APPLICATION-6-LICENSE LEVEL: Module nam

e = c2900 Next reboot level = securityk9 and License = securityk9
!TlepBEHIe NPOTOKOJMPYeMele coobmeHus 10S
*Jun 5 11:24:57.863: $SYS-5-RESTART: System restarted -- !mara u Bpemsa yxe

!cumraner ¢ RTC

Cisco IOS Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.2(4)M11, RE

LEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 16-Oct-16 09:48 by prod rel team

*Jun 5 11:24:57.907: %$SNMP-5-COLDSTART: SNMP agent on host Router is undergoing
a cold start

*Jun 5 11:24:58.539: %CRYPTO-6-GDOI ON OFF: GDOI is OFF

Router> !lpurnamexnme IOS (nocJsie HaxaTtusa Enter)
Router>

[Tpumep 3arpy3ku [0S XE na 4331:

Initializing Hardware
Checking for PCIe device presence...done
System integrity status: 0x610

Rom image verified correctly

System Bootstrap, Version 16.7(3r), RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
ISR4331/K9 platform with 4194304 Kbytes of main memory

Located i1sr4300-universalk9.16.03.06.SPA.bin

FHAF A A A A A A A A A A A A A
FHAF A R A R R R R R R R R R R R
FHEHHHEHH

Package header rev 1 structure detected
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IsoSize = 459638343

Calculating SHA-1 hash...Validate package: SHA-1 hash:
calculated S5E64A8EB:E6E57A91:8CDDB527:5427E572:1F70DASB
expected SE64ABEB:E6E57A91:8CDDB527:5427E572:1F70DASB

RSA Signed RELEASE Image Signature Verification Successful.
Image validated

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS sSoftware [Denali], ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Ver
sion 16.3.6, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Wed 28-Feb-18 16:17 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

o)

% Failed to initialize nvram !Ecim HeT 3arpys30duHOM kOHOMI'ypaumm

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4331/K9 (1RU) processor with 1650898K/6147K bytes of memory. !
! MozmeJsib u obbveMm DRAM, BoimesieHHOM nJysa 10Sd
Processor board ID FDO2207A15K

3 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory. !O6veM NVRAM
4194304K bytes of physical memory. '06vem DRAM
3125247K bytes of flash memory at bootflash:. !06vem Flash

0K bytes of WebUI ODM Files at webui:.
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$INIT:

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

Press RETURN to get started!

*Apr
tialized
*Apr 1 07:42:23.377:

e =

esg Next reboot level =

waited 0 seconds for NVRAM to be available

securityk9

[yes/no]:

no

1 07:42:22.440: %SMART LIC-6-AGENT READY: Smart Agent for Licensing is ini

$I0S LICENSE IMAGE APPLICATION-6-LICENSE LEVEL: Module nam
securityk9 and License =

Cisco IOS Software [Denali], ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Ver

sion 16.3.6,

RELEASE SOFTWARE

(fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c)

1986-2018 by Cisco Systems,

Inc.

Compiled Wed 28-Feb-18 16:17 by mcpre

*Apr

Router>

1 07:42:40.212:

2.4 PesxxuMBbI 1 KOMAaHABI

%CRYPTO-6-ISAKMP_ON OFF:

ISAKMP is OFF

CLI moxeT (pyHKIIMOHMPOBATh B OAHOM M3 HECKOJIBKMX PEKHMOB, OTINYAIO-
HIMXCSI HA3HAYEHUEM.
B Hauane xaxmgoro u3 pykoBoacTB mo IOS Hameuatana Tabnuia peKUMOB.
Hike npuBe/icH aIanTUPOBaHHBIHN riepeBoy (Tadmuma 2.1).

Tabmuma 2.1 — Pexxumser [0S

TEJIbCKUN PEXKHUM)

Pexxum Bxon B pexxum ITpurnamenue | Beixon us pexxumMa Hasznauenue
1 2 3 4 S)
[Tonp3oBarens- Cpazy nociue | Device> (rae | Ilocne BBO/a | IIpocMoTp cocto-
CKUH  HCIIOJIHU- | BXOJA B CHCTEMY | Device — KOMaH/IbI STHUSL ~ CHUCTEMBHI,
TEIbCKHUI (log in) Ha3BaHUE logout  mmbo | IPOBEPKA CBS3H,
(User EXEC) X0CTa) exit (c BbIXO- | HACTpONKa  Tep-
JIOM M3 CUCTEMbI) | MUHaJa
IIpuBunerupo- [Tocne BBoma B | Device# ITocie BBoga | IIpocmorp  KoOH-
BaHHBII  HCIOJ- | MOJIb30BATENb- KOMaH Ibl (durypanun,
HUTEILCKUI CKOM  MCIIOJIHHU- disable 1mub0 | IPOCMOTP COCTO-
(Privileged TEIBCKOM  PEXKH- exit (c BO3Bpa- | AHMA W OTJIAJKa
EXEC) Me KOMaH/IbI TOM B TIOJb30Ba- | PA3IUYHBIX MOA-
enable TelbCKUil WcHoj- | CUCTEM, paboTa ¢
HUTEIBCKUI (haiimamu, mepe-
pe)KI/IM) 3arpyska
I'moGanbHbIi [Tocne BBoma B | Device (con | Ilocme BBO/1a | Kondurypupona-
KOH(UrypalyoH- | MPUBHIETHPO- fig)# KOMaHIpl exit | HUe yCTpOMCTBa
HBIN BaHHOM  MCHOJI- mbo end (c
(Global HHUTEJIbCKOM BO3BPaTOM B
Configuration) PEKUME KOMaHIbI IIPUBHIICTHPOBAH-
configure HBIl  UCIIONHU-
terminal
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1 2 3 4 5
Pexxum koudury- | [Tocne BBoma B | Device (con | Ilocne BBOza | Kondurypupona-
pPHUPOBaHMS  MH- | TJI00AJIBHOM fig-if)# KOMaH/Ipl exit (¢ | HUE OTAEIBHOrO
Tepeiica KOH(HUTyparuoH- BO3BPaTOM B | HHTEpdeiica
(Interface HOM pexxuMe r7100aJIbHbIH
Configuration) KOMaH/IbI KOH(UTypaI1oH-
interface (c HBIM PEeXUM) OO
YKa3aHUEM  HH- end (c Bo3BparoM
Tepdeiica) B IPUBWIETHPO-
BaHHBII HMCIOJIHU-
TEJIbCKUN PEXKHIM)
Pexxum xoudury- | Ilocne BBoma B | Device (con | Ilocne BBO/a | Kondurypuposa-
pUpPOBaHUS  JIH- | TI00AJTBLHOM fig-line)# | komanmel exit (c | HUE€  OTHENBHOU
HUHU (Line | koHpuUTrypaIHoH- BO3BPaTOM B | JIMHUU
Configuration) HOM peKUMe TJ00aTbHBIIH
KOMaHIpl line KOH(HUTYypaIHOH-
(c yKa3aHuEeM HBIH pEXUM) JTMOO
JIUHUN) end (c BO3BpaToM

B IPUBUIETHPO-
BaHHBIM UCIOIHU-
TEJIbCKUN PEXKHIM)

[13Y-monutop
(ROMMON)

ITocne mnpepsiBa-
Hus 3arpy3ku 10S

Ha)XKaTHEM  KOM-
OMHAIIMKA KJIABHIII
Ctrl-Break

rommon # >
(Ha  mapupy-
TU3aTOpe, TIE
# — HOMEp
BBEJICHHOM
KOMAaH/IbI)
oo switch:
(Ha KOMMYTaTO-

pe)

ITocne BBOJIA
KOMaHAbl reset
(c mocnenyromen
nepe3arpy3Kkoi)
6o boot (c
MOCHEAYIOLIEN
3arpy3kou 10S)

JnarHoctuka u
BOCCTaHOBJICHUE

CymecTByIOT U Apyrue peKMMbl, pacCMaTpUBAaEMbIC IPU U3YYEHHH KOHKPET-
HbIX Bo3MoxHocTel [0S. Bricokonpon3BoauTenbHble IATPOPMbI UMEIOT crienudu-

YECKUC PCIKUMBI.

Ha3zBanust pexxuMOB OTpaxarT UX Ha3HaueHUs. VICIOHUTEIbCKUE PEXKUMBI, B
OTJINYHUE OT KOH(MUTYpAIMOHHBIX, HE MpPEJAHA3HAUYCHBI 11 U3MEHEHUS KaKuX-JI0Oo
napameTpoB. [101bp30BaTENBCKUN UCTIOJIHUTEBCKAN PEKUM, B OTIIMYUE OT IPUBUIIC-
TUPOBAHHOTO, HE MOXKET «HAHECTH YIIEepO» WU «BBIAATH CEKPETHYIO HH(GOPMAITHIO
(o ananoruu ¢ opuruHaabHbIMU cucteMamu UNIX). ['moGanpHbIN KOHGUTYpaAITMOH-
HBIM PEXHUM, B OTIUYHE OT PeKUMa KOH(DUTYpUPOBAHUS YETO-TU00, TPEIHA3HAUYCH
JUISl A3MEHEHHUS TApaMETPOB BCETO YCTPOMCTBA.

KaHoHnueckne nmepexoapl MExXy PeXUMaMHU MOXKHO CPaBHUTH C NOABEMAMU-
CIIyCKaMM IO CTyIEHbKAaM Ilar 3a IIaroM, HayMHas C MOMEHTa BXOJa B CHUCTEMY
(omuH pexuM — oJIHa CTymneHbKka). Ho nHorAa mepexoabl MOXKHO YCKOPATbH, MPhITast
yepe3 CTYNEHbKU BHU3 WM MEpEenphirMBas Ha CTYMEHBKU APYTUX JIECTHUI] (MUHYS
exit). Ecte Bapuantel kpome end. Ecnu B pexume KOHPUTYpHpPOBaHUS Y4€T0-TH00
BBECTH KOMaHy, Kak OyJTO HaXoHsCh B TJI00ATIbHOM KOH(MUTYpaIIMOHHOM PEXHUME,
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TO TPOU3OHAET MEPEeXOo]l B IIOOANbHBIM KOH(UTYPAIIMOHHBIM PEeXUM (M KOMaHAA
BbITIOTHUTCA). Ecnu B pekume KOHGUTYpUPOBAHUS 4ero-JIn00 BBECTH KOMaHJY Iie-
pexojia B IpYyro pexuM KOH(GUTYPUPOBAHUS YETrO-Tu00, TO MIPOU3OHIET IEPEXol B
LIEJIEBOU PEKHUM.

ITo mpurnamenuto (prompt) MOKHO ONPEISTUTh TEKYIIUN PEKUM.

Komaner IOS B 60JBIIMHCTBE CBOEM KOMILIEKCHBIE, @ 3HAYHUT, TPEOYIOT HaJIH-
Yus apryMEHTOB IIPU UX BBOJIE.

IOS He paznmuyaeT CTpOYHBIE W MPOMKUCHBIC OYKBHI MPU BBOJIE KOMaH/I, HO JTO
MPaBUWJIO HE PACIpPOCTPAHSACTCS HA 3HAYEHHUS HEKOTOPBIX apryMEHTOB (HAmpumep,
napoJiei).

Kaxnasg xomaHma npegHa3HadeHa JUisl ONPEACIICHHOIO pexuma (peKuMOB),
MMO3TOMY MMOHUMAHHUE CMBICIIA PEKUMOB IMO3BOJISIET JIETKO COOTHOCUTH C HUMH KO-
MaHJibl. HeKoTophie KOMaH/bI B pa3HBIX PEKUMax UMEIOT pa3Hble HAOOPHI aprymeH-
TOB.

B nmro6om u3 pexxuMoB KOMaH0M he 1 p MOXKHO 3alpOCUTh MTOMOIIIb.

C nomo1po ? MOXKHO 3allPOCUTh CIIMCOK BCEX JOCTYIHBIX KOMaHJ JHOO Ba-
PHAHTOB MOJICTAHOBKU MX apryMeHTOB (context sensitive help).

YacTte KOMaH]I CKpbITa (0OBIYHO CKPBITHI HEPEKOMEHTyeMbIe KOMaH/IbI, HaIlPH-
Mep, BMECTO «HEMPaBUILHOW» KOMaHbl write Hy»XHO BBOJAUTh COPY running-
config startup-config).

Taxxe B CLI 3a10K€HO HECKOJBKO BApUAHTOB MOJIYYEHMS IIOJICKA30K IpHU
BBOJIC KOMAH/I;

1 IToackaska 0 HEOJHO3HAYHON KOMaH/IE.

2 Iloxacka3ska O HEITOJIHOM KOMAaH/IE.

3 Iloyckaska o HenmpaBUIBHOM KOMaH/IE.

[Tocne BBOJ@a HEKOTOPHIX KOMaH]I Cpa3y BBIBOASTCS KOMMEHTapUu 00 MX HC-
MMOJIL30BAHUH.

[Tpumepsr komang 10S:

Router#configure ?

confirm Confirm replacement of running-config with a new config
file

memory Configure from NV memory

network Configure from a TFTP network host

overwrite-network Overwrite NV memory from TFTP network host

replace Replace the running-config with a new config file

revert Parameters for reverting the configuration

terminal Configure from the terminal

<cr>

Router (config) #1i

[}

% Ambiguous command: "i"

Router#clock set

Q

% Incomplete command.

Router#configute terminal

A

Q

% Invalid input detected at '"' marker.

33



Opaum u3 BoctpeboBaHHBIX ya00cTB CLI siBNsieTCs BO3MOKHOCTH COKpAIICHUS
KOMaH]I TP UX BBOJIC, HO HY>KHO IIOMHUTH 00 OJJHO3HAYHOCTH WHTEPIIPETAIINH.

Komanna-nipedukc do mo3BojisieT B KOHQUTYPAITMOHHOM PEKHUME BBITOJTHUTH
KOMaHIy, MpeIHAa3HAYCHHYIO JJI MCTOJIHUTEIBCKOTO peXuMa (€CTh MCKIIOUYCHHUS,
HaIpUMep, B HEKOTOPBIX BEPCHSIX HEJb3s BBIMIOJIHUTH KOMaHIy COPY).

ApryMeHT-TIpe()UKC NnO MO3BOJIIET MPUJIATh «UHBEPCHBIN» CMBICT HEKOTOPOH
KOMaH/Ie B COOTBETCTBYIOIIEH CUTyanuu (€CTh MUCKIIOYCHUS, HAIPUMEDP, BMECTO NO
debug ecth undebug).

[Tpumepnr komana 10S:

Router>en
Router#

Router (config) #do show running-config

Router (config-if) #no ip address 10.0.0.1 255.0.0.0

[Topnep:xuBarorcs «ropsiuue» knasuin. Hanbonee BoctpeOOBaHHbIE U3 HUX:

- Tab — aBTOIOTIONTHEHNE COKPAIICHHOTO BapUaHTa BBOJAWMOW KOMAaHIBI [0
MOJIHOTO BApUAHTA, €CJIM KOMaH/1a OJJHO3HAYHA;

- Ctrl-C — 6e3ycnoBHBIN «BBIXO» W3 TEKYIIeH KOMaHIbI JHOO OE3yCIOBHOE
BO3BpAILIEHUE U3 JIOOOT0 KOH(PUTYPAMOHHOTO PEKMMa B MPHUBUJIETUPOBAHHBIN HC-
MOJIHUTEIbCKHMH,

- Ctrl-Z — 6e3ycnoBHOE BO3BpallicHHE U3 JIFOOOT0 KOH(DUTYPAIIMOHHOTO PEXKH-
Ma B IPUBUJIETUPOBAHHBIN UCIIOJHUTENBCKUN;

- Ctrl-Shift-6 (umenHo 6) — npepbiBanue nporecca [0S mpu «3aBuciiein» Ko-
MaH/IE;

- Up Arrow (paBno Ctrl-P) B cBsizke ¢ Down Arrow — oOpaiiieHue K «dCTOPUN»
KOMaH]I;

- Space, Enter — cooTBETCTBEHHO MOAKPAHHOE JIMOO MOCTPOUYHOE «IIPOJIUCTHI-
BaHue (Mr00ast OykBa Wiu KMdpa npeprIBaeT «IPOJIUCTHIBAHUE).

[Tpu Ga3oBO¥ HAcCTpoOMKe MapUIpyTHU3aTOpa JUO0 KOMMYyTaTopa Mpearoiaraet-
Csl 3aJlaHH€ MPABUIILHOTO BpeMeHU. BpeMsi MoxeT ObITh «IporpaMMHbIM» (software
Clock) u «ammapatueim» (hardware clock). Jlns paboTbl co BpeMeHEM HCIOJIB3YIOT
KoMmaHAbl clock U calendar coOTBETCTBEHHO (clock ¢ HEKOTOPBIMH apryMEH-
TaMu U calendar, BO3MOXHO, HE BIIOJHE JIOTUYHO, HO LIEJIEHAIPABICHHO OTHECE-
HbI K PUBWIETUPOBAHHOMY UCIIOJHUTEIBLCKOMY pexuMy). CienyeT yuYuThBaTh, YTO
OTHOCUTEJIBHO JI€UIEBbIE MOJEIM MapHIPyTU3aTOPOB W KOMMYTAaTOPOB MOTYT HE
UMETh almnapaTHOW MOACUCTEMBI pealbHOro BpemMeHU. B mobom ciydae Hauboliee
MPaBWJIBHO BKJIIOYATh CUHXpOHM3alKi0 BpeMeHu mno nportokony NTP. B 10S XE
«anmnapaTHoe» BpeMsi HEOTIEIUMO OT «IIPOrPaMMHOTO» (KOMaHbl calendar HET).

[Tpumepst komann 10S:

Router (config) #clock timezone C +3 !obmenpmHATOe Ha3BaHMUE
Router (config) #no clock summer-time
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Router#clock set 19:29:00 15 May 2020
Router#calendar set 19:32:00 15 May 2020
Router (config) #ntp server 78.62.132.20
Router#clock read-calendar

Router#clock update-calendar

Router (config) #ntp update-calendar

HazBanne xocta MOXHO M3MEHUTh KOMaHIOW hostname (BHAHO B MpHria-
[IEHUW KOMaHJIHOM cTpokn). [To ymomyanuto mapirpyruszatopsl Cisco UMEIOT Ha3Ba-
HHe Router, KOMMyTaTopel — Switch.

[Tpumepst komans 10S:

Router (config) #hostname 5-207-R1
5-207-R1 (config) #

Jlst oGecrieuenust Bo3MokHOCTH paboThl 10S ¢ daitmoBeiMu pecypcamu paspa-
O0oTana coOcTBeHHas QaitoBas cucrema Cisco 10S File System (IFS), Bximtouaroriast
tpu noacucteMsl: Network file systems, special file systems, storage file systems.

B ocnoBy coBpemennbix [FSes nmonoxenst FAT16 (IOS) u ext2 (IOS XE). He-
CMOTps Ha JaBHO Jekjapupyemyro nojaepxkky FAT32, mpu BHemHeM ¢popmatupo-
Banun USB-Hakonuresnei mydrie Bcero Beioupars FAT16 (IOS XE nmoanepsxusaer).

Jlyist oOpareHust K JIOKadbHbIM WK YIAJICHHBIM (aiIoBBIM pecypcam UCTOb-
3YIOT CIICIIHAIIbHBIE TTPEPUKCHI.

[Tpumep cocrosinus (HailsIoBBIX CUCTEM, JOCTYIHBIX Ha 2811:

Router#show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw archive:
- - opaque rw system:
- - opaque rw tmpsys:
- - opaque rw null:
- - network rw tftp:
* 64004096 6225920 disk rw flash:#

!'CuMBOJI * ykasHBaeT TeKyllMM pa3nejl IO yMOJIUaHUIO,
'cuMBOJT # yKasBlBaeT «3aTPy30UHBII» pas3nesl (npenrnojaraeTcs Hanmmuue obpaza I10S)

245752 240580 nvram rw nvram:
- - opagque \{e) syslog:
- - opaque rw xmodem:
- - opaque rw ymodem:
- - network rw rcp:

- - network rw pram:
- - network rw http:
- - network rw ftp:

- - network rw scp:

- - opaque ro tar:

- - network rw https:
- - opaque ro cns:
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[Tpumep cocTostHUs PailIOBBIX CHCTEM, AJOCTYMHBIX Ha 2901:

Router#show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw archive:
- - opaque rw system:
- - opaque rw tmpsys:
- - opaque rw null:
- - network rw tftp:
* 256487424 145817600 disk rw flashO: flash:# !llceBmoHum
- - disk rw flashl:
262136 246314 nvram rw nvram:
- - opaque WO syslog:
- - opaque rw xmodem:
- - opaque rw ymodem:
- - network rw rcp:
- - network rw http:
- - network rw ftp:
- - network rw scp:
- - opaque ro tar:
- - network rw https:
- - opaque ro cns:
- - opaque rw security:
4009426944 3755933696 usbflash rw usbflashO: !Ecsu BCcTaBjeH USB-

!HakonmMTeNb

[Tpumep cocTosiHus (HalioBBIX CUCTEM, TOCTYNHBIX Ha 433 1:

Router#show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw system:
- - opaque rw tmpsys:

* 3174936576 2461196288 disk rw bootflash: flash: !llceBmoumuMm
1711288320 1636982784 disk ro webui: !Web-unTepderic

- - opaque rw null:
- - opaque ro tar:
- - network rw tftp:
- - opaque WO syslog:

33554432 33535390 nvram rw nvram:
- - network rw rcp:
- - network rw ftp:
- - network rw http:
- - network rw scp:
- - network rw https:
- - opaque ro cns:

Ha HakomuTensx MOTYT CYHIECTBOBaTh M CKPBITBIE pa3lielibl CHEHUATBHOTO
Ha3HA4YCHUs (HampuMep, MOXKET OBITh CO37aH pa3fied C JUArHOCTUYSCKUM 00pa3oM,
JOCTYT K KOTOPOMY aBTOMAaTH4YECKHU OTKphIBaeTcs nociie coost [0S).

OcHOBHBIE KOMaH/IbI JIJIs1 paObOTHI ¢ (aitnamu:

- cd — CMEHUTH KaTajor,

- COpY — CKONUPOBaTh (ait Tudo KaTaJior;

- delete — ynanuTh Qail;
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- dir — BBIBECTH HA 3KPaH COJEPKUMOE TEKYIIETO KaTaJlora;
- erase — yJaJuTh Bce (pailiibl U KaTajaoru u3 QaillioBoi CUCTEMBI;

- format — ordopmarupoBath (HaiIOBYIO0 CUCTEMY;

- mkdir — co3gaTh KaTajor,
- more — BBIBECTH Ha dKpaH cojiepkumoe (aiina;
- pwd — BBIBECTH Ha DKpaH Ha3BaHHUE TEKYIETO KaTajora;
- rename — nepeuMeHoBath (aiis b0 Karasor;
- rmdir — yJaJIUTh KaTajlor.
TekylmmM KaTajorom o ymoa4aHuro ssisiercss £lash:.
[Tpumepst komang 10S:

Router#copy startup-config ftp://myuser:mypassword@l192.168.11.11/backup-

config.cfg

Router#delete usbflashO:yourname-confg

Router#dir
Directory of flashO:/

1 drw- 0
242 -rw- 2464
243  -rw- 99633216

52-4.M11.bin !0O6paz IOS

Mar 26 2021 17:06:06 +00:00
Mar 26 2021 17:08:02 +00:00
Mar 26 2021 17:11:00 +00:00

256487424 bytes total (154398720 bytes free)

Router#dir nvram:
Directory of nvram:/

253 -rw- 1617
254 -———- 5
255 -—-rw- 1617
1 -rw- 2945
4 ———- 0
5 —=—- 94
6 -rw- 559
7 —rw- 17

262136 bytes total (253294 bytes free)

43314#dir
Directory of bootflash:/

11 drwx 1
114241 drwx
8161 drwx

12 -rw- 55283

6.06.07.SPA.bin !06pas IOS XE

89761 drwx

40801 drwx
13 -rw-

73441 drwx 2
14 -rw-

rams

6384

4096

4096
3824

4096
4096
0
0480
30

<no
<no
<no
<no
<no
<no
<no
<no

date>
date>
date>
date>
date>
date>
date>
date>

ccpexp 'Web-
home.shtml !murepderic
c2900-universalk9-mz.SPA.1

startup-config

Sep 9 2020 14:13:23 +03:00

Oct 2 2020 14:31:59 +03:00

Oct 2 2020 14:29:56

Sep

Sep
Sep
Sep
Oct
Oct

3174936576 bytes total (2461057024

9 2020

2020
2020
2020
2020
2020

N O w0 w O

14:

14

14:

14

14

16:

: 33
31:
:31:
14:
:32:

52

bytes free)

07

126
30
45
127
00

+03:
+03:

+03:
+03:
+03:
+03:
+03:

00
00

00
00
00
00
00

private-config
underlying-config
cwmp_inventory

rf cold starts
persistent-data
I0S-Self-Sig#l.cer
ecfm ieee mib

lost+found

.prst _sync
.installer
isr4300-universalk9.1

core
.rollback timer
tracelogs.Nrt
tracelogs

throughput monitor pa

37



KoMmanpl kommiekca kron MO3BOJISIIOT CO3JaTh CKPUNT U3 KOMaH/ U BBIMOJI-
HSTH €T0 MO PACTIHUCAHUIO.

Jlnst mporpaMMHOM Tiepe3arpy3Kud MaplipyTH3aTopa Ju00 KOMMYTaTopa HC-
MOJIL3YIOT KOMaHAy reload.

He nyxHO 3a0bIBaTh COXpaHATH padouyio KoHpurypauuto. [IpenBapurensHo
coxpaHeHnyo Ha [IK koHdurypanuio MOXHO BHOCHUTH U METOJOM «COpYy-pastey.
Kondurypanus 3aBucut ot Bepcun. CienoBaTeiabHo, (Hailsibl KOHPUTYpaIUd COBME-
CTUMBI «C TOUHOCTBIO» JI0 BEPCHUHU.

[Tpumepnr komana 10S:

Router#copy running-config startup-config

Jnsa mpocMoTpa coCTOsiHUSL pa3nuyHbiX mnojcucteM [OS ucmosb3yroT KOM-
IUIEKCHYI0 KOMaHy show. OCHOBHbIE BapuaHThI 1pu 3HakoMmcTBe ¢ 10S:

- show running-config, show startup-config— BBIBECTH Ha
AKpaH KOH(UTrypaluio;

- show interfaces — BBIBECTH Ha 3KpaH MOAPOOHOE COCTOSIHUE BCEX CETE-
BbIX MHTep(deiicoB (0e3 apryMeHTOB) JIMOO OTAENBHO B3ATOrO MHTEpdeiica (ecau oH
yKa3aH);

- show line — BBIBECTH Ha HKpPaH COCTOSIHUE BCEX JIMHUM (0€3 apryMEHTOB)
100 MOAPOOHOE COCTOSIHUE OTACIBHO B3STOM JIMHUU (€CIIM OHA yKa3aHa);

- show version —BbIBeCTH Ha 3kpaH oOmryro uHdpopmaruio o6 [0S u
MapIIpyTH3aTOPE JTUOO KOMMYTATOPE;

- show processes — BBIBECTH Ha dKpaH MOAPOOHYI0 MHGOPMALIUIO O MPO-
neccax;

- show diag, show platform— BbIBECTH Ha IKpaH MOAPOOHYIO MH(DOP-
Maru 00 000pyI0BaHHH;

- show inventory — BBIBECTH Ha dKpaH MOJAPOOHYIO0 MH(OPMALIUIO O 3aMe-
HsIEMBIX YacTsx (Tak Ha3zbiBaeMbIX field replacement units).

[Tpumepst komann 10S:

Router#show running-config
Building configuration...

Current configuration : 2133 bytes

!

! Last configuration change at 17:47:09 UTC Mon Nov 23 2020 by admin
'Korma u keM (ecyiu BXOI B CHCTeMy OBIJI OCYHNECTBJIEH II0I MMEeHEM CO3IaHHOI'O
!nonbp30BaTeNns) pabouas KOHOUIypalursa OblJla M3MeHeHa IIOCJIeIHUNM pas

! NVRAM config last updated at 17:52:36 UTC Mon Nov 23 2020 by admin
!Korma m keM 3arpysodHasd KOHOuIypaumsd OblJla OOHOBJIEHA I[OCJIEHOHMM pas

! NVRAM config last updated at 17:52:36 UTC Mon Nov 23 2020 by admin
version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption
|

hostname Router
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|

boot-start-marker

boot-end-marker
i

|
no aaa new-model
|

ip cef
|

!
no ipvé cef
|

multilink bundle-name authenticated
|

|
license udi pid CISCO02901/K9 sn FCz173170NM
|

|

redundancy
|

interface Embedded-Service-Engine0/0
no ip address

shutdown

|
interface GigabitEthernet0/0
ip address 192.168.0.1 255.255.255.0
duplex auto

speed auto

|
interface GigabitEthernet0/1
no ip address

shutdown

duplex auto

speed auto

|
interface Serial0/1/0

no ip address

shutdown

clock rate 2000000

|

interface Serial0O/1/1

no ip address

shutdown

clock rate 2000000

|

ip forward-protocol nd
|

no ip http server

no ip http secure-server
|

|

control-plane
!




line con O

line aux O

line 2

no activation-character

no exec

transport preferred none
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1

line vty 0 4

login

transport input all

|

scheduler allocate 20000 1000
|

end

Bunno, uto KoH(Urypaus COCTOUT U3 CEKIUI U OCHOBHOE HAIlOJHEHUE KOH-
¢urypauuu — 370 koMaH bl. KoMaHIbl BBITTISAAAT TOYHO TaK e, KaKk MPHU BBOJE C
KJIaBUATypPbl, HO OTCOPTUPOBAHBI B IIPABUJIBHOM, UCXOs U3 IOCIEI0BATEIBHOCTH UX
BBITIOTTHEHMSI, Topsake. CTpOKH, HAYWHAIOIIUECS C BOCKIHUIATENbHBIX 3HAKOB, 10S
UTHOpUpPYET (IIOATOMY TaKMM 00pa3oM B MPUMEPHI BIMCAHbl KOMMEHTApPUH, HaXe
€CJIM CHHTAKCUYECKH KOMMEHTAPUEB TaM OBbITh HE MOXKET).

Router#show version

Cisco IOS Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.2(4)M11, RE
LEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 16-Oct-16 09:48 by prod rel team

ROM: System Bootstrap, Version 15.0(lr)M16, RELEASE SOFTWARE (fcl)

Router uptime is 5 days, 1 hour, 16 minutes

System returned to ROM by power-on

System image file is "flash0:c2900-universalk9-mz.SPA.152-4.M11.bin"
Last reload type: Normal Reload

Last reload reason: power-on

This product contains cryptographic features and is subject to United
exportl@cisco.com.

Cisco CISC02901/K9 (revision 1.0) with 483328K/40960K bytes of memory.
Processor board ID FCZ173170NM

2 Gigabit Ethernet interfaces

2 Serial (sync/async) interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

DRAM configuration is 64 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

250880K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

Device# PID SN
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*0 CISCO2901/K9 FCZ173170NM

Technology Package License Information for Module:'c2900'

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9

security securityk9 Permanent securityk9

uc None None None

data None None None

Configuration register is 0x2102 !3HaueHme 1TJI00AJILHOTO KOHOUITYPALIMOHHOTO
#perucTpa

Buano, uto show version Bo MHOIOM MOBTOPSIET COOOIIECHHUS PU 3arpy3Ke.

Router#show processes
CPU utilization for five seconds: 33%/10%; one minute: 7%; five minutes: 4%

PID QTy PC Runtime (ms) Invoked uSecs Stacks TTY Process
1 Cwe 30011D40 1408 10775 130 5172/6000 0 Chunk Manager
2 Csp 30FB6ASO 165716 4712169 35 2460/3000 0 Load Meter
419 Mwe 32AA6190 47188 23750772 1 6504/12000 0 NTP

Router#show inventory

NAME: "CISCO2901/K9", DESCR: "CISC02901/K9 chassis, Hw Serial#: FCZ173170NM, Hw
Revision: 1.0"

PID: CISC02901/K9 , VID: V06 , SN: FCZ173170NM

NAME: "WAN Interface Card - HWIC Serial 2T on Slot 0 SubSlot 1", DESCR: "WAN Int
erface Card - HWIC Serial 2T"
PID: HWIC-2T , VID: V05 , SN: FOCl1l7216V1C

NAME: "C1941/C2901 AC Power Supply", DESCR: "C1941/C2901 AC Power Supply"
PID: PWR-1941-2901-AC , VID: , SN:

C nomol1pio | MOXXHO BKJIIOUATh (DUITBTPHI.

Router#show interfaces | include MTU !C yueToM perucTpa
MTU 1500 bytes, BW 10000 Kbit/sec, DLY 1000 usec,
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,

JIst BKITFOUEHUS OTJIAJIKM pa3IMuHbIX mojicucteMm [0S, To ecTh 1715 BbIBOJA Ha
AKpaH NoApoOHOM nHPopMaIK 00 UX COCTOSIHUU B JUHAMUKE, UCTIONB3YIOT pa3iiny-
HbIE€ BapUaHTbl KOMIUIEKCHOW KOoMaHbl debug. OTKIIIOYEHUE OCYIIECTBISIOT COOT-
BETCTBYIOIIMMHA BapuaHTaMU KOMaHIsl undebug mamb0 Tr100adbHO KOMaHIOM
undebug all. YHuBepcalbHas IMOMAKETHAs OTJIaJKa TUIA tcpdump B COOCTBEH-
Ho IOS ne momnmepxkuBaetcsi, HO moaaepxkuBaercs B 1OS XE (packet trace). B
IOS XE Taxke BctpoeHn Wireshark (¢ coBMecTHMBIMU (aiiiamu . cap).

41



[Tpumepst komang 10S:

Routerf#monitor capture EXAMPLE-WIRESHARK interface gi0/0/0 out
Router#monitor capture EXAMPLE-WIRESHARK start

Router#monitor capture EXAMPLE-WIRESHARK stop
2.5 CereBble HHTEpPeiichbl

Bce cereBbie uHTEpdeiichl ((hu3nueckue U JOTHYECKUE, almapaTHbie U MPO-
rpaMMHbI€, peajbHble U BUPTYalIbHbIC), IPUMEHUTEIHLHO K KOTOPHIM BO3MOKHO KOH-
dburypupoanue, Cisco pa3aenser Ha aBa tuma: L2 u L3.

OnHOM U3 caMBIX BaKHBIX 0coOeHHOCTel o0opynoBanus Cisco (1ake OTHOCH-
TEIBHO JEIIEBOr0) SBIISETCS BO3MOXKHOCTD MpeoOpazoBanus L2- u L3-unrtepdeiicon
ApYT B IpyTa.

CereBble  HHTEp(]ECHl ~ KOMMYTATOPOB IO  yYMOJYAHUIO  SIBISIOTCA
L2-unTepdeiicamu 1 MO0 yMOTYaHUIO aIMUHUCTPATUBHO BKIIIOUEHHI (administratively
up), a ceTeBble HMHTEPPEHCh MapLIIpyTH3aTOPOB IO YMOJYAHUIO SIBIISIOTCS
L3-untepdeiicamn W MO  yMOTYaHHUIO  AAMHHHCTPATHBHO  BBIKJIFOUEHBI
(administratively down).

Jia koHpurypupoBanusi L2-untepgeiicoB, TouHee, BCETO YTO OTHOCUTCS KO
BTOpOMY YpOBHIO B L2-mHTepdeiicax, mpeaHa3HadeHa JMIIb OJHA KOMaHAA, HO
OYEHb «pa3Becucras» — switchport.

Bapuant no switchport (0e3 apryMeHTOB), JOCTYIHBI Ha THOPUAHBIX
KOMMYyTaTOpax, IMO3BOJIsIET Mpeodpa3oBaTh L2-uHTepdeiic B MOUYTH TMOJHOICHHBIH
L3-untepdeiic (C HEKOTOPHIMH OTPAHUUYCHUSIMHU) — TAK HA3BIBAEMBIM MapIIpyTH3a-
IIMOHHBIN 1TOPT (routed port).

Bapuant switchport (6e3 apryMeHTOB), AOCTYNHBIM Ha THOPUAHBIX MapIil-
pyruzaropax (ISRs TakoBbIMH He SBISIFOTCS, IO3BOJISIET IpeoOpa3oBaTh
L3-unrepdeiic B momHonenusiii L2-untepdeiic (0piBacT BOCTpeOOBAHO).

OOpatHble npeoOpa3oBaHUsl BO3MOXKHBI M UX IO3BOJIET BBINOJHUTH MHBEPC-
HbI BAPUAHT TAaHHOM KOMaH/Ibl.

Kak L2-, tak u L3-unrepdeiicel, kpome Bcero mpouero, o0iaaaarot emie Gpusu-
YECKUMH MapaMeTpamu, KOTOpble KOHPUTYPUPYIOT OTAEIbHBIM HAOOPOM KOMaHI.

Cisco Loopback —3T1o cyryoo mporpammubiii L3-untepdeiic, kak mpaBuio,
UCIOJIb3yeMbIi 111 oTaaaKu. Co3aaeTcsi aBTOMAaTUYECKH TIPU IEPBOM «OOpaIICHUI
(manpumep, interface 100) u moxer ObITh yaaneH. [locne coznanus cpasy aj-
MUHUCTPATUBHO BKJIFOUAETCS, XOTS MOXKET ObITh U /IMUHUCTPATUBHO BBIKIIFOUEH.

Cisco Null — 310 Takxke cyrybo mporpammHsbiidi L3-uHTepdeiic, kak mpaBuio,
HCIIOJIb3YEMBIN ISl yCTPaHEHHsI MapIIPyTU3alMOHHBIX LIUKI0B. HUKorga He npuHu-
MaeT U He NepelacT NaKeThI.

[TpaBuiia *UMEHOBaHMSI CETEBBIX UHTEP(PEICOB YUUTHIBAIOT UX TUI (CUMBOJIbI) U
¢dusnueckoe pacnonoxkenue (1udpsl yepe3 ciemn). OO0OIMEHHO 3TO BHITISIUT TaK:
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type slot/subslot/port — TUISt MapHIpyTHU3aTOPOB, type
switch/slot/port — ajist KOMMyTaTOpPOB.

OcHoBHble THIIBI: Ethernet, FastEthernet, GigabitEthernet,
TenGigabitEthernet, Serial. OcrtanbHbIC THUIIbI Ethernet:
TwoGigabitEthernet (2,5 Gbl/s), FiveGigabitEthernet,
TwentyFiveGigE, FortyGigabitEthernet, HundredGigkE.

Ha3Banus mHTepdeiicoB mpu BBOAEC OOBIYHO COKpaIiaroT (Mo OOmUM TpaBH-
JaM), TpWYEeM MOXKHO HE BBOJWUTh W pa3ACISIONIME TpoOesl (Hampumep,
GigabitEthernet 0/0 paBHo gi0/0).

Cnot 0000IIEHHO COOTBETCTBYET MOIYJI0. [lommkeH OBITh y4T€H HOMEpP KOM-
MyTaTopa B CTEKe.

Hywmepanuto narepdeiicoB MapiipyTU3aTopoB, Kak MPaBUIO, HAUMHAIOT C HY-
15, @ KOMMYTaTOPOB — C €IUHUIIBI (€CITM KOMMYTATOp HE SIBJISETCS MOJIyJIEM Mapiil-

pyTH3aTOPA).

MoxHO KOH(PUTIYypUpOBaTh Cpa3y HECKOIbKO MHTEP(EHCOB — NEPEUUCIUB (3a-
NATHIC, B KAYECTBE TUPE CHUMBOJIBI —, OMIIMOHAIBHO MPOOEBI) C MOMOIIBI0O MaKpo
range (CBOHCTBEHHO KOMMYTaTOpam).

JUis OTHO3HAYHOCTH TPAKTOBKU CJIOTHI (MOACIOTHI) JUIsl MOAYJIEeH u ¢pusnye-
CKH€ TOpThI Bcerjaa Haamnucanbl. CMOTpsI Ha HaANUcU (KOTOpblE OOBIYHO B COBEp-
HIEHHO ApyroM ¢opmare), JIErKO BbIUMCIATH Ha3BaHus uHTEep(deiicoB B [0S. U
HA00O0pOT, 3HAS HA3BaHMUsI, IETKO HAXOAUTh COOTBETCTBYIOIINE (PU3NIECKUE TOPTHI.

[Tpumepsr komang 10S:

Router#show interfaces gi0/0
GigabitEthernet0/0 is up, line protocol is up
Hardware is CN Gigabit Ethernet, address is a80c.0d99.7578 (bia a80c.0d99.7578
)
Internet address is 192.168.0.1/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not set
Full Duplex, 1Gbps, media type is RJ45
output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/4703 (size/max/drops/flushes); Total output drops: 79
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 112000 bits/sec, 105 packets/sec
5 minute output rate 1370000 bits/sec, 154 packets/sec
2062074201 packets input, 2896360236 bytes, 54 no buffer
Received 14957612 broadcasts (0 IP multicasts)
0 runts, 0 giants, 2 throttles
733866 input errors, 0 CRC, 0 frame, 733866 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
3785517553 packets output, 1052468891 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
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3 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out

Komanna mac-address no3BosisieT aAIMUHUCTPATUBHO 3aMEHUTH bia, TO €CTh
Burned-In (MAC) Address.

CereBble uHTEp(EHCH], MpeAHA3HAUCHHBIC JIA MOJKIIOYEHUS TEPMHUHAJIOB,
Cisco BpIZICISIET B OCOOYIO TPYITy IMOJ Ha3BaHueM «JimHUm» (lines). Jlms nuHwmin
MIPEAYCMOTPEH COOCTBEHHBIN KOH(PUTYPAMOHHBIA PEXKHUM.

OcHOBHas U pe3epBHAsi KOHCOJIH MPEACTABIAIOT COOOH /Ba THUIA anmmapaTHBIX
tepmuHanoB (CTY u AUX, o6o6menno TTYs —kak B UNIX) u COOTBETCTBYIOT
muHusM con 0 U aux 0. DTH JIMHUM CO3JIAIOTCS MO YMOJYAHUIO M YJAJIUTh UX
HEBO3MOKHO.

Jlnst pabotsl no mpotokonam Telnet unu SSH HyXHBI BUpTyaibHbIE TEpMUHA-
el (VTYs). B coBpemennbix Bepcusix 10S no ymonuanuio noanepxkuBatores S5, 11
60 16 BUPTyalbHBIX TEPMHHAJIOB, COOTBETCTBYIOUIMX JIMHUSIM vty 0 —vty 4
(TpaguuMOHHBIE, HA MAPIIPYTH3ATOPAX U HA KOMMyTaTopax) u vty 5—vty 15 (B
KOH(MUTypalusX BCErjla OTACJICHbI OT TPATUIIMOHHBIX, TOJBKO HAa KOMMYTATOpaXx).
OTH JMHUM TaKXe YJaIuTh HEBO3MOXHO. JlOTMOJHUTENbHbIE BUPTYaJIbHbBIE JIMHUU
IpU HEOOXOJUMOCTHU CO3AAI0TCSI ABTOMAaTUUECKH NIPHU MIEPBOM «OOpAIIEHUN» K HUM.

CUHTaKCUYECKH pa3/ieisatoniie npooebl BBOAUTH 00S3aTENBHO.

MoXHO KOH(pUI'YpHpOBaTh Cpa3y HECKOJIBbKO JIMHUU — yKa3aB MEPBYIO U IO-
CJEAHION Yepe3 mpodenbl (Hanpumep, vty 0 15), To ecTh 0e3 mepeunciieHus..

Kpome co3naHusg-yaaleHHusl HY)KHO €Il€ YYUTHIBATh BO3MOXKHOCTH paspelie-
HUSA-3aMpPEIIEHUs] UCIOIb30BAHMS JIMHUM — KaK BOOOINE, TaK U B OTHOIIEHUH KOH-
KpPETHBIX aAMUHUCTPATUBHBIX NpoToK0yIoB (Telnet, SSH un HekoTophIx Apyrux). An-
napaTHbIe U BUPTyaJIbHbIC JIMHUM Pa3pelIeHbl 0 YMOIYAHHIO, KX MOXHO 3alpeTUTh
KOMaH10i no exec. YToObl pa3pelnTh BXOJAIIME MOIAKIIOYEHUS MO JUHUM T10
KOHKPETHBIM MTPOTOKOJIaM, 3TH POTOKOJIBI HY>KHO YKa3aTh KaK apryMEHTbl KOMaH/IbI
transport input (B pe3yiabTare 3ampoc O BXOJSIIEM MOAKIIOUYEHUN BUPTYalb-
HOTO TEPMUHAJIA CMOKET OOCITY>KUTh TOJIBKO CEPBUC, COOTBETCTBYIOLIUN OJTHOMY U3
YKa3aHHBIX MPOTOKOJIOB). AHAJIOTMYHO, YTOOBI Pa3peliuTh MCXOMASIINE MOIKIII0Ye-
HUSl 1O JIMHUU MO KOHKPETHBIM MPOTOKOJAM, 3TH MPOTOKOJIbI HYXHO YKa3aTh Kak
apryMEHTBI KOMaHJIbl transport output (B pe3yibTare npu padoTe 3a MOIKII0-
YEHHBIM TI0 JIMHUU alMapaTHBIM JTUOO0 BUPTYaTbHBIM TEPMHUHAJIOM CO3/1aBaTh MCXO-
IAIIME MOAKIOYEHUSI CMOTYT TOJBKO KOMAaHABI-KJIIMEHTBI, COOTBETCTBYIOIIHME YyKa-
3aHHBIM MTPOTOKOJIAM).

du3nyeckre JUHUM (PaBHO ACMHXPOHHBIE IOCIEI0BATENbHBIE MOPTHI, BKIIIO-
Yasi KOHCOJIN) BCeX MpOU3BOAUMBIX CiSCO YCTPONCTB MO YMOITYAHUIO UMEIOT ClIeNy-
romme mapameTpbl: 9600-8-1-n (9600 Gox, GaviT u3 8§ 6uros, 1 cronm-OuT, 6e3 OuTa
MapuTeTa U KOHTPOJISl TOTOKA).
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[Tpumepst komang 10S:

Router#show line

Tty Line Typ Tx/Rx A Modem Roty AccO AccI Uses Noise Overruns Int

0 0 CTY - - - - - 0 0 0/0 -

1 1 AUX 9600/9600 - - - - - 0 0 0/0 -

2 2 TTY 9600/9600 - - - - - 0 0 0/0 -

* 388 388 VTY - - - - - 2124 0 0/0 -

!CvMBOJI * OB3HaAyaeT 4UTO JIMHMUSA akTMUBHA,

12124 -- KOIMUECTBO BXOIAULMX UM MCXONOAMNMX NOIOKJIOUEHMN 10 JIMHUNM

389 389 VTY - - - - - 2 0 0/0 -

390 390 VTY - - - - - 0 0 0/0 -

391 391 VTY - - - - - 0 0 0/0 -

392 392 VTY - - - - - 0 0 0/0 -

Line(s) not in async mode -or- with no hardware support:
3-387

[TapameTpsl TMHMM, KaK ¥ JIpyrue MapaMmeTpbl TEPMUHAJIOB, BIOJIHE IMOABEP-
KEHbI KOPPEKLIUU.

[To ymomyanuto [OS BBIMONHIET aCHHXPOHHBIM TEPMHUHAIBHBIA BBOJI-BBIBO/I
(mposiBIIsieTCA YK€ IO 3aBepiieHuu 3arpys3ku). [loatomy coobmenus [0S coznpator
MIOMEXH TPH BBOJE KOMaHJ, OCOOCHHO MociieoBarensbHoM. [[1st oOecnieueHus cuH-
XPOHHOTO TEPMHUHAIBHOTO BBOJA-BhIBOJA HCIOJB3YIOT KoMaHay logging
synchronous.

Pasmep Oydepa «uctopum» xkoMana MoxeT ObITh OT 0 mo 256 komanp (1o
ymomganuto 10) u MokeT ObITh CKOPPEKTUPOBAaH KOMaHAoW history size. «Uc-
TOpHS» UCTIOJHUTEIBCKAX PEKUMOB OTIEICHA OT «HUCTOPUN» KOH(PHUTYPaAMOHHBIX
PEKHIMOB.

Cisco yaenser Ooisblioe BHUMaHue OanHepaMm. B 1OS mpemycMoTpensl He-
cKoJibko BHUOB OanHepoB. Yacto mpumensitor O6anHep MOTD (Message-Of-The-
Day), KoTOpbIii BBIBOOUTCS Ha (DU3UYECKUX W BUPTYAJbHBIX TEPMHHAJIAX TMPU HX
MOJKTIOYCHUH KaxIblid pa3. B TekcT GaHHEpa MOTYT MOJCTaBISATHCA 3HAYCHUS CIie-
IUATTBHBIX IEPEMEHHBIX.

[Tpumepst komans 10S:

Router#clo
00:07:31: %$SYS-5-CONFIG I: Configured from console by console !Illomexa

Q

% Incomplete command.

Router (config) #line con O
Router (config-line) #1logging synchronous
Router (config-line) #history size 256

Router (config) #line vty 0 4
Router (config-line) #transport input ssh !Cnucox -- uepes npobejel B JIOOOM MHOPSOKE

o)

Router (config) #banner motd %Hello% !Kax skxpaHMpPyOmMM BHOPaH CUMBOJ $

Router (config) #banner motd #

Enter TEXT message. End with the character '#'.

Notice: all routers in $(domain) will be upgraded beginning April 20
#
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3 IMMOJJEPXKKA IPv4 B CISCO I0S
3.1 Aapecanus I1Pv4

s naznauenus IP-agpeca cereBoMy mHTEp(eiicy MCIONB3YIOT KOMaHIy ip
address. IOS nonnepxuBaet noabHTEPEHCHI, HO HA YPOBHE CETEBOTO MHTEP(PEii-
ca MoXeT ObITh ToJIbKO ojiuH IP-anpec. [Ipu momnbiTke BBOs1a BTOporo IP-agpeca nep-
BbII BBITECHSIETCHL.

JI1st aAMUHUCTPATUBHOTO BKIJIFOYEHHSI CETEBOro MHTEp(deiica UCIOIb3YyIOT KO-
MaHay no shutdown, Aid BBIKIIOYEHHUSA — COOTBETCTBEHHO shutdown.

TunoBoi npumep koHpurypupoBanus L3-unTepderica:

Router>enable

Router#configure terminal

Router (config) #interface gi0/0

Router (config-if) #ip address 192.168.11.1 255.255.255.224 !06g3aTeybHO
Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #exit

Routerf#disable

Router>

Jlns BeiBoga Ha 3kpaH [P-undopmanuu o cereBoM mHTEpderice MO0 CEeTEBBIX
uHTepdeiicax UCNoab3y0T KomMaHay show ip interface. llpenycMmoTpeHn Bapu-
aHT C YIPOIIEHHBIM BBIBOJOM: show ip interface brief, KOTOpbIH, KpOME
BCETO ITPOYErO, MPH OTCYTCTBUM BU3YAJIIBHOIO JOCTYIIAa K YCTPOWCTBY IO3BOJISET
YBUJETh Ha 3KpaHE BCE MMEIOUIUECS CeTeBble MHTEP(ENCHI (HE TOJIBKO T€, KOTOPHIM
MOHO MpUCBOUTH [P-afipeca) B KOMIIAKTHOM TaOJIMYHOM BUJIE.

[Tpumepsr komang 10S:

Routerf#show ip interface gi0/0
GigabitEthernet0/0 is up, line protocol is up
Internet address is 192.168.0.1/24
Broadcast address is 255.255.255.255 !Limited broadcast
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP CEF switching is enabled
IP CEF switching turbo wvector
IP multicast fast switching is enabled
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IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery 1s disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is disabled

Network address translation is disabled
BGP Policy Mapping is disabled

Input features: MCI Check

IPv4 WCCP Redirect outbound is disabled
IPv4 WCCP Redirect inbound is disabled
IPv4 WCCP Redirect exclude is disabled

Router#show ip interface brief

Interface IP-Address OK? Method Status Prot
ocol

Embedded-Service-Engine0/0 unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.168.0.1 YES NVRAM up up
GigabitEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 10.0.0.1 YES manual down down
Serial0/0/1 unassigned YES NVRAM administratively down down

Kaxk Obu1 HazHaueH [P-aipec MOXHO CyIUTh IO METOTY:

- manual — JaHHbBIMA CTATUYECKUHN aJpec MOCIE 3arpy3KH BBEJICH BPYUHYIO;

- NVRAM — laHHBIN cTaTtudeckuid agpec (b0 (akT OTCYTCTBUS ajapeca) CUu-
TaH U3 3arpy304HON KOH(UTypalny;

- TETP — maHHbIU cTaTuueckuil aapec (in0o pakT OTCYyTCTBUS ajpeca) CUUTaH
U3 KOHPUTypauuu, noaydyeHHon no npotokony TFTP;

- DHCP — JaHHBIN AUHAMUYECKUH ajipec noiydyeH no nporokosry DHCP;

- BOOTP — aHHbIA JUHAMUYECKUN afipec noaydeH no npotokory BOOTP;

- RARP — JJaHHBIN JUHAMUYECKUI aJipec MoJiy4deH 1o nporokony RARP;

- SLARP — IaHHBIN JUHAMUYECKUN ajipec noiydeH mo nporokony SLARP (Ba-
puant ARP nnsa Cisco HDLC);

- TPCP — JaHHBIM AMHAMUYECKUN ajipec corjacoBaH 1o mpotokony IPCP B
pamkax PPP (npu nmoakiroueHruy yaajieHHOTO MOJIb30BaTeNsl);

- unset — HeT 3arpy304HON KOH(UTYpaIMK U aJIpec HE Ha3HAYECH.

Jns ykazanust aapeca DNS-cepBepa HCHONB3YIOT KOMaHAY 1p name-
server. lng 3anpemenust obpamiennii Kk DNS-cepBepy HCNONb3ylIOT KOMaHAy NO
ip domain lookup (4T00BI TIpH OTCYTCTBUM HeoOxomumocTu B DNS He Obuto
«3aBUCaHUI» U3-3a HEKOTOPBIX OIIMOOK BBOJIA).

[Tpumepst komann 10S:

Router (config) #ip name-server 192.168.251.2

Router (config) #no ip domain lookup

JUIst MpOBEPKHU CBSI3U UCIIOJIB3YIOT KOMaH/Abl ping U traceroute. JTH KO-
manabl B CI1/] ¢ mapmpytuzaropamu Cisco HAUMHAIOT «CpadaThIBaTh» MOCTENIEHHO U
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st0 HopMasibHO (BiusiHue Cisco Express Forwarding). Ecnu komanay ping nmbo
KOMaHJy traceroute BBeCTH 0€3 apryMEHTOB, TO €€ MOXKHO «HACTPOUTHY MeEpel
3aIyCKOM.

[Tpumepnr komana 10S:

Router#ping 192.168.251.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/6/8 ms

Router#traceroute 192.168.251.1

Type escape sequence to abort.

Tracing the route to 192.168.251.1

VRF info: (vrf in name/id, vrf out name/id)
1 172.16.0.1 0 msec 0 msec 0 msec
2 192.168.251.1 0 msec 4 msec 0 msec

3.2 Mapuipyruzauus 1Pv4

Tabnuna mapupytuzanuu [0S uMeeT 10CTaTOYHO CIOXKHYIO HEPAPXUUYECKYIO
CTPYKTYDY.

B mepByto odepens MapImpyThl ASTST Ha:

1 Directly connected paBao Connected (koa C) — MapImipyThl K CBOMM IIOJICE-
TSM (a HE «K TOJKIIOYEHHBIM HHTepdeiicam») (0co00 BBIJIEISEMbIE CTATUYECKHE
MapHIPyThl, KOTOPbIE BHOCATCS aBTOMATHYECKH MIPU aIMUHUCTPATUBHOM BKIIIOUCHHUH
COOTBETCTBYIOILIUX UHTEP(EHCOB).

2 Static (kox S) — craTuyeckue (COOCTBEHHO CTAaTUYECKHE MapIIPyThl, KOTO-
pBI€ BHOCSAT «BPYUYHYIO»).

3 Dynamic (komp! R, B, O u ApyTHe) — TMHAMUYECKUE (aBTOMATHYECKH BHOCST-
Csl IpoLIeCCaMK TMHAMUYECKON MapIIpyTH3aAIIUN ).

HogsmectBo Tabmun mapuipytuszanuu [0S 15.X (a takxke Tabmui, MapuipyTu-
3aruu [Pvo6):

+4 Local (koa L) — JIOKaJbHbIC WM B JAHHOM KOHTEKCTE MapIIPYThl K CBOUM
ceTeBbIM WHTep(eiicam (eme oaHu 0c000 BBIIEISIEMbIE CTATHUECKHE MapIIPYTHI,
KOTOPBIC TaK)Ke€ BHOCATCS aBTOMATHYCCKU MPU aIMUHHUCTPATUBHOM BKJIFOYCHUHU CO-
OTBETCTBYIOIIUX WHTEPPEHCOB M KOTOpBIC B TabiuIax mapmpyru3anuu 12.X sBHO
HE IPUCYTCTBYIOT).

B nepapxum MapipyToB BEIICISIOT IBa YPOBHS:

1 L1 — mapuipyThl K CTAaHAAPTHBIM MOJACETSIM U MOJACETSIM, OOJIBIINM YeM CTaH-
JapTHEIE.

2 L2 — MapmipyThl K TIOJICETSM, MEHBIITUM Y€M CTaHJApTHHIC, U K CETEBBIM WH-
Tepdericam.

C npyroii CTOPOHBI, MAPIIPYThI B HEPAPXUU MOKHO PaCCMAaTPUBAThH KaK:

1 Parent — poaurenbckue.

2 Child — nouepnue.
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Hepapxust HeoOxoauma i yCKOpeHUs: 00pabOoTKU TaOIHIIbl MapIIPyTU3ALIHH.
CHaygasia mpocMaTpUBAIOTCS MapIIPyTHl IEPBOTO YPOBHA. B ciydae momamanus mpo-
UCXOMT MEPEX0] K MPOCMOTPY COOTBETCTBYIOIIUX MapIIPyTOB BTOPOTO YPOBHHI.

MapuipyTsl IEpBOTO YPOBHS:

1 Default route — mapiipyT (MapIIpyThl) 0 YMOJITYaHHIO.

2 Supernet routes — MapIIpyThl K OICETSM, OOJBITUM YeM CTaHIapTHHIC.

3 Network routes — mapiipyThl K CTaHIaPTHBIM ITOJICETSIM.

[Ipu BBIOOpe MapuipyTa A Mepenadyd MmakeTa M3 UMEIOUIMXCS B Ta0nwmile
MapuIpyTu3aluuu (paBHO KaK W BbIOOpE MapuIpyTa AJisi BHECEHHs B TaOJIUIYy MapIiy-
TU3ALUY IPU JTUHAMHYECKON MapUIpyTH3aI[UH) OI[CHUBAIOTCS:

1 Prefix length — nnuaa npedukca — yem Gombiie, TeM MapmIpyT MPHOPUTET-
HEe.

2 Administrative distance (mo-mpyromy, external administrative distance) —
aJIMHHHACTPATHBHAS JTUCTAHIIMSI — «CTapIlas» dYacTh (yKa3blBaeTCs B KBaJIPaTHBIX
CKOOKax 10 cjellla) — 4YeM MEHbLIE, TEM MapLIpyT IPUOPUTETHEE.

3 Metric  (mo-gpyromy, internal administrative  distance) — meTpuka —
«MIIIIas 4acth (yKa3bIBaeTCS B KBaJpaTHBIX CKOOKAxX IMOCIE clielia) — B pa3HbIX
MIPOTOKOJIaX BBHICYUTHIBACTCS MO-PA3HOMY — TAK)KE€ YEM MEHBIIIE, TEM MapIIpyT Mpu-
OpUTETHEE.

Huxe npuBeneHsl 0osnee moapoOHbIe CBeACHHsS 00 aJIMUHUCTPATHUBHBIX JH-
craniusax (radmuna 3.1).

Tabmuma 3.1 — 3HaueHus MPeayCTaHOBICHHBIX a/IMUHUCTPATUBHBIX
nuctaniuit Cisco Mo yMOJT4aHUI0

AJIMUHUCTpAaTUBHAsA
JUCTaHLUS Mapupyr

0 Connected
1 Static
3 DMNR (Dynamic Mobile Network Routing)
S) EIGRP summary

20 BGP external

90 EIGRP internal

100 IGRP

110 OSPF

115 IS-I1S

120 RIP

140 EGP

160 ODR (On-Demand Routing)

170 EIGRP external

200 BGP internal

250 NHRP (Next Hop Resolution Protocol)

254 MapuipyT o yMoJI9aHuI0, oydeHHbIH nocpeacteom DHCP

255 HenoBepuTenbHbIil MapHIpyT

AJZIMUHUCTPATHBHYIO JUCTAHIMIO CTATUYECKHX M JMHAMUYECKHX MapIIPyTOB
MO>KHO KOPPEKTUPOBaTh B 1uana3one ot 0 go 255.
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CraTtrueckne MapmpyThl ¢ 3aBEIOMO OOJIBITIEH aIMUHUCTPATUBHON TUCTAHIIN-
ell, yeM y AuHamMudeckux (Hampumep, 254), coznaBaeMble Kak pe3epBHbIC, HA3bIBAIOT
nnasarowumu (floating).

MapuipyTbl ¢ aAMUHUCTPATUBHON JUCTaHIMEH 255 (crenualbHO CO3/JIaHHBIC
WIH TIOJIyY€HHBIE OT JPYTUX MaplIpyTHU3aTOPOB) B Tabiuiy mapipyrtusanuu [0S He
BHOCSITCSL.

JIroOo¥i MapuIpyT 3aBHCUT OT COCTOSIHMS BBIXOJHOTO HHTepderica (B HEM).
CkaxeMm, BpEMEHHOE aJIMHUHUCTPATHBHOE BBIKIIOUCHHE WHTEpdeiica MPUBOIUT K
BpEMEHHOMY M3BSITHIO (M3 TaOJIUIBI MAPIIPYTH3AIIUN) MAPIIPYTOB, 3aACHCTBYIONNX
TAHHBIN HHTEP(DEIC.

Kacarensao Cisco IOS dynmamentanpHOe pa3nuyre MEXIy MOTHOKIACCOBO-
CTBIO U 0€CKJIacCOBOCTBHIO MPOSIBISETCS U B IMpoliecce BbIOopa MapuipyToB. Crienyer
pasnuyaTh JIBa aJTOPUTMA MOBEACHHS, MPUYEM JTF000C TTOBEACHUE HE BIMSICT HA TIe-
penady MapuipyToB (HE HYXHO IyTaTh C Pa3HUIIEW MEXIy IMOJIHOKJIACCOBBIMU M
OECKJIaCCOBBIMH MPOTOKOJIAMH JTMHAMUYECKOW MapiipyTtuszaiuu). [Ipu nomHokmacco-
BOM BBIOOpe MapiipyToB (classful routing behavior), B otinudrie oT OecKiI1acCOBOro
(classless routing behavior), mocie «3axoma» k L2-mapmipyram Bo3Bpata kK LI-
MapuipyTaMm yke He mpoucxoaut. B coBpemeHHbIx Bepcusx [0S mo ymonyanutio
PUMEHSIETCSI OECKIACCOBBIN MOAXO.

IOS mnonpnepxuBaeT HSKBUBAJICHTHYI0O W HEIKBUBAJICHTHYIO OallaHCHPOBKY
Harpy3Ky A MapIIpyTU3aUH (A B OTHOIIICHUHA MAPIIPYTOB IO YMOJTYAHUIO).

MapuipyTsl, KOTOpbIe MOTYT OBITh NMPUMEHEHBI sl (PaKTHYECKOW Tepenadn
MAaKEeTOB, Ha3bIBAIOT akTyalbHbIMU (ultimate). VX npuszHakom SBISETCS HaIU4ue
IIUTI03a UJIM BBIXOAHOTO CETeBOro MHTep(deiica.

Pacmmpennie PBR (Policy-Based Routing) mo3BossieT ocyiecTBIsITh Mapuipy-
TU3AIMIO HE TOJIBKO MCXOMAS U3 ajpeca Ha3HAYeHUs, a U C YICTOM MHOXKECTBA JIPYTUX

KpUTEpHEB (HampuMep, Ha3HauaTh I3 HCXOMs M3 ajapeca HCTOYHHKA) (pHUCy-
HOk 3.1).

ISP 1
=]

Intranet %ﬁ 2)7

Pucynok 3.1 — OnHa u3 npo6sieM MapiipyTU3alid UCXOS U3 aJipeca Ha3HAUYCHUS

Pacmmmpenne VRF (Virtual Routing and Forwarding) mo3BossieT B J0MOJHEHUE
K COOCTBEHHO MapipyTu3atopy Ha 6aze IOS co3nath BUpTyaibHBIE MapIIpyTH3ATO-
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pBl C M30JIMPOBAaHHBIMU Tabnwmamu Mapmpyru3anuu (pucyHok 3.2). Ilpu sTom k
oTIeNnbHO B3siTONM cymHOocTH VRF HeoO0XoauMo mpuBs3aTh COOTBETCTBYIOIIME WH-
Tepdeichl Win MoAbIHTEPEHCHI.

gi0/0

fa0/0/0
Pucynok 3.2 — Ilpumep VRF

Jlist mpocmoTpa Tekyiel Tadbiuubl MapupyTtuzanu [0S ucnonb3yroT KoMaH-
ny show ip route. [Ipu 3TOM BuagHa mepapxus MapupyroB. Hapsany ¢ ypoBHs-
MH, €CJIA MAacCKH JI0YEPHUX IOJCETEH pa3Hble, TO POIUTENBCKAs IOJCETh OKa3bIBa-
ercs Kak variably subnetted, nHaue — IpocTo Kak subnetted.

[Tpumepst koman 10S:

Router#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is 0.0.0.0 to network 0.0.0.0 !Bce HyJM Tak Kak uepes se

172.16.0.0/28 is subnetted, 1 subnets !Ornocurca x 172.16.41.0

0 172.16.41.0 [110/11] wvia 204.120.160.1, 1d20h, GigabitEthernet0/0
204.120.160.0/24 is variably subnetted, 4 subnets, 2 masks

C 204.120.160.0/29 is directly connected, GigabitEthernet0/0

L 204.120.160.2/32 is directly connected, GigabitEthernet0/0

C 204.120.160.168/30 is directly connected, Serial0/0/0

L 204.120.160.169/32 is directly connected, Serial0/0/0
192.168.255.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.255.0/29 is directly connected, GigabitEthernet0/0

L 192.168.255.1/32 is directly connected, GigabitEthernet0/0
63.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 63.166.59.188/30 is directly connected, V1anlO

L 63.166.59.190/32 is directly connected, VlanlO
208.35.255.0/24 is variably subnetted, 3 subnets, 2 masks

0 208.35.255.0/28 [110/11] via 204.120.160.1, 1d20, GigabitEthernet0/0

0 208.35.255.48/28 [110/11] via 204.120.160.1, 1d20h, GigabitEthernet0/0

0 208.35.255.64/26 [110/11] via 204.120.160.1, 1d20h, GigabitEthernet0/0
75.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 75.160.162.64/26 is directly connected, GigabitEthernet0/1

L 75.160.162.65/32 is directly connected, GigabitEthernet0/1

S* 0.0.0.0/0 is directly connected, Serial0/0/0
i

121 MapmpyT BCETO
17 MapmpyTOB INEePBOTO YyPOBHA
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'14 MapupyTOB BTOPOIT'O YPOBHS

6 pOIMUTENHECKUX MapLpPyTOB

14 pouepHMX MapUPYTOB

15 axTyanbHBEIX MaplupyTOB

!PazHulla MexIy IIOJIHOKJIaCCOBOCTBI M DOECKJIaCCOBOCTBIO MNPOSBUTCS NIPM MaplpyTU3aLUM

!naxera ¢ IP-azpecoM HaszHaudeHusa Hanpumep 208.35.255.33
|

Gateway of last resort — Tak yacto Ha3bIBaIOT IILIIO3 IO YMOIYAHUIO.

Kpome ynoMmsiHyThIX BbIlI€ OyKBEHHBIX KOJOB MaplIpyTOB, B TaOJIALIE Maplil-
pyTHU3aLUU MOXXHO YBUJIETh APYTHUE.

[Tpumep npyroii, HanOoe€e MOTHOM, «IIAMKW» TAOTUIBI:

Router#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of last resort is not set

BykBbI, HEe OTHOCSIIUECS K IPOTOKOJIAM TUHAMUYECKONW MapIIpyTHU3aIUN:

- M — mobile — mapmpyt BHecen moacuctemoii LAM (Local Area Mobility)
(pacmmpenne ARP it noaiepku nepemMeniaeMbIX YCTPOMCTB);

- U — per-user static route — ctaTudeckuii MapIipyT TOJIY4YeH IO MPOTOKOIY
RADIUS mu6o TACACS ¢ AAA-cepBepa (KJIMEHT MOAKIIOYEH MOCPEACTBOM TOIIO-
JIOTUM «TOYKA-K-TOUKEY);

- 0 — ODR — mapuipyt nonyden no mpotokoiry ODR (pacmupenne CDP s
TOTIOJIOTHH «CTYIHUIA CO CITUIIAMI);

- P —periodic downloaded static route — craTiueckuii MapHIpyT MOJydeH IO
npotokoiry RADIUS nmu6o TACACS ¢ AAA-cepsepa;

- H — NHRP — mapmipyt nonyuen no npotokosry NHRP (pacuupenne ARP st
uepapxuueckux NBMA-Tononorui);

- 1 — LISP — mapmpyT mosnydern mo mpotokony LISP (Locator/ID Separation
Protocol) (anbTepHaTuBa u B TO ke BpeMsi HaacTpoiika Haj [P);

- a — application route — mapipyt cozaan npuioxenuem onePK (moctymHo Ha
HEKOTOPBIX M1aTgopmax).

CHMBOJIBI, TOTIOTHSIONTNE OyKBHI:

- * — candidate default — npu GasaHCHpPOBKE Harpy3ku MapIipyT OyaeT BeIOpaH
TS TIepeiadyl OYepEeHOTO TaKeTa,

- + — replicated route — maprpyT uMnopTupoBan u3 apyroi cymuHoctd VRF;

- $ — next hop override — o3 B Mapiipyte 3ameHeH npotokosiom NHRP;
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- p —overrides from PfR — mapmpyr usmenen ¢peiimBopkom PR (Perfor-
mance Routing) (onTuMu3arus).

JIJist BHECEHHSI CTaTUYECKOTO MapuipyTa B TabJWIly MapHIpyTH3alUA UCIOJb-
3yI0OT KOMaH1y 1ip route.

OTtkiroueHrne 0ecKJIacCOBOTO BBIOOpAa MapUIPYTOB, TO €CTh BKIIIOUEHHE TIOJI-
HOKJIACCOBOTO, OCYIIECTBIISIIOT KOMaHAOM no 1ip classless.

Oynknuonan [P forwarding mo ymoa4aHuio BKJIFOYEH U MOXET OBITh BBIKIIIO-
YeH KOMaHJIoM no ip routing.

Oynkiuonan ICMP redirects mo yMoI4aHuiO BKJIIOYEH U MOXKET ObITh BBIKITIO-
YyeH KOMaHJ0i no ip redirects.

[Tpumepsr komana 10S:

Router (config) #ip route 192.168.11.160 255.255.255.240 192.168.11.50

Router (config) #ip route 0.0.0.0 0.0.0.0 192.168.11.1 !MapupyT O yMOJIYaHUO
! (koMaHzma 1ip default-gateway npemHasHaueHa IJiS yNpPaBJISEeMBIX KOMMYTaTOPOB)

Router (config) #no ip classless
Router (config) #no ip routing

Router (config-if) #no ip redirects

st mpocmotpa ARP-Tabnuiiel HCOMB3YIOT KOMaHay show ip arp.

Kpome npocto ARP proxy, Cisco pasnuyaer local ARP proxy (pucynok 3.3).
ITpu ARP proxy 3aneicTByrOTCS ceTeBble MHTEP(EChl U3 pa3HBIX MOACETEH, KaK U
ObuTo omucaHo B Teopun Maprupytuzanuu. Ilpu local ARP proxy 3aneiicTByercs
TOJBKO OAWH ceTeBoi uHTepdelic MmapuipyTuzaropa (Ipo3payHoro mnuiro3a). Takoe
BOCTpEOOBAHO, KOT/Ia 3TOT CETeBOM MHTepdeic HaxXOAUTCS B OJHOU MOACETU C 3a-
MpaliuBaroel U 3amnpaiBaeMoOi CTaHIIMSIMU, HO 3ampalivBaeMasi CTaHLMS IO Ka-
KUM-JTHO0 aJMUHUCTPATUBHBIM WM TE€XHOJOTUYECKUM MPUYMHAM CaMa OTBETUTH HE
MOXET (Hampumep, 4To0bl BeCh TpaduK MEXAY CTAaHIUSIMH MPO3PAYHO MPOIMYCKAThH
yepe3 Mapiipytusarop). [lepBoiil GyHKIIMOHAT 110 YMOJIYAaHUIO BKIIFOUYEH, a BTOPOU —
BbIKIIIOUEH. KoH(urypupoBaHue OCyIIECTBISIOT KOMaHIaMH ip proxy-arp U
ip local-proxy-arp coorBerctBeHHO. ARP proxy (e local ARP proxy) mox-
HO BBIKJIIOUUTh M TIJI00aNbHO: ip arp proxy disable. (Komanmoir ip
directed-broadcast MOXHO BKIIOYUTH MO YMOJYAHUIO BBIKJIIFOUEHHBINH (DYHK-
rmoHa directed broadcast forwarding.)

[Tpumepst komann 10S:

Router#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 80.94.160.193 0 0022.5517.e002 ARPA GigabitEthernet0/0
Internet 80.94.160.200 - a80c.0d99.757b ARPA GigabitEthernet0/0
Internet 80.94.160.206 59 0017.9%9a3a.cdlf ARPA GigabitEthernet0/0
Internet 172.16.0.1 0 0050.569f.9ebb ARPA GigabitEthernet0/1
Internet 172.16.0.8 0 0050.569f£.984e ARPA GigabitEthernet0/1
Internet 172.16.0.12 148 94de.8070.463f ARPA GigabitEthernet0/1
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IP: 10.0.0.20/24
MAC: 000F.0C22.2222

IP: 10.0.0.10/24 f
MAC: 000F.0C11.1111 ‘

Local ARP proxy

&

1P:10.0.0.1/24
MAC: 000F.0C33.3333

Who is 10.0.0.20? : 10.0.0.20 is 000F.0C33.3333

Pucynok 3.3 — Cisco local ARP proxy
3.3 DHCP

3anyck DHCP-knuenta B Cisco [OS npoucxoaut ¢ moMoIs0 COOTBETCTBYIO-
iero apryMenra komauael ip address. Ilepen 3anmyckom DHCP-kieHTa MOKHO
HaCTPOUTb.

[Tpumepsr komang 10S:

Router (config) #inteface fal

Router (config-if) #ip dhcp client lease 0 1 0 !IIHy yacwel MMUHYTH
Router (config-if)#no ip dhcp client request tftp-server-address
Router (config-if) #ip address dhcp

Router (config-if) #exit

Ha mapmipytuzaropax Cisco noanepxkupaetcs cepsuc DHCP. [1o ymomnuanuro
3TOT CEPBUC 3aIyLIEH, JJIs1 OCTAHOBA UCHOJIB3YIOT KOMaHLy no service dhcp.

DHCP helper yka3piBatoT komauoi ip helper-address.

[ns mpocmotpa cocrossaus cepuca DHCP ucnons3yroT KOMaHIBI TPYIIIbI
show ip dhcp: show i1p dhcp binding, show ip dhcp conflict,
show ip dhcp pool, show 1p dhcp server statistics u apyrue.

[Tpumeps! KOHDUTYpUPOBAHUS AUHAMUYECKOTO M CTAaTHUYECKOTO ITYJIOB aJipe-
coB Ha Mapupytuzarope Cisco:

Router (config) #ip dhcp excluded-address 192.168.11.193 !MckyouaeMue anpeca

Router
Router
Router
Router
Router
Router
Router
Router

config) #ip dhcp pool EXAMPLE-DHCP-DYNAMIC-POOL
dhcp-config) # !PexuMm koHburypumpoBaums DHCP-nysa
dhcp-config) #network 192.168.11.192 255.255.255.224 !Bcs monceTsh
dhcp-config) #default-router 192.168.11.193
dhcp-config) #bootfile ardbp32.bin
dhcp-config) #lease 0 4 !MuHYTHE HE yKa3aHH
)
)

dhcp-config) #domain-name evm.bsuir.by
dhcp-config) #dns server 192.168.11.3

~ o~~~ o~~~ —~
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Router (dhcp-config) #netbios-name-server 192.168.11.193
Router (dhcp-config) #option 19 hex 01 !llpummep npwmBaTHOM DHCP-omuum
Router (dhcp-config) #exit

Router (config) #ip dhcp pool EXAMPLE-DHCP-STATIC-POOL

Router (dhcp-config) #origin file flash:dhcp-staticl
Router (dhcp-config) fexit

®aiin dhcp-staticl:

*time* Jan 22 2020 03:33 PM
*version* 2

!'TP address Type Hardware address Lease expiration
192.168.11.201/27 1 000c.flbf.703f Infinite !3T0 Ethernet
*end*

Router#show ip dhcp binding

Bindings from all pools not associated with VREF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.168.11.195 0100.1b21.228e.72 Mar 31 2020 12:39 PM Automatic

Router#show ip dhcp pool

Pool EXAMPLE-DHCP-DYNAMIC-POOL

Utilization mark (high/low) : 100 / O

Subnet size (first/next) : 0/ 0

Total addresses : 30

Leased addresses 1

Pending event : none

1 subnet is currently in the poo

Current index IP address range Leased addresses
192.168.11.193 192.168.11.193 - 192.168.11.222 1
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4 IOAAEPXKKA IPv6 B CISCO 10S

Ha mapmpytuzaropax u kommyrtaropax Cisco [Pv6-Bo3MOXKHOCTH 1O yMoJI4a-
HUIO HaXOJIATCS B aIMUHUCTPATUBHO BBIKJIIOUEHHOM COCTOSHUMU.

JI71st aAMUHUCTPATUBHOTO BKIIIOUEHMS Ha ceTeBoM uHtepdeiice IPv6 u aBToma-
tudyeckoil renepanuu agpeca Link Local Unicast ucmonb3yoT kKoMmaHay ipvo
enable. Kak anpTepHaTnBa, Mo3BOJISIONIAas BAOOABOK 331€ICTBOBATH BO3MOXHOCTHU
ND, BeIcTymaer komaHaa ipv6e address autoconfig.

Jlns mpucBoenus cereBoMy uHTepdeiicy aapeca Unique Local Unicast 6o
Global Unicast, u Tem cambIM aKkTUBaluu Ha HeM [Pv6, ncnonp3yoT kKoMaHay 1pv6
address. Ilocne BBOAa MmepBOro Takoro agpeca aBTOMATHUECKU TE€HEpUPYETCS U
aapec Link Local Unicast (eciu 1o atoro aapeca Link Local Unicast e 6b1110).

Bapuant ¢ aprymeHTOM eui-64 MO3BOJISIET aBTOMAaTHUYECKH CTE€HEpHUPOBATH
COOTBETCTBYIOIIEE 3HAaUEHHE NHTEP(ENCHOI YacTu aipeca.

Bapuant ¢ aprymentom link-local mo3Bosisier 3aMEHUTh aBTOMATUYECKH
crenepupoBannbiii agpec Link Local Unicast (mHOXecTBO aapecoB Link Local
Unicast ogHOTO ceTeBoro uHTepderica He MOIEePKUBACTCS).

BapuaHT ¢ apryMeHTOM anycast mo3BoyisieT J0OaBUTh COOTBETCTBEHHO HU-
KacT-aJipec.

[Tpu BBOAE aApecoB MOKHO MCIIOJIB30BATh 3apaHee MOJTOTOBICHHBIE UMEHO-
BaHHbIE NMPE(UKCHI, KOTOPHIE CO3[AI0T C MOMOIIBI0 KOMaHAbl ipv6 general-
prefix.

[ectnanuarepuunbie nudpel B [IPv6-anpecax npu BbIBOIE HA IKpaH U MPH Tie-
peHoce B KOHGUTYpaAIMOHHBIC (PailiIbl IPUBOAATCS K BEPXHEMY PETHUCTPY.

Jlst pa®oOTBI ¢ MYJBTUKACT-TPYNIIAMH UCIIOJIB3YIOT Pa3uYHbIC BapHAHTHI KO-
MaHAbl 1pv6 mld, HanpuMep ipv6 mld jolin-group.

[Tpumepsr komang 10S:

Router (config) #interface fal/0

Router (config-if) #ipv6 address 2001:7f8:8b:6::1/64

Router (config-if) #ipv6 address fd5f:4cf8:7fcd:6::/64 eui-64
Router (config-if) #ipv6 address fe80::1 link-local
(
(
(

)
)
Router (config-if) #ipv6 address 2001:7f8:8b:6::/64 anycast
Router (config-if) #ipv6 mld join-group ££f04::10

Router (config-if) #exit

Router (config) #ipv6 general-prefix MY-PREFIX 2001:7£8:8b::/48

Router (config-if)ipv6 address MY-PREFIX 0:0:0:8::1/64

Jlns BeIBOJIa HA 3KpaH IPv6-undopmanum o cereBoM nHTepdeiice (B ToM uncie
uHpopmaiuu o ND) ucnonb3yrot komanay show ipvé interface.
[Tpumepst komann 10S:

Router#show ipvé interface brief
FastEthernet0/0 [up/up]
FE80::6FE:7FFF:FEEB:4BR0
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2001:7F8:8B:6::1
FDO0:0:0:6::1

FastEthernet0/1 [up/up]
FE80::6FE:7FFF:FEEB:4BB1
2001:7F8:8B:8::1

Serial0/0/0 [administratively down/down]
unassigned

Serial0/0/1 [administratively down/down]
unassigned

Mapuipytuzarop Cisco mo yMom4aHHiO (PyHKIMOHUpPYET B pexume [Pvo6-
X0CTa — MPUMEHUTEIBHO K KakaoMy ceTeBoMmy uHTepdeiicy. IIpu atom, ucxoas us
cooOpakeHHni! 6e3omacHOCTH, B Oojiee HOBBIX Bepcusix [0S (nauunas ¢ 15.0(2)SE)
CTaHJApTHBIE BO3MOXKHOCTH aBTOKOH(UIYpUPOBaHUS MO YMOJIYAHHUIO 3alpelieHBI
(loose, or nonconformant, host mode) — paspemraror komaHmoii ipv6e nd host
mode strict (strict, or conformant, host mode). B pexum [Pv6-mapuipytuzatopa
NEepPEeKIIIYaloT KOMaHJ0i ipv6 unicast-routing (B rmobansHOM KOHPUTypa-
IIHOHHOM PEXKHUME) — HE «IpOCcTO» BKI0YarT IPv6 forwarding.

Jlns ynpasienus ND B OCHOBHOM HUCIOJIB3YIOT pa3jIn4yHbIe BApUAHTHl KOMaH-
el ipv6 nd (B pexuMe KOH(DUTypUpOBaHUS UHTEpPeEica):

-ipv6e address autoconfig— BKIOYUTh aBTOKOH(PUTYpUPOBAHUE Ce-
TeBoro uHTepdeiica (copmectuma ¢ pexxumom [Pv6-mapipyruszaropa — 6e3 Ha3Have-
HUS MapIIpyTU3aTOpa MO0 YMOJIYaHUIO) (B IrI100aJTbHOM KOH(PUTYPAITMOHHOM PEKUME
JOCTYITHA KOMaHJa ipv6 address autoconfig default);

-ipve nd autoconfig default-route — He3aMeQIUTENbHO CIrEHE-
pupoBaTh U mepeaarb RS ¢ 1enbio onpeneseHuss MapluipyTu3aTopa no yMOJTYAHUIO
0e3 oxxunanus ouepeHoro RA (mpu aBTOKOH(PUTYPUPOBAHHH );

-ipv6 nd autoconfig prefix — HE3aMELIUTEIBHO CI€HEPUPOBATH U
nepenath RS ¢ nensto onpenenenus npeukcoB nojcereid 0e3 0KUAAHUS OYEPETHO-
ro RA (npu aBTOKOH(UTypHpPOBaHUN);

-ipv6e nd cache expire — yCTaHOBUTh YKa3aHHOE BPEMSI BAJIHIHOCTH
ctpoku ND-kamia (o ymoayanuto 4 yaca);

-1pv6 nd cache interface-limit — yCTaHOBUTH YKa3aHHOE MaKCH-
MaJIbHOE KOJINUeCTBO CTpok ND-ka111a (1o yMOT4aHUI0 HE ONPEJICSICHO);

-ipv6e nd dad attempts — yCTaHOBHUTH YKa3aHHOE KOJIUYECTBO ITOIIBITOK
omnpeaesieHus] KOH(IIMKTA aapecoB (10 YMOJYAHUIO OJIHA);

-ipv6 nd dad time — yCTaHOBUTH yKa3aHHBIA MHTEPBAJ MEXKIY ITOIBIT-
KaMH oTpeiesieHns KOH(IIMKTa aapecoB (10 yMOI4aHuto 1 S);

- ipv6e nd managed-config-flag — ycranaBnuBath (pimar M B RAs (1o
YMOJTYaHUIO HE YCTaHABIMBAETCS);

-ipv6e nd na glean — oOpabaTpiBaTh He3ampoleHHbIe NAS (M0 ymoida-
HUIO UTHOPUPYIOTCS);

-ipv6 nd ns-interval —yCTaHOBUTh YyKa3aHHOE 3HaudeHHe Retrans
Timer B RAs (npu BocctanoBiennu MAC-aapecoB U Npu onpeieeHuu KOH(IMKTOB
anpecoB) (mo ymomgyanuto 0 — RAS, 1 s — cam cereBoit uaTEpdEiic);
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-ipve nd nud retry-— yCTaHOBUTh YKA3aHHOE KOJUYECTBO MOMBITOK
MPOBEPKH JOCTHKUMOCTHU COCe/IeH (110 YMOTYaHUIO TP TIONBITKY C HHTEPBAJIoM 1 S);

-ipv6e nd other-config-flag - ycranaBmuBath (imar O B RAs (1o
YMOJTYaHUIO HE YCTaHABIMBACTCS);

-ipv6e nd prefix—mnepenaBaTh YKa3aHHbIM IpePuUKC moiceTu kak ND-
ommuro Prefix Information B RAs;

-ipv6e nd ra hop-limit —ycraHoBuTh ykazaHnHoe 3HaueHue Cur Hop
Limit B RAs (1o ymom4yanuto 64);

-ipv6 nd ra interval — yCTaHOBHUTH yKa3aHHbIM MHTEPBaAI MKy RAS
(o ymomuanuio 200 S);

-ipv6e nd ra lifetime —ycraHOoBUTH yKa3aHHO€ 3HaueHue Router
Lifetime B RAs (o ymomuanuro 1800 S);

-ipv6e nd ra mtu-—nepenaBarb yKa3aHHOE 3HadyeHHe Kak ND-omnmwuro
MTU B RAs (npumenutenbHo K ceTeBbiM HHTepdeiicam Ethernet mo ymomuanuto
1500);

-ipv6 nd ra suppress —He nepeaaBatb RAs (1o ymoiyaHuio nepesia-
totcst cereBbiMu uHTEpdericamu Ethernet u FDDI — ecnu Bkimtouen [Pv6 forwarding);

-1pvo nd reachable-time — yCTaHOBUTh YKa3aHHOE 3HA4YCHUE
Reachable Time (mo ymomuanuto 0 — RAs, mo ymomyanuto 30 S —cam ceTeBoi WH-
tepdeiic);

-ipv6 nd router-preference — ycTaHOBUTh yKa3aHHOE 3HaueHue De-
fault Router Preference 8 RAS (o ymomuanuto Medium).

[Tpumepsr komang 10S:

Router (config) #interface fal0/0
Router (config-if) #ipv6 address autoconfig
Router (config-if) #exit

Routerfshow ipvé interface fa0/0
FastEthernet0/0 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::6FE:7FFF:FEEB:4BBO

No Virtual link-local address (es):

Stateless address autoconfig enabled

Global unicast address(es):
2001:7F8:8B:6:6FE: 7FFF:FEEB:4BBR0, subnet is 2001:7F8:8B:6::/64 [EUI/CAL/PRE]

valid lifetime 2591989 preferred lifetime 604789
FDOO::6:6FE:7FFF:FEEB:4BB0, subnet is FD00:0:0:6::/64 [EUI/CAL/PRE]
valid lifetime 2591989 preferred lifetime 604789

Joined group address (es):
FFO02::1
FF02::1:FFEB:4BB0

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds (using 44711)

Default router is FE80::6FE:7FFF:FE37:A448 on FastEthernet0/0
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Router (config) #ipv6 unicast-routing

Router#show ipv6 interface fa0/0
FastEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::6FE:7FFF:FEEB:4BBO
No Virtual link-local address(es):
Global unicast address (es):
2001:7F8:8B:6::1, subnet is 2001:7F8:8B:6::/64
FD00:0:0:6::1, subnet is FD00:0:0:6::/64
Joined group address (es):
FFO2::1
FEQ02::2
FF02::1:FF00:1
FF02::1:FFEB:4BBRO0O
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 28220)
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.

3annyck DHCPv6-knnenTa npoucxonur komaaon ipvé address dhcp
(B cBsI3Ke ¢ ipv6 enable).

ITonnepxxuBaercs u ceppuc DHCPv6.

B o6mem cnyudae cereBoit untepdeiic moxer 0biTb DHCPV6-krenToMm, 1160
DHCPV6-cepsepom, mu6o DHCPV6 relay.

[Tpumepst komans 10S:

config) #interface fa0/0
config-if) #ipv6 address dhcp
config-if) #ipv6 enable
config-if) #exit

Router
Router
Router
Router

P

Router#show ipv6 interface fa0/0
FastEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::6FE:7FFF:FEEB:4BBRO
No Virtual link-local address (es) :
Global unicast address (es):
2001:7F8:8B:6:85EB:5537:D7F5:A61D, subnet is 2001:7F8:8B:6:85EB:5537:D7F5:A6
1D/128
Joined group address (es):
FFO2::1
FFO02::1:FFEB:4BBO
FFO2::1:FFF5:A61D
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 22851)
Default router is FE80::6FE:7FFF:FEEB:4B68 on FastEthernet0/0
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Router (config) #ipv6 unicast-routing

Router (config) #ipv6e dhcp pool EXAMPLE-DHCPV6-POOL

Router (config-dhcpv6) #address prefix 2001:7f8:8b:6:/64

Router (config-dhcpv6) #domain-name evm.bsuir.by

Router (config-dhcpv6) #dns-server £d00:0:0:1::53

Router (config-dhcpv6) #prefix-delegation 2001:7f8:8b:6::/64 0003000104fe7febdbb0
Router (config-dhcpv6) #exit

config) #interface fal0/0

config-if)#ipv6 address 2001:7F8:8B:6::1/64
config-if) #ipv6 nd managed-config-flag
config-if)#ipv6 nd other-config-flag
)
)

Router
Router
Router
Router
Router
Router

config-if) #ipv6 dhcp server EXAMPLE-DHCPV6-POOL
config-if) #exit

~ e~ o~~~ —~

Router#show ipv6 dhcp pool
DHCPv6 pool: EXAMPLE-DHCPV6-POOL
Static bindings:
Binding for client 0003000104FE7FEB4BBO
IA PD: IA ID not specified
Prefix: 2001:7F8:8B::/48
preferred lifetime 604800, valid lifetime 2592000
Address allocation prefix: 2001:7F8:8B:6::/64 valid 172800 preferred 86400 (1
in use, 0 conflicts)
DNS server: FD00:0:0:1::53
Domain name: evm.bsuir.by
Active clients: 1

Router#show ipv6 dhcp binding
Client: FE80::6FE:7FFF:FEEB:4BB0
DUID: 0003000104FE7FEB4BRBO
Username : unassigned
IA NA: IA ID 0x00040001, T1 43200, T2 69120
Address: 2001:7F8:8B:6:85EB:5537:D7F5:A61D
preferred lifetime 86400, valid lifetime 172800
expires at Apr 15 2019 05:55 PM (172355 seconds)

Router
Router
Router
Router

config) #interface fal0/0

config-if)#ipv6 dhcp client pd DHCPV6-PREFIX
config-if) #ipv6 address DHCPV6-PREFIX 0:0:0:6::4/64
config-if) #exit

—~ e~~~

Routerf#show ipvé dhcp
This device's DHCPv6 unique identifier (DUID): 0003000104FE7FEB4BBO

Router#show ipv6 dhcp interface fa0/0
FastEthernet0/0 is in client mode
Prefix State is OPEN
Renew will be sent in 3dllh
Address State is IDLE
List of known servers:
Reachable via address: FE80::6FE:7FFF:FEEB:4B68
DUID: 0003000104FE7FEB4B68
Preference: 0
Configuration parameters:
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IA PD: IA ID 0x00040001, T1 302400, T2 483840
Prefix: 2001:7F8:8B:6::/64
preferred lifetime 604800, valid lifetime 2592000
expires at May 14 2019 09:44 AM (2591906 seconds)
DNS server: FD00:0:0:1::53
Domain name: evm.bsuir.by
Information refresh time: O
Prefix name: DHCPV6-PREFIX
Prefix Rapid-Commit: disabled
Address Rapid-Commit: disabled

[lognepxuBaroTCs CHEAyIOIIMEe OCHOBHBIE PEXUMBbI TyHHenupoBaHus |PV6-
over-IPv4d: ipvéeip-manual, ipvéip 6to4—6to4d, ipvéip isatap-—
ISATAP, mmoc gre ipv6 — GRE (Generic Routing Encapsulation).

Jlist mpocMoTpa UHPOPMALIMK O COCENAX UCIOJBb3YIOT KOMaHay show ipv6
neighbors.

[Tpumepst komans 10S:

Router#show ipv6 neighbors

IPv6 Address Age Link-layer Addr State Interface
FE80::50B1:D597:7C33:4442 4 00c0.0c72.6846 STALE Fa0/0
2001:7FC:8B:6:6C70:AE09:B5AC:A84F 12 00c0.0c72.6846 STALE Fa0/0

Komannpel ping u traceroute coBMecTumsl ¢ IPv6.

Jlist mpocMoTpa Tabauel [Pv6-mapuipyTusanuu MCHonb3yroT KOMaHay show
ipv6 route.

[Tpumepst komans 10S:

Router#show ipv6 route
IPv6 Routing Table - Default - 10 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, HA - Home Agent, MR - Mobile Router, R - RIP
I1 - ISIs L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
D - EIGRP, EX - EIGRP external
O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
S ::/0 [1/0]
via FE80::1, FastEthernet0/1
via 2001:7F8:8B:1::1
via FD0O0:0:0:1::1
C 2001:7F8:8B:1::/64 [0/0]
via FastEthernet0/1, directly connected
L 2001:7F8:8B:1::11/128 [0/0]
via FastEthernet(0/1, receive
C 2001:7F8:8B:6::/64 [0/0]
via FastEthernet0/0, directly connected
L 2001:7F8:8B:6::1/128 [0/0]
via FastEthernet0/0, receive
B 2001 :ACAD:ACAD:A::/64 [20/0]
via FE80::6FE:7FFF:FEEB:4B68, FastEthernet0/1
C FD00:0:0:1::/64 [0/0]
via FastEthernet0/1, directly connected
L FD00:0:0:1::11/128 [0/0]
via FastEthernet0/1, receive
C FD00:0:0:6::/64 [0/0]
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via FastEthernet0/0, directly connected
L FD00:0:0:6::1/128 [0/0]

via FastEthernet0/0, receive
L FF00::/8 [0/0]

via NullO, receive

Jlyis BHECEHHsI CTaTMYECKOTO MapIlipyTa B TaOJIHUIly MapIIpyTHU3AIMH HCIOIb-
3yI0T KOMaH1y ipvé route.

Jlst Bramrouenus [Pvo forwarding (B ornmmuue ot IPv4 forwarding mo ymonga-
HUIO BBIKIIIOUEH) UCIIOJIB3YIOT KOMaHAy ipv6 unicast-routing.

[Tpumepsr komang 10S:

Router (config) #ipvée route 2001:7f8:8b:10::/64 2001:7f8:8b:8::2

Router (config) #ipv6e route ::/0 fal0/1 fe80::1

Hwkxe nokaszan npumep TyHHens (pucyHku 4.1-4.3).

IPv4: 192.0.0.1/24 IPv4: 170.171.172.173/16

IPv6: 2a00:1760:0:1::1/64 IPv6: 2a00:1760:0:2::1/64

Pucynok 4.1 — Ilpumep TyHnens 6to4 (cxema)

[TocnenoBaTeIbHOCTD JCHCTBUM TP Iepeade dyepe3 TyHHelb nakera (chop-
MHPOBAHHOTO JIMOO TPAH3UTHOTO), MPEIHA3HAYEHHOTO coceay mo TyHHemnto. [locre
oOpaienust k Tabnuue [Pvo-mapuipytuzanuu OyJaeT yCTaHOBJIEHO, YTO CJICIYIOIIHIMA
B 3BE€HE MapIIpyTU3aTOp HEe TpeldyeTcs. byner onpeneseH BoIXOAHOW UHTEpdeiic — B
JAHHOM CJIydae TYHHEJbHBIM uHTepdeiic 6to4d (router-to-router, TOMOJOTHYECKHU
point-to-multipoint). [Ipu TyHHEIUPOBAHUH JIJISl BBITIOJTHCHHS HHKAIICYJISIIMA BMECTO
npusiieueHust ARP cunThIBaroTCs mapaMeTpsl TyHHeENA. Ecny makeT He TpaH3UTHBIN,
TO B KauecTBe [Pv6-anpeca ncrounuka Oyaer nojcrabieH [Pv6-anpec TyHHEIBHOTO
unrepdeiica. IPv6-anpec HazHaueHUs 3a7aH MPUKIAAHBIM TPOILECCOM JIMOO, €CIH
MAKeT TPaH3WTHBIN, yXe nMmeercs B nakere. B kauectBe IPv4-aapeca mcrouHmka
Oynet moxacrasien [Pv4-anpec rpaHMYHON TOYKM MCTOYHWUKA TYHHEIHLHOTO WHTEP-
detica. IPv4-anpec naznadeHust Oyaer BbIFeNeH aBTomMaTudecku u3 [Pv6-ampeca
Ha3HaueHus, Tak Kak [Pv6-aapec HazHaueHus siBusieTcst 6to4-ampecom (rpaHuvHast
TOYKA HAa3HAUYEHUS HE 3aJlaHa U BBIUMCISIETCSl aBTOMaTtuuecku). [anbHeilmas nepe-
ceuika copmupoBanHoro I[Pv4-makera mo CIIJ] Oyaer ocHoBwmiBaThcs Ha [Pv4-
Mapuipytu3anud (cHayana Oyzaer 3ajeiicTBoBaHa Tekymias Tabmuna [Pv4-
MapIIpyTU3ALUH).
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Bl {config)dinterface tunnel O
Eliconfig-if)#ipve address 2002:0000:1:1::1/16
Bl {config-if)dtunnel source 1922.0.0.1
Eliconfig-if)#tunnel mode ipveip otod
RBli{config-if)dexit

RBliping 200Z:aaabracad:l::1

—
IPv4 data IPv4 header
IPv4 DST IPvd SRC Protocol
170.171.172.173 192.0.0.1 11 {(IPvG)
IPvE data IPvE header
IPvE DST IPvE SRC Mext Header
PODZ:aaabracad:1::1 2002:000:1:1::1 & (ICMPvE)

Pucynox 4.2 — Ilpumep Tynnens 6to4 (KOMaH bl © MHKATICYJISIIHS)

OTnnuns IIpu 1nepeaadc 4€pe3 TYHHCIIb [IaK€Ta B CIIy4ac, Korjga cocc/l 110 TyH-
HCJIIO BBICTYIIACT B POJIM MaplipyTu3saTopa CICAYIOIICTrO 3BCHA. IIocne O6paHI€HI/IH K
Ta6J'II/IIIC IPV6-MapIIIp}ITI/ISaHHI/I 6y,Z[GT YCTAHOBJICHO YTO MapHaIpyTHU3aTOp CICAYIOIIC-
ro 3BeHa TpeOyercs. [Pv4-anpec HasHaueHus OyneT BBIJICJICH W3 YKa3aHHOTO B
MapuipyTe 6t04-az[peca MapaipyTusaTtopa CICAYIOIICTO 3BCHA (CCHI/I B MapmpyTe
YKa3aTb BBIXOJHOM HHTCp(l)GfIC, TO IJIsI BBIYMCJIICHUA FpaHI/I‘{HOfI TOYKHW HA3HAYCHUS
«3aleUThCS» OYNIET HE 3a YTO).

Eliconfigl#interface tunnel O
Rl {config=if)#ipve address 2002:c000:1:1::1/16
Eliconfig-if)#tunnel source 152.0.0.1

Rl {config=if)#tunnel mode ipveip Gtad
Eliconfig-if)#exit

Rl¥#ping 2a00:1760:0:2::1

—_—
IPv4 data IPv4 header
IPvd4 DST IPv4 SRC Praotocol
170.171.172,173 192,.0.0,1 i]l{IF"'I.I'E}
IPvE data IPvE header
IPvE DST IPvE SRC Mext Header
2alD:1l760:0:2::1 2002:c000:1:1::1 58 (ICMPVE)

Pucynox 4.3 — [Ipumep TyHHemns 6to4 (KOMaHIbI 1 MHKATICYJISIINS)
(a;IPTepHATUBHBIN BapUaHT)
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5 KOMMYTATOPbLI CISCO
5.1 poaykuus

[To cocrosinuto Ha ceHTsi0pb 2020 r. kommyTaTopbl CiSCO AENST Ha MIECTh OC-
HOBHBIX 1ieneBbIx Kateropuii (LAN access, LAN compact, LAN core and
distribution, Data center, Small-business, Industrial Ethernet) u MHOXecTBO cepuii
(pucynok 5.1).

Switches for every network

View all switches. Or try the Cisco Switch Selector to find the best switch for your needs.

Explore switch selector

—
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1 ss o0
ss oo
TR ]

LAN access LAN compact LAN core and Data center Small-business Industrial Ethernet

Strengthen security, and Extend deployments with small, distribution Meet the next-generation data  Features and affordability for Scalable and secure switching

simplify your network. flexible switches. Bampus:solifions with center. growing businesses. in your industrial network.

Catalyst 9400, Catalyst 9300, Catalyst 1000 Series (new) advanced resiliency, scale, and  Nexus 9000 Series Cisco Business 250 Series Cisco IE5000

and Catalyst 9200 Series o S . services. A ; A ) i
Catalyst Digital Building Series Nexus 3550 Series (new) Cisco Business 350 Series Cisco IE4000

Catalyst 1000 Series (new) i Catalyst 9600 Series )
Catalyst 3560-CX Series MDS 9000 Catalyst 1000 Series Catalyst IE3400 Heavy Duty

Catalyst 3650 Series Catalyst 9500 Series Serles
Meraki MS120-8 550X Series

Meraki MS Series Catalyst 9400 Series Catalyst IE3400 Rugged Series
Meraki MS400 Series

Pucynox 5.1 — Kommyrtaropst Cisco

OcHOBY Bcex Tpex OCHOBHBIX cerMeHTOB pbiHKa (SOHO, SMB, enterprise) co-
CTaBJIIIOT pa3NuyHbIe cepul (aarMaHckux kommytatopoB Catalyst (3apeructpupo-
BaHHas Toprosas mapka Cisco).

Jns cermenta peiHka SOHO noctynHbl Heckosibko cepuii He Catalyst-
KOMMYTaTOpPOB, KOTOPbIE HEMHOTO JCIIEBJIE, HO MOAAECPKUBAIOT BCE OCHOBHBIE BO3-
MO>KHOCTH.

KommyTaToper Nexus (Takxke 3aperucTpupoBaHHas ToproBas mapka Cisco)
MpeaHa3HAYeHbl UMEHHO JIJIS IICHTPOB 00pa0OTKU JTaHHBIX U SBIISIOTCS JTUACPAMH TI0
MIPOU3BOJIUTENBHOCTH (IIPU MPOYUX PaBHBIX yciaoBuUsxX). [laxe mepBeie Moaenu (ce-
pUU TIOYTH HE BBIpa)KEeHbI) UMeI0T ocHOBHBIE TIopThl 10 Gigabit Ethernet (3a ouenp
PEAKUM UCKIIOYEHHEM). Y3Ke JOCTYIHBI MOJeTu ¢ ocHOBHbIMH nopTamu 100 Gigabit
Ethernet, mpruem HekoTOpbIe ¢ Masoit areHTHOCTBIO (low latency) — ocoOblit kiace
obopynoBaHusi (IO CyTH, CUCTEMBI PEATBHOTO BPEMEHU C PErJaMeHTHPOBAHHBIMHU
KOMMYTAIIMOHHBIMH 3aJICP>KKaMH ).

B kauecTtBe nabopaTopHOit 6a3bl AJis MEPBOHAYATILHOTO 00YUEHUs] OOBIYHO M C-
MOJIB3YIOT OYE€HBb JIOJTO OBIBIIYIO B MAacCOBOM IPOM3BOJICTBE cepuio 2960 (pucy-
HOK 5.2) u ee Oosee mo3muue «Bapuanum»: 2960-S (pucyHnok 5.3), 2960+, 2960-X,
2960-L (pucynok 5.4) u npyrue, IirOC MO3UIUOHUPYEMYIO Kak 3amMeHy 2960 cepuio
1000 (pucynok 5.5) (Smart, HeMoxyJIbHBIE, OOBIYHO HECTEKHPYEMBIC). A Takxke ce-
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pun (L3 umm, xak odurmanbHO Ha3bIBAIM PaHbIle, MHOTOYpOBHEBBIC): 3560 (pucy-
HOK 5.2), 3560v2, 3560-X (pucynok 5.3), npyrue «Bapuanun» 3560 (HeMoayIbHbIE U
MOJyJIbHBIE, HECTEKHpPYEeMbIe), IUIIOC 3amMeHuBINy0 3560 cepuro 3650 (HemMoayib-
Hble, cTekupyembie) (pucyHok 5.4), mmoc 3amensiomyo 3650 cepuio 9200 (Hemo-
IOyJAbHBIE U MOIYJIbHBIC, cTeKupyeMbie) (pucyHok 5.5) u 3750 (pucynok 5.2), 3750v2,
3750-X (pucynok 5.3), npyrue «Bapuanum» 3750 (HEMOAYJIbHBIE U MOIYJbHBIC,
cTekupyembie), Tiroc 3ameHuBIIyo 3750 cepuro 3850 (MoaysbHBIC, CTEKHUPYEMBbIC)
(pucynok 5.4), miroc 3amensromnryio 3850 ceputo 9300 (HeMoAyIbHBIC U MOAYJIbHBIC,
crekupyembie) (pucyHok 5.5). I[Iporpamma CCNA opHeHTHpOBaHa B IMEPBYIO OUe-
pelb Ha MOHTUPYEMbIE B CTOMKHM (XOTS MOJOMIYT U KOMMAaKTHbIE) mMozaenu 2960
(c mogIepKKON YCHIICHHON O€30TIaCHOCTH).

Pucynok 5.2 — Cepun kommyrtaTopoB Catalyst: 2960, 3560, 3750
cooTBeTCTBEHHO (HE Bce Mozenn) [Cisco]

Pucynox 5.4 — Cepun kommyTtaropoB Catalyst: 2960-L, 3650, 3850
cootBeTcTBeHHO (He Bce Mozenu) [Cisco]

eV sEETEY sevevy

cooTBeTCTBEHHO (HE Bce Mozenn) [Cisco]

65



5.2 Moayau

HekoTopsie cepun Mo iepKuUBar0T MOy . Moxynu pa3pabaThiBalOT IeIeHa-
IPaBJICHHO — TOJBKO 1T KOHKPETHOW cepuu (MO0 HECKOJBKUX «POJCTBEHHBIX)
cepuit).

Hwke nokaszanbl mpuMepsl MojtyJiei kommyTtaTopoB Catalyst (pucyHok 5.6).

M&'

Pucynoxk 5.6 — C3KX-NM-10G (ana 3560-X u 3750-X), C3850-NM-8-10G,
C9300-NM-4M cootBercTBeHHO [CisCO]

Hekortopsie cepun moJiiep:kuBaroT crekupoBanue. IHTepecHo, 4yTo 1Jisi Hapa-
IIIUBAHUS TTOPTOB KOMMYTATOPOB NexXus BMECTO CTCKHPOBAHHSI HUCIIONB3YIOT BHEIII-
HUe ycTpoiicTBa-paciuputenu (fabric extenders).

5.3 YueOHbIe KOMMYTATOPBI

Hwke moka3aHbl «OpraHbl yIpaBiICHUSD IMACCH KOMMYTAaTOPa, UCIIOIh3yeMOT0
B yueOHOM mporiecce (pUcyHok 5.7).

3

2960 series
|
|
|
|
]

Pucynox 5.7 — Ilepenusis (a) u 3anuss (6) manenu 2960
(Momens WS-C2960-24TT-L)

Ha pucynke o6o3nadeHo: 1 —wunmukatoper (SYST, RPS, STAT, DUPLX,
SPEED), 2 — kaonka Mode, 3 — uamukaTopsl (moptoB), 4 — nBaanare 4yetbipe Fast
Ethernet-mopra, 5 — nBa Gigabit Ethernet-mopra, 6 — CON-niopt, 7 — po3eTka (opuru-
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HaJbHasl) JUIsl MOJKIIIOYEHUS PE3EPBHOTO MCTOYHUKA MUTaHUA, 8 —po3eTka (€Bpo)
JUIS1 TIOAKITFOUCHUS] TUTaHMUSL.
3ameTHO, yT0 AUX-opThl B KOMMYyTaTOphl CiSCO HE yCTaHABIMBAIOT.
Y OTHOCHUTENBHO JIENIEBBIX KOMMYTAaTOPOB HET TyMOJIEPOB MUTAHMUS.
OTnenbHO B3ATHIN MOPT OTAENBHO B3siTOro kKommyTtaTopa Cisco UMeeT Tpaauliu-
OHHO COBMEIICHHBIN JABYXIIBETHBIM (3€JCHBIM M OpaH)KeBBIM) MHAMKATOp. Jls mepe-
KITIOYEHUS] UHJWKALUK (COCTOSIHUE M JIPYroe) UCIOoJb3YyIoT KHONKy Mode, pacmosno-
YKEHHYIO TaK e Ha JIMIIEBOI MaHeNu (3Ty KHOIKY UCIOIb3YIOT U B JPYTUX LETSX).
HexoTopbie nHIUKAIIMOHHBIE KOABI (HAIIpUMEp, KOJbI CKOPOCTH) HA KOMMYTa-
TOpax HE TAKWE, KaK Ha MapIIpyTU3aTOPAX.
Huxe omumcanbl MHAMKATOPHl KOMMYTATOPa, UCHOJIB3yEMOTO B Y4EOHOM MpO-
necce (tadymna 5.1).

Tabmuna 5.1 — Uagukaropst 2960 (Mmogens WS-C2960-24TT-L)

HazBanue uanukanus Onucanue
1 2 3
SYST I'oput [Mutanue noaxnroueno, OC 3arpykeHa ¥ (QYHKIIMOHU-
(SYSTem) 3€JICHBIM pYEeT HOPMAaJIBHO
Mopraer OC 3arpyxaercs
3€JICHBIM
['oput OC He 3arpyxeHa (Mpou3o0IIes] aBTOMAaTHUYECKUH 100
OpaHXXEBBIM | «py4HON» BxoJ B pexum I[I13Y-monutopa) nubo BO3-
Hukj1a omnbka OC
He ropur [MuTaHue He MOJKIIOYEHO WM BO3HMKIJIA ammaparHas
HEHCIIPAaBHOCTh
RPS ['oput Pe3epBHBII HCTOYHUK MUTAHUS MOJIKIIOYEH U TOCTYIEH
3€JICHBIM (rOTOB MUTATh TaHHOE YCTPOICTBO)
Mopraer Pe3epBHBIN HMCTOYHMK NHMTAaHUS TOJAKIIOYEH, HO Bpe-
3€JIEHBIM MEHHO HEJIOCTYIEH (IUTAaeT Jpyroe yCTponucTBO)
I'opur Pe3epBHBINM UCTOYHUK NTUTAHUS HEUCIIPABEH
OpaH)KEBBIM
Mopraer OcHOBHOW OJIOK NMUTaHMUS HEHCIIPaBEeH, NMHUTAHUE OCY-
OpPaH)KEBBIM | HIECTBIISIET PE3EPBHBIA NCTOUHUK
He ropur Pe3epBHBIN HCTOUYHUK MUTAHUSI HE TOJKIIOUEH
STAT [oput JIisi MHAMKATOPOB TOPTOB BBHIOpaH peXuM status (Mo
3€JICHBIM YMOITYaHHIO)
DUPLX I'opur Jl1st ”HIMKAaTOPOB MOPTOB BeIOpaH pexum duplex
3€JICHBIM
SPEED I'opur JUist M”HIMKAaTOPOB OPTOB BBIOpaH pexxuM speed
3€JICHBIM
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1 2 3

WNunukatop I'opur dusnueckoe coequHEeHne cooTBeTcTBytomero Fast mubo
nopta (Port) B 3€JIeHbIM Gigabit Ethernet-mopra (u Ethernet-nopra apyroro
pexume status YCTpOMCTBA) 0OHAPYKEHO U MOXKET OBITh 33/1IeHCTBOBAHO

He ropur CootserctByromuii Fast nub6o Gigabit Ethernet-mopr
(Mopraer) nepefaeT WM NPUHUMAET MakeT (MOINaKeTHash aKTUB-
3€JICHBIM HOCTB)
Mopraer B cootBerctBytomem Fast mu6o Gigabit Ethernet-mopty
3€JICHBIM- BO3HUKAIOT OMIMOKM Ha (PU3NYECKOM WM KaHAJIbHOM
OpPaH)XEBBIM | YPOBHE
I'oput CootserctByromuii Fast nub6o Gigabit Ethernet-mopr
(Mopraer) 3a00kupoBaH nporokosioM STP, mubo padoraeT mpoTto-
opaH)xeBbIM | kos1 STP
He ropur duznyeckoe coelMHEHUe cooTBeTcTBYIoLIEero Fast mubo

Gigabit Ethernet-mopra e o0HapyxeHO, MO0 TOPT
aJIMHHHUCTPATHBHO BBIKIFOUECH

WNunukatop [opur CootBerctByrommii  Fast ymm6o Gigabit Ethernet-mopt
nopTa B pe- 3€JICHBIM paboTaeT B MOJIHOYIICKCHOM PEXUME
)kume duplex He ropur CootBerctBytommii  Fast mu6o Gigabit Ethernet-mopt
paboTaeT B MOJIYIYIJICKCHOM PEXHME
WNunukatop Mopraer CootBerctBytommii  Fast mu6o Gigabit Ethernet-mopt
nopTa B pe- 3€JICHBIM paboTaeT co CKOPOCTBIO Tepelavyd W TpueMa JaHHBIX
xume speed 1000 Mbit/s
I'opur CootserctBytomuii  Fast nub6o Gigabit Ethernet-nopt
3€JICHBIM paboTaeT Co CKOPOCThIO MEpeAadd U IMpHeMa JTaHHBIX
100 Mbit/s

He ropur CootserctBytomuii  Fast nu6o Gigabit Ethernet-mopt
paboTaeT co CKOpPOCTBbIO Meperayd W MpuemMa JaHHBIX
10 Mbit/s

5.4 CTpykrypa

Kak u MapuipyTuzaTtop, KOMMYTaToOp NpeAcTaBisieT co0oil MukpoOBM, Toibko
c OoJiee creruaaIn3upOBaHHON 2JIEMEHTHOM 0a30ii.

Hwmxe moka3zaHbl HEKOTOPbIE KOMMYTATOPHI, B TOM YHCJIE HCIIOJIb3YEMbIH B
y4eOHOM IPOILIECCe, CO CHATON BEepXHEU KpbIKon (pucyHok 5.8).

«HaunHka» OJTHOM M TOU K€ MOJIEJIM 3aBUCUT OT aIllapaTHOU BEPCUU.

B 3750 (Bo Bcex Moaensix KpoMe CaMbIX paHHMX), Kak U B 3560, kak u B 2960
(2960+), ycranosinen nporeccop Cisco Yeti-2 (M3roTaBiarBaeMblil O] 3aKa3 BapUaHT
IBM — AMCC PowerPC 405 ¢ apxutektypoir Power, onnosnepusiii, SoC) (pucy-
HOK 5.9); B 3750-X, kak u B 3560-X — Cisco Yeti-3 (emie Oosiee ycoBepIIeHCTBOBAH-
HBI BapuaHT Yeti, MO-IpexXHEMY OJHOSACPHBIN) (pucyHOoK 5.9); B 3850, kak u B
3650 — Cavium Octeon II CN6230 (¢ apxutekrypoii MIPS64, deThipexbsnepHbIii,
SoC) mu6o CN6335 (B Momensix ¢ moamaepkkoit Multigigabit Ethernet, mectusiaep-
HbIH) (pucyHOok 5.9); B 9300 — Intel Xeon D-1526 (c apxurektypoii Intel 64, ueThI-
pexwsaaepHsiii, SoC), B 9200 — ARM Cortex-A53 (c apxurektypoii ARM64, deThi-
pexbsaaepHsiii, SOC — He oT/IeNbHO, a Ha ogHOM KpucTtaiie ¢ ASIC).
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Pucynox 5.8 — Bunst BHyTpH 2960 (Moaens WS-C2960-24TT-L V06), 3560-X
(WS-C3560X-24T-S V05), 3650 (WS-C3650-8X24PD-L V02) cooTBEeTCTBEHHO

[Ipoueccop cocTaBisseT OCHOBY aIMUHUACTPATUBHOTO IUIAHA.

OCHOBY € IUIaHOB YIPABJISIOLIEr0 U JAHHBIX COCTABIISIIOT OPUTHHAIBHBIC
koMmyTanoHHble ASICs, He MeHee «BEeCOMBIE», YeM MpoLeccop (YacTO HA3bIBAIOT
IPOCTO «acCUKC»). B 3aBUCMMOCTHM OT KOHKPETHOM cepuu (M3 YHOMSIHYTBIX) OAHA
Takasi MUKpOCXeMa MpeJHa3HaueHa i1 oOcayKuBaHus 10 8—48 mopToB, YTO MO3BO-
JSeT MacluTabupoBaTh MOPTHI (HAOMpaTh HYKHOE KOJMYECTBO). B cTpykType 3750,
kak 1 B 3560, xak u B 2960 (2960+), ato Cisco Sasquatch (B cBsS3Ke C OTACTbHBIMH
mukpocxemamu namsité TCAM — kak npaBuiio, mpousBojacTBa Renesas 1 SRAM); B
3750-X, kak u B 3560-X, aTo Cisco StriderCR + MadMaxCR (mapa ASICs — nepBbiii
Y BTOPOH KOMMYTallMOHHBIE ApyCchl cOOTBETCTBEHHO, TCAM u SRAM yxe unrerpu-
poBanbl); B 3850, kak u B 3650, sto Cisco Doppler UADP (Unified Access Data
Plane) 1.0 nu6o 1.1 (B Mozmensx ¢ momaepxkoir Multigigabit Ethernet); 8 9300 sto
Cisco UADP 2.0, 8 9200 3to UADP 2.0 Mini.

Cisco Bce Oosbiiie Gepet 3a ocHOBY nepenporpammupyembie ASICs (He co-
BCEM TO ke camoe, yTo FPGA) u npyrue anmnapaTHble IpOrpaMMUpyeMble CTPYKTYPBI
(8 ToM uncne FPGA), 4To 1mo3BoJIsSIET HAUTU KOMIIPOMHUCC MEXIY TMOKOCThIO, POU3-
BOAMUTEIBHOCTHIO U CTOUMOCTBIO.

i £
5
e ST |
s =

Pucynox 5.9 — Ilpoueccopsr 1 DRAM 2960, 3560-X, 3650 coOTBETCTBEHHO
(Te sxe MOIeIIH )
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Ha pucynkax 5.9 u 5.10 nmoka3zanbl moJICHCTEMBI MTAMITH HEKOTOPHIX KOMMYTa-
TOPOB, B TOM YHCJIE HCIIOJIb3YEMOI0 B yUeOHOM IIPOLECCE.

Pucynox 5.10 — On-board flash (1e Tonpko noacucrema namstu Flash)
2960 (BootROM mmroc NVRAM mtoc Flash),
3560-X (BootROM mroc NVRAM mitoc Flash, B AByx pa3HbIx MUKpocxeMax),
3650 (BootROM) coOTBETCTBEHHO (T€ K€ MOJIEIH)

B 3650, 3850, 9200, 9300 ycranaBauBaroT moayiu eUSB.



6 CISCO I0S U KOMMYTATOPBI

B sTot pazgen BkitoueHbl 0cHOBBI [0S, KOTOpbIE OTHOCATCS K KOMMYTaTOpaM,
a TaKXe Te, KOTOpble YMECTHEE U3ydaTh Ha IpUMeEpax ¢ KOMMYTaTOPaAMH.

B nacrosiee Bpemsi Hanbosiee akTyainbHbl cineayromue sepeun [0S nist koM-
myTtaTopoB: 12.2 —nmma 2960, 3560, 3750 u Japyrux «COBPEMEHHHMKOBY» (I10-
npexuemy), 15.X — qusa 2960, 2960-S, 3560-X, 3750-X, 2960-L, 1000 u apyrux. 1
10S XE nns kommyTtaropos: 16.X — mst 3650, 3850, 9200, 9300 u mp.

6.1 CpeacTBa agMMHUCTPUPOBAHUSA

KommyTatopsl cepuu 2960 nmocTaBisuii cO BCTPOEHHBIM web-uHTepdencom —
aganTUpoBaHHBIM BapuanToM SDM (2960+ nocrasisitot ¢ CP for Catalyst).

UckntoueHreM B CMBICIE aJIMUHUCTpUpOBaHUs sBisiorcs He Catalyst-
komMmyTaropbl. O BoBce He umeroT CLI («vnaamme» cepum) 1m0 UMEIOT yHpo-
mieHHblid CLI, Ha3piBaembiii Textview («cTapiime» cepuu), 3aTO UMEIOT MOJHOIIECH-
HBIN BCTpoeHHBIN web-untepdetic (moatomy u He Catalyst).

6.2 3arpy3ka

[Ipumep 3arpy3ku 1OS Ha 2960:

Boot Sector Filesystem (bs) installed, fsid: 2

Base ethernet MAC Address: 30:37:a6:5b:e6:00

Xmodem file system is available.

The password-recovery mechanism is enabled.

Initializing Flash...

flashfs[0]: 1 files, 1 directories

flashfs[0] 0 orphaned files, 0 orphaned directories

flashfs[0]: Total bytes: 32514048

flashfs[0]: Bytes used: 11834368

flashfs[0]: Bytes available: 20679680

flashfs[0]: flashfs fsck took 10 seconds.

...done Initializing Flash.

done.

Loading "flash:c2960-lanbasek9-mz.150-2.SE11l.bin"...QRRRRRRRRRRRARRARARARQRRQRELRRAE
CEQRRREEEQRRLREECRLRRLECLELRRLREECRLRLRLECLELRLRRLECLRRLCLELRLRLRLCCRRLECELRLRLRLECELRQRLRLELEQRRLELELRQRLLELERARLEE
CEQRRREECELRRLREECRLRLRLECLELRLRLREELRLRLRLECCECRRLRECCLRLRLCLELRRLRECCLRRLELELRLRLRLECRLRRLELERLRLR(LECRLRLRLEEQLRLEEE
... !Pacnakoeka IOS
(ERQRLREEEQRLRLEEECRRLRECCELRLRLCCELRALRLEELRLRLELELRQRLRL(ELELRLRLEELRQAL(LEQEQRQELEERQRQM

File "flash:c2960-lanbasek9-mz.150-2.SE1l.bin" uncompressed and installed, entry
point: 0x3000

executing...

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.
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cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M), Version 15.0(2)SEl1ll, REL
EASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Sat 19-Aug-17 09:34 by prod rel teamInitializing flashfs...

fsck: Disable shadow buffering due to heap fragmentation.
flashfs([2]: 1 files, 1 directories

flashfs[2]: 0 orphaned files, 0 orphaned directories

flashfs[2]: Total bytes: 32514048

flashfs[2]: Bytes used: 11834368

flashfs[2]: Bytes available: 20679680

flashfs[2]: flashfs fsck took 2 seconds.

flashfs[2]: Initialization complete....done Initializing flashfs.
Checking for Bootloader upgrade.

Boot Loader upgrade not requlred (Stage 2)

POST: CPU MIC register Tests : Begin
POST: CPU MIC register Tests : End, Status Passed

POST: PortASIC Memory Tests : Begin
POST: PortASIC Memory Tests : End, Status Passed

POST: CPU MIC interface Loopback Tests : Begin
POST: CPU MIC interface Loopback Tests : End, Status Passed

POST: PortASIC RingLoopback Tests : Begin
POST: PortASIC RingLoopback Tests : End, Status Passed

POST: PortASIC CAM Subsystem Tests : Begin
POST: PortASIC CAM Subsystem Tests : End, Status Passed

POST: PortASIC Port Loopback Tests : Begin
POST: PortASIC Port Loopback Tests : End, Status Passed

Waiting for Port download...Complete

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
exportl@cisco.com.

cisco WS-C2960-24TT-L (PowerPC405) processor (revision GO) with 65536K bytes of
memory. '06bem DRAM
Processor board ID FOC1404Y5WV

Last reset from power-on

1 Virtual Ethernet interface

24 FastEthernet interfaces
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2 Gigabit Ethernet interfaces
The password-recovery mechanism is enabled.

04K bytes of flash-simulated non-volatile configuration memory. !O6wem NVRAM

Base ethernet MAC Address : 30:37:A6:5B:E6:00
Motherboard assembly number : 73-11473-07

Power supply part number : 341-0097-02

Motherboard serial number : FOC14042AT1

Power supply serial number : DCA13528M4Y

Model revision number : GO

Motherboard revision number : BO

Model number : WS-C2960-24TT-L

System serial number : FOC1404Y5wWv

Top Assembly Part Number : 800-29859-03

Top Assembly Revision Number : EO

Version ID : V06

CLEI Code Number : COMFYOOBRA

Hardware Board Revision Number : 0x01

Switch Ports Model SW Version SW Image
* 1 26 WS-C2960-24TT-L 15.0(2)SE11 C2960-LANBASEK9-M !

!CeromHas mHbopmaumsa o momesnu m I0S

Press RETURN to get started! !Io Bomnpoca O KOHOUI'YPALMOHHOM IOMaJioTe

*Mar 1 00:00:34.166: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, cha
nged state to down

*Mar 1 00:00:34.275: $SMI-5-CLIENT: Smart Install Client feature is enabled. I
t i1s recommended to disable the Smart Install feature when it is not actively us
ed. To disable feature execute 'no vstack' in configuration mode

*Mar 1 00:00:35.483: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for typ
e vlan

*Mar 1 00:00:36.515: %DC-4-FILE OPEN WARNING: Not able to open flash:/dc profil
e dir/dc default profiles.txt

*Mar 1 00:00:36.515: %DC-6-DEFAULT INIT INFO: Default Profiles DB not loaded.
*Mar 1 00:00:58.460: %SYS-5-RESTART: System restarted --

Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M), Version 15.0(2)SEll, REL
EASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Sat 19-Aug-17 09:34 by prod rel team

*Mar 1 00:00:59.416: $LINK-3-UPDOWN: Interface FastEthernet0/3, changed state t
o up

*Mar 1 00:01:00.423: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern
et0/3, changed state to up

--—- System Configuration Dialog ---

Enable secret warning

In order to access the device manager, an enable secret is required

If you enter the initial configuration dialog, you will be prompted for the enab
le secret

If you choose not to enter the intial configuration dialog, or if you exit setup
without setting the enable secret,

please set an enable secret using the following CLI in configuration mode-
enable secret 0 <cleartext password>

Would you like to enter the initial configuration dialog? [yes/nol: no

Switch>

Switch>
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*Mar 1 00:01:19.532: SLINK-5-CHANGED: Interface Vlanl, changed state to adminis
tratively down
Switch>

[Tpumep 3arpy3ku 10S XE na 3850:

Booting. ..
Interface GE 0 link down***ERROR: PHY link is down
The "IP ADDR" environment variable is not set.

Getting rest of image

Reading full image into memory...Check base package header ...: done = 16384
Getting rest of image

Reading full image into memory....done

Reading full base package into memory...: done = 27904017

Bundle Image

Kernel Address : 0x537783bc

Kernel Size : 0x365d89/3562889
Initramfs Address : 0x53adeld5
Initramfs Size : Oxloddecc/23977676

Compression Format: mzip

Bootable image at @ ram:0x537783bc

Bootable image segment 0 address range [0x81100000, O0x81lbffb30] is in range [0x8
0180000, 0x90000000].
cleicrcieiercieiercieierciciercieieycieiercieierciciercieiercieiercieiercieiercychecieiercleiercieiecl el eheclchecieReclehecleRecleaeclerecierercic
@RERERERERERERRERRQRRQRRbOOL system: 623

Loading Linux kernel with entry point 0x816e0330

Bootloader: Done loading app on core mask: 0x3f

### Launching Linux Kernel (flags = 0x5)

$IOSXEBOOT-5c8e9d6656e9d8%a8dedeae457871084-new cksum: (rp/0): 4
$IOSXEBOOT-5c8e9d6656e9d89a8dedeae457871084-saved cksum: (rp/0): 4

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Ssoftware [Everest], Catalyst L3 Switch Software (CAT3K CAA-UNIVERSALKO
-M), Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 11:34 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
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software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

% Checking backup nvram
No config present. Using default config

o

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco WS-C3850-24XU (MIPS) processor (revision DO) with 853097K/6147K bytes of m
emory.

Processor board ID FOC2229U0VB

2048K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

257008K bytes of Crash Files at crashinfo:.

1590435K bytes of Flash at flash:.

0K bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : 18:80:45:53:d3:00
Motherboard Assembly Number : 73-15756-05
Motherboard Serial Number : FOC2229A59Q

Model Revision Number : DO

Motherboard Revision Number : A0

Model Number : WS-C3850-24XU
System Serial Number : FOC2229U0VB

$SINIT: waited 0 seconds for NVRAM to be available

--—- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: no
Would you like to terminate autoinstall? [yes]: vyes
Press RETURN to get started!

*Sep 4 08:53:43.007: %SSH-5-ENABLED: SSH 1.99 has been enabled

*Sep 4 08:53:48.423: SPLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inser
ted in the switch 1 slot 1

Switch>

*Sep 4 08:53:56.728: $PNP-6-PNP_DISCOVERY STOPPED: PnP Discovery stopped (Confi
g Wizard)
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[To morstHeiM npuunHam OC 10S XE Gonee rpomosaka B cpaBHeHuu ¢ 10S.
I0OS XE moxeT ObITh yCTaHOBJIEHA Ha KOMMYyTaTop — pexkuM install. ITpomecc ycra-
HOBKM CHUJIHO YIIPOILEH B CPAaBHEHHMH C IMPOIIECCOM yCTaHOBKM Linux. AjbTepHa-
tuBHO 1OS XE MokeT ObITh 3arpy’keHa TPaJuIIMOHHO C UCIIOJIb30BaHHEM OMHAPHOTO
obpaza — pexxum bundle. Heobxomumoe daiiioBoe OKpyKeHHE Bocco3aaeTcs (Ha
HAKOIMMTENE BCE PaBHO OYJIeT JOCTATOYHO MHOTO (aiiyoB). Pexum install mo3Bomser
YCKOPUTH 3arpy3ky u Ooiiee 3pPEeKTUBHO UCIOIB30BATh NaMATh (IIPOTrpaMMHBIE Ta-
KEThl HE PACIaKOBBIBAIOTCS B TMaMATh, a XPAaHATCS Ha HAKOMWTEJE B BUAC (ailioB
.cfqg). KommyraTtopsl cooTBeTcTByomux cepuii nocrabisiioT ¢ 10OS XE B pexume
install. Ha mapmpyTtusaropax pexxum install HenocTymen (1o kpaitHel Mepe moka).

6.3 KomaHabl

[Tpumep cocTosiHus (HalioBBIX CUCTEM, TOCTYIHBIX Ha 2960:

Switch#show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
* 32514048 20678144 flash rw flash:
- - opaque rw vb:
- - opagque ro bs:
- - opaque rw system:
- - opaque rw tmpsys:
65536 64460 nvram rw nvram:
- - opagque ro xmodem:
- - opagque ro ymodem:
- - opaque rw null:
- - opaque ro tar:
- - network rw tftp:
- - network rw rcp:
- - network rw http:
- - network rw ftp:
- - network rw scp:
- - network rw https:
- - opaque ro cns:

[Tpumep cocTosiHus (halIOBBIX CUCTEM, TOCTYMHBIX Ha 3650:

Switchf#fshow file systems
File Systems:

Size (b)

148750336
* 3572699136
1835507712

2097152
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Free (b)

102870016
2971398144
1721864192

2084194

Type
opaque
opagque

disk

disk
disk
opaque
opagque
network
nvram
opaque
network

Flags

rw
rw
rw
rw
ro
rw
ro
rw
rw
wO
rw

Prefixes
system:
tmpsys:
crashinfo:
flash:
webui:
null:
tar:
tftp:
nvram:
syslog:
rcp:



[Tpumepsr komana 10S:

Switch#dir
Directory of flash:/

2 drwx
E11
588 -rwx
589 -rwx 1
590 -rwx
591 -rwx 2

32514048 bytes total

256 Mar
107 Mar
315 Mar

5 Mar
072 Mar

network
network
network
network

opaque

1 1993

1 1993
1 1993

1 1993
1 1993

(16463360 bytes

Switch#dir flash:/c2960-lanbasek9-mz.
Directory of flash:/c2960-lanbasek9-mz.150-2.3E11/

3 -rwx
4 -rwx 68
5 drwx 4
587 -rwx 11832
Ell.bin !O6paz IOS

32514048 bytes total

Switch#dir nvram:
Directory of nvram:/

62 -—rw- 1
63 -——-
2 -—rw-

65536 bytes total

3650#dir
Directory of flash:/

158408 -rw-
9.16.06.07.SPA.bin !
198001 drwx
158403 -rw-
158409 -rw-
158402 -rw-
e.log

158404 drwx
166321 drwx
182161 drwx

11 drwx
7921 drwx

158405 -rw-
158407 -rw-
158410 -rw-
ummary
158411 -rw-—

537 Mar
774 Mar
992 Mar
946 Mar

e e

1993
1993
1993
1993

(16463360 bytes

315
5
0

407449018
Obpas IOS
4096
2097152
2097152
259

4096
4096
4096
4096
4096
128103
35
60116

736

(62116 bytes free)

00:

00:
00

00
00

free)

16:

19:
122

122
122

rw
rw
rw
rw
ro

01

53
57

57
57

http:
ftp:

S

cp:

https:
cns:

+00:

+00:
+00:

+00:
+00:

150-2.SE11

00:
00:
00:
00:

free)

14:
14:
16:
19:

48
49
01
53

+00:
+00:
+00:
+00:

00

00
00

00
00

00
00
00
00

<no date>
<no date>
<no date>

Sep 14 2020 18:20:

XE
Mar
Mar
Mar
Mar

Sep
Sep
Sep

27
27
27
27

14
14
14

2021
2021
2021
2021

2020
2020
2020

18:
:26:
128

18
18

(pexum bundle)
16:
16:
16:
16:

27
29:
29:
27:

31:

53

08
08
08
09

07
49

: 21

c2960-lanbasek9-mz.150-2.5

info

config.text !
I'startup-config ms NVRAM
private-config.text
multiple-fs

info

dc_default profiles.txt

html

!'Web-nuTepderic

c2960-1lanbasek9-mz.150-2.8S

startup-config

private-config
ifIndex-table

+03:00
+03:
+03:
+03:
+03:

00
00
00
00

+03:
+03:
+03:

00
00
00

Sep 14 2020 18:28:26 +03:00
Mar 27 2021 16:27:19 +03:00
Mar 27 2021
Sep 15 2020
Sep 15 2020

Oct 9 2020

16:27:36
10:09:21
10:09:30

16:15:19

+03:00
+03:00
+03:00

+03:00

cat3k caa-universalk

.installer

nvram config !NVRAM
nvram config bkup
bootloader evt handl

core
.prst _sync

.rollback timer
gs_script
dc_profile dir
memleak.tcl
pnp-tech-time
pnp-tech-discovery-s

vlan.dat !Ecawm
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| co3maHBE BMJIAHB

3572699136 bytes total (2971398144 bytes free)
6.4 IlopTbl

[Tpumepsl KOHPUTYpUPOBAHHS (PU3NICCKUX IMApaMETPOB ITOPTOB KOMMYTATO-
poB Cisco:

Switch (config) #interface range gi0/1,gi0/11-12
Switch (config-if-range) #no negatiation
Switch (config-if-range) #speed 1000
Switch (config-if-range) #duplex full
(
(

Switch (config-if-range) #no mdix auto
Switch (config-if-range) #exit

—_ — — —

Switch (config) #interface gil/1
Switch (config-if) #media-type sfp
Switch (config-if) #exit

Switch (config) #interface gil/0/1
Switch (config-if) #flowcontrol receive on
Switch (config-if) #exit

Switch (config) #interface range gi0/1 - 10
Switch (config-if-range) #power inline never !OTkiounTs POE
Switch (config-if-range) #exit

Koneuno, Habop AOCTYNMHBIX KOMaH/ 3aBHCHT OT BHa IOpTa KOMMYTaTopa
nu60 MapmipyTuzaropa u sepcuu 10S.
Hwke npuBejicHa KOHPUTYpalys 1Mo ymordaHuro (tadmauia 6.1).

Tabnuua 6.1 — Kondurypanus nopra (Ethernet) kommyrtaropa Cisco
10 YMOJYaHHIO

Bo3M0OXHOCT CocTosiHUE IO YMOJTYAHHIO
1 2
Operating mode L2 (mopt komMyTaTOpa, KOMaHaa switchport)
Port enable state ITopT pa3penieH (aIMUHUCTPATUBHO BKJIIOUEH)
Port description TexcToBOro KOMMEHTapus HET
Speed ABTOCOTIaCOBaHUE CKOPOCTH
Duplex mode ABTOCOTTIaCOBaHUE TYIUIEKCHOCTH
Flow control KoHTpons moToka B HampaBJIeHUH TIprUeMa OTKIIFOUeH (B

HaTpPaBJICHUU Mepelavun OTKIIOYCH BCET/Ia)

Port Blocking (unknown | Boamoxuocts Port Blocking 3amperiena (GiokupoBa-
multicast and unknown | Hust HeT)

unicast traffic)
Broadcast, multicast, and | Bo3M0OXHOCTb CIEepKMBaHUS IITOpPMAa KaJPOB 3arpe-

unicast storm control IIeHa

Protected Port BosmoxnocTs Protected Port 3ampemniena
Port Security Bo3moskHocTh Port Security 3anpemena
PortFast Bosmosxnocts PortFast 3anpemniena
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1 2

Auto-MDIX Pazpemeno
Power over Ethernet (POE) | Paspermieno (aBto)
Keep-alive messages Cooo6menust keep-alive 3anperiens! (eciiu Mmoayinb SFP)

160 paspenieHsl (MHaue)

JUnst npuBsizku ctatuaeckux MAC-agpecoB K MOpTaM HCIOJIb3YIOT KOMaHIy
mac-address-table static.
[Tpumepsr komana 10S:

Switch (config) #mac-address-table static 12ab.47dd.ff89 vlan 503 interface fal/l

Hus  npocmorpa CAM-Tabmuubl  MCOOJNB3YIOT KOMaHAy show mac
address-table.
[Tpumepst komans 10S:

Switch#show mac address-table
Mac Address Table

Vlan Mac Address Type Ports !C yuyeToM BMJIAHOB
All 0100.0ccc.cccc STATIC CPU !Tomxen obpaboTaTk caM KOMMYyTaTOpP
All 0100.0ccc.cccd STATIC CPU ! (BxOOMT B MYyJIbTUKACT-TPYIIIE CJIyXeOHBIX
All 0180.c200.0000 STATIC CPU !IpOTOKOJIOB BTOPOI'O YPOBHH)
All 0180.c200.0010 STATIC CPU
All ffff. ffff.£££F STATIC CPU !Taxxe pnojrkeH obpaboTaTb cam
'xoMmyTaTop (ynpasisgemsli) (cBom L3-
lyHTepdericel He OTOOPAXEHE)
500 0019.d102.ce0la DYNAMIC Gi0/4
500 001lc.cO6e.f7cb DYNAMIC Gi0/11
500 0022.4d80.e641 DYNAMIC Gi0/10 !HopT coemmMHEH C MNOPTOM APYIOTO
500 0027.0elf.af88 DYNAMIC Gi0/10 !xommyTaTopa (;mbo mOpPTOM
500 bcf6.8503.3cba DYNAMIC Gi0/10 !«NpomBMHYTOTO» yCTPOMCTBA)
502 001b.2122.8e77 DYNAMIC Gi0/2
502 00%e.le8e.edct DYNAMIC Pol !EtherChannel (arpermMpoBaHHEIM KaHAal)
508 0025.906c.ecab4d DYNAMIC Gi0/8

Total Mac Addresses for this criterion: 51

3650#show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0100.0ccc.cccc STATIC CPU
All 0180.c200.0021 STATIC CPU
All ffff. ffff. £££F STATIC CPU
1 00a3.8e8d.72c7 STATIC V11l !TIomxeH obpaboTaTb caM KOMMYTaTOP
! (cBov L3-mHTepbdenc)
1 188b.4553.d357 DYNAMIC Gil/0/11

Total Mac Addresses for this criterion: 224
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