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CEKUUA «SALLUTA MHOOPMALIUN»
CTATbMU

Y[OK 004.056.5:34

AHANU3 NPABOHAPYLLUEHUN 5
B C®EPE MHPOPMALIMOHHBIX TEXHOJTIOIH

Lopoxkurn N.B., cm. ep. 173602; LlapaghaHosuy 5.0., cm. ep. 173602
Bernopycckuli 2ocydapcmeeHHbIl yHUgepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecnybnuka benapycb

lynko T.A. — KaHO. mexH. HayK

AHHOTaumA. cnonb3oBaHne KOMMbIOTEPHBLIX Y MHAOPMAaLMOHHBIX TEXHOMOMMIA B pa3nuyHbIX cdpepax Xu3Hu obLiecTsa
CTaHOBUTCA 0bsA3aTeNbHbIM aTpMbyTOM Ans AOCTUXKEHUSA MakcMMmanbHoW 3 eKTUBHOCTU AaHHOW cdepbl. B cBs3n ¢ atum cdpepa
WHPOPMaLIMOHHBIX TEXHOMOMMIA CTaHOBUTCS BCE Bonee MonynapHOW Ans pasnUyHOro pofa MOLUEHHVKOB U NPecTynHUKOB. Yepes
MH(POPMALIMOHHbBIE TEXHOMOMMU MPOXOAUT 3HAYUTENbHbBIA NOTOK (OUHAHCOB M Pa3NUYHON NUYHOM WHGopMauun. MOLLIEHHUKM
nonb3yTCA 3TUM, MbITaACb Pa3nNMYHbIMU crnocobamm BbIKPACTb AEHBMN UMK Xe NMUYHYI MHOopMaLUo Mofb3oBaTens, Y4Tobbl B
AanbHenLweM 1Cronb3oBaTh €€ B CBOMX Liensx. B AaHHOM cTaTbe pacCcMOTpeHbl Pa3nuyHbie UCTOYHWUKW Yrpo3 1 BUAbI NPECTYNNeHun
B cdepe MHPOPMALMOHHBLIX TexHonornn. OCHOBHLIMW BblIBOAAMWU ABNSIOTCA Mepbl NPEfOCTOPOXHOCTK, CMOCODOHbIE yGepeyb
nonb3oBaTens OT NOTeHUMarnbHbIX OMAcCHOCTEN AeATENbHOCTU NPaBOHapYLUMUTENEN.

KnroueBble cnoBa: MHGOPMAaLMOHHbIE TEXHONOIUWU, KMGEpPNpecTynHOCTb, (PULIMHF, KapAuHr, HdopmaTusaums,
KOMMbOTepHas MHoOpMaLums, BUPYC, YyrONOBHbIN KOAEKC.

OpHMUM 13 cambix pPacnpoCTpaHeHHbIX BWAOB MNpaBoOHapyLleHun B cdepe MHPHOPMALMOHHBIX
TEXHOMNOMMN ABMASKTCA PasHOro poda MOLUEHHUMYecKkMe cxembl. Pasgenntb Takve npecTynneHus Ha
OTAerbHble KaTeropMm 4OBOMBHO CMOXHO, Tak Kak BCTpevaeTcs A0BOMbHO MHOTO nepecedeHnii. OgHako B
LenoM MOXHO BbIAeNuUTb creayoLme Buabl KnbepnpecTynneHuin:

— (pMHaHCOBO-OPMEHTMPOBAHHbIE MPECTYNNEHUS;
— KnbepnpecTynneHns, cBA3aHHble CO BTOPXXEHNEM B NINYHYIO XNU3Hb;
— coumnanbHble U NOMMTUYECKN MOTUBMPOBAaHHbIE KWGepnpecTynneHus.

CyuiecTByeT MHOXeCTBO CMOCOBOB M CXEM, C MOMOLLbIO KOTOPbIX MOLUEHHMKM Mony4aloT AOCTyn K
nepcoHanbHbIM AaHHBIM NOfb30BaTeNs, TAKUMU Kak Naponu, AaHHble 6aHKOBCKUX KapT M MHOroe Apyroe.
Hanbonee 4acTo BcTpevalowmnMmcs SBnsoTCS:

— PULLNHT;
— KapOuHr;
— “Hurepuinckmne” Nncbma;
— KnbepBbIMOraTesnbCTBO;

— B3/10M aKKayHTOB COLMarnbHbIX CETEN.

PaccmoTpum kaxabii B4, MOLEHHMYECTBa nogpobHee.

PUWKMHT — BWA  VMHTEPHET-MOLIEHHUYeCTBa, KOTOPbIA  3akn4vaeTca B “BblyXuBaHun’
KOH(MAEHUManbHbIX AaHHbIX ¥ nonb3oBatens. Cneumdpukon JaHHOro MeToja SBNAeTCHa To, YTO XepTea
MOLLEHHMYECTBA NPeAOCTaBnsieT CBOWM [aHHble [OOPOBONbHO. [Ons 3TOro MpPecTynHWKU MCNONb3yHT
chneumanbHble (PULIMHIOBLIE CalTbl, email-pacchinky, HaLeneHHy peknamy. Kak npaBumo, MOLLIEHHUKN
MacCKMpYKOTCS NoA U3BECTHbIE KOMMaHWUKW, coLmanbHble CETU UMU CEPBUCHI SNEKTPOHHOW MOYThI.

Mpumepamu pUIMHra MoryT BbITb:

— paccblifnka nogaernbHbIX COObLLEHN ¢ NPOCLOON NOATBEPAMTL JTIOMVH MW Naponb;

— (OULLIMHIOBbIE CXEMbI NPY NPOBEAEHNN UHTEPHET-ayKLIMOHOB, MPY 3TOM TOBapbl BLICTABNAOTCA Ha
npoAaxy Ha neranbHOM canTe, OAHaKO CpeAcTBa NepeyncnarnTca Yepes nogaernbHoeli web-y3en;

— OUKTUBHBIE BnaroTBOpUTENbHBbIE OpraHu3aumm, obpaliarwmecs ¢ NPocbbon 0 NoXepTBOBAHMM
AEHEXHbIX cpeAcTB Ha cnaceHve 6onbHoro pebéxka nnm BeiMMparoLLero Buaa XMBOTHOTO;

— co3faHve ULLIMHIOBBLIX MHTEPHET-MarasuHoB, rae ToBapbl NPOAAKTCS NO OYEHb HU3KUM LeHam
nmbo c 6onblWMMK CKMAKaMW, YTO MpUBMEKaeT noceTuTenen, U OHW NPedoCTaBNsAT AaHHbIE CBOMX
©aHKOBCKMIN KapT HE NOO03PEBast, YTO CTAHOBATCS XXepTBaMu MoLleHHMYecTBa[3].

11



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

CamMbIM M3BECTHBIM CIlydaeM, Korga 3HaMEHUTBIN YeroBeK CTan XepTBoW duwunHra, ctan B3fnoM
XaKKepamMy MnoYTbl rnaebl M3dbupaTenbHoro wraba npeaBbiGOpHOM koMnaHun Xunapu KnuHtoH [koHa
MopecTbl. 3MOYMBbILLMAEHHWKX NpUCianu eMy NUCbMO, YTO ero Naposib OT NOYTOBOro swmka Google 6bin
B3MTOMaH 1 ero CToUT CMeHUTb. [oNnTKK NepeLLén No ykasaHHOW CCbIfIKe Ha MNOAAENbHbIN CauT U CMEHUN
Tam napornb, U, TakuM obpa3oM, nepegan gaHHble CBOeWN Mo4YThl XxakkepaM. Kak pe3ynbTaT, B MHTEpHET
nonanu COTHU €ro JIMYHbIX NMMCEM, MHOTME M3 KOTOPbIX OKa3anMcb KoMnpomeTupyowmumu. M3-3a gaHHoro
WHUnaeHTa penTuHr KnvHToH ynan, n oHa npourpana Bblibopbl JoHaneay Tpamny.

KapouHr — cdpepa kmbepnpecTynHOCTW, KOTOpasi HanpsMyl B3aMMOOENCTBYeT C AeHbramu
0ObIYHbIX 3aKOHOMOCNYLUHbIX rpaxaaH. Mpu gaHHOM Buae MOLLUEHHMYeCTBa MpoOM3BOAUTCS onepauus C
MCNONb30BaHMEM NNATEXHOM KapTbl, HE MHULMNPOBaAHHasA e€ aepxatenem[4]. Kpaxa aeHexHbIx cpeacTts
— OfHa M3 cambIX CTpaLLHbIX onacHocTen Ansa nboro YyenoBeka, HO eCTb PaKTOPbI, NU3-3a KOTOPbIX Ha
chepy kapauHra ctont obpalatbe 0coboe BHUMaHue.

B ocHOBHOM “kapaepbl” OCYLLECTBNSAOT CBOK AeATeNnbHOCTb Ha TeppuTopumn CLUA nnmn EBponkl. 3To
06yCMnoOBNEHO TEM, YTO YrofIOBHbIE CPOKM 3a Takme npecTynneHms B Amepuke unm EBpone HaxogsTcsa B
npegenax 2-5 neT TIOPEMHOro 3aknyeHusl, B TO BpeMs kak B cTpaHax CHI™ aToT cpok MoXeT 4oxoauTb U1
0O OecATn neT 3aknoyeHus. Takke paboTa C pyCcCKOSA3bIYHBIMM CHETAMU COMpsKeHa C MHOXeCTBaMu
npobnem, BeAb AaHHbIE CUCTEMbI 3aLLUTbLI CUMbHO onepexatoT 3anagHble. OgHako He CTOUT OTMeTaThb 3Ty
yrposy, Befib X0Tb A1 60MNbLUMHCTBA Kap4epoB NpucyLla paboTa He B HaLLen CTpaHe, HEKOTOPbIe BCE Taku
npogomkatT pabotatb B CHI. A ecnu peyub naét o 6onee Menknx NpectynHukax, TO U NoAaBHO, BeAb
BHMMaHWsI K CBOEW MNEPCOHE OHWM NPUBIIEKAOT KyAa MEHbLUE.

Kapgepbl MCnonb3yoT psg METOO0B AN KpaXKM NNaTEXHbIX CPeacTB:

ULIMHT, KaK M ONUCbIBAnocb paHee, CO34aETca NoaaenbHblA CaniT, Ha KOTOPOM MONb30BaTelb
OOIMKEH BBECTU CBOW MMNATEXHbIE JAHHbIE;

B3noM 6a3 JaHHbIX MEenKUx MnpeanpusaTvui, HanpyMMep Maras3vHOB, cepBepa KOTOPbIX MSI0X0
3allMLieHbl, @ WHOrga M caMOBOflbHasi npodaxa OaHKOBCKMX [OaHHbIX CaMOW KOMMaHuewh wnum eé
COTpYOHUKaMU;

lMocne nony4yeHns AaHHbIX KapTbl, 3NMOYMbILLSIEHHUKM MO0 NPOCTO CHUMAIOT C HEé BCe cOepexeHus,
nnbo e NpoJatoT KapTy Ha crneumanbHbIX Mara3uHax, Ha3blBaeMbiX “kapaep-Lonamm’”.,

Ho onacHocTb KapaMHra COCTOMUT €LLE U B TOM, YTO OObIYHbIV MOMb30BaTeb MOXET ObiTb MPUBNEYEH
K YrOfTOBHOM OTBETCTBEHHOCTU. Tak OT Kap4epoB BaM MOXET NPUIATU coobLLeHune, rae byaeT npegnaratbcs
C NMOMOLLIbHO HEKOTOPOrO CepBMca onnavmMBaTh TakCu UM 3aKkasbiBaTb €4y N0 O4YEHb BbIFOAHOW LeHE, HY>KHO
nnWb COPOCUTL AenbLY YKa3aHHY CYMMY U NOMb30BaTbLCS YCnyramu TakCu Unm JOCTaBKM Yepes AaHHbIN
cepBuc. BbInonHuB TakMe AencTBuUs, Bbl BMOMHE MOXETE NONyyYnTb NOBECTKY B CyA MO YrONOBHOW CTaTbe
B pONN COyYaCTHUKA, BeOb OEHbIM, KOTOPbIE Bbl BbICNANN MOLLUEHHMKAM ObIfM NONOXEHbI HA YKPaAEHHYHO
KapTy M1 UMEHHO C Heé onnaymBanucb Bce cdeTa JaHHoro cepsuca. MNMogobHbie cxembl BO3MOXHbI U Mpu
onnarte nepenértos, TYpOB N APYrMX JOPOrOCTOALLMX YCHYT.

“Hurepunckme” nucbma — BN MOLLEHHNYECTBA, OCHOBAHHbLIN HA MAaCCOBOWN PacChIfike 9NEKTPOHHbIX
nucem. CBOE Ha3BaHME MNMCbMa MNOMYYMIM M3-3a TOrO, YTO AAHHBLIA BWUA MOLLUEHHMYECTBA MOSYYUI
HanbornbLlee pacnpocTpaHeHue B Hurepuu, npuyém eLLé [o pacnpocTpaHeHus MHTepHeTa, Korga nucbma
pacnpocTpaHanuck no obblyHor noyte. OgHaKo Takoro poda NUcbMa MOoryT NPUXOANUTb U N3 OPYTUX CTPaH,
HO BCE Xe B OCHOBHOM 13 cTpaH Adpuiku, Hanpumep, AHronbl, Toro, Mlambum, Comanu n gpyrux.

Cxema nogo6bHOro poga MOLLEHHUYECTBA 3aKoyaeTcs B cnegyoLem:

B ceTu paccbinaetcs ThiCA4YN SNEKTPOHHBIX MUCEM C Pa3HOro poga NPeasIoKEHNAMM U yCnyramu.

B cnyyae, ecnu MOLLEHHMKM MOMy4YaloT OT agpecarta OTBETHOE MUCbMO, BbipaXkatoLlee HEKOTOPYHO
3aUHTEPECOBAHHOCTb, MPECTYMHUKM BCTYNawT B Auanor ¢ agpecatoM, MNbiTasiCb MOMy4YMTb OT Hero
HeobxoaMMble JaHHbIE: cYeTa, Maponu, HENOCPEACTBEHHO AEHLIN 1 TOMY Nogo6Hoe.

Mepenuncka npogormkaeTcsa 4O TeX Mop, Noka XepTBa He OyaeT cama rotoBa NepeyncnnTb AeHbIM
MOLLIEHHMKaM.

Mocne nepeyvncneHuss geHer BO3MOXHbI [Ba CLiEHapUs pasBUTMS COOLITUA: eCrnv MOLLEHHUKM
NMOHUMAIOT, YTO UX “KNUEHT” 6e3yCcnoBHO BEPUT UM, TO NOA KaKMM-MbOo npeasnioroM coobLiatoT eMy, YTO
NnepeyYncrieHHbIX UM CPeACTB HeOoCcTaTOMHO, M HeobxoauMMo BbicnaTh ewé; nubo e nepenuvcka
MOLLIEHHMKOB C UX XXEPTBOM pe3Ko 0OpbIBAETCSA, a CHET, Ha KOTOPLIN ObINV NepeBefeHbl HyXXHbIE CPeACcTBa
MOMEHTAIbHO 3aKpbiBaeTCS.

B HacTosiiee Bpemsi Hauboree pacnpoCTpaHEHHbIMW SBMASKTCS Creayllme  cueHapuu
MOLLUEHHUYECKNX CXEM:

Agpecaty nocbinaetca nucbMo Oyato Obl OT npeactaBuTensl Mormbliero OYeHb AarbHero
poACTBEeHHMKa XepTBbl. [10 3aBepeHuto agpecaHTa, XepTBe noraraeTcs KpynHoe HacneacTBo, a Ans ero
nepesofa NpocaT y Hero NMbo pacckasaTb BCO MHOpMaLmio 0 ero 6aHKOBCKOM CHETE, MO0 OTNpaBnUTb
HEKOTOPYI CyMMY, YTOObI pa3Mopo3nTb CHET C HACNeaCTBOM.

XKeptBe coobLiaeTca O BbUrpbille B NOTEPE MMM KakoM-HUByAb MpOBOAUMOM PO3bIrpbILLeE.
Hanpumep, agpecaty mMoxeT coobliaTtbCs O BbIMIPAaHHOM HOBOM CMapTdOHe, MOryT [Aaxe BbICbiNaTbhCs
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doTorpadumm BeIMrpaHHOro ToBapa, YTo ewé bonblue NogorpeBaeT MHTEPEC XepTBbl. Ho ans nepecbinku
BbIUrpbIa TpebyeTca Nnbo 3annatute Hanor, NMbo NPon3BECTM ONNaTy NOCLISIKN B TOPOA XEPTBbI.

Beicbinatotcss nuceMa 06 O4YeHb BbIFOAHOW BakaHCMM raoe-Hubyaob 3a pybexom, HO  Ansg
TPYLOYCTPOWNCTBa NepBoHavYanbHO HeobxoanMO onnaTuTb CHETa 3a BU3Y, Pa3peLLeHnNst Ha NPOXUBaHNE n
pabory.

B couunanbeHbIx ceTsix MOryT NPpUXOAMTb NMMCbMa, rae Akobbl adpukaHcKas AeBYyLUKa UK NapeHb, B
3aBMCUMOCTM OT Mona XepTBbl, KOTOpas NpeacTaBnAeTCcs NPUHLECCOW HebOomnbLOoro rocyaapcTsa vnm
HacnegHuuen KpynHoro coctosHua. OHa coobuiaeT, 4YTO HaxoauTcs B narepe GexeHueB B Opyrom
adpuKaHCKON CTpaHe, U3-3a Toro, YTo Ha e€ poauHe npousoLlen nepeBopoT. [lesylika npeanaraeT Ha Hewn
XEHUTbCA N yHacneaoBaTb BCE €€ COCTOSAHME, HO ANS 3TOr0 €M HyXHbl AeHbrM, YTobbl BEPHYTLCS Ha
poauHy, Koraa obcTaHoBKa B CTpaHe ctabunuaupyeTcs.

CTouT OTMETUTb, YTO HEKOTOpble MOMb30BaTENMW, MOHMMAas, YTO UX XOTAT OOMaHyTb, OTBe4valoT
MOLLEHHMKaM M3 MoOONbITCTBA, WMHTEPECYSACb, Y4TO MM MOFYT NPEeanoXuTb M Kak OyayT nbiTaTbes
obmaHbIBaTb. OgHako, aToro genartb He cTouT. [pUYnHON 3TOro ABASIETCH TO, YTO KOrga agpecart oTBevyaeT
Ha Takoe cooblleHne, TO aBTOMaTU4eckum 3aHocuT cebsd B 6a3dy OaHHbIX MOLLUEHHWMKOB. OTO MOXET
06epHyTbCHA, Kak MUHMMYM, 3aCOPEHHOW MOYTOM, @, Kak MakCUMyM, Ha KOMMbIOTEP XEPTBbl MOXET
BbICNaTbCA OMacHbI BUPYC, MOCME Yero He COCTaBWUT TpyAda MOMyyYnTb OOCTYN K JIMYHBIM OaHHBbIM
nonb3oBaTtens[5].

KnubepBbiMOratensCTBO — BbIMOratenbsCTBO C WUCMOMb30BaHMEM MHTepHeTa. Kak npaswno, npwu
TakoMm cnocobe BbIMOraTenbCTBa NONb3oBaTeNb nornyyvaeT cooblieHue, B KOTOPOM FOBOPUTCH, YTO
3MOYMBILUNIEHHUKN MOMYYUITM FIMYHYIO MHCPOPMALINIO N YIPOXKaIOT BbINIOXUTE €€ B OTKPLITLIN JOCTY.

Xakkepbl MOryT NPOBOANTb KMOepaTakm Ha pasnuyHblie CEPBEPbI U KOMMNaHUK, NPU 3TOM YCNOBUEM
HepasrnaweHnsa ykpageHHoOW MU MHpopMaunm SBNAETCA NepeBon OEHEXHbIX CPEACTB Ha yKa3aHHbIV
CYET.

KnbepBbIMOraTenbCTBO CBA3aHO C HanM4MeM MpsMbIX UM KOCBEHHbIX YrpO3 BTOPXEHUS B JINYHYHO
XW3Hb, KpaXu NUYHbIX OaHHbIX, KOTOpble MOrYT CoAepXaTb MHOPMauuio O Mepenucke B coumnarnbHbIX
CETSAX, FONOCOBbIX COOBLLEHUIA, AAHHBIX UCMOMNb3YEeMbIX NMPUMOXEHUI, UCTOPUIO Bpay3epa M NMOMCKOBbIX
3anpocoB, a Takke yaanéHHbIN JoCTyn K pabovyeMy CTOmy NepcoHanbHOro KOMMboTepPa U MHOroe Apyroe.
Bce atn genctemsa cnocobHbl HAHECTW CYLLIECTBEHHbIV MOparbHbI Bpea NOTEHUMansHON XepTae.

B cnyyae ¢ Hecornacuem  BbIOBUHYTbIX  TpebOBaHWMA,  3MOYMBILUNIEHHUKA  YrPOXaKT
pacnpocTpaHeHMeM MWYHbIX oTorpacmin  ANCKPEAUTUPYIOLLEro Xapaktepa W Opyrux AaHHbIX,
OTHOCSILLIMXCA K YaCTHOM XM3HU, YTO MOXET MPMBECTU K paspyLlEHUIO MNpaB YesioBEKa, HapYLUEHUHO
OENOBOM penyTaunn, a Takke NpMBECTM K SMOLIMOHANbHOMY CTPECCY U ApYrM BUAAM MOparbHOro Bpeaa.

MpecTynHMKN MCNOMb3YT P PasfuyHbIX CXEM U MporpamMm C LEenbio BbIMOraTenbCTBa. Takke
3M0YMBILLIIEHHUKM MOTYT UCMOMb30BaTh WNPOBAHME AAHHbIX C LIENbIO BbIMOraTenbCTBa AEeHer 3a Bblaayvy
Krnoyen pacwmngpoBkn. Bupychl, 3anyuieHHble BbiMOraTenem, WW@PYOT OaHHbIE Ha KOMMbOTEpE
nonb3oBaTens, U3-3a Yero 3T AaHHble NepecTarT ObiTb AOCTYMHBIMWU AMA MONb30oBaTens, U TpebyoT
BbIKYM 3@ BO3MOXHOCTb BOCCT@HOBMUTb AOCTYM K HUM. [IPOHMKHYB B KOPNOpPaTUBHYK CETb, BbiMOratenu
CcnocobHbl BrokMpoBaTh cpa3dy OOMbLUOE KONMYECTBO KOMMbBIOTEPOB MOMb30BaTENEN OAHHON KOMMAaHWUW.
Mpu oTkasze oT ynnaThl Bbikyna, 3allM(pPOBaHHbIE [aHHbIE MOryT OCTaTbCA HEOOCTYMHbIMK Anist
noctpajasLuero Hascerga[6].

B3anom couunanbHbIX ceTen U [JanbHenwee BbIMOraTenbCTBO [AeHer — OAVMH U3 caMblX
pacnpoCcTpaHeHHbIX M YacTO BCTpeYatoLLMXca cnocob0B MOLLEHHUYeCTBa. Takast NonynapHOCTb AAaHHOIo
MEeTOo[a BbITEKAET U3 HEHAOEXHOCTMN BGONBbLUMHCTBA COLMArbHbIX CETEN — UX OYEHb Nerko Banomarb. Mpu
3TOM, Heobsa3aTensHO ObITb cneunanucTtoM B 06nactu MHMOPMaUMOHHbBIX TexHonormn. Ha npoctopax
WHTEPHETAa eCTb Ky4ya MHdOopMaLuK, Kak B3fIoOMaTb Ty UMK MHYKO COLMArbHYIO CETb, MOSTOMY CMPaBUTLCS
C 9TOM 3ajavell MOXeT [faxe abCONMIOTHO HEMOArOTOBIEHHbLIA YENOBEK, HUKaK He CBA3aHHbIA C
XaKepCTBOM.

Bonaa B 4yXOM akkayHT, 3MOYMbILUMEHHUK ANs pasHbiX Lenen, Hanpumep, Kpaxa IU4HOMn
WHdopmaunM, Nepenucok W panbHEeMWwun waHTax xeptebl. OgHako Haubonee nonynspHbIM
NpecTynneHneM sABNsieTCs pacchbiika “apy3bsm” nonb3oBaTensi coobLLeHU ¢ NpocbOon o gonre.

3MnoyMbILLINEHHUK, 3aAA B YY>KOW NPounb, NUWET OPY3bsiM XKePTBbI, SKOObl Y HEMO0 3aKOHYMITUCH
OEHbIMN, U NMPOCUT OAOIMKUTb HEKOTOPOK CYMMY AEHEXHbIX CpeacTB O OnpefeneHHoro cpoka. Ecnm
XepTBa cornawaeTcssi NoMoYb, TO MOLUEHHMK IMBO NpOCUT MpPefoCTaBUTh [aHHble OaHKOBCKUX
PEKBM3UTOB, NMOO MpUCbINAeT HOMEpP CYETa, Ha KOTOPbIN HY)XHO MepeBecTU HeoOXOOUMYH AEHEXHYH
CymMMmy.

lMpy nonb3oBaHUM HOBEWWUMU WH(POPMALMOHHBIMU TEXHOMOMUSIMU HeOoOXOAMMO OCO3HaBaTb
PUCKM, KOTOpble MOIyT BO3HMKaTb MNpW WX 3Kkcnnyatauuun. [lpexage Bcero 3TO yrposa  yTeuyku
KOH(MAEHUManNbHbIX AaHHbIX, @ Takke 3apaxeHue YCTPOWCTBa BPEeAOHOCHbIMW mnporpammamu. Yaiue
BCEro 370 NPOUCXOAUT U3-3a YCTAaHOBKW Ha YCTPOWCTBO BPEOOHOCHOro nporpammHoro obecneyeHus,
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ueneHanpasneHHbIX OEWCTBUN 3MOYMBbILMEHHNKA WM HEOCTOPOXHOCTM U HecobmaeHun npasun
©e30nacHOCTU NMUYHBIX AAHHbIX.

B Hawwm gHn niogy 4acTo XpaHAT BCHO CBO JIUYHYIO MHAOPMaLMIO Ha KOMMbloTepax u TernedoHax.
Ecnu nonb3oBaTene ycraHaBnvBaeT Ha CBOE YCTPOMCTBO BpedoHocHoe [10, aTo MOXeT npuBecTu K
OGLUMPHOW yTeYke AaHHbIX 1 MHOTMM APYrMM NOCNeacTBMSAM, Hanpumep, Kpaxke NepcoHarnbHblX AaHHbIX.

Kpaxa nepcoHanbHbIX JaHHbIX 3a4acTylo NPOUCXOAUT C Uenbio AanbHenwen nogMeHbl IMYHOCTH
UINK Xe Kpaxn bmHaHCOBOW NYHOCTU. [Mpy AaHHOM BMAE KPaXmn NPEeCTYMHUK BbIAAET YyXKYH0 NMUYHOCTb 3a
CBOI B (PMHAHCOBBIX LensaxX. OT0 MOXeT ObITb B3ATUE KpeanTa Ha YyxKoe UMS, OCYLLEeCTBNEHNE MOKYNOK B
WHTEpPHET-MarasnHax Wnu >xe nonyyeHne mHdopMaumm O MEOULUHCKOM U (DUHAHCOBOM MOMOXEHUU
XepTBbl.

Opyron hopMori BTOPXKEHNSA B MUYHYHO XMU3Hb C NMOMOLLBI MHDOPMALMOHHBIX TEXHOMOrMA MOXeT
cTtatb WnuoHax. LLUnuoHax MOXeT MposiBNATLCA NO-pasHOMY: OT B3fioMa YCTPOWCTB Monb3oBaTens u
NPOYTEHNIO €ro FMYHbIX AaHHbIX W MEepernucok, BMMOTb A0 MOSTHOLEHHOW CIEXKM W HerneranbHOro
OTCNEXNBaHUA BCEW XU3HW XEPTBbI.

MpecTynHWKN NCNOMb3YIT Pa3nNnyHble METOAbl XULEHNS AaHHbIX, Hanbonee nonynspHele MeToabl
npeacTaBneHbl HUXe:

OTcnexuBaHvne HaxaTusi knasuLl. 3a OTCNeXnBaHWe 0TBEYAIOT creunanbHble NporpamMmmbl, KOTopble
ONpefensoT, KakMe KoMOWHaLMu KnaeBull MONb3oBaTeNlb WUCMOMb3yeT 4aule Bcero. [aHHbii cnocob
00bIYHO UCnonb3yeTcsa AN BbiABNEHNSI naponien ot 6aHKOBCKNX CHETOB U OPYrMX CEPBUCOB.

Mop6op naponen. Ecnu npectynHukam n3BeCTHa HEKOTOpPad NMyHas nHopmaLms o nonb3oBaTene,
Hanpumep ums, hammnus, rog poxaeHus n Tomy nogobHoe, ToO OHM MOTYT NONbITaTbCA NO40OpaTh Naposb
NUCX0As M3 3TUX 3HAHWUWA, MCMOMNb3ys pa3Hble KOMOMHALMK TakMX AaHHbIX B kavyecTBe napons. [aHHbIn
cnocob AsnseTcs Hanbonee NPOCTbIM U NErKMM, HO NpY 3TOM cpabaTbiBaeT KpanHe peako, Tak Kak O4eHb
Maroe KONMMYeCcTBO o4ern UCNOoNb3YT NIMYHYI0 MHpopMaUmio B Ka4ecTBe naporns oT vyero-nnbo. Tem He
MeHee, Takue Ioan BCTPevarTCs, U MOLLEHHUKN MOTYT UCMOMb30BaThb 3TOT hakT.

Backdoor nporpammbl — nporpammbl, MNO3BOMSOLWME NPECTYNHUKAM BXOAUTb B CUCTEMY
KOMMblOTEepa Mnonb3oBaTensd Wnu BbIXOAUTb M3 Hee. Takve nporpamMmbl MOMOralT 3MN0YyMbILUNEHHUKaM
yAaneHHoO KOHTPONupoBaTb [OeATeNnbHOCTb MNoNnb3oBaTend, a Takke npocMaTtpuBaTb  NUYHYIO
WHpopmaLumio, B TOM Yncne naponu.

ObmaH ceTu. 3nOyMbIWNEHHMKM MOryT co3gaBaTb fOXHble ceTwn, Hanpumep Wi-Fi.
[MpaBoHapywnTenb MOXeT AaTb CBO XepTBy B 06LLECTBEHHOM MecTe, rae co34acT CeTb C Ha3BaHWeM
aToro mecta. Korga nonb3oBartenb NOOKMIOYUTCH K TAKOW CETU, TO MPECTYMHUK CMOXET OTCMEeXnBaTb €ro
OEeNCTBUA B MHTEPHETe, a TakkKe npocmaTpmBaTh anrbl Ballero ycTponcTea Unn gaxe ycTaHOBUTb Ha
HEero BMPYC UNu Apyryro 3r0BpeaHYIo NporpaMmmy.

Cenyac abcontoTHO Ntobor YenoBeKk MOXET CTaTb XXepTBOW kMbepnpecTyrnHUKOB, XOTS MHOTUM A0
CUX NOP CNOXHO NPeAcTaBUTb, YTO KTO-TO MOXET BCEPbE3 NHTEPECOBATLCH UX NMUYHLIMU AaHHBIMU, KOMY-
TO MOXET ObITb MHTEPECHO M BaXXHO BCE 3HaTb 00 MX NIMYHOCTU U AaXe LUMMOHUTL 3a HUMK. M3-3a aToro
MHOrue nan MOryT He UCnosb3oBaTb BCE Mepbl NPeJOCTOPOXKHOCTU NPU UCMOMNb30BaHUM COBPEMEHHbIX
MHOPMALIMOHHbBIX TEXHONOrMI[7].

HekoTopble TuUnbl KNOEpPNPECTYNNEeHNA HanpaBfieHbl HA U3MEHEHWNs] HACTPOEHUA B MONTUTUYECKON
cpefie Unm HaHeceHue HaMepeHHOro Bpeaa UNu CHWXKEHUs BANSHUSA OTAENbHbIX NMYHOCTEN UK rpynnbl
nogen. lMNMpectynneHns Ha NOYBE HEHABUCTM MO OTHOLUEHUIO K JIMYHOCTM UMK rpynne ngen obblvHO
COBEpLUATCA Ha OCHOBE TreHOepHOW, pacoBOW, PEenUrmo3HOW, HauMOHAaNbHOW MNPUHAOMNEXHOCTU
CeKcyanbHOW OpPUEHTaLM1 1 OPYrux NpU3HaKoB.

Mpumepamn Takmx KmbepnpecTynneHni ABnsTCS JOMOraTenbCTBa U PacChifika OCKOPOUTENbHbIX
COOOLLEHUA, M pacnpoCTpaHeHMe JOXHbIX HOBOCTEW, KacaloWMXCA OnpedeneHHon rpynnbl  nuvu.
AHOHUMHOCTb W TErKOAOCTYNHOCTb MHTEPHETa Cepbe3HO 3aTpyaHslT GopbOy C npecTynneHnsiMM Ha
noyse HEHaBUCTMU.

pynnMpoBKM 3KCTPEMUCTCKON U TEPPOPUCTUYECKON HaMpaBfeHHOCTU BCe Yalle MWCMOoMnb3ylT
KnOepnpocTpaHCTBO ANs 3anyrMBaHus, pacnpocTpaHeHUs nponaraHabl U UHOTAa HaHeceHuss Bpega IT-
WH(ppacTpyKkTypam.

3ayacTylo oObekTamMu Takux KnOepnpecTynneHuid MOryT cTaTb KpyrHble KoprnopauuuM WUnu paxe
uenble rocygapcraa.

MpMMepoM aTaknM Ha KPYMHyK KOpnopauuio MOXEeT CTaTb B3NIOM OAHOW M3 caMou MOonynsipHOW
coumnanbHoun cetn mmnpa Facebook B 2020 rogy. B pesynbTaTte xakepCckon aTtaku, B CeTb YTEKNU AaHHble
bornee yem 260 munnuoHoB nonb3oBatenen. locne Takux ytevek cyn 06s3anm KOMMaHUMKU BbINAATUTb
wTpad B pasmepe 5 munnunapgos A0SNapoB, YTO ABAAETCS KpYNHENWMM WTpadooM 3a YTEeYKM JaHHbIX B
ucropun.

Ecnu roBoputb 0 NpecTynneHnsx B OTHOLLEHUN LLeNoro rocyaapcTaa, To NpuMepom SBNAETCH B31IOM
W nonydyeHue poctyna k 269 [6 cekpeTHbIX AaHHbIX MPaBOOXPaHWUTErMbHbLIX OpPraHoB W cneucnyxob
CoeanHeHHbIX LLTaToB AMEpuky rpynnmupoBkor xakepos Anonymous. Cpeaun 3Tux AaHHbIX COAepKanucb
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BUOEOPONNKM, 3rEKTPOHHbIE MUCbMa, AOKYMEHThLI N0 NNaHNPOoBaHWMIO U pa3Beake 3a nocreaHve 5 net. Ms-
3a npowusoLleallero B CTpaHe paspasunics rpoMkun ckangan. Penytauma snactu CLUA u, B 4acTHoCTH,
aMepurKaHCKMX cneucny6 cunbHO nowaTHynacb[8].

Ctout oTMeTUTb, YTO Nobasa pasmeLléHHas nonb3oBaTenem MHOPMaUns B MHTEPHETE SBMNSETCH
nybnnYHbBIM BbICKa3biBaHWEM, Aaxe ecnu uHdopmaums, pasMelléHHasa Monb3oBaTerniemM, He sIBNseTcs
NonynspHoOn U €€ NoYTU HUKTO He npocmartpueaeT. U npu nonb3oBaHnM MHTEPHETOM 00si3aTENbHO CTOUT
3HaTb M PYKOBOACTBOBATbLCHA NMpaBmunamMu 1 3akoHamMmm CTpaHbl, B KOTOPOM NONb30BaTeNb NPOXUBAET.

Hanbonee yacto BCTpeyaembiM NpaBOHapyLUEHUEM B MHTEPHaTe ABMSETCS NonynspusnpoBaHue
3anpeLleHHon nHpopmaumn. MNpu aTom He obA3aTenbHO pasmeLLaTb MHPOPMaLMIO O YEM-TO Haubornee
pagukanoHoM. YenoBeka MOryT npusnevb K agMUHUCTPATUBHOM OTBETCTBEHHOCTM M 3a OaHanbHble
“CMeLUHble KapTUHKN”. BaXKHO, YTO NONb3oBaTEeNlb MOXET U He ObITb aBTOPOM AAHHOW CTaTbW B MHTEPHETE,
OOCTaTOYHO MPOCTO “OLEHUTH” OAaHHYH CTaTbl0 UMM OCTaBUTb CBOW KOMMEHTapumn nopg 3anpeLeHHbIM
MaTepuanom. Takke HeobXoaANMO y4nTbIBaTh, YTO CYLLECTBYET NOHATUE KaK ANsLLeecs MpaBoHapyLleHne,
TO eCTb ECNN NONb30BaTENb PacnpocTpaHaAs Nobor 3anpeLlLEHHbIA MaTepuan MHOro NneT Hasag, HO OH 40
CUX NOp OOCTYMEH B CETU, TO TaKoW Nonb3oBaTeNb BCE paBHO cuMTaeTcsa npasoHapywmTtenem. Npu sTom
yOoaneHue paHee pa3MeLLEeHHOrO KOHTEHTa He Bcerga noMmoraeT, BeAb Npu gansHenwem pasbupatenscree
NpaBOOXPaHUTENM MOTyT PYKOBOACTBOBATbLCA OObIYMHBIMM CKPUHLLIOTaMW. Tak 4YTO €OUHCTBEHHbIM
cnocobom ObiTb 3aLMLLEHHBIM OT [AHHOTO MNPaBOHAPYLUEHMS — 3TO XOPOLWIO 3HaTb, Kakne TeMmbl
HaxogATCsa No4 3anpeTom U No BO3MOXHOCTM X U3beraTb.

[anee nepeudncrneHbl TeMbl, 3a pacnpocTpaHeHWe KOTOPbIX MNpeayCMOTpeHa YroroBHas W
aAMWHUCTpaTMBHAs OTBETCTBEHHOCTb, COMNTacHO YrorioBHOMY Koaekcy Pecnybnuku benapyce:

— YMbILWIIEHHbIE  OEWUCTBUS, HanpaBrieHHble Ha BO30yXOeHWe pacoBOW, HauMOHarbHOWM,
pennrmo3Hon nubo MHOW couManbHOM Bpaxdbl MU PO3HU MO MPU3HAKy PacoBOW, HauWOHarbHOMN,
PEnNMrMo3HON, A3bIKOBOW MM MHOW COLManbHOM NPUHALIEXHOCTHY;

— NyGnUYHbIE NPU3bIBbLI K OPraHn3auum unm NpoBeAeHN0 HE3aKOHHbIX COBPaHUsl, MUTUHIa, YNIMYHOTO
LIeCTBMS, AEMOHCTpaumMm nnbo NUKETMPOBaHMS, MO0 NpuBReYeHne Nyl K y4acTuo B TaKMX MacCOBbIX
MEPONPUATUSAX;

— nybnunyHble Npu3sbiBbl K 3axBaTy rocyaAapCTBEHHOW BRacTu, UMM HaCUNbCTBEHHOMY WU3MEHEHUIO
KOHCTUTYUMOHHOrO cTposi Pecnybnukn benapycb, Mnu mameHe rocyaapcTBy, UMM COBEPLUEHMIO aKTa
Teppopusma WuWnNu OuBEPCUN, UMW  OCYLLECTBMEHMIO [OEeWCTBWUA, HanpaBfeHHbIX Ha HapylleHue
TeppuTopuManbHOW LenocTHoctu Pecnybnukn bBenapycb, WM  COBEPLUEHUIO WHbIX  OEWCTBUN,
HanpaBreHHbIX Ha NPUYMHEHNE Bpeaa HaumoHanbHon 6e3onacHocTu Pecnybnuvku Benapyck, B Tom uucne
Ha MPYMEHEHWE Mep OrpaHUYMTENBHOrO XapakTepa (CaHKuMi) B OoTHOweHun Pecnybnukmu Benapychb,
dmsmdeckux u topuamdeckux nuy Pecnybnukn Benapycb, nubo pacnpocTpaHeHue matepuanos,
coepKallmx Takme npu3biBbl, NPU OTCYTCTBUM NPU3HAKOB Bonee TSXKKOro NPecTynneHus;

— YMBILUIEHHOE YHWKEHUE YEeCTU U OOCTOMHCTBA JIMYHOCTU, BblPaXEHHOE B HEMPUINYHON opme
(ockopbneHue), B nyGrnmM4YHOM BbICTyNfAeHUn, nMbo B neyatHOM MAM MyBAMYHO AEMOHCTpUpyoLWeMcs
npoussefeHunn, Nnbo B cpeactBax MaccoBon nHdopmaumm, nubo B MHpopmauum, pacnpocTpaHeHHON B
rnobanbHOM KOMMbIOTEPHOW CeTU VIHTEPHET, MHOW CETU 3NEKTPOCBSA3N 0OLLEro Nonb3oBaHUs;

— nponaraHga unu nyénMyHoe 4EMOHCTPUPOBAHWE, B TOM YMCIE C MCNONb30BaHNEM rnobansHom
KOMMblOTEPHON ceTn NHTepHeT nubo MHOW MH(OPMAaLNOHHOW CeTW, M3roTOBMNEHME, pacnpocTpaHeHne
HaLUCTCKON CUMBOJSMKU UNN aTpUOYTUKK, @ PaBHO XpaHeHUEe unum npuobpeTeHne Takoh CUMBOSUKM UIK
aTpnbyTmkn[9].

OpyrMm npaBoOHapyLLEHNEM CO CTOPOHbLI OOLIYHOIO NOSIb30BaTENS MOXET CTaTb CMaM — paccbifika
nnucem 6e3 cornacus nony4varens. KoHeyHo, yalle BCero cnam — 37O AeNo MOLIEHHMKOB, KOTOPbIE MOTyT
npeanaratb 0ObIYHbIM NONBb30BATENSAM Pa3NNYHbIE MAaXUHALMOHHBIE CXEMbI UITW NPEOSIOXKEHUS BbIFOAHOM
MOKYMkn nnn 3apaboTka, 0gHAKoO cnam MOryT pacrnpoCTPaHATb U OObIYHbIE NOAW, HE BUOSALLME HUYEro
NPOTUBO3aKOHHOIO B CBOMX AeCTBUSIX. Hanprumep, ecnu 4yenoBek ycTpournca paboTHUKOM B Kakyt-HUOyab
opraHusaumio, 1 nocpeacTBOM MacCOBOW PacChIfiKM peknambl CBOMM OPY3bsiM U 3HAKOMbIM O JaHHOM
opraHusaumm nbiTaeTcsa NOBLICUTb €€ Y3HABAaEMOCTb Ha PbIHKE, TO ero AENCTBUSA Takke OyayT cunTaTtbes
HENermMTUMHbLIMU U MOTYT ObiTb OCYXAEHbl B COOTBETCTBUMU C 3aKOHOLOTENBLCTBOM MYTEM HaNOXeHUs
OeHexHoro wrpada.

OyeHb YacTbiM MpaBOHAPYLUEHMEM C UCMOSNb30BAHMEM WHM(OPMALMOHHBLIX TEXHOMOMMIA ABMSIETCA
HapylLleHe aBTOPCKUX npaB. B Hawe Bpems nobon 4enoBek eXeOgHEBHO CTaslkMBaeTCa ¢ 00beKkTamu
aBTOPCKOro npaea. ATo MOXeT BbITb NPOCAYyLIMBaHUE My3bIKWA, MPOCMOTP unbMoB 1 choTorpadouin, Nonck
W cKaumBaHue paiinioB B MHTEpPHETE. B Takmx yCrnoBUSIX OYEHb CIOXHO He mnepeceyb Ty IpaHb, rae
NCMNOMb30BaHNE YyXNX 0O bEKTOB COBCTBEHHOCTUN CTAHOBUTCS MPECTYNIEHNEM.

HapylleHne aBTOpCKMX npaB — 3TO WUCMNOMNb30OBaHWE, KOMUPOBaHWE, PacrnpoCTpaHEeHWe YyXoro
npovsseneHus, nmbo HecobnAEHMSA YCNOBUIM AOroBopa no UCMNonb30BaHM0 4aHHOro 06bekTa. Mpuyém
Jaxe Takas Menoub, Kak urparoLas Ha )oHe My3blka B carloHe KpacoTbl UMM pecTopaHe MOXET CTaTb
HapylleHMeM, B criydyae ee ucnonb3oBaHusa 6e3 cornacus npasoobnagartens. [lonb3oBaTtens MOXeT

15



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

UCNomnb30BaTh YyXrne MaTepuvarnbl N1Lb NOCre Nosy4eHns NCKITFYMTENBHOMO NpaBsa Ha Npov3BeaeHue —
npaBo UCMONb30BaTh YyXXne nponsseaeHus B ntobor popme. MNpu aToM HeobxoanMmMo YETKO 0OroBapmBaThb
C aBTOPOM Ha3HayeHue WUCMnornb3oBaHus. Hanpumep, ecnv GbINo nomny4yeHo paspelleHue nybnvkoBaTb
OoTO B MHTEpHETe, Mofb3oBaTeNb HE MOXET HaneyataTb ero Ha adwuwe. Ecnu nonb3oBaTtens xo4det
3aKOHHO MCMONb30BaTh YyXne MaTepuarbl, eMy HEOOXOAMMO NMONy4YnUTb pa3peLLeHne y aBTopa 1 ykasaTb
npu 3TOM ero uwms, Tak 6yayt cobniogeHbl U NpaBa Ha UCMNOMNb30BaHNE, U JINYHBIE HEUMYLLECTBEHHbIE
npaea astopa[10].

Kak yxe cTtano NOHSATHO M3 ONUCaHWSA METOAOB MpaBoHapyLUeHUn B o6ractu MHGOPMaLMOHHBIX
TEXHOMOrMI1, AaHHblEe AENCTBUSA MOTYT HECTU CEPbE3HYI0 ONAacHOCTb ANs (PMHAHCOB, KOH(MAEHLMANbHOCTH
nonb3oBatend. Tem o4yeBugHee akT, YTO HEOBXOAUMO 3HaTb CNOCOOLI 3aLuThl OT KnbepnpecTynneHuin
W NX NpegocTepexeHuns.

3awmrta oT duwmHra BkNOYaeTr B cebs cobniogeHne HEeCKONbKMX SfeMeHTapHbIX MpaBun
©e3onacHoOCTH B UHTEPHETE.

HeobxooumMoO MOMHUTB, YTO HW B KOEM Clyvae Henb3sd nepefaBaTb TakMe KOHMAeHUnanbHble
AaHHbIe KaK NWH-kog 6aHKOBCKOM KapThbl, NApOosib SMEKTPOHHOM MOYThI UMM aKKayHTOB B COLMANbHbBIX CETSX.
Hu ©aHK, HM couceTb HMKOrA4a He CTaHyT 3anpallnBaTb Takoro pofa AaHHble MCMOSb3ys SMEKTPOHHYI0
noyTy.

Ecnu nonb3oBaTenk 3al€n Ha 3NOBPEAHbIN CalT, Ha ero KOMMbIOTEP MOXET ObIThb BbICNaH ONaCHbIN
BUpyc. Bupyc — aT0 cneuuwanbHas nporpamma, crnocobHas camonponsBosfibHO NPUCOEANHATLCS K APYTUM
nporpaMmmam npw 3anycke nocrneaHux 1 BbINOMHATb pasfnnyHble HeXxXenaTenbHble AeNCTBIS.

Hanuune Bupyca MOXeT NposiBNATLCS cneayloLwmmMm cnocobamu:

— HEeKoTOpble NporpaMMbl MepecTaroT paboTaTe UnNKu HadMHaT paboTaTb HEKOPPEKTHO;

— Ha 3KpaH BbIBOOATCS NOCTOPOHHME COOBLLEHNS, CUrHanbl U apyrme adpdekThl;

— paboTa KoMMbloTEpPa CYLLLECTBEHHO 3aMefIAeTCs;

— CTPYKTypa HEKOTOpPbIX (hannoB OKasbiBaeTCA MCNOPYEHHON.

Mo cnocoby 3apaxeHuns BUPYChI KrnaccudunumMpyroT Ha creayowue Buapl:

— TPOSIHCKME MpOrpaMMbl, Ha3Ha4YeHMEM KOTOPbIX, MO aHanorum C TPOSHCKUM KOHEM, SBnsieTcs
UMUTaLMS Kakux-NnMbo MonesHbiX MporpaMm, Nocrie akTMBauuMM KOTOpbIX MporpaMma akTUBMpYeTcs U
BbINOSHSAET ONpeAeneHHble HexenaTernbHble JeNCTBUS;

— YTUNUTBI CKPLITOTO aAMUHUCTPUPOBaHMWSA NO UHTepency 1 PyHKLMOHANy BO MHOTOM HanoMuHaoT
CUCTEMbI aAMVHUCTPUPOBAHMSA KOMMNbOTEPa B CETU, NPWU MHCTaNAUMM KOTOPbIX MPOUCXOANT YCTaHOBKA Ha
KOMMbIOTEP CKPbITON CUCTEMBI YAANEeHHOro ynpasneHus;

Intended-BMpyCbl — BMPYCbI, KOTOPbIE HE MOTYT Pa3MHOXaTbCs UMM Pa3MHOXaKTCA TONMbKO OAWH
pas, TO ecTb BUPYCbl, KOTOpblE 3apa3vB Kakon-nnbo cann, yrpaynmBaroT CNnocobOHOCTb K AanbHenwemy
Pa3MHOXEHWIO.

Mo [ecTpyKTUBHBLIM BO3MOXHOCTAM BbIAENAT Takme BUObl BUPYCOB:

— HeomnacHble BUPYCbI, BMUSHNE KOTOPbIX OrpaHWYMBAETCs yMEHbLUEHMEM CBOOOAHON NamsiTu Ha
Avcke, 3ameneHnem paboTbl KOMNbIOTEPA, rPaUYECcKUMKN NNy 3ByKOBbIMK 3dhdekTamu;

— onacHble BUPYChl, KOTOPbIE MOTEHLMANbHO MOTYT MPUBECTU K HApYLLEHNSM B CTPYKType dainos
1 cbosim paboTbl KOMMNbIOTEPA;

— OY€eHb ONacHbIe BMPYChbI, B anropyMTM KOTOPOro crneunanbHO 3anoXeHbl npoueaypbl YHUHTOXEHUS
AaHHbIX M BO3MOXHOCTK 06ecneunBaTb ObICTPLIN N3HOC OBWKYLLUXCSA YacTen MexaHu3mMa KOMMNboTepa.

Ansi 3aWwmTbl OT BUPYCOB PEKOMEHOYEeTCS YCTaHOBWUTb HAa KOMMbIOTEP HAOEXHBLIN aHTUBMPYC —
nporpamMmebl, NPENATCTBYHOLLEN paclpoOCTPaHEHNIO BUpYca Ha KOMMNbIOTEPE NONb3oBaTenNs.

AHTMBUPYCHI pa3gensitoT Ha NATb OCHOBHLIX IPymm:

1 MoHuTopsbl. lMporpaMmbl MOHWUTOPLI pacrorniaraloTcs B OnepaTMBHOW NaMATU KOMMbIOTEpa,
nepexeaTtbiBalOT U coobLWaT nonb3oBaTento 06 obpaleHusXx OnepauuoHHOW CUCTEMBI, KOTOpble
NCMNOMb3YyIOTCH BUpPYCaMu AN pasMHOXEHUs N HaHeceHus yulepba. MNonb3oBaTenb MMeeT BO3MOXHOCTb
paspewunTb U 3anpeTuTb Takne obpalleHns. Takume aHTMBMPYCbl MOMYT BbISBNATb OaXe HEU3BECTHbIe
BMPYCbl HA paHHEN CTagun 3apaxxeHus.

2 [eTekTopbl — nporpammbl, KOTOpble MPOBEPSOT, UMeeTcAa N B annax M Ha puckax
cneundmyeckas AnNs [AHHOMO Bupyca KOMOMHaums 6GawtoB. [pn €€ obHapyXeHuuM BbIBOAUTCSA
COOTBETCTBYIOLLEE COOBLLEHME.

3 [lokTopa — nporpammbl, BOCCTaHaBNMMBAKLLNE 3apaXeHHble hannbl NyTEM yaaneHus u3 Hux Tena
Bupyca. OBbIMHO TakuMe MporpaMMbl paccyuTaHbl Ha KOHKpPETHble BuAbl BUPYCOB. Takve nporpamMmbl
HeobxoaMMO 4acTo OBHOBNATL AMst NONyYEeHNss BEPCUI, CNOCOBOHBLIX OBHaPYKUTb HOBbIE BUObI BUPYCOB.

4 PeBu3opbl aHann3npyloT M3MeHeHUe COCTOSHUS hainsioB, NMPOBEPSIOT COCTOSIHME 3arpy304HOro
CekTopa, a Takke Bpems aTtpubyTbl U Bpems cosgaHust dhannos. [Npu obHapy>XeHUNn HECOOTBETCTBUW,
nonb3oBaTento coobllaeTcs 06 aTom.
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5 BakuuHbl MOAMMULMPYIOT NporpamMmel Tak, YTO 3TO He OTpaXaeTcs Ha nx paboTe, HO BUPYChbI, OT
KOTOPbIX NPOVCXOANT BaKUUHALMSA, CHUTAIO Takme NporpaMMbl yxke 3apakeHHbIMMN.

Tarke Ans 3awuTtbl OT hrmHra Heobxoanmo obpallate BHUMaHWE Ha AN3alnH CalToB, Ha KOTopble
nepexoauT nonb3oBaTtenb. Ecnm oH kaxeTca cTpaHHbIM, HegopaboTaHHbIM, CAENaHHBIM Ha CKOPYIO PYKY,
TO BMOSIHE BO3MOXHO, 4YTO 3TO (DULLNHIOBbLIV CaWT.

Bcerga HyxHo obpaliaTte BHMMaHWE Ha agpecHy CTPOKY B CChINIKE Nepexofa — He3HauyuTenbHoe
U3MEHeHNe B 3MEKTPOHHOM ajpece MOXeT npuBecTM abcomTHO Ha agpyronm camt. Cyuwlectsyet
BO3MOXHOCTb AeLundpoBaTh CCbINKY C NOMOLLbIO CrieumarnbHbIX CEPBUCOB Y MOCMOTPETb, HA Kakon canTt
OHa Befer.

lMpu nocelleHnn CanToB HYXXHO CneamTb, YTOObl BbINO YCTAHOBNEHO 3allMLLIEHHOEe COeAUHEHne
https://. B agpecHon cTpoke gomkeH oTobpaxaTbCa cneumanbHbIi CUMBOM — 3aMOK.

lMucbma ¢ He3HaKOMbIX HOMEpPOB, UMEILLME IKCTPEHHBIN XapakTep AOMKHbl B MEpPBY ovepedb
BbI3bIBaTb NoAo3peHue. lncbmMa, B KOTOPbIX FOBOPUTLCS, YTO aKKayHT NMoNb3oBaTensa B3fioMaH unu obin
NOMyYeH KPYMHbIN BbINMPbILL, MOYTW BCErAa SABMseTCss MOLIEHHNYECKUM.

Ctout ocTeperaTbCsi 3ax0AuTb B OaHKOBCKME aKkkayHTbl Yepe3 TOYKM [OCTyna ObLIEeCTBEHHOro
WHTEpHEeTa, Bedb C MOMOLIbI WX MNPECTYMHUKA MOTYyT YCTaHOBWUTb AOCTYN K JIMYHBbIM OAHHbIM
none3oBaTtens. besonacHee Nonb3oBaTbCA MOOUbHBIM MHTEPHETOM UINU 3aLUULLIEHHBIM COEOUHEHNEM.

He ctout urHopupoBaTb npegynpexneHus ot Opay3epa Wnu coumarnbHOW CETU O Mepexoe Ha
noao3puTenbHbIn cant. Ecnn Bpay3sep coBeTyeT Nonb3oBaTenNto He NEpexoanTb MO SAHHOW CCbIfKe, TO
CTOWT NpUCNyLLATLCS.

YT106bl 06e3onacuTb cebsi OT yTeukn NnaTeXHbIX AaHHbIX NOMb3oBaTernb AOMKEH NpeanpuHATb
cnegywoLine OencTBms:

1 He BBOAMTL AaHHbIe O BAHKOBCKOW KapTe B HEMPOBEPEHHbIX MarasuHax u BoobLe nocrapaTbes
npegocTepeybcst OT NobbIX OHNavH-Nokynok. OcTaBnATe AaHHble 0 PUHAHCOBOW KapTe nyylle nubo Ha
MaKcMMaribHO NPOBEPEHHbIX cepBucax, Nnbo BoobLe Hurge.

2 He nbiTaTbCA CAKOHOMUTb AEHbLIVM TaM, FAe 3TO NOMPOCTy HEBO3MOXHO. KoHeuHo, cutyauus, roe
nonb3oBaTens MOryT MPUBIEYb Kak cCoydacTHMKa no Aaeny ob oTMbIBE “CkapXXeHHbIX” CPpeacTB, XOTb U C
AOBOJIBHO Mario BEPOSITHOCTBIO, HO BCE XK€ MOXET CTaTb pearbHOCTb0. [103ToMy nydlle oTKa3biBaThbCA
OT BbICTPbIX M NPOCTLIX CNOCOBOB CIKOHOMUTB.

3 HeobxoaMMO MNOAKMIOYUTL YCNYry O CHATUM AEHEeXHbIX cpeactB ¢ 6HaHKOBCKOW KapTbl OT
MOBUnbHbIX 6aHKoB. MNMonb3oBaTens 6yaoeT nonyyatb YBEAOMITEHUS O CHATUM AEHEXHbIX NMOCMe Kaxaou
NpOBEeAEHHOW TpaH3akuuMuM B MHTepHeTe. Yem ObicTpee OBHapyXUTCH B3MOM U HECaHKLUOHMPOBAHHOE
CHATWE AeHer, Tem 6onblue ByAeT WaHCOB UX BEPHYTb.

4 Bcerga HyXHO OcTaBaTbCsl 6AUTENbHBIMM U HE MO3BOMATb MaHWKE WM 3MOLUSIM BNUATb Ha
npuHATble peweHuns. Kapaepbl, kak 1 npoyne KuGeprnpecTyrnHUKW, YMerno Mnornb3ylTca ObLeCTBEHHON
naHukon[11].

YTtobbl 06e3onacutb cebss oT Toro, 4Tobbl ObITb OOMaHYTBIMU HUTEPUINCKUMU MUCBMaMM MOXHO
nopekoMeHaoBaTh creaytoLlee:

— He BbICbIfaTb NepCcoHarnbHble aHHbIE UIN KOMUW KaKNX-Nnbo SOKYMEHTOB U HOMepa GaHKOBCKMX
CYeTOB MO 3anpocy opraHn3aumi, B KOTOpbIE NoNb3oBaTeNb He 06paLLancs, unu Ngam, KOTopbiX 40 3TOro
HWKOrga He 3Hanm;

— eCrnn Nonb3oBaTerb ABNSEeTCA Yy4aCTHUKOM MHTEPHET-popyMoB, TO crieqyeTt 3aBecTu Afis 3TOro
OTAENbHYI0 MOYTY C APYrMM Naponem;

— nonb3oBaTbCsA NporpaMMamMu-unbTpamm, KoTopble UNLTPYIOT MHOPMAaLIMIO, MOCTYNAOLLYIO Ha
noyTy nonb3oBaTensi, U Npy MOMYYEHUN HUTEPUINCKUX MUCEM PEKOMEHAYHT Bnagenbly Mo4YTbl Takue
nMcbma yoansito.

CyuiecTtByeT HECKONbKO CnocoboB, YTOObI Nonb3oBaTenb Mor obesonacuTtb cebs OT WndpoBaHUs
Ba)XHbIX AaHHbIX U AanbHEWLLIEro WaHTaxa.

B nepByto oyepenpb, HyKHO BbITb OCTOPOXHBIM C COOOLLEHMAMU, NMPUXOAALUMMW HA MOYTY MU B
coumanbHble ceTu. Yauie BCero TPOSIHCKME BUPYChbl C WIN(pOBanbHbIMU NpOrpaMmmamMy HaxoasaTcs BO
BMOXEHUSIX MUCEM UMM Ha 3apaKeHHbIX cawTax. [103TOMy CTOUT OTHOCMTBCS K KaXOOMYy MWUCbMY OT
HE3HaKOMOTrO UCTOYHMKA KaK K MOTEHLMaNbHO ONacHOMY.

B cBA3M ¢ TeM, YTO ONACHOCTb MOXET HaXO4MTLCA Ha Kakom-nnbo canTe, TO CTOMT OCTeperaTbcs
HE3HaKOMbIX M MOAO3PUTENbHBLIX CaWTOB. Tak, ecnn nocrne knuka Ha 6aHHep NoABNSIETCA COBCEM He TOT
pecypc, KOTOpbIA OXuAarncs, Unu canT BblgaeT NPeanoXeHue 3arpy3uTb YTO-HUOYAb Ha YCTPOMCTBO
nonb3oBaTens, TO ero ¢ 60MbLLION BEPOSITHOCTLIO MbITATCA 3apasnTb.

B npouecce ucnonb3oBaHuUM Kakow-nmbo nporpamMmbl B HEM 4acTO HaxXoAAaTCH YA3BUMOCTMW,
KOTOPbIMM MOMb3YHTCA MOLIEHHMKN. Ho, Kak npaBuno, pa3paboTyMkm CO BpeMeHeMm BbinycKakT
OGHOBIEHNS, B KOTOPbIX CYLUECTBYWOLIME Hemnonagku wucnpasBnswTcd. [loatomy nwogn, KoTopble He
OGHOBISAOT CBOE nporpamMHoOe obecneyeHve unu Apyrve nporpammbl PUCKYIOT Bornblue TeX, KTO 3Tu
nporpaMmbl perynspHo obHOBNsET.
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CTouT ncnonb3oBaTb COBPEMEHHbIE 3aLUUTHBIE NPOrpamMMbl, KOTOpblE CMOCOOHbLI pacno3HaBaTb U
onepatmBHo  GnokupoBaTb  MNPOrpPaMmbl-LLIMAPOBanNbLUMKN.  AHTUBMPYC  aHanusvpyeT  OeWCTBUS
3anyLeHHbIX hannos 1 BroKMpyeT NoNbITKM Wndpa kakon-nmbo nporpamMmmbl.

OfHUM 13 cambIX OEWCTBEHHbIX PELUEHUN ABNSAETCA pe3epBHOE KOMMPOBaHWe AaHHbIX. CtouT
perynsipHo COXpaHsATb BaXHble dpannbl U JOKYMEHTbI B 061a4yHoe xpaHunuule Tuna gucka Google nnm Ha
BHELUHWUIA XECTKMA Anck. CTOUT OTMETUTb, YTO NP KOMUPOBaHMM MHAOPMALUN Ha PE3EPBHbIV KECTKUI
ONCK CTOMT TONbKO Toraa, Koraa nonb3oBaTerb YTO-TO KOMMPYET UMW CHUUTLIBAET C Hero. Ecnu oH okaxeTcs
COeIHEH C KOMMNbIOTEPOM BO BPEMS HanaAeHus1, TO ero Takke 3awmndpytoT. Takke, Npy XpaHeHUN aHHbIX
Ha >KECTKOM [UCKE HYXHO 3allMTUTb €ro HagéXHblM MnaponeM, XenaTtenbHo C [ABYX3dTanHou
ayTeHTudukaumen, 9TO CYLECTBEHHO CHU3UT BEpPOSATHOCTb B3rioMa o6radyHoro  xpaHunuiia
nones3oBatens[12].
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This article discusses various sources of threats and types of crimes in the field of information technology. The main conclusions
are the precautions that can protect the user from the potential dangers of the activities of offenders.

Keywords

Information technologies, cybercrime, phishing, carding, informatization, computer information, virus, criminal code.
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YK 004.056.53
PUCKU BE3OMACHOCTU UHOOPMALIMOHHOWU CUCTEMbI BI'YUP

MamiwowkuH C.U., macucmpaHm ep. 267241

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo3/1eKmpOoHUKU®
2. Munck, Pecnybnuka benapyck

lempoe C.H. — kaHO. mexH. HayK, doueHm

AHHOTaUMA. PaccMOTPEHbI pasnuyHble acnekTbl, CBA3aHHbIE C pUckaMy 6e30MacHOCTY MHPOPMALIMOHHBLIX CUCTEM, UMEIOLLME MECTO B
nHdopmaLmoHHon cucteme BIYUP. Taike npuBeaeHbl BO3MOXHbIE BapyaHTbl CHUXKEHMST PUCKOB MHGOpMaLIMOHHON 6e3onacHocTu, B
YaCTHOCTU pUCka HapyLUeHWst AOCTYNHOCTU ceTeBbIx pecypcos BITYUP.

KnioueBble cnoBa. MHdopmauvoHHas 6es3onacHoCcTb, WHTerpupoBaHHasi WHdopMaunoHHas cuctema BIYWUP, ysizBumocTy,
AOCTYNMHOCTb MHPOPMAaLIMOHHOTO pecypca.

ObecneyeHne nHPOPMaLMOHHON 6e30NacHOCTM MHAPOPMALMOHHOMN CUCTEMbl BKIlovaeT B cebs
KOoMnnekc mep pgna obecneyeHua OecnepebonHoM paboTbl W LLENOCTHOCTM obpabaTbiBaeMon
UHopmaunn.

BesonacHocTb onpeaenseTcsa cnabenwnm 3BeHOM B cucteme 3awumre. MOXHO CTaBuTb pasnnyHble
aHTUBMPYCbI, 3aKPbITb BCE NOPThl HA cepBepe, HO ecnv Npy 3TOM Nofb30Banu cTaBAT naponu Tuna 123456
UK NUWYT X Ha Bymaxkke Ha padodem ctone Ha MK, To pucku BbiTb B3NTOMaHHbLIM O4YEHb BbICOKM. [1oaTOMY
dOKyC BHMMaHMS Bcerga AormkeH ObiTb Ha Hanbornee cnabbix Ha AaHHBIN MOMEHT 3BEHbSX.

OkoHoMMYeckoe 000CHOBaHWe B3nioma. 3a4yeM B3nambIBalOT Kakyo-nnbo cuctemy? [ns nonyyeHus
Hekon Bbirogdbl. M aTa BbIroga MOXeT ObITb HE TONbKO MaTtepuaneHasa. Ecnu B3nom ctouT gellesne aTton
BbIroAdbl, TO Urpa CTOMT cBed. 3ajaya 3aluTbl caenatb B3fOM HEBbIrogHbIM. Heobxooumo noBbiCUMTb
CTOMMOCTb B3JlOMa [0 TaKOro YpOBHS, YTOObI OH CTan He NpuBMeKaTeneH.

Pucku B3rnoma nHdopmaLMoHHOW CUCTEMBI:

— YTeuka gaHHbix — ByaeT notepsHa KoHduaeHLMansHoCTb MHpopmauuy;

— [aHHbIe MOryT ObITb NOBPEXAEHBI — UHPOPMaLNs NOTEPSIET LENOCTHOCTh;

— NHbopmauns moxeT cTaTb HeJOCTYMHA NoNb30BaTento — NoTepsiHa AOCTYNHOCTb;
— Pecypcbl cuctembl MOryT ObITb MCMONB30BaHbI A4St B3NOMa APYrMX CUCTEM.

Bce mepbl no 6e3onacHOCTM Tak MW MHa4Ye HanpaeneHbl Ha obecrnevyeHne KOHUAEHUNANBHOCTY,
LLeNIoCTHOCTU U AOCTYMHOCTU UHGOpMaLU.

YenoBeueckuii paktop B MHpopMaLUMoHHOM 6e30nacHOCTU SABMNSETCS CaMblil BaXXHbIM MOMEHTOM. Y
YyernoBeka eCTb MHOXECTBO COGa3HOB U yA3BUMbIX MeCT. KOro-to MOXXHO MOAKynuTb, KOro-TO 3anyratb, a
KTO-TO MOXeT AenaTb, He NOHMMAasd K KakuM pesyrnbTaTam MOryT NPUMBECTU ero AenCTBUS.

Bonee onaceH Anga cucTembl BHYTPEHHUIN YErOBEK (COTPYAHMK), @ He YernoBeK C ynuubl. Y Hero
MOXET ObITb MHOrO NPUYMH AN MOMOLUM 3M0YMbILLNIEHHMKY: obuaenu Ha paboTte, He AT NOBLILEHMS,
«nogpaboTka», KOMMPOMAaT Ha Hero, HEKOMNETEHTHOCTb, 6aHanbHasa rnynocTe 1 1.4. MMea goctyn BO
BHYTPEHHIOK 4aCTb CUCTEMbI YENOBEK CTAHOBUTCH TOYKOM BXoAa [Af1S 3MOYMbILUNIEHHWKA WU cam
CTaHOBUTCSH M.

3awuta [OomKHa COOTBETCTBOBAaTb YPOBHIO YIpO3 M MOAENU 3MoyMmblwreHHuKa. BaxHo
npeacTaBnsaTb cebe NpUMEpPHbIA NOPTPET 3MOYMbILLIIEHHMKA U €r0 BO3MOXHOCTM.

OTO MO3BONUT MOHATb, YTO MOXET cAenaTb 3MOYMbILWMEHHUK, Kakue uenu npecriegyet (4TO OH
CMOXeT NOoMy41Tb B Cydae yCrneLlHoro B3roma) U Kakme BapuaHTbl aTaku OH MOXeT peannsoBaTb.

HenpepbIBHOCTL  COCTOSIHMA — 3awmuweHHocTn. Cuctema 6esonacHocTM fomkHa paboTtatb
HenpepbiBHO BO BpemeHu. Heobxoammo npenycMoTpeTb pakTopbl, KOTOpble MOryT npepBaTb
HEMNPEepPbIBHOCTb COCTOSIHUSA 3aLUULLLEHHOCTU: BbIKITKOUYUN CBET, YBOSMWICHA CUCTEMHbIA aAMUHUCTPATOP,
HeobxoaMMo 0B6HOBUTL Kakoe-TO NporpaMmMHoe obecnevyeHne unu Koy WndpoBaHus.

Moaxon pUCK MEHEMKMEHTa — PUCKU MHAPOPMALMOHHOM Be3onacHOCTM canTa. MIHbopMaumoHHas
BesonacHocTb nogpasymeBaeT paboTy ¢ puckamu, NpeacTaBnsoWmMMM cobon KOMOMHaLMIO BEPOSATHOCTU
peanu3auuy yrposbl U KPUTUMHOCTb akTuea angd busHeca.

Yrpo3bl nHhopMaLMoHHON 6e30nacHOCTM U Mepbl NPOTUBOAENCTBMSA yrpo3am 6e30nacHoCTu

MepBbIi BONPOC — KTO 3MOYMBILUNEHHUK, U 3a4eM EMY HY>KHO B3MNambiBaTb CUCTEMY?

Yto oH nonyunt? Kakue BO3MOXHOCTM 4118 B3fioMa Y Hero ectb? Kakon 6101keT Ha B31IOM OH MOXeT
BblaenuTb? lNoHMMas 3T BONpPOChl, MOXHO aflekBaTHO BbipaboTaTb psa Mep 3aLlUuThbI.

OcCHOBHble Mepbl 3alUMTbl MO yrpo3aM AN KOH(UAEHUNanbHOCTU, LEeNOCTHOCTM U AOCTYNHOCTU
WHpopmMaLmm Ha canTe MHopmaunoHHom cuctemsl BI'YUP.
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Mepbl No obecneyeHnto KOHPNAEHUNANBHOCTH

Mpotokon SSL (HTTPS). HTTPS coepuHeHune wmndppyeT Tpaduk mexay bpayepom n cepBepom.
OTO ycrnoxHsieT Ons 3NOoyMbllWUNIEHHUKA MONydeHne OaHHbIX B MPOMEXYTOYHbIX y3nax (Hanpumep,
n3BrevYeHne naporns nonb3oBartens npu Bxoge). Tawke SSL AaeT HeKyl rapaHTUIo NoNb30BaTeNto, YTO OH
B3aMMOOEWNCTBYET WMMEHHO C HyXHbIM cawTtom (B ©Opaysepe oTobpaxaeTca NpUHaANeXHoOCTb
ceptudumkara).

3awuTa oT pasHbix atak Ha Beb-npunoxexue (XSS, SQL nHbekunn). Nonb3oBaTens MOXET BBECTU
HeKMI kop Yepes nons opm n 3TOT KOO MOXET HeratMBHO ckasaTbCs Ha paboTte cucteme. Hanpumep,
XSS araka nogpasymeBaeT BBOA JS koaa, KOTOpbIA coxpaHuTcs B 6ase canta (Hanpumep, npu nogade
3as1BKM B CUCTEMY €NHOW TEXHMYECKOW NOAAEPXKKM), 3aTEM APYroi nonb3oBaTerb 3anpocuT 3TU AaHHbIe
13 6a3bl M 3TOT BPEAOHOCHLIV KOA JS BbIMOMHUTCS OT UMEHU 3TOro Nofb3oBaTens.

Ataka SQL Injection — BBoauTtcs kog SQL, kotopbin BuaomsmeHsieT SQL BbINOMHAEMbIN Ha
cepBepe. OTO NO3BOMNSET BBOAUTL NpsiMble KOMaHAbl B B[l (Hanpumep, yaansite gaHHbIE UMW CHUTLIBATb
AaHHble 13 Tabnwuu). 3awmTa ot SQL nHbekuun — Becb kog SQL BbINOMHATE B XpaHMMbIX NpoLleaypax ¢
napameTpamu 6€3 NCnonb30BaHMsA ANHAMUYECKN FreHepUpyeMbIX npoueayp.

OGHoBneHne nporpammHoro obecnevenunss (MO). [Mepuogmnyeckn pas3paboTumkm HaxogATt
yassmumocTu B 1O un BeinyckaoT obHoBneHusa. Ecnn He genatb OOHOBMEHUsl, TO €CTb PUCK, YTO 3TON
yA3BMMOCTbIO BOCMOJb3YOTCS 3M0YyMbILINEHHUKM. Heobxoammo npoBoanTb NpodunakTmky cepsepa u MO
Ha HeM.

OpraHunsaumoHHble Mepbl U 00y4eHne coTpyaHUKOB. MOXHO Tak nocTpoutb GusHec-npouecc, YTobbl
CHU3UTb BEPOATHOCTb YTEYKM KOH(pMAEHLMANBHOCTU U LLENTOCTHOCTH.

Btopoe HanpasneHue 3To0 06yyeHue. Jliogn AOMKHbLI XOPOLWIO 3HaTb CBOW y4aCTOK W poOfb B
npowieccax. Yto oHM MOryT, a 4YTo AenaTb Hemnb3s. 3HaTb, Kakue GbIBAKOT CUTYyaUUN U KaK OHU AOSKHbI
pearmpoBaTb Ha HUX.

KoHTponb LenocTHOCTU AaHHbIX MOXHO peanu3oBbiBaTb Yepe3 CKpUNThl. [laHHbIE B CUCTEME HYXKHO
nepuoguyeckn nposepsitb. Kog cawta MoxeT cogepxatb ownbku, kKoTopble OyayT npuBoauTb K
HapyLUEHMIO LIeNOCTHOCTU. B aTOM crnyyae HeoOxoaMMO co3faTh psf CKpUNTOB, KOTOpble OyayT MPOBEPSATb
no GusHec-norvke LenocTHOCTb AaHHbIX B Tabnmuax. MoxHoO 3anyckaTb NOAOOHbIE CKPUNThI €Xe4HEBHO
ANst HAXOXOEHMWS KONNU3WUIA B AaHHbIX, MOCIE Yero BbigaBaTb OTYET HA MOYTY.

MpaBunbHasa CTpyKTypa AaHHbIX B 6a3e gaHHbIX. Ecnv cTpykTypa 6a3bl AaHHBIX MMeeT npobnemsl,
TO MNPV YaCTUYHOM OOHOBMEHUW [AHHbIX MOXET HapyLWMWTbCA LENOCTHOCTb AaHHbIX. Heobxoammo
ucnonb3oBaTb Hopmanusaumio 6asbl  AaHHbIX  JOCTATOMHOrO  YPOBHS, BBOAWUTb  OrPaHUYEHUs,
yCTaHaBnMBaTb BHELLUHWE KIHOYM U T.4.

Tak Kak canT MHCPOPMALIMOHHOM CUCTEMbI pa3pabaTbiBarncs, a He NPocTo Obin caenaH u3 roToBbiX
6nokoB, TO B HeM MoOryT 6biTb ownbku. OHWM MOryT NPosiBUTLCA B XOAe 3JkcnnyaTaumu. Heobxogmmo
NpoBOANTb MPOUNaKTUKY NPUMNOXKEHNS: aHaNM3nMpoBaTb CUCTEMHBIN XXypHan 1 ObICTpOAENCTBNE, UCKATb
Npo6remMHble TOYKU. DTO CKa3bIBAETCs Kak HAa Ka4eCTBE CUCTEMBI, Tak U HA COCTOSIHUM 3aluumLeHHocTu. B
XoZe Takmx 0630poB MOryT 6bITb OOHapYXeHbl BpeLun, KOTopble Ha CTaguu pa3paboTku carTa H1Kak cebs
He NPosIBNANN.

Bawwmta ot DOS. DOS ataka 3TO OpraHM3aums MHOXeCTBa 3anpocOB Ha CalT C LEenbi ero
neperpysku. lpoucxoanT oTka3 B OOCHyXvMBaHMM — cCepBep MNPOCTO HA4YMHaeT He ChnpaBnsiTbCs C
BO3HMKLLEN Harpy3kon. CriegyeTt GnokmpoBaTb nogo3putenbHele IP agpeca, n cepep Npocto He Gyaer
obpabaTbiBaTb HEKOTOPbLIE 3aMnpockl. TYT rMaBHOE HE NepecTapaTthCs, T.K. TaKMM 00pa3oM, MOXHO OTCESATb
peanbHbIX Nonb3oBaTenen BMecTe ¢ boTamu (Nporpammebl, 3axogdLime Ha canT).

HarpysouHoe TecTtupoBaHue. MpoBoguTe Harpy3ouvHble TeCTbl, HaxoguTe npobremMHble MecTa B
CBOEM calTe Mpo NpOU3BOAUTENBHOCTU. TO, YTO XOpowo paboTaeT Ha ManoM O0beme, MOXET OYeHb
TOPMO3UTb Ha BonbLuMx obopoTax.

PesepBHbIi cepep. Ecnn ocHOBHOWM cepBep BbIMAET M3 CTPOS, HAAO MMETb BO3MOXHOCTb ObICTPO
BOCCTaHOBUTb paboTy npunoxeHus Ha pe3epBHOM cepBepe. B nageane cpenatb paboTy HeECKONbKO
CepBEPOB B CBsA3KE, YTOOLI NpU BbIXOAE M3 CTPOS OOHOIo cepBepa, 3anpoch! LW Ha ApYroi cepBep.

MOHUTOPUHI [OCTYNHOCTM W onoBelweHns. Ecnu Bo3HMkNa ocTaHoBka paboTbl cawTta, TO
HeobXo4MMO y3HaTb 00 9TOM KaK MOXHO paHblue, YTOObl Cpa3y NPUHATL BCE MePbl N0 BOCCTAHOBIIEHMIO
cavita. [1na 3Toro ncnonb3yTcs CpeAcTBa MOHUTOPWHIA, KOTOPbIE OnpaluMBaloT canTt. B cnyvyae nageHus
OHU coobuwatoT yepes e-mail unn SMS o npobneme.

PekomeHgaumm no obecneveHno MHOPMaLMOHHOM 6e30nacHOCTU

[nsa noBbieHnsa 6e30nacHOCTX, PEKOMEHAYETCS UCMOSb30BaTh CIIOXHbIE MAponv, O4HAKO Takue,
KOTOPble MOXHO 3anoOMHWTb. OTO NO3BONUT M3bexaTb 3anucbiBaHus naponen Ha Gymare. Hanpumep,
"Para0O01medic+" — naponb, COCTOSILMA M3 crneumnanbHbIX CUMBOJSIOB, UMdP, CUMBOJSIOB B BEPXHEM
pernctpe, cogepxawunn 6onee 8 cumponos. Takon naponb TpygHo nogobpatb, HO Merko 3arnoMHUTb
nonb3oBaTento.

21



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

MuVHUManbHbBIM JOCTYN U yOpaTh BCE HEHYXXHbIE 3NIEMEHThI. Y KaXK4oro nofb30BaTens AOMKeH ObiTb
MUWUHMMarbHbIA YPOBEHb OOCTyNa, AOCTATOYHbIA Ans ero paboTbl. He HyxHO AaBaTb Gonblue, Yem emy
HYXXHO ONS BbIMNONHEHUS CNyXeOHbIX 0b0si3aHHOCTEN. ATake W3BHEe MOXeT ObiTb noaBeprHyT nobon
3MNeMeHT Balleln CUCTEMBI, 1 YEM MEHbLLE BO3MOXHOCTEW Y 3TOr0 3rieMeHTa, TeM nyylle.

3akpbITb JOCTYN Yepe3 HeWcnorb3yeMble NOpThbl Ha cepBepe. Kaxabii MOpT 3TO NoTeHumnanbHas
TOYKa BXOAa A1 3M0yMbILLISIEHHUKA.

O6HoBneHus. CtaBbTe 0OHOBNEHNS CBOEBPEMEHHO. 3aBeanTe pernameHT pabdoTt no o6HOBNEHMIO
ocHosHoro [10.

WHcangepsl. MHcangep ropasgo onacHee BHELLHEro 3royMbILLIEHHMKA. Y HEro yxxe eCTb JOCTyn B
cucteme. K HeMy ecTb HEKOTOpPOe OOBepue CO CTOPOHbI Apyrux nogen B cucteme. OH MoOXeT gonroe
BpeMS He3aMeTHO NakocTuTb B cucteme. Cosgante ycrnoBus Ans MakCMManbHOW yOOBMETBOPEHHOCTU
nogen B cucteme, Co BCeEMM pacctaBanTecb nontoboBHO, He OCTaBMAA AONroB nepea ApyrMn (0Co6eHHO
nepeg NporpaMMmncTaMmu U CUCTEMHbIMWM agMUHUCTPaToOpamMm).

Vcnonb3yinTe OCHOBBI pUCK MeHegKMeHTa. [1poBoanTe nepecmoTp PUCKOB M MEP MO YMEHBLUEHMIO
KPUTUYHOCTU U BEPOSITHOCTU BO3HMKHOBEHMWS PUCKa.

He nybnukynte B 0OWMIA OOCTYN NUWHEN MHGopMauMu. BHEWHUn 3noymbllLNeHHUK cobupaet
MHOPMaLMIO CHavana M3 OTKPbITbIX MCTOYHMKOB. 10 Kpynuuam MLET ySA3BUMOCTU CUCTEMbI, U3ydaeT
CTPYKTYPY CUCTEMbI U BO3MOXHbIE TOYKN BXOAA B HETO.

He nybnukynte B obwmn goctyn vHOpPMaLmMio, YyBCTBUTEMbHYO KO B3rOMYy. TeM cambiM Bbl
YMEHbLUNTE BEPOATHOCTb B3NIOMa BHELUHUM 3M0YMbILLUIEHHUKOM.

Ha paboumx ctaHuuax, Tem Gonee Ha cepBepax, He AOMKHO OblTb HeHyxHoro [10. Jliob6oe
pononHutensHoe MO NpMHOCUT NOTEHUMAanbHY BO3MOXHOCTb NOMYYNTb BUPYC UMW OPYTYI0 BPEAOHOCHYIO
nporpammy.

Yassumoctn B 1O Takke MoryT ObITb TOUKOW BXxoda B cucTemy. [103TOMy CTaBbTe MPUMOXEHUS
TONbKO M3 NPOBEPEHHBIX UCTOYHUKOB M JaBalTe 3TUM MPUMOXEHUAM MUHUMYM Heobxoaumbix npas. He
cnegyeT O0OBepATb BBEAEHHbIM MONb30BaTeNbCKMM AaHHbIM. Korga canT obpabaTbiBaeT 3anpoc OT
Opay3epa, Henb3si 4OBEPATb BBEAEHHBIM AaHHBbIM OT Mofb3oBaTensl.

ExxegHeBHO [OSKHbI CO3aBaTbCA pe3epBHble Konuu. VX HY)KHO KOnMupoBaTb Ha YyOaneHHoe
XpaHunuie.

HeT cMbicna onucbiBaTh yrpo3bl, CuMTaTh pUcku 6e3 npoBedeHnss paboT MO NOBLILEHNIO YPOBHS
3awmuieHHocTn. Peanun3oBbiBaTb 3TM paboTbl MOXHO B BUAe pernameHToB 0OCnyXuBaHUA CUCTEMbl —
T.e. 3TO COBOKYMHOCTb HEKWX MNEepUoAMYEcKUX [OEeWCTBUW, HamnpaBneHHbIX Ha peanusauuio Mep no
obecneyeHunto 6e3onacHoOCTy.

PernameHT 06CnyxuBaHua cepBepa. BbiNonHAeT CUCTEMHbLIN agMUHUCTPATOpP, MpoBepseT
KPUTUYHbIE MapameTpbl cepBepa (NamsATb, MeCTO Ha AUCKe, NPOoLEeCcCop), U3y4aeT CUCTEMHbIE XXypHanbl,
npoBoanT obHoBneHue MO, cMOTPUT 32 pe3ePBHLIMU KOMUSIMMU.

lNMnaHoBoe OGHOBMEHWe naponen. Bbl MoxeTe NpoBoAWUTb NpoOLEeaypYy WU3MEHEHUs napons Ans
BaXXHbIX TOYEK BXo4a — coeAuHeHne ¢ 6a30i AaHHbIX, JOCTYMN K XOCTUHr-MaHensm, OCTYN K cepBepy U
T.0.

PernameHT nepecmoTpa cocTaBa yrpo3 1 COOTBETCTBYIOLLMX Mep (PUCK MEHEMKMEHT). XoTs Obl pa3
B MONroda MMeeT CMbICI BO3BpaLLaTbCA K puckaM MHOpMaLunoHHon 6e30nacHOCTM U 3aHOBO NPOBOANUTL
aHanms puckos,

WuTerpuposaHHasa uHdopmaumoHHas cuctema (MNC) «BI'YUP: YHuBepcuTeT» OpMeHTMpoBaHa Ha
aBTOMaTU3aLmMio y4ebHbIX MPoLECCoB M 0breryeHne B3aMmMogencTBms COTPYAHMKOB u cTygeHTos BI'YUP.
Wcnonb3oBaHue MMC nossonseT ynpocTutb y4eT Hdopmaumm o cTygeHTax, y4ebHbix rpynnax, y4eOHbIx
nnaHax cneumnanbHocten. lpn obecneveHun pabotocnocobHocT M 3awmweHHoctn UNC BIYUP
HeOOXOOMMO y4yMTbIBaTb BCE OMMUCaHHble Bbie Mepbl Ge3onacHocTn. OgHako, Hamboree 4YacTbiMu
npobrnemMamu, C KOTOPbIMWM TMNPUXOAUTCA WMETb [Oeno Mpu  3KChnyaTtauum  MHTErpMpPOBAHHOM
MHdopmaunoHHom cuctembl BI'YUP 310 nepeboun anekTponutaHms 1 NonbITKM B3noma 13 cetn MIHTepHerT,
YTO BbI3blBaeT HapyLLeHWe JOCTYNHOCTU UHPOPMaLIMOHHBIX cepaucos BI'YUP.

MpennoxeH cnoco® NOBbIWEHUA [OCTYNMHOCTM 3a c4yeT obecnedyeHus GecnepebonHOCTU
3MNEeKTPONUTaHUSA CEPBEPHONO M CETEBOrO 060PYAOBaHMSI.

CepBepHoe obopynoBaHme npegycmaTpmMBaeT BO3MOXHOCTb YCTaHOBKU ABOVMHOTMO NMTaHus (2 6noka
nUTaHWs B cepBepe). YCTaHOBMB MO ABa Onoka nutaHus B cepBepbl, MOXHO obecneuvTb nogady
3MNEeKTPONUTaHUSA U3 OBYX UCTOYHMKOB. Tak Kak 34aHus 3anuTbiBalOTCa OT TpexdasHom ceTw, To nogada
NUTaHWs ¢ ABYX pasHbIxX a3 yepes UCTOYHUKM BecnepebonHoro nutaHmsa obecneyunt:

1. YCTOMUYMBOCTb K NepebosiM anekTponuTaHusa no fnobon u3 mcrnonblyembix ¢as, 4Yto siBnsietcd
Hanbonee 4acTbiM cry4aem.

2. YBenunuut BABoe BpeMsi paboTbl OT MCTOYHUKOB 3MEKTPONUTaHNS.

22



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

3. Cos3pgacT 3anac BpeMeHu ANs pa3BepTbiBaHMs, 3anycka U NepekroyeHnst NuTaHns Ha An3enb-
reHepaTop BMECTO OLHOWN U3 NIMHUI NMUTAHWS MPU OTKITIOYEHNN SNIEKTPOSHEPTUN Ha BCEX NTMHUAX, COXPaHSs
BO3MOXXHOCTb aBTOMaTU4YECKOro NEPEKIIFOYEHMS HA BTOPYH NTMHUIO NPW BOCCTAHOBIIEHUN CHADXEHUS.

CeTeBoe 000pyaoBaHME MMEET CBOM WCTOYHUKM OecrnepeboMHOro nuTaHusl, HO He MWMeeT
BO3MOXHOCTU [OBOWMHOIO MNWUTaHMS W 3anuTbiBAeTCA OT MECTHbIX JNWHWUA 3HeprocHabxeHus. [Ons
obecrneyeHnsi BO3MOXHOCTM NepekrntoveHnst ceTeBoro ob6opyaoBaH1s Ha pe3epBHbIN AM3enb-reHepaTop
Unn Apyryto NMHNIO HEprocHabxeHus, HeobxoaMMOo caenaTth AN HUX OTAENbHYO CETb ANEKTPONPOBOAKH,
KoTopas 6yaeT 3anuTbiBaTbCHA B CEPBEPHOM KOMHATE.
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2. 0O630p MeTOo40B 3aLWmThl KopnopaTuBHOM MHopMaumm / Anekcen MapdeHTbeB 1
https://lib.itsec.ru/articles2/Inf_security/obzor-metodov-zaschity-korporativhoy-informatsii

3. Kelichkl, pearnbHble NCTOpMKX U3 NpaKkTUKK KnueHToB / searchinform // https://searchinform.ru/cases/

4. Kak o6esonacutb ceor Beb-cant? / VDSina.ru // https://habr.com/ru/companies/vdsina/articles/503772/

5. AHanu3 u oueHka nHopmaLmoHHom 6e3onacHocTn / PervoHanbHble cuctemsl // hitps://www.ec-rs.ru/blog/informacionnaja-
bezopasnost/analiz-i-otsenka-informatsionnoy-bezopasnosti/?ysclid=lgc8gpmgur833212051
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SECURITY RISKS OF THE BSUIR INFORMATION SYSTEM
Matyushkin S.I.
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Petrov S.N. — PhD, associate professor

Annotation. Various aspects related to the security risks of information systems that take place in the BSUIR information system are

considered. Possible options for reducing information security risks, in particular the risk of disruption of the availability of BSUIR network
resources, are also presented.

Keywords. Information security, integrated BSUIR information system, vulnerabilities, availability of an information resource.
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YK 004.056.5

LWABJIOHbI AETEKTUPOBAHUA N KOPPENALIUA COBbITUN
MHO®OPMALUNOHHOU BE3OMNACHOCTU HA OCHOBE MNPAKTUK
MITRE ATT&CK

ConoHosuy T.U., cmydeHmka 2p.961402

Bernopycckuti eocydapcmeeHHbIl yHU8epcumem UHhopMamuKu U paduo31eKmpoHUKU*
2. Munck, Pecnybnuka benapyck

lMempoe C.H. — doueHm kaghedpbi 3U

AHHoTaumsA. ObecneyeHre MHOPMALIMOHHON GE30MacHOCTY — OfHAa M3 FMaBHbIX LiEnein KpynHbIX OpraHv3aLmii, OCyLLEeCTBASIOWMNX
XpaHeHve 1 obpaboTKy nepcoHanbHbIX AaHHbIX. [ns peanusaumMn nepen COTPyOHUKaMM CTOAT 3adadu MPOBEAEHUsI KOMMIeKkca
MeponpuaTUi No 3awmte nHcpopmaumm un I T-nHdpacTpykTypbl npeanpusaTvs. CyluecTByeT 60MbLLIOV CNEKTP MPOrPaMMHbIX KOMIMIEKCOB,
KOTOpble NPEAOCTaBNAT ONTUMAarbHble WHCTPYMEHTbI ANsi ynpaBrneHust MHOopMauMoHHoW 6e3onacHocTblo. [Ans KoppeKkTHOro
MCMOMNb30BaHMA HEOOXOAMMO NMOHUMAaTh NPUHLMMBI peanv3auni atak, nyTu ux pacnpocTpaHeHUsi, TEXHUKN U TaKTUKK, UCMONb3yemble
3rioymbiwneHHukamm. Metogonorua MITRE ATT&CK cogepXuT BbilLENEPEUYNCTIEHHYIO MHOPMALMIO, ONMPasiCb Ha KOTOPY, MOXHO
opmMupoBaTb U obpabaTbiBaTb MHUMOEHTHI MHOPMaLMOHHON Ge3onacHocTu. VX rpaMoTHast aHanuTuKa MO3BOMUT CHU3UTb PUCKM
YyTEYKM MHpOpMaumKM, MPOHWKHOBEHUS BPEAOHOCHOTO MPOrpaMMHOro obecrneyeHns B KOPMOPaTUBHYKO CETb WU KOMMpoMeTauum
YYETHbIX AaHHbIX COTPYAHUKOB OpraHn3aLunmn.

KnioueBble cnoBa. NHdopmaumoHHas 6e3onacHocTb, SOC, puck, ysssumocTb, ERP, SGRC, IRP, SOAR, SIEM, siapo, Konnekrop,
KOPPENSITOp, XpaHUnuLLe, VHUMOEHT, pearmpoBaHue, aHanua, npasuno koppensumm, MITRE ATT&CK, Taktuka, TexHuka, cobbitue
nHcpopmaumoHHo 6e3onacHoCcTH, ayTeHTUUKaums.

B HacTosilee BpemMs Hanboree akTyanbHOW NpakTUKon B cepe obecneveHmst MHPOPMaLMOHHOWN
BesonacHocTn sensieTcsa opraHmnsauus Security Operation Center (ganee SOC) [1].

SOC, wnn UuUeHTp MOHMTOpPUHra WHQOPMaUMOHHOW ©Oe3onacHoCcTW, — 3TO KOMaHAa
KBanuuMumpoBaHHbIX CheuMannucTtoB B HanpaeneHun knbepbesonacHocTu, KoTopas 3aHMMaeTcs
KPYrnoCyTOYHbIM MOHUTOPUHIOM COCTOSHUS | T-MHPacTpyKTypbl OpraHu3aumvi. AHanu3 cobbiTun u
WHUMAEHTOB MO3BONSIET CHN3UTb PUCKM COOEB (DYHKLMOHNPOBAHUSA cucTem obecneveHnss 6e3onacHocTwy,
npegoTBpaTUTbL Yrpo3bl U PasnUYHOrO poda MOLUEHHUYeCcKMe AeNcCTBuSA (Hanpumep, MOLLUEHHUYEeCcKMe
AEeNCTBMA B kKaHanax AMCTaHUMOHHOro 6aHKOBCKOrO 06CMYyXMBaHWS).

[na KoppeKkTHON aHanNUTUKN HOTUMMKALMA O NOTEHUMANbHLIX YA3BUMOCTAX 1 PUMbTPaLMMN NOXHBLIX
WHUMOEHTOB, a Takke peanusauum npoymx 3agad, SOC formkeH BKMOYaTb MHOXECTBO NPOrpamMMHbIX
peLleHnn.

Cioga moxHo oTHecT EDR (Endpoint Detection & Response) — knacc pelueHun ansa obHapyxeHus
N M3yYyeHUs BPeOOHOCHOW aKTMBHOCTW Ha OKOHEYHbIX YCTPOWCTBAX: MOAKMIOYEHHbIX K ceTu paboumx
CcTaHuusX, cepBepax, ycTponcTBax MIHTepHeTa Bellen 1 Tak aanee.

Cuctembl SOAR (Security Orchestration, Automation and Response) npegHasHayeHbl AOnis
OpPKeCTpOBKM cuctem Ges3onacHOCTM, MX koopavHauum wu ynpaeneHus umu. Threat Intelligence
npegocTtaBnseT nHpopMmaumio o6 akTyanbHbIX yrpo3ax, YTO NO3BONAET OpraHu3auusm U3yumTb Lenu,
TaKTWKW, BEKTOPbl aTak U MHCTPYMEHTbI 3M0YMbILLSIEHHUKOB ANS BbiCTpanBaHus acpdekTuBHOM cTpaternm
3awwmThl.

SGRC (Security Governance, Risk Management and Compliance) obecneymBaeT ynpaBneHue
WHopMaLMOHHOM 6e30MacHOCTLI0O HA OCHOBE PAcCMOTPEHMUST Bonpoca MHAOpMaLnoHHoO 6e3onacHoCcTur
Ha BbICLLEM YPOBHe pykoBoAcTBa opraHusauumn (Governance), ynpasneHus puckamm (Risk), a Takke B
COOTBETCTBMU C TPeBOoBaHNAMU pasnMyHbIX HOPMaTUBHBIX AoKymeHTOB (Compliance).

IRP (Incident Response Platform, «nnatdgopma pearMpoBaHusi Ha WHUMOEHTbI») ABNAeTcA
nporpamMmmHbIM NPOAYKTOM, NpeAHa3Ha4YeHHbIM AN aBToMaTu3aumn pearnpoBaHus Ha KnbepuHUUOeHTbI.
HaHHass  dyHKUMA  peanuayetcss  MOCPEACTBOM  COCTaBleHuMst  cueHapueB  (MnenbykoB) ¢
nocneaoBaTenbHOCTLI0  CTaHAAPTHbIX AENCTBMA MPU  BO3HUKHOBEHUWM  Yrpo3bl  MHOPMALIMOHHOM
fOesonacHocTM ANS JdarnbHenwero aBTOMaTUYECKOro BbIMOMHEHUSA, YTO MO3BOMSET ONTUMWU3MPOBAaTb
npoLecc pearMpoBaHusi.

OpHako, OAHUM M3 [MaBHbIX MPOrpaMMHbIX PELUEeHW, MCMoNnb3yeMbiX Ans noctpoeHus SOC,
aBnsgeTca cuctema obpaboTkm noroe Security Information and Event Management (ganee SIEM).

SIEM cuctema [2] no3BonseT nonyyaTb COObITUS U3 Pa3NINYHBLIX UCTOYHMKOB C MOMOLLbK areHToB,
OTNpaBnsaTb UX B XpaHunuie, obpabatbiBaTb Yepes WabnoHbl AETEKTUPOBAHNUS U KOPPENsLuK, Takke
aHanusmpoBaTb MHUMOEHTLI B PEXMME pearnbHOro BpeMeHn u obecneynsaTb onepaTtuBHOE pearmpoBaHue.
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Mpumepamun Takux pewleHun aensaTca cuctembl MaxPatrol SIEM (Positive Technologies), Argsight SIEM
(Micro Focus), Kaspersky Unified Monitoring and Analisys (Kaspersky).

ApPXMTEKTYpPHO MporpamMmma umeeT S4p0 (4ns ynpaBreHUss HaCTPOMKaMu KOMMOHEHTOB CUCTEMBI),
KonnekTopbl (4N nonyyeHnss cobblTUA U3 UCTOYHUKOB, MAPCUHI, HOpManu3auuvio, unbTpauuio,
arperauuio), xpaHunuiie (4N permcTpaumm HopManu3oBaHHbIX CODBITUIM 1 ONMOBELLEHUI) N KOPPENSITOPbI
(ans aHanu3a HOpManu3oBaHHbIX COOLITUA U CO34aHWS OMOBELLEHWA B COOTBETCTBMM C MpaBuiiamu
koppensumm). Apxutektypa SIEM cuctembl npeacrasneHa Ha pucyHke 1.

B3AUMOAENCTBUE
CkoppenupoeaHHbie cobbiTus

Hopmanuaosanusie HopmanuaosaHHbie
RaHHbIO 1 "Cbipbie” naHHLIe

Ueirp Koppensatop Konnektop XpaHunuie

ynpaBneHus

CEop paHHbIX
(naccuensii /
aKTUBHBIA pexxnm)

EI e Ceresble O PaBoune
O P Cc3n D mecTa

PucyHok 1 — ApxuTekTypHoe npeactasnexue SIEM cucrtemsl

SIEM cuctema exegHeBHO reHepupyeT 6omMbluoe KONMYeCcTBO YyBeAOMIEHMM U Yem OGonblue
opraHusauusi, Tem 6onblle 3TOT NOTOK. B gaHHOM cnyyae, komnoccarnbHbi Nepen3bbITok nHopmMalmm
MOXET MPUBECTU K TOMY, YTO MHOTME M3 HUX MOryT UrHopupoBaTtbcs. Bo nsbexaHue atoro nHcdopmaums
AOIKHA KOpPPeKTHO obpaboTaHa 1 NnepefaHa aHanuTMkam Ansa aetansHoro pasbopa.

MpaBuna koppensuun MNo3BONAT KOPPENMpoBaTb COOLITUA U (OPMMPOBaTb OMOBELLEHUS
aHanuTtukam SOC gna aHanusa v onepaTtMBHOIO MPUHATUS Mep Mo NPeAoTBpPaLLEHUIO Pa3BUTUSA Yrpo3sbl.
OHu cocTaBnsoTcs Ha ocHoBe meTogonorni u Taktuk MITRE ATT&CK [3]. [laHHas 6a3a 3HaHU coaepXuT
TEXHUKUN, KOTOPbIMU 324aCTYHO MOSb3YITCS 3MT0YMbILUNIEHHUKW, ONUCaHne 1 KaTeropmsaumio ux JencTsni,
a TaKke psg BpegoHOCHOMO MHCTPYMEHTapUsl, TEM CambiM NO3BOMAs pellaTth psaf 3agay MHopMaLMOHHOM
©e3onacHocTu, B TOM Yncne paccnenoBatb KNGEPHLMAEHTbI.

Heobxoanmo noHnmaTh, Kakne TakTUKM U TEXHMKU UCMOSb3YITCA Xakepamu npu BbINOMHEHUN aTak
N Kak OHM MoryT 6biTb 0BHapyxeHbl. Ha ocHoBe 6a3bl 3HaHun MITRE ATT&CK MOXHO COCTaBWUTb CNNCOK
TUMUYHBIX COOBLITUIA, KOTOPbIE MOTYT YyKasbiBaTb Ha Hanvuue aTakM Unu HapyleHuss 6e3onacHoCcTu B
cucteme. MNocne Toro, Kak onpeaeneHbl TUMNYHbIE COObITUS, HEOOXOANMO ONpeaenuTb, Kakne U3 HUX MoryT
ObITb KOppenupoBaHbl Apyr ¢ ApyroM. HanprumMep, BO3MOXHO, YTO cobbiTUe GNOKMPOBKNA YYETHOW 3anmcu
nosnb3oBaTenst MOXET ObITb CBA3AHO C APYrMM COOLITUEM, YKa3blBaOLLMM Ha NO4O3PUTENBHY aKTUBHOCTb
B 9TOW y4eTHOWN 3anucu.

Yrposbl onucaHbl NpuHUmMnomMm Habopa TTP, koTopbii pacluundpoBbiBaeTcs kak Tactics-Technique-
Procedure (nnun Taktuka-TexHuka-MNpouenypa). MNMoa TakTMKOWM MOHMMAaETCs TO, KakK 3MOYMbILUEHHUK
OecTByeT Ha pasHblXx 3Tanax CBOeW onepaumy, Kakas uUenb WNM 3ajadya 3NnoyMbllUeHHMKa Ha
onpegerneHHbiM ware. TexHuka BkoyaeT MHPOPMALMIO O TOM, KaK 3rTOYMbILLNIEHHWK AOCTUraeT Lenu nunm
NMOCTaBfIEHHON 3agayn, KakMe MWCMonb3yeT WHCTPYMEHTbI, TEXHOMOrMW, KOog, SKCMIOUTbI, YTUIUTBI.
Mpouenypa — AENCTBMS, MO BbINOSIHEHMIO 3TOW TEXHMKUN BBINMOJTHAETCA U €€ LieNieBoe Ha3HayeHune.

Kaxxgas n3 matpu oTpakaeT TEXHUKM ONpenerieHHOro aTana aTtaku u ee HaueneHHOCTb:

1 PRE-ATT&CK — TTP, oTpaXéHHble B AaHHOW MaTpuue, UCMNOMb3YKTCH 3M0YMbIlUIEHHUKaMM
HernocpeacTBEHHO Ha CTaaun NOArOTOBKU K aTake, HanpuMep, CKaHMpoBaHWe, MHBEHTapu3aLms cetTu unu
coumanbHasa nHXxXeHepus;

2 Enterprise — paHHas matpuua oTpaxaeT TTP, koTopble UCNONb3YTCA AN aTak Ha opraHusauny;

3 Mobile — TTP, cBa3aHHble C NepeHOCHbIMU YCTPONCTBaMU;

4 ATT&CK for ICS — BkntoyaeT B cebst TTP, HanpaBneHHble Ha MHAYCTpUanbHbIE CUCTEMBI.
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Tak, aHoManuu ayTeHTUdUKaLMM MOXHO OTCNeduTb MO MpaBuiaM Koppensdumu, onvpasiCb Ha
Taktuky TA0O008 Lateral Movement. Ha ocHoBaHun TexHukn T1078 Valid Accounts n aHanusa pucka M1026
Privileged Account Management, MOXXHO COCTaB1Tb NPaBUIO pearMpoBaHUsA Ha UHTEPaKTUBHbIA BXO4 NO4
NPUBUETMPOBAHHON YYETHOW 3anucbio Ans onepaunoHHon cuctembl Windows, mMexaHusm KOTOpOro
no3BonuUT OBHapyxMTb BXOA KakK C WCMOMb30BaHWEM KnaBuaTypbl, TaKk yganeHHble MOAKMYEHUs Mo
npoTtokony RDP. [1ns 3Toro Heo6xoAnMo HacTpouTb UNbTP Ha coObITUA TUNa 4624, co 3Ha4YeHMAMM TUNa
Bxoga Logon Type 2 (nonb3oBaTernb YCMELWHO BOLWeEN B CUCTEMY Ha AaHHOM KomnbioTtepe), 10
(nonb3oBaTenb BbIMNOMHUI BXO4 B CUCTEMY Ha 3TOM KOMMbKOTEpe 4epe3 CNyxObl TepMUHANOB UK
yoaneHHoro paboyero ctona.) u 11 (Nnonb3oBaTtenb BbINOMAHUN BXOA4 B CUCTEMY Ha 3TOM KOMMbIOTEPE C
CeTeBbIMU YYETHbIMU AaHHBIMU, KOTOPbIE XPaHUMMCh NOKanbHO Ha kKoMnbloTepe. KoHTponnep gomeHa He
MCnonb30Barncs Ans NPOBEPKU YYETHbIX AaHHbIX.). Ons KoppekTHon paboTbl npaBuna OOMmKeH ObiTh
NpuBA3aH CNMCOK NPUBUNErNMPOBAHHBIX YHETHbIX 3anMCen U NPU3HaK, N0 KOTOPOMY UX MOXHO pacno3HaTb.
OfHUM 13 TakuMxX MPU3HAKOB MOXET ObITb 3HAYEHWs MOMs MMEHW MOfb30BaTersi, KOTOPOE COOEPXKWT,
HanpumMep, cumeornbl “svc” (0T “service”), “sa” (oT “service account”), “adm” (ot “admin”).

Takum o06pa3om, onupascb Ha KOHKpeTHyto TakTuky TAO0008 Lateral Movement 6bino
CMOJENMpoBaHO NpaBuio, KOTOpoe reHepupyeT onoselleHns B SIEM cucteMe npu Hanuuumn cobbITui
dopmata, OTpaKeHHOro Ha pucyHke 2. OnepaTuBHbIV aHanu3 OMOBELLEHUI U pearnpoBaHue No3BONUT
npegynpeantb HaMepeHHble BPeAOHOCHble AENCTBUS, NPOU3BEAEHHble MoA NPYBUNErMPOBaHHLIMM
YYETHBIMW AaHHBIMMU.
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General Details

[4] Event Properties - Event 4624, Microsoft Windows security auditing.

Subject:
Security Dt
Account Name
Account Domain:
Logon (D

Legon Information:
Logon Type:
Restricted Admin Mode:
Wirtual Account:
Elevated Token:

Impersonation Level:

Mew Logon:
Security ID:
Account Mame:
Account Domain:
Logon ID:
Linked Logon [D:
Metwork Account Mame:
Metwork Account Domain:
Logon GUID:

Process Information:
Process ID:
Process Name:

Metwork Information:
Workstation Name:
Source Metwork Address:
Source Port:

Logon Process:
Authentication Package:
Transited Services:

An account was successfully logged on.

SYSTEM
WIN-GGE2ULGCIGOS
WORKGROUP

O3E7

2
Mo
ez

Impersonation

CONTOSOVAdministrator
Administrator
WIN-GGE2ULGCSGO
0BDCDC

(1%]

{00000000-0000-0000-0000-000000000000}

Dheddc
ChWindows\ Systern32\svchost.exe

WIN-GGEZULGCIG0
127.0.0.1
0

Detailed Authentication Information:

User32
MNegotiate

Package Mame (MTLM only): -

Key Length: 0

Log Name: Security
Source: Microsoft Windows security  Logged: 11/11/2015 4:24:35 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: My & Computer: WIN-GGB2ULGCIG0
OpCode: Info
Meore Information:  Event Log Online Help

Copy Close

PucyHok 2 — CobbITre MHTEPAKTUBHOIO BXoA4a MOA NPUBUIENMPOBAHHOW YYETHON 3anuchlo

MeTtoponorma MITRE ATT&CK nossonsietr dopmupoBaTb NyTWM peanu3aumMM M BEKTOP artaku,
ucnonb3oBaTb Habopbl TTP npu MoAenMpoBaHUM Yrpo3 U Ha OCHOBaHMK 3TOro oOpMMpPOBaTL NpaBuna
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06paboTKM NOroB, CBSI3aHHbLIX C AOCTYMNOM K YY4ETHbIM 3anncsM, 06Xo40M 3aLUTHBLIX Mep, MOBbILEHVEM
NPUBUMErni, 3anyckoMm UCMONHAEMbIX (halifioB U CKPUNTOB, CKAHUPOBaHUEM 1 CEOPOM AaHHbIX CETU.

Cos3gaHHble WabnoHbl MoHuTopuHra Ha ocHoBe MITRE ATT&CK moryT ObiTb OOMOSIHEHDI,
TECTUPOBaHbl 1 OGHOBMEHbI CO BPEMEHEM, YYMTbIBAsi HOBbIE TaKTUKKU, TeXHUKM 1 IOC, nosiensowmnecs B
Knbepyrposax. PerynsipHoe TectupoBaHue acpeKTMBHOCTU LLAGNOHOB U UX OGHOBNEHME MOXET NOMOYb.
MOHUTOPUHI peanbHOro BPEMEHM MOXET NMOMOYb ONPEAENUTb, Kakme cobbITUS KOPPENUPYIOTCS, U Kakue
MOTYT MNOTEHLMANBbHO NPUBOANTL K JTIOXHBLIM cpabaTbiBaHNUSIM.

Cnu1coK Ncnosnb30BaHHbIX UCTOYHUKOB:

1. Security Operation Center [OnekTpoHHbIN pecypc]. — https://www.securityvision.ru/blog/soc-chto-eto/. — [lata goctyna:

0104.2023
2. SIEM cuctema [OnekTpoHHbIi pecypc]. — https://encyclopedia.kaspersky.ru/glossary/siem/. — lata goctyna: 01.04.2023
3. MITTRE ATT&CK [3nekTpoHHbI pecypc]. — https://attack.mitre.org/. — OaTa goctyna: 01.04.2023
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PATTERNS OF DETECTION AND CORRELATION OF INFORMATION
SECURITY EVENTS BASED ON MITRE ATT&CK PRACTICES

Solonovich T.I., student gr.961402

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Petrov S.N. — PhD, associate professor

Annotation. Ensuring information security is one of the main goals of large organizations that store and process personal data. For
implementation, employees are faced with the task of carrying out a set of measures to protect information and IT infrastructure of the
enterprise. There is a wide range of software systems that provide optimal tools for information security management. For correct use, it
is necessary to understand the principles of attack implementations, ways of their distribution, techniques and tactics used by attackers.
The MITRE ATT&CK methodology contains the above information, based on which it is possible to generate and process information
security incidents. Their competent analytics will reduce the risks of information leakage, penetration of malicious software into the
corporate network or compromising the credentials of employees of the organization.

Keywords. Information security, SOC, Risk, Vulnerability, ERP, SRC, IP, STAR, SIM, Core, Collector, Correlator, Storage, Incident,
response, analysis, correlation rule, MITRE ATT&CK, Tactics, Technique, Information security event, authentication.
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BO3MOXHOCTU MALLMHHOIO OBYYEHUA ONA OBHAPYXEHWUA
DDOS ATAK

LllapoHosa E. U., macucmpaHm 2p. 267241

Bernopycckuli eocydapcmeeHHbill yHU8epcumem UHopMamuKu U paduoseKmpoHUKU
2. Munck, Pecnybnuka benapyck

lMempoe C. H.. — kaHO. mexH. HayK

AHHoTaums. MNMokasaHbl BO3MOXHOCTW METOA0B MaLUMHHOTO 06YYeHUs Anst oBHapY»KeHWsi NpU3HaKoB aTtak Tuna DDoS.

KntoyeBble cnoBa. MawmHHoe obyyeHne, 60THeT, DDoS-artaka, HeipoHHbIE CEeTW, CETEBOM MOTOK, AaTaceT, GubnmoTekn MaluMHHOTO
0byyeHus.

DDos-aTakn HaueneHbl Ha caiTbl U OHNavH-cepBuCbl. CMbIC TakoW aTakn 3aknoyaeTcs B TOM,
4yTOObI 3a0NOKMPOBaTL CEThb UMK CEpPBEP YPe3MEpPHbIM Tpadmkom. PPEKTUBHOCTL 4OCTUTAETCA 3a CUET
NCMNOMb30BaHNS HECKONbKUX CKOMMNPOMETMPOBAHHBLIX CUCTEM B KayeCTBE WCTOYHMKOB aTakyloLLero
Tpachuka. DDoS-atakn gendtcs Ha pasnuyHble nogkaTeropum B 3aBUCMMOCTM OT YPOBHS CETEBOrO
NOAKITIOYEHNs!, KOTOPOe OHW MbiTalTca atakosaTb (cormacHo mogenwn OSI). BelgenswoT cnegytowme
kateropuu: SYN Flood, UDP Flood, MSSQL, LDAP, Portmap u T1.n.

Mcnonb3oBaHMe HEWPOHHbIX ceTen Ansa petektmpoBaHus DDoS-atak (atak pacnpeneneHHoro
OTKa3a B 06CnyxvMBaHWW) ABNSIETCA OAHMM M3 NOAXOA0B B 06riacTu knbepbe3onacHOCTU, KOTOPbIN MOXeT
NMOMOYb B BbISIBIIEHMU NOAO3PUTENBHOM aKTUMBHOCTW, cBsidaHHoW ¢ DDoS-aTakamu. Hwxke npuBeneHbl
OCHOBHbI€ Llaru, CBsid3aHHbIE C UCMOJIb30BaHMEM HEMPOHHBLIX ceTen ans getektupoBaHms DDoS-aTak [1].

MogrotoBka AaHHbLIX: ONA TPEHWPOBKU HEWPOHHOW CeTM HeoOXOAMMO MMETb MOArOTOBIEHHBIN
Habop OaHHbIX, cogepXalni pa3MmedeHHble npumMepbl DDoS-aTak 1 HopMarbHOW CEeTEBOW aKTUBHOCTU.
OToT Habop [AaHHbIX OygeT wmcnomnb3oBaTbCcsA AN 0Oy4yeHWst HEMPOHHOW ceTu, 4YToObl OHa Morna
"HayunTbCca" pacno3HaBaTb XxapakTepHble npuaHakn DDoS-aTtak [2].

Bbibop apxuTekTypbl HEMPOHHOW ceTu: B 3aBMCMMOCTM OT KOHKPETHOW 3agayn n o6bema AaHHbIX
MO>XHO BblOpaTbh NOAXOOALLYIO apXUTEKTYpYy HEMPOHHOW ceTu. Hanpumep, CBEPTOYHbIE HEMPOHHbIE CETU
(Convolutional Neural Networks, CNN) moryT 6biTe a¢hdeKkTnBHbI Ana aHanu3a ceTeBoro Tpadwuka, a
pekyppeHTHble HeripoHHble ceTn (Recurrent Neural Networks, RNN) moryT 6bITb nonesHsl ans aHanmsa
nocnegoBaTtenbHOCTEN CobbITUN.

O6y4yeHne HewpoHHOW ceTu: Habop AaHHbIX C pa3MedeHHbiMM Mpumepamn DDoS-atak wu
HOpPMarbHOW CETEBOW aKTMBHOCTM MUCMNOMb3yeTcs AN oOydYeHus HeWpoHHoW ceTu. HelpoHHasa ceTb
"uzyyaet" xapaktepHble npusHakun DDoS-aTtak Ha ocHoBe npefoCcTaBeHHbIX AaHHbIX.

TecTupoBaHue U HacTporka HeWpoHHOW ceTu: [locne obyvyeHus HEMpPOHHOW ceTu HeobXxoaumo
NpoTECTUPOBATbL €€ Ha OTAENbHOM Habope AaHHbIX, KOTOPLIN He GbiN UCNOMNB30BaH B NpoLecce 00y4YeHus!.
OTO MOMOXET OUEHUTb TOYHOCTb U 3PPEKTUBHOCTE HEMPOHHOW CETM WM BHECTU [OOMNONHUTESbHbIE
HacTponku npu HeobxognmocTu [3].

WHTerpaumnsa B cucteMy oOHapyxeHus aTak: [locne ycnewHoro TeCTUPOBaHUS U HACTPOMKM
HEVPOHHOMN CEeTU ee MOXHO MHTErpupoBaTb B CMCTEMY ODHapyXeHus aTak, Takylo kak cuctema SIEM
(Security Information and Event Management), ana aBTomaTuudeckoro obHapyxeHus DDoS-atak B
peansHOM BpemeHu [4].

PaccmoTpum 6onee nogpobHO HEKOTOPbIE MYHKTLI 3TOMO CruckKa.

Onsi oby4eHnss HEMPOHHbIX ceTel Ha obHapyxeHne DDoS-aTak HeobGXxooumo McCnonb3oBaTb
NnoAroToBrEHHbIE AaTaceTbl, coaepXalime pasmeyeHHble npumepbl DDoS-atak U1 HopManbHOW ceTeBow
aKTMBHOCTU. Huxe npuBeaeHbl HEKOTOPLIE U3 MNONYMSAPHbLIX AaTaceToB, KOTOPblE MOXHO UCMOMNb30BaTh AnNs
3TOW Uenu:

DARPA Intrusion Detection Data Sets: ataceTsbl, npegoctasneHHble DARPA (Defense Advanced
Research Projects Agency), Bknto4daloT 0Oonblio/ 0O6bEM [aHHbIX C pas3MEYeHHbIMWU MNpuMepamm
pasnuyHbIX TUMOB aTak, Bkntoyasd DDoS-atakn. 3Tu gataceTbl LUMPOKO UCMONb3YOTCS B MCCNEA0BaHUAX B
obnactn knbepbe3onacHOCTU U MOTyT ObITb NOME3HbI AN 00YYEHUSs HEMPOHHbLIX CETEN Ha ObHapyXeHune
DDoS-atak.
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CICDD0S2019: atacet CICDD0S2019, paspaboTaHHbIi B KaHaaCcKOM MHCTUTYTE KOMMbIOTEPHbIX
uccnegosaHmin (Canadian Institute for Cybersecurity), cogepXuT [aHHble O CeTeBOM Tpaduke,
creHepupoBaHHoM DDoS-atakamu pa3HbiX TUMOB, @ Takke HOPMarbHON CETEBOW aKTUBHOCTMW.

UNSW-NB15: atacetr UNSW-NB15, paspabotaHHbin B YHuBepcutete HoBoro KOxHoro Yanbca
(University of New South Wales), BkntoyaeT gaHHble 0 ceTeBOM Tpadmke C pasMeyYeHHbIMU NpumMepamMm
aTak, Bkntodas DDoS-ataku.

A Takke UNSW_NB15 [5], Kitsune Network Attack, Network Intrusion Detection [6].

OTO NUb HEKOTOPbIE M3 BO3MOXHbIX AaTaceToB, KOTOPblE MOXHO WUCMONb30BaTb ANs 06ydyeHus
HEeMpOHHbIX ceTen Ha obHapyxeHne DDoS-atak. BaxHo BbibupaTbe nogxoadaLimm gataceT B 3aBUCMMOCTU
OT KOHKPETHbIX TpeboBaHWI 1 Lenen nccnegoBaHus.

Bbibop apxutekTypbl HENMpOHHOW ceTu ans obHapyxeHus DDoS-atak 3aBUCUT OT MHOXeCTBa
aKTOpOB, TaKMX Kak JOCTYMHOCTb AaHHbIX, TpeboBaHUA K NPOU3BOANTENBHOCTU, NpeanonaraeMble TUMbl
DDoS-atak u gpyrne ocobeHHOCTU KOHKPETHOW 3agaqn. BoT Heckonbko pacnpoCTpaHEHHbIX apXUTEKTYP
HEMPOHHBIX CeTeW, KOTopble MOryT BbITb MCNOMNb30BaHbl Ans obHapyxeHns DDoS-atak:

CeepTo4Hble HelpoHHble ceTu (Convolutional Neural Networks, CNNs) wmMpoko npumeHsitoTcs B
00paboTke M300paXkeHUn, HO Takke MOryT ObiTb MCMNOMb30BaHbl ANs 0OpaboTkn ceTeBoro Tpadwuka,
BKkItovas obHapyxeHne DDoS-atak. OHM MOryT aBTOMaTUYECKM U3BIEKaTb BaXKHbIE NMPU3HAKN N3 BXOAHbIX
OaHHbIX, TAKUX KaK MakeTbl UM CETEBbIE MOTOKW, Y UCMOMb30BaTh MX AN KnaccudmkaumMm Ha aTtaku unm
HOpMarbHYI0 aKTUBHOCTb.

PekyppeHTHble HevipoHHble ceTu (Recurrent Neural Networks, RNNs) nogxogat ans ananusa
nocrnefoBaTenbHbIX JAaHHbIX, TAKUX Kak CETEBOWN Tpaduk, U MOryT ObiTb MCNOMBL30BaHbI A4S OGHapyXeHust
DDoS-aTtak, yuutbiBass nocrnegoBaTenbHyo npupoay cetesoro Tpaduka. Hanpumep, LSTM (Long Short-
Term Memory) n GRU (Gated Recurrent Unit) — ato nonynsapHbie Tunel RNN, koTopble mMoryT 6biTb
Mcnonb3oBaHbl 451 00paboTkn BpeMEHHbIX PSiA0B, BKIOYasi CETEBON TpaduK.

ABTO3HKOOEpPbI (Autoencoders) 3TO HEWPOHHbIE CETW, KOTOpblE MOTYT ObITb MCMOMb30BaHbl OIS
N3BEYEHUS BAXKHbIX MPU3HAKOB M3 BXOAHbIX AAHHbBIX U X PEKOHCTPYKLUMU. OHU MOTYT ObITb UCNOMb30BaHbI
anst obHapyxeHust aHomanui, Bkniovad DDoS-ataku, nytem oOy4yeHWss Ha HOpMaribHOW aKTMBHOCTU U
BbISIBITEHWNSI OTKITOHEHWI OT Hee.

CoyeTaHne pasnuyHbiX apxutekTyp: B psage cnyvaeB, KOMOMHMPOBaHWE HECKOMbKMX TUMOB
HEMPOHHbIX CETEN MOXET NPMBECTU K Nydwnm pesdynbtatam. Hanpumep, coyetaHne CNN n RNN moxeTt
YUYUTbIBATb Kak MPOCTPAHCTBEHHbIE, TaK M BPEMEHHbIE NPU3HAKM CETEBOro Tpaduka.

Tarke ucnonbaytotcs rnybokne aHcambnu (Deep Ensembles): 310 apxutekTypbl, cocTosiwme 13
HECKOJbKNX HEVPOHHbIX CETEN, KOTOpble 0byyatoTca BMecTe. OHM MOryT UCNONb30BaThLCS 4115 MOBbILLEHUS
TOYHOCTU M YCTOMYMBOCTW MOAENMN Ha OBHapyXXeHune aTak.

BaxxHO NpoOBOAMTbL SKCNEPUMEHTBI C Pa3NMYHBIMU apXUTEKTYpaMn M HacTpamBaTb UX MapamMeTpbl
Ansi KOHKpPEeTHOW 3agayvm obHapyxeHuss DDoS-atak, 4ToObl 4OCTUYb HAUMYYLLIMX PEe3yNbTaToB.

OGHapyxeHue loT-Tpadmka, mcnonbdyemoro anss DDoS-atak, SABRsieTcs BaXHOW 3agadven B
obnactun kubepbesonacHocTu. [Ns pelleHus 3TOW 3aJayvn MOXHO MCMONb30BaTb pasfuyHble MeToapl,
BKITIOYas MalluHHOe obyveHue n aHanus Tpadumka. OgnH M3 NOAXOAOB 3aKMOYAETCs B MCMOMb30BaHWM
anropuTMOB MaLUMHHOTO OOy4YeHWsi, TakMX Kak Kraccudukauusi Ha OCHOBE [epeBa peLUeHUA Wnu
HeNpOoHHbIE CeTH, AN 0OHapyxeHUs aHomanuin B Tpaduke. [lns atoro Heobxoanmo cobpatb JocTaTovHOE
KONMMYeCcTBO AaHHbIX O Tpadmke |0T-ycTponcTe M 0B6yunTb mMoAdenb Ha 3TOM Habope AaHHbix. [dpyron
Nnoaxo[ 3akrnioyaeTcs B aHanuse camoro Tpaduka ¢ MCnonb3oBaHMEM METOAO0B, TakMX Kak aHanu3 4acTtoThbl
W ANWTENbHOCTU NakeToB, aHanu3 HabopoB AaHHbIX, TaKMX Kak pasMep MakeTa, Bpemsi 3agepXku U1
KONMMYECTBO MaKeTOB B CEKYHAY, W Opyrve metogdbl. OTM MeTodbl MOryT ObiTb MCMONb30BaHbl AnNs
onpegeneHnsa aHomanun B Tpaguke loT-ycTpoicTB. Takke MOXHO UCNONb30BaTb KOMOUHALMIO METOL0B
MalUMHHOrO 0oOydeHuss M aHanu3a Tpadwuka [na obHapyxeHus DDoS-aTak, ucnonbsyrowmx loT-
YCTPOWCTBA.

Onsi obHapyxeHus loT DDoS-Tpaduka MOXHO MCNONb30BaTh Pa3nUYHbIE AaTaceTbl, CoaepXxallme
3anuMcu Tpaduka, cobpaHHble B pearnbHbIX YCroBUsiX. HekoTopble M3 MOMynsipHbIX gaTtaceToB AN
o6HapyxeHusi loT DDoS-Tpadmka BKNoYatoT:

10T-23 — pataceT, pa3paboTaHHbIn Ha ocHoBe DDoS-aTak Ha ycTtponcTtea MHTepHeTa Bewen (IoT) B
peanbHbix ceTax. OH cogepxuT 3anucu Tpadmka ¢ 23 pasnuyHbix ycTporcTB 0T, BkmoYas Kamepbl
BMAEOHabnoaeHus, meguanneepbl, MapLpyTM3aTopbl, MPUHTEPBI U APYTHE, K BKITHOYaET pasnnyHble TUMbl
DDoS-aTak [7].

Android Mischief Dataset — Habop AaHHbIX CeTeBOro Tpaduka C MOOWIbHbIX TenedoHOB,
3apaKeHHbIX TpositHamMu yaaneHHoro goctyna Android [8].

[Ona oby4yeHua mopenen pacno3HaBaTb DDoOS aTtakm MOXHO WMCMONb30BaTb Pa3fiMYHbIE SA3bIKK
nporpaMmMupoBaHus u GpenmMBopKM, B 3aBUCUMOCTM OT NpeanodTeHni u TpeboBaHuii npoekTa. HekoTopble
13 NONynsipHbIX A3bIKOB NPOrpamMMMpoBaHns U PperiMBOPKOB ANg 0byyeHusa moaenen Ha obHapyxeHue
DDoS aTak Bknto4atoT:
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Python — aBnseTcs ogHUM 13 Hambonee NONyNSApHbIX S3bIKOB NPOrPaMMUPOBaHNS ANs MALLUMHHOIO
00y4YeHns 1 UMeeT MHOXEeCTBO BMBMoTeK 1 hpenmBOPKOB, Takmnx kak TensorFlow, Keras, PyTorch, scikit-
learn, KoTOpble NPeAOCTaBNAT MOLLUHbIE UHCTPYMEHTHI ANsl CO34aHuNs 1 00yyYeHns Mogenen MallnHHOro
0o0yyeHunsa ans obHapyxeHunss DDoS atak.

R — SA3blK NporpaMMMpOBaHUS M OKPYXEHUEe ONnsi CTaTUCTUYEeCKOW oOpaboTKuM AaHHbIX, KOTOPbIV
Takke MOXeT ObiTb MCMoOMb3oBaH Ans obyyeHus mMogenen MawwuHHoro obydeHus. R npepoctaBnser
boratbin Habop BGubnuotek, Takmx kak caret, randomForest, xgboost n gpyrve, kotopble Moryt 6bITb
MCcnonb30BaHbl ANd co3agaHusa mogenen obHapyxeHna DDoS aTtak.

TensorFlow — oTkpbiTas 6ubnunoteka mawmHHOro obydeHus, paspabotaHHaa Google, koTopas
npefocTaBnseT MOLWHbIE MHCTPYMEHTbl ANA Co3gaHus u obydyeHus mogenen MalMHHOro obyyeHus,
Bknoyasa obHapyxeHne DDoS atak. TensorFlow nmeeT wupokuin Bbibop npeaBapuTenibHO 00YYEeHHbIX
MoZenen n Takke NO3BOMSET co3aaBaTb COOCTBEHHbIE MOAEMNN C UCMOMb30BaHNEM rMy6OKMX HENPOHHBbIX
ceTen.

Scikit-learn — 6GubnuoTeka MaWMHHOIO oby4eHMs Oans si3blka NnporpaMmmnpoBaHus Python, koTopas
npegocTaBnseT MHOXECTBO anropMTMOB MallMHHOrO obydeHuns, Takux kak Decision Trees, Random
Forest, SVM, n gpyrue, koTopble MOTyT GbITb UCNONb30BaHbI 47151 CO34aHus Modenen obHapyxeHus DDoS
aTak.

Keras — BbICOKOYPOBHEBbI (PPEVMBOPK MalMHHOrO o0b0yyeHnss pans  Python, koTophbin
npegocTaBnseT NPOCTON N UHTYUTUBHO MOHATHBIV MHTepdenc ansa cosg

PyTorch — dpermBopk MawmHHOro obydeHus, paspaboTaHHbli Facebook, n Takke wumeer
MHOXECTBO MHCTPYMEHTOB 1 61ubnmoTtek ansa obyyeHns mogenen Ha AaHHbix o0 DDoS atakax.

MawumHHoe oby4yeHne ncnonb3yeTcsa ans obHapyxeHmus DDoS aTak BO MHOTMX NPOAyKTax, BKMoYas:

— SIEM cuctembl (Security Information and Event Management)

— Cuctembl 06HapyxeHus BTopxkeHun (Intrusion Detection Systems)

— Cuctembl 3awmtbl oT DDOS atak (DDoS Protection Systems)

— Bpangmayapbl 1 cuctembl 6e3onacHoOCTH ceTu

— Knactepbl Be6-cepBepoB

— CDN (Content Delivery Network)

B 9Tmx npogyktax WCMNOMb3ylTCA pasfnuMyHble MeTOAbl MalUMHHOrO oOy4yeHusi, BKI4vas
Knaccuyeckne anropuTMbl, TakMme Kak MawuHbl OMOpPHbIX BekTtopoB (SVM) n HauBHble GamnecoBckue
KknaccudukaTopbl, a Takke 0oree CnoXHble anropuTMbl, Takume Kak rnyboKkMe HEeWpOHHble ceTn U
anropuUTMbl Krnactepusaunm AaHHbIX.

Cuctembl obHapyxeHus BTopxeHun (Intrusion Detection Systems, IDS) moryT mcnonb3oBaTtb
MaLLMHHOe oBydeHune ansa obHapyxeHus DDoS aTtak, aHanu3upys ceTteBour Tpaduk nnu nor-gannsl Ha
Hanvyne aHOMarbHOro NOBEAEHNS UMK XapakTePUCTUK, CBA3aHHbIX ¢ DDoS atakamu. Cuctembl o6nayHon
©esonacHocTn (Cloud Security) moryT ncnonb3oBaTtb MalnMHHoe 06ydYeHne anst obHapyxeHnss DDoS aTak,
aHanuampys ceTeBon Tpadmk M akTMBHOCTb B 0OMayHol cpeae Ha NpegMeT aHomanun u npusHakos DDoS
aTtak. Cucrtembl aHanunsa xypHanos u ror-cparinos (Log Analysis Systems) moryT nucnonb3oBaTtb MalLMHHOE
obydeHune gna obHapyxeHuss DDoS artak, aHanuanpys nor-cbansbl Ha HanuuMe aHoManbHbIX COObITUN,
Bkrtovass npusHakm DDoS aTak. CneumanuavpoBaHHble NpodykTel Ans obHapyxeHuss DDoS aTtak
pa3paboTaHHble cneunanbHo Anst obHapyxeHus DDoS aTak ¢ Mcnonb3oBaHNMEM MaLUUMHHOIO O0y4YeHwus,
Takue kak Radware DefensePro, Arbor Networks APS, F5 Networks Silverline.

Cpenaem kpaTkoe 0600LeHEe N3NOXEHHbIX Bbille (DaKToB.

MawwvHHOe o60ydeHme LWUPOKo wucnonb3yeTcsa Ana obHapyxeHus DDoS aTtak B pasnunyHbix
npoaykTax n cucremax. Hanbonee pacnpocTpaHeHHbIMU S3blkaMy MPOrPaMMNPOBaHNA 1 (PpPeriMBOpKamMu
ana obydeHua mopenen sienswtca Python, TensorFlow, Keras, PyTorch un scikit-learn. B kavectse
AaTaceToB MCNONb3YTCA Kak CUHTETUYECKME AaHHbIE, TaK U JaHHbIe C pearnbHbIX aTak. [ins oGHapyxXeHus
loT-ceTen, ncnonbayembix ans DDoS atak, MoryT 6biTb UICNONb30BaHbl AaTaceThbl, COAepXKalime OaHHble
Tpacmka ¢ yctponcTB IoT. ApXUTEKTYpbl HEMPOHHBLIX ceTen ans obHapyxeHua DDoS atak moryT ObiTb
pasnuyHbIMK, BKIOYAA CBEPTOYHbLIE HEMPOHHbLIE CETU, PEKYPPEHTHBIE HEVNPOHHLIE CETU U KOMOMHaUMN 13
HuX. B kayecTBe BXOOHbLIX AaHHbIX NS MOOENEN MOTyT UCMOMNb30BaTbCs NapameTpbl ceTeBOro Tpaduka,
Takune kak pasmep MakeToB, YacToTa 3anpocoB, pacnpegenexHve IP-agpecoB n npoTokonos. MpoayKThbl,
nucnonb3yllme mMalmHHoe obyyeHne ans obHapyxeHuss DDoS aTak, BkroyatoT B cebs KoMmmepyeckme
peLleHns OT KOMMaHUN, a Takke OTKPbITbIE MPOEKThI.

B uenom, mawmrHHoe obyyeHne gaeT HOBblE BO3MOXHOCTM Anis o6HapyxeHus DDoS atak, no3sonss
aBTOMaTUYECKM aHanM3npoBaTh U BbISIBNSATb HEOOLIYHOE NOBEAEHME B CETU, YTO MOXET ObITb CBA3AHO C
atakon. OpHako, HeobXoAMMO MOMHUTb, YTO MaWwWHHOEe Oby4yeHne He SBNAEeTCA YHUMBEpCallbHbIM
pelieHneM fOnsi Bcex cueHapueB oOHapyxeHus DDoS aTtak u moxeT TpeboBaTb AOMOSHUTENbHOM
HaCTPOMKM 1 aganTauny Ans Kax4oro KOHKPEeTHOro criyyas.

33



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

CnncoK ncnonb3oBaHHbIX UCTOYHUKOB:

1. DDoS-aTtaku 1 aneKTpoHHasi KOMMEpPLMS: COBPEMEHHbIE Noaxoabl K 3awwmTte [AnekTpoHHbIn pecypc] / 1-C Butpuke / / Cant
Xabpaxabp. - Pexxum goctyna: https://habrahabr.ru/ company/bitrix/blog/267947

2. WenyxvH O.U., BaHowuHa A.B., Fabucosa M.E. ®unbTpaums HexenaTenbHbIX NPUIOXEHUA WMHTEpHEeT Tpadwka C
ucnornb3oBaHneM anroputMma knaccudukaummn Random Forest. Bonpockl knbepbesonacHocTu, Ne 2 (26), 2018 r., cTp. 44-51

3. Artifcial intelligence and machine learning) / Niklas Kuhl, Max Schemmer, Marc Goutier, Gerhard Satzger.] // Electronic
Marketsw, https://link.springer.com/article/10.1007/s12525-022-00598-0 .

4. Kotos, B. 1. CoBpemeHHOe cocTosiHue npobrnembl obHapyxeHus ceTeBbix BTopxeHuin / B.[. KoTtos, B./. Bacunbes / /
BectHuk YIATY. - 2012. - T. 16, Ne 3. - C. 198-204.

5. UNSW_NB15 — Kaggle [OnekTpoHHbI pecypc] — Pexum goctyna: https://www.kaggle.com/mrwellsdavid/unsw-nb15/. —
Oata poctyna: 02.04.2023

6. Network Intrusion Detection - Kaggle [OnekTpoHHbIN pecypc] - Pexum pocTyna:
https:/iwww.kaggle.com/sampadabl17/network-intrusion-detection/. — lata goctyna: 02.04.2023

7. Aposemat 10T-23 — Stratosphereips [OnekTpoHHbI pecypc] — Pexum goctyna: https://www.stratosphereips.org/datasets-
iot23. — [lata poctyna: 02.04.2023

8. Android-mischief-dataset - Stratosphereips [OnekTpoHHbI pecypc] - Pexum poctyna:
https://lwww.stratosphereips.org/android-mischief-dataset. — [lata goctyna: 02.04.2023

34



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

UDC 004.056.53

MACHINE LEARNING CAPABILITIES FOR DETECTING DDOS
ATTACKS

Sharonava E.I.

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Petrov S.N. — PhD in Technical Sciences
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CEKUUA «SALLUTA MHOOPMALIUN»
TE3UCHI

YIMEPOOOCOOEPXALUUE NMOIrMOTUTENW OANA 3AWNTbI CPEACTB
BbIYUCITUTENTIbHOWU TEXHUKU OT NOMEX

Gopdunoeckas A.B., cmydeHm 2p.961401

Bbenopycckuli eocydapcmeeHHbIl yHU8epcumem uH@opMamuku U paduosrieKmpoHUKU!
2. MuHck, Pecniybniuka benapycb

Genoycosa E.C., bolnpae O.B. — kaHO. mex. HayK

AHHOTauus. B pgaHHOM craTbe npencTtaBneH CpaBHUTEMbHbIN aHanu3s pe3ynbTaTtoB U3MepeHusa KO3 PULIMEHTOB OTPaKEHUS U
nepegaynm B AmanadoHe 4vactotr 2-17 [Tu Ana normotutenen SneKTpoOMarHUTHOro n3ny4yeHnsa, W3rotoBlieHHbIX Ha OCHOBE
yrnepogocoepalnx KOMNOHEeHTOoB, ANnA 3alnTbl CPeacTB BbIUYMCIIUTENBHON TEXHUKN OT NOMeX.

KnioueBble cnoBa. KoapduumeHT oTpaxeHus, koadpuuMeHT nepedaydn, MOrnoTUTENU 3NEeKTPOMarHUTHOro n3any4yeHus,
aKTUBMPOBAHHbIN yronb.

Mpobneme BNUAHWUS 3NEKTPOMAarHUTHbLIX NMOMEX Ha CPEACTBa BbIYMCIMTENBHOW TEXHMKE JOMroe
BpeMS He yAensanocb BHUMaHWe, noka He Obiny 3aperncTpupoBaHbl cOoM B MHPOPMALMOHHBIX cUCTEMax
pasnuyHbIX OpraHu3auuin SMNEeKTPOIHEPreTUKM, NPOMbINeHHOCTM U Ap. CerogHsi Npoun3BOACTBEHHbIE
NPOLECChl HACTONbKO 3aBUCUT OT MCNOJIb3YEMOW 3MEKTPO- 1 PagMoTEXHMKN, Y4TO Npobnema obecneyeHns
3MNEeKTPOMarHMTHON COBMECTUMOCTM M 3aLLMTbl OT MOMEX cTana akTyasnbHOW.

OneKkTpoMarHMTHasa nomexa — 3MeKTPOMarHUTHOE SIBMIEHUE MMM MPOLLECC €CTECTBEHHOro, Unm
WCKYCCTBEHHOIO MPOUCXOXAEHMWS, KOTOPbIE CHWXAIT UMW MOTYT CHU3UTb KayecTBO (DYHKLMOHMPOBAHWS
TexHunyeckoro cpeactaa [1].

OnekTpomarHmtHaa coBmectuMocTb (OMC) — cnocobHocTe TexHuyeckux cpeacte (TC)
YHKUMOHNPOBaTb C 3aJaHHbIM KaydeCTBOM B OMpenenieHHOM SMeKTPOMAarHUTHOM OOCTaHOBKe, He
co3gaBasi Mpu 3TOM HEeJoMNyCTUMbIX 3MEKTPOMArHWTHBbIX MOMEX APYrMM TEXHWYECKMM CpeacTBaMm U
HeJoNyCTMMbIX 3NEKTPOMAarHUTHbIX BO3AENCTBUI Ha Buonornyeckne obbekTbl [1].

ObecneveHne OMC, T.e. [OCTWXKEHME TaKOro COCTOSIHWSA, KOrga SreKkTPOTEXHUYECKME,
SMNEKTPOHHbIE U PAOMO3NEKTPOHHbIE annapaThbl, CUCTEMbI U YCTAHOBKM OyAyT MPUrOAHbI K BbIMNOMTHEHUIO
PYHKLMI NO HA3HaYeHWIO NpU BO3AENCTBMM MOMEX, CO3AaBaEMbIX 3MIEKTPOTEXHUYECKUMU U3LOENUAMU U
BblI3bIBAEMbIX MPUPOLAHBLIMU ABMIEHNAMM, CTANI0 HEOOXOAMMbIM YCIIOBUEM HAay4YHO-TEXHUYECKOrO Nporpecca

K OCHOBHbLIM MCMOMB3yEMbIM METOAAM MPY MOMOLLM, KOTOPbIX MOXHO YCTPaHUTb UMK, YMEHbLUUTb
BNUAHME NOMEX Npu pa3paboTke oTAeNbHbIX Y3MOB annapaTypbl OTHOCATCS CreayloLlme: 3KkpaHMpoBaHue,
3a3emneHue, GunbTpaumsi, G6anaHcupoBka, M30MAUUS, pPa3HECEHWE U OpueHTauuss NPOBOLHUKOB B
NPOCTPaAHCTBE, PErynMpoBKa BENUYMHBI MOMTHOIO COMPOTUBIEHUST CXeMbI [2].

B paHHOW paboTe npeactaBneHbl pe3ynbTaTbl U3MEpPeHWr KO3(MUUMEHTOB OTPaXeHUs u
nepegayn  MornoTuTeNnen  3NEeKTPOMarHUTHOTO  U3NYyYeHWs]  U3FOTOBJIEHHBIX  C  MOMOLLLHO
yrnepoaocoaepKallimx KOMMNOHEHTOB.

Ha pwucyHke 1 npencrtaBneH BHELWHWA BWA, MOMYYEHHbLIX MOrMOTUTENEN 3NEKTPOMAarHUTHOIO
U3Ny4YeHnsi, MW3roTOBMEHHbIX NO MeToauke, wusnoxeHHon B [3]. B cmecb [OBYXKOMMNOHEHTHOM
nonuypetaHoBon Macku (70 macc. %) po6aBnannca NopoLkoo6pasHbll aKTUBMPOBAHHbBIA Yrofb ABYX
BWLOB: KOKOCOBLIN (06pasel, 1), 6epe3oBkin (0Opasey 2).
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PucyHok 1 — Bug cBepxy v B NEPCMNEKTMBE MOIMOTUTENS 3MEKTPOMAarHUTHOTO U3nyyeHus (obpasel 1)

Ona wun3mepeHns Kkoad(PUUMEHTOB nepefaym W OTPaKEHWUs KOHCTPYKUUM 3dkpaHoB JOMU
ucnonb3oBarncs naHopaMHbI n3MepuTenb koadduumeHToB nepedayn n otpaxeHua SNA 0,01-18,
paboTaLwmin No NPUHLMNY pas3genbHOro BbiAENEeHMs M HEMOCPEACTBEHHOIO AETEKTMPOBAHNS YPOBHEMN
nagatowen n OTpaXeHHOW BOMH B [Auana3oHe 4actotr 2-17 [Tu. W3mepenHusa npoBogunmncb C
pacnonoXeHneM MNIIOCKOro MeTanfiMyeckoro nuicra 3a uccregyembiM nornotutenem. WMa3HayaneHo
NPOBOAWMUCE U3MEPEHUS KOA(hPULMEHTA OTPaKEHUS MPU PACMONIOKEHUN MOrNOTUTENEN CTOPOHOW C
reoMmeTpnyeckuMmM HEeOAHOPOAHOCTAMU (CTOpoHa 1) K M3nyvyaemMon aHTeHHe, Ha creaylollem aTtane
N3MepeHust MPOBOAMUITMCH NPY PacnosioXeHUN nornoTuTenen obpaTHOM (NIOCKON) CTOPOHOW (CTOpOHa 2)
K M3ry4yaemMon aHTeHHe. Ha pucyHke 2 npencTaBneHbl YacTOTHbIE XapaKTepUCTUKU KO3hULMEHTOB
OTpaxeHus n nepegayv B AgnanasoHe vactot 2—17 My ans obpasyoB nornotutenen 3aNeKkTpoMarHUTHOro
N3Ny4YeHuns.
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PucyHok 2 — YacToTHbIe XapakTepuUCTMKM KO3 prUnNeHTOB Nnepeaayn n oTpaxKeHus
B AnanasoHe vacTtoT 2—-17 My anga obpasuoB NornoTuTenen afekTPOMarHUTHOrO U3ryyYyeHns

YcTaHoBMEHo, 4TO ko3dpuumeHT nepegaum ana obpasua 1 (C  nopolkoobpasHbIM
aKTMBMPOBAaHHBIM KOKOCOBBIM yrniem) coctaBnsieT meHee —10 ob Ha yacToTax Beiwe 7 [Tu, aona obpasua 2
— MeHee 12,5 gb. KoahdurumeHTbl OTpaXkeHMs1 He3HaAYMTElbHO OTNNMYAOTCA NPU pacnosiokeHnn obounx
obpasLoB MIIOCKOW CTOPOHOM (CTOpPOHa 2) K W3Ny4yaemoW aHTeHHe. MuHMManbHoe 3HayeHue
KoacbmumeHTa oTtpaxeHus (-21 gb Ha uyactotax 6—7 [Tu) nonyyeHo gnsa obpasua 1 npu ero
pacnonoXeHnM CTOPOHOW C reOMETPUYECKUMU HEOQHOPOAHOCTAMU (CTOPOHa 1) K M3ry4yaeMoln aHTEHHeE.
Kak BugHoO Ha pucyHke 2, 3HayeHus KoahpuumneHToB oTpaxeHus ansg obomx obpasyos Ha YacToTax CBbILe
8 Ty koppenupyloT Mexay cobon.

Ha ocHoBe nNpoBeAeHHOro CPaBHUTENBHOIO aHanu3a pesynbTaToB M3MepeHUn Ko3PULIMEHTOB
OTpaXeHuns u nepegadn B gnanasoHe 4YacTtot 2—17 [Ty BbisBNEHO, YTO AobaBneHne NOpOLLKOOOPa3HOro
aKTUBMPOBAHHOIO KOKOCOBOTO YIS MpU W3rOTOBIIEHUU MOrMAOTUTENEN 3MEKTPOMArHUTHOrO WU3NyyeHust
CMocobCTBYET YMEHbLUEHNIO KO3 PMLMEHTA OTpaXeHusa o 3HadeHms —21 gb Ha yactoTtax 6—7 Ty, uTo
Nno3BofsieT peKOMeHO0BaTb UX UCTMONb30BaHNS ANs 3alUThl CPEACTB BbIYUCIIUTENBHON TEXHUKM OT MOMEX.

CnuUcok Ncnonb3oBaHHbIX UCTOYHUKOB:

1. MankoB, H.A. OnekTpomarHWTHasi COBMECTMMOCTb pPaAMO3NIEKTPOHHbLIX cpeacTB : y4veb. nmocobwe / H.A. Mankos,
A.MN. NygoskuH. — Tambos : M3g-Bo Tamb. roc. TexH. yH-Ta, 2007. — 88 c.

2. Kepecenuagse, E. B. nekTpomarHuTHasi COBMECTMMOCTb PaMO3NEKTPOHHBIX CPeAcTB: y4ebHO-MeToam4eckoe nocobve /
E. B. Kepecenugse — MH.: BI'YWP, 2005. — 102 c.

3. Cnocob nsroToBneHns yrnecogepXallero norfnoTUTeNs 311eKTPOMarHUTHOIO U3My4eHUs C reoMeTpUYeCKN HEOAHOPOAHOM
NMOBEPXHOCTbIO U yrnecoAepXallnii MOrnoTUTENb 3NEKTPOMAarHUTHOIO U3MNyYeHUst C reOMEeTPUYECKN HEOAHOPOAHON NMOBEPXHOCTbLIO,
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OCOBEHHOCTU NPUMEHEHUA PEHENOAOBHbLIX NMOMEX
AnAa 3AWnUTbl PEMEBOU UHOOPMALIMA

Banuee E.A., yyawulcs HanpaesneHus «HgopmayuoHHasi 6e3onacHocmby;
MakapeHs E.A., yyawasics HarnpasneHus «MHgpopmayuoHHass 6e3ornacHoCmb»

HauuoHanbHbil demckul mexHonapk 2. MuHck, Pecriybnuka benapych

3enbmaHckul O.b. — KaHO. MexH. HayK

AHHOTaums. B pamkax pa3paboTkv ycTporcTBa 3aluMTbl peyeBOr MHOPMaLMK NPEASIoKEHO (hOPMMPOBaHNE ABYX MaCKMPYHOLLMX
peyenofobHbIX CUrHanoB, OAHOMO C MOLLHOCTBIO PaBHOW MOLLHOCTM MH(OPMALMOHHOTO curHana u dopmupyemoro 6e3 yyeta
CTaTUCTUYECKUX OCOBEHHOCTEN A3blka, BTOPOTO CO 3HAYUTENBHO GOrNbLUEl MOLLHOCTBIO U (hOPMUPYEMOTO C YHETOM CTaTUCTUHECKUX
0COBEHHOCTel A3blka, YTO NO3BOMNT MOBbLICUTL CTOVKOCTbL 3aLLMThI K METOAAM CTaTUCTUYECKOro aHanun3a u aHanusa MOLLHOCTY curHana.

OfHUM 13 MeToAoB 3aWwuTbl pedeBort MHOPMaUMK SBNSETCA €e MacKupoBaHWEe MOMEXOBbIMU
curHanamu [1, 2]. B kayecTBe MackMpyeMbiX CUrHanoB LUMPOKO NPUMEHSIIOTCS pedenofodHbie nomexu [3].
Takum obpasom, Obin pa3paboTaH Mogynb cuHTE3a peyenofobHbIX CUrHanoB AMS aKTUBHOW 3aliuThl
peuveBon MHGopmauun [4]. TpennoXxeHHbIi MOAYMNb CUHTE3a pe4venogobHbIX CUrHanoB MO3BONSET
ccopmmpoBaTtb  pedvenodobHyld MNOMexy W3 rofioca [UKTOpa-HEemnoCpeACTBEHHOIO  yyacTHMKa
KOH(MAEHUMANbHOr0 pasroBopa, He HEeCYLYI HWKaKkon CMbICIOBOW WHoOpMauMM, U N0 CBOUM
CTaTUCTUYECKMM OCOBEHHOCTAM MOMHOCTBIO COOTBETCTBYIOLLYIO PYCCKOM pedn. [locKombKy YpOBEHb
AAHHOW MOMEeXM 3HA4YUTEeNnbHO MpeBbIWAeT YpPOBEHb CKPbIBAEMOro WHMOPMAUMOHHOIO CurHana
npegnaraetcs OpMMpoBaTh AONONHUTENBHLIW pe4enogobHbIN CUrHan Takke U3 peyn JaHHOro ANKTopa,
ypoBeHb koToporo 6ydeT paBeH YpPOBHIO CKpbIBAEMOro curHana, HO 6e3 ydvyeta CTaTUCTUYECKUX
3aKOHOMepHOCTeN A3blka. B pesynbTate cmeleHns nHPOOPMATMBHOIMO CUrHamna C AOMOMHUTENbHbLIM
peyenogobHbIM CUrHaNoOM MPOu3oMAeT HapyleHWe CTaTUCTUYECKUX 3aKOHOMEPHOCTeW, B pesynbTaTte
Yero CMeLUaHHbIA curHan MoXeT ObiTb KnaccugurLumMpoBaH Kak He HECYLLIMIA CMbICITIOBOWN Harpy3ku. B Toxe
BpeMs 6onee MOLLHbIV peyenofobHbIN CUrHam, COOTBETCTBYIOLMIA CTAaTUCTUYECKMM 3aKOHOMEPHOCTSAM,
MOXeT ObITb KnaccnuuunpoBaH kak CMbICIIOBOW.

Ons cdopmupoBaHua pevenogoOHoM nomexm ObinM M3ydeHbl cTaTucTudeckue ocobeHHOCTU
PYyCCKOrO €3blka C MOMOLLbI0 pa3paboTaHHOrO Ha A3blke nporpammupoBaHus C++ MpPoOrpaMMHOro
cpenctea. [JaHHOe nMporpaMMHOEe CPeACcTBO CMOCOOHO MPOM3BOAMTL pacyHeT 4YacToTbl MCMOSb3YEMbIX B
3agaHHOM TekcTe ByKB C Lenbio NpoBedeHus CTaTUCTUYECKOro aHanm3a TekcTa. [ina atoro B nporpammy
3arpyxaeTcs TEKCTOBbIN havin ¢ 3agaHHbIM UMEHEeM, B KOTOPOM paccyMTbiBaeTCs YacToTa BCTPeYyaeMoCcTm
KaXxgoro cumBona, pesynbtaTtbl COXPaHAITCA B APYrol TEKCTOBbLIN haiin ¢ 3afaHHbIM UMeHeM. BHelHuiA
BUA MHTepderica nporpamMbl NpeacTaBneH Ha PUCyHke 1.

Beepute vMMA daMaa nan ospasoTkM: textl.txt
Beenpute wma daMaa. KYyna BHBECTH pe3yasTaTe: outl.

lan NPOADAXEHHA HARMMHTE ADGYND HKAABMWY -

PucyHok 1 — BHelwHmiA Bua nHtepdenca paspaboTaHHOro nporpaMmMHOro CpeacTea

C nomouwbto API, paamelyeHHoro Ha nopTane text.ru, npoM3BoaMTCSA NOACYET CIIOrOBOM YaCTOTHON
XapakTepucTUknN. YacToTHas xapakTepucTuka ab3aues 1 NpeasioxkeHnn paccumTbiBaeTcsl ¢ nomoLlbio API,
pa3MeLleHHOro Ha nopTane planetacalc.ru. ns aHanuaa 61Ny MCNoNb30BaHbl TEKCThI XYAOXECTBEHHOTO,
NyoInMLNCTUYECKOrO U Hay4HOro cTunen oo bemom 6onee 80 Thicsid CMMBOMOB Kaxabivi. C Lenbio 3yvyeHust
CTaATUCTMKN PYCCKOTro si3blka ObInu BblOpaHbl criegyrolme TekcTbl: pomaH «Mactep n Mapraputay, xxypHan
«Undposas TpaHchopmauumsy, razeta «Cb. benapyck cerogHa». B pesynbTate aHanv3a nonyyYeHHbIX
CTaTUCTMYECKNX 3aKOHOMEPHOCTEN PYCCKOro s3blka B OCHOBY MOAYNSA hopMmpoBaHus peyvenogobHbIx
nomex ObINO MOMOXEHO pacnpenesieHne BepoOATHOCTEN, COOTBETCTBYHOLEE NyONMUMCTUYECKOMY CTUIIHD,
MOCKOJIbKY OHO MpeAcTaBnsieT cobon cpefHee Mexay XyAOXKEeCTBEHHON U TEXHUYECKOW NMTepaTypon u B
OonbLUel CTENEHN COOTBETCTBYET CTUSIIO A4EJTOBOro 00LLEeHNS.
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OBOCHOBAHUE BbIBOPA 3MYJIATOPA GNS3 ANnA U3YYEHUA
NMPUHLUUMNOB NOCTPOEHUA NOKAJIbHbIX CETEX C MEXXCETEBbIM
SKPAHUPOBAHUEM

Lo M.K., cm. ep. 961402

Bbenopycckuti eocydapcmeeHHbIl yHU8epcumem UH@opMamuku U paduosniekmpoHUKU!
2. MuHck, Pecniybniuka benapycb

bernoycosa E.C. — kaHO. mexH. HayK

AHHOTaums. B ctatbe npeactaBneHbl pe3ynbTaTbl CpaBHEHWS U 0BOCHOBaHMS BblbOpa cpedbl MOAENUPOBaHWUSA ANS U3yYeHUS
NPVHLMMOB KOHUrypaLmMmn MexceTeBbIX 3KpaHOB U X BHEOPEHUS B NIOKanbHble ceTu. [Noka3aHbl npenmyLiecTBa ucnonb3oBaHns GNS3
VM un mexceTeBow akpaHa FortiGate-VM. CocTaBneHbl pekomeHaaumm no ncnonb3oaHnto GNS3 B ob6pasoBaTtensHOM npoLecce.

KnioueBble cnoBa. MogenuvpoBaHue nokarbHbIX ceTel, mexceTeBo akpaH, GNS3, Fortinet, FortiGate.

GNS3 (Graphical Network Simulator 3) — 3T0 nporpaMMHLIN 3MYNSITOP ceTeBoro obopyaoBaHus,
KOTOpPbIN NO3BONSAET co3daBaTb MOAENU BUPTyanbHbIX ceTen [1-2]. Ero rmaBHbIM OTAMYMEM OT U3BECTHOIO
cumynaTopa nokaneHbix ceten Cisco Packet Tracer siBnsieTca nonHas amynsaumsa ceTeBblX yCTPoOncTs 6e3
orpaHnyeHus nx pyHkumoHanbHocTn. GNS3 nogaepxmnBaeTcs pasnuyHbIMK OnepaunoOHHbIMU CUCTEMAMMU
(Microsoft Windows, MacQOS, Linux), ero ncnon3oBaHue asnsetca 6ecnnaTHbiM 1 TpebyeT nuueH3uu.
GNS3 BkntovaeT B cebs ABa Bmaa nporpaMmmHoro obecneyeHms: GNS3-all-in-one software (GUI), GNS3
virtual machine (VM). B GNS3 ecTb nogaepxka aMmynsunm ceTeBbiX YCTPOWCTB pasHbIX NPOU3BoanUTENen
(Fortinet, Juniper n gp.), a Takke CepBEPOB M OKOHEYHbIX YCTPOWCTB C pasHbIMW ONepauvoHHbIMMU
cuctemammn (Windows, Ubuntu). Pabota GNS3 ocHoBaHa Ha MCMONb30BaHUW cpefbl BUpTyanu3auuu,
VirtualBox unu VMWare.

Vcnonb3oBaHne aMynsiTOpoB CeTEBOro 00OpyooBaHUSA ynpolwiaeT HacTpOWKy, yrnpaBrieHue U
MOHWUTOPUHI CMOOENNPOBAHHOWN BUPTYyanbHOW ceTu bnarogapst yoobHoMy rpadudeckomy MHTepdeicy,
KOTOPbI MpefHas3Ha4YeH AN ONbITHbIX CMEeLVanucToB, MMEKLMUX OnbiT paboTbl C TEXHOMOrNAMM
BupTyanusauuu. 'pacmyeckne nHctpymeHTol GNS3 nossonaTt G6onee GbICTPO U NErko OCyLecTBRATb
NPOEKTUPOBaHME BUPTYarnbHON CETHU.

Takum 00pa3oM, MOXHO BbIOENUTb Cneayllmne OCHOBHbIE [OCTOMHCTBA WCMONb30BaHUS
NPOrpaMmMHOro amynatTopa ceTeBbix ycTponcte GNS3 anga usydeHus npuHUUNOB NOCTPOEHUS NOKanbHbIX
ceTen:

— BO3MOXHOCTb MOJSTHON 3MyNSALUN CETEBBIX YCTPONCTB 6€3 orpaHnveHust nx yHKUMoHana;

— MPOEKTUPOBAHWE FETEPOrEHHbIX CETEN, KOTopble OyayT BkMoYaTb B cebsi yCTpoWcTBa pasHbiX
npou3BoauTenei;

— BHEAPEHUE B CNPOEKTMPOBaHHY0 BUPTYalbHYK CETb NOMHOLEHHbIX paboynx CTaHUMIA U CEPBEPOB
noJ ynpaBneHneM pasHbiX ONnepauuoHHbIX CUCTEM.

Mpu cozganum Tononormm B GNS3 co3gaHHble YCTPOWCTBa AOMKHO ObiTb pasmMeLleHbl U 3anyLeHbl
cepBepHbIM npoueccom. CyLlecTBYeT HECKONbKO BapuaHToOB cepBepHon vacTtu MO: nokaneHbid cepBep
GNS3, nokanbHasi BMpTyanbHasa mawwuHa Ecnv ycTponcTBO nonb3oBaTtens UCMoNb3yeT BUPTYarbHYHO
mawmnHy GNS3, ee 3anyck ocyuwectBndetca Ha [1K ¢ momouwplo nporpammHoro obecnedeHus ans
BUPTYyanusaumm, Takke BO3MOXEH 3anyck BMpTyanbHon MawmnHel GNS3 yganeHHo Ha cepBepe C MOMOLLIbH
VMWare ESXi nnu B obnake. BoamoxHo ucnonb3osanne GNS3 6e3 BupTyansHon MawmHel GNS3, Ho npu
aToM dhyHKUMOHan 6ygeT orpaHudeH. pu HeobxoguMMocTn co3panusa crioxkHon Tononorum GNS3 ¢
ncnonb3oBaHueM Takmx ycTponctB kak Cisco VIRL, ansa kotoporo Tpebyetca Qemu, TpebyeTcsa 3anyck
BUpTyanbHon MawwuHbl GNS3. Takum ob6paszom, GNS3 nopoepxuBaeT kak 3MYyNMPOBaHHbIE, Tak W
CMOJENMPOBaHHbIE YCTPOWCTBA.

Mpu ycTaHOBKE HEOGXOAMMO coBnageHne Bepcui nporpammHoro obecnedermns GNS3 n GNS3 VM,
B AaHHOWN paboTe mncnosb3oBanack Bepcus 2.2.32, peanusoBaHHas Ha nnatdopme VMware Workstation
Bepcumn 14.0. Ona noctpoeHus Tononorum cetn B VMware Workstation 6binv go6aBneHbl BUpTyarnbHble
MawmHbel GNS3 B kayecTBe yaaneHHoro cepeepa n Window 10 B KayecTBe KnmeHTa.

YctaHoBka GNS3 VM HaunHaeTcd ¢ 3anycka VWware Workstation Player14, Beibopa nyHKT Open a
Virtual Machine n gobaBneHus BUpyTanbHOW MalUWHbI, CKadaHHow ¢ canTta GNS3. B OTKpbIBLUEMCS OKHE
BBoauTcst Mst GNS3 VMware. O6pa3 6yaeT MMNopTMPOBaH B XpaHUMULLLE BUPTYarbHbIX MalUMH vmware.

[nga HacTponkn nporpaMmHoro obecneveHms GNS3 1 ero CMHXpOHU3aLUun ¢ BUPTYanbHOW MaLLVHON
GNS3 VM B VMware Heobxogumo nepentn B pasgen Edit — Preferences — GNS3 u aktuBmpoBaTtb
«Enable the GNS3 VM», BbibpaTb umsa gobasneHHon B VMware BupTyansHon mawmHon GNS3 VM.
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MexceTeBble 3KpaHbl ABMAAIOTCA annapaTHO-MPOrpaMMHbIMK YCTPOMNCTBAMU WM MporpamMmmamMu,
KOTOpble PErynvMpytoT MOTOK CETEBOro Tpaduka Mexay ceTsiMu. BOonbLUMHCTBO MEXCETEBbIX 3KPaHOB
pacnosioXeHO Ha rpaHuLbl CETEBOro NepMMeTpa, U B NEPBYIO O4Yepeab OHU NpedHa3HavYeHbl ANs 3aLunThl
BHYTPEHHMX YCTPOMCTB OT BHELUHMX aTak.

Ha pucyHke 1 nokasaH npumep nofyyeHus JocTyna u HacTpoliku IP-agpeca mexceTeBoro akpaHa
FortiGate-VM nocpeactBom CLI (Command Line Interface), Ha pucyHke 2 — pesynbTaT NOAKMIOYEHUS C
nomouybto GUI (Graphic User Interface).

Cloud1

FortiGate7.0-1
AlR
H e
umw

n ® FortiGate7.0-1

Starting system maintenance...
Serial number is FGVMEV-NLRS8PP-BB

FortiGate-VM64-KVM login: admin

Password:

You are forced to change your password. Please input a new password.
New Password:

Confirm Password:

Welcome!

FortiGate-VM64-KVM # config system interface
FortiGate-VM64-KVM (interface) # edit portl
FortiGate-VM64-KVM (portl) # set mode static
FortiGate-VM64-KVM (portl) # set ip 192.168.0.3 255.255.255.0
FortiGate-vM64-KvM (portl) # set allowaccess ping https http

FortiGate-VM64-KVM (portl) # end

FortiGate-vMé64-KvM # |]

PucyHok 1 — PeaynbtaT gobaenenus FortiGate-VM B pabouyto obnacts GNS3 u nonyyeHuss goctyna no
CLI
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PucyHok 2 — Pe3ynbTtat nogkntodeHus k FortiGate-VM nocpeactsom GUI

FortiGate-VM — aTo nonHodyHKUMOHaNbHbIM MexceTeBon akpaH FortiGate B Buge BupTyansHoro
ycTponcTtea [3], KOTOpoe noaxoAuT ANA MOHWUTOPMHTa W ynpaBneHust BUPTyasbHbIM TpadukoM Ha
nnatdgopmax BupTyanusaumm, obnakax u SDN, skniovasa VMware vSphere, Hyper-V, Xen, KVM n AWS.
FortiGate-VM MOXHO opraHn3oBaTb B NpOrpaMmHoO-onpeaensemMon cpege onsa npegoctaBneHms rmokux u
3MNacTUYHbIX YCNyr ceTeBOM 6e30nacHOCTM AN BUPTyalnbHbIX pabovmx Harpy3ok.

Ons ckaunBaHusa FortiGate-VM Ha caiite Fortinet [4] Heobxoammo B pa3gene Support — VM images
BbIOpaTb nnatdopmy KVM. fanee B koHconm GNS3 nocne noaknoveHust kK BupTyansHon mawinHe GNS3
HeobxogmMmo gobaeutb FortiGate B pasgene Browse all appliances — New template — Install an appliance
from the GNS3 server — Next — Firewalls — FortiGate — Install — Install the appliance on the GNS3 —
Next.

Kak Tonbko obpas FortiGate-VM 6yget yctaHoBneH Ha BupTyarnbHou MawmnHe GNS3, ero MoxHO
AobaBnTb Ha paboyyto 0bnacTb U OCYLECTBUTEL KOHUrypauuio (PUCYHOK 1).

Takum o6pasom, GNS3 — 310 ogHa M3 camMbiX MOMYNSAPHbLIX NPOrpaMm SMyNALUK CETU, KOoTopas
No3BOMsieT He TOMbKO M3y4aTb B3aMOAENCTBUE CETEBBLIX YCTPONCTB B Pa3fMYHbIX TOMOSOMMAX CETEN, HO
W ocyLecTBNATb UX KoHdurypaumto. B GNS3 amynupyloTca Bce OCHOBHbIE KOMMNOHEHThLI YCTPOWCTB, B TOM
yncne npoleccop, NamsiTb, YCTPOWCTBA BBOAA/BbIBOOA, WMWUTUPYETCS MOBEOEHWE CUCTEMbI U ee
uHTepderco. OnncaHHble JOCTOMHCTBA U yaobcTea ncnonb3oBaHuss GNS3 Ha npumepe fobaeneHus u
KoHdurypaumm FortiGate-VM nossongalT pekoMeHOoBaTb €ro Ans U3yvyeHusi MPUHLMNOB NOCTPOEHUS
nokarnbHbIX CETEN C MEXCETEBBIM 3KPAHNPOBAHMEM.

Cnu1coK UCNosib30BaHHbIX UCTOYHUKOB:

1 Getting Started with GNS3 [OnekTpoHHbI pecypc]. — Pexum goctyna: https://docs.gns3.com/docs/.

2. OcHoBbl GNS3. O630p [OnekTpoHHbIN pecypc]. — Pexxum goctyna: https://habr.com/ru/post/266503/.

3. Fortinet FortiGate VM Series [OnekTpoHHbI pecypc] — Pexum poctyna: https://www.avfirewalls.com/Fortigate-VM-
Series.asp.

4. How to add a FortiGate VM into the GNS3 [OnekTpoHHbll pecypc] — Pexum pgocrtyna:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-add-a-FortiGate-VM-into-the-GNS3/ta-p/242132
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NMPABOHAPYLUEHUA B COEPE UHOOPMALIMOHHbLIX TEXHONOIUN

HopoxkuH N.B., cm. ep. 173602; LLlapacghaHosuy 5.0., cm. ep. 173602

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecnybniuka benapycb

lynko T.A. — KaHO. mexH. HayK

AHHOTaums. icnonb3oBaHne KOMMbIOTEPHBLIX U MHAOPMALMOHHBLIX TEXHOMOMNIA B Pa3nnyHbIX cdepax XusHu obLiecTsa CTaHOBUTCA
obsa3atenbHbIM  aTpubyToM Ans AOCTUXKEHUS MakCuMarnbHOW 3¢hdeKTUBHOCTM [AaHHOW cdepbl. B cBAsum ¢ atum cdepa
MHPOPMAaLIMOHHBIX TEXHOMOMIA CTaHOBUTCS BCE Oonee MonynsapHOW ANs pa3fnUyHOro poAa MOLLUEHHWKOB W MpecTynHukos. Yepes
MHAOPMALIMOHHbIE TEXHOMOrMM MPOXOAUT 3HAYUTENbHBLIA MOTOK (PMHAHCOB WM Pa3MUYHON NNYHOW WHopmauun. MoLueHHUKK
NOsb3ylOTCS 3TUM, MbITAACh Pa3nNUYHBIMKA CNOCOGaMU BbIKPACTb AEHbMM UMK Xe NMUYHYI0 MHGOoPMaUMio nonb3osaTensi, YTobbl B
AanbHenweM ncnonb3oBaTth €€ B CBOMX Liensax. B AaHHON cTaTbe pacCMOTPEHbI Pa3nnyHble NCTOYHMKN YIPo3 1 BUAbI NPECTYNNeHnn
B cdepe MHPOPMALMOHHBIX TeXHoNornn. OCHOBHLIMW BbIBOAAMU SIBMISKOTCS Mepbl MPeaoCTOPOXHOCTU, CnocobHble ybepeub
nonb3oBaTens OT NOTeHUMarnbHbIX ONACHOCTEN AeATENbHOCTU NpaBoOHapyLLUMTENEN.

CyLiecTByeT MHOXECTBO CNOCOOOB U CXEM, C MOMOLLbIO KOTOPbIX MOLLUEHHMKWU MOSTyYatoT JOCTYN K
nepcoHasnbHbIM AaHHBIM MONb30BaTENS, TAKMMU Kak Napornu, AaHHble 0aHKOBCKMX KapT U MHOroe Opyroe.

DUWNHT — BN UHTEPHET-MOLLIEHHUYECTBA, KOTOPLIN 3aknoyaeTcs B “BblyXnsaHun”
KOHMAeHUManbHbIX AaHHbIX y nonb3oBaTtens. Cneumdunkon gaHHOro MeToa ABNSETCS TO, YTO XepTBa
MOLLEHHWYEeCTBa NpeocTaBnseT CBOU AaHHbIe 4OBPOBONbHO. [1ns 9TOro NPeCcTyNHUKM UCNOMb3YoT
crneumnanbHble PULLIMHIoBbIE CanTbl, email-paccbinky, HaueneHHy peknamy. Kak npaBunmno, MOLIEHHWUKM
MacCKMpPYKTCS NOA M3BECTHbIE KOMMaHWW, counanbHble CETU UK CEPBUCHI ANTEKTPOHHON NOYThI.

KapamHr — cdepa kubepnpecTynHOCTW, KOTOpasi HanpsMyl B3auMOOEWCTByeT C AeHbramu
O6bIYHbIX 3aKOHOMOCNYLHbLIX rpaxgaH. Mpu AaHHOM Buae MOLLEHHMYECTBa NPOM3BOAUTCA onepauums ¢
NCnonb3oBaHVeM NNAaTEXHON KapTbl, HE MHULMNPOBaHHAA eé aepxatenem. Kpaa AeHexXHbIX cpeacTs —
O[jHa U3 caMbIX CTPaLLUHbIX OnacHocTen Ans nboro yenoseka, HO eCTb PaKTOpPbI, U3-3a KOTOPbIX Ha cepy
KapAuHra ctout obpailatbe 0ocoboe BHUMaHMe.

“Hurepunckue” nucbMa — BUA MOLLEHHUYECTBA, OCHOBaHHbIA HA MaCcCOBOW pacChifike 3NeKTPOHHbIX
nucem. CBoé HasBaHMe MuCbMa MOMyYMNW U3-3a TOrO, YTO AaHHbLIN BUO MOLLUEHHUYEeCTBa MNOMNy4un
HanbornbLlee pacnpocTpaHeHue B Hurepuu, npuyém eLlé [o pacnpocTpaHeHus MHTepHeTa, Korga nucbma
pacnpocTpaHanuck no obeiyHom noyte. OgHaKko Takoro poda NMcbMa MOryT NPUXOAUTb U U3 APYrMX CTPaH,
HO BCE& e B OCHOBHOM 13 cTpaH Adpuviku, Hanpumep, AHronsl, Toro, Fambun, Comanu n gpyrux.

KnbepBbiMOratenbCTBO — BbIMOraTenbCTBO C MCMOMb30BaHWEM WHTepHeTa. Kak npaswuno, npu
TakoMm cnocobe BbIMOraTenbCTBa MOMb30BaTENb MonyvyaeT CoobLlieHne, B KOTOPOM TFOBOPMUTCS, YTO
31I0YMbILLIIEHHVKN MONYYUY FIMYHYO MHPOPMALMIO U YrPOXKatoT BbINOXUTb €€ B OTKPbITbIA AOCTYM.

B3nom coumanbHbiX ceTenm W JanbHenwee BbIMOratenbCTBO AeHer — OWH W3 caMmbiX
pacnpoCTpaHEHHbIX N YacTO BCTPEeYaLLMXCsl CNOCOO0B MOLLEHHMYECTBA. Takast nonynsapHOCTb OAHHOIO
MeToAa BblTEKAET U3 HEHAAEXKHOCTM BOMNBLUMHCTBA COLMANbHbIX CETEN — WX OYEHDb NErKo B3noMaTb. [pu
3TOM, Heobsa3aTenbHO ObITb cneunanucTtoM B 06nacTM MHPOPMALMOHHBIX TEXHOMOMMI. Ha npocTtopax
WHTEpHETa eCTb Kyya MHopMaLuK, Kak B3NoMaTb Ty UMK UHYIO COLMarbHYIO CeTb, NO3TOMY CMpaBUTLCS
C 9TOM 3ajadven MOXeT [faxe abCONIOTHO HEMOArOTOBIMEHHBIA 4YENOBEK, HUKAK HE CBA3AHHBLIA C
XaKepCTBOM.

MpecTynHWKN NCNOMb3YIT Pa3nNnyHble MeToAbl XULWEHNUS AaHHbIX, Hanbonee nonynspHble MeToabl
npeacTaBneHbl HKE:

OTcnexuBaHvne HaxxaTus knasuLL. 3a OTCMeXMBaHMe OTBEYaloT cneunanbHble NporpaMmmel, KOTOpble
onpenensoT, KakMe KOMOWMHaumMm Knaeuw MNoNb30OBaTeNb WUCMONb3yeT 4awe Bcero. [daHHbin cnocob
06bIYHO MCNoNb3yeTCs ANns BbiBNEHUS naponemn ot 6aHKOBCKMX CHETOB U ApYrMx CEPBUCOB.

Mop6op naponewn. Ecnu npectynHukam M3BeCTHa HEKOTOpas NMYHasa MHOpPMaLMs o Nonb3oBaTere,
Hanpumep ums, pamunus, rog poxaeHnst 1 Tomy nogobHoe, To OHU MOTYT NonbITaTbCs NogobpaTk Naposnb
ncxods M3 3TUX 3HAHWK, UCMONb3ysi pasHble KOMOMHAUMM TakuX AaHHbIX B kavyecTBe naporns. [aHHbIN
cnocob ABnsieTcs Handornee NPOCTbIM U NETKUM, HO NpY 3TOM cpabaTbiBaeT KpalHe peKo, Tak Kak O4eHb
Marnoe KONMYeCTBO MNodern UCNOoNb3YyT NUYHYI0 MHpopMaUmio B kKa4ecTBe naponsi oT vyero-nnbo. Tem He
MeHee, Takue Moan BCTPeYarTCs, U MOLLEHHUKM MOTYT UCMOMb30BaTh 3TOT hakT.

Backdoor nporpammbl — nporpammbl, MNO3BONSKOWMNE NPECTYNHUKAM BXOAUTb B CUCTEMY
KOMMbIOTEPa MONb30BaTENs UMM BbIXOAUTb U3 Hee. Takne nporpamMmbl MOMOralT 3M0YMbILUAEHHUKaM
yOaneHHO KOHTponupoBaTb AeATenbHOCTb Morb3oBaTens, a Takke npocMaTpuBaTb  JIUYHYHO
WHopmaumio, B TOM Yncne naponu.

ObmaH ceTn. 3nOyMbILUNEHHMKM MOrYT co3fdaBaTb JOXHble ceTu, Hanpumep Wi-Fi.
[MpaBoHapywnTenb MOXET AaTb CBOK XepTBy B OOLLECTBEHHOM MeCTe, re Co34acT CeTb C Ha3BaHWEM
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aToro mecta. Korga nonb3oBartenb NOAKMIOYUTCA K TAKOW CETU, TO MPECTYNHUK CMOXET OTCMEXuBaTb ero
OENCTBMSA B UHTEpPHEeTe, a Takke npocMaTpuBaTb (hannbl Ballero yCTpoMCTBa MW Aa)ke YCTaHOBUTbL Ha
Hero BUpPYC Unu Apyryto 3roBpeaHyto nporpammy.

Kak yxe cTano moHATHO M3 OMNMCaHWs MeTOAOB MpaBOHapyLlleHWn B o6nactn MHOPMaLMOHHBIX
TEXHONOMMN, AaHHble AEVCTBUSA MOTYT HECTM CePbE3HYI0 ONacHOCTb AN PMHAHCOB, KOHPMAEHLNANBHOCTH
nonb3oBaTtens. Tem oyeBmgHee dakT, YTO HEOOXOAUMO 3HaTb CNOCobbI 3aLMTbl OT KMbepnpecTynneHnn
W NX NpegocTepexeHuns.

Heobxoaumo MOMHUTB, YTO HW B KOEM Clyvae Henb3sd nepefasaTb TakMe KOHMAeHumanbHble
AaHHbIe KaK NUH-Ko4 6aHKOBCKOM KapThbl, NApOosib 3NEKTPOHHOW MOYThI UMW aKKayHTOB B COLMarbHbIX CETAX.
Hun BaHk, HM couceTb HMKOr4a He CTaHyT 3anpalnBaTb Takoro poAa AaHHble MCNONb3ys SMEKTPOHHYIO
noyTy. 3TO Camblil NPOCTON CNOCO6 3aWwunThl OT OULLIKHTA.

[ns 3awmWTbl OT BUPYCOB PEKOMEHOYeTCH YCTAHOBWUTb Ha KOMMbIOTEP HaOéXHbI aHTUBMPYC —
nporpammel, NPEnATCTBYOLLEN PacnpOCTPaHEHMIO BUpYCa Ha KOMMNbIOTEpe nonb3oBaTens.

Henb3s BBOANTL AaHHblEe 0 HAHKOBCKOW KapTe B HEMPOBEPEHHbIX MarasnHax n BoobLLe noctapaTbes
npegocTepeydbcs oT NbbiX OHNanH-nokynok. OcTaBnATb AaHHbIe O hMHaHCOBOW KapTe nyyiwe nnbo Ha
MaKcMmaribHO NpOBepPeHHbIX cepBucax, Nnbo BoobLue Hurae.

Ans 3awmnTbl OT «HUFEPUNCKMUX MUCEM» HE CTOUT BbICbINIATb NEPCOHarbHbIE AaHHbIE UIN KOMWK
Kakmx-nnbo [OOKYMEHTOB W HoMepa OaHKOBCKMX CYETOB MO 3anpocy oOpraHv3auun, B KOTOpble
nonb3oBaTtenb He obpalyancs, unu ngam, KOTopbIX 40 3TOr0 HMKOrAa He 3Han.

OpHUM 13 caMblX OENCTBEHHbIX PEeLIeHUA Ans 3awmTbl OT BGNOKMPOBKN MEePCOHanbHbIX AaHHbIX
ABMNSETCH pe3epBHOE KONUpoBaHWe AaHHbiX. CTOUT perynsapHO COXpaHAaTb BaxHble davinbl U JOKYMEHThI
B obnayvHoe xpaHunuwe tuna gucka Google unu Ha BHELHUA XECTKMA guck. CTOUT OTMETUTb, YTO Npu
KONUpoBaHWUM MHAOPMaLKN Ha Pe3epBHbIN XXECTKMIN ANCK CTOMT TONbKO TOraa, korga nonb3osaTerb YTO-
TO KOMMPYET NN CYUNTBLIBAET C Hero. Ecnn oH okaxxeTcs CoOeMHEH C KOMMbIOTEPOM BO BpeMsl HanageHws,
TO ero Takke 3awwudpytoT. Takke, NPU XpPaHEHUU AAHHBLIX HA XECTKOM OWCKE HYXHO 3alMTUTb ero
HagéxXHblM naponem, >enaTenbHO C [ABYX3TanHOW ayTeHTuduKaumen, 3TO CYLECTBEHHO CHU3UT
BEPOATHOCTb B3nomMa 06/1ayHoro xpaHmnuiia nosb3oBarens.

Cnu1coK NCnosib30BaHHbIX UCTOYHUKOB:

[1] ndpbopmaTusaums - [OnekTpoHHbIN pecypc]. — Pexum goctyna: http://multilang.pravo.by.

[2] MpaBoHapyweHusi B cdepe WHDOPMALMOHHBIX TEeXHOMormi - [OnekTpoHHbI pecypc]. — Pexum poctyna:
https://www.elibrary. ru/download/elibrary_ 37130233_76877572.pdf.

[3] PunHr - [OnekTpoHHbIN pecypc]. - Pexum pocryna:
https://ru.wikipedia.org/wiki/%D0%A4%D0%B8%D1%88%D0%B8%D0%BD%D0%B3.

[4] KapauHr - [OnekTpoHHBbI pecypc]. - Pexum poctyna:

https://ru.wikipedia.org/wiki/%D0%9A%D0%B0%D1%80%D0%B4%D0%B8%D0%BD%D0%B3.
[5] Hurepuiickme nucbMa - [QnekTpoHHbIN pecypc]. — Pexum goctyna: https://nigeria.mfa.gov.by/ru/letters/.

[6] KubepBbiMoratensCctBoO — 3TO BbIMOTraTENbCTBO B WHTPHETE - [OnEeKTpoHHbIN pecypc]. — Pexum pocrtyna:
https://news.ykt.ru/.

[7] Buabl KmbepnpecTynneHui - [OnekTpoHHBbI pecypc]. - Pexvm gocryna:
https://internetpolicy.kg/literacymodule/course_2/modulel/glaval_2.html.

[8] Hecate cambix rpomkux atak XXI  Beka - [OnekTpoHHbIi  pecypc]. — Pexum  pgocrtyna:
https://trends.rbc.ru/trends/industry/600702d49a79473ad25c5b3e.

[9] YronoeHbin kopmekc Pecnybnuku Benapycb - [OnekTpoHHbid pecypc]l. — Pexum poctyna: https:/kodeksy-
by.com/ugolovnyj_kodeks_rb.

[10] WHcTpykumsa: Kak He HapylwuTb aBTOpCcKMe npaBa - [OMeKTpoHHbIM pecypc]. — Pexum pgocrtyna:

https://lwww.asi.org.ru/2020/04/23/instruktsiya-avtorskie-prava/.

[11] YTo Takoe kapauHr, 1 Kak 3alMTHLLILCS OT B31OMa, MOKyrnas B MHTEPHeTe - [OneKkTpoHHbI pecypc]. — Pexxum goctyna:
https://itrends.rbc. ru/trends/industry/60ae051f9a7947c4dc22101b.

[12] Kak 3awmTmuTbCcs OT LWMdpOoBanbLUMKOB-BbIMOraTene: 5 coBeToB - [ONEKTPOHHbIN pecypc]. — Pexum goctyna:
https://lwww.kaspersky. ru/blog/ransomware-five-tips/31352/.
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METOOUKA MOUCKA N AHATTU3A YA3BUMOCTEW B
MHOOPMALIMOHHbIX CUCTEMAX

HayeH K.A., cm. ep. 961402

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecniybniuka benapycb

bounpas O.B. — kaHO. mexH. HayK

AHHOTaums. B poknage npenctaBneHbl pe3ynbTaTbl OOOCHOBaHWS M paspaboTkM MeToaMKM W aHanmsa Ys3BMMOCTEN B
MHPOPMaLMOHHBIX cUcTemMax. ATa METOAMKM OCHOBaHa Ha UCMONb30BaHUM ckaHepa ysizBumocTen OpenVAS.

YA3BUMOCTb — 3TO HEOOCTaToK MNpOorpamMHO-TEXHUYECKOro cpeacTsa WM WHGOPMaLMOHHON
CUCTEMbl B LENOM, KOTOPbIN MOXEeT ObITb MCNOMNb30BaH Ans peanu3auun yrpo3 6esonacHocTu
uHdopmaumn. ViHbiMn crnoBamu, ys3BUMOCTb — 3TO criaboe MecTO aKkTvMBa WM cpeacTBa KOHTPOMs U
ynpaBreHnsi, KOTOPOe MOXeT ObiTb WCMOMb30BaHO 3MOoyMbllinieHHMKamMu. CBefeHnsi 06 M3BECTHbIX
ya3BMMOCTSAX cucteMaTnampoBaHbl B 6aze CVE (Common Vulnerabilities and Exposures). [ns oueHku
ya3BmMMocTen ncnonbdyetca cuctema CVSS (ot anrn. Common Vulnerability Scoring System).

CkaHepbl yA3BMMOCTEW — 3TO, KakK MpaBuno, NporpaMMmHble CpeacTBa, NpefHasHayeHHble Ans
BbIsiBNEHNs1 Npobnem 6e30nacHOCTM Ha y3nax BblYUCIIMTENBHOW ceTu. [103BONAIOT nccrnegoBate CUCTEMY
C Lienblo 06HapYXeHUs ySa3BUMOCTEN.

N3BecTHbIMM kKoMMepyecknmn ckaHepamm aBnstoTca Nessus, GFI LANguard, XSpider (MAxPatrol).
Nessus. OHM npegHasHayeHbl OMsi aBTOMATUYECKOrO MOMCKA U3BECTHbLIX YSI3BUMOCTEN U OpraHu3auuun
3alWmMThl MHOPMALUMOHHBIX cucTeM. B oTnuume oT nepeudncneHHbix ckaHepoB OpenVAS saBnsetcs
CKaHepoOM ySI3BUMOCTEN N CPeaCcTBO YNpaBlieHUs MU C OTKPbITbIM UcXogHbIM KogoM. Mpoekt OpenVAS
nogaepxuBaetcs opraHmsauunen Software in the Public Interest. basa ysassumoctenn OpenVAS BkntovaeT
B ceba okono 35000 npoBepok, Tak HasbiBaeMmbix Network Vulnerability Tests (NVTs), a Takke
nogkntoveHne k 6ase CVE, onucbiBatollel M3BECTHblE ysa3BUMOCTU. B otnnumm ot npoumx, OpenVAS
OecnnateH, pabotaeTr 6e3 KakMx-nMMBO OrpaHMYEeHWA U  MOXET MNPUroaMTCA Kak CeTeBbiM
agMuHuCcTpatopaM, Tak M cneuymanuctam Wb  ana  BbiIBNEHMS  akTyarnbHbIX npobnem cBoen
UHdpacTpykTypbl. B cBA3n ¢ ykasaHHbiMM npeumywiectBamu OpenVAS no cpaBHeHMIO C ApYyrumu
CkaHepamu ysi3BUMOCTEN, 3TO MporpamMHOe cpeacTBoO 6Obifio BbIOpaHO B KayecTBe WHCTpPyMEHTa Ansi
pa3paboTku METOOUKN.

CkaHep ysasBumocTenn OpenVAS wmoxeT ObiTb ycTaHoBneH ¢ nomouwbto VirtualBox B Buge
BMPTyanbHOM MalunHbl. [1ns 3T0ro eHo6Xxo4MMO BbIMOMHUTE CrieayoLme warmn.

1. Bapgate B VirtualBox cnegywouime napameTpbl yCTaHaBNMBaeMoW BUPTYanbHOW MalUVHbI:
onepaunoHHas cuctema — Other Linux, onepaTtuBHast namstb — 5120 M6, npoueccopbl — 2, BUOeonamsTb
— 9 M6, HocuTenn — 3arpyxaembivi dpann OVA, ceTb — CETEBOIN MOCT.

2. BbINonHWTL Npouecc yCTaHOBKM BUPTYanbHOW MaLUUHbI.

3. MNonyuntb OOCTYN K pecypcaMm YCTaHOBMEHHOW BUPTyanbHOW MallWHbI NpU UCMNOMNb30BaHUU
cnenyrLwmnx yY4eTHbIX AaHHbIX: norMH — admin, napons — admin.

4. Co3gaTtb HOBYIO YYETHYHO 3anucb Beb-agMuHucTpaTopa.

CkaHep yassumocTern OpenVAS Takke MOXeT ObiTb yCTaHOBMNEH B OAUCTPUOYTMB OnepauuoHHON
cuctembl Kali Linux. [1ns 3Toro Heo6xoanmo BeINONHUTL CriegyloLwue warm.

1. MonHocTbio 06HOBUTL cucTemy Kali Linux nytem npumeHeHus komaHapl apt update && apt upgrade -
y.

2. BeinonHuTb cnepyowyto komanay, 4tobbl 3arpysmnte OpenVAS: apt install openvas.

3. 3anyctutb nporpammy yctaHoBku OpenVAS nytem NpuMMeHeHus crefylouen koMaHabl: gvm-
setup.

4. CreHepupoBaTb Naporfb Ans NepBOro BXoAa B CUCTEMY.

5. lMpoBeputb HacTporkn OpenVAS nytem ucnonb3oBaHus cnegylowen komaHabl: gvm-check-
setup.

6. CreHepupoBaThb HOBbIM NapPOSib aAMUHUCTPATOpPA.

YnpasneHne OpenVAS BbinonHaeTcsa Yyepes Beb-uHTepdperic. loctyn k Beb6-uHtepdency OpenVAS,
YCTaHOBIEHHOrO B BUAE BUPTYanbHOM MallUHbI, HEOOXOAMMO Mony4yaTb cnegylowmm obpasom.

1. Beectu IP-agpec Beb6-mHTEperica ycTponcTea.

2. BonTu B cucteMy nog y4eTHoW 3anucbio Be6-agMuMHUCTpaTopa, Co34aHHOM BO BPEMS YCTaHOBKM
BUPTYanbHON MaLUUHbI.

Hoctyn k Beb-uHTepdericy OpenVAS, ycTaHOBNEHHOro B AMCTPMOYTMB OnepaLMoHHOW CUCTEMBbI
Kali Linux, Heobxogumo nonyyatb cnegytowmm obpasom.
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1. OTkpbITb BEG-NHTEPeNc: hitp://localhost:9293.

2. Bowitn B cucTemy npu MCnonb3oBaHUK CReayloLwmX y4eTHbIX AaHHbIX: UMS Nonb3oBaTtens —admin,
naposib — HOBbIV Napofb agMUHMUCTPAaTopa, CreHePUPOBAaHHBIN NPY YCTaHOBKE.

B xoge anpobauuun paspaboTaHHOn MeToauKM Oblnm OOHapyxeHbl 4 ySa3BMMOCTU: 2 YSA3BMMOCTM
BbICOKOro ypoBHsi pucka: SMB norvHbl (MMsi u naponb coenagatot), SMB cepep (ms17-010) ¢ noptom
445/TCP; 1 ya3BMMOCTb cpegHero ypoBHsi pucka (npuymHa — DCE/RPC cepsuc ¢ noptom 135/TCP); 1
YSI3BMMOCTb HU3KOTO YPOBHS pucka (MpuvmMHa — BpeMeHHble METKM NaKeToB, NepeAaBaeMblX Mo NpOTOKONy
TCP). CnegyeT otmeTuTb, 4to B OpenVAS npegycMoTpeHa BO3MOXHOCTb FeHEepupoBaHWS OTYETOB
no pesynbTaTaMm BbINOSIHEHHOIO CKAHMPOBAHUS.

PaspabotaHHaa meToavka MoxeT ObiTb MCMOMb3OBaHa ANd Noucka M aHanusa Yysi3BUMOCTEN
NMHOPMALIMOHHBIX CUCTEM pasfnMyHOro maclutaba.
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LN®POBAA TPAHCO®OPMALINA NPOLIECCOB
B CUCTEME OBPA3OBAHUA

Hecmepoeuy FO.H., mazucmpaHm ep. 267241

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem uHgopmamuku U paduo31eKmpoHUKU
2. MuHck, Pecniybniuka benapycb

Jlucmonad H.N. — 8.m.H, npogheccop

B xome umdpoBoi TpaHcdopmauMyM MPOLECCOB B CUCTEMe obOpasoBaHusi cospaeTcst PecnybnukaHckasi WMHGOOPMAaLMOHHO-
obpasoBaTtenbHas cpefa, C UCnonb3oBaHWeEM KoTopol ByaeT dopmmpoBaTbcs HOBasi LMdpoBas peanbHOCTb CUCTEMbI 0Opa3oBaHus,
BKMOYawLWas MHHOPMaLMOHHO-TENEKOMMYHUKALMOHHYIO MHAPACTPYKTYpy, pernameHTbl, HOpMaTMBHO-NMpaBoBoe obecrneyeHue,
[OBEpeHHblE 0bpasoBaTesibHble CEPBUCHI U MNaTOopMbl, UHPOPMALMOHHBLIE CUCTEMBbI U Pecypcbl, obecneunBaroLme Tpebyemblii
YpPOBeHb MHpopMaLMOoHHOM Be3onacHoCTH.

B oanoxy ¢opmupoBaHMs u pas3BUTUSE 3KOHOMWKM 3HAHWIA, OCHOBAHHOW Ha MNpPOU3BOACTBE,
pacnpegeneHum n Ucnosb3oBaHUM MHopMaLmMn, cuctema odpa3oBaHNs LOIMKHA TpaHCGOPMMPOBaThCS,
oTBeYas Ha BbI30Bbl HacTosiLero u byaywero. LindpoBas TpaHcdhopMaLmsa Bcex obnacren AesTenbHOCTH
yernoBeka npeabsBnseT HoBble TpeboBaHWs k obpasoBaHMio mnogen, Kotopble OyaoyT yvyacTBoBaTb B
MOoOepHM3aLMM NPoLIECCOB BO BCEX BMAAX CBOEW AEATENbHOCTU: HA NPOU3BOACTBE, B OOLLECTBEHHOMW U
MNWYHOW XW3HW, co3daBasi, BHeApPSs W UCMOMb3ys B MOBCEOHEBHOMW NPAKTUKE LMEPOBbIE TEXHOMOTUMU.
N3meHseTca 3aka3 Ha obpasoBaHMe CO CTOPOHbI CouMyMa, cembn, camoro obyyaemoro. ObpasoBaHue
CTaHOBUTCH HEMpepbIBHbIM, MOOMIbHBIM, OTKPbITHIM.

MuHuctepctBom o6pasoBaHua paspabotaHa u yTBepxaeHbl KoHuenuus passButus cucTemsl
obpasoBaHua Pecnybnukn benapyce go 2030 roga [1], KoHuenuwms uudppoBon TpaHchopmaumm
npoueccoB B cucteme obpasosaHus Pecnybnukm Benapycb Ha 2019-2025 rogbl [2], onpegenstowias
OCHOBHbIE Lienwu, 3afadv, HanpasneHns U rpaHnlbl LMdPOBOW TpaHcchopMaLlMn NpoLecCcoB B cUcTEME
obpasoBaHusa Pecnybnuku benapycb go 2025 roga.

CornacHo KoHuenuuwn, umdgpoBas TpaHcopMauusi MPoLECCOB B cMcTeMe 06pa3oBaHUsA BKIOYaeT
crnefyoLmne OCHOBHbIE HaMpaBneHusi: pasButve 1 MogepHu3aunst MHPOPMaLMOHHO-KOMMYHUKALUOHHOWN
WHPACTPYKTYpbl  cUCTEMbl  0Opa3oBaHus; dopMUpoOBaHME  COBPEMEHHOIO  3NIEKTPOHHOrO
06pa3oBaTenbHOIrO KOHTEHTA; aBTOMaTU3aLums NPoLEeCcCoB yNpaBreHus.

B 2019 rogy B pamkax Hay4dHo-uccrnegoBaTenbckon paboTel «PaspaboTka nporpaMmHo-
mMeToamyeckoro  obecneyeHnuss  PecnybnukaHckon — MHOPMaUMOHHO-06pasoBaTensHOM  cpefpbly,
BbINOMHsBLUIENcs benopycckum rocyaapcTBeHHbIM YHUBEPCUTETOM B pamkax meponpusatuda 20 «CosgaHve
WHOPMaLMOHHO-06pa3oBaTeNbHOrO NPOCTPaHCTBa Ans POPMUPOBAHUSA FIMYHOCTU, aganTUPOBaHHON K
XW3HW B MHAOPMALMOHHOM obLiecTBe (MPOEKT «INEeKTPoHHas Lwkonay)» nognporpammel 3 «Lindposas
TpaHcdopmaumay» focygapcTBeHHOW NporpamMmmbl pasBuUTUSA LMEPOBON 3KOHOMUKM U MHPOPMALIMOHHOO
obuwecTtBa Ha 2016-2020 rogbl pa3paboTtaHa KoHuenums co3gaHus PecnybnvkaHckon MHOpMauuoHHo-
obpasoBatenbHon cpeabl (aanee - PUOC) [3].

B xope undposon TpaHchopmaumm npoueccoB B cucteme obpasoBaHus 6yget cosgaHa PUOC. B
pamkax PWUOC 6ygetr dopmupoBaTbCcs HoBas uUMdpoBasi peanbHOCTb CUCTEMbI 0Opal3oBaHwWs,
BKITHOYaloLWas MHpOpPMaLMOHHO-TENEKOMMYHUKALMOHHYIO UHAPACTPYKTYPY, pernameHTbl, HOPMaTUBHO-
npaBoBoe obecrnevyeHne, AOBepeHHble 0bpasoBaTenbHble CepBUCHI U NNaTtdhopMbl, UHHOPMALNOHHbIE
CUCTEMBI 1 pecypchbl, obecneunsarome TpebyemMbin ypoBeHb MHAOPMALIMOHHOK 6e30nacHOCTH.

C uenbio obecneyeHuss uHpoOpmaumoHHon 6esonacHocTM OydeT OCyLecTBNEHO MNOCTPOeHune
KOMMIEKCHOM moAdenu WHOpMaunOHHOW Ge3onacHOCTM Ha npumepe ydpexaeHus obuiero cpegHero
0obpasoBaHus, a UMEHHO:

a. NoCTpoeHue MHpacTPYKTYpbl MHOpMaLnoHHON 6e3onacHocTy;

b. agMUHMUCTpaTMBHO-OPraHN3aLMOHHbIE METOAbI MOCTPOEHUS MHCpOpMaLMOHHON 6e30nacHOCTY;

C. HOPMaTMBHO-MPaBOBLIE METOAbI MOCTPOEHUS MHAOPMaLMOHHON 6e3onacHoOCTy.

MpakTuyeckass peanu3auus NpPenrioKeHHONW Mogenu OygeT cnocobCcTBOBaTb  MOBLILLEHUIO
3 hEKTUBHOCTN MNOCTPOEHUST UHGOPMALMOHHONW ©Ge3onacHoCTM B ydpexaeHusix oblero cpegHero
obpasoBaHusi.

CnuUcoK UCnonb3oBaHHbIX UCTOYHUKOB:
1. KoHuenuusi passutusi cucTembl obpasoBaHus Pecnybnuvku Benapycb go 2030 roga [OnekTpoHHbii pecypc] //
OdmumanebHbii cant MuHucTepcTBa obpasoBaHus Pecnybnuku Benapycb. Pexum goctyna: https://edu.gov.by/kontseptsiya-do-

2030-goda/%D0%BA%D0%BE%D0%BD% D1%86%D0%B5% D0%BF%D1%86%D0%B8%D1%8F.pdf. — [ara pgocTyna:
10.03.2023.
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2. KoHuenuusi undposoii TpaHchopmaLmm npoLeccoB B cucteme obpasoaHusi Pecnybnukn Benapyck Ha 2019-2025 roabl
[OnekTpoHHbIn pecypc] // OduumanbHbil canT ocynapCTBEHHOMO yuypexaeHus obpasoBaHust « MUHCKMIA FOpPOACKOM WHCTUTYT
pa3BuTtua obpasoBaHusA». Pexum poctyna: https://drive.google.com/file/d/1TOv7iQqQ9Zox0O2IIwR_OlhgZ3riKVqY-/view?usp=
sharing. — flata goctyna: 10.03.2023.

3. PaspaboTka nporpamMmmMHo-MeToanyeckoro obecnedeHusi pecnybnmkaHckon MHopMaLMoHHO-0bpa3oBaTensHON cpeapl :
OTYeT O Hay4HO-UccrnefoBaTenbCckon paboTte (3aknouutenbHbid) / BIY ; HayyHbil pykoBogutens 0. . BopoTHuukuin. Pexum
poctyna: https://elib.bsu.by/handle/123456789/236401. — [lata goctyna: 24.03.2023.
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METOOUKA PASPABOTKM MHOIOCINIOMHbIX MTMBKNX
NMOrNMOTUTENEN 3NIEKTPOMAIHUTHOIO U3NYy4YEHUA
CBY-ANANA3OHA HA OCHOBE AJITOMUHUEBOW ®OJIbI'

lMaenéHok M.B., cm. ep. 961401

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

bounpas O.B. — kaHO. mexH. HayK

B noknape npeacTtaBneHbl pesynbTaTbl 060CHOBaHUS METOAMKN pa3paboTkn MHOTOCNONHbLIX TMOKUX NOrMoTUTENEeR 3NeKTPOMarHUTHOro
U3NyYyeHUs Ha OCHOBE antoMWHWEBOW honbrn, a Tawkke pe3ynbTaTbl UCCNEeOOBaHWS XapaKTepUCTVK OTpaXeHus U nepejayu
3MEKTPOMAarHUTHOTO U3MYyYEeHUs TaKUX NOrNoTUTENE.

Mornotutenu anekTpomarHUTHOro usnyveHms CBY-gmana3oHa B HacTosiLiee Bpems LUMPOKO
NPUMEHSITCA ANs 3aWwuTbl CpeacTs 06paboTkn MHpopMauum oT BO3AENCTBUS ANEKTPOMAarHUTHbIX NOMeEX.
Takag 3awmta HanpaeneHa Ha obecrnevyeHne LENOCTHOCTM U AOCTYMHOCTU  MHOpMaLuK,
obpabaTtbiBaemMoi C  MPUMEHEHMEeM  yKasaHHblX  cpeacTtB. [lpeMmywiectBO  nornotutenen
3NeKTPOMarHUTHOro n3nyyeHus
CBY-gnanasoHa Mo CpaBHEHUIO C OTpaXaTensMu 3NeKTPOMarHuTHoro uanydeHus CBY-gmanasoHa
COCTOUT B TOM, YTO OHW HE ABNAOTCHA NPUYNHON BO3HUKHOBEHUSA NAcCUMBHbIX NomeX. [o3ToMy B HacTosiLee
BpeMs MOrNoTUTENW SMeKTPOMarHUTHoro wusnyvyeHmss CBY-guana3oHa uvawle, 4Yem oTpaxarenu
anekTpoMarHnTHoro manyveHns CBY-gmanasoHa, siBnsitoTcst 06bekTamm McCrneqoBaHuiA B 0bract cosgaHus
HOBbIX MaTepuanos [1].

lMpegnoxeHa HoBas MeTOAMKa pa3paboTKM MHOFOCMOWHBLIX MOrNOTUTENEN 3MEeKTPOMAarHUTHOro
nsnydenus. Mo cpaBHEHUIO C aHanoramyn 3TU MOrMOTUTENW XapaKTepu3ylTCH MOHWXKEHHBIMU MacCOon
N CTOMMOCTBIO, @ TakKe rMOKOCTbIO, YTO 0BYCNOBMEHO COOTBETCTBYIOLLUMMW CBOWCTBaMM MaTepuanos,
Ha OCHOBE KOTOPbIX OHU U3rOTOBMEHbI (antoMnHMEBas onbra n HETKaHbIN BONIOKHUCTBIN CUHTETUYECKUI
maTepuan). [pegnoxeHHas meToamka BkroyaeT B cebs cnegytowme atanbl.

Otan 1. OTkpavBaHWe OT pyroHa HETKaAHOro BOJIOKHUCTOrO CUHTETUYECKOro maTtepuana OBYyX
dparmMeHToB 0MHaKOBbIX (HOPM U pa3MepoB.

OTan 2. lpogenbiBaHWe HECKBO3HbIX OTBEPCTUN BO dparMeHTax, NOriyYyeHHbIX B pesyrnbTaTte
peanusauun atana 1, ¢ y4eToM cnegyroLmnx yCnoBuim:

— npojernaHHble 0TBEPCTUSA AOMKHbI pacnonaratbCs € LWaroM, He NpeBbILLAatoLLNM NOMIOBUHY AMNWHbI
BOSTHbI Ha cpefHel YacToTe paboyero AvanasoHa 4acToT U3roTaBNMBaeMOro NorfnoTUTens;

— OTBEpCTUs, npodenaHHble B MEPBOM U3 (PparMeHTOB, NOMYYEHHbIX B pe3yrnbTaTte peanv3aumm
aTtana 1, JOMKHbI ObiTb CMeLleHbl OTHOCUTENBHO OTBEPCTUN, NPOAENaHHbLIX BO BTOPOM U3 (bparMeHToB,
NnonyyeHHbIX B pesynbrate peanusaumm dtana 1 (npu ycnoBun pacnonioXeHus aTux pparMeHToB Apyr
Ha apyre Takum obpasom, 4Tobbl UX Kpas coBnaganm).

Otan 3. M3rotoBneHve Ha OCHOBE anOMWHUEBOW (POMbrM 3NEMEHTOB KOMbLEBUAHON opMbI
ANsi pacnonoXeHns B OTBEPCTUAX MEepBOro u3 dparMeHTOoB, MOMYYEHHbIX B pes3ynbTate peanusauuu
aTtana 1, ¢ y4eTOM TOro, YTO AMaMeTp STUX SNEMEHTOB He JOIDKEH MpeBblllaTh NOMOBUHY AfMHbI BOMHbI
Ha cpefHewn YyacToTe paboyero guanasoHa 4acToT U3roTaBMBaEMOro NnornoTuTens.

Otan 4. W3rotoBrneHne Ha OCHOBE antoMUHMEBON ONbrin 3nemMeHToB cdepuyeckorn opmbl
ONA pacrornioXeHus B OTBEpPCTUAX BTOPOro u3 parMeHTOB, MOMyYeHHbIX B pesynbTaTte peanusauuu
aTtana 1, ¢ y4eTOM TOro, YTO AMaMeTp STUX ANEMEHTOB He JOIDKEH MpeBblllaTh NOMOBUHY AfMHbI BOSHbI
Ha cpefHewn yacTtoTe pabo4yero guana3oHa 4acToT M3roTaBNIMBaEMOro nornoTMTens.

Otan 5. PacnonoxeHne anemMeHTOB, NOMy4YeHHbIX B pe3ynbTaTe peanusauun atana 3, B OTBEPCTUAX
nepBoro u3 oparmMeHToB, NOMy4YeHHbIX B pedynbTaTe peanu3auum atana 1.

Otan 6. PacnonoxeHve anemMeHTOB, MOMyYeHHbIX B pe3ynbTaTe peanusauun atana 4, B OTBEPCTUAX
BTOPOro 13 (hparMeHTOB, NMOMNY4YEHHbIX B pe3yrnbTaTte peanu3aumm atana 1.

OTtan 7. PacnonoxeHne cdparmeHTa, NMOMy4eHHOro B pesynbTaTe peanusauum dtana 5, noBepx
(parMeHTa, MNOMy4EeHHOro B pe3ynbTaTe peanu3auum atana 6, Takum o6pas3oM, 4TOObl Kpas 3TuX
dparmMeHTOB coBnaganu, U HUTOYHOE CoeUHEHUE YKa3aHHbIX (pparMeHTOB MO MX KpasiMm.

OT1an 8. OTkpauBaHue OT pyrioHa NONMMepPHOro oNbLMMpPOBaHHOIO MaTepuana O4HOro parmMeHTa,
dopma 1 pasmep KOTOpOro cosnagatot ¢ opMon U pasmepamun parMeHToB, NONYYEHHbIX B pesyrnbTaTe
peanusauuu atana 1.

Otan 10. PacnonoxeHue KOHCTPYKUUW, MNONTyYEHHOW B pesynbTaTe peanu3aumu atana 7, noBepx
(parmeHTa NoONUMEpPHOro ONbLMMPOBaAHHOrO MaTepuana, MonyydyeHHOro B pesynbTate peanusauuu
atana 8, Takum 06pa3om, 4YToObl KOHCTPYKUUS, MONyYeHHasd B pe3ynbTaTte peanusauuu atana 8, 6bina
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OpVMeHTUpPOBaHa BBEPX CIIOEM B BuAe pparmeHTa HETKaHOro BOSTOKHMCTOIO CUHTETUYECKOro Matepuana,
B OTBEPCTBWS KOTOPOro BCTaBMEHbI ANIEMEHTbI KONbLIEBUOHON POPMBbI.

Otan 11. HuTo4HOE coedMHeHVe Mo KpasiM KOHCTPYKLWMW, NMOMyYeHHON B pe3ynbTaTe peanusauuu
atana 7, u dparmMeHTa nonuMepHoro ¢onbLrMpoBaHHOrO Martepuana, MOMyYeHHOro B pesynbTate
peanu3auun atana 8.

B cooTBeTCTBMM C NpeAnoXeHHOW METOAMKOW W3roTOBMEHbl ABa TuUMa 3KCMEepUMEHTarbHbIX
0obpa3suoB nornoTuTenen anekTpomMmarHuTHoro nanydyeHus CBY-guanasoHa. SkcneprmeHTanbHbIn o6pasey
Kakgoro uM3 TUMNOB OTMMYancs LwaroM pacrnonoXeHus B ero obbeme 3reMeHTOB KOMbLEBWAHOW U
chepudeckorn opm. SkcneprmeHTansHoMy obpasLly NepBoro Tmna COOTBETCTBOBAr LUar pacnonoXeHns
B ero o6beme aneMeHTOB KOonbLIEBUOHON N chepryeckon opm, paBHbin 2,0 CM, a 9KCnepuMeHTansHoOMy
obpasuy BTOpOro Tuna — war, pasHbin 4,0 cm.

Ha pwucyHke 1 npeactaBneHbl 4acTOTHblIE  3aBUCUMOCTM  KO3hpuumMeHTa  OTpaxeHus
9MNEeKTPOMarHUTHOroO u3nydeHns B pAuanasoHe 3,0-17,0 [Ty M3roTOBMEHHBIX 3KCMEPUMEHTaNbHbIX
00pasuos..

f, Ty
345 6 7 8 9 10 11 12 13 14 16 17

-20

Puc. 1. YacToTHble 3aBUCUMOCTY KO3(PPULIMEHTA OTPAXKEHUS SMEKTPOMarHUTHOTO U3NyYeHus
B AnanasoHe 3,0-17,0 My akcnepumeHTansHoro obpasua nepeoro Tuna (kpveas 1) n akcnepumeHTansHoro obpasua BToporo Tuna
KpuBas 2)

Kak BmagHO m3 puc. 1, cpegHee 3HayeHne KO3a(hUUMEHTA OTPaKEHUs 3NEKTPOMAarHUTHOMo
nsnyyeHuns B guanasoHe yactot 3,0-17,0 Ty akcnepmmeHTanbHOro obpasua nepeoro Tuna npesbilaeT
cpegHee 3HayeHve KoapduumneHTa OTpaKeHUs ANEKTPOMArHMTHOIO U3nyyYeHus B gmanasoHe yactot 3,0—
17,0 Ty akcnepuMeHTanbHoro obpasuya BTOoporo Tuna. OTo o6ycrnoBneHo TeMm, 4TOo B obbeme
aKcnepuvMeHTaneHoro obpasua nepeoro Tuna cogepxutca B 2,0 pasa 60nblue U3roTOBMEHHLIX HA OCHOBE
antoMUHNEBOW (Ponbrv aNemMeHToB, YeM B 06 beMe IKCNepUMeEHTanbHOro obpasLa BTOporo Tuna, U B CBA3U
C 9TUM 3KCMEepPUMEHTanbHbI 0bpasel, nepBoro Tuna obecneymBaeT B OOnbLUEN CTEMNeHU paccesiHue
B3aUMOEWCTBYHOLLMX C HAM SMIEKTPOMArHUTHbIX BOJIH, YEM 3KCMEPUMEHTarbHbIA 0Opa3seL, BTOPOro Tuna.

3HayeHns koadpduumMeHTa nepenavyM SNEeKTPOMarHUTHOrO M3rfyvyeHus B AuanasoHe 4acToT
3,0-17,0 Ty M3roTOBMNEHHBIX 3KCMEPMMEHTAarbHbIX 00pa3uoB M3MEHSTCS B npegenax or —25,0 oo
40,0 gb. 310 06YCNOBMEHO HanMMYMEM B CTPYKType 3TMX 0OpasLoB Crosi HA OCHOBE MOMIMMEPHOro
donbrmpoBaHHOro Mmarepmana. 3HavyeHunsi KoadpduumeHTa NOrnoLWEeHNst ANEKTPOMarHUTHOTO U3NydYeHuns B
AvanasoHe 4vactoT 3,0-17,0 Ty M3roTOBMNEHHbIX 9KCMEPUMEHTarbHbIX 06pa3sL 0B OOCTUratoT BENNYMHbI
0,9.

MornoTnTenu anekTpoOMarHUTHOrO N3NyYeHusl, N3rOTOBMEHHbIE B COOTBETCTBMU C NPEaSIOKEHHON
METOAMKOW, MNpeacTaBnsloTCAa MEepPCnekTUBHbIMU AN UCMONb30BaHUS B LENnax 3KpaHUpOBaHUS
NMoMeLLEeHUI, B KOTOPbIX pacnosioXeHbl CpeAcTBa 00paboTkn nHdopmaumm.

Cnucok Ncnonb3oBaHHbIX UCTOYHUKOB:

1. Quantitative Interpretation of Electromagnetic Interference Shielding Efficiency: Is It Really a Wave Absorber or a Reflector?
/' U. Hwang [et al.] // ACS Omega. — 2022. — Vol. 7, iss. 5. — P. 4135-4139.
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MOJEJb 3KCMNNYATAUUUN YA3SBUMOCTU ARP-NMIPOTOKOJA

Camake B.A., mazaucmpaHm ep. 267241

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecnybniuka benapycb

bernoycosa E.A. — kaHO. mexH. HayK

AHHOTaums. B gaHHoW ctaTbe paccmaTtpuBaeTcst ys3BMMocTb npoTtokona ARP c nomoupto atakm ARP spoofing B mogenu cetu,
CNPOEKTMPOBAHHOW B MporpaMmmHoM amynstope GNS3.

KnioueBble cnoBa. ARP, ARP-spoofing, MAC-aapec, IP-agpec, nokansHas ceTb, ysi3BUMOCTb.

B paHHoM paboTte paccmoTpeHa yasBuMmocTb npotokona ARP (Address Resolution Protocol),
KOTOpbIN ucnonb3yetca ana naeHtudpukaumum MAC-agpeca yctponctea no ero |IP-agpecy, a takke ang
dopmupoBaHusa Tabnuy MAC-agpecoB Ha kommyTaTopax M ARP-Tabnuu Ha OKOHEYHbIX YCTPOMCTBax B
ceTn. Ys3BMMOCTb [aHHOrO NPOTOKOMa 3akfioyaeTcsi B MOMbITKE MNepexBaTa LUIMPOKOBELLATENbHON
paccbinkn ARP-naketoB, B koTopbix ecTtb IP u MAC-agpeca ycTpoucTB B ceTu. Takmm obpasom,
HapyLMTENb MOXET NONYy4YnTb AaHHble 00 yCTpPOMCTBax B ceTu 1 peanuaoatb ataky ARP spoofing [1].

PaccmoTpum cueHapuin ataku, BO NepBbiX HEOOX0AMMO NPOBECTM COOp AaHHbIX ANS MorydYeHne
uHdopmaumm (Hanpumep, IP-agpeca nonb3oBaTens), C NOMOLLbIO aHanusaTopa Tpadwuka, nocrne 4ero
HapywuTenb peanusyeTt |IP-agpeca Ha cBoem ycTpouncTtBe n gobaeut ero B Tabnuuy MAC apgpecos
KOMMYTaTopoB. Takum o6pa3om, HapyLIMTENb CMOXET NOAKIMIOYUTLCS K CETU B Ka4eCTBE aBTOPM30BaHHOIO
nonb3oBaTtens.

Ons npoBepku yassumoctn ARP-npoTokona Heob6xoammo Bbino cMoaenmMpoBaTh NOKanbHYH CeTb.
[ns aToro 661N NpoM3BeAeH CpaBHUTENbHbIV aHaNM3 HECKOILKO CPEACTB MOAENUpoBaHus Takme kak Cisco
Packet Tracer 1 GNS3. ObGe nporammbl 3MynuUPYKT pearnbHble CEeTeBble YCTPOWCTBA, pPasfvyHbie
OKOHEYHbIE W MPOMEXYTOYHble YCTpoWcTBa. PasHnua Mexgy pacCMOTPEHHbIMM — CpeacTBamMm
MoaenvpoBaHusa 3akrntoyaetca B Tom 4to, Cisco Packet Tracer amynupyeT ycTpoWcTBa BHYTpPU
nporpaMmsbl, M3-3a 4ero BbIOOp YCTPOWCTBA OrpaHUMYEH HECKONbKUMU CEPUSIMA MapLupyTM3aToOpoB U
kommyTtatopoB komnaHum Cisco. GNS3 ocHoBaH Ha Qemu u Dynamips u gaBnseTca rpacu4eckum
WHTepdencoM Ans co3gaHua nokanbHbIX ceTen ¢ ucnonb3oBaHnem Qemu. B GNS3 ycTponcTtea pasHbix
npoussBoguTenen MoxHO Aob6aBnsaTb camoctosTenbHo. Takke GNS3 npegoctaBnsaeT Oonee TOYHYHO
npeacTaBneHne B HAaCTPOMKM 06opyaoBaHui [2].

Ha pucyHke 1 npegcTtaBneHa MoAenb fokanbHOW ceTn B nporpaMmHoM amyndatope cetn GNS3. B
CMOAenMpoBaHHOM CeTu BblgerneHo YyeTbipe BupTyanbHble cety (VLAN), Ans Kaxxaon u3 KOTopbiX HACTPOEH
DHCP cepgep.

192.168.255.0-7/29 192.168.255.8-15/29 192.168.255.16-23/29 192.168.255.24-31/29
Vilan 10 Vian 11 Vlan20 vilan21
PC5 PCé6 PC7 PCs
PC1 PC3 e e v P
~ y ; : el
& | L e0oca é\ /el] ,eO
PC2 \QwitchZ Switch, ] ] e2 i
e2 —- — A vecs e1 Switch5 e1 Switch6
e — ﬁ 2 e0 4:7'# g’*f 2
ed |© o
0
EG\QWitch4/ e0
el — e2

192.168.255.32-39/29 '-%1

PucyHok 1 — Mogenb nokansHOW ceTu ans MoAenMpoBaHus aTaku
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Ha pucyHke 2 npefncraBneHa BO3MOXHOCTb nepexsaTa Hapywutenem ARP-naketa BO Bpems
nonydyeHne apgpeca c¢ DHCP-cepBepa, 4TO MOXHO peanu3oBaTb MNOCPEACTBOM UCMOSIb30BAHUSA
nporpaMmmHoro cHuddepa Wireshark. Kak BMOHO M3 pucyHKa 2 nNpu nepexsaTte AaHHOro nakeTa
HapyLwnTENb MOXET Mony4YnTb MHopMauuio 06 agpecax YCTPOWCTB B CeTW, a Takke WHdopmauuio o
Homepax VLAN.

A

Frame 2: 68 bytes on wire (544 bits), 68 bytes captured (544 | /| AN JIOBEPEHHOTO id @
Ethernet II, Src: Private 66:68:00 (00:50: —80 Pt F:ff:11)
v 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 10
ee0. .... .... .... = Priority: Best Effort (default) (@)
B DEI: Ineligible
. bR 00BO 1010 ID: 1@
Type: ARP (0x0806)
Padding: 9000000000000000000000000000
Trailer: 9000000000000000 MAC anpec
v Address Resolution Protocol (request) JIOBEPEHHOTO
Hardware type: Ethernet (1) I0JIH30BATEIIS
Protocol type: IPv4 (0x@800) /
Hardware size: 6 I ] |
Pr‘otoclal size: 4 | < IP ampec moBepeHHOTO
Opcode: request (1) T10JIb30BaTEIIS
Sender MAC address: Private 66:68:00 (00:50:79:66:68:00)
Sender IP address: 192.168.255.2
Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)
Target IP address: 192.168.255.1

T10JIB30BaTECIIsA

PucyHok 2 — PesynbTtaT nepexsata ARP-paccbinku B CMOAENMPOBaHHON NOKarbHON ceTu

[anee HapywmTenb MOXeT NPON3BECTM NMOAMEHY 3anucer B Tabnmuax ARP gpyrMx yCcTpowcTB B
ceTn nyteM M3MeHeHus Ha csoeM ycTpounctee |P-agpeca Ha agpec 192.168.255.2, nonyyeHHbIn B
nepexsadyeHHoMm ARP-nakete. [Ins BHeceHwWs HeBepHoW 3anucu B Tabnuubl ARP ycTponcts B ceTw,
Hapywwutenb nponssoaut otnpasky ICMP nakeTtos, peanusys komaHgy ping 192.168.255.26. Kak BugHo
n3 pucyHka 3 MAC-agpec nonb3oBartensi UISMEHUICA Ha agpec Hapywutensa 6e3 nsmeHeHue IP-agpeca.

PucyHok 3 — Pesynbtat nogMeHbl 3anvcen B Tabnuue ARP Tabnuuax mapwpyTtusatopa go 1 nocrne
peanu3auun atakm ARP-spoofing

Mocne nogmMeHbl HapyLINTENb CMOXET NepexBaTthiBaTh Tpaduk NpeaHasHavyeHbl AN JOBEPEHHOro
none3oBatend. Ha pucyHke 4 BMAOHO, YTO 3aMeHa 3anucen B Tabnuue ARP npuBena Kk BO3MOXHOCTU
HapyLIMTENeM Mnony4vaTb BCE MaKeTbl B CETU.
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d Jaxeart u3 - [Switch1 Ethernet3 to Atak Ethernet0]

Qain Pepaktvposanve [lpocmotp 3anyck 3axsaT Adanms Cratvctmka Tenedonws becnposoaHol  MHcTpymenTsl  [Momollb
mage X QeudEF S _(|E QQQFF

L] ‘hplnlemrh avcnagiiHeii hunsTp .. <Ctrl-/

No. Time Source Destination Protocol Length Info
1 0.000000 192.168.255.26 192.168.255.2 IcMP 98 Echo (ping) request 1id=0x6f68, seq=1/256, ttl=62 (reply in 2)
2 0.000000 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply id=0x6f68, seq=1/256, ttl=64 (request in 1)
3 1.062160 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x7068, seq=2/512, ttl=62 (reply in 4)
41.062160 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply i1d=0x7068, seq=2/512, ttl=64 (request in 3)
52.127313 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=8x7168, seq=3/768, ttl=62 (reply in &)
6 2.127313 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply 1d=0x7168, seq=3/768, ttl=64 (request in 5)
7 3.190469 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request 1id=0x7268, seq=4/1024, ttl=62 (reply in 8)
8 3.190469 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply  id=0x7268, seq=4/10824, ttl=64 (request in 7)
9 4.237670 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x7368, seq=5/1280, ttl=62 (reply in 18)
10 4.237670 192.168.255.2 192.168.255.26 ICMp 98 Echo (ping) reply i1d=0x7368, seq=5/1280, ttl=64 (request in 9)

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface -, id @
Ethernet II, Src: ca:01:55:14:00:06 (ca:01:55:14:00:06), Dst: Private_66:68:08 (00:50:79:66:68:08)
Internet Protocol Version 4, Src: 192.168.255.26, Dst: 192.168.255.2

Internet Control Message Protocol

PucyHok 4 — PesynbTaT nepeHanpasnieHnsi NakeToB B fIOKarnbHOW CeTU

Takum obpasom, B pabote cmogenupoBaHa ataka ARP-spoofing, npoaHannavpoBaHbl 4eNCTBUSA
HapyLnTEns 1 NPoAeMOHCTPUPOBaHbI NOCNeaCcTBUSA aTakn. B npogonmkeHmn gaHHom paboTbl nnaHnpyeTcs
paspaboTaTb KOMMMEKC Mep Mo 3alumTe YCTPOWCTB fokanbHom ceTn oT atakm ARP-spoofing.

Cnu1coK NCNnosib30BaHHbIX UCTOYHUKOB:

1. Y70 Takoe ARP-CNydVHr 1 KaK OT Hero 3awmuTUTLCS — pexxnm goctyna: Yto Takoe ARP-cnydumHr 1 Kak OT Hero 3awmnTuTLCa?
(securitylab.ru). — Qata poctyna: 25.03.2023.
2. Kynsbos [1. C. Cpeactsa ModenupoBaHus ceTen Ans Lenen obyyeHusi— pexum goctyna: Cpeactsa MoAenmpoBaHus
cetew ansa uenen obydenus | O. C. Kynabos (yamadharma.github.io). — Oata goctyna: 25.03.2023.
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ACTIVE DIRECTORY U BE3OINACHOCTb

LanowHukoea H.T1., mazucmpaHm ep. 267241

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecnybniuka benapycb

lynko T.A. — KaHO. mexH. HayK

AHHOTauMA. YpoBeHb 3allMLLEHHOCTU CryXObl KaTanoros Hepeako onpedensieT ypoBeHb 6e3onacHoCTM BCel  KOMMaHWM.
LlenecoobpasHo MakcyMarnbHO YCHOXHWUTb [EeSTeNbHOCTb 3M0YMbILLMEHHMKA, YMEHbLUMB BO3MOXHbIE 0bnacTu atakv, npoBOAuTb
perynapHbIi MOHUTOPWHT CUCTEMBI B LIENSAX BbISBMEHWS 3NMOHAaMEPEHHbIX AeNCTBUN U BCeraa ObiTb rOTOBLIM K OTPaXXEHMIO aTak, umest
AeTarbHble NnaHbl AeVCTBUN ANS PasHbIX CUTYyaUn.

YpoBeHb 3almLeHHOCTU cnyxbbl kaTanoroB Hepeako onpedenseT ypoBeHb 6e3onacHOCTM BCen
KoMmnaHuu. LlenecoobpasHo MakCcMMarnbHO YCNOXHUTb AeATeNbHOCTb 3MOYMbILNIEHHWKA, YMEHbLUWB
BO3MOXHble 0bnactu ataku, nNpoBOAUTb PEerynspHbil MOHWUTOPWMHI CUCTEMbl B LENAX BbISIBNEHWS
3rI0HaMepeHHbIX AeNCTBUI 1 BCcerga ObiTb rOTOBLIM K OTPaXeHMWI0 aTak, MMes AeTarbHble NnaHbl AeNCTBUN
ONSA pasHbIX CUTYyaLunn.

Mpobnembl noctpoeHuns 6esonacHbix WUT-MHMpacTpyKkTyp ABRAAIOTCA akTyanbHbIMM Ans Nbbix
opraHusaumn. Kak Tonbko BO3HMKaeT noTpebHocTb B WT-pelueHusx, TyT e BCTaeT BOMPOC WX
6e3onacHocTn. He cyuiecTByeT abCconoTHO HEYA3BUMbIX C TOUKM 3peHus Vb opraHm3auuin, Tem He MeHee
HeobXoOAMMO €O034aTb Kak MOXHO 6omnblle TPYAHOCTEM  3M0YMbILWIEHHUKY, NblTaloLeMycs
CKOMNpOMEeTMpoBaTb MMM yHUUTOXMTb WT-uHdpacTpyktypy komnaHun. ObecneveHnne 6GesonacHocTu
cnyx0bl KaTanora — BaxHenwas 3agadva T un b-oToenos npeanpusaTus.

Hwke npeactaBneH nepeyeHb Mep, KOTOPble MOMOMYT 3HAYUTENbHO CHU3UTb BEPOSATHOCTb
NOBPEXAEHUSA UMM BHECEHNS HECAHKLMOHMPOBAaHHbIX M3mMmeHeHun B 6a3y gaHHbix Active Directory [1]:

1 CaoeBpemeHHoe o6HoBneHne OC u MO no3BonseT ymeHbLNTb BEPOSITHOCTb KOMNpOMETaLum
CUCTEMbl W OCYLLECTBNEHUS HECAHKLUMOHMPOBAHHON 3MOHaMEPEeHHON OeATenbHOCTM BHyTpu WUT-
WHPACTPYKTYPbl OpraHM3aunu.

2 OJddpekTnBHAn aHTUBUPYCHas 3awmTa un 3awmTta ot 3nospegHoro MO nossonseT CcywecTBEHHO
MOBbLICUTL 3aLUULLEHHOCTb UT-MHMPACTPYKTYpbl OpraHM3aumm B LIEMOM.

3 PerynapHoe pesepBHoe konupoBaHune AD obecneusBaeT BO3MOXHOCTb OMEPaTUBHO
BocctaHoBuTb B0 CK w yganeHHble ob6bektbl AD, a Takke cnyxby katanmora B cuTyauuu
KaTacTpoduueckoro coos.

4 JddhekTBHasA cTpaTerns UMeHoBaHWUs OOBbEKTOB MO3BOMSET agMuHUCTpaTopam cnyxobl AD
3 heKTUBHO NAEHTUDULNPOBATL OOBEKTLI M YNPaBMATbL AaHHbIMK, XpaHAwmmucs B AD.

5 besonacHocTb koHTpornnepos gomeHoB (DC) obecneunBatoT cepBepbl, XpaHswme pennvky b
cnyx6bl katanora AD, koTopble BbINOMHAOT PyHKUUN ynipaBneHus gaHHeimMu AD.

6 3awmTta yyeTHbIX 3anucend MNPUBMMENMPOBaHHbIX nonb3oBaTenen. OwnBoOYHOE BKIIOYEHNE
nonb3oBaTenen B BbICOKONPUBUNErMPOBaHHbIE FPYNMbl MOXET MPUBECTM K Kpaxy CUCTEMbl Kak M3-3a
OTCYTCTBUS JOCTATOYHbIX 3HAHUW U HABLIKOB, TaK U B pe3ynbTaTe 3TOHaMepeHHbIX AeNCTBUN [2].

7 Wcnonb3oBaHue gononHuTenbHbIX BodamoxkHocTen OC no obecneveHuto 6esonacHoCcTy.

8 Vcnonb3oBaHve npuHUMNA HaUMEHbLUMX MPUBUMEMUMIA NO3BOSMINT CYLIECTBEHHO MOBLICUTL
ypoBeHb 6e30nacHOCTW, yMeHbLUast ANA 3MoyMblLLNIeHHMKa 00nacTb aTtaku.

9 bBnoknMpoBKka BO3MOXHOCTW pa3BepTbIBAHWUSA W BbIMONHEHWUS HEABTOPU3OBAHHbLIX MPUIOXEHUA U
CepBUCOB, 04EBWAHO, NOBbILWAaeT 6€30NacHOCTb CUCTEMBI.

10 Hanunune poctyna k MIHTepHeTYy 3HauMTeNbHO CHWXaeT 6e30nacHOCTb BCEN UHAPACTPYKTYpPbI.
O6ecneyeHne 6esonacHoro goctyna B WHTepHeT n goctyna mn3 VHTepHeTa K pecypcam opraHv3auum
ABMNSETCH OAHOWN U3 BaXKHEWLLNX 3a4a4y Mo NOBbILEHNI0 obLwero ypoBHs 6€30nacHOCTM CUCTEMBI.

O6ecneuntb 6esonacHocTtb AD — cnoxHad 3agada, HO, MPUHSAB pPsA dfeMeHTapHbIX Mep
nNpPegoCTOPOXKHOCTU, MOXXHO OOCTATOYHO HAAEXHO 3aWnTuTb NHppacTpyktypy AD.

CnUCcoK Ucnonb3oBaHHbIX UCTOYHUKOB:

1. Mockanes C., Wanupo I. Active Directory u 6e3onacHoctb. Yactb 1. lMocTpoeHve 3alumileHHbIX cryx6 kartanora.
/«CncTemHbIn agMmuHncTpaTopy, Ne7-8, 2013 r. — C. 44-45.

2. https://www.osp.ru/winitpro/2005/03/177563
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URGENT PROBLEMS OF THE DEVELOPMENT
OF SOFTWARE FOR FACE RECOGNITION

Wang Kaiyu, student of the group 267311

Belarusian State University of Informatics and Radioelectronics,
Minsk, Belarus

Boiprav O.V. — Cand. Tech. Sci., Ass. Prof.

Abstract. The results of the analysis of the shortcomings of modern software tools for face recognition are presented. Taking into account
these results, approaches to the development of the method for creating improved software for face recognition, which are not
characterized by the established shortcomings, are determined. The procedure for one of these approaches implementing is presented.

Keywords. Face recognition, software, regularities.

The analysis of modern algorithms underlying the operation of software tools used for face recognition has
been carried out. Based on the results of such an analysis, the classification of the methods underlying
these algorithms was made, and their shortcomings were identified. The main of these shortcomings are
the following [1-3]:

1) the high duration of the process of the system “learning”, the purpose of which is to add to the database
the file with the reference image of the new system user face;

2) linear dependence of the algorithm execution duration on the number of files with reference images of
the system users faces;

3) high computational complexity.

Taking into account the results of the analysis, it was found that the development of the method of the
development of the improved software for face recognition should be aimed at eliminating the shortcomings
of modern algorithms underlying the operation of software tools used for face recognition. To achieve this
aim, it is necessary to establish the following regularities:

1) the regularity of change in the duration of the process of the system “learning”, depending on the number
of images of new system user face, on the basis of which a file with a standard image of this face is formed,;
2) the regularity of the change in the duration of the algorithm execution depending on the performance of
the system hardware;

3) the regularity of the change in the computational complexity of the algorithm depending on the type of
method underlying it.

A method to establish the regularities of changing the duration of the process of the face recognition system
“learning”, depending on the number of system user face images, which are utilized during this process,
has been developed. The developed method includes the following stages.

Stage 1. Formation of three images of the same user face.

Stage 2. Entering the formed images into the system database and registering the time moment at which
this action began to be implemented.

Stage 3. Registration of the time moment at which the processing of the generated images was completed
and entered into the database.

Stage 4. Formation of five images of the same user face.

Stage 5. Repeat the stages 2, 3.

Stage 6. Formation of seven images of the same user face.

Stage 7. Repeat steps 2, 3.

Stage 8. Formation of nine images of the of the same user face.

Stage 9. Repeat stages 2, 3.

Stage 10. Based on the quantitative indicators of the results of the stages 1-9 implementation, plotting a
graphical dependence of the duration of the system “learning” process on the number of images of the
user’s face of this system that are utilized during this process.
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CEKUUA «CUCTEMbl U CETU UHOOKOMMYHUKALIUA»
CTATbU N TESUCHI

YOK 621.391

CNOXHEHUE CNOXHOCTU UTEPALUUUN OEKOOUPOBAHUA LDPC
KOOA U TYPBO KOO A

Abpamos U.0., bapabaHoe M.1O., mazucmpaHm ep.167001
Benopycckuli 2ocydapcmeeHHbIl yHuU8epcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybniuka benapycb

Acmpoeckul N.U. — kaHO. mexH. HayK

AHHOTauus. B gaHHONM cTatbe npoBedeHa OLEeHKa BbIYUCTIUTENBHOW CIIOXHOCTU OOHOW UTepaumu aekoanpoBaHusi 6nokosoro Typ6o
koga (32,26) x (32,26), pmekogupyemoro no anroputmy Yeiisa, v cpaBHEHUE MOMYYEHHOW BbIYUCIIUTENIBHOW CIIOXHOCTU C
BbIYMICIIUTENBHON CIIOXHOCTBIO uTepauunn aekogmposanHns LDPC koda, AekogmpyeMoro rno anroputmy MUHUMyma cymmbl «Min-sum
normalized».

KntoyeBble cnoBa. Typ6o kog, LDPC kog, CBepTOYHbIV KOA, CPaBHEHME CIIOXHOCTY UTepaLmn 4eKoanpoBaHus

Mpu cosgaHum Typbo kOOOB MUCMOMb3OBanacb napagurMa kKackagHolx kogos. CywHocTb Typ6o
KOAMPOBaHWUS 3aKn4yaeTcs B KackaguposaHun OByx u 6onee coctasnsowmx kogos [2]. CoeguHeHune
MOXeT ObITb Kak napannenbHbIM, Tak U TocnefoBaTenbHbIM, HO B 060MX Cryvasix OHO NPOMCXOAUT Yepes
nepemexuTens.

Typ60 KoAapbl, MCNOMb3ylOLWME B Ka4eCcTBe COCTaBMSIOLWMX KOAOB CBEPTOYHbIE KOAbl, HA3bIBATCHA
Turbo Convolution Codes (TCC) nnu ceepTodHbiMKu Typbo kogamu. [lekogupytoT Takme kogbl C MOMOLLbIO
anroputmoB Soft Output Viterby Algorithm (SOVA), Log-MAP n ero moandukauun Max-Log-MAP.

B otnuume oT cBepTo4HbIX Typbo kopoB, GriokoBble Typbo koabl npousseaeHus (Turbo Product
Codes (TPC)) ucnonb3yloT B KayecTBe COCTaBMSOLWMX KOOOB JMHeNHble GrnokoBble kogbl BYX wunu
XammuHra. MNepemexeHue B 9TOM crniydae He TpebyeTcs, a fekoaupoBaH/e Takux KO4OB OCYLLECTBSETCH
no anroputmy Yensa.

[ns cpaBHeHWs ¢ paccMOTpeHHbIM Bbile LDPC kogom BbibpaH AByMepHbI 6110koBbIN Typbo kog
(32,26) x (32,26) co ckopocTbio koanpoBaHusa 0.66. B kauecTBe cocTtaBnsaloWMX KOAOB MCMONb3yeTcs
pacLuMpeHHbIr kog XammuHra (32,26).

PaboTy utepatuBHoro anroputMa AeKoAuMpoBaHUs B6MoKoBOro Typbo koda MOXHO pasfgenuTb Ha
HEeCKOMbKO 3TanoB, NpeAcTaBneHHbIX Ha puUcyHke 1. NoacyeT anemeHTapHbIX onepauun byaeT BeCcTUCh
Ans atanos 1-4, BbINOMHSAEMbIX UTEPaTUBHO.

© O & 6 o

BTopas casa.

HavanbHble 3 Mepsas dhaza. N OBpaborka 3 MonyyeHve N PacueT cuHapoma

yCTaHOBKW O6paboTka cTpoK «KECTKNX» PeLUeHWni
cTonbuos

PucyHok 1 — OTanbl gekoaupoBaHus 6110KkoBoro Typbo koga

CnoxHocTb aTanos 1 1 2 ognHakoBa u B cnydae paccmaTtpmsaemoro Typbo koga csogutcs k 32-
KpaTHOMY MOBTOPEHMIO MpoLeaypbl 00paboTkn CTPokK. PacyeT CnoXHOCTM BeAeTCsl AN ANMHbBI CnncKa
rmnoTtes npu T=4.

War 1. Nepea noOMCKOM YeTblpex HauMeHee HadeXHbIX CUMMBOJSIOB B pacCMaTpuBaemMoun CTPOKE KO
BCEM 3HaAYEeHNSAM HaJEeXHOCTEN CUMBOIIOB NMPUMEHSAETCS onepauns B3aTnsa moayns uncna. Beero Nig = 32
onepauun B3ATUS MoAyns Yncna.

3artem npoucxoaut nouck 4 HaumeHee HaaexHbIX cumBonoB. BHauane nocpeactsam N; = 31
CpaBHeHWs ornpefensieTca HauMeHee HafeXHbln cumBon. 3aTtem nocpegctsam N, = 62 cpaBHeHUN
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onpegensieTca BTOPOM € KOHLa Mo HagexHocTu cumeon (31 cpaBHEHUE HageXHoCTen mexay cobon n 31
npoBepka Ha TO, YTO HaWAEHHbI CMMBOI He SABMSETCA HaMMeHbLUMM MO HagexHocTun). [Ona nowucka
TpeTbero M 4eTBEpPTOro CMMBOJIOB C KoHua notpebyetca Ny = 93 u N, = 124 onepauumn cpaBHeHMs,
COOTBETCTBEHHO.

Bcero Ha gaHHoOM Lware o6paboTku cTpokm nucnonbadyetcs N = 32 onepauun B3ATMS MOAyNs Yicna
n Ny = 310 onepauuin cpaBHEeHUS.

War 2. Ha paHHom ware cosgaetca 16 runotes. [Ons wx co3gaHWs UM3HaYarnbHO HYXHO
npeobpasoBaTtb «MArKUE» peLleHns Ha BXo4e anropmtma o6paboTku CTPOKU B «KECTKMEY PeLLeHNs NyTem
N; = 32 cpaBHeHU HagexHocTen ¢ Hynem. [lanee cosgatotca 16 rmnotes nytem Ng = 64 npubasneHun no
MOAYNI0 2 onpefenieHHbiX 3Ha4YeHMW KO BCEM BO3MOXHbIM KOMOMHAUMAM MO3MLMKA, COAEPXaLunx
HanmeHee HaeXHble CUMBOSbI.

Bcero Ha gaHHoM ware 06paboTkm cTpokn ncnonb3yetcst Ny = 32 onepaumm cpaBHeHus n Ng = 64
onepauum CroXeHus no moayno 2.

War 3. Ha gaHHOM ware npoucxoauT AekogupoBaHue copMmMpoBaHHbIX rmnotes. 31 cMMBON
nepemMHoXaeTcs Nno npasuiiam MaTpUYHOIO YMHOXEHUS HA TPAHCMOHUPOBAHHYK MPOBEPOYHYKO MaTpuuy
koga XammuHra us 5 ctpok n 31 ctonbua. Ansa storo mucnonbayetcss Nx = 155 ymHoxeHun n N, = 150
CnoxeHu no mogynto 2. lNMonyymBlwiMnca CUHAPOM npeobpasdyeTcs B YMCMO B AECATMYHOW cucteme
cuncnerus nytem Nx = 5 ymHoxeHu n N, = 4 cnoxeHun. Mo nony4eHHOMY 3HAYE€HMI0 NPONCXOANT NOUCK
HOMepa paspsga, B KOTOpOM npou3owna owwnbka. [na atoro 6yaet ucnonb3oBaHo He 6onee N, = 31
onepauun cpaBHeHusi. 1o HangeHHOMY HOMepY pa3psida MHBEPTUpPYeTCs XKecTkuin cumeon nytem N, = 1
cnoxeHus no moaynio 2. flanee Ha ocHoBe AekoaupoBaHHbIX 31 cumonos nytem Ng = 30 cnoxeHun no
MOZYIo 2 BbIMUCIIAETCS NocneaH1in cumeon runotesel. [poueaypa nosBropsieTca onsd Bcex 16 runortes.

Bcero Ha gaHHoMm ware o6paboTku cTpokn mcnonbdyetcs Nx = 2560 onepaumin ymHoxeHus:, Ng =
2896 onepauun cnoxexus no mogyno 2, N, =64 cnoxexus, N; = 496 cpaBHEeHWI.

War 4. Nepen pac4yeTomM 0QHOW METPUKN 3HAYEHUS ANIEMEHTOB MMNOTE3bl HEOOXOANMO 3aMEHUTL MO
npasuny «0» Ha «1», a «1» Ha «-1». [Anga aToro ucnoneayetca N; = 32 cpaBHeHus. [1na pacyeTa MeTpUk1
ucnonbadyetcsa N, = 32 Boluntanmnsa u N, = 31 cnoxeHue, a Takke Nx = 32 yMHOXEHUS NOny4eHHOro
pesynbTaTta Ha camoro cebs (Bo3BeAeHWe B KBagpar).

Bcero Ha gaHHoMm Lware 06paboTku cTpoku ucnonbdyetcs Nx = 512 onepaumin ymHoxeHusi, N = 1008
cnoxeHuit, N; = 512 cpaBHeHun.

War 5. N'vnoTesa ¢ HAaMMEHbLUMM 3Ha4YeHUeEM MeTPUKN Haxoautcsa nytem Ny = 15 cpaBHEHUI MeTpUK
rmnoTes Apyr C ApYrom.

Bcero Ha gaHHom ware 06paboTkn cTpokn ucnonedyetca Ny = 15 cpaBHeHUN.

LWar 6. N'mnoTesa «KOHKYpeHT» Anis i-oro cumsona Haxogutcs nytem N, = 15 cpaBHeHWA MeTpuk
runoTte3 gpyr ¢ gapyrom N, = 15 npoBepok ycriosus di # Ki.

Bcero Ha gaHHOM wware 06paboTku cTpoku ucnonb3yetca N, = 960 onepawmii cpaBHEHUS 45t TOMCKa
32 runoTes3 «KOHKYPEHTOBY.

War 7. OueHka crnoxHOCTM BeAeTcsa Ansa pacyeTta nonpasok no dopmyne (1).

wj= (R =Ki)>= (R —D)?) /4 x di (1)

3Ha4veHus B ckobKax yxe paccumTaHbl Ha ware 4. [ins pacyeta ogHowm nonpaeku ncnonb3yetca N,
= 1 BbluuTaHme n Nx = 2 yMHOXeHMS (onepauus AeneHuns Ha 4 3ameHeHa Ha yMHOXeHue Ha 0.25).

Bcero Ha gaHHOM wware o6paboTkm cTpoku ucnonbdyetcs N, = 32 BbluntaHus n Nx = 512 ymHOXeHMS.

War 8. [1ns popmMmpoBaHua 0gHOMO afieMeHTa «MArkoro» Bxoga ucrnonedyetcs Nx = 1 yMHOXeHue
n N, = 1 cnoxeHue.

Bcero Ha aaHHom wware o6paboTku cTpokn ucnonbayetcs N, = 32 cnoxeHus n Nx = 32 yMHOXEHUSI.

Mocne 06paboTkm Bcex CTPOK 1 CTONBLLOB HEOOX0AMMO NONYy4nUTb 64 CUHAPOMA, KaXAbI U3 KOTOPbIX
paccuuTbiBaeTcs nyteM nepeMHOXeHus 32 CMMBOMNOB Ha MPOBEPOYHYD MaTpuuy koda XaMMuHra us 6
cTpok 1 32 ctonbuoB. Becero anga pacyerta cuHgpomMoB Heooxoaumo Nx = 12288 ymHoXeHu n Ng = 11904
cnoxeHun no mogynto 2. Nepen pacyeTom cCUHAPOMA HEOHXOAMMO NMONMYUYUTb «KECTKMEY» anOCTEPUOPHbIE
pewenunsa nocpeacteam N; = 1024 cpaBHenun. N; = 1 cpaBHeHue TpebyeTca And NpoBepku BbIXxoda 3a
MakcuMMarnbHoe Y1UCno ntepauun.

CpaBHeHue cnoxHocTn ntepaumm gekognposanusa LDPC koga n Typ6o koga npMBogutcs B Tabnvue
1. MogenuposaHue Ha K nokasano, 4to nposefeHue ntepaumm LDPC gekoanposaHusa Tpebyet B 3 pasa
MeHbLLE BPEMEHU, YeM NpoBeaeHne utepaummn 6nokosoro Typbo AekoanpoBaHUsS.
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Tabnuua 1 — CpaBHEHWNE CMNOXHOCTU AEKOAMPOBaHUS.

KonnyecTtBo Ha ntepauunio ekogmpoBaHus
Onepauus LDPC BnokoBbin Typbo kog
(«Min-sum normalized») (AnropuTtm Yerza)
CnoxeHune 37024 72704
YMHOXEeHne 38706 215040
CpaBHeHwne 64159 149825
BaaTtne moayns 33888 2048
CnoxeHune no Mogynto 2 4218 201344

CnepyeT nogyepkHyTb, 4TO npoueaypa AekoaupoBaHust 6rnokoBoro Typbo koga MOXeT ObiTb
ONTUMU3NPOBaAHA C TOYKM 3pPEHUA BbIMUCNEHMIW, Kak 3TO nokasaHo B [1]. OpHako B cnyvae
ONTUMU3NPOBAHHOIO anropUTMa AeKkoampoBaHusa Typbo Koga ero CrnoXHOCTb criedyeT CpaBHMBaTb CO
CINOXHOCTbI ONTUMU3NPOBAHHOTO anroputma agekogmposaHus LDPC.

AHann3 CoOOTHOLLEHUN MeXy CITOXHOCTbIO CpaBHMBAEMbIX KOAOB Ha UTepaLuio 4eKOANPOBAHNUSA U
X CpedHMM MCMoNb3yeMbiM YMCIIOM UTepauuii nokasbiBaeT, YTO B KOHKPETHOM cCrydae BblrogHee
npodenbiBaTb 6onblue utepaumi gekoanpoBaHms LDPC ¢ MeHbLUEe CNOXHOCTbI0, YeM OCYLLECTBNSATb
MEHbLLEee YNCNo ntepaumi Typbo AekoampoBaHuUsl, HO C BOMnbLUEN CNOXHOCTLIO.
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TURBO CODE DECODING ITERATION
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Annotation. This article estimates the computational complexity of one iteration of decoding the block turbo code (32,26) x (32,26)
decoded by the Chase algorithm, and compares the resulting computational complexity with the computational complexity of the LDPC
decoding iteration of the code decoded by the minimum sum algorithm "Min-sum normalized".

Keywords. Turbo code, LDPC code, convolutional code, comparison of the complexity of the decoding iteration
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YOK 621.391

OLIEHKA CNOXXHOCTU AIITOPUTMA NEKOOUPOBAHUA «MIN-SUM»
U Ero MOagNeUKALUU

Abpamos N.0., bapabaHos M.FO. — mazucmpaHmsi ep.167001

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyce

Acmpoeckul N.U. — kaHO. mexH. HayK

AHHOTauus. B gaHHoOM cTaThe NpuBeaeHa OLeHKa CIIOXHOCTH anroputma aekoguposanus LDPC kogos «Min sum» v ero moamdmkaumn.
[MpoaHanuanpoBaHbl OTANYUS CIIOXKHOCTU anropuTMoB «Min-sumy, «Min-sum normalized», «Min-sum offsety.

KntouyeBble cnosa. LDPC-kog, agropytm AeKoanpoBaHus, HU3KOMONOCTHas MaTpuua, BblYMCIIUTENbHAs CIIOKHOCTb.

LDPC-kog npeactaBnsieT cOOOM NMHENHbIN OOYHBLIA KoL, XapakTepU3yLMACA pa3psikEHHOWM
npoBepovHon matpuuen H(N x M), rae M — KONMYeCTBO MPOBEPOYHbIX CTPOK; N — AnvHa kopa, T.e.
Konm4yecTBo cTonbuos B MaTpuue; K — AnnHa UCXOAHbIX AaHHbIX. ECM KONnM4ecTBO HEHYNEBLIX 3NEMEHTOB
B K&)K4OWM CTPOKe paBHO dr < N M KONMYECTBO HEHYNEBbIX 3NIEMEHTOB B KaXOoM CTonbue pasBHoO dc < M,
TO KOA HasblBaeTCs perynsipHbiM, B NPOTUBHOM Cryvae — HeperynspHbiM.

Mpadpmnyeckn LDPC-koabl MOXHO NpeacTaBuTb C NOMOLLbI0 rpadia TaHHepa (PUCyHOK 1).

Ilposepounvie y3in

I I Is I

Bumoent ey3inl

PucyHok 1 — lNMpeactaenexune perynsipHoro LDPC-koga B Buae rpacga TaHHepa

Ha puc. 1 BepwwuHbl [1, [2 - - - IM — NpOBEPOYHbIE Y3rbl, a BepLMHbI c1, ¢2 - - - ¢cN — BUTOBbIE Y3nbl.
Takum obpasoM, u3 rpadpa BUAHO, UTo dr =3 n dc = 2.

CyulecTByeT MHOXeCTBO anropntmoB AekoauposaHus LDPC-kopos. Cpean HUX caMblM M3BECTHbLIM
aBnseTcsa anroputm «Sum-product», KOTopbI 06ecneyYnBaeT BbICOKYHO 3PEKTUBHOCTL AEKOANPOBaAHUS,
HO TpeOyeT OOoMbLUMX BbIMUCIIUTENbLHBLIX 3aTpaT. B CBA3M C 9TMM CyLLECTBYIOT anbTepHaTUBHbIE METOAbI,
LeNnblo KOTOPbIX ABMSETCH CHUKEHWE BblYMCIMTENBHbIX 3aTpaTt. Cpeaun HUX OOHMM U3 CaMblX MOMYNAPHbIX
agnsetca anroputMm «Min-sum». Anroputm «Min-sumy sBnsieTca annpokcumaumen anroputma «Sum-
product» ¢ Mcnonb3oBaHWEM NPOCTbIX OMepauni, TakMX Kak MOUCK MMHUMYMa W CIOXeHue, BMEeCTO
CMNOXHbIX (PYHKUMIA rMnepbonnyecKoro TaHreHca v apkraHreHca [1].

BbluncnutensHas CNoXHOCTb — MOHATME B MHAOPMATUKE M TeOpMU anroputMoB, obosHavarollee
PYHKLMIO 3aBMCMMOCTM 00BbEMa paboThl, KOTOpas BbIMOMHAETCA HEKOTOPbIM anropuTMOM, OT pasmepa
BXOAHbIX AaHHbIX [3].
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B gaHHOWM cTaTbe pacCMOTPUM U NPOBEAEM OLEHKY BblYUCINTESNIbHON CROXHOCTU anropmMTtMma «min-
sum» n ero MoancuKkaunin.

[Nsi OLIEHKM CNOXHOCTM anropuTMOB AEKOAMPOBaHNS B kKa4ecTBe 6a30BOW UCMOMNb3yeTCsl METOAMKA,
npeanoxeHHasi B [2]. JaHHas MeToAMKa B NOSTHOM Mepe ydunThiBaeT onepaumm crioxxeHust (N+), yMHOXeHUs!
(Nx), cpaBHeHusa (N/), B3atna mogyns ymcna (N|a|) n cnoxenusa no mogymnio 2 (Ng) Ha ogHy utepaumio
aekoavpoBaHus. Onepauus BblMMTaAHUSA MpPUMPaBHMBAETCA K onepauum cnoxeHud. Ymcno onepauun
pasnu4Horo Tvna 6yaeT 3aBuceTb OT «BecoB» CTPoK (k) n cTonbLoB (j) NPOBEPOYHON MaTpULbl, a TakkKe
OT ANvHbI kogosoro cnosa (1), KonuyecTsa ypaBHEHUN B MaTpuue NPOBEPKM Ha YETHOCTb (M) 1 anroputMa
AeKoanpoBaHus.

Paboty noboro anropytma gekoanmpoBaHUSA KOAOB C Manon NioTHOCTbIO MPOBEPOK Ha YETHOCTb
MOXHO pasfennTb Ha HECKONbKO 3TanoB, NPEACTaBIEHHbIX Ha pucyHke 2. lNMoacyeT anemeHTapHbIX
onepauun 6yaeT BeCTUCb ANs 3TanoB 1-4, BbINOMHAEMbIX UTEPAKTUBHO.

© O & & 6

O6HoBneHwe

HauanbHble Pacyet coobuweHni Pacyet coobweHuit AMSITIOK® POLIGHAT
—»| o1 cumBOnLHLIX |f———P] OT NpoBEpPOUHLIX  |r—T] ——yp] Pacuer cuHgpoma
yCTEHOE!KVI yanoa pyangs W nony4yeHue ap

«KECTKMX» peLeHuin

PucyHok 2 — Otanel aekoanpoBaHusa LDPC konos
ARroput™ MrHMMyMa cyMmmbl «Min-sum»
LWar 1. PacyeT coobLueHnin OT CMMBOITbHBIX Y3M0B rpada TaHHepa.

[nsi nepBon ntepaummn coobLEHNS OT CUMBOSbHBIX y3MoB L(gm,l) ycTaHaBnuBatoTCA Kak BXOOHbIE
markne pelleHus L(Cl). Ha nocnegyrowmnx ntepaumax Ha JaHHOM Luare UCMonb3yrTca TOMbKO onepauum
CINOXEHWs1, KONMYECTBO KOTOPLIX BblpaxaeTcs (hopMyIioNn:

N+:Z(ji -1y, Q)

roe ji - Bec i-oro ctondua npoBepoYHOM MaTpuubl. Konnyectso cTonbLoB B MaTpuLe COOTBETCTBYET
AnvuHe KogoBoro crosa |.

LWar 2. PacyeT coobLLeHnn OT NpOBEPOYHbIX Y3NoB rpada TaHHepa.

Ans opMMUpoBaHNA COOBLLEHNI OT MPOBEPOYHBIX Y3INOB K CUMMBOMbHBIM Y3ram WUCMOMb3yoTcs
ornepaLun CpaBHEHUs, YMHOXEHUS U B3ATMS Moayns uncna. KonmyecTBo YMHOXEHWIA, BbIMOSHAEMbIX Ha
[JaHHOM 3Tane, BblpaxaeTcs hopMynoi:

N, :Zki (ki —1) , (2)

roe i k - Bec i-ol CTPOKM NPOBEPOYHOM MaTpuLibl.

Konnuectso CpaBHeHMI7I, BbIMNONMTHAEMbIX Ha AJaHHOM 3Tane, BblpaXaeTcA cbopmynoﬁ:
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N, =2 k- (2-k-3)| 3)

KonuuecTBo B35TMIN MOAYNS YMCNa, BbINOMHSAEMbIX Ha AaHHOM 3Tane, BblpaxaeTcst (POpMYou:

N\a\ = izﬂ:ki (ki =1)], (4)

LWar 3. OBHOBNEHUE MATKNX PELUEHUI N NONYYEHUE XKECTKUX PELUEHWNNA.

Ha paHHOM aTane ncnonb3ylTcs onepauum CriokKeHus Ans OBHOBMEHWS MSATKMX peLleHuin |
onepauum CpaBHEHUS C Hynem AN NONyYEeHUs XXeCTKMX pelueHni. KonnyecTBo CrioXeHui, BbIMOSTHAEMbIX
npv 06HOBIEHNM MATKMX PeLLUEeHWIA, BbipaxaeTcs hopmyrnon:

N, =2 i 5)

KonnyecTBo cpaBHEHUIN, BbLINOMHAEMbIX ANs MOMYYEeHUs >KECTKUX PELUEHUR, BblpaxaeTcs
dopmynoi:

(6)

LWar 4. PacyeT cnHgpoma.

Ha paHHOM aTane NCNOJIb3YKTCA TOJIBKO oOnepaunn CroXeHunda no moayno 2 pns pacyeTa
cnHgpoma. KonnyectBo CnoxeHun no MoayIno 2, BbIMOSIHAEMbIX Ha [aHHOM 3Tane, BblpaXaeTcsa

dopmynoi:

m

Ng = Z(ki -1) , (7

i=1

MToroBble hopMyrbl ANg pacyeTa KonimyecTsa onepaumi.

O6Lee YnCo onepauuii CIIOXEHUS Ha OAHY UTepauuio AeKoaNpPoBaHUs BblpaxaeTcs hopMynoi:

N =2 i, (8)
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OO6Lee yMcno onepaumn YMHOXEHMS Ha OOHY UTepaLnio AeKOAMPOBaHWS BbipaxaeTcs hOpMYynomn:

N, =_Z:1:ki (ki =) , (9)

O6Lee YMcno cpaBHEHUS YMHOXEHWS Ha OAHY UTepaLMio AeKoANPOBaHUS BblpaxaeTcsi opMyrio:

N, =141+ Yk -2k -3)]. (10)

i=1

3p0ecb, U ganee gnst opyrux anroputMoB, NEPBbLIA YNeH CyMMbl, paBHbI 1, kak U B [2], yunTbiBaeT
CpaBHEHME CYETUYUKA UTepaLUi C MakCMMaribHbIM YMCIIOM.

OG6Lee 4yMcno onepauni B3ATUSE MOGYNS YMCra Ha OOHY UTepauuio AEKOOUPOBaHUS BblpaXaeTcs
dopmyrnon:

N\a\ = iZ:l:ki (ki 1) ) (11)

O6Luee 4YMCno onepauun CNOXeHUS N0 MOAYNI0 2 Ha OAHY MTepaumnio 4eKOOUPOBaHWS BblpaxaeTcs
dopmynom:

Ne =iZ:1:(ki _1)‘, (12)

OOwee yMcno onepauuin pasnMYHOro Tuna, HeobGXOAMMbIX ONS BbINOSIHEHWUS OOHOW MTepauuun
AeKkoanpoBaHus no anroputMy «Min-sum» € HU3KOMSIOTHOCTHOM MaTpULEN NPOBEPKM Ha YETHOCTb U3
Subframe2 pasmepHocTbio 600 Ha 1200, cogepxallenn 4818 HeHyneBbIX 3NIEMEHTOB, NPeacTaBneHo B
Tabnuue 1. MNpuBoguMble fanee KONMMYECTBEHHbIE OLEHKM BbIYMCIIMTENBHOW CIOXHOCTU ANA OpYruX
anropuTMOB AEKOAUPOBAHMS MONyYeHbl AN 3TON e MaTpuLbl MPOBEPKN HA YETHOCTb.

Tabnuua 1 — CnoxHocTb anroputma «Min-sumpy.

Onepauus KonunuyecTBO Ha ntepauuto AekoanpoBaHus
CnoxeHne 37024
YMHOXeHne 33888
CpaBHeHwne 64159
Baatne moayns 33888
CnoxeHune no moayrnto 2 4218
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Anroput™m «Min-sum normalized» umeeT oTnmMyma oT anroputMa «Min-sum» TONMbKO pacyeToMm
cooOLEeHNn OT MPOBEPOYHbIX y3noB rpadpa TaHHepa (war 2). Kak cneacteue, warn 1,3 n 4 mumetot
OOMVHAKOBYIO CIIOXHOCTb U HE OMWCLIBAOTCS 34€ECh.

LWar 2. PacyeT coobLueHWi OT NpOBEPOYHLIX y3M0oB rpada TaHHepa.

Ons dopmmnpoBaHMs coOOBLLEHNA OT NPOBEPOYHBIX Y3rOB K CUMBOMbHBIM Y3MaM MCMOMb3YyTCA
onepauun CpaBHEHUs, YMHOXEHUS N B3ATMA Moayns ymucna. Konnyectso YMHOXEHWUN, BbINOMTHAEMbIX Ha
OaHHOM Luare, BblpaxkaeTcs hopmynon:

N, =D k’ (13)

KonnyecTBo cpaBHEHUI 1 B3ATUI MOAYNSA YWMCha Ha AaHHOM Luare He npeTeprneno U3MeHeHWn no
CpaBHeHM0 ¢ anroputMoM «Min - sum» u MoxeT ObiTb BbluMcneHo no dopmynam (3) un (4),
COOTBETCTBEHHO.

WTorosblie dhopMynbl Ans pacyeTa KonnyecTsa onepauum.

O6Luee 4YMcno onepauun CNoXeHns Ha O4HYy UTepauuio 4EeKOAMPOBaHNS BblpaxaeTcs hopmynon:

N =D i, (14)

N, = Z ki2 (15)

OG6LLee YnCro onepaLuii CpaBHEHUSA Ha O4HY UTepaLMio AeKOAMPOBaHUS BbipaxaeTcs yopMYIIoN:

N, =1+|+iki (2-k, -3)|, (16)

i=1

OG6Lee yMcno onepaunii B3ATUSE MOOYNSA YMCna Ha OOHY UTepauuio AEKOOUPOBAHNS BblpaXxaeTcs
dopmynoi:

N‘a‘ = iZ:l:ki '(ki -1 , an

O6LLee Yicno onepaunii CroXeHUst N0 MOAYMI0 2 Ha OA4HY UTepauuio 4EKOANPOBaHMS BblpaXaeTcs
dopmynom:

Ne =iZ:1:(ki _1)‘, (18)
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O6Lwee 4ynMcno onepauui pasnUYHOro Tuna, HeoOXoAMMbIX ANS BbLINOMHEHUS OAHOW uTepauuun
aekoampoBaHus no anroputmy «Min-sum normalized», npeacrasneHo B Tabnuue 2.

Tabnuua 2 — CnoxHocTb anroputma «Min-sum normalized».

Onepauus KonunuyecTBo Ha ntepauuo AekoanpoBaHus
CnoxeHue 37024
YMHOXeHune 38706
CpaBHeHune 64159
BaaTtue mogyn4a 33888
CnoxeHne no moaynio 2 4218

Anroputm  «Min-sum offset» nmeeT oTnuuua ot anroputma «Min-sum» TOMbKO pacyeToM
COO6LLEHNA OT NpOBEPOYHbIX y3noB rpada TaHHepa (war 2). Kak cnegcteue, warn 1,3 1 4 nmerot
O[MHAKOBYIO CMIOXXHOCTb U HE OMMCLIBAIOTCS 34eCh.

LWar 2. PacyeT coobLieHnin OT NpoBEepOYHbIX Y3MnoB rpada TaHHepa.

Ons dopmnpoBaHnsa coobLLEHN OT NPOBEPOYHBbIX Y3MOB K CUMMBOSbHLIM Y311aM MCMOMb3YTCS
onepauun CNoXeHus, CpaBHEHUS, YMHOXEHWS U B3ATUS MOAYNSA yucna.

KonnyecTBo crnoxeHun, BbINOMHAEMbIX HA JAHHOM Liare, BblpaXkaeTcs (hOpMyIou:

m
i=1

N, =2 k| (19)

Konu4ecTtBo cpaBHEHWI, BLINOMHAEMbIX HA AaHHOM Luare, BbipaxaeTcst (DOpMYromn:

N, =Dk (2k -2)| (20)

KonnyecTtBO YMHOXEHWI U B3ATUIA MOAYNS YNCa Ha AaHHOM Lare He npeTepnesio M3MeHeHun no
cpaBHeHuo ¢ anroputMoM «Min - sum» u MoxeT ObiTb BbluMcneHO no dopmynam (2) un (4),
COOTBETCTBEHHO.

WTtoroBble chopmynbl ANst pacyeTa KonmyecTea onepauuin.

O6LLee YMcno onepauuin CNoXeHUs! Ha OAHY UTepauuio 0EKOAMPOBaHUS BblipaxaeTcs (hopMynon:

| m
N, =D j2+ D k|, @1)
i=1 i=1

OG6LLee 4ncro onepauuin YMHOXEHUS Ha OAHY UTepauuio AEKOANPOBaHUS BblpaxaeTcs (DopMynoi:
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N, = Zki (ki =1)|, (22)

ObLee ymcno onepaummn CpaBHEHNST HA OOHY UTepaLuio 4EKOANPOBaHNS BbipaxaeTcs (opMyrnoi:

N, =1+|+iki~(2.ki—2) , (23)

i=1

O6Lee 4yMcno onepauni B3ATUS MOGYNS YMCra Ha OOHY UTepauuio AeKOOUPOBaHUS BblpaXaeTcs
dopmynou:

Ny = ;ki (ki =1), (24)

OG6LLee YMcno onepauuin CNOXeHUsa No MOy 2 Ha OOHY UTepaLMio 4EKOAMPOBAHNS BblpaXaeTcs
dopmyrnon:

Ne = Z(ki -1)], (25)

OOwwee yMcno onepauuin pasnMYHOro Tuna, HeoOGXOAWMbIX AN BbIMNOSIHEHWUS OOHOW UTepauuun
AekoanposBaHus no anroputmy «Min-sum offset», npeacrasneHo B Tabnuue 3.

Tabnuua 3 — CnoxHocTb anroputma «Min-sum offsety.

Onepauus KonunuyecTBO Ha ntepauuo AekoanpoBaHus
CnoxeHue 41842
YMHOXeHue 33888
CpaBHeHue 68977
B3atue moayns 33888
CnoxeHwve no Mmoaynio 2 4218

lMpoaHanuaupoBaB anroputMm gekoauposaHus «Min-sum» ©n ero mogudmkauumn «Min-sum
normalized» n «Min-sum offset» moxxem caenaTb BbIBOA, YTO:

CnoxHocTb anroputma «Min-sum normalized» umeeT oTnNNYMA OT CROXHOCTM anroputma «Min-
SUM» Ha YMCro YMHOXEHWI, paBHOE KONTMYECTBY 3NIEMEHTOB B NPOBEPOYHOM MaTPULLE HU3KOMMOTHOCTHOIO
Koda, TO eCTb Ha KONMUYeCTBO OTHOPMUPOBAHHbLIX COOBLLEHUI, KOTopoe hopMUPYyeTCs OT NMPOBEPOUHbIX
y3noB rpacpa TaHHepa K CUMBOSIbHbLIM y3nam.

CnoxHocTb anroputma «Min-sum offset» umeeT oTnnMumna ot cnoxHocTy anroputma «Min-sum» Ha
YMCIIO CMOXEHUI U CPaBHEHWUI, KaXKA0€e U3 KOTOPbIX PABHO KONMUYECTBY 3NIEMEHTOB B NPOBEPOYHOM
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MaTpvue HM3KOMIMOTHOCTHOIO KoAda, TO €CTb KOINMYECTBY COOOLUEHWN, KOTOpoe opMUpYyeTCs OT
MPOBEPOYHbIX Y310B rpacha TaHHepa kK CUMBOJbHBIM y3fiam.

Cnu1coK Ucnosib3oBaHHbIX UICTOYHUKOB:

1. V. Sh. Le. // Optimization of the min-sum decoding algorithm for low-density parity-check codes, 2021. P 16-17.

2. Soltanov A.G. // Decoding schemes and performance evaluation of LDPC codes. Application, advantages and development
prospects // Security of information technologies, 2010, M.: No. 2, P. 61-67.

3. Wikipedia, the free encyclopedia [Electronic resource]. - Access mode:
https://en.wikipedia.org/wiki/Computational_complexity. — Access date: 01.03.2023.
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YOK 621.391

ABTOMATU3ALNA BUSHEC-NMPOLIECCOB HA OCHOBE LOW-CODE

ApakensH K.H., mazucmpaHmka 167001

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHhOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Llesyyk O.I. — kaHO. mex. HayK, GoueHm

[oknag nocssleH npobneme asTomaTusaumy GU3HEC-MPOLIECCOB C LEMb0 MOBbilleHUs addekTMBHOCTM GusHeca u Low-code
cUcTeMaMm, Kak MHCTpyMeHTaM aBToMaTu3aumu.

BusHec-npouecc — COBOKYNHOCTb pa3fnyHbIX BUAOB AEATENBHOCTU, B paMKax KOTOPOW «Ha BXo4e»
ucnonb3yeTcs OAvMH unu 6onee BMOOB PECYpPCOB, U B pe3ynbTaTe 3TOW OEATEeNbHOCTU «Ha BbIXOAE»
co3gaeTcs NPOAYKT, NpeacTaBnaoLWmMIN LEHHOCTb Ana notpebutens [1].

OpHako, CnoXHO AaTb OJHO3Ha4YHoe onpeaeneHne GusHec-npouecca. C Apyro CTOPOHbI, 3TO
nornyeckasi nocrnegoBaTenbHOCTb AEACTBUI YenoBeka (Mnv rpynnel nogen) B Konnektnee. Yacto uenbto
€ro onucaHus ABNSeTCH aHanus n perfnameHTaumsa Tex Un uHbIX AencTBui. 3ayactyo GusHec-npouecc
NMPONCXOAMNT C y4acTMeM YenoBeka B ABHOW UMW HESABHOW hopMe, YTO MOXET OTpuLaTeribHO CKa3biBaTbCA
Ha KOMNaHuw.

Ha pucyHke 1.1 npeactasneHo rpadumyeckoe nsobpaxeHme busHec-npouecca.

YnpaeneHHe

Bxzon Dy HELI HO HANE HELH
- bIowK >

Brzon

&
Mexzanmam

PucyHok 1 — Mpadmueckoe nsobpaxeHune brusHec-npouecca

BusHec-npoLecc cocTouT mas:

1 Bbixoga. OnucbiBaeT TO, YTO CO3JAeTCA B pe3ynbTaTe OeATeNbHOCTU, €€ KOHKPETHY Lenb
(LEHHOCTb ONS KNWeHTa, LEeHHOCTb ANA 3aMHTEPECOBaHHbLIX ML) — B YaCTHOM criydae, 3TO TOBapbl U
ycnyru.

2 Bxopga. OnucbiBaeT TO, 4YTO npeobpasyetcda MM pacxopgyeTca B npouecce AeATeNbHOCTU
(Hanpumep, cbipbe 1 MaTepurarnbl, 3asiBka Ha BbIMONHeHWe paboT, obpalleHne KnmeHTa u T.0.).

3 YnpaBneHus. OnucbiBaeT LeneHanpaBfeHHbIN xapakTep OesTenbHOCTM W BKIOYaeT Bce
AONyCTUMble ynpaBnsiolmMe Bo3gencTBums (Npukasbl, pacropsikKeHusl, 3agaHus Ha BbiNonHeHne paboT u
T.M.).

4 MexaHuama (pecypcoB). OnuncbiBaeT pecypchl, UCMoNnb3yeMble AN AOCTUMXKEHUS NMOCTaBEHHOWN
uenu (Hanpumep, obopygoBaHue, YenoBeveckue pecypckl). Mx otnnyumne ot «Bxoga» B TOM, YTO OHM
NCMNOMb3ylOTCS B MPON3BOACTBEHHOM LIMKIIE MHOTOKPaTHO.

5 ®yHKLMOHanbHoro 6noka. [leaTensHOCTb KOMNaHWM UK ee YacTu, no npeobpasoBaHuto «Bxoga»
B «Bbixoa», npecnenyoLwiero 3afaHHyto Liefnb, YCTAaHOBINEHHYIO B «YNpaBneHumM» 1 ncrnonb3yowasi ans
aToro nmetowmecs «Pecypcbli».

Ans MMHUMKU3aumu 3atpat n obecneyeHnss macTabupyemocT! KOMMaHMU 4acTo MCMOMNb3yeTcs
aBTOMaTM3aumst OusHec-npoueccoB. Kak 6bino  oTMevyeHoO paHee, Ou3Hec-Mpouecc SBMsieTCS
nocrneaoBaTenbHOCTLIO AEWCTBUMA, KOTOPbIE 3a4acTytlo BbIMOMHAET yenoBek. OgHaKo, YenoBeKy TShKerno
pabotateb C 6OMbLIMM KONMMYECTBOM WHGOPMaUMM BPYYHYIO, YTO MPMBOAUT K 3amensieHnio paboThbl
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KOMMNaHuu 1 NoTpebHOCTN BKNaabiBaTb PeCcypchbl AN YBENUYEHMs KonuyecTa nepcoHana. lNoatomy Bce
Yalle npuberatoT kK aBTOMaTU3aL MM bM3HeC-NpoLIECCOB.

AsTomaTu3aumsa 6usHec-npoueccos (ABI) — 370 nepeHoc Havbonee 4acTo BbINOMHAEMbIX 3a4au
MoA KOHTPOfMb MpOorpaMMHo-annapaTHoOro kKomnnekca. C NOMOLbIO TakuMX CEepBMCOB CTAHOBUTCS
BO3MOXXHbIM YNPOCTUTb BbINOMHEHUE eXeAHEBHbIX U PYTUHHbIX 3a4ady 6e3 y4acTusa CoTpyaHUKOB [2].

ABI1 BbINnoNHAET psa 3agau:

1 YnpouweHvne macwtabupyemoctn 6usHeca. Korga komnaHus pacTteT, yBenMyuuBaeTcsi 06bem
WHpopmaLmm, KoTopyro HeobxoamMmo cobupatb, obpabaTbiBaTe U XPaHUTb.

2 YBenunuyeHue npubbinu. ABI no3sonseTr nosbiwaTh KayeCcTBO HEOOGXOAMMBbIX MNPOLLECCOB C
MEHbLUMM KONMYECTBOM COTPYAHMKOB. Korga noBceAHEBHble 3ajavuM OpraHvM3oBaHbl C  MOMOLLBIO
crneumnanbHbIX NPOrpamMM, y4acTue YeroBeka HY>XHO TOMbKO B HECTaHAAPTHbIX CUTYaLUSIX.

3 OkoHomMUA BpeMeHn. HekoTopble mpouecchbl BooOWe He MPUMHOCAT KOMMaHuW OO0X04, HO OHU
HeobXxoaMMbl NS XKWU3HEHHOro LUMKNa, MHave BCe OCTasibHble MPOLLECChbl OCTAaHOBATCA. ABTOMaTtusaums
TakMx 3agady nomoraeT coTpyaHuWKam CAOoKycupoBaTbCA Ha Aenax, KoTopble TpebyloT TBOPYECKOro
noaxoga unu NPUHOCAT NpubbINb.

4 TosblweHne 3PPEKTUBHOCTU N TOYHOCTU npoLeccoB. ECTb npoueccsl, B KOTOPbIX OYEHb BaXHa
TOYHOCTb MNN JONrocpoYHasi paboTa Hag HUM.

5 YnyJwenne npoueccoB. HekoTopble BM3Hec-npoLecchl NpakTU4eckn HeBO3MOXHO obpaboTaTtb
BPYYHYIO U3-3a Bonblloro kommyectsa uHdopmaumm. ABTOMatm3aums BbIBOAWT KOMNAHWIO Ha HOBbIN
YypOBEHb nepcoHanm3aumm B paboTte ¢ UMdpoBbIMY AaHHBIMU U COTPYAHMKAMMU.

OpHako cdhepa busHeca N3MeEHAETCs C TeYEeHNEM BPEMEHM N HaXOAMT OTpaXeHue B TEHAEHUUSX
UCMNomnb30BaHNs aBToMaTU3auum BUsHec-NpoLeccoB AN noBbiweHns addekTBHOCTM. OQHOM M3 Takux
TeHOeHUMn ssngeTca nepexod Ha ucnonb3osaHue LCP (Low-code Platform) ansa rmbkoro ynpasnexus
6usHec-npoueccamu. NnaTdopmbl TaKOro TMNa NOMOraroT pyKoBoAUTENSM OTAENO0B 1 OM3Hec-aHanuTukam
CHU3WTb PUCKN N peliaTb akTyanbHble npobrnembl 6u3Heca B kpatyanwwme cpoku. LCP cyllecTBeHHO
ynpoLuatoT aBToMmaTnsauno brusHec-npoueccos 6narogaps yaobHbIM NONb30BaTENbCKMM UHCTPYMEHTaM
ANS UX MOAENMPOBaHUsA, a TaKkke BO3MOXHOCTU BHECEHWS M3MeHeHMN 6e3 OCTaHOBKM AEeWCTBYIOLLMX
npoLeccos.

Moao6Hble peLleHns MMEINT B CBOEM COCTaBe rOTOBblE€ MOAYNWN, KOMMOHEHTbl U UHCTPYMEHTbI, YTO
nossonsieT BbICTPO co3gaBaTb HOBble BM3HeC-NpUNoxeHus, 4obaBnaTb, U3MEHATb U NEpencnonb3oBaTb
nx yHKuMoHanbHocTb. Hepegko LCP no ymon4aHuto BKMOYalOT HeobxoduMMble WHCTPYMEHTbl Ans
co34aHnsa NpoTOTMNOB, OTNAaAKU, BEPCUOHMPOBaHNS N OBHOBNEHMS CBOUX PELLEHU.

Ha pucyHke 1.1 npeactaeneHbl HA6oOp KNOYEBON PYHKLMOHANBHOCTH (4TO MOXET BXOAWUTbL B COCTaB
nogo6HbIX NnaTdopm), a Takke aTanbl, KOTOpasa NPOXoAMT pa3paboTka, YTOObI 3aNOXWUTb NOTEHLMANBHYO
BO3MOXHOCTb HAaCTPOWNKM NpunoxeHun 6e3 koaa.

LOW CODE MNNAT®OPMA
— MyHKUMOHaNBHOCTD — MHcTpymMeHTbl pazpaboTku
ObbekTHas Mogeno Ynpaenexue AHannTuka Beinyck penunza
6e3onacHoCTbLIO
Noruka, npoueccel Hanucanwne koaa ALMUHWCTPUpOBaHVe
YnpasneHwe
WuTepderics NOMb30BaTENAMM OTnapka O6HoeneHne
WMHTerpaumn MacwrabupyemMocTb KowTpons kauecTea MoHuTOpUHr
o « KouTpons Bepcuii cé
TYETHOCTE A Op CTaTUCTHIKKN
OTKazoyCcTOMYMBOCTD . Kop-peskio P
» TecTuposzaHmne
Nokanuzauma
HokyMeHTUpoBaHme

PucyHok 2 — Cxema Low-code nnatdopmbl
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BHe 3aBucumocTn ot cdepbl npumMeHeHus Low-code nossonsieT «cobupaTb» MHPOPMALMOHHbIE
CUCTEMbI U MPUNOXEHUS PasnnyHON croXxHocTn. OgHako cTouT obpaTuTb BHUMaHME Ha CyLLeCcTBOBaHME
pasnuyHbIX noaxopax y Low-code nnatdopm — ogHn paboTaroT Kak KOHCTPYKTOP: OCHOBHas YacTb 6usHec-
Norvkn 3agaeTcsa yYepes3 nHtepdeinc, rae nonb3oBaTenbckne nHTepdgencsl ¢ dyHkumamm drag-and-drop
3aMeHSI0T TpaauUMOHHOE MporpaMMMpOBaHue; Opyrne nullb UMEKT FOTOBOE MpeAcTaBrieHne, Ho
YHKLMOHAmMNbHY YacTb HEOOXO0AMMO NporpamMmmmupoBaTth kogom. Bropown tvn sBnsietca 6onee rubkmm.

Takum o6pasom, Low-code cuctembl B KOHEYHOM CYETE paguKanbHO COKpallaloT CPOKM 3anycka B
akcnnyaTaumio IT-peweHnin n obecneunsaloT BbICTPYIO aganTaumio K HoBblM TpeboBaHusaM BusHeca, 4TO
aBngeTca 60MnbLIMM NPenMyLLLECTBOM B aBTOMaTU3aLmu.

Cnuncok ncnonb3oBaHHbIX UCTOYHUKOB:
1. Xammep M., Hamnu [. PEMHXUHMPUHT Kopnopauumn: MaHudecT pesontoumn B 6usHece. - Cl6., 2000. - 332

2. Davenport T. H., Short J. E. The New Industrial Engineering: Information Technology and Business Process Redesign//Sloan
Management Review, 2010,, 11-27.
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AHHOTaums. B pabote npoaHanvaupoBaHbl NpenMMyLLecTBa aBTomaTusaumm 6rsHec-npoueccos, paspabotaHa u onucaHa Business
Process Management cuctema ansi KOMNaHuv Npov3BoAMTENst U AUCTPUBBLIOTOPA CENbCKOXO3ANCTBEHHbIX YAOOPEHUI A Ha OCHOBE
Microsoft Power Platform.

KnioueBble cnoBa. ABTomatu3aums busHec-npoueccos, Microsoft Power Platform, Low-code cuctema.

AsTOMaTm3aums GusHec-nNpoLEeccoB MOXET MPUHECTU MHOXECTBO npeumyLlecTs [1]:

1 YnydweHue 3dEEKTMBHOCTM: aBTOMaTtm3auusi MO3BOMSET YCKOPWUTb BbIMOJSIHEHME PYTMHHBIX
3a4ay, YMEHbLUMTb KOMMYECTBO OLIMOOK U YBENUYMTbH MPOU3BOAUTENBHOCTb. OTO MOXET MPMBECTU K
COKpAaLLEHMIO BPEMEHW BbINOJTHEHMS MPOLIECCOB M YIYYLLEHNIO Ka4yecTBa paboThl.

2 CHwxeHue 3aTpar: aBTomMaTm3aums MOXeT NOMOYb COKpaTUTb 3aTpaTbl Ha paboTy COTPYOHUKOB,
CHM3UTb pacxodbl Ha Oymary u gpyrve matepuarnbl, a Takke COKpaTUTb 3aTpaTbl Ha obCnyxvBaHue U
NoAAEPXKKY CUCTEM.

3 YnydweHne kadecTBa: aBTOMAaTM3aLMs MOXET MOMOYb YMy4ylUTb KayecTBO paboTbl 3a cyer
CHMXXEHMS OLWMOOK 1 MOBTOPSAEMOCTHU, a TaKKE YrNy4yLLEeHUS KOHTPONA 1 HabnwaaemMocTu NpoLLeCcoB.

4 YnydweHue CKOpPOCTM: aBTOMaTu3auusa MO3BONMSET COKpaTUTb Bpems, Heobxogumoe Angd
BbINOSTHEHWUS MPOLECCOB, a TakkKe NOBbICUTbL CKOPOCTb pPeakuumn Ha n3amMeHeHus B bmnsHec-cpeae.

5 YnyJyweHne TOYHOCTU: aBTOMaTM3auus Mo3BONAET CHU3UTb BEPOSITHOCTb OLUMOOK M MOBLICUTH
TOYHOCTb BbIMOJIHEHMS 3a4au.

6 YBenuuyeHne npo3pavyHOCTU: aBTOMaTuU3auus MOXeT yny4ywuTb HabnoaaeMocTb MPOLEeCCOoB U
caenatb ux 6onee Npo3payvyHbIMK Ast COTPYOHWKOB M PyKOBOAUTENEN.

7 YnydweHve ynpaBreHusi: aBToMatnaaums MoXeT yNpoCTUTb ynpasnieHne Ou3Hec-npoueccamm un
yNy4LWWTb BO3MOXHOCTU aHanuaa npovu3BoAUTENBHOCTH.

OTn NpeumyLLecTBa MOryT NMOMOYb KOMMAHWAM CHM3UTb 3aTpathbl, NMOBLICUTb KayecTBO paboTbl U
YNy4YlnTb KOHKYPEHTOCMOCOOHOCTE Ha pbiHKe. [loaToMy B pamkax HacTodAwero npoekTta, Obina
paspaboTtaHa Business Process Management cuctema Ha ocHoBe Microsoft Power Platfrom.

PaspabatbiBaemaa BPM-cuctema, kak u OGOMbLWMHCTBO OOMAYHbIX TEXHOMOTMN, MMELLMX
apPXUTEKTYPY KITMEHT-CEPBEP, MOXHO pas3aenntb Ha ABE YacTu:

— backend-npunoxeHne. OTBevaeT 3a paboTy ¢ 6a301 AaHHbBIX U NepefaeT gaHHble NOCPeaCTBOM
API (Application Program Interface). Backend pa3sepHyT HenocpeacTBeHHO B cepBucax Azure;

— frontend-npunoxeHune. PaspabaTbiBanock Ha ocHoBe dhpenmMmBopka Microsoft Power Apps.

Backend-npunoxeHue tnna CRUD (cokpaweHue ot aHrn. Create, Read, Update, Delete), To ecTb
obecneynBaeT YeTbipe 6a30BbIX PyHKUMN pabOThbl C JAHHLIMU:

— CO3[aHueE;

— YTeHuUe;

— obHoBIEHUE;

— yaaneHue.

MogknioyeHne wu  ayTeHTUMKaUMS B  WCTOYHUKE [aHHbIX BbIMOMHAETCA OTAENbHO  OT
ayTeHTudukaLmm B

cnyxb6e Power Platform. Cnyx6bl Power Platform o6bI4HO MCNONb3YHOT «KOHHEKTOPLI» Anst paboThb
C BHELLUHUMW UCTOYHMKaMW AaHHbIX, KOTopble He siBnstoTcs Dataverse. CTpykTypHas cxema (CM. pUCyHOK
1) unnocTpupyeT TUNUYHLIN NYThb C UCNOMNb30BaHWEM coeanHuTens ynpasneHus APl Azure (APIM).
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Power Apps RP

:Ycryoicma } :Cpena Power Platfrom
i | i
1 | |
| | I
1 | 1
1 Tenedon ; !
i i i
! ! 1
| i 1
1 } :
1
L sl
1 | 1 Back-end cepeuckr
| Tlnammer I 1 -
\ ‘k—l (private)
: I
I | |
1 | |
! ! 1
1 I !
: Kommsiotep } |
: | !
1 | 1
| ! !
| | 1
| | |
1 | |

API Hub/APIM

Connector

Consent Service

PucyHok 1 — CTpykTypHas cxema backend-mopyns

Frontend-mop,ynb COCTOMT M3 LLECTUN OCHOBHbIX YacTeMu:

— rnaBHas cTpaHuua Be6-NpUnoXeHus;

— CTpaHuLa 3MNeKTPOHHOW hopMbl 1;
— CTpaHuLa 3NeKTPOHHOW POpMbI 2;
— CTpaHuLUa 3NeKTPOHHOW hopMbl SA;
— CTpaHuLUa 3NekTpOoHHOW hopMbl 5B;
— CTpaHuua ¢ geTansMu NpoekTa 1 NpoLeccoM YTBEPKAEHUS.

B3anmopencTBme cyObekToB CUCTEMbI B paMKax yTBEepXKOeHWs NpoekTa

MonbaoBatens

Power Apps

«———JleTanu npooektTa—————————!

l«——QOT06paxeHue UTora yTeepxaeHUs

Beibop npoekta———————»|

YTBEpXK/EHWe NpoeKTa—————»!

-

SharePoint

CoobLyeHre 3anpoc Ha nonydeHue

UHE-LMMK O MpoeKTe

CoobweHve Oteet B
(neTtanu npoekTa)

—»

S—

CoobueHre 3anpoc Ha 3anyck noToka

«———OOHOBNEHUe JaHHbIX———

aBpToMaTusaumm

—_———>

O NpoekTe

PucyHok 2 — B3anmopeictene cyobektoB BPM-cuctemsl

Power Automate

SharePoint

npvBeAeHbl Ha PUCYHKe 2.

ObpaboTka aTana
YTBEPXAEHUA

ameHeHne uHopmaumn |

—

I'Iepep, Ha4vyalniom pa6OTbI KINMMEeHT nonagaeTt Ha CTpaHuuy aBTOpu3auun nonb3oBaTtend, roe emy
HeobxogMmo aABTOPU30BaTbCA B CUCTEME. Ecnu npoBepKa He 6yn,eT npoﬁu,eHa, TO AOCTYN nosib3oBaTento

OyaeT orpaHuyeH.

Mocne aBTOpU3aLMKN NPOUCXOAUT BbIBOA MaBHON CTPaHWLbl C NPpeACcTaBeHneM AaHHbIX O TeKYLLIMX
npoektax (CM. pucyHok 3). [lanee BO3MOXHO MOfyyYeHWe MHGOPMauuM O MNPOEKTe U BbINOJHEHWE
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pasnu4YHbIX AOEWCTBMIW B 3aBMCMMOCTM OT 3Tana npoekTta. [nsa oOpaboTkm HEKOTOpbIX OEeNCTBUNA
nonb3oBaTens WUCMNOMb3ylTCHA MOTOKM aBTOMaTu3auun, kotopble obecneunBaoT 06paboTKy TeKyLiero
AEeNCTBNA N OOHOBIEHNE OaHHbIX B 3aBUCUMOCTM OT Ucxoda obpaboTku. 3atem gaHHble BO3BpaLLaloTCs
nonb3oBaTernto.

0
-4 REPLY  Project Approval App O
ALL PROJECTS
New Project Search by Project Name, Project Leader, Location Q My Actions List
Project = 4 4
Number Location = Project Name = Project Leader = Status =
DF22-011 All Terminals Raw Materials Purchase Danny Anil Initiated =
DF22-012 Region 2 Refrigerator Replacement Shellyn Tunggara Issued for Record
DF22-013 Terminal 2 Packaging redesign Shellyn Tunggara Initiated
DF22-014 Corporate Technical Support need for Region Danny Anil Design
2
DF22-015 Terminal 2 Product Quality Check Adam Watson Issued for Construction
DF22-016 All Terminals Plant Maintenance Project Danny Anil Issued for Construction
DF22-017 All Terminals Technology Supplies Survey Danny Anil Design
DF22-018 All Terminals Telecommunications Support Karina Arakelyan Initiated
DF22-019 All Terminals Health and Safety Equipment Karina Arakelyan Initiated
purchase
N78-100 All Terminals Coffee Machine Maintenance Danny Anil Issued for Record
All Terminals Pump Replace 1 New D

PucyHok 3 — NHTepderic rmaBHON CTpaHuLbl MPUNOXEHWS

Mpu co3gaHnM HOBOro NpoekTa norb3oBaTenb nonagaeT Ha CTpaHuuy 3anonHeHus opmel, rae
€CTb BO3MOXHOCTb BBOAa NEPBUYHOMN MHpopMauum o npoekTe (CM. pucyHok 4). lNMocne oTnpasku opMbl
nonb3oBaTenb yBMOUT yBegoMMieHne 00 yCnewiHOW OTnpaBKe MM OWWUOKY, NOSICHSAIOWY MPUYMHY, MO
KOTOpOW 3anpoc He Obin oTnpaBneH. Takke BO BCEM MPUINOXEHUM NPpeayCMOTpeHa Banuaauns BXOAHbIX
AaHHbIX.
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4 DASHBOARD

@ Questions?

Check out our FAQs

Project name:

Enter text

Project Sponsor:
Karina Arakelyan
Project Created Date:

April 11, 2023

Location:

O All Terminals
O Corporate
O Region

O Terminal

Background:

‘ Enter text

PucyHok 4 — iHTepdbenc popMbl MHULMaLUM NpoeKkTa

Tarke nonb3oBaTenb UMeeT BO3MOXHOCTb HaXkaTb Ha HAMMEHOBaHWE NPOEKTa Ha rMaBHOM 3KpaHe,
YTO MpUBEAET €ro Ha CTpaHuUy C AeTansmMun NPoeKTa, TeKYLUMM CTaTycoM, He06XoaAMMbIMU AEVCTBUSAMA U
ncTopuen NponaeHHbIX 3TanoB (CM. PUCYHOK 5).

NHTepdbenc ByaeT oTnmMyaTbCa B 3aBMCUMMOCTM OT pONM TeKyllero nonb3oBaTtens. Hanpumep,
rMaBHOMY WMHXEHepy Ha BKragke AeTanen npoekta OyaeT AOCTyMHa BO3MOXHOCTb pedakTUpOoBaHus U
COXpaHeHus Aetarnen npoekra.

Ha Bknagke «Actions» nons3oBaTtens yBUAUT OOCTYNHbIE OMS HEro AeNCcTBUSA Ha JaHHOM 3Tane
npoekta. [NepBbiMy 0TOBpaxatoTca obsi3aTenbHble A5 BbINOMHEHUS AENCTBUS, a 3aTeM Heoba3aTernbHble,

Takne Kak CMeHa Beayllero nHxeHepa, 3anpoc Ha n3MeHeHne AaTbl OKOH4YaHUA MPOEeKTa, nobasneHne
KOMMEeHTapueB 1 TaK ganee.

Project Details Actions History

Project #:

DF22-012

Project Name:

Refrigerator Replacement

Project Sponsor:

Chelsea Yang
Background:

Background goes here 2nd
Project Constraints:

Project Constraints goes here 2nd
Budget Status:

Budgeted

Project Type:

Location:
Region 2
Project Status:

Issued for Record
Project Created Date:
November 28, 2022
Successful Completion Criteria:
Successful Completion Criteria goes here 2nd
Budget Estimate:
4§ 5000
Budget Type:

RM

Project Leader:

Go to Actions

PucyHok 5 — NHTepdelic cTpaHunLbl MeHeI)KMeHTa npoekTa
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[ocTonHcTBaMn CUCTEMBI ABNSAIOTCA: NPOCTOTa 1 yAo6CTBO MHTEpdenca, BO3MOXHOCTb BbINOMHATb
AEencTBMa Hag npoekTamu, peanu3aumsi N0 COBPEMEHHbIM CTaH4apTaM NPorpaMMUpPOBaHUSA U XopoLuas
MacLTabupyemocTb.

Cnuncok Ucnonb3oBaHHbIX UCTOYHUKOB:
1. Intelligent Process Automation: The engine at the core of the next-generation operating model [SnekTpoHHbI pecypc]. —

Pexum poctyna: https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/intelligent-process-automation-the-
engine-at-the-core-of-the-next-generation-operating-model
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UDC 621.391
AN AUTOMATED SYSTEM OF MANAGING THE PROJECT LIFECYCLE

Arakelyan K.N.

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Shevchuk O.G. — PhD in technical sciences, associate professor

Annotation. This article provides an analysis of the benefits of automating business processes and describes the development of a
Business Process Management system based on the Microsoft Power Platform for a manufacturer and distributor of agricultural fertilizers.

Keywords. Business process automation, Microsoft Power Platform, Low-code system.
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YOK 621.391

BEKTOPHbIU ®UNbTP KAJIbMAHA

AxarnkuHa A.M.}, kypcaHm 2p. 033701

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo31eKmpoHUKU®
2. Munck, Pecnybnuka benapyck

QurnbyeHkosa T.M. — mazucmp. mexHU4eCcKuUx Hayk

AHHOTaumsA. B aaHHOM cTaTbe NpuBEAEHbI TEOPETUYECKME CBEAEHNS N MPaKTUYECKME pe3yrnbTaThbl BLINOMHEHNS BEKTOPHOMO hunbTpa
KanmaHa, koTopblii NO3BONSAET CTPOUTL OLIEHKM MOABWKHOW MOAENN U TeM CaMbiM OnpeaensTb ee MEeCTOMONOXeHNe B NPOCTPaHCTBe
OTHOCUTENBHO TPEX OCeN.

KntoyeBble cnosa. oueHka, ounbTp Kanmaxa, mapkosckasi Mmogerns, wym, ocn, GPS, matpuua

AKTyanbHO onpefeneHne MecTOHaXOXAeHUS MOOBWXKHbLIX OOBLEKTOB (MaLlWH, CaMoneToB, foaen)
KaKk Ans 4acTHbIX, TaKk M Ans rocyaapcTBeHHbIX CTPYKTyp. OnpeaeneHne MecTonofoKeHUs BKIOYaeT B
cebs Tpu aTana: HenocpeaCcTBEHHOE OnpeaerieHne MeCcToMnosoXeHne, nepegaya AaHHbIX U ynpaBneHus,
0bpaboTka AaHHbIX.

CambIM onpefensiowmm 3TanoMm SBNSETCH HEMOCPeACTBEHHOE onpeaerieHMe MeCTOMONOXeHNs
ABuXyLlerocs obbekTa, Be[b €Cnv Ha HaYanbHOM 3Tane onpeaenuTb ero HeBepHO — nocrneayoLme aTanb
OyayT 6eccmbICneHHbl. Tak e He MeHee BaXHbIM 3TanoB SIBNSETCA nepefada AaHHbIX U ynpasreHus
NoABWXHBIMU 06 beKTaMm, KOTOPbIN HE AOIMKEH 3aTpaynBaTb MHOTO BPEMEHM.

Bo mHorum cuctemax GPS wucnonbdyetcda KanmaHOBCKMW nNoaxod, WUMENLWMN HaUMEHbLUYHO
norpeLLHoCTb.

B Hem ncnonb3yeTca anropMTm OLIEHKM cpasy no TPeM MPOCTPAHCTBEHHbIM OCAM, FAe npoueaypbl
BbINOMHSAIOTCH HE3aBUCUMO OT KaXaon:

% =”[Zk=§k—1j
¥ =ulzp. Vi) k=123
2 =”[Zk=§k—1:'

@

rae u(o) — KarMaHOBCKUIA anropuTM NOCTPOEHUS TEKYLLIEN OLLEHKN.
Tak kak Bce TpU KOOpAUHaTbl NpaacTBansioT cobol TOUKy B TPEXMEPHOM MNPOCTPaHCTBE, TO
n3MeHeHue nonoxeHne obbekTa yaobHee npeCTaBUTb BEKTOPHO-MaTPUYHON MapKOBCKOW MOAENbIO:

o 000 xn Gk
Yo |=| 0 o O 2 || S
o 0

2y 7o | L%k Lk

)

nnn, B TaKNX o4eBNaHbIX 0603Ha4YeHUnsaX:
3

Ecnn npeanonioXnTb, YTO BCe cnyanlele CoCTaBndawwmne nog4vYMHAKTCA HOPpMalibHOMY 3aKOHY
pacnpeneneHna ¢ HyneesbiM CpegHNUM N HEKOTOPbLIMU ANCNepCuAMn. Hanpwmep, ansa
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£ g, 0 0
T T
M{Z B =0 tnbnta | [ L fp=| 0 o 0 |27,
C 0 0 o
* o @
Mogaenb HabnwaeHns, COOTBETCTBEHHO, ONpeaensaeTcs BEKTOPOM Z:
Tk A Mok
Zyi: =y [+ Hyk
Zeg Tk Mt (5)
Unv, B BEKTOPHOM BUAE:
3aecb gucnepcum Wwymos 6yayT o6pa3oBbiBaTh AMaroHanbHy MaTpuLy:
Bk afx 0 0
M{Ek.ﬁg]:M HJ"-:: '[ka,?ﬂyk,?ﬂxk:l = 0 0_?,2? 0 :Plr;;
Mo 0 ] 0'2
= )

Vimeem BEKTOpHYO MapCKOBCKYI0 MOAEeNb W3MeHeHus obbekTa B MNpOCTPaHCTBE M BEKTOP
HabnaeHUn TekyLero MecTononoxeHms obbekTa (PUCYHOK 1):
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GPS

PVICYHOK 1 — BekTopHas MmapkoBcKkas Mogesb N3MEHEHNA MECTOMNOSIOXEHUSA caMmoneTa

Korga Ha Bxof MpuemMHuKka NpuxoauT caMoe nepeoe HabriodeHue, TO Nydlias oueHka — 3TO

3Ha4eHMe caMoro HabnaeHus:

®)

A
Il
]

C ﬂVICﬂepCMeVI OLNBOK OLIEHMBAHNS:

P=N
©)

B crnenytolwmini MOMEHT BpeMeHU Moferb (CaMoneT) HEMHOTO MeHSIeET CBOe MECTONOMOXKEHME U Ha
Bxoa GPS-npuemMHuka npuxoamT odepeaHoe HabnoaeHve:

22 = XE +?32 (10)
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GPS
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PucyHok 2 — BekTopHasi MapKkoBckasi Moferb (CaMomneT) B CrieaytoLLmMii MOMEHT BpeMeHH

B mgaHHOW cuTyaumu npu nocgoewm OLEHKMN TEeKYLLEro MecTononoXeHnss BOCMONb3yeMcs ABYMS
HabnogeHuamu. MNepBoe — BeKTOp 27, a BTopoe HabnoaeHne 6epeTcst Kak NPOrHO3 TEKYLLEero NonoXeHus
13 npeablayLen oueHKN X1, UCNOoMb3ys MapKOBCKYI0 MOAerb OBVKEHNS:

fsﬂ =k f1 (11)
3arem BbluMcnaeTcst auncnepcusa OLLUNOBOK NMPOrHo3a, KoTopasa paBHa:
_ EY _ = n 42
B =M[(x2—f€x1:l ]: M[(Rxl +5 - x| ]:
non 2
- RM[(EI =) ]RT+V§ =R-R BT 4V,
(12)

B pe3ynbTaTte nMetoTcs Bce HeobXoauMble AaHHble A NOCTPOEHNS OLEHOK KOOPAVHAT Ha TeKyLLEeM
Liare ¢ NOMOLLbH BEKTOPHOro unbTpa Kanmana. Mcnonbayst hopMynbl ckansipHoro donnbTpa:

B gl .. R .
ﬂ=—;k+;= xﬁ:=x35:+?k'[zk_x3.i:)
i k (13)
O606LLI,GHHO ONA BEKTOPHO-MaTpuU4HOro cny4as:
-1 o 3 1 F_ S
B=Pyp Vi (B +0i) . xs;=5fas;+f§;'{”'s;_'(zs;—xas;) (14)

B paHHOM cnydyaum dopmManbHO npeobpa3oBaHO cKansipHOE BblpaXKeHWe B BEKTOPHOE U MNONYyYeHOo
BO3MOXHOCTb CTPOWUTb BEKTOPbLI OLIEHOK. B 3TOT cOCTOUT OQHO M3 LJOCTOMHCTB BEKTOPOB M MaTpuLl: OHO
NO3BOJIAIOT NIerko 0600LwaTh 3a4aum Ha MHOrTOMEpPHbIN Criyyan.

Ha BTOPOM LUare nMerTca cneayruine BblHMUCIeHNA:
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3

%=E2'P§'[P2+Pﬁ)_l= %2=%32+P2'P§_1'(72—§32) (15)

BbluncneHust Ha nocneaylLwyx Warax BblYMCISAIOTCA PEKYPPEHTHO no dopmynam (15).

Ans peanusauum BekTopHoro cunbTpa KanmaHa Ha Python HeoGX0AMMO y4ecTb, YTO NpW YCIOBUK
HEKOPPENIMPOBaHHOCTU U LIYMOB UM HE3aBMCUMOCTW MEePEMELLEHWUIA NO KaXK4oW M3 KOOpAMHAT, MOSly4eHo
THM HE3aBMCUMbIX KaHara OLEeHUBaHUSA NapameTpoB X,Y,Z:

“xk OneHuBaHue 110 ocH X X,
“yk OneHuBaHue Mo OCH Y Xk
Ik OnenuBaHue 1o ocu 7 X

Pl/lcyHOK 3 — HesaBuncumble KaHanbl OL,eHMBaHNA NapaMeTpoB

OpHako, ecnn moamdunumMpoBaTb MOZErNb U YY4ECTb B HEWM CKOPOCTU ABMKEHUS 00bekTa Mo Kaxaoun
KOOpAUHaT, TO MOMYy4YUTCH B3aMMOCBHA3b Mexay HabniogaeMbiMu CKOPOCTAMM W COOTBETCTBYHOLLEN
KOOpOUHaTbI:

=11 00 1 0 0][xy

vl 1o 100 1 0|y

2| (0010 0 1ffzy |

v 000 5 0 0)|vy &

el 1000 0 0 5 0flvg]| &

vl 1000 0 0 rnflw,] & (16)

Mpuyem, BekTOpHbIN unbTp KanamaHa aBToMatMyeckun Hauny4ywmnm obpasom cKoMOnHMpyeT aTu
HablonaeHus ons BblYUCNEHUSA ONTUMAaNbHON BbIXOAHOW OLEHKN B COOTBETCTBUU C OMMUCaHHOW MOAenbio
nepemelleHns. M ato oveHb yaobHO, Befb HE HYXXHO peLlaTb CUCTEMY NMMHENHbIX YpaBHEHUN, HAX0OUTb
onTuMarbHble KO3(dULMEHTLI, BCE akKypaTHO pacnucbiBaTb. Bce 37O fenaetca aBToMaTU4ecku npu
BbluMcneHun obpaTHbIx Matpuy B punbtpe Kanmaxa.

[Hanee, Ans BTOpOro BapnaHTa MaTpuvubl ANCNEPCUIA NOPOXAAKLLEro LWyma W WymMa HabnogeHui,
OyayT BbIrMsAAeTb crieqylowmum o6pasom:

o060 0 0 0 o 0 0 0 0 0
000 0 0 0 0 & 0 0 0 0
000 0 0 0 0 0 & 0 0 0
“=loooe o ol "o o 0@ o 0
000 0 g o 00 0 0 g 0
000 0 0 o o0 0 0 0 &

17

Becb ocTanbHO anroputM oLeHVBaHWs GyaeT NPeXHUM:
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ﬂ=ﬂhﬁfﬂrwm4= ﬁ=fﬁ+ﬂ*ﬁ(ﬁ—iﬂ

(18)

PVIOyHOK 4 — 3apaHue napamMeTpoB 414 NOCTPOEeHUA OLLEHOK

AED>IPQ=E=EMB

Ocb X
N

Ocb Y

Ocb Z
)

PucyHok 5 — Pe3ynbTat BbIMONHEHUS NPOrpamMMbl

CnuUcoK Ucnonb3oBaHHbIX UCTOYHUKOB:

1. Mohamed Laaraiedh «Implementation of Kalman Filter with Python Language» // paper, 2012
2. bytkosckuin, O.A «lMNpenenbHble TeOpeMbl AT MAapKOBCKMX npoueccos» // aucceptaums, 2013.

3.MyukoB, A.KO «PaspaboTka metonoB chunbTpaumm B noctaHoBke P. KanmaHa B ycrnoBusix criyyaviHOW AMCKpeTu3aumu
curHanos» // gucceptauus, 2019.
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YK 004.855

OB30P AKTYAJIbHOIO COCTOAHUA VICCJ'IE,EI,OBAHVIV[ B OBJIACTU
BbI4YUCIIEHUA ONTUMAIIbHOIO KONIMYECTBA HEUPOHHbIX
CJTIOEB U HENPOHOB B CJ10OE

Gapabaros M.FO., Abpamos UN.0O. mazucmparHm ep.167001

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosneKkmpoHUKU
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AHHOTaumsA. B faHHONM cTatbe NpUBOAMTLCS 0630p aKTyarnbHbIX UCCNEeAOBaHWA MO TEME BIMSIHUS KOJNIMYECTBA HEMPOHHbIX CIOEB U
HENPOHOB B CrOE Ha OOLLYI0 XapaKTepUCTUKY MCKYCCTBEHHOW HEMPOHHOM ceTu. HaraeHbl Hanbonee pacnpocTpaHeHHble NoAXO4bI.

KnouyeBble cnoBa. VckyccTBeHHast HEMPOHHAs CETb, HEMPOHHbIN CroK, MalUMHHOE obyyeHne, 0630p.

NckyccTBEHHbIe HEMPOHHbIE CETU SBAAIOTCA MOLUHBIM MHCTPYMEHTOM ANS PeLleHUst pasfmnyHbiX
3agad, BKM4Yas pacnosHaBaHuve o06pa3oB, KnaccuduKauumio, perpeccuio, pacrno3HaBaHvWe peuw,
MalUMHHBIN nepesBod M T.4. O4HUM U3 KHOYeBbIX NapameTpPOB HEVPOHHOW CeTU SABMSETCA KONMM4ecTBO
HENPOHHbIX CMOEB M HEWPOHOB B Kaxaom crnoe. OnTumanbHbIvi BbIOOp KONMyecTBa CroeB M HEVPOHOB
MOXET CYLLECTBEHHO NOBMMUATbL HA NPOM3BOANTENBHOCTb MCKYCCTBEHHOW HEMPOHHOW CETU U Ka4eCTBO ee
paboTtbl. O6 3TOM HaMpsMYyH0 MOXET CBMAETEeNbCTBOBATb Yry4lleHWe MMHIBUCTUYECKON HEVpPOHHOM
mogenu GPT c kaxgou nocnegytoLlen sepcunert [1]: ysennyeHne Konm4ectsa Crioes NPogeMOHCTPUPOBAHO
Ha pucyHke 1.

Model Name Nparams Mlayers O@model Theads dhead Batch Size Learning Rate
GPT-3 Small 125M 12 768 12 64 0.5M 6.0 x 1074
GPT-3 Medium 350M 24 1024 16 64 0.5M 3.0x 1074
GPT-3 Large 760M 24 1536 16 96 0.5M 2.5%x 1074
GPT-3 XL 1.3B 24 2048 24 128 IM 2.0x 10~*
GPT-32.7B 2.7B 32 2560 32 80 M 1.6 x 10~
GPT-3 6.7B 6.7B 32 4096 32 128 2M 1.2 x107*
GPT-3 13B 13.0B 40 5140 40 128 2M 1.0x 10~
GPT-3 175B or “GPT-3” 175.0B 96 12288 96 128 3.2M 0.6 x 107*

PucyHok 1 — [laHHble 06 yny4lleHnsx nuHremctTuyeckon mogenu GPT

MHorve wuccrnegoBaHust Obinv  MpoBeAeHbl AN onpedeneHnst ONTUManbHOrO  KonmnyecTBa
HENPOHHbLIX CMOEB WU HEWPOHOB B KaxAOM crioe. HekoTopble M3 3TUX WUCCNedOBaHWW OMuCbiBaloT
onpeferneHHble METOAbI U 3BPUCTUKM A11s1 BbIOOpaA KONMmMyecTsa CIoeB M HEMPOHOB, B TO BPEMS KakK Apyrne
nccnenoBaHusa CpaBHUBAIOT pasnuyHble apxutektypbl MHC, yTobbl onpeaenntb, kakaa U3 HUX SBMsieTCs
Haunyywen ana gaHHom 3agadn.

CylecTByeT HECKOMbKO NOAXOA0B K onpeAeneHnio onTMManbHOro KonnmyecTsa crnoes U HEMPOHOB.
OAavH 13 Takux NOAX0A0B - 3TO AMMNNPUYECKUIA METOL, OCHOBaHHbI Ha 3KCNepUMEHTanbHOM TECTUPOBAHNU
pasnuyHbIX KoHurypaunn ceten. OgHaKo STOT MeTod SABNSETCS OOBOMBbHO 3aTpaTHbIM NO BpPEMEHU U
pecypcam, Tak Kak B HEKOTOPOM CMbICIie OCHOBaH Ha yaaye nogdopa AaHHbIX.

Jpyroin nogxoa ocHOBaH Ha MaTemMaTUYeckux Moaernsx, TakMx Kak Teopusi Hpopmauum n Teopus
CnoxHoctn. B aTnx mopensix ontMManbHOE KONMYECTBO CIOEB U HEMPOHOB onpefensietcs ¢ y4eTtoMm
CTaTUCTUYECKMX CBOWCTB AaHHbIX, Ha KOTOpbIX 6ygeT pabotaTte ceTb. OgHako 3T mogenun moryt 6biTb
OOCTaTOYHO CITOXHBIMU U TPYOHBIMU A1151 MOHMMAaHWS.

OfHUM 13 OCHOBHBIX KPUTEPUEB KOMMYECTBA HEMPOHHBIX CIIOEB AONroe Bpems Obina Teopema
LibibeHko, OHa ke yHMBepcanbHas Teopema annpokcMMauun. [laHHas Teopema, gokasaHHas [hxopmkem
LibibeHko B 1989 rofy, yTBEpXXOaeT, YTO UCKYCCTBEHHAst HEMPOHHAs CeTb NPSIMON CBA3K (B KOTOPbIX CBA3U
He 06pasyloT LUMKMOB) C OOHUM CKPbITbIM CIIOEM MOXeT anmnpoKCUMUpOBaTb MOOYI HEnpepbiBHYIO
PYHKUNIO MHOTUX NEepeMEHHbIX C MoBOM TOYHOCTbIO. YCNOBUSIMU BbINONHEHUS SBNAIOTCA: JOCTAaTOYHOE
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KONMMYeCTBO HEMPOHOB CKPbITOrO Cros, yAayHblii nogbop BEeCOB HEMPOHOB CKPbITOTO M BbIXOOHOIO
HEenpoHa, a Takke CMEeLLEHNs BECOB BXOOHOMO Cro4. [2]

OpHako, bornee HOBbIe UCCregoBaHUS Nokasanu, YTO UCMOMNb30BaHWE HECKOSbKMX CKPbITbIX CIIOEB
MOXET MPUBECTM K NydLLIUM pe3ynbTataM A9 HEKOTOPbIX 3adad. [3] XoTa aTa Teopema yTBepXaaeT, YTo
AOCTaTOYHO OOHOrO CKPbITOr0 HEMPOHHOIO crnost And nmobon 3agayn, oHa He FOBOPUT HUYETO O BPEMEHU
Tpebyemoe Ha obyyeHne 3TON CUCTEMbI N KONMYECTBO HEMPOHOB BHYTPU CKPbITOrO CIOS, YMCIO KOTOPbIX
MoxeT noTpeboBaTbCa 3HaUMTENbHO 6orblue, Yem B apxuTekType ¢ OByMs U 6ornee CKpbITbiMU
HENPOHHLIMU CIOSIMM.

[donroe Bpems MCMONb30Barncs TONMbKO OOUH CKPbITbI HEMPOHHBIN CMON MO NPUYUHE TEXHUYECKOM
OorpaHn4yeHHOCTU B 06yyYeHnn BonbLLIOro KonmyecTea croes. MameHeHne npowusowwrno B 2006 rogy nocne
Bbixoga pabotbl Hinton u Osindero, 0CHOBHOM OCOBGEHHOCTbLIO KOTOPOW SAABMSETCS anroputMm bGbiCTporo
06y4deHuns rnybokux ceten. [4]

Hanee, B cratbe [2] GbINO NMPOBEAEHO MCCreAOBaHWE ONTUMArbHOrO KONMYEeCTBa HEWpPOHOB B
CKpbITBIX Criosix Ans knaccuduvkauum nsodpaxeHuin. ABTOpbl paccMmoTpeny Habopbl AaHHbix MNIST un
CIFAR-10 n nccnegosanu NpoM3BOANTENBHOCTb HEMPOHHBIX CETEN C Pa3fIUYHbIM KONTIMYECTBOM HEVPOHOB
B CKpbITbiIX crosix. OHWM nokas3anu, 4To ONTMMarnbHOE KOMMYECTBO HEVWPOHOB MOXET BapbMpOBaTbCs B
3aBMCMMOCTU OT KOHKPETHOW 3aga4vm u Habopa AaHHbIX.

Opyrve nccnefoBaHusA CpaBHUBAIOT Pa3fiUYHbIE apXMTEKTYPbl MCKYCCTBEHHbLIX HEMPOHHbBIX CETEN,
Takne Kak nepcenTpoH, MHOFOCMOMHbIA NEepCEenTPOH, CBEPTOYHAs HEWpPOHHas CeTb W PeKyppeHTHas
HelripoHHas ceTb. Hanpumep, B ctatbe "ImageNet Classification with Deep Convolutional Neural Networks"
aBTOPbl MCMOMb30Bany CBEPTOYHbIE HEMPOHHbIE CeTU ANs Krnaccudukaumm nsobpaxeHun Ha gaTtacete
ImageNet n gocTuUrnM 3HaAYMTENBHOrO YMYYLWEHUS Pe3ynbTaTOB MO CPaBHEHUIO C TPaAWMLMOHHBLIMU
MeTo4amMu, BKMOYas MHOrOCHOWHblIE NepcenTpoHbl. [6] Takum obpa3om, BaXKHO MOHMMAaTb HE TONbKO
CNOXHOCTb paboTbl HEMPOHHOW CEeTU AN ONPefeNieHNst KONMYECTBa CINOEB, HO TakKe U €€ apXMTEKTYpY,
TakK Kak pasHble HEMPOHHbIE CIOM MOTYT NO-pa3HoMy obpabaTbiBaTb HYXKHbIE TUMbl JAHHbIX.

Haunbonee 4acTble pekoMeHgauum, ynomsiHyTble B ceTu VIHTepHeT, No onpeaeneHuto Konuyectsa
HEMPOHHbIX CIMOEB AN CO34aHWsA HEMPOHHOW CETU NPOAEMOHCTPUPOBaHbLI B Tabnumue 1.

Tabnuua 1 — O6LWwue cBeaeHbsA 0 Konn4vecTse

Konnuyectso MNpumeHeHne

CKPbITbIX

cnoes

0 Tonbko cnocobHO NpeacTaBnATb NMMHENHbIE pasfaenumble OYHKLMN UNW peLLeHns

1 MoxeT annpokcumupoBaTtb Mo6yl0 YHKUUMIO, KOTOpas COAEPXUT HenpepbiBHOe

0T06pa>|<eHMe M3 OQHOro KOHe4YHOro NpoCcTpaHCTBa B Apyroe

2 MoxeT npeacTaBfidaTb MPOU3BOJIbHYO rpaHUUy peleHna C I'IpOI/I3BOJ'IbHOl7I TOYHOCTbIO
C pauunoHarnbHbIMUA (*)yHKLI,I/IFIMVI akTmBauum " MOXET annpoKCMMUpoBaTb noboe
rnmagkoe 0T06pa)KeHVIe c nto6o TOYHOCTLIO.

Bonee 2 JononHutenbHble croM MOryT M3yyaTb CIOXHble npeacTaBneHus (cBoero poja
aBTOMaTu4eckas paspaboTka NpU3HaKoB) ANS CNOeB CNOEB

BaxxHO NoHUMAaTb, YTO onpeaeneHne Yncrna crnoeB HEMPOHHOWM CETM HeJOCTAaTOYHO ANt MOCTPOeHUs!
HEeMPOHHOM CETU, BaXXHO TaKKe OnpeaenmTb KONMYeCcTBO HEMPOHOB B KaXKA0M crioe. Yalle Bcero B 3agayax
perpeccumn n pacno3HaBaHUs, KONIMYECTBO HEMPOHOB C KaXXAbIM MOCMeAyLWNM ClI0EM YMEHbLUAETCS, YTO
cnenyet u3 pabotbl ceTn. OgHaKO He BCe 3agayvm CBOASTCS K TakoMy poga paboTte. N3 Haubonee 4acTtbix
peKoMeHaUM Mo onpeaeneHnto KonmyecTBa HEMPOHOB MOXXHO HANTU CreayoLme:

— Komun4yecTBO CKpbITbIX HEMPOHOB OOIMKHO OblTb MeXay pa3MepoM BXOOHOrO Cros U
pa3mepoMm BbIXOOHOrO Crlos.;

— KonuuyectBo cKpbITbIX HEMPOHOB AOMKHO COCTaBNATb 2/3 pa3mepa BXOAHOIO Criosi Noc
pa3mep BbIXOAHOrO Crosi.;

—  KonuuectBo CKpbITbIX HEMPOHOB [OIMKHO OblITb MEHee YeM B ABa pa3a Oonblle pasmepa
BXOAHOIO CIos.

Pe3ynbTathl, KOTOpblE MOTYT ObITb NOTy4YEHbl HA OCHOBE HENMPOHHLIX CETEN C PasHbIM KOSINYECTBOM
CNOEB MOTYT CUITbHO OTNMYATLCS, TaK Kak ceTn NoSy4nB O4MHAKOBOE KONMYeCcTBO 06y4aemMoro matepuana
no-pa3HoOMYy CMOryT afanTupoBaTbCs K HeMy. OnacHbIM MOXET BbITb HE TOMNBKO HeA00By4eHME CETU, HO U
nepeobyyeHune, korga NnoCTPoeHHas Moaerb XOPoLLO 06bACHSAET NpuMepbl U3 obydatollen Bbibopku [7][8],
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HO OTHOCUTESIBHO MIOX0 paboTaeT Ha NpuMepax, He y4acTBOBaBLIMX B 0byyYeHuW. HarnsgHee npouecc
nepeobyyeHnst MOXHO YBUAETb Ha PUCYHKe 2.

overtrained well trained

PucyHok 2 — PesynbTatbl nepeoby4YeHHON 1 XOpoLLo HaTpeHupoBaHHoi MHC

MMeHHO NO3TOMY Tak BaXXHO onpefesnieHne KonmyecTsa HEMPOHHbIX CMOEB U HEMPOHOB B crioe Ans
AanbHenwero co3gaHnsa U TPeHUPOBKU B CETU, Beb Kak Marnoe, Tak U Ype3MepHoe KONMYecTBO CroeB U
HEeMNpPOHOB MOTYT NPUBECTU K HEYAauHbIM pe3ynbTaTam.

B uenom, onpegeneHne onTMManbHOM KOHMUrypaumm HEMPOHHOW CeTWn - 3TO CrOoXHas 3ajaqa,
KoTopas TpebyeT cbanaHcMpoBaHHOro nogxo4a u ydeta MHoOXecTBa 0akTopoB. M3 MHOMMX nccnegoBaHui,
NpoBeAEHHbIX B 06nacTy onpegeneHns onTMManbHOMro KOnmy4ecTBa HEMPOHHBIX CIIOEB U HEMPOHOB, MOXXHO
caenaTtb BbIBOA, YTO HET YHMBEpPCANbHOro npasuna ansa seldbopa apxutektypel MHC. HecmoTpsa Ha 3To,
uccnegoBarteny nNpofomkarT paboTaTb Hag pasnUUHbIMKM METOAaMM U NOAXO4aMW AN PeLleHus 3TON
3agaun. OnTumManbHOEe KONMMYECTBO CNOEB U HEMPOHOB 3aBUCUT OT KOHKPETHOM 3adayun, obbemMa AaHHbIX
W Apyrux aktopoB, MO3ITOMY He06X0AMMO NPOBOAUTL TLUATENbHbLIN aHanu3 ¢ PerynspHon NpoBEpPKON
CUCTEMBI AMNUPUYECKMMU pe3yrbTaTamu.
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AHHOTaumsA. B cratbe paccmaTpuBaeTCcs BNUSHME 3NEKTPOMAarHUTHOrO U3NyYeHWst Ha TkaHW YenoBeveckoro Tena vactoton 2,4 u.
[MpvBEaeHbl AMaNeKTpUYeckne napameTpbl YeroBEeYECKMX TKaHeN ANs AaHHOW YacToThbl, a Takke (PU3NKO-TepMUYECKME CBONCTBA CIOEB
KOXW.

KnioueBbie cnoBa. 3neKTpu4yeckoe nore, MarHUTHoe nore, afieKTpoMarH1UToe none, SnekKTpoMarHuTHoe usnydyeHue

Xapaktep B3aumogencteuss OMIT  (3NEKTPOMArHMTHOrO MONsA) C  PasnMYHbIMU - TKAHAMMU
onpegenseTca nx anekTPU4ecKMMU U MarHUTHbIMW cBOUCTBaMu. [NapameTpammn 3TUX CBOMNCTB SABNSAOTCA:
yOenbHas 3neKTponpoOBOAHOCTb 6, XapakKTepu3ylollasi KOHLUEHTpauuilo M MNOABWXHOCTb CBOGOAHBLIX
3apSPKEHHBbIX YacTul Ouonormyecknx TKaHeW, a Takke WX Ouanektpuyeckas (€) M marHutHasa (M)
npoHuuaemoctb. OHM OTpaxaloT CTeNeHb YMEHLLUEHWS CUMOBbIX XapPaKTEPUCTMK 3MIEKTPUYECKOrO U
MarHUTHOro Nosien B pasfnyHbIX TKAHAX NO CPABHEHUIO C BaKkyyMOM. Ha ocHoBe 3Tux napameTpoB MOXHO
paccuuTaTtb CUMOBblE XapakTEePUCTUKM INEKTPOMArHUTHOrO MoMs B TKAHAX M KONMUYECTBEHHO OLEHWUTb
npolecchl, npovcxogsawme npu Bosgencteum OMIT Ha TkaHn. B cocTaB pasnuyHbiX TKaHem n cpepf
opraHmama BXOOAT WOHbI, MNPOCTPAHCTBEHHO OPWMEHTUPOBAHHbIE MONSAPHbIE U HEMOMsIpHblE
MaKpOMOJIEKYITbl PA3NUYHbIX JIMHEWHBIX pPa3MepoB WM Ounonu BoAabl. PasHble TkaHM cogepxaTt ux B
HEOOWHAKOBOW nponopuuy, MNO3TOMY Kaxaass M3 HuX obnagaet pasnuUYHbIMU  OUSNEKTPUHECKMMU
CBOMCTBAMU U 3MEKTPONPOBOLHOCTbLIO.

OneKkTponpoBOAHOCTL XUBbIX TKAHEN onpeaenseTcs KOHUEeHTpauuen MOHOB 1 X NOABMXKXHOCTLI0. B
MEXKIETOYHOM XMUAKOCTU C MaKCUMarbHbIM COAEpXaHUWeM HOCUTenen TOoKa — WMOHOB — YyaernbHasd
3NEeKTPONPOBOAHOCTbL AOCTATOMHO BbiCOKa U coctaenseT 1 Cm/M. B umTtosone, cogepxallem opraHensbl
MU KpynHble OenkoBble MakKpPOMOIEKymbl, HanpoTuB, OHa noHwxaeTca go 0.003 Cwm/m. YgenbHas
3MNeKTPONPOBOAHOCTL MSIA3MONMEMMbl M BHYTPUKIIETOYHBIX MeMbpaH, cocTaBnswwmx o 50 % maccel
KneTku, ewe Hmxke: (1 — 3) 1011 Cm/M. DnekTponpoBOAHOCTb KOXW 3aBUCUT OT €€ TOMLWMUHBI, COCTOSHUSA
OepVBaTOB M coaepXaHusa Bodbl. TonwmHa annaepmmnca 6onblUMHCTBA y4acTkoB Tena coctasnset 0,07 —
0,12 mm.

M3-3a manoro KonmyectBa MEXKINETOYHOW XMAOKOCTM WU BbIPAXEHHOW KOMMapTMeHTanu3auuu
(HanMuna meMOpaHHbIX AYeeK) LMTO30Ms1. CYLLLECTBEHHO OrpaHnYMBaloLLEN MOABMKHOCTb COAEPKALLUXCS
B HEM WOHOB, YAenbHasi 3NEKTPONPOBOAHOCTb LEMbIX OPraHOB M TKAHEW 3HAYUTENbHO MEHbLUE, YeM
COCTaBMSALUX UX Cpea.

AnanekTpynyeckas NpoHNLLAEMOCTb XapaKTepmnayeT cnocobHOCTb K MPOCTPAHCTBEHHOMY CMELLEHMIO
CTPYKTYp TKaHel u obpasoBaHuio 06 bLEMHOr0 AMMNOMNBLHOrO MOMeHTa (nonsipusauuun). OHa obycnoBneHa
NpenMyLLEeCTBEHHO CBA3aHHbIMW 3apsiiaMn, NONSPHLIMU U HENONAPHLIMU MaKpOMOSeKynamu pasnuyHbIX
NNHENHbIX pasMepoB K aunonsamu Boabl. OTHOCUTENBbHAA AMANEKTpMUYEecKast MPOHULAEMOCTb PasfmyHbIX
TKaHEN Ana NOCTOSIHHOro arnekTpuyeckoro nons coctasnset 103 - 10°. KapavHanbHoOM 0COBEHHOCTLIO
opraHmamMa 4YenoBeka 4€BMSETCA HanMyuMe YacTOTHOW 3aBUMCUMOCTM  (OAMCNepcun) MNacCUBHbBIX
3NEKTPUYECKNX CBOWCTB TKAHEW, CBSI3@HHbIX C HEOAWMHAKOBLIM COCTOSIHMEM 3apSPKEHHbIX 4acTuu, npu
Bo3gencTemmn SMI1 pa3nnyHom 4acToThl.

B oTnnume ot anekTpuyeckoro nons 6Monornyeckme TkaHM ocnadnsoT BHELLHEE MAarHUTHOE Mone B
o4yeHb manon cteneHun (nopsgka 0,001%). BONbWKWHCTBO M3 HUX OTHOCATCHA K AMamarHetTvkam (Cymma
opGuTanbHbIX U CMMHOBBIX MarHUTHbIX MOMEHTOB COCTaBNANOLMX MX OMONMOrMYeckMx MONEeKyn paBHa
Hyni), koTopble cnabo npeobpasyloT SHEPru MarHUTHOrO Mons. OHEPrnst MarHUTHOro Mons,
nornowiaemMas, Hanpumep, nnasmonemMmmMon. He npesbiwaeT 10726 [x. MarHuTHas NPOHNLLAEMOCTb KMNETOK
W NpaKkTU4eCcKn BCcex Xnakocten opraHnama coctasnset 0,99995. Nuwwb HekoTopble MONEKYbI, BXoadLLme
B COCTaB pasfuyHbIX CTPYKTYp opraHuamMa (MONeKynsipHbi/i KUCMOPOA, COMW Xenesa, HeKkoTopble
rmgponepeknucu n pagukansl), UMET CYMMapHbI MarHUTHbIA MOMEHT, He 3aBUCALUNA OT BHELUHEro
MarHUTHOro nonsi. Takne HU3KOMONEKYNsipHble COeAMHEHUs OTHOCAT K MapamarHeTukam, MarHuTHasi
npoHULaemocTb KoTopbix cocTtaBndetr 1,00005. PasnnuvMe MarHMTHbIX MNPOHULAEMOCTEN Aua- W
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napamarHeTMKoB CyLLEeCTBEHHO He MW3MeHseT Xapakrepa B3auMMOLEWCTBMSA MOCHedHMX C BHELUHUM
MarHUTHbIM NOMEeM, Tak Kak UX BENMYMHbI UMEOT OAMHAKOBbIN NOPAAOK.

N3BecTHbl uMccnegoBaHMA MO 3ANEKTPUYECKMM  XapakTepucTMKam pasnnyHbiX TWUMNOB TKaHen
opraHuama []. B 6onbwnHcTBE cnyvae pesynbTaTbl UccregoBaHni 6binn onybrnvkoBaHbl C yka3aHnem
KOHKPETHbIX YaCTOT Uiy AMana3oHOB YacToT. BbIfNo NokaszaHo, YTO 3NEKTPUYECKME XapaKTePUCTUKN TKaHeN
opraHvM3ma 3aBUCAT OT 4acToTbl, M MPU MOAENMPOBAHWMN 3HAYEHME 3TW XapaKTEePUCTUK AOMKHbl OblTb
WHTEPNONMpOBaHbl C y4€TOM YacTOTbI U TUMNA TKaHen opraHusma.

Ons mogenupoBaHMsA MHOYUMPOBAHHOW MAOTHOCTM TOKa WNW ApYrMx napameTpoB, Takux Kak
NNOTHOCTb NOTOKa aHeprum, SAR 1 BO3gencTBME NONEN, MOXHO TakKe UCMONb30BaTh YNPOLLEHHY0 hopMy
OLHOPOOHOIO Tena C paBHOMEPHOW YyOenbHOW 3neKkTponpoBoAHOCThi. [logxogdwmmn  ans
MOOENMPOBaHWA Tena YernoBeka ABMA0TCH BbITAHYTbIE cheponabl M OAHOPOAHbIE Modenu Tena. [NpocTble
ANCKN 1 Kybounabl Talkke 4acTo UCMONb3YTCA B Ka4eCcTBe METOA0B ANS NOATBEPXAEHUS BbIYUCIIEHU), TaK
Kak reomMeTpuio M CuTyaumio BO3LAENCTBUM ferye CMogenvpoBaTb, @ 3aTeéM CPaBHWUTb C M3BECTHbIMM
pesynbTatamu 1 TEOPETUYECKUMUN AaHHBLIMW.

[nanekTpyyeckne CBOWCTBA TakOW MOAEnM 4acTo ABNATCH YCPeAHEHHbIMU AN BCEro tena Ha
paccMaTprBaeMblX YacToTax, HO MOTyT, HaNnPOTUB, OblTb TUNWYHLIMW AMA OTAENbHBIX YacTen Tena unm
TUMNOB TKaHel opraHuama, B Tabnuue 1 npeacTaBneHbl 3Ha4YeHUs NapaMeTpoB ANINEKTPUYECKNX CBOWCTB
CNOEB YenoBeYEeCKUX TKaHew.

Tabnuua 1 — InanekTpnyeckme CBONCTBA CNOEB KOXMU

24T1Ty
TkaHb
[OnanekTpuyeckas NpOHMLAEMOCTb, £ MposogumocTtb 6, Cm/m
Annaepmuc 3,39 0,3
Hepma 4,28 18,2
[MOAKOXHbBIN XNp 3,76 7,1
Mbiwubl 24,4 33,6

Peakuun TkaHen opraHu3mMa Ha Tepmudeckue akTopbl onpefensarnTcs X Tennoguandeckumm
concTBamu. MapameTpbl TENNOMU3MYECKNX CBONCTB TKAHEWN OpraHu3mMa npuBeaeHbl B Tabnuvue 2

Tabnuua 2 — PU3NKo-TEPMNYECKNE CBONCTBA CIIOEB KOXMU

YpenbHas YpenbHas
TkaHb TEMnnoemkocTb TennonposogHocTe | TIIOTHOCTE P, kr/m® | TonumHa X, M
C, Dx/xr * K K,BT/M*K
anuaepmunc 3600 0,235 1190 0,00008
Oepma 3300 0,445 1116 0,002
[MoOKOXHbBIN XUpP 2700 0,185 971 0,01
MbiLwybi 4000 0,5 1000 0,03

Mopenb KoXu, cocTosiLas U3 YeTblpeX pasHbIX CIOEB, a MMEHHO: anuaepMuc, Aepma, NoOKOXKHbLINA

XUp M MbllLbl MOABEPralnTCA BO3OEWCTBUIO 4acToTbl MoOGunbHom cBsisan 2.4 [Ty (pucyHok 1).
MukpononockoBasi aHTeHHa pacrnonaraeTcss Ha paccTosiHAM 2 CM  OT Chosi  anugepmuca.
OrneKkTpomarHuTHas aHeprus nepefaeTcs BO BXOAHOMW NOPT aHTEHHbI, Aanee B OKpyXatoLlee NpocTpaHCTBO
1 NOrnoLwaeTcsi MHOrOCNOMHOM KOXXHOW TKaHbIO.
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Dnunepmuc

[ToaxoKHBI KHUp

MI’IKpOIIOJIOCKOBa}I AHTCHHAa

Hepma

MEBIIIBL

BxopaHoli OpT aHTEHHBI

PucyHok 1 — CxemaTtuuyeckas reoMeTpmsi MHOTOCMIONHOWN KOXHOW TKaHW C NaTy aHTEHHON

CTpyKkTypa naty aHTeHHbl NpeAcTaBreHa Ha pUCYHKe 2, a ee napameTpbl Ans BblbpaHHOW paHee
yacToTe npeacraBneHsbl B Tabnuvue 3.

Tabnuua 3 — NapameTpbl NaT4 aHTEHHbI

Ground plane

PucyHok 2 — CTpykTypa naTy aHTEHHbI

[OunanekTpuyeckas TonwmHa LLnpuHa aHTEHHBbI [OnvHa aHTeHHbI L,
YactoTa, [TY | npoHuuaemocTs & W, Mm MM
ananekTpuka h, Mm
2,4 4,7 0,2 37,0 28,8

Ha ocHoBaHWM NprBeAEHHbIX paHee AaHHbIX NPOBEAEHO MOAENNPOBaHME B MPOrpamMMHOM NPOAyKTe
CST Studio Suite, nonyyYeHHble pe3ynbTaThl NPeAcTaBeHbl Ha PUCYHKax 3 un 4.
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pW/cm*2
73.9

60
50

40

30

20

PucyHok 3 — NNOTHOCTb NOTOKA SHEPrUM INEKTPOMArHUTHOTO N3MNy4eHUs B TKaHAX Terna Yenoseka
npu Bo3gemncTemm yactotom 2.4 Ny,

37.197

37.18
37.16
37.14
37.12

371
37.08
37.06
37.04

37.02

37

PucyHok 4 — HarpeB TKkaHel B pe3ynbTaTe BO3AENCTBUS SMEKTPOMArHUTHOIO U3MNYy4YEeHUsT B TKAHSIX
Tena 4yenoBeka npu Bo3genctaum yactoton 2.4 My

HarpeB anvgepmuca u gepmbl, Npyv BO3LENCTBUN SNEKTPOMArHUTHBIM MU3fydYeHMeM vactoton 2.4
My coctaeun 0,2 rpagyca, Npy 3TOM MAOTHOCTb NOTOKA AHEPTUM ANEKTPOMarHMTHOro nanydexus (Mrd)
coctaeuna 73,9 mkBT/cm2. B cootBeTcTBMM C [3] NpK NpoAomKMTensHOCTM Bo3aencTems meHee 3,0 yacoB
[aHHOe BO3eNCTBUE ANEKTPOMArHUTHLIM U3NyYEHNEM Ha TKaHW Tera YerioBeka AonyckaeTcs.

CnUcoK Ucnonb3oBaHHbIX UCTOYHUKOB:

1. TurmeHmnyeckass ouUeHKa 3NEeKTPOMAarHUTHbIX W3MyvyeHun : yyebHo-meToamyeckoe nocobue / W.B. Ckopoboraras,
3./ NeoHoBuy. — MuHck : BIMY, 2018. - 39 c..

2. |IEC Committee Draft (CD) 85/214/CD: Measurement and evaluation of high frequency (9 kHz yo 300 GHz) electromagnetic
fields with regard to human exposure.

3. CaHuTapHble HOpMbI 1 NpaBuna « TpeboBaHWS K 3NEeKTPOMarHUTHbIM U3NyYEHUSM PaaMoyacToTHOrO AuanasoHa npu nx
BN3gencTemmn Ha Yyenoseka ot 05.03.2015.
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YOK 621.317.3

METOOUKA NOBEPKU NPUBOPA KABEJIbHOIO UPK-NMPO FrAMMA

Banoea U.H., macucmpaHmka epynnel 267041

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHopMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Benowuykud A. T1.. — kaHdudam mexHuU4YecKux Hayk, doueHm

AHHOTaumsa. B pabote onucaHbl MeToaukum noBepku kabenbHoro npubopa WPK-MPO amma. [MpuBoastcs meTponornyeckve
XapaKTepuCTVKM NOBEPSIEMOro Npubopa 1 BbIGpaHHbIX 3TaNOHHbIX CPEACTB NOBEPKU, CXEMbI NMOBEPKM U 3HAYEHUS NOBEPSIEMbIX TOYEK, a
TaKke cnocobbl OLEHKN NOrpeLLHOCTEN N3MEPEHNIA.

KnioueBsbie cnoBa. MeToauka, noBepka, npubop, kabenbHbli.

Mpu cTpouTenscTBe KabenbHbIX NMMHUIN CBA3W U AanbHENLWen NX HagexXHON aKkcnnyaTaumm 6onbLyto
ponb urpaeTt meTponormdeckoe obecneyeHme (MO). OgHon u3 BaxHbIX 3agady MO aBnsieTcst KOHTPOIb
MeTpornornyecknx xapakrepuctuk (MX) ncnonb3yembix M3amepuTeNbHbIX MPMOOPOB, KOTOPLIA HA pasHbIX
CTagusx >XU3HEHHOro Lukna npubopoB OCyLLEeCTBNAETCS NPy NPOBEAEHUN rOCYAapPCTBEHHbIX UCTbITaHWN,
NoBEpPKU, KanMbpoBKM U METPONOrMYECcKon aKCnepTusbl. ATW BuAbl paboT N0 METPONOrM4ecKon OLIEHKE
BbIMOSHSAIOTCS C MCNOJMIb30BaHNEM creumnanbHo pa3paboTaHHbIX Hay4YHO-060CHOBAHHbLIX METOANK.

B ctaTtbe paccmatpusaetca metoamka nosepku (MI1) npubopa kabenbHoro NPK-MPO MNamma. MI
paspaboTtaHa B cooTBeTCTBME C TpeboBaHuamu [1].

Mpnbop MPK-NMPO MNamma npegHasHayeH ONsi onpeaernieHnst pacCTosiHUS OO MecTa M3MEHEeHUs
BOSTHOBOIO COMPOTUBIIEHUSI BCEX TUMOB Kabenewn, M3aMepeHns ConpoTUBIIEHUS U30NALUN, COMPOTUBIEHMS
wnenda n SnekTpuYeckon emKocTn kaberns, onpegeneHmss OMMYECcKon acuMMeTpuuy, a Takke paboTy B
pexvMe MMMNynbCHOro pedniekTomeTpa, NpefHa3HayYeHHOro Ans onpefenieHvst pacCcTosHWA OO MecT
CcOoCpenoTOYEHHbIX HEOOHOPOAHOCTEN.

Mpu nosepke npmubopa onpegensanTcsa ero cnegyoLwme ocHoBHble MX: onpegenerHve abconioTHON
MOrpeLlHOCT! M3MEpPEeHUs COMPOTMBMEHMS U3oNAUMW, onpegeneHve abConiTHOM  MOrpeLHoOCTU
MU3MEepEeHUs CoMpoTuBIEHUst Lwrnenda, onpegeneHne abCoMNOTHOM MOrPeLHOCTN  ONpeaeneHns
paccTosiHMss OO0 MecTa noBpexaeHus wusonauunm kabens, onpegeneHve abCOMOTHOM MNOrPeLHOCTU
N3MepeHnst ANeKTPUYECKON eMKOCTU kabens.

Onsi onpepeneHusa atux MX npu noeepke npubopa Obiny BbiGpaHbl criegylowme 3TanoHHbIe
cpeacTtBa noBepku: MarasuH conpoTtusneHun P40104, pguanasoH 100 — 1000 MOwm; marasuH
conpoTusnexnii P40103, gnanasoH 1 MOwm — 10 FOm; marasuH conpoTtmeneHun P40102, guanason 0,01 —
100 MOwm; wmarasunH conpotmenenun P4831, guanasoH 0,01 — 110000 Om; marasunH emkocten P5025,
ananasoH 0,0001 — 111 mkd.

Ha pucyHkax 1, 2, 3 npyBefeHbl CXeMbl MOBEPKU 41151 KOHTPOIS Bbille yKasdaHHbIX MX.

Ad — — — —
MPK-TTPO Famma 8 F===== Marasuh
C conpotTueieHun

| P40103 (P4831)

PucyHok 1 — Cxema coeguHeHns npubopos npu onpeaeneHuy abcontoTHON NOrpeLLIHOCTH
n3mMepeHnsi CoNpPoTUBNEHN U30NALMU U WiNnenda
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MarasmH

CoOnMpoTuB/IeHMn M1

MPK-MPO
flamma

MaraswH

CONPOTUBNEHU I M3

™ m I
—.—p—[

Marasmu

CONpPOTUBNEHUIA M2

PucyHok 2 — Cxema coeamHeHns Nnpubopos npu onpeaeneHnm abcontoTHON NOrpPeLHOCTM
onpegeneHns paccTosiHUS 40 MecTa NOBpEeXAeHUs n3onsaummn kabens

MarasuH

eMKOCTeN
P5025

MPK-MPO
lamma

™

L —p—p—0—

PucyHok 3 — Cxema coeamHeHns Nnpubopos npu onpeaeneHnm abcontoTHON NOrpPeLHOCTM
N3MepEeHUs ANeKTpPUYECKON eMKOCTU kabens

OnpegeneHne MX nosepsiemoro npubopa.

1. OnpepgeneHue abCcomnOTHON NOrPELLIHOCTN N3MEPEHMS CONPOTUBIEHUS N30NSALINN.

[aHHylo onepauuio NOBEPKU BbIMOSHAKT NPU BKIMOYEHHOM NPUMOXeHUN «MOCTOBblIE U3MEPEHNs» B
pexvme paboTbl npubopa «M3onauusa». B cooTBeTcTBMM cO cxemol pucyHka 1 ko Bxogam B n C
npubopa nogkntoyalT MarasuvH conpotmBneHun  P40103. Ha marasvMHe conpoTMBREHWIA
ycTaHasnuBatoT nocnegosatensHo: 10; 100; 500 kOwm;1; 5; 10; 50; 100; 500; 1000; 10000 MOm.

[nsi KaXxaoro BbICTABMIEHHOIO Ha MarasvHe COMPOTUBIIEHNSI U3MEPEHUSI NPoBOAATCS n pa3 (N=3).

ABCOMOTHYIO NMOrPELLHOCTE M3MEPEHUSA COMPOTUBIIEHNS U3ONSALUKN AN KaXKO0N NOBEPSAEMON TOYKM

noBepsieMoro npmndopa onpenensoT no opmyne:

1 n
AR, ==% R;—Ry, (1)
Ni=1

roe Ru — uamMepsiemoe 3HavyeHWe COMpPOTUBMEHUSA; N — KONMYECTBO u3MepeHun; Rw — 3HadveHue
COMPOTUBMNEHWIA, BbICTABMNSEMbIX HA MarasmHe COnpoTUBIIEHUS.

PesynbTaTbl NOBEpPKM CUYUTAIOTCA YOOBNETBOPUTENbHbIMW, €CNU  MONYyYeHHble  3HAYeHus
abConTHOM NOrPELLHOCTM HE MPEBbLILLAOT 3HAYEHUN, yKa3aHHbIX B Tadnuue 1.
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Tabnuua 1 — lpegenbl gonyckaemon abGCOMOTHOM MOrPEeLHOCTM U3MEPEHUSI COMPOTUMBIEHUS
nsonaunn

Rwm 10 100 500 1 5 10 100 500 1 10
kOm kOm kOm MOwm MOm MOm MOwm MOm lom fom

ARy +2 +11 +51 +100 +500 +1 +10 +50 +100 +1
kOm kOm kOm kOm kOm MOm MOwm MOm MOwm fom

2. OnpegeneHne abconOTHON NOrPELLHOCTM U3MEPEHUSA COMPOTUBIEHMS Wrenda.

Onepaumio NOBEPKM BbINOMHAT NPW BKITIOYEHHOM NpUoXeHun « MocToBblE N3MEPEHNA» B peXnve
paboTbl npubopa «lLnend». B cooTBeTCTBME CO CXemou pucyHKa 1 ko Bxogam A n B npubopa nogkntoyatot
MarasuH conpoTtueneHun P4831. Ha aTtom marasvHe ycTaHaBnMBalOT MNOCNefoBaTenbHO crnepywouime
3HayeHusa conpotuenenusi: 1,0; 0,5;1; 10; 50; 100; 500; 1000; 1900; 5000;9900 Om. [lpoeogsAT
nosepsieMbIM NPMBOPOM M3MEPEHUS YCTAHOBMNEHHbIX COMPOTUBIEHNI.

PacueT abcontoTHOM NOrPELLHOCTM N3MEPEHNS CONPOTUBIEHNS LWinenda onpegensoT no popmyne
(1) npn 3ameHe ARuHa ARu, a. RuiHa Rui.

PesynbTaTbl MOBEPKM CUMTAKOTCA  YOOBMNETBOPUTENbHBIMW, €CNU  MOMYyYEHHbIE  3HAYEeHWUs
abCcontoTHOM NOrPELLHOCTM He MPEBbLILLADT 3HAYEHUI, yKa3aHHbIX B Tabnuue 2.

Tabnuua 2 — lMpegenbl gonyckaemolr abCoOMTHOM MOrPELIHOCTM UM3MEPEHUS CONPOTUBEHUS
wnewnda

Ruw,, 0,1 0,5 1 10 50 100 500 1000 1900 5000 | 9900

ARy, | 0,1 10,1 10,1 +0,1 +0,1 +0,2 +0,6 +1,0 +1,9 +100 | £10
Owm 0

3. OnpepeneHve abCoOMTHOM MOrpPeLHOCTM OMNpedeneHns paccTodHMs OO0 MecTa NoBpeXAeHust
kabens.
Onepaunto NOBEPKM BbIMOSMHAIOT MPU BKMOYEHHOM MPUMoXeHUn «MoCTOBbIE N3MEPEHNS» B peXMME
paboTbl npubopa «YTeukar. [pnbopbl COEaNHSIOT B COOTBETCTBME CO CXEMOM PUCYHKa 2. B kauecTBe
mMarasmHoB conpoTtusneHui M1 n M2 ncnone3ytot Asa marasnHa P4831, a M3 — P40102. Ha marasuHax
CONPOTMBMEHUN YCTaHaBMNMBalT MNOCMEA0BATENbHO 3HAYeHUs COMpPOTMBREHWA wu3 Tabnuubl 3.
MpoBOAAT N3MEPEHMUS PaCCTOSAHNS OIS BCEX YCTAaHOBMEHHbIX 3HAYEHUIA.
ABCOMIOTHYIO MNOrPELUHOCTb M3MEPEHUSA PACCTOSTHUSA [0 MECTa NOBPEeXAeHUSA kKabensa onpenensioT
no cpopmyne (1) npu 3ameHe , ARuHa AL, a RyiHa Lui.
Monyyaemas norpelHocTb AL He [OIMKHA NPeBbIAaTh 3HAYEHUA LONYCKAEMOMN NOrPELLHOCTU Aly,
yKkasaHHow B Tabnuvue 3.
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Tabnuua 3 — [pegenbl OonMyckaeMow MOrpPeLHOCTM NPU U3MEPEHUM PacCTOsSHMS OO0 MecTa
noBpeXxaeHnst nsonauumn kabens

M1, Om M2, Om Lnend, Om Lu, M Mpegenebl gonyckaeMon abcontoTHOM
norpeLwHocTn ALy npu M3=0,1,2,3 MOm

100 0 100 0 12 ™M

50 50 100 1000 3 ™

500 0 500 0 12 ™

250 250 500 1000 13 ™
1000 0 1000 0 12 ™

500 500 1000 1000 i3 ™

3. OnpegeneHve abCoMOTHONM NOMPELLHOCTU M3MEPEHNUST ANEKTPUYECKO EMKOCTU Kabens.

OnepaLuio NoBEPKM BIMOHAT MPU BKINHOYEHHOM NPUIOXeHUN « MOCTOBbIE N3MEPEHNA» B PEXUME
paboTbl npubopa «Emkoctb». B cooTBeTcTBMM CO cxemMom pucyHka 3 ko Bxogam B un C npwubopa
nogknoyatoT marasmH emkocten P5025. Ha maraanHe emkocTen nocnegosatenbHo yctaHasnmeatoT: 0,1;
1; 10; 100; 500; 750 H®; 1; 1,5; 1,95 Mk®P. MpoBOAAT U3MepPEHNS sl BCEX YCTAHOBMEHHbIX 3HAYEeHWI Ha

MarasuHe.

ABCOMOTHYIO MOrPELLHOCTb N3MEPEHNS 3MEKTPUYECKON EMKOCTU kabens onpeaenstoT no opmyne
(1), npn 3ameHe ARuHa ACui, a RmHa Cwm. MNonyyeHHas norpelwHocTb AC He gofmkHa npeBbilwaTh npegena
aonyctumon norpeHocTn ACy, ykasaHHoM B Tabnuue 4.

Tabnuua 4 — MNpepgenbl 4OMNYCKaeMOii NOrpeLlHOCT! U3MePEHUsl EMKOCTU Kabens.

Cwm, 0,1 1 10 100 500 750 1000 1500 1950
HO
ACh, +0,1 +0,2 +0,3 +3 +11 +16 +21 +31 +40
HO

Cnuncok ncnonb3oBaHHbIX UICTOYHUKOB:

1. MNoctaHoBnexue MocctaHgapta Ne40 ot 21.04.2021r. «O6 ocCyLleCTBNEHNM METPOSIOTMYECKON

OueHKU B Buae paboT no rocygapCTBEHHON NOBEPKE CPEACTB U3MEPEHNIY.

2. PykoBoacTea no akcnnyaTaumm npudopos MPK-NPO MNamma, P340104, P40102, P4831, P5025.
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YOK 621.391

NMNAHUPOBAHUE VPN-TYHHEJIEU MPU UCMOJIb3OBAHUMN METOOA
WHXWHUPUHI'A, OCHOBAHHOI'O HA NPUCBOEHUU
KOQ®DPULUMNEHTOB PACMNPEAEJIEHNA MOTOKA TPA®PUKA B CETU
ANEKTPOCBA3U CMNMEUUNAIIBHOIO HA3HAYEHUA

Bpyb6rniesckuti C.C., adboHKm

BoeHHasi akademus Pecnybnuku benapycs
2. MuHck, Pecnybnuka benapycb

MawkuH E.B. — kaHO. mexH. HayK

B paGoTe npeanoxeH MeTog UHXMHUPUHIA Tpadouka, OCHOBaHHOTO Ha MPUCBOEHUM KO3(MULIMEHTOB pacrpeaeneHms notoka Tpaduka,
XapaKTepU3yHLLEro JoMto Tpaduka, Npy nnaHMpoBaHum VPN-TYHHENeN B CETAX SNEKTPOCBSI3N CrieumanbHOro HasHadeHwst. MokasaHo
YTO, UCMONb30BATb BCE BO3MOXHbIE MapLUpyThl Ans nnaHmposaHus VPN-TyHHerel He NpeacTaBnseTcs BO3MOXHbIM, Tak Kak OTAerNbHble
pebpa ABMSATCSH COCTABHLIMU 3NIeMEHTaMM PasnnYHbIX MapLUPYTOB.

MpegoctaBneHne COBPEMEHHbIX MHGPOKOMMYHMKALUUOHHBIX YCNYr B CETU  3NEKTPOCBA3U
cneumnanbHoro HasHadeHus (COCH) npegnonaraer wwupokoe wucnonb3oBaHus |P-wumndpaTtopoB wm
KPMNTOMapLUpyTM3aTOpPOB COBMECTHO C TEXHOMorvem BupTyanbHbix YacTHbix ceten (Virtual Private
Network, VPN).

Mcnonb3oBaHue IP-texHonoruin genaet COCH Bo MHOrOM CXOXUMM C CETbIO 3NIEKTPOCBA3N 00LLEero
none3oBaHusa (C30I1), ogHaKO MOXHO BblAENUTb OTNIMYMTENBHYIO 0COBEHHOCTB: B ceTh gocTtyna B COCH
€CTb BbICOKOCKOPOCTHbIE Y4acCTKM B OECATKM U cOTHM MOUT/C, a Ha TpaHCNOPTHOM YPOBHE MPOMYyCKHasi
CMOCOBHOCTb MOXET CYLLECTBEHHO CHUXKATLCS (4O MPOMYCKHOW CNOCOOHOCTM 3KBUBANEHTHON LMGPOBOMY
notoky E1 — 2048 kbut/c), yto cosgaeT adhdeKkT «ByTbINOYHOro roprbiikay, TemM cambiM yxyalias
nokasaTenu kadectBa ob6cnyxuBaHus nonb3oBatenen. CnegoBaTenbHO, HEOOXOOUMO NPUMEHATb
OOMOMHUTENbHbBIE METOAbI, Y4UTbIBAOLLME HAaNMYne HU3KOCKOPOCTHbIX ydacTkoB B COCH u nossonswowme
MakCcumarsbHO
1 cbanaHCMpPOBaHHO MCMOMb30BaTh BECb PECYPC CETU, a HE TONbKO PECYPC OTAENbHbBIX KAHANOB CBA3MN.

B Teopuun noctpoeHnss MIHPOKOMMYHMKALUMOHHBIX CeTeln AaHHbIN Kracc MeToA0B Monyyusi Ha3BaHue
Traffic Engineering (TE — MHXWUHUPWHT Tpadmka). Ha cerogHAWHMI OeHb He CYLLeCTBYET YHMBEpCanbHOro
W CTaHOapPTU3UPOBAHHOMO Noaxo4a NPUMEHEHNS AaHHbIX MeToaoB He Tonbko B COCH, Ho u B C3O0I1.

MeTogbl TE no3BomnsawT He TONbKO onpedenvTb ONTUMaribHbIA MapLUpyT O7is NoToka Tpadwuka,
HO 1 pPe3epBUPYIOT A4S HErO NPOMYCKHYK CNOCOBHOCTb PECYPCOB CETU, HAXOAALWMUXCA B 3TOM MapLipyTe
[1].

M3 cywecTBytowmx metogos TE B npeanoxeHHOW Moaeny NpUMEHEH METO, B KOTOPOM UCXOOHbIMU
OAHHBIMMW 118 MHXUHUPUHTA SBMSIIOTCS XapaKTEPUCTUKN CETU, TAe B Ka4eCTBe pecypca CeTU UCNOoNb3yeTcs
NpomnyckHasi cnocobHOCTb.

Ucxoga wn3  koHuenuum TE, wmexay mapwpyTtusatopamm i 1M j B C3CH cywectsyet

(]

B obLem cny4yae He O4UH onTMManbHbIA MapuwpyT, a MHOXeCTBO MapLLpyTOB p

p.”
) (i)
D<”> =| P : 1)

i _ .
roe pé )= {i,f,d,-.., I}| - MmapwpyT mexay mapwpytusatopamn i n j.
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| ij|

Mpy 3TOM KaXaoMy MapLUpyTy pé> npuceamBaeTcs KoapdUUMEHT pacnpedernieHnsl noToka
{e} — fifia,....j}

kij —kij

Tpaduka , XapakTepuayoLLmii oonto Tpaduka, nepegaBaeMoro no AaHHOMY MapLUpyTY.

KoadhdpmumeHT pacnpepeneHusi notoka Tpaduka Ans MapupyTa paBeH OTHOLUEHWU MUHMMAarbHOM

MPOMYCKHOI CMIOCOBHOCTM MapLUpyTa k MakcumarsHol nponyckHoit cnocobHoctn cetn|dij, | mexay yanamu

i 1 j, onpegeneHHon B pe3ynbTaTte peLeHns 3agayn o MakcumaneHoM notoke [2]. Mpumep onpegenexHns
AaHHOro KoadpmumeHTa npeacTaBneH Ha pucyHke 1.

PucyHok 1 — lNpoxoxaeHne notoka Tpadvka Mexay ToYKamu i U j

MoToK Tpadmka Mexay TOUKaMM i 1 j MPOXOAMNT Mo TPEM MapmpyTaM:l{h n, l}l,l{hta J}l,l{h J}l Kaxgomy
npuceaveaeTcs CBOWN KOS ULMEHT pacnpeaeneHms noToka Tpaduka, KOTopbIn paccyYUTbIBAETCH Kak

{in, i}
gy = i
k™" = , )
Gij,
{it,j}
Gty — i
kij - , 3
Cij,
(4)
it i i
roe qi? nr = mm{qin,qnj} , |C1;JEI e mln{qit,qtj} , qiEI "= qij| — MWHMMarbHbIE MNPOMYCKHbIE

cnoco6HocTn maptwpytos [{ Ny 1}, {4, j},|{i, J}|, cootseTctaenHo.

VMcnonb3oBaTb BCe BO3MOXHbIE MapLIpyTbl Ans nnaHupoBaHus VPN-TyHHenen He npecTaBnsieTcs
BO3MOXHbIM, TaK Kak OTAeNbHble pebpa SBNSATCS COCTABHbIMU 3MEMEHTaMM pPasfMyHbIX MapLUpyTOB.
CnepoBaternbHO, No Mepe HacbilweHust pebep nnaHnpyembiMm VPN-TYHHENSIMU, KONMYECTBO MapLUPYTOB
OyaeT ymeHbLuaTbCs, 4O TEX MOP, Noka He CTaHeT paBHbIM HyM. YKa3aHHas utepaTtuBHasi npoueaypa
npeacTaBneHa BblpaxeHuem (5),
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Qij, )= Q;, - qii};

Qij, (2)= Qij, (1)- qii} ;
(5)

Qij, (e)= Qjj, (e-1)- qit} =0,

roe qijZ )| - CymMmMapHasi NponyckHas CnocobHOCTb MexXay TouKamu i 1 j Ha ware e, paBHas PasHOCTU

CYMMapHOW MPOMNYCKHOM CMOCOBHOCTY Mexay Toukamu i 1 j Ha ware [€ -1 u MunumanbHo NPOMNYCKHOM
CMOCOBHOCTM MapLUpyTa € Mexay ToYKamu i u j;

€ — KOJNMin4ecTBO MapLupyToB.

MpumeHeHne metogoe TE B COCH npu nnanupoBaHun VPN-TyHHenel no3BonuT obecneudntb
cbanaHcupoBaHHyto 3arpy3ky cetu (go 100 % pecypca ceTu) B CpaBHEHUW C TPagULMOHHLIMU
ofHOMapLpyTHbIMK npoTokonamu RIP n OSPF (o6ecneunBatoT ncnons3osaHue ao 40 % pecypca cetm).

Cnuncok ncnonb3oBaHHbIX UICTOYHUKOB:

1. Onudpep, B. I'. KomnbtoTepHble ceTu. [NpuHLmMnbl, TeXHONoruu, npotokonsl : y4eb. / B. I'. Onudep,
H. A. Onudpep. — 5-e n3g. — CI16. : Mutep, 2015. — 992 c..

2. Xapapu, @. Teopus rpacos / ®. Xapapu ; nog pea. I'. . FaBpunoea. nep. ¢ aHrn. — 2-e nsg. — M.
: Eautopnan YPCC, 2003. — 296 c
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YOK 621.391

BbIBOP MIAT®OPMbl BAAEOKOH®EPEHLICBA3U ANA YYEBHOIO
NMPOLECCA: CPABHUTEJIbHbIXN AHAJIU3 OCHOBHBbIX
NAPAMETPOB

Loezynesuy E.B., mazucmpaHm ep.267041

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuku U paduosrieKmpOoHUKU
2. MuHck, Pecniybrniuka benapych

Llesuyk O.. — kaHO. mexH. Hayk, doueHm

AHHOTauus. B faHHOM Tesnice NpoBEAEH CPaBHUTENbHLIN aHanM3 OCHOBHbIX MapaMeTpoB MatdopM BUOEOKOH(EPEHLICBA3N Ans
y4yebHoro npovecca.

KnioueBble cnosa. BuaeokoHhepeHLCBA3b, 06nadHbIe CEPBUCHI BUAEOKOHMDEPEHLICBSA3M, NapaMeTpbl BULEOKOH(EPEHLICBS3N.

CerogHsi BUAEOKOH(EPEHLCBA3b SABNSAETCS HEOTHEMIIEMOW YaCTbl0 MHOMMX OpraHv3auun, B TOM
yncne n y4vebHbix yuypexgeHun. OOHUM M3 KITHOYEBbIX WMHCTPYMEHTOB OHManH-obyyYyeHus sBnseTcs
nnatcpopma BMOEOKOHEPEHLICBA3M, MpU BbIOOpe KOTOPOW HeobxoauMO Y4MTbiBaTb MHOXECTBO
¢akTopoB, TaKMX KaK (YHKUMOHANbHOCTb, KayecTBO Mepefayn BMAEO W ronoca, HaOeXHOCTb,
©e30nacHOCTb, COBMECTMMOCTb MporpaMmmHoro obecneveHusi, yaobCcTBo UCNONb30BaHUSA, CTOMMOCTb. B
AaHHOM Te3nce OydeT npoBedeH CpaBHUTEMbHLIA aHanmM3 OCHOBHbLIX MapaMeTpoB nnatdopm
BMOEOKOHEPEHLICBA3N st y4ebHOro npouecca.

B nepByto ovepenb cnegyet onpeaenuTb NapaMeTphbl, MO KOTOpbIM Aanee 6yaem aHanvM3mMpoBaTb
nporpaMmmHble NpoaykTbl. MMOCKONBKY paccMaTpuBaTh B pamMKax OAHMX M TeX Xe KpuTepueB obrayHbix
cepsucoB (cloud-based) n nokanbHbIX (ON-premise) HEKOPPEKTHO, TO AMs CpPaBHEHWsT BO3bMEM
UCKMNIOYNTENbHO obnadvHble peweHns. OHM Ha TeKywMiA MOMEHT NpedocTaBnsalT Hanbornee LWMpOoKUN
dYHKUMOHAN 1, KpOME TOro, He TPebYIT OT opraHM3aLmm annapaTHblIX PECYPCOB AN pa3BepTbiBaHUs, a
3HAYUT COOTHOLLIEHME CKOPOCTU UX BHELPEHUSA 1 HEOOXOAMMBIX ANS 3TOr0 yCuUnum Hanbonee onTUMarnbHO
[1]. Cpeon cepBuCOB BMAEOKOH(EPEHLICBA3N, KOTOPbIE LUMPOKO MCMONb3YyHTCA B 0Opa3oBaHnM, MOXHO
otMeTuTb Zoom, Microsoft Teams, Google Meet, Cisco Webex, Skype.

MepBbiM KpuTepvem NS CpaBHEHMS siBNSETCA (PyHKUMOHanbHOCTb nnatdgopmel. Mpu Bbibope
cuUcTEMbl BUOEOKOH(EPEHLCBA3M HeoOXxoaumo ybeanTbcs, YTO OHa MOAAEpPXUBaEeT Bce Heobxogoumble
PYHKUMN. BO3MOXHOCTb MpOBEOEHWUs OHMaWH-3aHATUN U OCYyLlecTBreHne obmeHoM alnos
noaaepXuBalT BCe MNepeyncrieHHble CepBUCHI BUAOEOKOH(epeHucBasn. BaxHon dyHKkunen ans
CTYOEHTOB, KOTOPbIE HE MOTYT NoceLlaTh 3aHATUS B PEXMME pearnbHOro BpEMEHU SBNAETCA BO3MOXHOCTb
3anncu  3aHATURN, MpedocTaBnsieMasl BCEMW yKasaHHbIMM  Bblle nnatgopmamu. [lpoBeneHue
napannenbHbIX 3aHATUI NS pasHbiX rpynmn, ynpasneHne JOCTYNoOM CTYAEHTOB K MaTtepuranam u 3aHATUSM,
BO3MOXHOCTb NoaKI4YeHns oonbLuoro KonmyecTtsa YYaCTHMKOB no3BonsT CcepBUCHI
BUaeokoHdepeHucesasnm Zoom, Microsoft Teams mn Cisco Webex. Mcxoass n3 BbilleNnepeymnCrieHHbIX
PYHKUUIA, MOXHO CAenaTb BblBOA, YTO BCE NNaTopMbl UMEKT CXoxne 6a3oBble yHKLMN.

BTtopbiM kpuTepuem sBMsieTCA kayecTBO Nepegayn Buaeo UM ronoca, obycrnoBnvBaemoe
pa3nuMyHbIMU haKTOpaMu, TaKUMK Kak MPOMNycKHasi cCnocoOHOCTb KaHarna CBA3W U MCNONb30BaHWE KOAEKOB.
Cuctembl koHdepeHucasn Cisco Webex n Microsoft Teams, nogaepxusatoT nepefady BMAEO U ronoca
BbICOKOTrO KayecTBa Aaxe Mpu HU3KOW MPOMYCKHOM CnocobHOCTU kaHana cBsasu. Google Meet n Zoom
UMET ONTUMM3aLUIo BMAEO U ayauMo MOTOKOB B 3aBUCMMOCTM OT KayecTBa KaHana CBS3W Ha CTOpOHe
KOHEYHOoro nonb3oBaTensd. B uenom, Bce cuCTeEMbl KOH(EPEHLICBSA3M CTpemsaTcs obecneyntb
MaKcMMaribHOe KayeCTBO nepenayn AaHHbIX NPU UCNONb30BaHNM AOCTYMHbBIX PECYPCOB.

BaxHbimM napameTtpom npu Bbibope nnatdopmbl BUOEOKOH(EpEHLCBA3N aBnseTcs obecneyeHve
WHOpPMaLMOHHOM ©e30nacHOCTM, B YacTU Kacatollencsl 3awuTbl OT rnepexBaTa AaHHbIX, YrpaBleHusi
AOCTYNOM W XpaHeHus nofb3oBaTenbckon uHdopmaumm [2]. AHanu3 GesonacHocTM nporpamm Ans
BUOEOKOHbepeHUMIA 0603Hauun cnegyllme BaKHble MOMEHTbI, HA KOTOpble Heobxoammo obpalatb

BHUMaHue npu Bblbope cuCTeMbl — 3TO HanMMuMe CKBO3HOTO LUM(POBaHMSA, 3aluTbl OT
HEeCaHKUMOHMPOBAHHOIO  AOCTyna, Hanuyine [ABYX(aKTOpHOMW ayTeHTUudukaumm u  KONM4ecTBO
ySA3BMMOCTEN.

Bce cepBucbl BUOEOKOHDEPEHLCBA3M MNPUOEPXKMBAKOTCA BbICOKMX CTaHAapToB 6Ge3onacHOCTW.
Kaxabln cepBuMC UMeeT CBOM NpenmyLLecTsa U He4oCTaTKW, U nyylle BCero BbloMpaTb, OCHOBbLIBAsAChH Ha
notpebHoctn n TpeboBaHua opraHuzauuu. [na ynobCTBa OCHOBHbIE MapaMeTpbl, Kacawolmnecs
©e30nacHOCTU NPUNOXEHWU AN BUAeoKOHMEepeHUnn NnpeacTasneHbl B Tadnuue 1.
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MpoananuaunpoBae 6a3y gaHHbix MITRE no ysseumoctam B 10 (CVE - Common Vulnerabilities and
Exposures) 3a 2021-2022 rogbl 66110 obHapyXeHo, 4To B npunoxeHunsix Zoom, Microsoft Teams 6bino
3aperncTpupoBaHo He MeHee 5 ysa3BuMOcCTel 3a aToT nepuogd, Cisco Webex He MeHee 4 ysa3BMMOCTEN.
OTO OEMOHCTpPUPYET, YTO B NPUNOXEHNsX Bbinn oOHapyXeHbl HEKOTOpbIE YSA3BMMOCTU, KOTOPbIE MOTyT
noBnusATb Ha 6e3onacHocTb nonb3oBaTtenen. OgHako OObIYHO KOMMAHUKU BbIMYCKaOT WMCMpaBneHus Ha
Takune ysi3BUMOCTM B CBOMX ObOHOBMeHusax. B Google Meet He 3aperncTpupoBaHoO ysi3BUMOCTEN 3a 3TOT
nepvod. Ho 9To He rapaHTUpyeT, YTO TakMX YsI3BUMOCTEN He Oblno, NOTOMY YTO HE BCE YSI3BUMOCTM,
Bo3HukatLwue B MO, moryT 6bITh 3aperncTpupoBaHbl B 6a3e aaHHbIx MITRE [3].

Tabnuua 1 — OcHoBHbIE NapameTphbl, KacawLlmnecs 6e30NacHOCTM NPUNOXKEHNA AN BUAEOKOH(EepEeHLMA.

MpunoxeHusa | Zoom Microsoft Teams Cisco Webex Google
Meet
OcHoBHbIe
napameTpbl
LndpoBaHne aaHHbIX AES 256-6butHoe | AES 256-6utHoe | TLS 1.2/AES | TLS n
LwndpoBaHme LwndppoBaHue 256-6utHoE SRTP
WwncpposaHne
[ByxdaktopHas ecTb ecTb ecTb ecTb
ayTeHTUnKaumna
Bo3aMOXHOCTb  ynpaBneHus | HeT ecTb HeT HeT
nepcoHanbHbIMW  AaHHBIMU
Ha cepsepe
Bo3MOXHOCTb  ynpaBneHus | ecTb ecTb ecTb ecTb
nepcoHanbHbIMU  AAHHBIMU
Ha CTOPOHE KNneHTa
Hannuue KOMHaTbl | eCTb ecTb ecTb ecTb
OXMaaHus
CooteetctBne craHgaptam | HIPAA,GDPR, HIPAA, ISO | SOC 2, ISO | SOC 2,1S0O
6esonacHocTn FEBRA, SOC 2, | 27001, SOC 1 wn | 27001, HIPAA, | 27001 "
ISO 27001 SOC 2 PClI DSS wu | HIPAA
GDPR

B 3aKrnoyeHue, NpoBeAEeHHbIN CpaBHUTENbHbIN aHanus OCHOBHbIX napamMmeTpoB
BMAEOKOHEPEHLCBA3N ANA y4ebBHOro npouecca no3BonsieT caenaTe BbIBOA O TOM, 4TO BbIGOp
nnaTgopmbl OOIMKEH OCHOBLIBATLCA Ha psge (akTopoB, BKMYaA AOCTYMHOCTb (MYHKUUOHANbHBLIX
BO3MOXHOCTEN, a Takke 6e30nacHOCTb N KOH(MAeHUNanbHOCTb AaHHbIX. HeobxoammMo yuntbiBaTh, YTO
Kaxxgasi nnatpopma umeeT CBOU AOCTOMHCTBA WM HEAOCTaTKW, U BbIOOp AOmKeH O6biTb 060CHOBAHHBLIM U
OCHOBbIBaTbCA Ha KOHKPETHbIX TpeboBaHMAX M 3agadvax. Takke, CTOUT Y4MTbIBaTb, YTO TEXHOMOMMM
BUAEOKOHMEPEHLICBA3N NPOAOIMKaoT pa3BMBaTbCA U YrydllaTbCs, NO3TOMY BaXKHO CNeAuTb 3a HOBbIMU
TeHAeHUMAMN n o6HoBNeHNsMK, YTobbl BbIbUpaTh Hanbonee noaxoasime peLleHns ans acpdekTMBHON
opraHu3aumu yyebHoro npouecca.

Crnucok ucnosib308aHHbIX UCMOYHUKOS:

1. BKC 9nis1 kopriopamugHO20 UCIofb308aHUsI: YmMOo 8bIbpamb U Kak cpasHums? [OrekmpoHHbIl pecypc]. Pexxum docmyna:
https://slddigital.com/article/vks-dlya-korporativhogo-ispolzovaniya-chto-vybrat-i-kak-sravnit/. [lama docmyna: 05.04.2023.

2. CpasHeHue cepsucog 8UOeOKOHepeHYUl ¢ MOYKU 3peHust ux besonacHocmu. [OrnekmpoHHbIl pecypc]. Pexum docmyna:
https://www.anti-malware.ru/compare/Video-conferencing-software-security. [lama docmyna: 10.04.2023.

3.Search CVE List. [OnekmpoHHbIl pecypc]. https://cve.mitre.org/cve/search_cve_list.html. [Jama docmyna: 03.04.2023.
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METOOUKA BbINOJIHEHUA USMEPEHU ONTUYECKOW ONUHbI
JINHUU (BOJ1OKI1A) ONTUYECKUM PE®JIEKTOMETPOM MTP6000

Koeanée [].B. macucmpaHm 2p.267041, Opexoe A.K. mazucmpaHm 2p.267041

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecniybniuka benapycb

Benowuykud A. I1. — kaHdudam mexHU4YeCcKUX Hayk, doueHm

[Hoknag nocBsilEH paspaboTke METOAMKM BLINOMIHEHUS U3MEPEHWUIA OMTUYECKOW ONMHBbI NIMHWUIA (PAcCTOsIHUS 40 HEOOQHOPOAHOCTM)
onTudeckum pecdnektometpom MTP6000. B meToauke npyvBOAATCA OMUCAHWE METOAA M CXeMbl U3MEPEHUsi, MeTporiornyeckue
XapaKkTepucTukn pedprniekToMeTpa, NnopsiaoK NpoBeAeHNs U3AMEPEHWUIA U MOZENb U3MEPEHUS.

[na goCTuXeHNs1 BbICOKMX 3KCMMyaTauMOHHBIX NoKasaTernen BONOKOHHO-OMTUYECKNX NIMHUA CBA3K
(BOJIC) 6Gonbwy ponb wurpaet metporiorndyeckoe obecneveHne (MO) npu Mx CTpoOMTENbLCTBE U
akcnnyataumn. OgHol 13 BaxHbiX 3agad MO sensieTcs pa3paboTka MeTOAUK BbINONTHEHUS U3MEPEHNI
(MBW) nosBonswowmx onpegenaTe nokasatenu kavectea BOJIC ¢ HeobGXxoguMON TOYHOCTBIO U
AOCTOBEPHOCTbIO.

B noknage paccmartpuBaetca MBU onTuyeckon onvHbl MMHWMKM (PacCTOSAHUST O HEOAHOPOAHOCTEN
NHUK) € Mcnonb3oBaHWEM onTuyeckoro pednekrometrpa MTP6000.

M3mepeHus onTMYecKom ANnHbI BONTIOKHA ONTU4eckoro kabens BbinonHAT cornacHo FOCT 26814-
86 mMeToaOM NpPAMbIX M3MEPEHUN NPU NPOXOXAEHUM MO ONTUYECKOMY BOMOKHY MOLLHOrO OAMHOYHOrO
onTuyeckoro mmnyneca. Metog npaAMbIX M3MEPEHUIN OCHOBAH Ha perucTpauun obpaTHO pacCesiHHOro
N3Ny4YeHns B ONTUYECKOM BOJIOKHE MPU MPOXOXAEHUN Yepe3 HEro ONTUYECKOro MMMynbca 1 N3MepeHum
3aBMCUMOCTM OT BPEMEHM MOLLUHOCTM 3TOro u3nydyeHus. MeTton npurogeH pgna  onpegenexHust
pacnpegeneHnsa onTMYecKnx noTepb No ANvHE BOMOKHA, 3aTyXaHUA BONOKHA, HEOAHOPOAHOCTEN (06pbIB,
MECTO CBapKu 1 T.4.), 3Ha4YeHMs NOTepb HA HEOOHOPOLHOCTSIX, @ TaKkKe onpeaerieHnst ONTUYECKON OANNHbI
BOJIOKHA N paccTosHMsi OO0 MecTa obpbiBa. MiamepeHMe onTuYeckom ANUHbI ONTUYECKOro BOJIOKHA MU
paccTosiHUA 00 MecTa 06pbiBa ONTUYECKOrO BOSIOKHA METOAOM NPSMbIX U3MEPEHUI NPOU3BOAST MO CXEME,
N300paKEHHOM Ha pUCYHKe 1.

OnTtunyeckuin
pedrnekTomeTp
MTP6000

OnTunyeckuin
coeauHUTENb

PucyHok 1 - Cxema noaknioYeHns ONTUHECKOrO BOMOKHA K pechrieKToMeTpy.

HacTtoswas metoguka obecneymBaeT BbINOMHEHWE U3MEPEHWUA ONTUYECKOW OMHBLI ONTUYECKOTro
BOIOKHa (paccTosiHus 4o Mecta o6pbiea) BOJIC npu ncnonb3oBaHumn ontudeckoro pecpnekrometpa MTP
6000, meTponornyeckme xapakTepmcTMKN KOTOPOro npueeaeHbl B Tabnuvue 1.
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Tabnuua 1 - MeTponormyeckme xapakTepUcTukn ontTudeckoro pecnekrometpa MTP 6000

XapaKTepucTuku BennuuHa

[nNuWHbI BOSH M3nyyYeHuns (1310 £ 20) Hm, (1490 £ 20) UM, (1550 + 20) HM 1
(1625 + 20) Hm.

[nanasoHbl n3mepsieMbIX pacCTOSHUN 2; 5; 10; 20; 40; 80; 120; 160 n 240 km.

Mpepensbl fonyckaemoro 3HaveHusi abComMOTHOM | AL = +(0.5 + Ap + 3 * 10~5L);

MOrpPeLLHOCTU N3MEPEHUSA PACCTOAHUN
Ap - paspeuienue 0,16; 0,32; 0,64; 1,3; 2,5; 5,1; 3,8

1 7,6 M. B 3aBMCUMOCTU OT AvanasoHa U3mepeHuin

L - namepsiemoe paccTosiHme, M.

Mpy n3amepeHnn onTUYECKon AnvHbl (PacCTOAHUS) 4O HEOAHOPOAHOCTN MapKep ycTaHaBnuBaeTcs
Ha ee neBbIi KpaK (CM. PUCYHOK 2). PaccTosiHne npy 9TOM yKasblBAeTCs B KUNOMETPax B BEPXHEW YacTu
mapkepa. [na 6onee TOYHOrO W3MEPEHWs PacCTOSHUS PEKOMEHAYeTCA MaKCUMarnbHO pacTAHYTb
pednekrorpaMMy NO TFOPU3OHTaNM W BepTUKanu. TOYHOCTb oOnpedeneHns pPaccTosAHMSA Mo
pednektorpaMme 3aBUCUT, B YaCTHOCTW, OT MPaBUIIbHOCTU YCTAHOBKM 3Ha4YeHWs nokasatens
npenomnenns OB. Ecnu oHO Heu3BecTHO, a m3BecTHa TOYHO AnvHa mnsamepsiemoro OB, TO MOXHO
yCcTaHoBuUTb Nnobon mapkep Ha koHel OB u ocyLlecTBMTb KOPPEKTUPOBKY MoKasaTens NpenomneHus Tak,
yT06bI AnnHa OB, n3amepeHHas no pedrekrorpamMmme, coBnagana ¢ U3BECTHOM.

a523 =
Ai 0,085 kv |
T 113 B fdiv

[

PucyHok 2 - N3o6pakeHne akpaHa pedorieKTomeTpa B PeXnMe U3MepeHmnsi pacCTOAHUS.

Ans cocTaBneHust MoAenu M3MepeHust ONTMYEcKoW ANMHbI C MoMOLbl0 pednekTtomeTpa 6Gbinu
NnpoaHanuanpoBaHbl  WCTOYHUKM  HeonpeaenéHHocTU  usmepeHuii.  OCHOBHBIMM  UCTOYHMKaMU
HeonpeaenéHHOCTU UW3MepeHWn AnA  OaHHOW W3MEepUTENbHOW 3afadyn  ABNSATCA: HenpasBuibHas
yCTaHOBKa AJNHbI BOIHbI U3NYYeHUs, ANUMTENbHOCTU UMMNYIbca, KoaddULMEHTa NPENoMIeH s, olmnbKa
onepaTtopa, paspeluatoLlas crnocobHOCTb M MOrpeLwlHOCTb U3MepeHnsa pedrektomeTpa. Mpu NpaBUbHOM
BblGOpe ANWHbI BOMHbI, ANUTENBHOCTM MMMYMbCa M KOPPEKTHOM BbIMOMNHEHUN U3MEPEHWUIA NepBble Tpu
COCTaBrsiloLLMe HEONPEAENEHHOCTM B MOAENM U3MEPEHUS] MOXXHO HE YYUTbIBaTb.
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[na OuEeHKM TOYHOCTHBIX XapaKTepucTuK daHHon MBW Obina paspaboTaHa MeToAuKa OLEHKM
HeonpeaenéHHOCTM n3MepeHuin. B aTon metoguke Gbina npennoxeHa crneayollas Moaenb M3MepeHus

Log =L, + AL+ A, + Ap (1),

roe, Log- ontudeckasa anvHa OB, m;
AL- nonpaBka Ha NOrpeLUHOCTb N3MEPEHMUS PACCTOSHUSA PedPNEKTOMETPOM, M;
Ay~ NOMPaBKa Ha HETOYHOCTb YCTaHOBKM NokKasaTens npenomseHns, m;
Ap- nonpaeka Ha paspeLuarLLyto cnocobHOCTbL pedrnekTromeTpa.
PaspaboTtaHHas meToaMka BedeHus W3MepeHu obecneyvMBaeT  BbIMOIHEHWE  WM3MEPEHMWN
onTtuyeckon anuHel OB u ctponteneHbix anvH BOJIC, a Takke onpeaendatb pacCTOSAHUS A0 NOBPEXAEHUI
(obpbiBa) ONTNYECKOrO BOMOKHA C HEOHXOAMMOM TOYHOCTBIO U JOCTOBEPHOCTHIO.

Cnu1coK NCNosib30BaHHbIX UCTOYHUKOB:

1. TOCT 26814- 86. Kabenun ontuyeckue. Metoael namepenns napameTtpos — M.: N3a-Bo cTtaHgapTtos, 1986. — 32c.
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YOK 621.391

OLIEHKA KAHECTBA KOMBUHUPOBAHHbIX ACM—lfI3OEPA)KEHI/Il7I
HA OCHOBE JTOKAJIbHOU KOPPENALWOHHOWU METPUKA

JlesoHeHko WN.U., cmydeHm ep.160801; Jloseukuti M.FO., acrnupaHm

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Lleemkoe B.FO. — 8.m.H, npogheccop

AHHOTaumsa. PaccmaTpuBaeTcsi 3ajava B3BELUEHHOTO CHOXEHWUSI KOMMOHEHTHbIX M300paXeHnin aTOMHOrO CUMOBOTO MUKpOCKONa
(ACM). lNony4eHbl 3aBUCMMOCTY NIOKanbHON KOPPENSALMOHHOW METPMKM OT pasMepa OKHa KOPPErnsLMOHHOro aHanusa v Bknaga
KOMMOHeHTHbIX ACM-1306paxeHnin B pe3ynbTupytoLee koMobrnHmpoBaHHoe ACM-13obpaxeHuii.

KntoyeBble cnoBa. ATOMHas cunoBasi MUKPOCKOMNKS, OLleHKa KadyecTBa KOMOMHMpOBaHNS 13obpaxkeHni, rnobanbHas koppensums
n3obpaxeHun, nokanbHas Koppensumsa n3obpaxeHun.

BBeaeHune

ATOMHO-cunoBast Mykpockonus (ACM) noBepXHOCTM MaTepurana Ucnosib3yeT HECKOIbKO NaparnsienbHbIX
CMHXPOHMN3MPOBAHHbIX N3MEPUTESBHBLIX KaHamNoB AN1s1 pasfnyHbIX (hU3NYECKUX BENNYMH (BbICOTbI, BA3KOCTU U
)KECTKOCTU MOBEpXHOCTW, AedopmMaumn 30HOA W paccemBaHusi 3aHepruun). dopmypyemMble B 3TUX
N3MepUTENbHbIX KaHanax 3HayeHUs KOMMOHYIOTCS B HECKONBbKO ABYXMEPHbIX MaTpuL, Yicer, NpeacTaBnsieMbIxX
MHorokaHanbHbIMM ACM-n300paxeHnsMm, B KOTOPbIX APKOCTU MUKCENEN KaXkaoro KaHarna oTpaXaroT 3Ha4eHus!
n3MepseMon (HU3NYECKON BEMNUYMHbI B COOTBETCTBYIOLLMX TOYKax mnosBepxHocTW. [Ons addekTmBHOro
BM3yarnbHOro aHanm3a MHorokaHaneHblX ACM-u3obpaxeHunii HeobxoaMMo OO0bLEAMHATbL WX KaHanbl Anis
oTOBpaXeHnss Ha CTaHOapPTHbIX MOHWUTOpax, MMEKLMX OTHOCUTENbHO Y3KUM AMHaMWYECKM AnanasoH, C
MWHUManbHbIMN UCKaXXEHWAMM U NOTepsiMu AeTanen. B gaHHon paboTte paccmaTtprBaroTcsl KOMOMHUPOBaHHbIE
nonytoHoBble ACM-n3obpaxeHns Ha OCHOBE ABYX M3MePUTENbHbIX KaHaoB.

Ons  obbeguHeHus un300paxeHW UCMONb3yTCSA MNOAXOAbl, OCHOBaHHbIE Ha B3BELUEHHOM
CNOXeHUN, MeTOoAe rNaBHbIX KOMMOHEHT [1], AMCKpeTHOM BemBreT-npeobpasoBaHnn [2], ogHAKO OHU
crneunanbHO He OPUMEHTUPOBaHbI Ha 00beAMHeHUe K30bpaxeHu, HPOPMUPYEMBIX B N3MEPUTENBHbIX
KaHanax aTOMHOro CWroBoro Mukpockona. OTCyTCTBYIHOT pekoMeHZauuum no BbiOOpy anroputma Ans
achdekTnBHOro dopmMmpoBaHnst KOMOUHMPoBaHHbIX ACM-n3obpaxeHuid. [ns nx paspadoTkn Heobxoanma
OLUEeHKa KadyecTBa KOMOWHMPOBaHHbIX M300paxeHun. MN3BecTHble MnokasaTenu kavectBa M300pakeHui
OCHOBaHbl Ha aHanuse kpaes [3, 4], B3anmHON nHdopmauumm [5], oueHke konmyecTBa MHdopMauun B
nsobpakeHum [6], oLeHKe TOYHOCTU BM3YyaribHON MHOPMaLMM B pas3nmMyHbiX MacwTabax npeacrasneHms
nsobpaxeHus [7], ogHako OHWU cneumanbHO He OPUEHTUPOBAaHbI Ha OLEHKY kavyecTBa KOMOMHUPOBAHHbIX
ACM-un3obpaxeHnii. OTHOCUTENBHOW NPOCTOTON BbIYUCIIEHWI OTNMYaeTCs KO3MULUMEHT Koppensaumu,
UCMNOMb3YIOWMA CpeaHNe 3Ha4yeHUs M300paKeHun, HO He YYUTbIBaOWMWA foKanbHble OCOGEHHOCTU
pacnpegenenunsa sapkoctn. [Anga oueHkn kadectBa ACM-n306pakeHun, OTNMYarLWnNXCa CyLLEeCTBEHHBIMU
noKanbHbIMX HEOOHOPOAHOCTAMU pacnpefeneHns SpKoCcTu, NpeacTaBnaeT UHTepec MeTpuka KayecTBa
KOMOWHUPOBaAHUSA  KOMMOHEHTHbIX ACM-u3obpaxeHun Ha oOcHoBe KO3(MULMEHTOB FOKanbHOM
KOppensumun, y4nTbiBalolas BKrag Kaxaoro M3 KOMMoHeHTHbIX ACM-n3obpaxeHuin B pe3ynbTupytoLlee
KOoMOuHUupoBaHHoe ACM-n3o0paxeHne 1 Koppensaunio Mexay KOMMOHEHTHbIMU ACM-n306paxeHusiMu.
JlokanbHas koppensuus obecrnedmBaeT Gonee BbICOKYID TOYHOCTb OLIEHKM KavyecTBa KOMOWHMPOBaHUS
ACM-n300paxkeHnii N0 cpaBHEHUIO C rnobanbHOW KoppensiuMen, HoO ee 3HaYeHUs 3aBUCAT OT pasmepa
OKHa aHanu3sa.

Llenbto paboTbl saBnsieTCA onpedeneHve BKIALOB 3HAYEHUA MNUKCENeh KOMMOHEHTHbIX ACM-
n3obpaxeHun, obecneymBaroLmnx nepegady B koMomHuposaHHoe ACM-u3obpaxeHne Hanbonee nonHom
nHdopmaunm 06 obbekTax onpegeneHHoro pasmepa.

dopmupoBaHue KOMO6MHMpPoBaHHbIX ACM-u3o6paxeHumn

Mcxooa w3 npegnonoxeHns O He3aBUCUMOCTU 3dh(PeKTUBHOCTM MeToAoB 0b6beanHeHus
n3obpaxeHnii 1 TOYHOCTU NokasaTenen kayecTsa KOMOMHUPOBAHHBLIX U30bpaxeHui Ans GopMMpoBaHUS
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KOMOUHMpoBaHHbIX ACM-n300paxxeHnin BeiOpaH NPOCTENLUNA METOA B3BELUEHHOrO crioxxeHusi. CornacHo

OaHHOMY  MeTody  3HauyeHusd  nukcenen mc(y,x) KombuHuposaHHoro  ACM-n3obpaxeHus

Mc=||mc(yax)”(y=m'x_m) BbIYMCIIAIOTCA Ha OCHOBe 3HaveHun nukcenen ACM-n3obpaxeHni

M, = ||ml(ya X)”(yzm,xzm) nepsoro n|M2 = "mz (y, X)"(yzm,x:o,T—l) BTOPOro N3MepuTesibHbIX KaHanos

ATOMHOIo CMIoOBOIro MMKpocCKona ¢ NOMOLLIbIO BblpaXXeHuA

me (v, x) = kmy(y,x)+(1-k)m;(y,x) }| )

npn|y =0 =1 [x=0,x =1,

roe k — Koacpw WEHT, onpenensiolunii BKNag 3Ha4YeHuin MuKcenein Kaxkaoro KomnoHeHTHoro ACM-

M306pa)KeHI/IFI M 2 B 3Ha4YeHus nukcenen komouHmposaHHoro ACM-nsobpakeHns , m
; Y, X — pa3mepsl (B MUKCENAX) KOMMOHEHTHbIX 1 KOMBUHMpoBaHHOro ACM-n3obpaxeHnin No BepTMKanum un

ropu3oHTanu; [ ] — ornepauus OKpyrieHus 3Ha4YeHUn nukcenen Ao Gnuwkanwero Lenoro.

MeHblne 3HaveHuns koadduumeHTta k Ha puc. 1 COOTBETCTBYIOT MEHbLUEN OTHOCUMTENBbHOWM ?onm

3Ha4yeHMn KOMMoHeHTHoro ACM-n3obpaxeHus M| g KkomMOuHupoBaHHOM ACM-13006paxkeHnm Mc‘ no

CPaBHEHMIO C KOMMOHEHTHbIM ACM-13o6pasketnem| M 2|.

OueHka KayecTBa KOMOuHUpoBaHMa ACM-u3obpaxxeHuin Ha ocHoBe ko3adduumeHTa
NoKanbLHOM Koppensuum

[NoBbILLEHME TOYHOCTY KOPPENSALIMOHHOM OLIEHKUN KayecTBa KoMBMHMpoBaHUs ACM-13obpakeHuin ocTuraeTcs
3a CYeT yyeTa fokarbHbIX OCOBEHHOCTEN pacnpenernieHnn 3HaYeHWn NuKcene B KOMMOHEHTHBIX U KOMBVHMPOBAHHOM

ACM-n306paxeHusx. [ns aToro ucronbayetcs koaddouumeHT |1 L (AB)| rokansHot koppensaumm gyx ACM-

U30BPaKEHMI —”a Y, X) ” o) [ U —”b Y, X) ” 1x-0X1) |- BBIMMCTIFEMBI C MIOMOLLIBHO BbIPEXEHIS]
Y-1X-1
|a(y,x) —a, (y,x, p)|[b(y, x) =b_(y,x, p)|
_ y=0 x=0
r(AB,p)= v IX 1 NEYE! L | (2
(a(y, ) —a_(y,x p))” 2> (b(y,X)=b_ (¥, X, p))
y=0 x=0 y=0 x=0

r,qel a (Y, X, p)”b (Y, X, p)l — cpefHue 3HaYeHWst APKOCTEN MUKcenen n3obpaxeHnii A n B B okpecTHOCTH
p

13 . .
nuKcens ¢ KoopAauHaTamu pa3mepom nukcenei, | (Y, X, p)——zzz (y+J,x+1)],

p j=0i=0

b (Y ) == > by + jx+i)]

P =iz

IOna oueHkn kavectBa KomMObuHuMpoBaHua ACM-u3obpaxeHuin C yd4eTOM KOppensuun Mexay
KOMOMHUpoBaHHbIM ACM-1306paxxeHnemM 1 KaxabiM M3 ABYX KOMNOHEHTHbIX ACM-1306paxeHunn, a Takke
MexXay KOMMOHEHTHbIMU ACM-u306paxeHUssMU MOXKET UCMONb30BaTbCA JOKanbHas KoppensiuMoHHas

metpuka | DL (k) , BBIYMCISIeMasi C MOMOLLIbIO BblpaXXeHUsi (Yem Borblue ee 3HaYeHne, Tem Jy4dlle)

(k)— . (Mc,M,K) +1 (M, M, k)
ST (M MK =1 (M, M, K)[r (M, M,,0,5) | ®)
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JlokanbHas KoppendaumnoHHaa MeTpuka DL (k) Nno3BONAET onpeaenntb 3HadeHue K,

obecneumBatlollee  nydulee  COOTHOLUEHME  BKNagoB  KOMMOHEHTHbIx  ACM-uzobpaxeHun B
kombuHuposaHHoe ACM-u3obpaxeHne no cpaBHEHMUIO € rnobanbHON KOppensLuMoOHHON METPUKON.

3aBUCUMMOCTU METPUKU Ka4yecTBa KOMOMHUPOBaHUS KOMNOHEeHTHbIX ACM-u3obpaxeHun ot
pa3mepa oOKHa KOppensiLMOHHOro aHanusa

Ha puc. 2 npuBedeHbl 3aBUCUMOCTM 3HAYEHUA METPUKU DL(k) OT pasmepa p OKHa

KOpPpPensiLMOHHOro aHanmaa u koadduumerTa k ansa 10 komoGuHnpoBaHHbIX ACM-n3obpaxeHuin. N3 puc. 2

cnepnyert, 4TO AnA nokaribHble MakCuMalibHbl€ 3Ha4Y€HNUA METPUKU DL (k) 3aBUCAT OT 3HA4YeHnA p. Ha pwc.

3, 4 npuBegeHbl KOMNOHeHTHble ACM-n3o6paxeHuns, NoNy4YeHHbIe NPy pasnuyHbiX 3HaYeHnsX K.

Mpn HeobxogumocTuM nepepayn B KOMOMHMpoBaHHble ACM-n3obpaxeHuss Hauboree MNofHON
uHdopmaumm o menkmnx obbektax (p = 3) koMnoHeHTHbIX ACM-usobpaxeHnin Heo6xoaMMOo UCnonb3oBaTb
3HaveHus Kk, pasHble 0,7, 0,7, 0,5, 0,5, 0,7, 0,7, 0,5 ana ACM-usobpaxenun 1-5, 9, 10 cootBeTcTBEHHO. B
3TOM cnyyae Bblbop 3HayeHus k ang ACM-un3obpaxeHnii 6—-8 He umeeT CyLLeCTBEHHOro 3HayYeHus.
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Puc. 2. 3aBMCMMOCTM 3HaYEHMI NOKANbHOM KOPPENALNOHHOM METPUKM OT pa3mMepa OKHa KOPPEnsiLLMOHHOIo
aHanusa anst KOMNoHeHTHbIX ACM-n3obpaxenuin: a — ACM-1; 6 — ACM-2; B — ACM-3; r— ACM-4; o — ACM-5; e —
ACM-6; x — ACM-7; 3 — ACM-8; u — ACM-9; k — ACM-10

Puc. 3. KombuHmposaHHble ACM-u3obpaxenuns npu sHaveHusx k=0,7 (BepxHuin psag), k=0,5 (cpegHun pag),
k=0,3 (HwkHWI psg): a — ACM-5; 6 — ACM-6; B — ACM-7; r — ACM-8

107



59-9 Hay4Has KoHgepeHUUs acrnupaHmos, MazucmpaHmos u cmydenmos BI'YUP, 2023 e.

Mpn HeobxogumocTn nepepaunm B KOMOMHUpoBaHHble ACM-unsobpaxeHuss Haubonee nonHon
uHdopmaumm o bonee KpynHbix obbekTax (p > 3) HeobxoauMO UCMOMNb30BaTb pasfnuyHble 3HayYeHus K,

obecneunBatomne ansa pasnuyiHbix ACM-nsobpakeHnin HanbonblLune 3HaYeHUsT METPUKN D, (k) .

Puc. 4. Kom6uHrpoBaHHble ACM-u3obpaxeHus npu 3HadveHusix k=0,7 (BepxHui psag), k=0,5 (cpegHuii psg),
k=0,3 (HwkHu pag): a — ACM-1; 6 — ACM-3; B — ACM-9; r — ACM-10

N3 puc. 2 cnepyeT, 4To Mo rno6arnbHOMY MakcMMaribHOMY 3HAYEeHUIO JIOKanbHOW KOPPENSLUOHHON

MEeTPUKn DL(k) BO BCeM Auanas3oHe WU3MEeHEeHUA 3Ha4dYeHua p MOXHO onpenefimtb 3Ha4deHue K,

obecrneunBalollee nydwune ycroBusa [Ons nepegadn B kOMOuHuMpoBaHHoe ACM-msobpaxeHue
uHpopmaumm 06 obbektax KOMMOHeHTHbix ACM-nsobpaxeHun, wmMelOWnx Hanbonee 4acto
BCTpevatLmecs pasmepbl. C y4eTOM JaHHOro CBOMCTBa pa3paboTaHa cxema aganTMBHOMO B3BELLEHHOMO
CNOXeHUst KOMMOHEHTHbIX ACM-u3obpaxeHuin (puc. 5) c aBTOMaTU4eckum BbIGOPOM 3HadeHus Kk,
onpegensoWmMM BKMag 3HadeHWUn nUKcenemn KOMMNoHeHTHbIX ACM-u3obpaxeHuin B KOMOWMHUPOBaAHHOE
ACM-n3obpaxeHue.
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BoItHc1eHHe JOKATbHOH
KOpPeJSIHOHHOA MEeTPHKH
L—p| DLi{p.k)

v

TToHCK MAKCHMATBHOTO
3HaYeHHA
DL(p.k)

v

OnpefelneHHe 3HAYSHHT
k 019 MaKCHMAaIBHOTO
suauerns DL(p.k)

. s x
M1 Jumedimas | | >

*| Hopmammsams ]

f OKpyTIeHEE 00 Mc

+ ™ & 2 E—
bmkaiimero netoro
M2 Junennas | | NN
HOPMATH3AIHA L

Puc. 5. Cxema agantusHoro popmmpoBaHus kombuHnposaHHoro ACM-n3obpaxeHust Ha OcHoBe
B3BELLUEHHOMO CNOXeHMs KOMMOHEeHTHbIX ACM-n3obpaxeHuin ¢ aBToMaTu4eckMM onpegeneHve Bknaga sHavyeHun
nukcenemn KOMNoHeHTHbIX ACM-un3obpaxeHun B kombuHmpoBaHHoe ACM-n3obpaxeHne

3aknrovyeHue

[Mony4eHbl 3aBUCUMMOCTM 3HaAYEHUI NOKarnbHOW KOPPEnsuMOHHOW METPUKU OT pasmepa OkKHa
KOPPENSILMOHHOIO aHanu3a M Bknaga KoMMNoHeHTHbIX ACM-n3obpaxeHun B KomObuHupoBaHHoe ACM-
nsobpaxeHue. Mo gaHHbIM 3aBMCMMOCTAM YCTAHOBIIEHbI BKMadbl 3HAYEHWUI MUKCENEN KOMMOHEHTHbIX
ACM-un3obpaxeHuii, obecneumBarownx nepegadyy B KoMOMHupoBaHHoe ACM-u3obpaxeHne Hambornee
nonHonm wHdopmaumm 06 oObekTax onpefeneHHoro pa3mepa. [lpeanoxeHa cxemMa aganTUMBHOMO
B3BELUEHHOMO CIOXEHUSA KOMMNOHEHTHbIX ACM-13o6paxeHun ¢ aBTomaTM4eckum onpegenieHMem Bkraga
3Ha4YeHMN Nukcenen KOMMOHeHTHbIXx ACM-un3obpaxeHuit B kombuHnposaHHoe ACM-u3obpaxeHue.
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UDC 621.391

QUALITY EVALUTION OF COMBINED AFM IMAGES BASED ON
LOCAL CORRELATION METRIC

I.I. Levonenko, student gr. 160801; M.Yu. Lavetski, PhD student

Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

V.Yu. Tsviatkou — Doctor of Engineering, professor

Annotation. The problem of weighted addition of component images of an atomic force microscope (AFM) is considered. The
dependences of the local correlation metric on the size of the correlation analysis window and the contribution of component AFM images
to the resulting combined AFM images are obtained. A scheme for adaptive weighted summation of component AFM images is proposed.

Keywords. Atomic force microscopy, image combination quality assessment, global image correlation, local image correlation.
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YOK 621.391

OCOBEHHOCTU UCMNOJIb3OBAHUA METOOA HAUMEHbLLUUX
KBAOPATOB B CTATUYECKUX 3AO0AYAX

Jleeeiida E.I1. 2p.263101

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHhopMamuku U paduoarieKmpoHUKU
2. Munck, Pecnybnuka benapyck

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. KT

AHHOTaums. B faHHol cTaTbe paccMoTpeHa TeMa MeTof HaMMEHbLLIMX KBaApaToB B CTATUCTUYECKMX 3aaadvax o6paboTkv pesynbTaToB
usmepenuii. MNpeactaBneHa metoamka obpaboTkM pesynbTaToOB M3MEPEHWIA C MCMONb3OBaHWEM METOda HaUMEHbLUMX KBaApaToB.
MpviBeaeHb! NPUMEPBI NPYMEHEHUS METOAA HAMMEHDBLLIVX KBaAPaTOB.

KnioueBble cnoBa: meTon HavMMEHbLUMX KBagpaToB, CTATMCTMKA, OOpaboTka pe3ynbTaToB W3MEPEHWI, OLEeHKa MOrpeLuHocTn
N3MEPEHUN.

Mpn npoBeaeHun namepeHnin B husnke, MHXEHEPUU, SIKOHOMMUKE N APYTNX HayKax BaXXHO HE TOMbKO
NoNy4YnTb YUCMOBbIE pe3yrnbTaTtbl, HO U OLEHUTb UX TOYHOCTb. OOMH N3 OCHOBHbLIX BOMPOCOB, KOTOpbIE
BO3HMKAKOT Mpu 0bpaboTKe aKcnepuMMeHTanbHbIX AaHHbIX, — 3TO onpegeneHve Hanbonee BEPOSATHOrO
3Ha4YeHMsa u3mepsemMon BenuyuHbl. B aTom goknage paccmartpuBaeTca MeTo[ HaMeHbLUMX KBagpaToB,
KOTOPbIN LLUMPOKO MCMOMb3yeTCs AN peLleHns 3TorM Npobnembl.

MepBbIi War B onpeaeneHnn BEPOATHEWLLEro 3HAYeHUs] M3MEPEHHOW BENWYMHBI - 3TO OLEHKa
NOrpeLLIHoOCTN U3MepeHUin. OTa NOrpeLHOCTb MOXET ObiTb Bbl3BaHa pas3nunyHbiMK hakTopamMu, BKMYas
HETOYHOCTb M3MepUTENbHOro Npubopa, HeCTabuNbHOCTbL YCIOBUIA 3KCNEPMMEHTA, OLWMOKN onepaTtopa u
apyrve. Ytobbl y4ecTb 3T NOrPELLHOCTM, 0ObIMHO NPOBOAST HECKOMLKO M3MEPEHMWI U BbIYUCTIAIOT CpeaHee
3HauveHue.

OpgHako Jaxe npu KUCMNOMb30BaHUM MHOFOKPaTHbIX WM3MEpEeHU OCTaeTca HeonpeaeneHHoCTb
OTHOCUTENBHO TOrO, Kakoe 3HayeHue ABnsieTcs Hanbonee BepoATHbIM. [ns pelleHus 3Ton npobnemel
ncnosnb3yeTcs MeTo HaMMEHbLUNX KBaApPaTOB.

MeTtoa HanmeHbLnx kBagpaToB (MHK) — aTo cTatncTtuyeckuin metoq, KoTopbli MCNONb3yeTcs AN
HaXOXOEHMSA Haunyylen NMHENHOW annpoKCUMMauun 3KCNepuUMeEHTanbHbIX AaHHbIX. OH OCHOBaH Ha
MWHUMM3ALMM CYMMbI KBA4pPaTOB OTKMOHEHWI MEXAY UCXOAHBIMU AaHHBIMU 1 MPSIMON NIUHWEN, Hanbornee
©nn3Kon K 3TUM OaHHbIM.

Mpegnonoxmm, 4To y Hac ecTb Habop OaHHbIX, NPeACTaBnAslWMNA cobon Habop 3HaAYEHUN X U
COOTBETCTBYIOLLNX UM 3HAYEeHUN Y. Mbl XOTUM HaTU ypaBHEHME NNHENHON DYHKLMK, KOTOPast HAUNy4yLLUM
06pa3oM onncbiBaeT 3TN AaHHble. YpaBHEHUE NNHENHON DYHKLUUN UMEET CrieayroLmin BUA:

y=ax+b

YT1o6bl HAMTWM Haunyylylo JFMHENHYI0 annpoKCUMauuMio, Mbl ULWEM 3HaveHust a U b, koTopble
MUHUMU3MPYIOT CYMMY KBaZpaTOB OTKIOHEHUA MeXAy WCXOAHbIMWM AaHHbIMU W NUHUEN. OTa cymma
KBagpaToOB OTKMOHEHWI BbIrmsauT creayowmum obpasom:

n
Z()’i — ax; — b)*
i=1

rge n — Konn4yecTtBo ToYeK AaHHbIX.

Ans MUHMMM3aUUM 3TOW CYyMMbl KBaApaTOB MOXHO MNpUMeHUTb MeTond AuddepeHumanbHoro
WCUYNCMIEHNSI U HaWTU 3HaYeHuss a U b, NpupaBHsAB npousBodHble Mo a U b k Hynwo. 3To nNpuBOOUT K
crieayoLwmnm ypaBHEHUSIM:
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n n
IR
i=1 i=1

3

n n
SaneiS e 3
i=1 i

i=1 i=1

Pewas atun ypaBHEHUA OTHOCUTESIbHO a U b, mbl nony4vyaem cnegywuwme 3Ha4eHnaA:

_ NYT_ X Yi —Xic1X Mi—1Vi
nz?:lxiz _(Zn xi)z

i=1

b — Z?:lyi _bZ?ZIXl

n

HebonbLwon npumep:
X 1 2 3 4 5
% 1.1 3.8 6.5 10.2 13.1

y =a+ bx

le- y; = 134.5
5
Yx =15

_ nz?zlxi yi _Z?zlxi Z?:lyi

a =
nyi_x? —(Qr, x,)?

= 3.04

b = ?:1 Vi _bzln:1xi
n

=-2.18
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y=3.14x - 2.18

Takum obpas3om, Mbl Nony4yaeMm ypaBHEHUE NUHENHOW DYHKLUMW, KOTOpOE Hawnyywmm obpasom
annpoKCMMPYET NCXOOHbIE AAHHbIE.

OfHUM 13 NpenmyLLLecTB MeTOA4a HauMEHbLUMX KBAgpaToB SABMASETCHA TO, YTO OH NO3BOMSET OLEHUTb
TOYHOCTb BEPOSATHeWLWwero 3HadeHmns. [na atoro ucnonb3dyetcsa cpegHekBagpatTuyeckas owmbka (Mean
Squared Error (MSE)), koTopas onpeaenseTcs Kak cpefHee 3HaveHue KBagpaToB OTKIOHEHWN Mexay
NCXOAHBbIMW OAHHBIMUW Y IMHENHON annpoKcMMaLumen:

n
1
MSE == (y, — ax; - b)?

i=1

CrangapTHas owunbka oueHkm (SE) moxeT BbITb BbluMCNEHa Kak kKBagpaTHbIn kopeHb n3 MSE:

n

1

SE = n_ZZ(yi — ax,— bY?
1=

OTa owunbka OLEHKM MOoKa3blBaeT, HACKOMbKO TOYHO MMHENHas annpoKCUMauus COOTBETCTBYeT
MCXOAHbIM AaHHbIM. Yem MeHblue SE, Tem 6onee ToyHa nvHeriHas annpokcMMauus.

3aknioveHne. MeTog HauMeHblUMX KBagpaToB SABMASETCH MOLUHbIM  MHCTPYMEHTOM  Ans
onpegeneHns BeposTHENLEro 3Ha4YeHNss N3MEPEHHON BENUYUHBI U OLEHKN ero TOYHOCTM. JTOT MeToA
LUMPOKO McMonb3yeTcss B U3MKe, MHXEHepuKn, 3KOHOMWMKE W Apyr ux obnactsx, rge Heobxogumo
annpokcMMnpoBaTb faHHble NUHenHon yHKumen. Kpome Toro, Metof HavMeHbLUUX KBaApaTOB MOXeT
ObITb 0606LLEH Ha gpyrve Tunbl PyHKUNMIA, Takue Kak MNOSIMHOMbI U SKCMOHEHUManbHble yHKUMK. B aTux
crnyyasix npouecc MWHUMWM3aLUM CYyMMbl KBagpaToB OTKMOHEHWW aHanornyeH, HO WCMOorb3YTCs
cooTBeTCTBYIOWMNE DYHKUMOHAMNbHbIE POPMbI.

HecmoTpsl Ha Bce npeumyllecTBa MeToda HauMMEHbLUMX KBagpaTtos, cnefyeT MOMHUTb, YTO OH
npeanonaraeT JMHENHYI 3aBUCUMOCTb Mexay nepemMeHHbiMu. Ecnn 3aBucuUMOCTb He gBnseTcs
NWHeNHON, pe3ynbTaTbl MeToAa MOryT ObiTb HETOUYHBIMY UM HEMPUIOAHBIMU AfS UCMOSb30BaHUS.
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YOK 621.391

PACYHET KPUTEPUEB TOYHOCTU PE3YJIbTATOB
PABHOTOYEYHbIX U HEPABHOTOYEYHbIX U3MEPEHUA

MameneHok M.C. ep.263101

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo31eKmpoHUKU®
2. Munck, Pecnybnuka benapyck

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. KT

AHHOTaums. B pgaHHON cTaTbe paccMOTpeHa Tema pacyeT KpUTepMeB TOYHOCTW Pe3ynbTaToB PaBHOTOYHBLIX U HEPaBHOTOYHbLIX
usmepenuii. MNMpeacraBneHsbl Ans pacyeTa KpUTepun TOYHOCTW pe3ynbTaToB PABHOTOYHbLIX M HEPABHOTOUHbLIX M3MepeHuid. MNprBeaeHsb
NPUMEPbI NPUMEHEHNS! KPUTEPUEB TOUHOCTU PE3YILTATOB PABHOTOYHBIX M HEPABHOTOUHBLIX U3MEPEHWIA.

KnioueBble cnoBa: paBHOTOYHbIE N3MEPEHUS, HEPABHOTOYHbIE N3MEPEHUS], KPUTEPUIA TOYHOCTU, HOPMaribHbIN 3aKOH pacrnpeaeneHus,
OLLMOKM.

PaBHOTOYHLIMK  (paBHOpPACCESHHbIMM) Ha3bIBAlOTCA HE3aBUCUMblE WU3MEPEHUS MNOCTOSTHHOW
BEMWYMHbI, pe3yrnbTaTbl KOTOPbIX MOMYT paccMaTpmBaTbCs Kak ClyvyanHble, pacnpeaerneHHble no ogHOMY
U TOMy e 3akoHy. B BomblwiunHCTBE cnydaeB npu 06paboTke pPaBHOTOYHBLIX U3MEPEHWA UCXOAAT W13
NPeanofnoXXeHns HOPMarbHOrO 3akoHa pacnpederneHns pesynbTaTOB M CryyariHbIX MOrpeLuHocTen
namepeHui. MNMpn 06paboTke pe3ynbTaToB U3MEPEHUIA, ECNN U3BECTHA CUCTEMATUYECKAs NOrPELLUHOCTb, B
KaxkObln U3 pe3ynbTaToB U3MePeHUi BHOCAT nonpasky. [10CKkonbKy cuctemMaTnyeckast MorpeLlHoCTb Takum
obpa3om ycTpaHeHa 13 pe3ynbTaToB U3MEePeHUii, TO AUCNIEepPCHs NOrPeLLIHOCTN ABNAETCA OAMHAKOBOMW AN
BCEX M3MepeHU. PaBHOTOYHbIE M3MEPEHWS BbINOMHATCA OOHVM U TeM e CPeACTBOM U3MEPEHUN.

MHorokpaTHble M3MepeHnsi OQHOTO NMOCTOSHHOIO pa3Mepa Benu4YMHbl N0 rPagyupOBaHHbIM LLKanam
WHTEPBanoB 1 OTHOLUEHWUI BbINOMHAOTCS B NOCIeA0BaTeNbHOCTH, MOKa3aHHOW Ha puc. 1.

1. Ananu3 anpHopHoil HH(OpPMAIMK, ONpeieleHne NonpaskH €,

l

2. [lony4eHne n He3aBHCHMEIX 3HAYEHHUIT OTCHETA X;

]

3. IMepesoj Beex X; B 3HaucHus mokazanus X=x,(Q)

4. BHeceHHE NONPABOK H MOMY4CHHE HE3ABHCHMEIX 3HAYCHHIT
pe3ynbTata H3mMepenus O =X, +6);

5. Ouenka CPEOHETO 3HAYCHHA PE3YILTATA HIMCPCHHA

l n

6. OHC[IKB CPEIHCKBA/IPATHYECKOTO OTKIOHCHHA pE3yibTaTa
H3IMCPCHHA

I - L.
Sg=4]— > (0-0
[3 n—-1 Z(—i —n)

i=l1

@

PMC)/HOK 1- nopﬂ,D,OK BbIMOJIHEHNA MHOIOKPaTHOIro M3aMepeHna nNnpu paBHOTOYHbIX 3HAYEHUAX
oTcyeTa
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lMepen BbLINONHEHWEM U3MEPEHUA HeobXO4MMO MpPOBECTU TLATENbHbIN aHanM3 anpuopHom
nHdopmauun. MNMpexae Bcero, Npu He06XoAMMOCTU, OOMKEH BbITb pacCMOTPEH BONPOC 00 MUCKNIOYEHUN,
KOMMeHcauum nnu ydyete Bnusowmnx ¢aktopos. Mpyn NOAroToBKe K M3MEPEHUAM NPUHUMAOTCA Takue
Mepbl, Kak TepmocTaTupoBaHue (KOHOVMLUWOHMPOBAHWE), 9SKPAHMPOBaHWE MOMELLEHW, a Takke
aMopTM3auunsl CpeacTB M3MepeHuin. BakHbIM AeNCTBMEM MOATOTOBUTENBHOMO 3Tana SABMSETCs aHanvs
BNMAIOLLMX DAKTOPOB M ONpeaeneHne cnocoba nx NCKIMYEHNS.

pybon owmnbKoM nnu NpoMaxom SIBNSIETCA 3HaYeHuMe OTcYeTa, CYLEeCTBEHHO oTnuyaroweecs oT
OXWOAaeMoro 3HayeHusi Npy AaHHbIX YCIOBMSAX NPOBEAEHMS U3MepUTENbHOro akcrnepumeHTta. OBbIYHO
rpybbie owWunBKM SABMASIOTCA CrneacTBMEM 3HAYUTENbHOrO (MHOrA4a BHE3arnHOro) M3MEHEHUs YCIOoBUN
aKCcnepmMMeHTa: BPOCKN HaNPSXXEHMST UCTOYHUKA ANEKTPONUTAHNS, HEYyYTEHHOE U3MEHEHME OKpYXatoLLen
TeMnepaTypbl, a Takke HenpaBUIibHbIA OTCYET NOKa3aHWUi CpeacTBa U3MEPEHUN UNKU ONUCKM B NPOTOKONEe
akcnepumMeHTa. [JaHHble ownbkM, COrmacHO TeopuUU HaAeXHOCTU 6onbLnX CUCTEM, MOTYyT WUMETb
CYLLECTBEHHbIE BEPOATHOCTU MX MOSIBNEHUs. MIHOoraa oTnuyue pesynbTaToB W3MEPEHUA HACTOMbKO
BENWKO, YTO ownbka ABnseTcs sIBHO BUAUMOW. B aTom cnyvyae HeobXxoauMO BbIACHUTb U YCTPaHUTb
NPUYMHY OTKITOHEHUIM MK OTOPOCUTL 3TOT pesynbTaT Kak 3aBeAOMO HeBepHbl. Ecnun otnnums He Tak
BEMWKN, TO 3TO MOXeT ObiTb CreACTBMEM KaK OLIMOKK, Tak U paccemBaHusa otcyeTa. [MoaTtomy owmnbkm
MOXHO OTHECTU K KAaTEropum CRy4arnHbIX NOrpeLLHOCTEN U A1 UX BbISIBNEHWS crieayeT NPUMEHSITb METOAbI
NPOBEPKU FMNOTE3 TEOPUN BEPOSATHOCTEN.

Haubonee npocTeiM M MpPOM3BOAUTENBHLIM METOAOM OOHapyeHWst OoWwuMboK B MaccuBax
3KCMepMMEHTarnbHbIX daHHbIX SBNSETCA MpaBuNo «Tpex curM». CywHOCTb npaBuna COCTOUT B
cnegywowem. Ecnm npu MHOroKpaTHOM U3MEpPEHUN OAHOW M TOW XKe BEeNMYMHbI NOCTOSIHHOIO pasmepa
COMHUTENBbHOE 3HAYeHME pe3ynbTata U3MepeHNsi OTNIMYAETCS OT CPeAHEro 3HayYeHust bornbLue YeM Ha Tpu
BEMNNYMHbI CPEOHEro KBaapaTMYECKOro OTKNOHEHMS, TO C BepOATHOCTLIO 0,997 OHO ABnsieTCa OLMBOYHbIM
n ero crniegyeT oTbpocuTb.

Mpun ocyLLEeCTBNEHNM TOUHBIX U3BMEPUTESbHBIX 3KCNEPUMEHTOB U U3BECTHOM (HOPMaribHOM) 3aKOHe
pacnpegeneHvs MOrpeLHoCTen pesynbTaToB U3MEpPeHW UCMNonb3yeTcs APYron Meton obHapyxeHus
ownbok, ABnaWNNCA Mogudukaumen npaesuna «Tpex curm». B atom cnyyae npoBepsiemasi runoTesa
COCTOMT B TOM, YTO HEKOTOPbIA pe3ynbTaT He COAEepXWUT rpybor MNOrpelwHocT 1 MpUHaanexuT
COBOKYMHOCTW BO3MOXHbIX 3HAYEHWUI pe3ynbTaToB U3MEPEHUI C AaHHbIM 3aKOHOM pacrpegeneHus.

HepaBHOTOYHBLIMUN ABMAOTCS U3MEPEHUS, B KOTOPbIX CPeAHME apudMeTUYECKME 3HAYEHUS B psifax
N3MEpPEHU SABMSIOTCA OLEHKaMM OOHOr0 U TOro XXe 3HA4YeHUs U3MepPSEMOW BENUYUHBLI, a OLEHKM
AVCMEepCUi CyLLLECTBEHHO OTNMYAOTCA Apyr OT Apyra.

HeobxognmocTtb 06paboTkm pe3ynbTaToB HEPABHOTOUHbBIX PSAOOB U3MEPEHWNA BO3HMKAET, MMaBHbIM
obpas3om, npu peLleHnn U3MEPUTENBbHOW 3adayn BbISBNEHUST HE WCKITHYEHHBIX CUCTEMATUYECKUX
norpewHocten. B aTom cryyae un3MepeHWa OOHOWM W TOW >Xe BESIMYUHbI MPOBOASATCA HECKONbKUMMU
onepatopaMu pasnuMyHbIM1 MeTO4aMN U Pa3HOTUMHBIMWU CPEACTBAMU, UMEKLLUMM PA3HYHO TOYHOCTb.

Ecnu B cchopMumpoBaHHbIX psgax pe3ynbTaTtoB NofyYeHHble cpegHme apudMeTmyeckne 3HavyeHus
pasnuYalTCsl HECYLEeCTBEHHO M He BbISBMASKTCA CUCTEMATMYECKME MOrPELIHOCTM WU3MEPEHUNA, TO
uenecoobpasHo 00beANHUTL BCE pe3ynbTaThl B e4NHBIN MAacCKB C Lienbto NonyyYeHns bonee 4OCTOBEPHOM
OLEHKN N3MepSIEMOW BEMNNYUHDI.

Ecnu cpegHue apudmMeTnyeckne 3HayeHMs KOPPEKTHO MPOBEAEHHBIX NU3MEPEHUI OOHOW U TOW e
BEMWUYMHbI PasfMYHbIMU METOAaMuM M CPeAcTBaMy OTNMYAOTCS CYLLECTBEHHO, TO MO BbIYUCIEHHBLIM
3Ha4YeHVAM onpefensieTcs cucTemaTuyeckas NorpeLHoCcTb MeETOA4A UMM CPEACTBA U3MEPEHMS.

Heobxognumoctb 06paboTkm pe3ynbTaToB HEPABHOTOYHBLIX M3MEPEHUN BO3HMKAET TaKke, ecnu
KOHTPONb WM3Oenuin MpPOBOAUTCA B pasHbiX labopaTopusix pasnuMyHbiMWM MEeTOAaMu U MOJTyYeHbI
oTnMyaromMecss gpyr OT [pyra 3KCnepuMMeHTanbHble AaHHble. B gaHHOM cnydvae, ucnonb3ysi Bce
UMerLLMecs pesynbTaTbl U3MepEHUA, HEOOXOAMMO NONy4MTb 6onee AOCTOBEPHOE 3HAYEHNE BENUYUNHBI.

[aHHaa oueHka SABNAETCA CpedHEB3BELLEHHOW, a OOpaTHble AWCNepCUn pPsaoB U3MEPEHWN
BbICTYMAlOT NPU 3TOM Kak Beca OTAeNbHbIX CpeaHnX apndmMmeTmyecknx. Beca xapakrepumsyoTcsi CTENEHbHO
[OBEpUS K COOTBETCTBYIOLLMM HabnogeHusMm. Yem 6onblue HabniogeHWn B KaxXgoM pagy M Yem MeHblue
avcnepcust pesynbtaToB, Tem Gonblue cTeneHb AOBEPUS K MOJTyYeHHOMY cpegHeMy apudMeTUYeckoMy
psaa u Tem ¢ 60NbLIMM BECOM OHO YYMTbIBAETCSA MPU ONPELENEHNN UCTUHHOTO 3HAYEHUSA N3MEPSEMOMN
BEMUYMHBbI.

[lo cnx Nop Mbl FOBOPUIM O pe3yrbTaTtax U3MePEHUIN, TOYHOCTb KOTOPLIX (CTEMEHb 4OBEPUS K HUM)
Oblna oguHakoBas, BecbMa 6rm3kas no BenmymHe. CTporo roBopsi, B NpMpoae U3MEPEHUI HE CyLLeCcTBYET
paBHOTOYHbLIX BenuyuMH. ObecneunTb 3TO BeCbMa CIIOXKHO, A BO MHOIMMX Criydasix U HET B 3TOM
HeobxoamMMocTu. K paBHOTOYHBIM M3MEPEHMSAM MOXHO OTHECTU BCE pe3yrbTaTtbl, MOrPELUHOCTU KOTOPbIX
He BbIXOOAT 3a npegenbl AONYCTUMOM BeNUYUHBLI, Hanpumep, OBOWHOW cpefHen KBagpaTudeckon
MOrpeLLHOCTH.
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Yacto nmpuxogmutcs MMeTb OeNno C pasHOpPOAHbIMW BenuyuHamu. Hanpumep, npv BbINOMHEHUN
reofe3nyecknx U3MepeHun NCnonb3oBaTh pe3ynbTaTbl ANVH NIMHWIA, KOTOPbIE 3HAYUTENBHO OTAMYaOTCA
no BenuynHe, NMbo n3aMepeHbl pasHbIMK NO TOYHOCTU Npudopamu, NMMBo OAHOPOAHbIE BEMMYMHBI B rpynne
N3MepeHbl PaBHOTOYHO, HO C pasHbIM YMCIIOM M3MEpPEHWI B rpynnax u T.n. B atom cnyyae, npu oueHke
TOYHOCTU, FOBOPAT O HEPABHOTOYHBIX U3MEPEHMUSIX.

Ecnu B kayecTBe Beca pesynbTata U3MEPEHUS B3ATb YMCIO, KOTOPOE XapaKTepuayeT TOYHOCTb, TO
Nno CMbICINY CrOBa BEC MOXHO Cka3aTb, YTO, Yem Bonblle Bec pesynbTaTa, TEM Bbille ero TOYHOCTb (TeM
MEHbLLUE MOrpeLHOCTb, C KOTOPOW MNONyyYeH AaHHbIM pe3ynbTaTt). T.e. BeCc Haxoautcsa B obpaTHo
NPOnopLMOHanNbLHOM 3aBUCMMOCTHM OT NOrPELUHOCTU pe3ynbTaTa.
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YOK 621.391

OBPABOTKA LIM®POBbIX U30EPAXEHU NOCPEOCTBOM
CBEPTKU

Mamycesuu 1.A.Y, Cypsuno U.C.%, Typno A.B.:cmydeHmsi 2p.060801

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo31eKmpoHUKU®
2. Munck, Pecnybnuka benapyck

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. KT

AHHOTaumsa. B paHHON cTaTbe paccMOTpeHa Tema CBepTkM LMcpoBbIX M30OpaxeHUA. OnncaHbl OCHOBHbIE MPUHLMMLI CBEPTKU W
npMMeHeHWe 3Toro MeToada Anst 06paboTku n3obpaxeHuin. PaccmMoTpeHbl NonynsipHble sapa Ans CBEPTKU U 0OBbACHEHbI UX pasnuuus.
MpuBeaeHb! NpUMEPLI NPUMEHEHNSI CBEPTKY 1 0603HaYeHb! NpenMyLLecTBa 3Toro MeToda o6paboTkv M30BpaKeHWA.

KnroyeBble cnoBa. ceepTka, 06paboTka nsobpaxeHui, 94po cBepTky, ahdeKTbl CBEPTKU, MPUMEHEHNE CBEPTKW.

N306paxeHnsi, co3gaHHble C MNOMOLWBK LMAPOBLIX TEXHOMOMMW, BCTPEYalTCA MNpaKkTUyYecKu
noecemMecTHo. Kak credcTBue, BaXHOCTb Hay4vHbIX MCCrnegoBaHMM B 3Tow obnactu, B CBSA3W C
pacnpocTpaHeHWeM KOMMbIOTEPOB, CUCTEM MALUMHHOIO 3PEHUS U MHCTPYMEHTOB Ans o6paboTku u
XpaHeHWs AaHHbIX U N306paxkeHUN, 3HaunTenbHo Bo3pocna. CBepTka M306paxeHnin ABNAeTCA akTyanbHON
N Ba)XKHOW TexHorormen B obnactn obpadoTku n3odpaxeHuin.

CsepTka ncnonb3dyeTcs BO MHOMMX 06nacTax, OOQHMMU U3 OCHOBHbIX SBMSAIOTCA:

1. KomnbloTepHOe 3peHne: ceBepTka MCNomnb3yeTcsa Ans oOHapyeHusa 1 BblAeneHns o0bLeKToB Ha
n3obpakeHumn, pacnosHaBaHus obpasos, CermeHTauum n3obpaxeHun, ycTpaHeHus Wwyma u T.4.

2. ObpaboTka curHanoB: cBepTka Ucnonb3yeTcs Ans unbTpauum CUrHamnoB, YCTpaHeHus LyMma,
CXKaTus AaHHbIX, aHanu3a cnekrpa u T.4.

3. ®PuHaHChI: cBEpPTKAa MCMOMb3yeTcs ANS aHanu3a BPEMEHHbIX PSAO0B, Taknx Kak KOTUPOBKWU akLuUin,
KypCOB BantoT u T.A.

4. CeTn nepegaum AaHHbIX: CBepTKa ucnonb3yetcs Ans obpaboTkvM curHanoB B ceTax nepegayv
AaHHbIX, HaNnpumep, Ans eKoaNpoBaHWSA CUrHamNoB, YCTPaHeHUs Wyma u T.4.

5. MawunHHOe 06y4yeHne: cBepTKa NCnonb3yeTcs B ryGOKOM 06y4eHUn Ans n3srneyYeHns NpnusHakon
13 n306paxxeHnin, ayamo 1 BUAEO, U Ans Krnaccudukaumm n pacnosHaBaHnsi OO bEKTOB.

B paHHon paboTe Haubonbllee BHUMaHue OygeT yaeneHo cBepTke u3obpaxeHui. CeepTka
n300paxxeHnn — 3TO MaTemMaTmyeckas ornepaumsi, KoTopas No3BoNsgeT NpUMeHATb S4p0 (Mnn puneTp) K
KaXXOoMy MUKCento m3obpaxeHusi, 4Tobbl NONy4YMTb HOBOE M3obpaxeHue C U3MEHEHHbIMWU CBONCTBaMM.
Appo ceepTky (Mnn unbTp) — 3TO MaTpULa KOIPPULNEHTOB, KOTOPas NepemMeLLaeTcs No M3obpaxkeHnto
C onpegeneHHbIM Wwarom (war csepTkn). Kaxgbll anemMeHT sapa yMHOXaeTCd Ha COOTBETCTBYHOLUUA
3MneMeHT n3obpaxkeHus, Ha KOTOPOM OHO HaXOAUTCS, a 3aTeEM BCe 3TU NPOM3BEAEHUS CYMMUPYIOTCSH. DTOT
npouecc NOBTOPSAETCA ANA KaXAoW no3uvuMu sagpa Ha nsobpaxeHun, noka Bce nsobpaxeHue He Gyget
npongeHo ceepTkon. Pasmep n 3HaveHns koadbpuumeHTOB sapa onpeaensioT, kakon addpext byger
UMeTb CBepTka Ha usobpaxeHve. Hanpumep, ecnu ncnonb3oBaTtb S4p0, KOTOPOE COAEPXKUT BbICOKME
3HauYeHNs1 B LIEHTPE M HU3KME 3HAYeHUs MO KpasiM, TO cBepTka OyaeT BblAeNnsiTb KOHTYpbl OOBEKTOB Ha
nszobpaxeHmn. Ecnm ucnonb3oBatb S4pO C oTpuuaTenbHbIMM KoaddpumumeHTamn, TO cBepTka Oyaet
OCYLLECTBMATb MHBEPCUIO LBETOB Ha N300paxeHnw.

Pa3nunyHble ggpa MoryT ObiTb MCMONb30BaHbl ANS1 AOCTUXEHWS pasnuuHbliX adhdekToB npwu
0b6paboTke M30bpaxeHWin, TakMx Kak punbTpaums LWymMa, yBenmyeHne peskocTu, obHapyeHne Kpaes u
TekcTyp, u T1.4. Kpome Toro, Ans onpegeneHHbiXx 3agay, Takmx Kak obHapyxeHue OOBLEKTOB Ha
n3obpaxkeHum, MOryT ObITb WCMOMb30BaHbl crneunansHo oby4veHHble agpa. B uenom, sgpo ceBepTku
ABNSAETCA OOHUM U3 Hanboree BaXKHbIX 3JIEMEHTOB Npu 00paboTke M3obpaXKeHUin ¢ NOMOLLIbIO cBepTku. OT
npaBurnbHOro BbibOpa sApa 3aBUCUT, Kakyld MHGOPMaLMIO MOXHO U3BMEYb U3 M300padKkeHWs U Kakyto
3agayy MOxHO pewwnTb. CyllecTByeT MHOXECTBO PasfM4yHbIX FOTOBbIX S4ep ANS CBEpTKU, Kaxaoe u3
KOTOpbIX MOXeT OblTb MCMONb30BaHO Ans 06paboTkM n3obpaxeHu B 3aBMCUMMOCTU OT 3agayn. Hwke
nepeuncrneHbl HEKOTOpble U3 Hanbornee NONYyNApPHbIX AAep Ans CBEPTKN U300paXKeHW:

1. Agpo Cobens — 310 AApPO Ucnonb3yeTcs Ans obHapyxeHus KpaeB Ha m3obpaxeHun. OHO
COAEPXNUT 3HaYEHUS, KOTOPbIE NO3BOMSAIOT ONPEAENUTL HanpaBeHe Kpas U ero MIHTEHCUBHOCTL. [pumep
paboTbl AaHHOro sApa NpeacTaBneH Ha pucyHke 1.

2. Appo Naycca — 370 A4p0 MCNOMb3yeTCs ANs pasmbITUA N306paXeHns UNn yMeHbLUEHUS LWyMa.
OHO copepXuT 3HayeHusl, KOTopble MMEIKT pacnpegeneHve [aycca BOKPYr LEHTpanbHOro nuKcens.
Mpumep paboTbl Tak ke NpeacTaBfieH Ha PUCYHKe 2.
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3. Apgpo lMpronTTa — 3TO A4PO TakKe UCMNOoNb3yeTcs Ana oOHapyXeHust KpaeB Ha M3obpaKeHnn, HO
OHO boree YyBCTBMTENBHO K yriam un cogepxut 6onblie nHcpopmaumm o6 yrie kpasi.

4. Appo Jlannaca — 3710 s4po ucnonb3yeTcsa Anst obHapyXeHnst TEKCTyp Ha udobpaxeHun. OHO
COLEPXUT 3HAYEHNs!, KOTOpble BbIAENSIOT 00NacTu ¢ pa3nMyHbIMU UHTEHCUBHOCTAMMU.

5. Appo megmnaHHoro dunbTpa — 3TO A4PO UCMONb3YeTCH AN yaaneHus Wwyma Ha n3obpaxeHuu.
OHO 3aMeHsIeT Kaxabll MMKCeNb Ha MeAMaHHOE 3Ha4YeHne B OKPECTHOCTM 3TOro MUKCENs.

PucyHok 1 — MNMpumeHeHune agpa Cobens kK nsobpaxeHuto.

PucyHok 2 — MpumeHeHne sigpa Maycca k u3obpaxkeHuto.

Takum o6pa3om MpuMeHsia pasHoobpasHble UNbTpbl U MX KOMOMHAUUM MOXHO A06UTbCA
Tpebyembix addektoB. CambiMM YacTo uUcnofnb3yembiMn 3adcpekTamm 00paboTkn M3obparkeHui
SABNAOTCA:

1. CrnaxuaHue n3odbpaxeHus. 310 3PGEKT, KOTOPLIN UCMONb3yeTCH A4St CMArYeHUs N300paxkeHus
W yganeHus Menkux getarnemn, 4to nomoraeT caenaTtb usobpaxeHne 6onee npurogHbIM Ansi 06paboTku.
CrnaxuBaHue MOXeT ObITb MONE3HO, KOraa HYXXHO YMEHbLUWUTb LWYyM B M3obpaxeHnu unun caenatb ero
©onee ogHOPOOHbBIM.

2. YcuneHue kpaeB. NpumMeHsieTcsa onst BblAeNeHNs rpaHnL, 00beKTOB Ha M300paxeHun. YcuneHue
KpaeB MOXeT ObITb MOne3HbIM, korga TpebyeTtcs caenatb OObekTbl Bonee SiPKUMU U KOHTPACTHbIMU, U
BbIOENUTb UX Ha (OHE.

3. ViameHeHMe KoHTpacTa U gapkocTU. JTO 3PdEKT, KOTOpbIA UCNONb3yeTcda AN U3MEeHeHUus
KOHTpacTa un pkocTn n3obpaxeHnsi. MoXHO Mcnonb3oBaTb 3TOT adhdhekT, YTOObI caenaTb n3obpaxeHue
ornee APKUM UNKN TEMHBIM, YBENTMYNTL KOHTPACTHOCTb, U cAenaTh LBeTa 6onee HacbILWEeHHbIMU UK MEeHee
SAPKUMMU.

4. VIameHeHne pa3mepa n300paxeHUs - UCNOoNb3yeTcsa ANst U3BMEHeHUs1 pa3mepa mn3obpaxeHus. C
NMOMOLLbIO CBEPTKM MOXHO YMEHbLUUTD UKW YBENUYUTbL n3obpaxeHune, 4Tobbl OHO cTano 6onee NpuMrogHbImM
ONS MCMONb30BaHUS B pasfiMyHbIX KOHTEKCTaXx.
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5. YaaneHue wyma. 310 adhpekT, ansd yaaneHnss Menkux getanen n apyrux anemMeHToB, KoTopble
MOTYT BbIMMAAETb KaK LUYM.

6. BoigeneHue Tekcta. Micnonb3yeTca Ans BblgeneHus Tekcta Ha u3obpaxeHunn genas ero bonee
YETKUM N KOHTPACTHbIM, YTO MOMOXET YNy4YLLUTb €r0 YATAEMOCTb.

7. OeTtektupoBaHue rpaHul. OddekT, KOTOpbIA UCMONb3yeTcs AN BblAENEHUS rpaHul, Mexay
06bekTaMy Ha n3obpaxeHuun.

8. OcBeTneHue wn 3aTeMHeHWe onpegeneHHbIX obnacten u3obpaxeHusa. [NpumeHseTca anga
N3MEHEHNs1 APKOCTW N KOHTpAacTa onpeaeneHHbix obnacten Ha nsobpaxeHum [1].

B pamkax ctatbu, Gbina paspaboTaHa nporpammHas peanusauusa cBepTku. B Hee BkntoyeH
anropuTm utepaTmMBHOro nepebopa Kaxaoro anemeHTa n3obpaxkeHus 13 Kakaoro KaHana, pacyeT CBepTKU
C UCNoONb30OBaHWEM siapa B LEHTPe KOTOPOro HaxoguTCs SKOpb M MpUMEHeHue ObICTporo anroputMma,
OCHOBaHHOro Ha 6bICTpoM npeobpasoBaHun Pypbe. Becb 3TOT pyHKUMOHan 6bin NOMeLWeH B OAHY
nognporpammy. B kavecTBe aprymeHToB, pfaHHas yHKUMS NpPUHMMaeT TPEXMEpPHbIA MaccuBs,
npegcTtaensoLwmi cobor pasgeneHHoe Ha kaHanbl M30bpaxeHne, 94p0 CBEPTKM, ABnsioLLeecs PUNbTPOM
MO OTHOLLUEHWUIO K MHOTOKaHarbHOMY M300paXXeHuto, U OOMOSNHUTENbHbIE OTBEYALINE 32 BHYTPEHHIOK
paboTy nognporpaMmmMbl Onuum.

B pamkax utepatmBHOro anroputma nepebopa, nepeaBuKeHve MAOET Mo CTpoKaMm u ctonbuam
MaccuBa pasHblX KaHanoB. [1ns nony4yeHnst 3Ha4eHus, KOTOpoe 3anuLieTcsa B MaTpyLy OTOUNbTPOBAHHOIO
n3obpaxeHnsi, yMHOXalTCA 3HAYEHUA OOHOrO M3 KaHamnoB Ha S4pO0 CBEPTKU. [aHHbIN anroputm MMmeeT
cnenywoLwnn Bua;:

new_image = full([new_image_height, new_image_width, new_image_channels], 1)

image_str_num (new_image_height):
inage_pixel_num (new_image_width)
image_channel_num (new_image_channels):
new_image_pixel = sum(image[image_str_num:image_str_num + kernel_height,
image_pixel_num:image_pixel_num + kernel_width,

image_channel_nun] * kernel)

new_image[image_str_num] [image_pixel_num][image_channel_nun] = new_image_pixel

PucyHok 3 — Anroputm cBepTku

[na peanu3auun ObICTPON CBEPTKU U, COOTBETCTBEHHO, ObICTpON unbTpaumnm nsobpaxeHus 3a
OCHOBY B34TO ObicTpoe npeobpasoBaHne dypbe. B anropntme BbIUNCNAETCSA CNEKTP KaX4oro U3 KaHarnos
n300paXKeHus 1 Mo OTAENbHOCTM YMHOXAalOTCSA Ha CMeKTp siapa cBepTku. Kaxxgoe nonyvyeHHoe 3HadeHue
3anMcbiBaeTca B MaTpuuly, KOTopasi M sBNSETCA NpeAcTaBlieHMEM HOBOrO, OT(UMIbLTPOBAHHOMO
n3obpaxeHus:
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kernel

new_image_height - 1), (0,
fft_kernel = f

new_image_width - 1)))

e_channel =

channel_num (new

new_image_channel.append(real

= new_ima

new_image_height, new_image_width =
full([new_image_height, new_

new_image_channels > 1:
image_str_num
_num

channel_num

hannel_num] = \

tr_num] [image_pixe

new_image = new_image_channel[@]

PucyHok 4 — AnropuTtm 6bICTpON cBEPTKK

Wcrnonb3ys oauH U3  BbIWENEPEYUCIEHHbIX  anropuTMoB, MonyvaeTcd OoTUNbTPOBaHHOE
nsobpaxeHne, BbiBogsilLleecs B rpadudecknii uHTepdenc nonb3oBaTens B ¢opmarte «go-nocrney, rae
neBoe n3obpaxeHne - UCXOAHOoe, a NpaBoe - OTunbTpoBaHHOe K npvmMepy, MPMMEHNB CriaXKMBaKLLMNA
dunbTp Maycca, ¢ pasmepom sigpa cBepTkn 13x13, nonyyaeTtca cnenytowee nsobpaxeHue:
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PucyHok 5 — MNprmep paboTbl anroputMoBs

MoaBoadst UTOr, MOXHO CKa3aTb, YTO CBEpPTKa SBMSETCS MOLUHbIM MHCTPYMEHTOM Ans o6paboTku
n300pakeHuin, KOTOPbIN MOXET WCMOMb30BaTbCA ANA CO34aHMs PasnnyHbiX 3PQEKTOB M ynyylleHus
KayecTBa n3obpaxeHuin. C e€ NoOMOLLbI0 MOXHO M3MEHSITb IPKOCTb, KOHTPACTHOCTb, LIBETOBYIO rammy U
apyrve napameTpbl M300paxeHus, a Takke OOHapyxuBaTb rpaHuubl OOBEKTOB Ha U300paxeHuu,
ynyylwaTtb pe3kocTb U AeTanusaumio ndobpaxeHus. Bcé BoiluenepevmcneHHoe gokasblBaeT, YTO CBepTka
- aKTyanbHad W BaxHas TexHonorms B obpaboTke u300pakeHWW W CUrHanoB, a ee NpUMEHeHue
NPOAOIMKaEeT PacLUMPATLCS B Pa3fnuyHbiX 061acTsX HayKn U TEXHOMOMNA.

CnuUcoK UCnonb3oBaHHbIX UCTOYHUKOB:

1. F'oHcanec P. Lindposas obpaboTka nsobpaxeHuii / MoHcanec P., Byac P. // Mocksa: TexHocdepa, 2005.
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YOK 621.391
ATAKA YHEPBOTO4Y1YHbI B MOBUJIbHbIX AD-HOC CETAX

Heyen Y.T, macucmparHm 2p.215101

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo31eKmpoHUKU®
2. Munck, Pecniybrnuka benapyck

Lieemkos B.FO. — [Jokmop. mex. HayK

AHHOTaumsa. [laHHaa cratbsl npefcTaBnseT o630p atakM 4epBOTOYMHBLI Ha MobunbHble ad-hoc cetn. B cratbe onucbiBatoTcs
OCHOBHbIE XapaKTepVCTVKM 1 NOCIeACTBUA 3TON aTakv 1 MeTOAbl, KOTOPbIE 3M0YMbILLNEHHWKN MCMNON3YIOTCS AN BbINOMHEHNA Takow
aTaku.

KnioueBbie cnoBa. MANET, ataka 4yepBoTounHbl, ad-hoc.

BBegeHne. B HacTosiee Bpems GecnpoBodHble CETM LUMPOKO WCMOMb3YTCA B PasfuyHbIX
obnactsax, B ToM uucrie n B MobunbHbix ad-hoc cetax (MANET). OgHako, B CBSI3M C UX OTKPbITOM
CTPYKTYPOM M OUHAMUYHOCTbLIO, OHU CTaHOBATCHA Oonee yA3BUMbIMW Afst aTak U yrpo3 6e3onacHoCcTy.
OpaHol u3 cepbesHblx yrpo3 6esonacHoct MANET siBnsieTcst aTtaka YepBOTOYMHbI. ATaka YepBOTOUMUHbI
MANET npeactaBnsieT cobon ataky Ha npoTokosbl MapwpyTtusaumm B MANET, koTopasi ocyllecTBnsieTcs
C MOMOLLBIO BHEAPEHUS 3MOHaAMeEpPEHHbIX Y3MOB B CeTb. B 3TOM aTake 3NoyMblUNEHHWK UCNONb3yeT
yS3BMMOCTb B NPOTOKOSE MapLipyTM3aunm, 4Tobbl BHEAPUTL CBOW 3fIOHAaMEPEHHbIV y3en B CeTb. OTOT y3en
3aTeM MOXeT 3axBaTbliBaTb MH(OPMaLMIO, MepexBaTbiBaTh NakeTbl AAaHHbIX UK HapyLwaTtb paboTy ceTw.
Llenb gaHHOM cTaTbn sBNSeTca npeactaeneHnem ob3op ataku 4epBoToumHel MANET Ha moBunbHble ad-
hoc cetn. B ctatbe ByayT onucaHbl OCHOBHblE XapakTepUCTUKM U MOCMEACTBUS 3TOM aTaku, a Takke
npvBeAeHbl MeToAbl Ans BbINOMHEHNS 3TON aTakw.

OcHOBHasl 4acTb. ATaka 4epBOTOYMHbI HaMpaBfeHa Ha noAcnywvBaHve WHGOpPMauMK, nHorga
XaKkepbl yCTpanBatoT aTaku, YToObl HAPYLUUTE NPOM3BOAUTENBHOCTL CETU. [iNa ataku Xxakepbl UCMOMb3YoT
ABa BPEeOOHOCHbIX y3na, KOTopble COeAMHATCA APYr ¢ APYrOM Yepes3 YacTHYHK CCbIfKy, HasbiBaeMyto
TYHHENUPOBaHNEM UMW C UCMONb30BaHUEM MEXaHU3MOB MHKaNCynaumun. Ataku yepes 4epBOTOUUHBLI MOTYT
BbINOSHATLCS B ABYX PEXMMAX: CKPbITOM peXUME U pexume npucoeguHeHus [1].

Mcnonb3oBaHMe YacTHOW CChINKW: ANSA aTaku Xakepbl UCMONb3yoT 2 BpedOoHOCHbIX y3na (M,, M,),
KOTOpble COeaMHAITCH APYr C APYroM 4epes 4YacTHbIM MyTb, Ha3biBaembl TyHHenem [2, 3]. MNony4yus
3anpoc mapupyTtusauun RREQ, 3noHamepeHHbIn y3en M, nepecbinaet nakeT RREQ k M, Yepes TyHHenb,
M., npogomxaeT nepecbinate RREQ k mecty HasHauveHus. MNonyums naket RREQ, y3en HasHaveHus
otnpaenseT nakeT RREP 4yepe3 TyHHenb K UCTOYHUKY. B pesynbTate UCXoAHbIW y3en ycTaHasnvsaet
MapLIpyT 4epe3 TYHHerlb, NMOCKOMNbKY 3TOT MapLUpyT CTOUT MeHbLle, YeM chakTuyecknin mapipyt. Ha
pucyHke 1 onvMcaHa ataka 4epBOTOUYUHbI C UCMOMNb30BAHUEM YACTHOWN CChISIKU.

Source N 1 _.’\_;TQ :\Ti *'?\'Til ; .. iF\.TS

34 _ j
B 7 ?919 'Q:u ,%2040
' ST T T TRy
N(, 32_.-. 18 W11 ;\8 Destination

PI/IcyHOK 1— artaka YepBOTO4YMHbI C UCMOJ1I30BAHNEM YaCTHOWN CCbIfKK

Onwucanue npouecca, NocpeacTBOM KOTOPOro UCXOAHbIV y3en N, o6HapyXumBaeT MapLUpPyT K MecTy
HasHayeHus Ny B TOMOMOrMK CETU C ABYMS BPEeOOHOCHbLIMU y3namu (M,, M,), COEANHSIOWMMUCS Yepes
TyHHenb. MicxoaHbIi y3en N, WmnpokoBellatensHo nepeaaet naket RREQ ansa obHapyxeHua mapLupyta K
Luenesomy Yyany Ng. [lepebin naket RREQ K MecCTy HasHayeHusi Ha TYHHENbHOM MapLupyTe:
{N,x M;x M,xNg}. Koraa naket nony4aet naket RREQ, 3noHamepeHHblii y3en M, AobGaenseT HOBYIO

122



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

3anucb B Tabnuuy MaplipyTtmMsaumu, 4tobbl NPeacTaBuTb MaplupyT K UCTOYHWUKY N;, WHdOpMauus o
sanucu: Node= N;, NH = N;, HC = RREQ.HC+1=1, SN=35. To4HO TaK e 3rnoHamepeHHbI y3en M,
nobaenseT HOBYIO 3anuchb B Tabnuuy mapuipyTu3aumu, YTobbl NPeacTaBUTh MapLUPYT K UCTOHMHUKY N,
Yyepes criegyownii nepexod M,, nHdopmauusa 3anucu: Node =N,, NH=M,, HC=RREQ.HC+1=2, SN=35.
HakoHeu, nocne nonydeHus naketa RREQ ysen HasHaueHus N, noGaBnsieT HOBYKO 3anucb B Tabnuuy
mMapLipyTusauuu, 4tobbl NpeacTaBuTb MaplpyT obpaTHO K N, 4epes credylowun nepexon M,,
nHpopmaums 3anucu: Node= N,, NH= M,, HC=RREQ. .HC+1=3, SN=35, 1 y3en HasHaueHus N, OTBeyYaeT
Ha mapLupyT, nocbinas naket RREP B HanpaBneHun {Ngx M,x M,x N,}. Kpome Toro, sTopoi naket RREQ
TaKkke [JocTuraeT MyHKTa HasHadyeHuss no mapwpyty {N,—N,—>N,—>Ny,—>N;,—>N;;—>Ng}. Ho ysen
HasHaueHus Ny oTbpackiBaeT BTOpOM nonydeHHbI nakeT RREQ, nockonbKy oH yxe obpabotaH. [letanu
yrnpaBnsioLLEero naketa u Tabnvusl MapLpyTmM3aunm nepedncrneHsl B Tabnuue 1.

Tabnuua 1 — Pe3ynbTaT 0GHapyXeHWsi MapLupyTa Npu aTake YepBOTOUMHbI

WHdopmaumsa o nakeTe Tabnuvua maplpyTmnsaumm
Maket Y3en
[LH] [IPsrc, IPast, HC, SN] Node NH HC SN

N, [N,] [N, Ng , 0, 35] NULL

N, [N,][N;, Ng, 1, 35] N, N, 1 35

N [N;]1 [Ny, Ng, 2, 35] N, N, 2 35

N, [N,] [N}, Ng , 3, 35] N, A 3 35

N; Maket RREQ He nony4eH

Ng [Ngl [Ny, Ng , 1, 35] N, N, 1 35
RREQ N, [N,] [Ny, Ng , 2, 35] N, N, 2 35

Ng [Ng] [Ny, Ng , 3, 35] N, M, 3 35

Ny [Nol [Ny, Ng , 3, 35] N, N, 3 35

Ny [N1o] [Ny, Ng , 4, 35] N, Ny 4 35

Niq [N;;] [Ny, Ng , 5, 35] N, Nio 5 35

M, [M,] [Ny, Ng , 1, 35] N, N, 1 35

M, [M,] [Ny, Ng , 2, 35] A M, 2 35

Ng NHuumnanunsauua naketa RREP [Ng] [Ng, N, , 0 ,45]

M, [M,] [Ng, N, , 1, 45] Ng Ng 1 45
RREP

M, [M,;] [Ng, N, , 2, 45] Ng M, 2 45

Ny [N;] [Ng, Ny , 3, 45] Ng M, 3 45

Mcnonb3oBaHve WHKaNcynsuuMu: 3TOT MeTod MWCMonb3yeT 2 BpPefoHOCHbIX Yy3na, KoTopble
oTobpaxaloTCsl B CeTU Kak 00blYHbIe y3rbl. [ony4me naket RREQ, 3noHamepeHHbIV y3en nHKkancynmpyeT
ero nepep nepefadven naketa RREQ nonyyaTento yepes gpyrne npomMexyToudHble y3nbl. MHkancynsaums
BbINOMHAETCH TakuM e obpasom npu nonyyeHun naketa RREP. Llenb coctout B TOM, YTOObI CHU3UTb
CTOMMOCTb MakeTa ynpasreHus nyTeMm, ycTaHoBMB 3HadveHue nonsg HC paBHbim 0. Kpome TOro,
3rIOHaMEpEeHHbIA  y3en yeenuuuBaeT 3HadeHne nonst ID_broadcast naketa RREQ, 4ToGbl cocef
cornacuncsa obpabotaTb NakeT, ECNK OH y)XXKe NOMy4YunIT ero TOT Xe NakeT oT Apyroro coceaa. Llens coctont
B TOM, YTOBbI MICXOOHBIN y3en yCTaHOBMUI NyTb NO MapLUPYTy, cogepxallemy BpeAOHOCHbIN y3en, MoToMy
YTO CTOMMOCTb HWXE, 4YeM akTU4eckui mapupyt. B 3aBMCMMOCTM OT MECTOMOMOXEHUS MapLupyT
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COOEPXNUT OOWH UM ABa BPEAOHOCHbLIX y3na [2, 3]. ATaka C MCMNOSib30BaHMEM MeToda MHKancynsumm
ornuvcaHa Ha pUCyHke 2.

" Ns

o
A'TS Destination
o1 |

PucyHok 2 — ATaka 4epBOTOUYMHbI C MCMOSNb30BAHMEM UHKAMNCyNALnm

Ha pucyHke 2. nokasaHbl iBa BP€OHOCHbIX Y3rna M, U M,, UCMONb3YOLLME MHKaNCYyNALMIo AN aTaku
Ha ceTb. Y3en N, nonyyaet oba naketa RREQ oT nctoyHuka N, no mapuwpyty {N,—N,x N,} un {N,—
Ngx M;}. Y3en N, oBHapyxuBaeT, 4TO pacxop fnoucka 4Yepes Creaylowmin nepexoa M, cocrtaenset 1
nepexopn, NoTomy 4to 3HayeHve HC naketa RREQ MOBTOpPHO MHULManNM3npyeTcs npu nepeckinike Yepes
M, . Takum obpasom, N, ycTaHaBnmneaeT obpaTHbIN MapLUPYT K UCTOYHUKY Yepes criedytowun nepexon M, ,
nobaenas HOBYW 3anucb B Tabnuuy mapuipytusauun, uHdopmaums o 3anucu: NODE=N,, NH=pM,,
HC=RREQ.HC+1=1, SN=35. NMakeTbl RREQ, nocTynatoLime oT N,, He MPUHUMAIOTCA U3-3a 6oree BbICOKOW
CTOMMOCTW. Y3en HasHaudeHus N, nonydaeT 2 naketa RREQ, npuxogsdwmx ot y3nos N;; U M,, Naker,
NPUXOAALMA OT N;; UMeeT CTOMMOCTb 3 NepexofoB, MOCKOSMIbKY OH [AOSHKeH nepecbinartbca yepes 3
MPOMEXYTOUHbIX y3na, BkmoYas {N,, N;,, N;;}, B TO Bpems kak naket RREQ noctynaet ot M, ctomT 1
nepexof. CnefoBartenbHO, y3en Ha3HaYeHUsa ycTaHaBnNMBaeT MapLUpPyT K UCTOYHUKY Yepes crneayoLwni
nepexon M, , 4o6aBnsas HOBYK 3anvcb B Tabnvuy maplpyTtmusauum, nHdopmaums o 3anmcu: NODE=N,,
NH=M,, HC=RREQ.HC+1=1, SN=35. MNaketr RREQ, noctynatwouwue oT N,,, He NPUHUMAaIOTCA W3-3a
OonbLUNX HaKMagHbIX PacxodoB. Y3en Ha3HayeHusa N, OTBeYaeT Ha MCXOAHbIA MapLUpyT, nocklnas naket
RREP B HanpasneHun {Ng—M,—>N, ,—>Ny—>M,; —>Ny—> N, }. BCE NpOMEXYTOUHbIE Y3kl COXPaHAT MapLLpyT
K MECTy HasHa4yeHus Ng Kaxkabld pas, korga oHu nonydatoT naket RREP, n nepeckinatot naket RREP
06paTHO K MCTOYHMKY, UCNONb3ys 3anucb B Tabnuue maplupytusauun. B pesynbTtaTte McxodHbIN y3en N,
yCTaHaBnueaeT MapLIpyT K MeCTy HasHauyeHus 4depes criefdylowyn nepexoq N, CO CTOMMOCTbIO
HasHaueHus 2 nepexoaa, 3TOT MapLUPYT COAEPXMUT ABa 3f0HaMepeHHbIX y3na M, U M,, KaKk noapobHo
onuncaHo B Tabnuue 2.

Tabnuua 2 — PesynbTaT 06HapyXeH1s MapLupyTa npu atake YepBOTOUMHbI

MHdopmaums o nakeTe Tabnuua mapLpyTusaumm
Maket Y3en
[LH] [IPsrc, IPast, HC, SN] Node NH HC SN
N, [N1] [Ny, Ng, O, 35] NULL
N, [N,] [Ny, Ng, 1, 35] N, N, 1 35
N [N51 [Ny, Ng , 2, 35] N, N, 2 35
N, [N, [Ny, Ng, 3, 35] N, N3 3 35
RREQ
N c
Ng [Ngl [Ny, Ng , 1, 35] N, N, 1 35
M, [M,] [Ny, Ng, 0, 35] N, Ng 2 35
N, [N,1 [Ny, Ng , 2, 35] N, N, 2 35
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WHpopmaums o nakeTe Tabnvua mapwpyTusaumm
MakeT Y3en
[LH] [|Psrc IPgst, HC, SN] Node NH HC SN
Nt M 6 35
Ng [Ng] [Ny, Ng , 6, 35]
N, M, 1 35
Nr N, 3 35
Ny [Ng] [Ny, Ng , 3, 35]
N, M, 1 35
Nio [N1o] [Ny, Ng , 4, 35] N; No 4 35
N11 [N]_o] [N]_: Ng ’ 5; 35] Nl NlO S 35
M, [M,] [Ny, Ng , 0, 35] N, Nio 3 35
Ng Whnunanusaums naketa RREP [Ng] [Ng, N , 0, 45]
M, [M,] [Ng, N, , 0, 45] Ng Ng 1 45
Nio [Nyo] [Ng, Ny, 1, 45] Ng M, 1 45
RREP Ny [Nol [Ng, N; , 2, 45] Ng Nio 2 45
M, [M,] [Ng, Ny, 0, 45] Ng Ny 3 45
Ng [Nel [Ng, Ny, 1, 45] Ng M, 1 45
N; [N;] [Ng, Ny , 2, 45] Ng N, 2 45

3aknioyeHue. B craTtbe npeacrtaeneHbl OBa MeToda aTtakM 4YepBOTOYMHbI, KOTOpblie
3MTOYMbILUNEHHUKN UCNONb3YHT A5A aTaku. B TYHHEJIbHOM peXunmMme yﬂpaBJ’IFIPOLI.I,VIVI NnakeT He U3MEeHAEeTCA
npn nNpoxoxageHun 4epes BpeD,OHOCHbIﬁ y3en, no3ToMy peweHuna no obecneveHnto 6esonacHocCTH,
ncnonb3yrwowmne npoBepky LENOCTHOCTU NakeToB, He 6yﬂ,yT pa60TaTb. B mexaHuame MHKancynauum
3J'IOHaMepeHHbII7I y3en naMmeHus napamMmeTpbl NakeTa, No3TOMY MOXET UCNOoNb30BaTb MEXaHU3M NPOBEPKU
LLerIoOCTHOCTM NakeTa, YToObI onpenenntb, Oblna nu ceTb aTakoBaHa.

CnucokK ncnonb3oBaHHbIX NCTOYHUKOB:
1. Wormhole Attack Detection Technigue in Mobile Ad Hoc Networks / Kaur P., Kaur D., Mahajan R // Vol. 97. P. 2939-2950.
2. Wormhole Attack in Wireless Ad Hoc Networks / Khabbazian M., Mercier H., Bhargava V.K // Vol. 8. P.736—745.

3. A Hop-Count Analysis Scheme for Avoiding Wormhole Attacks in MANET / Jen S.M., Laih C.S., Kuo W.C// Vol. 9. P. 5022—-
5039
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Annotation. This article provides an overview of the MANET wormhole attack on mobile ad-hoc networks. The article describes the
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YOK 621.391

MOAEJTIMPOBAHUE MNPOKOJIOB MAPLUPYTU3ALIUA NMPU ATAKE
YEPHOW OblPbl B MOBUJIbHbLIX AD-HOC CETAX

Heyen Y.T, macucmpaxHm 2p.215101

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo31eKmpoHUKU®
2. Munck, Pecnybnuka benapyck

Lleemkos B.FO. — [Jokmop. mex. HayK

AHHOTaums. B ctaTbe nNpeacTaBieHo MoAenMpoBaHve NpoTokonoB MapLupyTusaummu: AODV, IDSAODV B MobunbHbIx ad-hoc ceTsix
npu aTake YépHON AbIpbl.

KnroyeBble cnoBa. Ataka 4épHon abipbl, AODV, IDSAODV.

BeeneHue. Npn atake 4é€pHon Abipbl [1] 3MOHaMepeHHbIN y3en yTBepxaaeT, YTO Y Hero ecTb
OEeNCTBUTENbHbBIA MapLLPYT KO BCEM APYruM y3ram B CeTu AN nepexsarta Tpaduka mexay yanamu. lNocne
nonyyYyeHns nepefaHHbIX AaHHbIX OH He nepeckbinaeT, a oTopackiBaeT Bce 3TU nakeTol. CnegoBaTensbHO,
3TOT y3en YEPHOW AbIpbl MOXET OTCMEXMBATb N aHaNM3MpoBaTb TpadurKk BCeX y3roB B CETU, HA KOTOPYHO
OH Hanan.

AODV (Ad hoc On-demand Distance Vector) — 9To npoTokon MapLipyTnsaumm ¢ O4HUM MapLLIPYTOM,
NCMNOMb3YIOLWLMIN NPOaKTUBHOE OBHapyeHe mapLupyTa. icxoaHbin y3en obHapyxmBaeT MapLipyT TOSNbKO
TOorga, Korga emy HyxHo nepecrnaTb AdaHHble. [Mpu kaxgom obHapyXeHuuM MaplupyTa WUCXOAHbIA y3en
yCTaHaBMMBaET YHMKANbHbIN MapLUPYT K MECTY Ha3HauYeHst 1 UMEET HaumnyuyLlyo CTOMMOCTb MapLupyTa.
Pacxogbl mapwpytmnsauum npotokona AODV onpepgensieTcs Ha OCHOBE KonmM4yecTBa NepexodoB Ans
OOCTWXEHNs1 NyHKTa HasHadeHus. MNMpotokon AODV 4yacTo cTaHOBUTCS >XEpPTBOW aTak Y€pHOM Ablpbl. B
KaxgoM nakeTe mapLupyTtuaaumm AODV HeKkoTopble BaXkHbIE MOMsi, Takue Kak konnyecTtso nepexonos HC,
nopsiAKoBbI HOMep HasHauyeHud, SN MCTOYHWMKa M nonyyartens, 3aronosok IP, IP-agpeca uctoyHuka n
nonyyatenss AODV, vaeHTudukaunoHHbin Homep RREQ. Ownbku B nobom m3 BbiLIENEepEUYNCIIEHHBIX
nonen moryt npmsectn Kk cboro AODV. [ina BbINONHEHMS aTakM YE€pHOW Ablpbl B npoTokone AODV
3rioHamMepeHHbIN y3en xgeT naketa RREQ, oTnpaBneHHoro ot ero cocegen. Koraa oH nony4vyaeTt naket
RREQ, oH HemMeaneHHo oTrnpasngeT oTBEeT Ha nakeT RREP ¢ NOXHbIM COAepXXUMbIM, yCTaHaBMBas camoe
BbICOKOE 3HayeHne SN 1 MMHUManbHoe 3HadyeHme HC, He BbINoMHASA NpoBepKy Tabnuubl MapLipyTusaumm,
4YTOObI YyBUAETD, CYLLECTBYET N MapLUPYT K MECTY Ha3Ha4YeHus, npexae Yem Apyrue ysnbl OTIpaBsaT OTBET
0 MapupyTe. 3aTtem nobble AaHHble, NepegaBaemMble OT UCXOOHOrO y3ra K y3ny Ha3Ha4yeHUsi, NONMHOCTLI0
0oTOpackIBalOTCA 3MOYMbILLIIEHHUKOM, BMECTO TOro, YTOObl NepechinaTbCs B COOTBETCTBYIOLUUA MYHKT
Ha3HayeHwus.

Mpotokon IDSAODV (Intrusion Detection System Ad hoc On-demand Distance Vector ) — ato
©esonacHbli MPOTOKON MapLlpyTM3aunM NpoTUB atak YépHon ablpbl. MpoTtokon IDSAODV ocHoBaH Ha
naee, 4Yto pabounii MmexaHnam npotokona AODV 3aknovyaeTcs B npoBepke Homepa SN oTBeTHOro naketa
RREP. Ecnu B ceTu NpucyTCTBYET y3en YEPHON Ablpbl, TO 3TOT y3en YEPHON Ablpbl HEMEANEHHO OTBETUT
Ha nakeT RREP ¢ HauBbIClWIMM NpucBOEHHbIM HOMEpPOM SN U1, KOHEYHO e, HEMEAIEHHO OTBETUT Y3ry-
WCTOYHKKY, oTnpaBuBwemM 3anpoc RREQ. CnegoBaTenbHo, HEOOGXOAMMO TONbKO OTOPOCUTH MEpBbIf
nonyyeHHbIn nakeT RREP v npuHate BTopon nakeT RREP ¢ HamBbicwnm SN, 4TO0Obl yCTaHOBUTL MapLUpyT
CBSI3M C UCMOMNb30BaHNEM MexaHu3ama bydepusaumm nakeTos.

B aToi cTatbe npenctaBneHo mogenupoBanune npotokorioB AODV n IDSAODV npu atake 4é€pHom
Ablpbl  C MOMOLLBI nporpamMHoro obecnedyeHus ans wmogenvpoBaHus NS2. 3atem cpaBHuTe
Npon3BOAUTENBHOCTL MPOTOKOMOB MapLUpyTM3aLun Ha OCHOBe napameTpa KoadduumeHTa ycneluHowm
poctaBku naketoB (Packet Delivery Ratio) u HaknagHbIX pacxooB Ha MapLLPYyTU3aLMIO.

OcHoBHass 4acTtb. CueHapui MogenvMpoBaHuss nocTpoeH Ha 20 y3nax co CryyarHbIM
pacnonoXxeHnem nHUUManun3aumm B reorpadgpudeckor obnactm pasmepom 1000 m x 1000 M ¢ AanNbHOCTbIO
paguonepegadn kaxgoro ysna 250 m (paguyc). KoopauHaTtbl Kaxgoro ysma B MecTe obnactu
MogenupoBaHusa umetoT copmy (X, Y, z), rae z umeet 3HadveHve 0. Y3nbl OBUraloTCs B COOTBETCTBUM C
mogenbio Random Waypoint [2], 4TO 03Ha4aeT, 4YTO y3en cHayana 3aHumaeT ClnyyanHoe MosfoXeHue B
obractm mMogenupoBaHus M OCTaeTcs TaM B TedeHue nepuofa, Ha3biBaemoro BpemeHeM naysbl. 1o
UCTEYEHNM 3TOr0 BPEMEHHOro WHTEpBana ysen cryvanHblM 06pa3oM BbIOMpaeT MyHKT Ha3HayeHus B
obractm MOAEenupoBaHWs U CKOPOCTb, KOTOpas paBHOMEPHO pacnpedensercs mexgy [MWH. CKopoCTb,
MakKcC. CKOpoCTb]. 3aTem y3en nepemMeLlaeTcs B HOBOE MeCTO C BbIbpaHHOW CkopocThio. Mpu gocTukeHun
HOBOrO MECTOMNOSOXEHUS y3en AenaeT naysy Ha BblIbpaHHbIN Nepuoi BPEMEHN COMNMacHO paBHOMEPHOMY
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pacnpegeneHuio mexay [Pmin,

Pmax], a 3atem Bo306HOBnsieT npouecc. [lpu mogenvpoBaHum

WHMLManu3aumsa no3uumi y3rnoB M Npouecc ABMXEHUS B COOTBETCTBUM C NPUBEOEHHON Bbille MOAenbio
BbIMOMHSAETCA C MOMOLLbID WMHCTPYMeHTa «./setdest» — WMHCTPyMeHT, KoToppbl Obll yCTaHOBMEH B
amyndatope NS-2. 3anycka setdest ons cosgaHus TONOAOMMM CETU C Pa3NMYHbIMU CKOPOCTAMU OBMKEHNS
10, 15 m/c. NMapameTpbl MOAENUPOBaHMSA NpeacTaBreHbl B Tadnuue 1.

Tabnuua 1 — MapameTpbl MOAENNPOBAHMUS

MapameTpsbl 3HaveHuns
O6nactb MogennpoBaHusi 1000 m x 1000 m
KonnyecTtBo y3anbl 20
Pagnyc nokpbiTusi 250 m
KoHTpakT Tpaduka CBR
KonnyectBo coegmnHeHunn 10
CKopOoCTb JOCTaBKM NaKeToB 4 naketalc
CKkopoCTb OBWKEHNS 10, 15 m/c
KonnyectBo 3n0HaMepEeHHbIX Y3108 0,2,4
Pasmep nakeTtoB 512 bytes

Ona kaxgon CKOpOCTM [OBWXKEeHWst OyayT ycTaHoBneHbl npoTokonsl AODV u

IDSAODV ¢

yBenM4eHvem [Onu Yy3fnoB YEPHOM Ablpbl MO CPaBHEHMIO C OOWWUM KOMNMYECTBOM CETEBbIX Y3MOB.
PesynbTaTbl aHanM3a NpOTOKOMOB C Y4ETOM CKOPOCTU OBWXKEHWS Y3M0B CETU N YBENMYEHUs JONN Y3NoB-
YEpPHbIX Ablp B O6LLEM KONMYeCcTBe Y3noB NpeacTaBneHbl Ha pucyHkax 1, 2, 3, 4.

Packet Delivery Ratio
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PucyHok 1 — KoahpmumMeHT ycneLHon 4OCTaBku NakeToB nNpu AswxeHun yanos 10 m/c
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PucyHok 2 — KoadpmumeHT ycnelwwHom JoCcTaBku NakeToB Npy ABWXeHWKM y3noB 15 m/c
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PvicyHok 3 — Pacxopbl Ha MapLupyTM3aumio, Koraa yanbl nepemMeLlaoTcst Co ckopocTbio 10 m/c
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Routing_Overhead
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PucyHok 4 — Pacxogpbl Ha MapLupyTm3aumio, Koraa y3nbl nepeMeLLaroTcsi Co CKopocTbio 15 m/c

Korga B ceTu HeT aTtakylowmx YEPHbIX Y3rnoB. KoadduumeHT ycnewHoW [OCTaBKWM MNaKkeToB
npotokoria AODV Bebiwe, 4yem y npotokona IDSAODV. B cnyyae y3noB, OBUXYLLUMXCA CO CKOPOCTbIO 15
M/C, BEPOATHOCTb YCMNELLHOW JOCTaBKM NakeToB Afs BCEX NPOTOKOMNOB CHMXaeTcd, Angd npotokona AODV
— 74,19 %, ansa npotokona IDSAODV — 67,53 %.

Korga B cetu ecTb aTakylowme YépHble y3nbl. KOadduuMeHT ycnewHon JOCTaBKU NakeToB ABYX
NPOTOKOMOB  MapLupyTU3auum 3HauntenbHo cHwkaeTcd. [lpotokon IDSAODV wumeeT nyuwyto
KO3(PhULUMEHT yCrneLHON A0CTaBkM nakeTos, YeM npoTtokont AODV, nockonbKy KONMYECTBO Y3r0B aTaku
YEPHOW Oblpbl B CcETU yBenunuuBaeTcs. [10 mMepe yBenumyeHus KonNnyecTBa y3noB aTakym YEPHOW Ablpbl,
pacxoabl Ha MapLupyTusaumto npotokona IDSAODV Takke yBenuumMaeTcs.

3akntoyeHune. ATakm YEPHOWM AbIpbl OKa3blBAKOT OOMbLUOE BAWSHUE HA KOIMMDULMEHT YCMELIHON
pocTtaBku nakeTtoB. [lpu atake 4épHon Abipoit npotokon IDSAODV wmmeeT nyyvwnin koapuumeHT
ycrnelwHon goctaBkn naketos, 4em npotokont AODV, Ho HeHamHoro. CKOpOCTb ABWXEHUS Y3M0B Takke
CYLLECTBEHHO BNUSET Ha KO3 PULMEHT yCNeLHOW A0CTaBkU nakeToB B ceTu. OrpaHudeHne npoTokona
IDSAODYV 3aknto4aeTcs B TOM, YTO B HEKOTOPbIX CryyYasx He Bceraa bbiBaeT Tak, 4To nepsbivi nakeT RREP
C HanbonbLWMM Nony4yeHHsIM 3HaYeHnem SN Takke NocTynaeT U3 yana YEpHOW Ablpbl, TO ECTb KOraa y3en
Ha3Ha4YeHUs1 UM NPOMEXYTOUHbIN y3en oTBeyaeT Ha lNMakeT RREP ¢ HanGonbwmm SN pacnonoxeH 6nivke
K Y31y Ha3Ha4yeHusl, YeM K y3ry YEPHOW ObIpbl.

Cnuncok ncnonb3oBaHHbIX NUCTOYHUKOB:

1. Routing Security in Wireless Ad Hoc Networks / H. Deng, W. Li and D. P. Agrawal // IEEE Communication Magazine,
October 2002

2. Ad hoc wireless networks: Architecture and Protocols / C. Siva Ram Murthy, B. S. Manoj // Prentice Hall Publishers, May
2004.
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NCMNOJIb3OBAHUE METOAOB TEMATUYECKOIO 3
MOOENMMUPOBAHUA NMPU PASPABOTKE NMPOEKTHbIX PELLEHUA
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CmepxxaHos M.B. — kaHOuOGam mexHU4YecKUX HayK

AHHOTaums. [MpakTUYecKUn OMnbIT NPUMEHEHUS] MHOTOYMCIIEHHBLIX anropUTMOB TEMATUYECKOrO MOAEeNnMpoBaHus ybexaaer, yTo
TemaTuyeckne moaenu obrnaaarT OrpoOMHBLIM «3arMacoM peLleHuin», B TOM Yucre Npu paspaboTke NMPOEKTHLIX PELLEHWI B pasfvyHbIX
obnactsix Hayku. [Mpu MccnegoBaHMM METOLAOB TeMaTUYEeCKOro MOLENMPOBaHUs Mpu pa3paboTke MPOEKTHbIX PeLleHnin Takke
uccneayeTcs BO3MOXHOCTb NepeHoca anropuTMOB HEKOTOPbIX METOZOB Ha A3bIK MporpaMmypoBaHue Python. B pamkax nccrnefoBaHust
npeasioxXeHa NpYMepHasi NocneaoBaTENbHOCTD LUAroB, HEOBXOAUMBIX U AOCTaTOYHbIX ANs NpeABapuUTENbHOM 06paboTKN AaHHbIX Ha
npuMepe NoCTPOEHMSI TEMATUYECKOrO NPOUs HaLMOHANbHLIX UHTEPHET-CMI.

KntoueBble cnoBa. VIHTeNnekTyanbHbli aHanu3 AaHHbIX, TeMaTuyeckoe MoAenvpoBaHue, TemaTuyeckasi MoAernb, BEPOSTHOCTHbIE
Tematudeckue Moaenu, amMoeaavHr, ToKeHU3aUus.

B HacTosilee Bpems, bnarogaps rnobansHOMy pacnpocTpaHeHuto cet MHTepHeT GonblUMHCTBO
nonb3oBaTenen Mnofy4ynunu BO3MOXHOCTb B HEBMAAHHbLIX paHee obbEMax nonyvyaTb M reHepupoBaTb
nHdopmaumo. OTO cTano He Tonbko GnaroM, HO M Mopoawuno psg Npobrem, CBA3aHHLIX CO COOpPOM,
aHanusoMm 1 cuctemartmsaumen uHgpopmauun. AHaANUTUKKU, OCYLLECTBRSAOLWMNE CBOK AEATENbHOCTb B
pasnuyHbIX 06NacTsaX, BbIHYXAEHbI MCNOMNb30BaTb COOTBETCTBYIOLUME STUM YCITOBMSIM HOBbIE MOAXOAbI K
cbopy, aHanu3y u cuctemMaTm3aumm UHTEPECYIOLLMX AaHHbIX.

[na onucaHMa HOBOro CBOWCTBA TakuX [aHHbIX, KOTOpble OTnMyarTca O6onbwmm o6BEMOM,
BbICOKOW CKOPOCTbLIO pOCTa M OrpoMHbIM MHOroobpasvnem cBoux opm, 6bin BBEAEH TEPMUH «BonbLumne
AaHHble» (big data). ®eHomeH «BonblMX AaHHbIX» CgopMMpoBarn NOTPEOHOCTb B HOBbIX MeTodax
06paboTkn M aHanu3a, cnocobHbIX M3BMeKaTb M3 3TUX, KaK MPaBWIIO, HECTPYKTYPUPOBAHHLIX AaHHbIX
nornesHoe «3epHo», 3HaHne. COBOKYNHOCTb TakMx MeTO40B 0603Ha4YaeTcs TEPMUHOM KMHTENMNEKTYarbHbIN
aHanua gaHHbix» (data mining).

M3 aTON COBOKYNMHOCTU BblAenseTcs NOAMHOXECTBO, CneuuanuanpyioLleecs Ha aHanuae TeKCTOBbIX
OaHHbIX - «MHTENMNeKTyarnbHbI aHanns3 TEKCTOBbLIX AaHHbIX» (text mining). Kpome Toro, BoigenseTcs rpynna
METOAO0B, KOTOPbI€ BbIMOMHAKT 3agadvyy TEMaTU4eCKoro MOAENMPOBaHNS - NMOCTPOEHUS CTaTUCTUYECKNX
mMogenew, onpeaensiowmx TeMaTu4eckyto NPUHaaNeXHOCTb KaXXAoro AOKYMeHTa U3 Kopnyca.

TemaTtunyeckoe MopenupoBaHWMe — 3TO OAHAa W3 COBPEMEHHbIX TexHonormm obpaboTku
ecTecTBeHHoro asbika (aHrn. Natural language processing, NLP), aktuBHO pasBuBatoasncs ¢ koHua 90-x
rogoB. Tematnyeckas Mogesb KOMMeKUMM TEKCTOBbIX AOKYMEHTOB ONpeaenseT, K Kakum Temam OTHOCUTCA
KaXObll OOKYMEHT, M Kakve cnoBa oOpasyloT kaxayl Temy. TemaTmyeckoe modenvpoBaHue He
npeteHayeT Ha NOMHOLEHHOE NOHMMaHWe eCTeCTBEHHOro A3blka (aHrmn. natural language understanding,
NLU), ogHako BblSiBNEHWE TEMAaTUKN MOXHO CUMTaTb onpeaenéHHbIM LaroM B 3TOM HanpasneHun [1].

TemaTtuyeckoe MOLENMPOBAHWE MNPUHATO OTHOCWUTb K MAaLUMHHOMY O0OyyeHuto 6e3 yuutens,
NMOCKOIbKY TEMbI CTPOSITCS aBTOMaTUYECKN, HO TEKCTOBbLIM AaHHbIM. [1Hs 3TOro He TpebyeTcst HM pa3mMeTky,
HW crioBapeW, H1 6a3 aKCnepTHbIX 3HaHWUI. CyLLecTBYOT NPOABUHYTLIE TEMATUYECKNE MOLENM, CMOCOOHbIE
YYUTbIBaTb TAKOro poAa AaHHble OHS YrydlleHUs TEM U peLleHnst TPYOHbIX 3a4ayq TEKCTOBOW aHanUTUKN.
Takue mogenu ToXXe paccMaTpuBalOTCH B JAHHOW KHUTe.

Tematunuyeckas mogenb, Kak U HeripoceTeBasi, npeobpasyeT TEKCT B BEKTOPHOE NpeACcTaBrieHne unm
ambepauHr (embedding). Mo am6enanHroM NOHMMAETCH BO3MOXHOCTb YMEHbLLEHUSI pPa3MEPHOCTU TaKnxX
NPpU3HaKoB pagu MNOBLIWEHWS Npou3BoAuMTeNnbHOCTM  mogenu. [lpexge 4Yem  roBoputb O
CTPYKTYpMpOBaHHbIX Habopax AaHHbIX, None3Ho byaeT pa3obpaTtbcsd C TeM, kKak 0BbIYHO UCMOMNb3YHTCH
ambenauHrun.

HenpoceTteBble ambeaauHrn He UHTEPNpPeTUpyeMbl, Mbl HE MOHMMaeM CMbICNia MX KOOpAMHAT.
Tematuueckun aMOenanHr — 3TO BEKTOP BEPOSATHOCTEN TeM. B kaxaon TemMe ectb Hanbonee 4acToTHble
CnoBa, 1 ecnv Moaenb NOCTPOEHa XOPOLLO, TO OHM OKa3blBalOTCA CBSA3aHHBLIMU MO CMbICTY. 1949 Ha HUX,
MOXHO CKa3aTb, 0 YEM 3Ta Tema, COCTaBWUTb €€ TEeKCTOBOEe OnucaHue, JaTb el Ha3BaHue. Hanbornee
LEeHHOe CBOWCTBO TeMaTM4ecKux MOAeren B TOM, YTO KOMmnekuuMs cama cobomn knacrtepusyetcs Ha
WHTEeprpeTupyemMble TeMbI.

TemaTtunyeckoe MogenMpoBaHue NOXOXe Ha KracTepmusauuio 4oKyMeHToB. OTnuyme B TOM, YTO Mpu
00bIYHOM wkEcTKOM» KnacTtepusaumm (hard clustering) [OKYMEHT LEeNTIMKOM OTHOCUTCS K O4HOMY Kractepy,

132



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

Torga Kak Tematudeckas MOAenb OCyLLeCcTBMAsSeT MArkyto knactepusaumio (soft clustering), pacnpegenss
COAEPKMMOE AOKYMEHTa MO HEeCKOMbKUM KractepaMm-TemaMm. Tematuyeckoe MOAenupoBaHue HasbiBaloT
TaKkKe MArkon bu-knactepmsaumen, NOCKONbKY Kaxaoe CroBO Takke pacnpeaenseTcs no Temam.

BeposiTHocTHas Tematmyeckaa mogenb (aHrn. Probabilistic topic model, PTM) onpegenset
BEPOATHOCTM TeM B KaxAOM [AOKYMEHTe W BEepOATHOCTM CroB B Kaxgouh Teme. Takme mogenu
npeackasblBaloT BEPOSTHOCTU NOSIBNEHNSA CMOB B JOKYMEHTaXx, HO AenatoT 3TO He HAaCTOMbKO XOPOLLIO, KaK
rnybokve HempoHHble cetn Tuna BERT wnm GPT-3, HO n HamHoro npowe u obnagatoT CBONCTBOM
WUHTEPNPETUPYEMOCTMU.

BepoATHOCTHbIE TeMaTuyeckne Mogenn HaxoOdT MHOXECTBO MNPUMEHEHWA. OTO BbisIBNEHWE
TPEHOOB B HOBOCTHbIX MOTOKaX, MaTeHTHbIX ©6asax, HaydHbIX nybnvkaumsax, MHOroA3bIYHbIV
WHOPMALMOHHBIN MOUCK, Knaccudmkauma n kateropusaumss JOKYMEHTOB, TeMaTuyeckas cermMeHTaums
TEKCTOB, CyMMapu3auns TEKCTOB, NMOUCK TeMaTUYeCKUX COooBLLEecTB B couMarnbHbIX CETAX, TerMpoBaHue
Be6-CcTpaHuL, 0BHapyxeHne TEKCTOBOro cnama. B Tom ynicne, TemaTnyeckoe MoaenMpoBaHme MoxeT bbiTb
YCMEeLWHO MCMoNb30BaHO AN peLleHns couunornormyecknx sagad. C vMx MOMOLLbIO, HanpyMep, MOXHO
onpeaennTb pasHULLY B OCBELLEHWUWN OOHMX U TeX Xe COBbITUI 1 (PakTOB HaLMOHaNbHbIMW U MHOCTPaHHBIMM
cpeacTBaMyM MaccoBOW MHOPMaUUM C UCNOMb3oBaHWeM rnobanbHOM KOMNbIOTEPHON ceTn VIHTepHeT
(nanee — nHTepHeT-CMW) [1] nnn yBMaETb, Kak MEHANOCh OTHOWEHNe UHTEpPHET-CMW K KOHKpeTHOMY
CO6bITUIO, OOBEKTY, CYOBEKTY U T.4., B ONpeAeneHHbIi BpEMEHHOW NHTepBar.

Temol pgaHHOrO wccnegoBaHWs SBNAETCA M3ydeHue pasHoobpasus MeToaoB TemaTUyecKoro
MOOEeNnupoBaHusa Npu paspaboTke MPOEKTHbIX PeLIeHWU, NepeHoC anropyTMOB HEKOTOPbIX METOAOB Ha
MynbTUNapagurMeHHbln  A3blk  nporpammupoBaHns  Python. B kavectBe npumepa nokasbiBaetcs
nocneaoBaTenbHOCTb LWaros, HeobxoanMbIX Ans npegsapuTensHor 06paboTkm AaHHbIX, AN NOCTPOEHUS
TemaTnyeckoro Nnpodunns HaumoHanbHbiXx MHTepHeT-CMW. O6ocHoBbIBaeTCs BbIBOP KonMyecTBa TeM AN
MOCTPOEHNS MOAENN TeMaTNYEeCKOro MOAENMPoOBaHus.

OcHoBHble aTanbl HeoOXOAMMbIX ANS MOCTPOEHUS TemaTuyeckoro npoduns HaunoHarnbHbIX
NMHTepHeT-CMW.

C60p AaHHbIX

Ha paHHOM 3Tane npeanonaraeTcs onpefenntb COBOKYMNMHOCTb B MOCTPOEHUW TEMaTU4ecKoro
npouns HaumoHanbHbIX MHTepHeT-CMW. OcHoBy uccrnegyemMoro nyna COCTaBAT HOBOCTHble CTaTbM
uHTepHeT-CMW, onybnukoBaHHble B uccnegyembln nepuop (uctekwwmi 2022 rog). UHtepHeT-CMU, B
Lensax NoCTPOEHUs yka3aHHOro npoduns, cumtaeTcs Beb-canTt, CTaBsaWMA CBOEWN 3agadven BbINOSHEHVE
dYyHKUUKM cpeacTBa MaccoBom MHopmauun B ceTn IHTepHeT 1 OPUEHTUPOBAHHLIN Ha IIOAEN, XXUBYLLNX B
Pecnybnuke Benapycs.

HoBocTHasa cTaTbs - He MPOCTO TEKCT. OTO AOKYMEHT B OMEKTPOHHOM BuAe, MNO3BONSANLIUA
YCTaHOBUTb €ro LEerloCTHOCTb WM MOAJSIMHHOCTb, KOTOPbIA NOATBEPXOEH NyTeM uAeHTUdUKaumun ero
NPUHaANEXHOCTN K oduuManbHOMy 3aperMcTpupoBaHHOMY, B YCTAHOBIEHHOM 3akoHOM Pecny6mnuku
Benapycb nopsiike  MHTEpPHeT-pecypcy, BbICTynawwmm B ponuv UHTEpHeT-CMW, umerowmin cBoto
CTPYKTYpy. B ero cTpyktype uHTepec npedcTaBnsioT Takue 3feMeHTbl, Kak COOCTBEHHO TeKCT (Teno
cTaTbyu), HasBaHve, gata nybnukauum, KOMMeHTapuM U NPUHAANEXHOCTb K HauuoHanbHOMY MHTEpHeT-
CMW.

Ons cbopa cratem OygeT wcnonb3oBaH napcep Ha  MynbTUNapagurMeHHOM  A3blke
nporpammupoBaHusa Python. Npegnonaraemoe konMyecTBo cobpaHHbIX Takum 0Opa3om cTaTen CocTaBuT
6onee 10 TbIiC. eANHUL,

MpepBapuTenbHaa o6paboTka AaHHbIX

O6paboTka [aHHbIX — 4Ype3Bbl4aWHO BaXKHbIA 3Tamn MWHTENMEKTyanbHOro aHanu3a TekcTta Ang
NMOCTPOEHUS TeMaTudeckoro npodwuns. Ha aTom sTane NpouCXOAuT yAaneHue HECYLLEeCTBEHHbIX M
BHOCSILLIMX MOMEXW AaHHbIX U Npeobpa3oBaHne AaHHbIX K yA0OHOMY Ans aHanv3a Buay.

Takke Ha [aHHOM 3Tane OCYLECTBMAETCS yaaneHue U3 KaxZoW CTaTbM  YHMKANbHbIX
(cneuundmryecknx) NpuU3HaKkoB, CBUOETENbCTBYIOWMX O €€ MPUHAOSIEXHOCTU K KaKOMY-NIMOO UCTOYHWUKY.
BHMMaTenbHoe uM3yyeHMe noslydaemMbix TEKCTOB CTaTel Mokasan, 4To pejakumm kaxgoro CMU
yCTaHaBNMBalOT COOCTBEHHbIE MnpaBuia OQOpPMIIEHMS cTaTen. OTu npaBura KacawTcs cnocoba
0hOpPMIIEHNS UCTOYHUKOB [AHHBIX, CCbINIOK Ha YNOMUHaHNS UMEH aBTOPOB cTaTen, cneumnduyecknx ans
AaHHoro CMW ycnoBHbIX 0003Ha4YeHun u 1.4.

lMocne wucknoyeHns yHUKanbHoW (cneumduyveckon) wnHPOPMAUMM OaHHbIE W3  Pa3nUYHbIX
WCTOYHMKOB 00beMHAOTCA B €AMHbIN KOPNYC 1 NoABepratTcs AanbHenwen obpaboTke.

TokeHu3auus
TokeHnsauus — 3To CBOEro poga npeasapuTtenbHas obpaboTka; naeHTudunkaums 6a3oBbix eanHuL,
nognexawmnx obpabotke. be3 aTux YeTKO pasgeneHHbIX 6a30BbIX €ANHNL, HEBO3MOXHO NPOBECTU KaKoM-

133



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

nmbo aHanu3 wnnu reHepauuio. MigeHTudmkaums eguHul, KOTOpble He HYXAAlTCa B AarbHenwen
AEKOMMOo3nLMK A51a nocreayouen o6paboTkn, SBnNseTcs YpesBblHanHo BaxkHOW. OWwnbkM, caenaHHble Ha
3TOM 3Tane, Bbi30BYT Oonblue OwWnboK Ha Oonee no3gHux atanax obpaboTkm TekcTa. IMEHHO TOKeHbI
ABNAIOTCA TEMU NEPBUYHBIMUN SNIEMEHTAMM, KOTOPbIE HEMOCPEACTBEHHO Y4aCTBYIOT B MpOLIECCe aHannaa.

[1Ba OCHOBHbIX NMpM3HaKa TOKeHa:

NUHIBUCTMYECKAs 3HAYNMOCTb;

MeTO0NIorMyeckas none3HocTb.

[na TokeHnsaumm MoryT NCnonb3oBaTh pasnuyHbie anroputmel, Hanpuvep Pattern.

JNlemmaTtusauus

lMocne TOKeHM3aLUUM W yOaneHus HEHYXHbIX TOKEHOB, SBMAIOWMXCH 3HAKaMu MpenuHaHus,
AOKYMeHTbl 6yayT npeacrtaBneHbl OT Habopa HEKUX CUMMBOMOB K JOKYMEHTaMm, NpeAcTaBfeHHbIM B BUae
cnucka cro. JanbHenwune Haww warn 0yayT HanpaBreHbl HA YMEHbLUEHWE AMVHHbI 3TOro CncKa, T. €.
Ha CHMXeHne obLLero KonnmyecTsa TOKEHOB. Lienb Takux WaroB - CHUXKEHWE BbIYUCIIUTENBHON CITOXHOCTU
aHanunsa gaHHbIX.

Ansi komnbloTepa pasnuyHblie OpMbl OOHOMO M TOFO XXE CroBa SBMSITCA COBEPLUEHHO Pa3HbIMU
cnoBamu. CyulecTByeT ABa cnocoba NpMBeAeHUs pa3fuyHbIX CITIOBOGOPM K OOHOW fiekcemMe: CTEMMUHT U
neMmmarumsaums.

Ons peweHua 3agady nocTpoeHWs TemaTtudeckoro npodunsa uenecoobpasHee WUCNONbL30BaTb
neMmarm3aumio, NOCKOMbKY NoryyaemMble B pesyrbTaTe 3TOro npouecca neMmbl MHTepnpeTMpoBaTh fnerye,
YeM yCeYEHHblEe OCHOBbI CIOB (CTEMMWUHT), 3HA4YE€HNE KOTOPbIX HE BCEraa ferko BOCCTaHOBUTb.

JlemmaTusaumsa — 370 npouecc NnpMBeaeHUs cnoBogopMbl K iemme — eé HopMarbHOWN (CroBapHON)
dopme. B pycckom a3bike HopManbHas opMa MMEHW CYLLIECTBUTENBHOrO MMeeT MMEHUTESbHbIN Nagex
W €OVMHCTBEHHOE 4MCho, ANA npunaratenbHbiXx AobaBnseTca TpeboBaHWe MYXCKOro poga, a rmaronsl,
Aeenpuyactus u npuyacTus B HopMarnbHOW hopMe JOSMKHbI CTOSATb B UH(PUHMTUBE.

YpaneHue cton-cnos

HanbHenwne ycunma nNo YMEHbLUEHWIO KONMYecTBa TOKEHOB CBA3aHbl C  yAaneHnem Tak
Ha3blBaeMbIX CTOM-CIIOB. OTW CnoBa, caMu Nno cebe NMoyTM He Hecsd MONEe3HOro CMbICHa, TEM He MeHee
HeobXxoauMMbl A HOpMarbHOro BOCMPUATUS TekcTa. Yalle Bcero Kk paspsgy CTOM-CrOB OTHOCATCH
cnyxebHble YacTn peyn - Npeanorn, cowsbl, YacTuubl. byayun WMpoko pacnpocTpaHéHHbIMKU B N0ObIX
TeKcTax, OHW Marno MOryT ckasaTb O ero cneunduke, a cnegosaTernbHO, U 0 TEMe.

B kayectBe 6asbl onsd cnvcka CTon-crioB npegnonaraeTcd UCNOMb30BaTb Pycckne CTOMN-crnosa u3
nporpammbl NLTK (nnaTtdpopma onsa cosgaHusa nporpamm Python onsa paboTbl ¢ AaHHBIMU €CTECTBEHHOIO
Aa3bika). OgHaKo TakoW CMMCOK Henb3s CYMTaTb AOCTATOYMHO MOMHbIM, OH BKMOYaeT (MO COCTOSHWMIO Ha
01.01.2023) B cebsa 301 cnoBo, NokpbiBasd NuLIb CamMble OCHOBHbIE criydaun (3mo, Komopsbil, makod,
Hekomopell, Opyaod, mom u dp.) [3].

TemaTuyeckoe mogenupoBaHue

lMocTpoeHMe TemaTuMyeckon MOAENU MOXET pacCMaTpuMBaTbCA Kak 3ajada OA4HOBPEMEHHOWN
Knactepusauny JOKYMEHTOB U CMOB MO OAHOMY M TOMY e MHOXECTBY KacTepoB, Ha3blBaeMbIX TEMaMMU.
B TepMuHax knacTtepHOro aHanusa tTemMa — 3TO pesynbtaTr buknacrepmsaumm, TO eCTb OOHOBPEMEHHO
Knactepusaumm 1 CrioB, 1 JOKYMEHTOB MO UX ceMaHTu4eckon 6nm3octu. OB6bIYHO BbINONHAETCS HEYETKadA
Knactepusauusi, TO €CTb OOKYMEHT MOXET NMpuHagnexaTb HECKOSIbKMM TeMaM B PasfiMyHOW CTEMeHMW.
Takum 00pas3om, CxaToe CeMaHTU4ecKkoe OnucaHue CrioBa WM OOKyMEeHTa npencraBnsetr cobon
BEPOSTHOCTHOE pacnpefeneHne Ha MHOXecCTBe TeM. [lpouecc HaxoXAeHuUst STUX pacnpenerneHuin m
Ha3blBaeTCA TEMaTUYECKNM MOAENTMPOBaAHMEM.

YTo KacaeTcHa KOHKPETHbIX METO40B TEMATUYECKOro MOAENNPOBaHMS, TO B JaHHOM UCcneaoBaHum
OymeT wucnonb3oBaH MeTof naTeHTHoro pasmeweHus [Oupuxne (latent Dirichlet allocation, LDA).
CospaHHbin B 2003 r. [4], cenvac LDA, 6GesycrnoBHO, nuaupyeT cpeau OpYrux BEPOSATHOCTHbIX
TeMaTU4ecknx Moaenen.

Ha Bbixoge nocne ob6yyeHuss mogenu LDA nonydalTcs BeKTOpbl, MOKasbiBawLMe, Kak
pacnpeferneHbl TEMbl B KaXXOOM JOKYMEHTE, U pacnpeeneHus, nokasbiBawoline, kakune crioBa bonee
BEPOSATHbI B TE€X UMM MHbIX Temax. Takum o6pa3om, n3 pesdynbtatoB LDA nerko nony4vTtb ANs KaXxgoro
OOKYMEHTa CMMCOK BCTPEYAIOLLMNXCA B HEM TEM, a AN KXKAOM TEeMbI - CMIMCOK XapaKTEPHbIX A4S HEE CroB,
T.€. PaKTUYECKN OMMCaHNE TEMBbI.

[Ina TemaTnyeckoro MoAennpoBaHua npegnonaraeTca Ucnosb3oBaTth nporpammMel Gensim 1 Mallet.

OpHako npexae, YeM npuctynaTb K TEMaTU4eCcKOMy MOLENMPOBaHMIO, HEOBXO4MMO MPOUN3BECTU
npeaBapuTenbHyt0 06paboTKy AaHHbIX, cneundunyHyo And aHHOro dTana, a UMEeHHO yaaneHue peako
BCTpPEYalLWMXCa TOKEHOB. YOanéHHble TOKeHbl MNpeactaBnsaAioT cobow crnoBa € owwnbkamu, umdpbl,
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TUNEepPCChINKKU, aHTNUIACKME CroBa (B TOM YMCIie HanvcaHHble TPaHCIUTOM), UMeHa COBCTBEHHbIE U MPOCTO
penkue crioea.

OnpegeneHne oNnTUMaNbLHOINoO KOfiM4yecTBa TemM

OnpegeneHvne onTUManbHOMO YMcna TeM — BaXKHas nogsajadya B TemMaTu4eckoM MOLEenupoBaHuu,
MOCKOJIbKY €€ peLleHne CyLLECTBEHHO BIMSIET HA OCMbICIIEHHOCTb Nony4yaemoro Habopa Tem. 3aHuxeHve
yucrna TeM MNpUMBOAUT K 4Ype3MepHo obwwmm pesynbTatam. 3aBbllleHWe NpUBOAMT K HEBO3MOXHOCTU
pasymHon uHtepnpetauun. OnNTMManeHoe YMCNo TEM 3aBUCUT OT YMCra JOKYMEHTOB B aHanm3npyeMom
Kopriyce: B MarnbiX KOprnycax OnTUMarbHbIM SIBMSIETCS, Kak NpaBurio, MeHbllee yncro tem. OgHako He
CylleCcTByeT OOHO3HA4yHOro MeToda onpefereHus OonTUMAanbHOro KonuyectBa TEM, U 4acTo 3TO
KONMMYECTBO ONpeaensieTcs «Ha rnasok», MCXo4sa U3 NMYHOro MHEHUs uccregosartens.

TeM He MeHee MOXXHO rOBOPUTbL O TOM, YTO CaMbIM PacnpPOCTPaHEHHbLIM CNOCOOOM ABNSIETCSA pacyeT
nepnnekcun. [JaHHas mMepa OCHOBaHa Ha 3HayeHWM npaBgonogobus, MMEHHO OHa ucrnonb3oBanach B
opuUrMHanbHoOM uccriegoBanun [4], roe BnepBble 6bin npeacTaeneH metod LDA.

MonynsApHOCTL TeM y ynTaTenemn

3Has KonvM4ecTBO KOMMEHTapuMeB K HOBOCTHbIM CTaTbfM, Mbl MOXEM OMNPEeAenuTb caMble
pe30HaHCHbIe TeMbI, MOACYUTAB, CTaTbW KAKOWN TEMAaTUKM KOMMEHTUPYIOT Yallle BCero, a Kakowm - pexe.

Mbl MOXEM MONYy4YUTb NokasaTenb KOMMEHTUPYEMOCTU TEMbl MYTEM CINOXEHUSI PacCYUTAHHbIX OIS
KaXkgoro OOKYMEHTa NpOou3BeAEeHMA BEPOSITHOCTM MPUCYTCTBUA TEMbl B [OKYMEHTE Ha KONUYECTBO
KOMMEHTapmMeB B JaHHOM JOKyMmeHTe. MonyyeHHoe Takum ob6pa3om 3HaveHme camo no cebe Hu4ero He
3HAYUT, BaXXHO NMULIb TO, KaK OHO pa3nu4yaeTcs OT TeMbl K Teme. [1o3ToMy Ana HarnggHOCTU Mbl MOXEM
6e3 nocneacTBun NpUHATL Hanbornbllee 3HadeHne kommeHTupyemoctn 3a 100 %, a ans ocTanbHbIX TeM
paccyuTaTh OO0, KOTOPY OHM cocTaBnstoT oT aTux 100 %.

OpHako, MNOCTPOEHME TemaTM4eckon MOZEenu  SIBNSIETCA  HEKOPPEKTHO  MOCTaBIIEHHON
ONTMMM3aUMOHHOW 3aJayen, nmetollen 6eckoHeYHO MHOMO pelleHnin. CornacHo Teopun perynsipusaumm
A.H. TuxoHoBa, pelleHne Takon 3agady BO3MOXHO JoonpeaenuTb U caenatb yecTonumebiM. [na aToro K
ONTUMU3AUNOHHOMY  KpuTeputo gobaBnsieTcss  peaynspu3amop —  LOOMNONHUTENbHBLIN  KpUTEPUN,
yunTbiBaloWMA cneyndmdeckme ocobeHHOCTU AaHHbIX unu npegMmeTHon obnactu. MoxHo pobaBuTb
perynapusartop, CUrbHO yNy4llMB OANH KPUTEPUIA KayecTBa, 3aTeM J06aBUTE BTOPON M yNy4ylLUTb MOAENb
no Apyromy KpuTeputo, 1 Tak HECKOMbKO pas.

lMocTaHOBKa ONTMMM3aLMOHHOW 3a4a4n MakCMMyMma anocTePUOPHON BEPOATHOCTM (aHrn. Maximum
a posteriori, MAP) nossonsetr wHTepnpeTMpoBaTb norapudm anpuopHOro pacnpegeneHvs Kak
BEPOSATHOCTHbIV perynapmusaTtop, OTAeNUTb ero OT KOHKPETHOW MOAENWN U UCMOMb30BaTh B APYrMX MOLENSAX.
AOOUTUBHOCTL PEerynsapu3aTopoB NPUBOANUT K MOLYSBHON TEXHOMOMMM TeMaTM4eCKOro MoaenupoBaHus,
KoTopas peanusoBaHa B npoekte BigARTM [5].

BigARTM — 3710 OGUOGNMOTEKA C OTKPbITbIM KOOOM, OCHOBaHHas Ha Teopun ARTM. OHa umeet
pacLUMpPSIEMbIA BCTPOEHHbIN Habop perynsapmsaTopoB U METPUK Ka4yecTBa, peanunsyeT OHMaNHOBbLIA U
odhranHoBbLIA MHOTOMOTOYHbIV NakeTHbI EM-anroputm, obecneunBatownii BbICOKYD 3hEKTMBHOCTb
06paboTkM BONbLUNX KOMMEKLNA HA OAHOM KOMMbIOTEPE.

ApouTtnBHas perynapusaums Tematnyeckux mogenen (aHrn. Additive regularization of topic models,
ARTM) — MHoOrokputepuarnbHbIl NOAXOA K MOCTPOEHMIO BEPOATHOCTHbIX TEeMaTU4YecKux mogenew
KOMNEeKUNA TEKCTOBbIX AOKYMEHTOB. OxBaTbiBaeT Haubonee nsBecTHble TemaTuyeckue mopenu PLSA,
LDA n mHorue GanecoBckne mogenu. AenseTcsa anbTepHaTUBON 6anecoBCKOMY 00Yy4EHUI0 TEMaTUYECKUX
Moaenen.

BeposiTHOCTHBIN NaTeHTHbLIN ceMaHTMYeckun aHanus (aHrmn. Probabilistic Latent Semantic Analysis,
PLSA) - BepoaTHOCTHas TemaTuyeckas Moenb NnpeacTaBneHnst TeKCTa Ha ecTeCcTBeHHOM A3blke. Moaenb
HasblBaeTCA NaTeHTHOW, TaK Kak npeanonaraeT BBeJeHWe CKPbITOro (faTeHTHOro) napamMeTpa - TeMbl.
[MpumeHseTcAa B 3ajaye TeMaTUyeckoro MoaenupoBaHus.

Latent Dirichlet Allocation (LDA) — nonynsipHbIA anroputM MOAenMpoBaHUa TeM peanv3oBaHHbIe B
ToM ymncre B nakete Gensim. OcHoBHas 3agaya anroputmoB TM, 3akntoyaeTcs B TOM, YTOObI NOMNyYEHHbIE
TeMbl ObINN XOPOLLEro Ka4eCTBO, MOHATHBIMW, CAMO3HAYUMbIMU U pa3fenieHHbIMU.

Mpw pelueHun npuknagHbixX 3agay KOMOMHMPOBaHME FOTOBbLIX PErYNsSpM3aTOPOB NO3BOMSET CTPOUTb
MOOenn C 3adaHHbIMM  CBOWCTBaMM ©6e3  [OOMOMHUTENbHBIX ~ MaTeMaTUMYeCKMX  BbIKIMAZOK U
nporpaMmmupoBaHus. Cos3gaHne Takon TEXHONOTUKN B pamKkax 6areCcoBCKOro noaxona eAsa v BO3MOXHO.
B otnuune ot 6anecosckoro o6yveHus, ARTM ctaHgapTMaupyeT peanu3auuio TeMaTU4eCcKMxX Mogernen B
BMAE MOAYrMbHOW pacwmpsiemon 6ubnuoTtekn perynapmsatopoB. [lpoueaypbl XpaHeHus M nepegaydv
AaHHbIX, pacnapannenuBaHua EM-anroputma, oueHMBaHMs kadecTBa MoAenen aAsnsTcs obwmmm ons
LUMPOKOro Knacca Mogenen n nx komnosuuun [6].

3aknyeHne. Takum o06pasoMm, unccnegoBaHWe MHOXECTBA BEPOSTHOCTHLIX TEMaTUYECKNUX
MoZenen nokasan BbICOKMA MoTeHuuan pasHoobpasHbiXx BapuaHTOB MX NPUMEHEHWUS B NPaKTUYECKOM
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(MpuknagHoORn) NIOCKOCTU, B TOM 4Yucrie npu pa3paboTke MPOEKTHbIX PEeLleHn B pasnnyHbix obnacrtax
Hayku. [1py aTOM TemaTm4eckme Mogenu MoryT BeICTynaTb YHUBEPCarbHbIM 6a31COM C rMOKO CTPYKTYPOW,
afjanTMBHOM K KOHKPETHOMY NpoekTy, nnbo 3agadye B pas3nuyHbix obnactax (CMW, coumonoruyeckue,
MapKETUHIOBbIE N UHbIE NCCreoBaHust). B kayecTse npumepa no opmMmnpoBaHuMIo Takoro poaa 6a3ncHom
CTPYKTYpbl MpeasyioXeHbl OCHOBHblE 3Tanbl, HeobxodMMble W [OCTATOYHblE, Afs  MOCTPOEHWS
TeMaTU4ecKoro Npodwunsi HaunoHanbHbIX MHTEpHeT-CMW.

WccnenoBaHus no gaHHoM Teme ByayT NpoaomKeHbl, B TOM YMcne B o6racty nepeHoca anropuTtMoB
HEKOTOPbIX METOAOB HAa MYIbTUNAPaANrMEHHbIN A3bIK NporpammMupoBaHns Python.
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YOK 621.391

TOHOBOE OTOBPAXEHWE HA OCHOBE YINJIOTHEHUA
TMCTOrPAMMbI U IMHEMHOIO NPEOBPA30OBAHUA

Po6auesckuti A.[l.X, cmydeHm ap. 160801

Bernopycckuti eocydapcmeeHHbIl yHUBepcumem UHhopMamuKu U paduo31eKmpoHUKU®
2. Munck, Pecnybnuka benapyck

L{eemkos B.FO. — 8.m.H., npogheccop

AHHOTaums. [MpuBegeHbl pesynbTaTbl aHanu3a YyBCTBUTENbHOCTW Moka3aTernen kayecTBa TOHOBOrO OToOpaxeHus K Bblibopy
anropuTMOB CXaTus OWHaMWYecKoro AuanasoHa, WX napaMeTpoB W TUNOB WHAPaKpacHbIX u3obpaxenuid. [lokas3aHo, 4TO
WHTepBarnbHbIE NokasaTenu UMeroT BorbLLYI0 YyBCTBUTENBHOCTb K YCIOBUSIM TOHOBOTO OTOBPaXeHWsi B CpaBHEHUM C rnobanbHbIMK
nokasartensiMu.

KntoyeBble cnoBa. YMeHblueHWe AUMHAMUYECKOro [Auanas3oHa W300paxeHWn, noBbIEHWe KayecTBa BOCMPOW3BEAEHUS
n3obpaxeHnn, nHdpakpacHble n3obpaxeHus, BblpaBHMBaHWE MMCTOrPaMMbl, yrpasreHne oopmMor rMcTorpammbl.

BBeneHune

CxaTue JAvHaMU4eckoro guana3oHa C MUHUManbHbIMKW NOTEPSAMWU MHGOpMaLun O geTansx
nHdppakpacHbix (MK) nsobpaxeHun aBNsieTCA akTyanbHOW 3ajadven Ansi MHOXECTBA MPUITOXKEHWN.
Bnarogapsi foctaTto4Ho BeICOKOMY KayecTBY hopmupyembix VIK-n3obpakeHuin 1 OTHOCUTENBHON NPOCTOTE
peanu3aumy LUMPOKOE pacrnpocTpaHeHne MnonyYnn anroputM TOHOBOrO OTOOpaXKeHMst Ha OCHOBE
BblpaBHUBaHus ructorpammel (Histogram Equalization, HE) [1]. JaHHbIA anropntMm, kak 1 OCHOBaHHbIE Ha
Hem Bornee CrnoxHble G6MOYHbIE anropuTMbl a4anTUBHOMO BblPaBHUBAHWUS TMCTOrPaMmbl, He MO3BOMSAIOT
U3MeHATb napameTpbl npeobpas3oBaHWs, Kpome Kak 4epe3d hOopMy MHTerpanbHon  OyHKUMM
pacnpegeneHus apkocten. Takaa yHKLUMS CTPOUTCH NO rmcTorpammMme sipKocTu nukcenen ncxogHoro MNK-
n3obpakeHusi, HO MOXeT BbITb BUOAOM3MEHEHA AN KoppeKkunm opMbl TMCTOrpaMmbl npeobpa3oBaHHOro
NK-n3obpaxeHus. YcTaHoBneHme cBA3n mexay HeobxoanmbiM npeobpasoBaHmem anst KoHkpeTHoro UK-
n300paXeHuss C LWMPOKMM AMHAMWYECKMM OManasoHOM U (opMON  MHTerpanbHOM  gOyHKLUMK
pacnpefeneHns ABnsieTcs CNOXHOW 3afadvel. Ha npakTuke 4YacTo MCMonb3yeTcs 3apaHee u3BecTHas
WHTerpanbHasi YHKUMS pacnpefeneHns Kakoro-HMbyab 3TanoHHOro nsobpaxeHusa. Takon Nogxod He
Bcerga obecneynBaeT NpMeMeMoe Ka4eCcTBO TOHOBOIO OTOBpaKeHuUsI.

Llenbto paboTbl ABMSETCS NOBbILIEHME KayecTBa yNpaBnsieMoro cxxaTust AHaMM4eckoro guanasoHa
WVK-n3o6paxeHunn npu coxpaHEeHUN OTHOCUTENBbHO HU3KOW BbIYMCIUTENBHOWM CNOXHOCTY Npeobpa3oBaHus.

AnropuTtm ynpaBnsiemoro ToHoBoro otoopaxeHusa UK-nzobpaxeHun

[Ona obecneyeHnss BO3MOXHOCTM W3MEHEHUS CTEMEHU CKaTus AuHamudeckoro gwanasoHa WK-
nzobpaxeHnn npepgnaraetca anroput™ TCLHC (Thresholding, Compaction and Linear Histogram
Compression) ynpaBnsieMoro TOHOBOrO OTOOpaXeHWsi Ha OCHOBE MOPOroBON OBpe3Kku, YMIOTHEHUS U
nunHerHoro cxaTtusa rucrorpammbl. Anroputm TCLHC coctouT 13 cnegyroLmx Lwaros.

1) ®opmmpoBaHue rmcTorpammbl SpKoCT ncxogHoro NK-n3obpaxeHns ¢ LUMPOKMM ONHAMUYECKUM
AnanasoHoM.

2) Onpepenexue nopora TR noBTOpsieMOCTM 3HA4YEHUN NUKcenen No hopme ructorpaMmmMbl SPKOCTU
ucxogHoro VK-nsobpaxeHus (B py4HOM peXMMe Ha OCHOBE BU3yallbHOrO KOHTPOJIst) C Y4ETOM TOro, YTO
3Ha4YeHNs peaKo BCTPevalLMXcsl NuKcenen OyayT 3ameHeHbl BnvxanwvmMu YacTo BCTpevatowumucs
3HAYEHMAMM.

3) [loporoBass obpe3ka rucTorpaMmmbl. 3HaveHus nukcenen wucxopgHoro WK-nsobpaxeHus,
COOTBETCTBYIOLLMNE 3HAYEHUSAM TMCTOTPAMMBbI, MEHBLUMM 3HAYEHUs1 Mopora NOBTOPSEMOCTU, 3aMEHSIHOTCS
onwkanwummn 3HadeHmaMn nukcenen umcxogHoro WK-mzobpakeHusi, COOTBETCTBYHOLUMWU 3HAYEHUAM
rcTorpammbl, paBHbIM UM BOMNbLUNM NOpora NoBTOpsieMoCcTu. B pedynbtaTte hopmupyeTtcs 3arpybneHHoe
UK-n3obpaxeHne, Ha ructorpammMe KOTOporo yBenmunBaeTcsl KONMYECTBO HYNeBbIX ANIEMEHTOB.

4) Towuck Hynew n ynrnoTHeHne ructorpaMmmbl 3arpybnerHHoro VIK-usobpaxeHus. Cneesa Hanpaso
OCYLLECTBNAETCA MOWUCK HYMNEBbIX 3HA4YeHUN ructorpammbl 3arpybneHHoro WK-usobpaxeHuns. Ecnu
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HyneBoe 3HayeHuWe TIMCTOorpaMMbl HaWAEeHO, TO BCE 3HA4YeHus MCcTorpamMMmbl CrpaBa OT HYNEeBOro
COBUralTCa Ha OOHO 3HadeHue BneBo. B pesynbTaTe rmcrtorpamma ynioTHSAETCS 3a CYET UCKITHYEHUS
HYNeBbIX 3MeMeHToB U dopmupyeTca ynnoTHeHHoe WK-n3obpaxeHne ¢ bornee y3kMM OMHaMUYECKUM
OmManasoHOM Mo CpaBHEHUIO ¢ ncxoaHbiM VIK-n3obpaxkeHnem.

5) JluHenHoe npeobpasoBaHue ynnotHeHHoro WK-uzobpaxeHus k Tpebyemomy AvHamMu4eckomy
ananasoHy. 370 MOXeT OblTb CXKaTue WNuM pacTsKeHWe TMCTorpaMMbl SIPKOCTEW B 3aBMCMMOCTU OT
COOTHOLLEeHUA TpebyeMon LIMprHbI OMHAaMUYECKOro AmanasoHa pesynbtupytowero VK-nszobpaxeHus u
MaKCMMarnbHOro 3Ha4YeHust APKOCTH, ynnotHeHHoro VK-n3obpaxkeHuns.

OueHka kayecTBa TOHOBOro oToGpaxeHUs

[ns oueHkn kayecTBa TOHOBOro oTobpaxkeHnst ucnonb3oBaHbl Tpu TecToBbIX MK-n3obpaxeHusa (UK-
1 — MIK-3) ¢ guHammyecknm gruanasoHoM 65536 ypoBHen ApkocTu. Ha pucyHke 1 npuBefeHbl pe3ynbraThbl
TOHOBOIO OTOOPaXXeHUs 3TUX TPex TECTOBbIX M300paXeHun B AMHAMUYECKUA Ananas3oH 256 ypoBHeN
SAPKOCTM C NoMoLLbto anroputma HE.
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PucyHok 1 - K-n3oGpaxkeHus 1 ux ructorpamma nocrie BblpaBHMBAHUS MMCTOrPaMMbl C MOMOLLbHO anropuTma
HE: a — VK-1; 6 — K-2; B — VIK-3

Ha pucyHkax 2 v 3 npuBedeHbl pesynbTaTbl TOHOBOTO OTOOpPaXXeHMs1 TECTOBBLIX M300paXKeHWui
UK-1 — NK-3 B guHamu4deckuii amanasoH 256 ypoBHeEN APKOCTU C NOMOLLBIO NPeanoXeHHOro anroputma
TCLHC npu HECKOMBKNX 3HAYEHUAX Nopora NOBTOPSIEMOCTH.
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Puc. 2. K-n3obpaxeHusi n nx rmcrorpaMmMa nocrie BbipaBHWBaHUS TMCTOrpaMMbl C MOMOLLBIO anroputma
TCLHC npw 3Ha4yeHun nopora nostopsiemoctn 50: a — NK-1; 6 — UK-2; B — NK-3

B Tabnuuax 1 n 2 npMBegeHbl NnokasaTenu kayecTsa Nnpeobpas3oBaHHbIX TECTOBLIX N3006paXeHnn ¢
nomotubto anroputmos HE n TCLHC.

100 150 200 250
a o 8

PucyHok 3 - VIK-n3obpaxeHus n nx ructorpaMmma rnocne BbipaBHMBaHUSA TMCTOrPaMMbl C MOMOLLILIO anroputma
TCLHC npu 3HayeHunm nopora nostopsiemoctn 25: a — NK-1; 6 — UK-2; B — UIK-3

[ns  oueHkM KavecTBa TOHOBOro OTOOpaKeHUst UCMONb3oBaHbl nobanbHble MnokasaTenu,
NO3BOMSAKOLIME OLEHNTb KOHTPACT (CTaHAApPTHOE OTKIMOHEHNE Dg, U CPEOHWI rpaJneHT G,), 3HTponus K,
KONMMYECTBO NMOKarbHbIX 9KCTPEMYMOB N, ., CTaTUCTUYECKas eCTECTBEHHOCTb Ny [2], CTPYKTypHas TOMHOCTb
Fg [3], ka4ecTBO TOHANbHON KapTbl Iry, [4], @ Takke NpeanoxexHble B [5] HTEpBanbHbIE U UHTEPBarbHO-
GrnoyHble MokasaTenu, Mo3BOMAILIME OLEHUThb: NOTEeHUManbHYl0 pasnuyarollylo CrnocobHOCTb P, Ha
BbIGpaHHOM MHTEpBasne AWHaMWYecKoro amanasoHa npeobpa3oBaHHOro M30bpakeHus; notepu E, Ej
pasnuMyeHusl  cocegHuWX MuKcenem Ha  BblIOpaHHOM  MHTepBane OMHaMMYecKoro  AuvanasoHa
npeobpa3oBaHHOrO  U306paxeHusi, O0OYCMNOBMEHHbIE TOHOBbIM  OTOBPaXeHWeM; BEeNUUUHY  Ej¢
HENMUHENHBIX UCKAXEHUIN CXaTuUs QUHAMUYECKOTO AManas3oHa Ha BbIDpaHHOM MHTepBarne AMHaMUYECKOro
AunanasoHa npeobpas3oBaHHOIO N300paXXeHMs1 OTHOCUTESNBHO JNIMHEHO Npeobpa3oBaHHOIO N300paXeHus:;
paBHOMEPHOCTb Uy WCNOnb3oBaHUA [UHaMWYECKOro [uanasoHa Ha BbIOpaHHOM WHTepBane
OVHaMMYeckoro AvanasoHa npeobpa3oBaHHOro M300paxeHWs OTHOCUTENbHO Ga3oBOro WHTEpBana;
HEOJHO3HA4YHOCTb L, TOHOBOrO OTOOpaxeHusi, OOYCMOBMEHHYID pPa3nuuMsMKU  NepeaaToyHbIX
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XapakTepucTuk OnokoB B MHTepBane AMHAMWYECKOro AmanasoHa npeobpas3oBaHHOro M30bpaxeHwus,
COOTBETCTBYIOLLErO MHTEpPBaNy MPOPEXEHHOro AMHAMUYECKOro AuanasoHa WCXOOHOro M30bpaxeHus;
BEMUYUHY L, HENMUHENHbIX UCKaXEHWN, CBSA3aHHbIX C HEO[HO3HAYHOCTHLIO TOHOBOrO OTOGpaxeHus, B
WHTEepBarne JUHaMU4eCcKoro AnanasoHa npeobpa3oBaHHOIo M3006paKeHUs, COOTBETCTBYIOLLIErO MHTEpBany
NPOPEXEHHOro AUHAMUYECKOro Auana3oHa NCXO4HOMo n3obpaxeHus.

MeHbluve 3HaYeHusa P, U E;, CBMOETENbCTBYIOT O Gonee BbICOKOW pasnuyarollein cnocobHocTn u
MEHbLLMX NOTEPSIX pa3fM4eHnst CoceaHMX NMKcenen npeobpa3oBaHHOro n3obpakeHns. MeHbLLe 3HaYeHns
Eys TOBOPAT O NPpUONMKEHUM nepenaTouHbIX XapakTepucTUK GokoB (MM BCero M3obpaxeHus) K
nuHenHbIM. Brnnskne K egnHULE 3HaYeHne UJ, CBMOETENbLCTBYIOT O Gonee paBHOMEPHOM pacrnpeaeneHunm
APKOCTEN Ha BbIOpAHHOM WHTepBane OTHOCMTENbHOro 6a3oBOro MHTepBana M 6GnM30CTM TOHOBOIO
oToBpaxeHns K NMMHENHOMY NPU PaBHOBEPOATHBIX 3HAYEHMAX NUKcenen. bnusocTb K eaMHuLEe 3HaYeHWi
Lpy TOBOPUT O MeHbLIeN HEeOAHO3HAa4YHOCTb TOHOBOrO OToOpaeHus. MeHbluve 3HadYeHus L,
CBUOETENLCTBYT 00 YMEHbLUIEHWM HEMVHEMHbIX WCKaXXEeHWA Wu3-3a HEOAHO3HA4YHOCTU TOHOBOIO
oTobpaxkeHns. 3HaueHNst MHTEePBarbHbIX NOKa3aTenen BbIMUCTIAIOTCA A8 NepekpbiBatoLwmxcs nesoro (L),

ueHTpansHoro (C),
nsobpaxenus (MHTepsan T).

npaeoro (R) WHTepBanoB rucTorpammsl

Tabn. 1. 3HauyeHus rnobanbHbIX NokasaTtenen kavecTsa VIK-nsobpaxeHun

n BCEro AguHamMmyecKoro aguanasoHa

3HaveHns rmobanbHbIX NokasaTenemn Ansa anroputmMos
HE TCLHC, TR =50 TCLHC, TR =25 TCLHC
MokasaTtenb
NK-1, | NK-2, | NK-3,
MK-1 | UK-2 | UK-3 | UK-1 | UK-2 | UK-3 | NK-1 | NK-2 | UNK-3
TR=80|TR=60 | TR=80
Ng 0,060 | 0,064 | 0,083 | 0,021 | 0,026 | 0,030 | 0,034 | 0,054 | 0,042 | 0,055 | 0,073 | 0,054
Fs 0,824 | 0,837 | 0,829 | 0,715 | 0,668 | 0,642 | 0,778 | 0,777 | 0,680 | 0,819 | 0,819 | 0,704
Iimg 0,782 | 0,787 | 0,791 | 0,736 | 0,724 | 0,717 | 0,760 | 0,767 | 0,733 | 0,779 | 0,785 | 0,745
Dsr 35,712|35,407 |28,087|20,749|20,424|24,276|26,838|30,546 | 26,173 34,802 (38,152 (27,276
Gy 5,239 | 5,723 | 5,960 | 2,924 | 3,156 | 3,504 | 3,849 | 4,781 | 4,149 | 5,024 | 5,898 | 4,700
E, 6,297 | 6,351 | 6,104 | 5,523 | 5,427 | 5,522 | 5,856 | 5,898 | 5,697 | 6,150 | 6,066 | 5,757
Ny 34202 | 28360 | 43929 | 32521 | 24455 | 42001 | 33832 | 26516 | 42849 | 33438 | 26957 | 43146
Tabn. 2. 3HavyeHnsa nHTepBanbHbIX NokadaTtenen kadectsa VIK-nsobpaxkeHui
3HayeHns NHTepBarsbHbIX NoKa3aTenemn ans anroputMoB
Mokasa- | HTep HE TCLHC, TR =50 TCLHC, TR =25 TCLHC
Tene | -san UK-1, [ VIK-2, [ UK-3,
NK-1 | UK-2 | UK-3 | UK-1 | UK-2 | NK-3 | NK-1 | NK-2 | NK-3
TR=80|TR=60|TR=80
Py 3,17 -0,27| -4,83] 2,70] -1,71] -0,34/ 2,96/ 1,24 -0,10, 2,43 0,43} 0,36
Ep 23,89 8,52 -33,90| 44,33| -78,48| -9,11| 83,34 45,97| -42,04| 37,55| 55,08| -20,27
Enys . 19,91| 24,95 22,77| 20,09 20,32 28,94 22,84 21,46| 29,69 23,39| 21,56| 28,04
Uy 0,99 0,99 0,99 0,55 0,27, 081 0,72/ 1,16 1,21} 0,78 1,27 1,32
Lpy 1,000 1,00, 1,00, 1,00f 1,00f 1,000 1,000 1,000 1,000 1,00, 1,00 1,00
Lpy, 0,01f 0,01 0,01 0,01 0,03 0,01 0,01 0,01 0,00 0,01f 0,01 0,00
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3Ha4yeHusa WHTEpPBallbHbIX nokasartenem ana anropuyTtMmoB
Mokasa-MTep HE TCLHC, TR =50 TCLHC, TR=25 TCLHC
Tenb | -Ban NK-1, [ VK-2, | VIK-3,
MK-1 | UK-2 | UK-3 | UIK-1 | UK-2 | UK-3 | UK-1 | UK-2 | WIK-3

TR=80|TR=60|TR=80
P, -5,85 -14,92| -0,66] -2,19] -4,53| -2,82| -4,18|-11,22| -1,40] -552 -14,16] -3,06
E, -41,33( -111,2] -10,31] -30,13| -133,5| -22,19| -81,44| -397,6| -87,20| -183,0| -585,7| -90,97
Eys . 431 895 6,63 825 658 218 6,97 10,64 2,99 5,14/ 7,11 3,60
Uy 1,01] 1,01 1,01 244 334 1,72 165 128 0,78 1,14 1,01 0,74
Loy 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,00 1,00
Lo, 0,01 0,01] 0,01 o001 0,01 000 o001 0,01 001 001 001 001
P, 1,000 9,86 0,87 -1,28] 6,32 2,18 -0,24] 6,62 1,32 1,17 8,80 246
E, 3,03| 63,90 13,72 -24,71| 175,5| 23,56| -30,31| 213,3| 101,3] 81,58/326,33]110,46
Eus | o 057 1,11] 0,73 1,16 0,91 0,556 099 1,090 0,71 0,84 1,23 0,75
Uy 1,000 1,000 1,00 0028 0,33 036 049 040 1,34 097 070 1,37
Lok 1,000 1,000 1,00 1,000 1,000 1,00 1,000 1,000 1,00 1,000 1,000 1,00
Ly, 0,01 0,01 001 002 0,03 001 001 0,03 000 001 002 0,00
Eys 10,58 9,45/ 10,31] 9,91| 7,45/ 13,69 10,63| 12,85/ 13,03] 9,57| 12,11 12,76
Low | T 1,000 1,000 1,00 1,000 1,000 1,00 1,000 1,000 1,00 1,000 1,00 1,00
Lo, 0,01 o0,01] 0,01 o001 0,01 001 o001 o001 001 o001 001 001
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UDC 621.391

THRESHOLDING, COMPACTION AND LINEAR HISTOGRAM
COMPRESSION

Robachevskiy A.D., student gr. 160801
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

V.Yu.Tsviatkou — Doctor of Engineering, professor

Annotation. The results of sensitivity analysis of tone mapping quality indicators to the choice of dynamic range compression
algorithms, their parameters and types of infrared images are presented. It is shown that interval indicators are more sensitive to tone
mapping conditions in comparison with global indicators.

Keywords. Image dynamic range reduction, image reproduction enhancement, infrared images, histogram equalization, histogram
shape control.

143



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

YOK 621.391

AINTOPUTM MATEMATUYECKON OEPABOTKU PAOA
PABHOTOYHbIX U3BMEPEHUN

Yemurosud I1.B. ep.263102

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. KT

AHHOTaumsa. B paHHOM cTaTbe paccMOTpeHa Tema anropuTM MaTematuyecko 06paboTkum psiga paBHOTOYHBIX M3MEPEHWN.
MpencraBneHo noaTanHoe onucaHve anroputMa. MNpuBedeHbl NpUMeEpPbI NPUMEHEHWsT anropyTMa MaTemaTudecko obpaboTkv psiaa
PaBHOTOYHbIX N3MEPEHWIA.

KnioueBble crnosa: matemMatnyeckasi 06paboTka, PaBHOTOUHBIE U3MEPEHUS], MOTPELLHOCTb U3MEPEHMI.

N3mepeHunsa — 310 cpaBHEHWE 3HaYeHWU onpegenseMblX napameTpoB C 3TaNOHHBIMY MPX MOMOLLM
cneumanbHbIX N3MepUTEeSbHbIX YCTPONCTB 1 NpUBOpOoB. B MapKLueaepckon npakTuke N3MepeHns urpatot
NepBOCTENEHHYIO POJfib, HA UX OCHOBE BbIMOMHAOTCA BCe BuAbl paboT. Mapkwengepckie nsMmepeHns
NPON3BOAATCS Kak Ha 3eMHOW NOBEPXHOCTM, Tak U B NOA3EMHbIX BblpaboTkax. Pe3ynbTaTel nogsepratoTcs
maTtemaTudeckon obpaboTke, KOTOpas A[OSKHA ynydywaTb MX KavecTBO W ocnabnsate BnvsiHWe
NOrpeLlHOCTEN N3MEPEHUN.

MaTtemaTnyeckas obpaboTka pesynbTaToB MpeacTaBnAeT cobOM  3akniouUTENbHbIM  3Tan
n3MepeHusi, 3agadven KOToporo SBNSeTCs OKOHYaTeNbHOEe OLEHUBaHNE NCTUHHOIO 3HaYeHNs N3MEPEHHON
BEMWYVHbI, OnNpeaeneHne TOYHOCTN U3MEPEHMIN U TOYHOCTU MOMYYEHHbIX OLLEHOK.

Llenbto 06paboTkn pesynbTatoB M3MEPEeHUMN ABMNSETCA YCTAaHOBMEHWE 3HaYeHUs U3Mepsiemown
BEMWYMHbI, U OLEHKa MOrPeLLHOCTM NOMYy4YEeHHOro pesynbTara.

3agaun matemaTtuyeckon obpaboTku pe3ynbTaTOB M3MEPEHUN BO3HWKAOT M MOTYT PeLUnTbCH
TONbKO MPU HanNUunnM M3BbITOYHBIX N3MEPEHUN, BbINMOMHEHHbIX CBEPX HEeOOXOAMMOro KOnmnyecTBa, 4To, C
OOHOWN CTOPOHbI 06ecneymBaeT KOHTPONb Y HAAEXHOCTb pe3ynbTaToB, a C APYro CTOPOHbI, MPUBOAUT K
MOSYyYEHNI0 HECKOMBKMX 3HAYEHWI OJHOW 1 TOW e BENNUYMNHbI, YACMEHHO pasfnyaloLLmxcs n3-3a BNMAHUS
NOrpeLlHOCTEN N3MEPEHUN.

MaTemaTnyeckas obpaboTka pe3ynbTaToB U3MEPEHWI BbINOSHAETCA ANS peLleHns ABYX OCHOBHbIX
3agau:

1) nonyyYeHus1 0AHO3HAYHbIX Pe3yNbTaToOB, OCHOBAHHbIX Ha M36bITOYHOWN MHAOPMAaLMK, HaUIyYLWnM
06pasoM NPUBAKAIOLLMXCH K HEM3BECTHBIM UCTUHHBLIM 3HaYEeHUAM N3MepPSEMbIX BEMUYNH N UX PYHKUNIA;

2) KOHTPONA Ka4yecTBa M OLLEHKN TOYHOCTU M3MEPEHHBIX BEMWNYMH U NX YHKLNNA.

lMepBas 3agava pelwaeTcda nNpyv NOMOLWM MeToda HaMMEHbLUMX KBaapaToB, KOTOPbI MOMUMO
HaxoXAeHUs ONTUMarbHbIX 3HaYeHUN N3MEPEHHbIX BENUYMH NO3BONAET OLEHUTb UX TOYHOCTb U Ka4eCTBO
BbINOMHEHHbIX U3MEPEHUNA, T. €. PeLUMTb BTOPYIO 3adady MmaTemaTmyeckon obpaboTku nsmepeHui.

Mo TOYHOCTM M3MepeHHbIe OAHOPOAHbIE 3HAYEHMSA NOAPAa3aensatoTCA Ha PaBHO- U HEPABHOTOYHbIE.
OTO noapasfgeneHne OCHOBbLIBAETCA Ha aHanu3e YCMOBUM M3MEPEHMI, Mo KOTOPbIMW MOHUMAOTCS:
0ObEeKT M3MepeHUn, BHELLHASA cpeda, CpeAcTBa M3mepeHuin, Habnogatens n metoq mamepeHun. Ecnn
YCNOBMWS U3MepPEHNS OOHOPOAHbIX BEMWNYMH ObiNv OAMHAKOBBLIMU, TO 3HAYEHWS 3TUX BENNYNH NOMNy4atoTcs
pPaBHOTOYHbIMU. [PaKTUYECKHM Ke K PAaBHOTOUYHbLIM OTHOCAT 3HAYEHMWS, NOSTy4YeHHbIe NPU pasnyyatoLmxcs B
HEKOTOpbIX Npeaernax yCrnoBusix U3BMepeHun.

PaBHOTOYHbIE M3MEpEHUST XapakTepu3yrTCH OAMHAKOBOW ANS BCEX pe3ynbTaToB M3MEpPEHWN
CcpeaHen KkBaapaTuyecKkom OLnGKON.

Ha puc. 1 npegctaBneH anroputMm (GOPMMPOBaHWSA pes3ynbTata Npu MpAMbIX HEPaBHOTOYHbIX
MHOFOKPaTHbIX M3MepeHusx (Ha npuMmepe AByX rpynn HabnwogeHun). MNMockonbky coBmecTHas obpaboTka
pe3ynbTaToB Cepuii BO3MOXHa MNPWU YCMOBWUM, YTO WX 3HAYEHUS OOHOPOAHbI, YTO OLEHMBAETCH C
MCrnonb3oBaHMEM MeTOJOB MaTeMaTuyeckow ctatucTuku. OnpeneneHne «OQHOPOAOHbIE» B CTATUCTUKE
O3HayaeT «SIBMSIOLLMECS OLEHKON O4HOro 1 TOro e napameTpay. [pynnbl HabnogeHn NpyM N3MepeHnsx
(cepumn) Ha3biBalOTCH OQHOPOAHBLIMW, €CMU COCTOSIT U3 3HAYEHWN, NMOAYMHSIIOLLMXCA OOHOMY M TOMY Xe
3aKOHY pacnpeferneHuss BEpPOSATHOCTW. B nNpoTMBHOM cryvyae cepuu CUYATalOTCA HEOOHOPOOHbLIMMU.
lMpoBepka ogHOpoOHOCTM sBnsieTca obasatenbHon npu Bbibope cnocoba coBmMecTHOM 06paboTku
pes3ynbTaToB HECKONbKNX CepUi u3mMmepeHunin. MNpun Takon NpoBepke cpaBHMBAOTCA Mexay cobon cpeaHune
apudmMeTUYecKme 3HaYeHnss cepum, AMCNEPCUN N PacCyUTLIBAETCH AOBEpPUTENbHbLI MHTEepBan OLEHOK
cpeaHeKBaapaTUYHOMO OTKIOHEHMS.
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Maccugs (rpyuna pesyasratos nabaogenmit)
Xy Xy2t Xggp - Xge N =M,

Maccus (rpynna HCnpasIeHNubIX PeayabsTatos Hab o eHil)
(Mg =My — My )

Maremarnyeckue ouenky: llewrp pacnpenenenna (X).
CKO nabmoaennii (5), CKO mamepenmit (5;)

I Bec (crenens posepus) 1-it rpynnwt, Py ]

.

[ Josepureannsie rpannust -1 rpyinnt ]

Peasyavrar uamepennit 1-it rpynnnt
BuIGOpPOUHOE cpeatee apidMerieckoe

v

e = —
Peayavrar namepennii (X)

Peayavrar mamepennit 2-it rpynnot

BubopouHoe cpeatee apudmernieckoe

Jlopepnreapnuie rpannust 2-it rpynnm ]
| Bec (crenens aosepua) 2-ii rpynnn, P, ]
Maresmaruieckne onenkn: Llenrp pacnpeaeaenia (X,),
CKO unabmoacuuii (5,), CKO uanmepennii (55)
Maccus (rpynna HCnpasaeHnbix pesyabTaTos Habaonenii)
(Myyeqp. = My - m,,P)

Maccus (rpynna pesyasratos nabaojaennii)
Xags Xp23 Xogt .Xogs 1 = My

PucyHok 1 — Anroputm dhopMmnpoBaHnsa pedynbTtarta npu NPsiMbIX HEPaBHOTOYHbIX MHOMOKPaTHbIX
n3MepeHusix (Ha npuMmepe AByX rpynn HabnogeHni)

[MycTb BbINOMHEH PS4 MHOFOKPaTHbIX, HE3aBMCHMMbIX PABHOTOYHbLIX M3MEPEHWI OOHOW BEITUYMHBI,
WCTUHHOE 3Ha4YeHne X KOTOPOW HEN3BECTHO. B pe3ynbTare nsmepeHui nony4YyeHbl 3Ha4eHus Xi, cBoboaHble
OT CMCTEMAaTMYECKMX owwmbok (3To o3HadaeT, uyto M(x)=X). MNMoa maremartmyeckon obpaboTkon psiaa
PaBHOTOYHbLIX W3MEPEHMWI, KOTOpas BbINOMHAETCS C MCMONb30BaHMEM [ANS OLEHMBAHWUS OCHOBHbIX
napameTpoB MeTOA4a MaKCUMarbHOro NpaBgonogobus, NOHMMatoT:

1. onpepeneHne Hanbonee HaOEXHOrO 3HAYEHUST U3MEPSEMON BENMYUHBI (Haumyyllen OLEHKM
HEeN3BEeCTHOro UCTUHHOIO 3Ha4yeHus X) — NPoCcTon apnmMeTUYeCcKon CpeanHbl.

2. onpepeneHve cpegHen KBagpaTUYecKOM OLMOKM OTAENbHOro pesynbTata M3MepeHun Mo
dopmyne beccens (oLeHKka HeM3BECTHOro napamMeTpa oXx).

3. onpefenexHne cpegHeln KBagpaTMYeckon oMOKN NPOCTON apupMeTUHECKON CPELMHBI.

4. nNocTpoeHne [OBEPUTENBLHOrO WHTEpPBana, C 3aJaHHOW BEpOATHOCTbIO [ HaKpbIBAMOLLErO
HENn3BeCTHOE NCTMHHOE 3HayeHune X.
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PA3PABOTKA WEB-CTPAHULIbI MPOEKTA «COXPAHAA NAMATb O
NPOLWUJIOM, CTPOUM BYOYLLEE!»

LLIkped A.B. 2p.260801

Benopycckuli 2ocy0apcmeeHHbIl yHUgepcumem UHhopMamuku U paduo3nieKmpoHUKU
2. Munck, Pecnybnuka benapyck

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. KT

Web-pa3paboTka caiToB 1 MakeToB caiToB 3akntoyaeT B cedbe HTML 1 CSS koabl, a Takke CKpunTbI
cobbITM Ha s3blike nporpammupoBanusa JS. HTML n CSS gaBnstoTcs HEOTbEMITIEMOM 4YacTbio MO0
CTpaHuLbl. JS e Ucnonb3yeTcst pexe, No NPUYNHE ero He CTOrMb CYLLECTBEHHOW HEO6X0AUMOCTU Ha canTe
W Harpyske ornepaTtMBHOM MaMATW ycTpomcTBa nomnb3doBatens. HTML oTBeyaeT HenocpeOCTBEHHO 3a
BbiBEJEHNE MHOpMaLMM Ha CanT, a Takke 3a CTPYKTypupoBaHue camoro camta. CSS ortBevaeT 3a
onpedeneHns pasnuyHbiXx CBOWCTB OObektam W cosgaHve Oonee JpyxenwobHow cpedbl And
nonb3oBatens. JS Heobxoaum And Ananora cawta C NoOnb3oBaTenem u peakumnen Ha ero AevcTBus Ha
cavite. [pn paspaboTke HOBOM Bepcun camTa crneayeT yduTbiBaTb TO, YTO NOSIHOe OBHOBMEHME BCex
31IEMEHTOB CTPaHWLIbl MOXET HEraTMBHO OTPa3UTbCA Ha NOCreayoLwemM AONOMHEHUN N pegakTUPOBaHNN
nHdopmaumm Ha cante. o 3Ton NpuyMHe pa3paboTKy HOBOW CTpaHWLbl canTa cregyeT paccmaTpyBaTh
Kak OGHOBIEHME YXKE UMEIOLLIMXCS KOHCTPYKLUI TEKCTOBOM U rpadnyecKkor nHopmMaLmmn ¢ cosgaHuem ans
Hee HoBbIX hOpM M CBOMCTB. HOBasa Bepcusa canTa He ABNSIeTCA KOHEYHOW Bepcuen, a npeacrasnset
cobon MakeT C yXXe 3anoSfIHEHHbIMU CTPYKTYpammn. PoTorpacdmm 1 TEKCT ObINK B3sITbl 3 HAYaNbHON BEPCUM
canTa, NMMbo B3ATbI Kak MPUMEP C APYrMX CTPaHuLL Mo CXoXen TemaTuke (puc. 1).

Magsuan » Monop@xHan nasmmka » MNpoekT «Coxpatsis NavsITb O NPOWNOM, CTponm Gyayweets

TTPOEKT «COXPAHSAS TTAMSATD O TTPOLLIAOM, CTPOUM BYAVILIEE!»

CoBMECTHBIN NPOEKT CTyAEHTOB thakynsTeta nadopmaumorton besonacHocty BIYUP ¢ apxuTekTopoM-CKynbmopoMm,
naypeartom JlennmHckon npemuw, npemun JlesnHekoro komcomona benapycun Banentusom [Nasnosuuem 3aHkoBuiem

I 251 C LENbIO CC KyNETYPHOIO HACNEANA HAWeH CTPaHBb! ¥ Nepeada ero GyayLmMm NOKONEHUAM B
pamkax paboTbl BONOHTEPCKOM rpynnel Sporters.

PykosoguTens NpoexTa - 3amecTutenb Aekasa UMb, MarucTp TeXHUIECKMX HAYK, MArucTp ynpasnexus,
KOOpAMHATOP BONOHTEPCKON rpynnbl "SPORTERS" Ouneuerkosa ([aneiko) Tatbsiva MuxaitnosHa.

B pamkax npoeKTa CTYAEHTb M3yHaloT UCTOPMIO ropoaa MUHCKA, NPOSOAs NELLEXOAHBIE U BENOIKCKYPCUN, NOCELLan
YCTAHOBNEHHBIE B rOPOAE CKYNbMTypbl Benopycckoro ckynbimopa B.MN.3ankosuua. Mctopus Benukoin OtevectseHHon
BOWHBI NPEACTABNEHA B MacTepckon BaneHTuxa [Nasnosuya.

BanerTuH lMasnosuy 3arHKkosny

ApXMTEKTOP-CKYNLITOP, naypear JIeHWHCKOo! np unp i oro
KOMCOMONA, LUIMPOKO M3BECTEH He TONLKO B benapycw, Ho v 3a ee npegenamm.
Beab pabotel Mactepa no npasy Ha3bIBAIOT «BU3WTHOW KAPTOMKOW» MHOMMX

BEenopycCcKux ropogos.

Banextux Nasnosuy poguncs B 1937 r. B ropoge Muscke, benapycs. 3akoHumn
benopycckuit nonuTexHuueckuin HCTUTYT B 1959 r; no cneumanbHocTM —

apxuTexkTop 1 benopycckui TeatpanbHO-XyA0XKeCTBEHHbIN MHCTUTYT 81975, no
cneymanbHocTv — ckynbntopa. C 1960r. no 1970r. paboTtan B rocygapCTBEHHOM

PucyHok 1 — BHeLWwHun BUA CTapor CTpaHuLbl (AECKTONHasa Bepcus)
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Cnamgep — 9TO cneuuwanbHbli 3NeMeHT Beb-au3aniHa, npeacTaBnswwmm  cobor  Onok
onpegeneHHon WNpUHbI, Yalle BCero B Lanke Be6-cTpanuubl. [MaBHasi ero uviika B U3MEHSIOLNXCA B
PYYHOM UM aBTOMAaTMYECKOM PEXUME 3fIEMEHTAX — KAPTUHOK, TEKCTOB U CCbINOK. IMEHHO MHTEpPaAKTUB
cnangepa nomMmoraeT 3amHTepecoBaTb norb3oBaTens. [axe ecnv Hekas cogepXallasicsa MHdpopmaums
OyOeT eMy He MHTEpPeCHa, AyMato, OH He NpoYb ByaeT “nourpatbecs” ¢ KHOMOYKaMM M CMEHSIOLMMWN Of4Ha
OfHY kapTuHkamu. MHow Obinn nogobpaHbl dhoTorpadun ns nctopmorpadum AaHHOro NpoekTa u codpaHbl
B cnamngep, pasMeLlEHHbIN B Wanke Mmoen Beb-cTpaHunubl. Ha gaHHbIM MOMEHT B HEM HaxoguTces 7 oTo,
HO BCerga MOXHO 4To-To aobasuTb Nnbo ybpate. Cnangep agantuseH nopf nobon pasmep akpaHa: Kak
AECKTOMHbIW, Tak U MOBUIbHBLIN (puUC. 2).

PucyHok 2 — MNepenucTbiBaHne doTorpaduin NponsBoanTCs 3a CHET cTpernovek “Hasan” n “Bnepén” nnbo
TOYeK BHU3Yy cnangepa

CBEPHYTbIA KOHTEHT

MHoras uHdopmauusa MOXeT ObiTb Takke HeuHTepecHa nonb3oBaTento. OgHako, ecTb nuua,
KOoTOopbiIM OydeT uHTepecHo eé nounTtaTb. CnepgoBaTenbHo, abbl He 3arpyxaTb canT 6onbliunm
KONMMYEeCTBOM TEKCTa, ero MOXXHO CBEpHyTb. B Moewn paboTe ecTb ABa Takux Onoka KOHTeHTa, oHu ByayT
npeacTaBneHbl HUWKe. Bce 6noku Takke aganTUBHLI.

Bnok npencrtaBnseT cobow Hayano KOHTEHTa+MHorotouMe W KHOMKy ““Yutate panee”. lNocne
Ha)xaTusi Ha Heé MHOroTouMe nponagaeT, NokasblBaeTcsl BCE copep)kaHue Grioka U Hagnucb Ha KHomMke
MeHsieTcs Ha “CkpbiTh”. Takke paboTaeT u B obpaTtHom nopsagke (puvc. 3).

THBIA MPOSKT CTYOSHTOB 278 MHDODMSLIMOEHON B2

|
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PucyHok 3 — BapmaHTbl peanusaumm CBEPHYTOro KOHTEHTa
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OOBABINEHUE BU3YAIIbHOIO KOHTEHTA

Monb3oBatenb nOOUT rnasamu. [1pOCTOM TEKCT €ero He O04YeHb-TO MHTEepPecyeT, a BOT YXe
npeacTaBneHne ero BMecTe C u3obpaxeHusMu Kak npumepamn nnbo oblien TemaTuku BeposiTHee
3aMHTEepecyloT ero cunbHee. [NoaTomMy MHOW ObINO NMPUHATO pelleHne Nokas3aTb HekoTopble M3 paboT
B.N.3aHkoBMYa 1 OCTaBUTb BCE CCbINKM HA HUX.

Takke 9 pelmna Bce CCbifiku Ha paboTbl BaneHTuHa [NaBnoBunya BbiAeNWTb B oavH Brok ans
KomcopTa noncka n Bu3yanbHOro BOCIpUATUSA (puc. 4).

Ckyasntypsbl BI1.3aHkosrua
(3D-MoaeAm)

1 DeHeHEOK
| N\

W)}
C

)
[4)]
W)}

PucyHok 4 — BapuaHTbl peanusauum onummn «gobaBneHne Bu3yasnbHOro KOHTEHTa»

WHTEPAKTUBHbIA KANEHOAPbH

MmeHHO 9Ty 4YacCTb Moen Beﬁ-CTpaHVILLbI A CHUTAKo rMmaBHbIM HOBOBBeAEHUEM. |_|pI/IIJJJ'IOCb HEeMHOro
nopasgymaTb HaZa Tem, BO 4YTO e ODOepHyTb 3TOT IMaBHbLIA M CaMbli MacCMBHBLIM MNacT TekcTa Ha
cTpaHuue. Ha npocTopax WUHTEpHeTa s Hawna 4YTo-To NogobHoe Ha TO, YTO MMEK cenyac, U pewuna
BOMIIOTUTb 3TY MAEI0 B XM3Hb. B TOre nonyy4nncsa nHTepakTUBHbIN kKaneHgapb, Ha KOTOPbLIA MOXHO KuKaTb
1 OH BygeT pa3BopavyMBaTbCA U CBOpAYMBaTLCA. TOMLKO A peLumia HEMHOMO COKPaTUTb KONMMYECTBO AaT U
BbiOpana camble Ha MoW B3rnsi BaxHble. Ho, kak u B crny4ae co cnanaepom, BCé HedocTalollee Bcerga
MOXHO 000aBUTb.

Kaxxgas u3 sveek kaneHgapsi NpeactaBnsieT cobOoW AaTy W Hadano TekcTa, MpencTaBrieHHoe
nonynpo3payHbiM UBeToM. [pn HaBegeHUN Ha BEPXHIOK YacTb SHENKM €€ BEPXHSAS rpaHnLa n MecTto no
CYETY M3MEHSIOT LUBET, MOSBMASETCH Kypcop pointer, cnegoBaTesnibHO, MOXHO HaXnMaTb.

lMocne HaxaTus Hayano TekcTa nNponagaeT v NOSIBNSETCS NOIHOE onMcaHne cobbIThs, CBA3aHHOE C
3TOM gaton. Takke CTpenoyvka B NpaBOM BEPXHEM Yriy MOMeEHSET HanpaneHne. Takke BcE paboTaeT u B
obpaTHOM nopsiake.
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[nBbI C suenkaMn Takke aganTuBHbL. Ha EeCKTONMHOW BEPCUMM OHU CTOAT TPU B pSd, HA MOOUITbHOWM
oHa noj ogHOWN.

3AKINKYEHUE. Web-pa3paboTka — 310 TpygoemKkuin nMpoLecc, KOTOpbIN BKMo4vaeT B cebsa Kak
AV3alH, Tak W MporpaMMupoBaHME, HO SBNSETCA OAHOW M3 CcaMbiX HeobXoauMMblX oOTpacren
nporpaMmMmnpoBaHusa B Halle Bpems. TpebytoTca xopowme 3HaHua HTML, CSS u JS gna peanusaumm
MOMNHOro noTeHuMana web-caiToB U yMEeHUsa aganTupoBaTb CTPaHULbI MO HYXAbl BCEX NOMb30BaTENEN.
Co3paHne HOBbIX BEPCUI CaAlTOB U CTPaHWL, YTO MO CYTW SIBMSieTCA Mx OBHOBMNEHMEM, Takke ABMNSEeTCs
OYeHb 3aTpaTHbIM MO BPEMEHW U CuUMam NPoLeccoM, T.K. MOMUMO CO34aHusi HOBbIX YOpM U GrOKOB
WHpopmMaLmm Takke Heo6Xo4MMO COXPaHUTbL OCHOBHYIO MHAOPMALMIO CarTa U ero KOHLUEeNuumio.

149



59-5 Hay4Hasi KOHGbepeHyusi acnupaHmos, MazucmpaHmos u cmydeHmos bI'YUP, 2023 a.

YOK 621.391

AN AUTOMATIC SEEDED REGION GROWING ALGORITHMBASED ON
CONTOUR PROCESSING FOR GRAYSCALE IMAGES
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AnHoTauums. In this paper, an automatic seeded region growing algorithm based on contour processing for grayscale images is
proposed. In which, the grayscale image is first read. After that, the image is subjected to contour processing. The contour image is then
segmented using simple SRG by assigning labels to each pixel in a specific segment. The segmented image is then compared to original
input image to find the suitable seed in the segment depending on the average brightness of pixels forming the segment. Then these
seeds are used again to generate segments using SRG algorithm. The proposed algorithm is shown that it is more accurate in finding
number of segments than traditional segmentation algorithms.

KniouyeBblie cnoBa. Image segmentation, Seeded Region Growing, Contour processing, Region of interest, Pixel brightness.

Segmentation refers to the process of partitioning a digital image into multiple regions (sets of pixels).
The goal of segmentation is to change the representation of an image into something that is more
meaningful and easier to analyze. More precisely, image segmentation is the process of grouping an image
into units or categories that are homogeneous with respect to one or more characteristics. The result of
image segmentation is a set of segments that collectively cover the entire image, or a set of contours
extracted from the image.

In 1997, C. Revol and M. Jourlin proposed an image segmentation algorithm with a homogeneity
criterion based on an adequate tuning between spatial neighborhood and histogram neighborhood [1]. In
2001, I. Grinias and G. Tziritas introduced a semi-automatic method for moving object segmentation and
tracking. The method is suitable when a few objects have to be tracked, while the camera moves and fixates
on them [2].

In 2005, J.I. Kwak, [et al.] developed a rate-distortion (RD) based seeded region growing (SRG)
algorithm for extracting an object such as breast tumors in ultrasound volumes which contain speckle noise
and indistinct edges. In which, region growing proceeds in such a way that the growing cost is minimized
which is represented as the combination of rate measuring the roughness of a region contour and distortion
measuring the inhomogeneity of pixels in a region [3].

In 2007, O. Gomez, [et al.] suggested an automatic seeded region growing algorithm called ASRG-
IB1 that performs the segmentation of color (RGB) and multispectral images. The seeds are automatically
generated via histogram analysis; the histogram of each band is analyzed to obtain intervals of
representative pixel values [4]. In 2009, M. del Fresno, [et al.] introduced a hybrid 3D image segmentation
method which combines region growing and deformable models to obtain accurate and topologically
preserving surface structures of anatomical objects of interest [5].

In 2010, J. -L. Rose, [et al.] proposed a new framework using a variational approach that is called
Variational Region Growing (VRG). Variational approach is commonly used in image segmentation
methods such as active contours or level sets, but is rather original in the context of region growing. It relies
on an evolution equation derived from an energy minimization, that drives the evolving region towards the
targeted solution [6]. In 2012, M. Mary Synthuja Jain Preetha, [et al.] presented an automatic seeded region
growing algorithm for segmenting color images [7].

In 2015, M. Fan and T.C. M. Lee developed new modifications to SRG so that the constant grey
value assumption is relaxed. Since the growing strategy of SRG does not impose any constraints or
restrictions on the shapes of the growing regions, quite often SRG would produce very rough segmentation
boundaries even the true boundaries were smooth. Also, they proposed a stabilized SRG that encourages
smoother boundaries and prevents the so-called leakage problem [8]. In 2018, Y. Ge, [et al.] developed a
modified region growing (MRG) algorithm, which is characterized by more efficient grow criterion, and was
used to recognize discontinuities from the point cloud [9].

In 2020, M. F. Ramli and K. N. Tahar introduced a study to evaluate the height of oil palm tree based
on crown diameter by using a multi-rotor Unmanned Aerial Vehicle (UAV). Digital Elevation Model (DEM)
and orthophoto were generated by using Agisoft software, while oil palm tree crown diameter was
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delineated by using seed generation with Quantum Geographic Information System (QGIS) and Seeded
Region Growing (SRG) segmentation methods in the System for Automated Geoscientific Analysis (SAGA)
[10].

In 2021, X. Hu, [et al.] proposed a region growing segmentation method based on microparticle color
and grayscale information, in which the fuzzy contrast enhancement algorithm is used to enhance the color
information of micro-particles and improve the discrimination between the micro-particles and background.
In the HSV color space with stable color, the color information of micro-particles is extracted as seed points
to eliminate the influence of light and reduce the interference of impurities to locate the distribution area of
micro-particles accurately [11].

The aim of this paper is to automatically find the seeds which represent the center of segment, based
on the average pixels’ brightness of region of interest in the input image. These seeds then grow according
to the simple SRG algorithm to find the segments of the input image. The grayscale image is first read, Fig.
1. After that, the image is subjected to contour processing, Fig. 2. The contour image is then segmented
using simple SRG by assigning labels to each pixel in a specific segment, Fig. 3. The segmented image is
then compared to original input image to find the suitable seed in the segment depending on the average
brightness of pixels forming the segment, Fig.4. Then these seeds are used again to generate segments
using SRG algorithm, Fig. 5. The proposed SRG algorithm described in the flowchart shown in Fig. 6, and
the proposed algorithm is depicted visually as shown in Fig. 7. The resulted seeds and their pixel values
are given in Table 1.

a) b)
Figure 1 — Test input grayscale images

Figure 2 — Contour images

Figure 3 — Resulted labeled segmented images
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Figure 4 — Resulted seeds based on the average brightness of pixels in the segment

Figure 5 — Generated segments from seeds

Start

Initialize reference
data

Read grayscale
image

!

Image contour
processing

I

Initialize
segmentation
matrix n

l

Call SRG
segmentation
function

End

Figure 6 — The proposed SRG algorithm flowchart
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Contour image

Finding 47 segments, using

Finding 47 seeds :
simple SRG

L e
Generating Segments from
Seeds

Figure 7 — The proposed SRG algorithm visual description

Table 1 — Resulted coordinates of seeds and their pixel values, for test image Fig. 1(b).

Segment number Average pixel value in the segment Rows Columns
1 76 319 479
2 252 62 479
3 81 90 339
4 47 116 132
5 137 120 327
6 71 161 154
7 16 120 140
8 93 175 348
9 20 128 355

10 34 140 319
11 48 128 166
12 48 130 156
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Segment number Average pixel value in the segment Rows Columns
13 7 136 174
14 21 134 154
15 41 142 357
16 85 145 318
17 145 219 182
18 16 241 192
19 11 239 186
20 100 187 174
21 247 237 250
22 37 197 350
23 169 166 359
24 190 319 110
25 45 227 340
26 60 237 322
27 75 319 413
28 43 247 220
29 255 227 204
30 44 241 360
31 25 245 380
32 69 297 126
33 68 261 354
34 171 259 204
35 195 319 380
36 20 239 348
37 69 261 402
38 26 257 198
39 37 247 226
40 70 265 198
41 32 263 202
42 29 283 394
43 66 315 144
44 208 311 150
45 38 319 150
46 155 319 174
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Segment number Average pixel value in the segment Rows Columns
47 39 319 138
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AHHoTaums. The quality of feature extraction has a great impact on the accuracy and efficiency of image recognition. Traditional image
texture feature extraction consumes a long time and the efficiency is low. Therefore, a new method based on gray image is proposed in
this paper. The texture feature image is collected, and then the gray processing is carried out, so the image texture feature extraction
based on gray recognition is realized. Through a large number of experiments, the results shows that the new method has high speed
and efficiency.

KnroueBble cnoBa. Grayscale recognition; texture features; feature extraction.

Currently, there are very many kinds of image features, and image texture features are one of the
most basic ones. In image recognition technology applications, technicians can efficiently recognize images
based on their texture differences. At present, image texture recognition techniques are widely used in
industrial and agricultural production, etc [1]. The purpose of image texture recognition is to extract the
texture features of different images. The texture features of images are very complex, and the traditional
texture feature extraction methods are slow and have low extraction efficiency. Grayscale recognition is a
special feature extraction technique that can greatly improve the extraction efficiency of image textures.
Therefore, this paper designs a grayscale recognition based image texture feature extraction method.

The captured color image pixels are composed of 3 color components: red, green and blue. In order
to reduce the complexity of the image to be processed, the acquired color image needs to be grayed out to
reduce the difficulty of image processing and shorten the recognition processing time. In this paper, the
grayscale transformation method is used to grayscale the image to be processed and convert it into
grayscale image digital information to reduce the storage space occupied by the original image. Although
the grayscale processed image reduces the difficulty of feature extraction, there is still a pixel point
transformation problem. Therefore, this paper designs a grayscale co-occurrence matrix to increase the
effectiveness of texture feature extraction by further judging the position relationship between pixel points.
From the relationship between image pixels, it is known that there is a joint distribution factor between
adjacent pixels, which can be used to determine the spatial relationship between pixels, and the quality of
grayscale processing of the image can be further ensured by judging the information difference between
pixels through the design of a symbiotic matrix [2].

Before the image texture feature extraction is implemented, the image needs to be binarized and
edge detected. The values of the pixel points in the image are uniformly set to a fixed data format, and the
binarization segmentation is performed using the thresholding method to ensure that the threshold value is
within the pixel target range at this point. While retaining the original features of the image, the texture
features of the image are initially extracted in order to further reduce the image complexity.

In order to verify the extraction effect of the image texture feature extraction method based on
grayscale recognition, it is compared with the traditional image texture feature recognition method. The
simulation experiments were conducted by Matlab 2020a software using a computer with Intel(R) Core(TM)
i7-7200U@2.50 GHz CPU and 20 GB memory, and the specific experimental steps are as follows.

400 raw photos of chip images captured by industrial cameras were randomly selected for texture
feature extraction test. The pixel size of the raw images was uniformly adjusted to 200200 and normalized,
and the normalized data were subsequently used as the data set. The home-made color images of the chip
are selected as the data set, and uniform standard experimental parameters are set. To ensure the test
images match the actual extracted information to the maximum extent, information processing is performed
on the acquired images. All images are divided into grid blocks of the same pixels, and a nearest neighbor
classifier is used to verify the validity of the evaluated color texture images. The experiments were cross-
validated using the leave-one-out method, i.e., all the sample images were used as the training set except
for one sample left as the test set image. After repeating the experiment 5 times, the average value is taken
as the final result. In this experiment, three types of images are selected as the original images, the first
type is the color image of the building surface cracks taken by ourselves, the second type is the image on
the randomly selected color chip data set, and the third type is the image in the standard data set Colored
Bordatz. The extraction results of the three types of images are compared below, and the results are shown
in figure 1, figure 2, and figure 3.
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Figure 3 — Extraction results of the third type of image

Tests were performed on the standard color dataset Colored Bordatz, which contains a large amount
of color and texture content. It consists of 1792 samples of size 160 X 160 pixels, divided into a standard
data-set consisting of 112 texture classes (16 samples drawn from each class). A total of 112 image
samples containing different texture classes are selected for the experiment, and 10 images to be tested
are extracted for detection. If the detection length value is higher than 0.1, it is proved to meet the
subsequent testing requirements. The size detection results of serial numbers 1 to 10 are 0.565, 0.366,
0.264, 0.367, 0.547, 0.632, 0.469, 0.355, 0.415 and 0.326, respectively, which are all higher than 0.1 and
prove that the selected images meet the requirements of the testing experiment and the texture features
are extracted reasonably.

The experiments were performed on three color images with grayscale transformation and
binarization, respectively. For extraction convenience, the technicians performed edge detection on the
images and feature extraction. The experimental results show that the grayscale based recognition method
helps to extract the features of the images to be detected.
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Annotation. This work demonstrates a high-performance FPGA implementation using VHDL. The implementation includes multiple error
detection and correction algorithms of Hamming product code variants, and includes selectable features such as hybrid automatic repeat
request and parallel coding.

Keywords. FPGA, error correcting code, hamming code, product code.

In digital communication systems, errors can occur during data transmission due to noise,
interference, or other factors. Error correcting codes are used to detect and correct these errors, ensuring
the accuracy and reliability of digital communication. One popular error correcting code is the Hamming
code, developed by Richard Hamming in the 1950s.

Hamming code works by adding extra parity bits to the original data bits. This creates a unique
pattern of 1s and Os that can detect and correct errors that may occur during transmission. The parity bits
are added in a way that creates a unique pattern for each possible combination of single-bit errors that
might occur during transmission. When the receiver receives the code, it checks the parity bits and
compares them to the expected pattern. If there is an error, it can use the unique pattern to determine which
bit has been flipped and correct the error.

The 2D Hamming code, also known as the Hamming product code, is an extension of the original
Hamming code that is used for error detection and correction in two-dimensional arrays of data. This code
adds extra parity bits to each row and column of a two-dimensional array, allowing it to detect and correct
errors that may occur in both the horizontal and vertical directions. The 2D Hamming code is particularly
useful in applications that require reliable transmission of data in two-dimensional formats, such as image
or video data.

In this work, we implemented the Hamming product code on a Field Programmable Gate Array
(FPGA). Our implementation is in a modular design, the overview of the whole system is shown as Figure
1. below.
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Figure 1 - System modules and structure block diagram

The decoder module plays an adapter of different algorithm, for now, the implementation come with 3 different
algorithms: BaoV3, SHPC, EHPC. The different decoder algorithm has different extra feature support shown in Table
1 below.
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Table 1 - Algorithm unit performance and capability

Error
Algorithm Codeword _ HARQ
Correcting

BaoV3 8 Bit 4 Bit Support

SHPC 8 Bit 4 Bit Optional

EHPC 7 Bit 3 Bit Optional
Encoder 8 Bit 4 Bit -
Encoder 7 Bit 3 Bit -

The design of this system supports installation multiple parallel workers to accelerate the decoding
process. Table 2 below shows the unit resource usage and a typical performance at Fmax, which is an
estimated value from four types of FPGA typical working conditions: combination of 0°C and 85°C at
1100mV. The average speed is calculated from the total clock cycles and the typical Fmax.

Table 2 - Algorithm unit resource usage

Algorithm Logic utlization (in Total registers Fmax Avg. Speed
ALMs)
BaoV3 278 120 95 MHz 13 MB/s
SHPC 882 224 45 MHz 6.1 MB/s
EHPC 753 215 60 MHz 8.1 MB/s
ENCODE 70 141 300 MHz 40 MB/s
ENCODE 68 135 350 MHz 47 MB/s
Reference:

1. Elias P. // In Transactions of the IRE Professional Group on Information Theory. 1954. Vol. 4. P. 29-37.
2. Lin. S., Costello D.J. Error Control Coding, 2nd edition. USA, 2004.
3. Bo F., Ampadu P. // 2008 IEEE International SOC Conference. 2008. P. 59-62.
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Annotation. The continuous advancement of smartphone sensors has brought more opportunities for the universal application of human
motion recognition technology. Based on the data of the mobile phone's three-axis acceleration sensor, using combining a double-layer
Long Short Time Memory (LSTM) and full connected layers allow us to improve human actions recognition accuracy, including walking,
jogging, sitting, standing, and going up and down stairs. This is helpful for smart assistive technology. It is shown that physical activity
classification accuracy is equal to 98.4 %.

Keywords. Mobile acceleration sensor, long short time memory, action recognition and classification accuracy

Traditional sensor devices are bulky and expensive. With the continuous development of smart
phones in recent years, the acceleration sensors of mobile phones have also continued to improve. It has
the obvious advantages of small size, high penetration rate and lower price, which provides a new idea for
the application of intelligent assistance technology and so on. Recognition of human activities from sensor
data is at the core of intelligent assistive technologies, such as smart home, rehabilitation, health support,
skills assessment or industrial environments [1]. For example, the project of Inooka et al. predicts the energy
consumption of users by recognizing their activities [2], and Mathie et al. judges whether users are safe or
not by recognizing their actions [3]. This work is motivated by two requirements of activity recognition:
improving recognition accuracy and reducing reliance on engineered features to address increasingly
complex recognition problems.

Human Activity Recognition (HAR) is based on the assumption that specific body movements
translate into characteristic sensor signal patterns, which can be sensed and classified using machine
learning technigues. We use data collected from accelerometer sensors. AlImost every modern smartphone
has a three-axis accelerometer that measures acceleration in all three spatial dimensions.

We selected the data set from the Wireless Sensor Data Mining (WISDM) project, which collected
1,098,207 experimental data generated from 29 volunteers carrying smartphones to perform specified
actions every 50 ms, and each piece of data consists of 6 parts: Username, specified action, timestamp
and accelerometer values for x, y and z axis.

Before feeding the raw data into the network model, we need to perform preprocessing and feature
generation operations on it. Due to the impact of environmental changes in the data collection process, the
data from the mobile phone accelerometer inevitably has a lot of measurement noise. The main method to
eliminate these noises is to filter the original data with a low-pass filter, which helps to improve the accuracy
of model recognition. The reason why the low-pass filter can be used is based on the following two
conditions: 1. The noise is mainly concentrated in the high-frequency band; 2. When the human body is
moving, the accelerometer measurement value is only related to gravity and human body acceleration, both
of which are of small magnitude.

As a low-pass filter with a maximum flat amplitude response, the Butterworth filter has been widely
used in the field of communication and electronic measurement, and can be used as a filter for detecting
signals. The first-order Butterworth filter has an attenuation rate of 6 dB per octave and 20 dB per decade.
A second-order Butterworth filter has an attenuation rate of 12 dB per octave, a third-order Butterworth filter
has an attenuation rate of 18 dB per octave, and so on. The Butterworth low-pass filter can be expressed
as the square of the amplitude |H(jw)| and the frequency w as formula (1):

HGW)I? = — 5= —— 1)
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where w, - cutoff frequency, that is, the frequency at which the amplitude drops to -3db, Wy - passband
edge frequency, ¢ - damping ratio.

We experimented with Butterworth filters of different orders and cut-off frequencies. The Butterworth
filter with a third-order cut-off frequency of 4 performed best. The graphs before and after filtering the raw
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data of 200 three-axis accelerometers with label of sitting in the dataset using a Butterworth filter with a
third-order cutoff frequency of 4 are shown in Fig. 1 and Fig. 2. After filtering, the graph is visibly flattened.
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Figure 1 - Three-axis accelerometer plot labeled as sitting before filtering using a third-order 4 Hz
Butterworth filter
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Figure 2 - Three-axis accelerometer plot labeled as sitting after filtering using a third-order 4 Hz Butterworth
filter

We use a window of size 200 with an overlap of 90 % to divide the x, y and z axis accelerometer
and label part in the original data, store them as acceleration data and label data respectively for
preprocessing. We get 54901 windows and split both data into a training set (80 %) and a test set (20 %).

We trained a double layer LSTM neural network (implemented in TensorFlow) for HAR from
accelerometer data with the purpose of providing an algorithm with higher recognition accuracy. The trained
model will be exported/saved and added to the Android app. The network model consists of double layer
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LSTM network layers and double fully connected layer (FCL), and predicts the corresponding human
actions from the X, y and z axis acceleration count values from the data set. The proposed algorithm
achieved 98,4 % accuracy and a loss of 0,2 on the test set.
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Annotation. An effective way of synthesizing high dynamic range images is to shoot the same scene under a set of different exposure
time conditions to obtain a set of multi-exposure images, and then extract, organize, and analysis to synthesize a luminance image
that represents the original scene light distribution.
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The images taken by ordinary digital cameras are very different from the real scene, but it is difficult
to generate images with high dynamic range by using ordinary digital cameras. Properly use the camera's
exposure time to take multiple shots of the same scene, and each shot has a different exposure. By
adjusting the 1SO setting, a group of images with different exposures can be captured at different exposure
times, and high dynamic range images can be effectively synthesized by using the full details of each
image.

The details of the synthesized high dynamic range image are fully preserved, and the details of the
high-exposure image and the low-exposure image can be well blended in one image. The visual effect of
the synthesized image is enhanced, the recognition of the image is improved, and the details of the image
can be better observed with the naked eye. This method of image synthesis can be widely used in digital
video surveillance, remote sensing technology, real-time railway surveillance, medical imaging equipment,
etc.

In a specific scene, the exposure area of a digital image is different, divided into three areas:
overexposure, underexposure and normal exposure. Different exposure times will affect the shooting effect
of the image. For an image with a long exposure time, the image shooting effect of the low-exposure area
is better. Conversely, for an image with a short exposure time, the image shooting effect of the over-
exposed image area is better. Taking advantage of this phenomenon, a series of exposure images can be
obtained by changing the exposure time by shooting the same scene. Based on such a group of exposure
images, the image information of different brightness regions can be extracted for each image, and finally
a high dynamic range image is synthesized by using the detail information of this group of images [1].

To synthesize an HDR image, we divide the LDR image into the same region according to the
exposure time, and then sum the normalized image pixels in the relevant range, however this is not
straightforward to do because most cameras pass the sensor The process of collecting incident light by the
circuit is nonlinear [2]. Such a nonlinear process of the camera is called the camera response function. By
inverting it, the response function of the synthetic high dynamic range image can be obtained.

If the response function of the camera is known, then the nonlinear response function of the camera
can be negated, and the response function of the camera is usually kept secret, and the camera
manufacturer will not publish it [3]. Then in recent years, some algorithms have been developed to restore
the response function of the camera. These algorithms use multiple images of the same scene with different
exposure times to create the response function. Once the response function is restored and reconstructed
through an image sequence, it can be Used to linearize other images taken with the same camera.

After calculating the camera's response function and weight function , the final irradiance
of the pixel E is obtained by calculating the weighted average of the pixel values in the relevant area of
consecutive frames [4]. As shown in Formula 1:

Ip =z f- (pa)w(pa) /Zw(pa) (1),

a=1 ta a=1

-1 . . . .
In the formula, | f represents the inverse of the camera's response function, is the pixel value

in image@, and is the exposure time of image@. If the HDR synthesis process based on the exposure
value is accompanied by noise, then the synthesis process of the high dynamic range image may produce
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a noisy image. In fact, the weight function is applied to the HDR synthesis process. In many cases, this is
not unsatisfactory. And the resulting image will be rendered unusable. Therefore, in order to improve the
quality of HDR, it is necessary to remove the noise in the synthesis process, further play the role of the
weight function, and analyze the noise influence mode and principle of the high dynamic range image
synthesis process, which is very important for the following work.

For the noise problem of HDR images, there are two types of methods to solve it: the first type of
method is to perform noise processing after HDR image synthesis, treat HDR images as ordinary images,
and use classic image denoising algorithms, such as mean filtering, etc. . The disadvantage of this type of
method is that the details of the image are sacrificed, making the image blurred, and even this cannot
completely remove the noise. Since the noise processing occurs after image synthesis, a large amount of
image information has been lost, and the real information of the original image cannot be restored, and
denoising will cause the image to further lose information. The second type of method is to perform noise
reduction processing on the image group before HDR synthesis, and then obtain the noise-filtered image
and then synthesize the HDR image. This method can greatly improve the quality of the image.
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Annotation. The wearable reflective photocapacitance plethysmograph (PPG) sensor can be integrated into the watch or strap to
provide instantaneous heart rate (HRs), causing minimal inconvenience to users. However, the existence of motion artifacts (MAs)
leads to inaccurate heart rate estimation. In order to solve this problem, | propose a new deep learning neural network to ensure
accurate estimation of HR in high-intensity exercise. The average absolute error of the algorithm for all training data sets and test
data sets is less than 1.5 bpm, including 1.09 bpm for training data sets and 1.46 bpm for test data sets.

Keywords. PPG, LSTM, Convolution,Concatenation,Heart rate and motion artifacts

Reflective photoplethysmography (PPG) sensor measures the intensity change of skin reflected light
and provides PPG signal representing the change of arterial blood volume between systolic and diastolic
phases of the heart cycle. The reason why the sensor is concerned is that it can be installed in a watch or
wrist strap to measure and monitor instantaneous heart rate (HRs), minimizing the inconvenience to users.
However, the sensor is sensitive to motion artifacts (MAs), which come from the pressure and motion
exerted on the wrist of the PPG sensor. Motion artifacts will eventually lead to inaccurate heart rate
estimation. A few years ago, Zhang and others shared the data set of acceleration and PPG signals
measured simultaneously in [1] motion, which prompted people to study the use of acceleration signals to
eliminate motion artifacts in PPG sensors. However, despite the efforts and progress of algorithms, these
methods do not always provide accurate results.

In this paper, the purpose is to measure heart rate more accurately,so | propose a hew deep neural
network based on multi-class and non-uniform multi-label classification for human heart rate estimation. In
the proposed algorithm, | consider two power spectra from the input layer of PPG and acceleration signals.
In addition, | use the acceleration signal strength in the input layer. | assume that the acceleration signal
strength can provide information about the recent HR changes: high intensity represents intense exercise,
which may change HR. The proposed algorithm includes two convolution layers, two LSTM layers, one
connection layer and three full connection layers (including one softmax layer). In the proposed algorithm,
the power spectrum from PPG and acceleration signals is fed to two convolutions to provide MA
cancellation in the PPG power spectrum. The output is flattened and connected to a fully connected layer,
which is then connected to the acceleration signal strength. Then, the output is fed to two LSTM layers,
and then to other full-connection layers including softmax.
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Figure 1. The architecture of the proposed algorithm; 2D convolution layer, 1D convolution layer, a full connection
layer,a concatenation layer two LSTM layers and a full connection layer are structured in sequence
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The LSTM layer uses minimum outliers to track HR tracking. In this algorithm, | also propose a new scheme
to modify the real HR value to Gaussian distribution to evaluate the loss value. The performance of the
proposed algorithm is evaluated by comparing with the results of [1] - [18] previously reported.

| used two data sets to evaluate the proposed HR estimation algorithm - the IEEE Signal Processing
Cup (ISPC) 2015 data set (n=23) and the direct measurement data set obtained by the developed
equipment (n=48). These two sets of data include multi-channel PPG signal and three-axis accelerometer
signal, which are measured by the equipment on the wrist during high-intensity physical exercise. At the
same time, ECG signals ire measured in the chest as real HR reference.

The data includes 12-minute three-channel PPG signal and 50-Hz sampling three-axis acceleration
signal. The dataset is divided into two groups, BAMI-1 and BAMI-II.

During every 4 minutes of running and walking, the subjects walked or ran with a treadmill stick in
the last two minutes. | designed this link to reflect the heart rehabilitation exercise of patients with heart
disease who have poor exercise ability. They usually walk or run with a treadmill stick. There are 17 males
and 6 females, with an average age of 22.0+1.7 years. The whole exercise process is also carried out on
the treadmill. For these two data sets, the reference real heart rate was measured by ECG data recorded
simultaneously by 24-h the ambulatory ECG monitor (SEER Light, GE Medical, Milwaukee, WI, USA).

In this study, | selected the ISPC data set (n=23) as the training data, because it includes various
movements, such as waking up, running, resting, jumping, push up, shaking hands, stretching, pushing
and boxing. | also added the own dataset BAMI-I (n=25) to the training data to increase the size of the
training data, and used another dataset named BAMI-II (h=23) to test the training algorithm. For all data
sets, the ecg-based HRs are calculated using an 8-second window, with a 2-second offset (6-second
overlap) to obtain the HRs every 2 seconds. In the whole study, the same window length (8 seconds) and
shift (2 seconds) are used to evaluate the performance of the proposed algorithm relative to the existing
algorithm.

Figure 1 summarizes the architecture of the proposed algorithm. It consists of eight layers: two
convolutional layers, two LSTM layers, one tandem layer and three full connection layers, including a
softmax layer. More specifically, a 2D convolution layer, a one-dimensional convolution layer, a flat layer,
a splice layer, a fully connected layer, two LSTM layers, and a fully connected layer folloid by a softmax.

For the input layer, the power spectrum from PPG signal and acceleration signal is divided into two
(size 2 X 222): the top signal is from PPG (Ps (i)), and the bottom signal is from acceleration (Pa (i)). Note
that the power spectrum is based on each 8-second window and then shifted for 2 seconds (6-second
overlap). Input layer input to 32 2 X 37 cores, two-dimensional convolution with a step of 4, and then perform
the nonlinear function leaky corrected linear unit (ReLU) and 1 X2 max pooling, in steps of 2. The resulting
size is 1 X 28X 32.The characteristic diagram of 32 shows the intermediate PPG power spectrum after MA
cancellation.

Send characteristic map into 64 1 X5-core, one-dimensional convolution with a side of 1, and then
carry out leaky ReLU and 1 with a side of 2 X2 max pooling, get other sizes of 1X14X64, showing the
PPG power spectrum of MA elimination. The resulting feature map is spread evenly to 896 nodes, which
are fully connected to 512 nodes with leaking ReLU.

Subsequently, the acceleration intensity  (I) is connected with 512 activations. | assume that the
acceleration intensity represents how the current HR value will change in the near future. For example, high
acceleration intensity means high intensity exercise, which may increase HR. 513 connected nodes are
sent to two LSTM layers. These two LSTM layers act as HR tracking algorithms by considering the local
HR tracking mode. Due to the existence of LSTM layer, even if the signal to noise ratio (SNR) of PPG signal
is extremely low, the dominant frequency corresponding to HR will not deviate seriously in the continuous
window. The first layer LSTM contains 512 nodes, each node has 6 time steps, and all nodes are connected
to the second layer LSTM. Note that six time steps provide the best accuracy. The numerical analysis of
the effect of time step will be introduced. The second LSTM layer also includes six time steps, each of
which provides an output with a length of 222. Then, only the output from the last time step is fed to the full
connection layer, which is connected to 222 nodes with leaking ReLU. In the frequency range of 0.6-3.3
Hz, the frequency resolution is 0.012 Hz, and the result of the final PPG power spectrum after MA
cancellation is 222 activations. The activation is input to the softmax layer, which provides the final
probability of the real HR value.

To avoid over-fitting, | applied dropout to two convolution layers and two LSTM layers. For
convolution layer, the exit rate is set to 0.3. For LSTM layer, the drop rate of input linear transformation is
0.3, and the drop rate of loop state is 0.2.

List of used sources:
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Annotation. In response to the problems of low recognition accuracy and large computation of traditional neural network algorithms, a
gesture recognition detection model is designed by using human skin color features and SVM model with gesture classification recognition
as the target. The method adopts bilateral filtering and other graphical processing to smooth the edges of the palm, detect and binarize
the skin color of the region, and filter the binarized image to smooth the edges. The skin color space is transferred from the RCB space
to the YUV space under which the gesture region is separated from the background, and morphological processing techniques are
introduced in terms of gesture integrity to effectively fill the black hole region and remove the white dot region in the gesture picture, and
directly edge the gesture picture. After obtaining the standardized image, the feature values are obtained. The experimental results show
that the method improves the accuracy of gesture recognition compared with traditional algorithms.

Keywords. Gesture recognition, OpenCV library, Support vector machines.

Introduction

The main purpose of gesture recognition is to make it easier for users to communicate with machines,
especially for people with disabilities who are physically challenged. Early scholars mainly used sensors to
collect gesture data, and although this method can obtain a high accuracy rate, the hardware is generally
expensive. In recent years, the technology in the field of computer vision has developed rapidly, and scholars
from various fields have started to flock to the embrace of computer vision. Research can be broadly divided
into two categories, one is based on artificial feature extraction gesture recognition ", this method requires
human to extract gesture features, and then processing, this method is susceptible to the impact of external
factors, the background color changes will also bring a large error on the results; the other is based on deep
learning gesture recognition research P, using deep convolution and recurrent neural network to achieve, the
method uses four deep convolutional layers to automatically perform feature learning in the original data.

System Design

The first step of the gesture recognition system is to extract the contour lines of the hand after recording
the gesture from the computer camera, and then program the image pre-processing process by using the
OpenCV computer vision library to improve the API to denoise the image. The denoised gesture images are
subjected to skin color detection and color space conversion, as well as binarization of the images, and then
further processing such as erosion and expansion is done to finally extract the overall contour of the target
object. The overall flow chart is shown in Figure 1.
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Figure 1. Flow chart of gesture segmentation

Get gestures and denoising
Due to the complex and diverse background environment of the captured images and the different
performance of the capture devices, the raw gesture images captured directly from the computer camera
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contain a lot of noise interference, and usually need to perform pre-processing operations to maintain the
integrity of the raw image information.

The OpenCV environment is configured in the PyCharm compiler, and the gesture image is recorded
in the main.py source file, and the video Capture function is called to capture the camera and obtain a live
gesture image from the camera. The directly acquired gesture images are affected by environmental factors,
such as light intensity, gray background, etc., and need further processing to ensure that the images have
valid information and key feature points, as well as to remove features from the original images [1] that have
an impact on the effect or are not relevant to our target information. The noise reduction of the original image
is also called filtering, and the more commonly used filtering algorithms in current research are mean filter,
Gaussian filter, bilateral filter and so on. Here, the bilateral filtering algorithm is chosen to perform noise
reduction on the original image.

The essence of bilateral filtering is to combine the space of pixel fields and intervals with similar pixel
values to achieve the purpose of edge preservation and denoising. The closer to the center point of the
coordinates of the pixel point of the gray value accounted for a greater weight, to ensure that the boundary
will not be blurred out, it is a simple, non-iterative and local algorithm. Bilateral filtering method achieves the
purpose of edge pixel point keeping and noise reduction by setting the corresponding function internally.

Gesture Skin Tone Detection and Binarization

To achieve the ultimate gesture recognition, one of the more important steps is gesture segmentation,
which is a prerequisite for gesture recognition. Here, we use the method of skin color detection to segment
the gestures. There are many gesture features [2], among which hand color is an important feature and has
strong robustness, which is an inherent feature of the hand.

OpenCV uses the cvColor() function to convert to RCB space, and then uses the split() function to
obtain the RGB value of each pixel in the image, which is a two-dimensional matrix split into a three-
dimensional matrix. If not, the mask is set to black. In addition to the RGB color space model, there is also a
more common color space is YUV, OpenCV cvtColor function parameters to CV_YUV2BGR_1420, the color
space will be converted to YUV space.

SVM model-based gesture recognition

For a limited number of learning samples, by continuously reducing the structure of the problem, the
learning machine can obtain the best classification ability and finally can use statistical methods to
successfully predict unknown outcomes. The generalized world can find the best function in the same kind of
function set, but it is difficult to find other kinds of functions. The above problem can be better solved by
choosing a partial set SVM of the eigenvectors of the sample group instead of the SVM of the sample group
partition [3]. The SVC classification is trained as follows.

SVC function parameters are used.

'kernel':(linear', 'rbf'), 'C": [1, 3, 5,7, 9, 11, 13, 15, 17, 19].

‘gamma’:[0.00001,0.0001,0.001,0.1,1,10,100,1000] which, C is the penalty term, the larger its value,
the more it will directly affect the penalty value, the training samples will also get higher accuracy; kernel
indicates different kernel function types; gamma indicates kernel function coefficients, the parameters are not
fixed.

Comparative analysis of experimental results

The dataset and training set are imported into the SVM model and ANN for training and testing, and
the accuracy of each round and the final average accuracy are obtained as shown in Table 1 and Table 2.

Table 1- Recognition accuracy of the training and data sets for SVM

Round/Accur | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Round

acy d1 d2 d3 d4 ds d6 d7 ds d9 10
Training 0.987 | 0.984 | 0.991 | 0.987 | 0.997 | 0.987 | 0.987 | 0.987 | 0.987 | 0.987
accuracy

Test 0972 | 1.0 | 0944 | 1.0 | 0943 | 1.0 1.0 1.0 | 0971 | 1.0
accuracy
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Table 2- Recognition accuracy of the training and data sets for ANN

Round/Accur | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Round

acy d1 d2 d3 da ds dé6 d7 ds d9 10
Training 0.997 | 0.997 | 0.997 | 0.991 | 0.997 | 0.997 | 0.997 | 0.771 | 0.997 | 1.0
accuracy

Test 1.0 1.0 1.0 1.0 1.0 1.0 1.0 | 0771 | 10 | 0971
accuracy

From Table 1 and Table 2, the recognition accuracy of SVM is 0.983 and 0.988 for training and test
sets. 0.974 and 0.973 for training and test sets of ANN. SVM has higher recognition progress than ANN.

Conclusion

The experimental results show that the method has improved the accuracy of gesture recognition
compared with the traditional algorithm. The gesture segmentation using the skin color recognition technique
is susceptible to interference in complex real-world situations, and objects with similar skin color and shapes
similar to the gestures are likely to appear in complex environments, which affects the accuracy rate to a
certain extent. Only nine common hand gestures were analyzed, and there are limitations in the application
scope. In the future research, the model can be further improved and extended to train more gestures to
improve the adaptation range.
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Annotation. With the continuous progress of communication technology, LDPC codes have become one of the key technologies in
channel coding with their superior error correction performance and efficient decoding algorithms. Among them, multivariate LDPC
codes perform better in high-order modulation and burst error channels, especially in short to medium code length conditions, but
there are also shortcomings [3]. In order to better reconcile band utilization with BER and reduce decoding complexity, this paper
discusses the construction and decoding of multivariate LDPC codes, focusing on their development history and research status.
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Around the 1960s, Gallagher started to construct multivariate LDPC codes using finite fields while
proposing binary LDPC codes, but only from the idea of multivariate codes. It was not until 1998 that
Mackay and Davey successfully demonstrated that LDPC codes constructed randomly based on finite fields
outperformed binary LDPC codes, with good iterative decoding performance in both Gaussian white noise
(AWGN) channels and binary erasure channels (BEC).

In fact, the construction methods of multivariate LDPC codes can be divided into two categories,
namely randomized construction methods and structured construction methods. The PEG [1] algorithm is
one of the commonly used randomized construction methods, where the connection between the check
node and the variable node can be established step by step under a known degree distribution, and is used
to build Tanner graphs of multivariate LDPC codes with large ring lengths. The approximate extra-ring
message degree (ACE) algorithm is also one of the well-known computer-based stochastic construction
algorithms, which increases the influence of overlapping rings on the decoding code by considering the
rings as a way to improve the flow of extra messages during decoding iterations. The above random
construction method requires a large number of computer search operations, and the constructed code
words are irregular. Although the randomly constructed LDPC codes have good performance, the coding
complexity is high.

Using algebraic theory, knowledge of finite geometry and the theory of matrix operations as the main
structured construction method can be used to construct a class of multiplexed LDPC codes with regular
structure of the check matrix. The structured construction method can be used to construct a class of
multiple LDPC codes whose check matrices have a regular structure. By using sets of special structures,
such as perfect difference sets, prime sets and good codes, a class of LDPC codes with regular structure
can be constructed, which This effectively improves the performance of the waterfall region and brings
some performance gains. Constructing multivariate LDPC codes can be combined with "good" codes to
bring structural optimization, including generalized RS codes (GRS) [2] and Irregular Repeated
Accumulation (IRA) codes. By combining other code The optimization of the checksum matrix of
multivariate LDPC codes, in combination with other code features, allows for efficient encoding and easy
to implement in hardware and further increase encoder throughput. Finite geometric knowledge is one of
the most important ways to construct LDPC codes is to use the relationship between points and lines at the
earliest. It is possible to obtain code word structures with a minimum distance and a better trap set, with a
very low error leveling. The mask technique is used more often in matrix operation theory, and the mask
technique is mainly The mask technique is mainly used by multiplying a check matrix of known structure
with a certain mask matrix to change the original matrix structure, reducing the number of short loops while
making the degree distribution better and the sparsity The mask technique is mainly used to change the
structure of the original matrix by multiplying the known structure with a certain mask matrix, reducing the
number of short loops while making the degree distribution better and sparser.

In addition, there are many measures of code word merit, including ring distribution, minimum
distance, trap set, etc. Several of the structured construction methods mentioned above also start from
these measures. One of them is for the existence of rings, especially short rings, which tend to bring about
correlation between variable nodes, making the outer information return to its own node after only a few
passes, which is not conducive to accurate decoding, such as the PEG algorithm which focuses on
designing code words with larger ring lengths. The greater the minimum distance, the less it is affected by
noise and the easier it is to decode, which is also one of the key factors affecting the decoding threshold
and performance curve waterfall area. As multivariate LDPC codes are defined over a finite domain, their
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check matrix consists of elements within the domain, so optimization of measures such as the ring can be
achieved from the perspective of optimizing the set of coefficients.

In summary, for the problem of constructing multivariate LDPC codes, the core objectives are
optimize the metrics that measure the structure of the code word so as to quickly and accurately construct
a structured checksum matrix, which facilitates accurate decoding at the receiver. For the decoding of
multivariate LDPC codes the core objective is to optimize the metrics for measuring the code word structure
so that a well-structured check matrix can be constructed quickly and accurately to facilitate accurate
decoding at the receiver. The decoding problem of multi-dimensional LDPC codes requires an analysis of
the decoding rules of the two types of nodes to reduce the algorithm of the two types of nodes can be
reduced without degrading the error correction performance.

List of used sources:

1. Low-complexity decoding for non-binary LDPC codes in high order fields. / A. Viola, F. Vernier // IEEE Transactions on
Communications, 2010. — P. 1365-1375.
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In signal processing, noise is a general term for unwanted (and, in general, unknown) modifications
that a signal may suffer during capture, storage, transmission, processing, or conversion.

Sometimes, it can also mean signals that are random (unpredictable) and carry no useful information; even
if they are not interfering with other signals or may have been introduced intentionally, as in comfort noise.
Noise reduction, the recovery of the original signal from the noise-corrupted one, is a very common goal in
the design of signal processing systems, especially filters. The mathematical limits for noise removal are
set by information theory, namely the Nyquist—-Shannon sampling theorem.

Noise may arise in signals of interest to various scientific and technical fields, often with specific features:
Noise is unwanted sound considered unpleasant, loud or disruptive to hearing. From a physics standpoint,
noise is indistinguishable from desired sound, as both are vibrations through a medium, such as air or
water. The difference arises when the brain receives and perceives a sound.

Acoustic noise is any sound in the acoustic domain, either deliberate (e.g., music or speech) or unintended.
In contrast, noise in electronics may not be audible to the human ear and may require instruments for
detection.

Background noise or ambient noise is any sound other than the sound being monitored (primary
sound). Background noise is a form of noise pollution or interference. Background noise is an important
concept in setting noise levels.

Background noises include environmental noises such as water waves, traffic noise, alarms, extraneous
speech, bioacoustics noise from animals, and electrical noise from devices such as refrigerators, air
conditioning, power supplies, and motors. The prevention or reduction of background noise is important in
the field of active noise control. It is an important consideration with the use of ultrasound (e.g. for medical
diagnosis or imaging), sonar, and sound reproduction.

Comfort noise (or comfort tone) is synthetic background noise used in radio and wireless communications
to fill the artificial silence in a transmission resulting from voice activity detection or from the audio clarity of
modern digital lines.

Some modern telephone systems (such as wireless and VolP) use voice activity detection (VAD),
a form of squelching where low volume levels are ignored by the transmitting device. In digital audio
transmissions, this saves bandwidth of the communications channel by transmitting nothing when the
source volume is under a certain threshold, leaving only louder sounds (such as the speaker's voice) to be
sent. However, improvements in background noise reduction technologies can occasionally result in the
complete removal of all noise. Although maximizing call quality is of primary importance, exhaustive
removal of noise may not properly simulate the typical behaviour of terminals on the PSTN system.

The result of receiving total silence, especially for a prolonged period, has a number of unwanted effects
on the listener, including the following:

- the listener may believe that the transmission has been lost, and therefore hang up prematurely;

- the speech may sound "choppy" (see noise gate) and difficult to understand;

- the sudden change in sound level can be jarring to the listener.

To counteract these effects, comfort noise is added, usually on the receiving end in wireless or VolP
systems, to fill in the silent portions of transmissions with artificial noise. The noise generated is at a low
but audible volume level, and can vary based on the average volume level of received signals to minimize
jarring transitions.

Electromagnetically induced acoustic noise (and vibration), electromagnetically excited acoustic
noise, or more commonly called coil whine, is audible sound directly produced by materials vibrating under
the excitation of electromagnetic forces. Some samples of this noise include the mains hum, hum of
transformers, the whine of some rotating electric machines, or the thrill of fluorescent lamps. The hissing of
high voltage transmission lines is because of corona discharge, not magnetism.

The phenomenon is additionally called audible magnetic noise, electromagnetic acoustic noise, lamination
vibration or electromagnetically-induced acoustic noise, or more rarely, electrical noise, or "coil noise",
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looking on the application. The term electromagnetic noise is usually avoided because the term is employed
within the field of electromagnetic compatibility, managing radio frequencies. The term electrical noise
describes electrical perturbations occurring in electronic circuits, not sound. For the latter use, the terms
electromagnetic vibrations or magnetic vibrations, that specialize in the structural phenomenon are less
ambiguous.

Acoustic noise and vibrations due to electromagnetic forces can be seen as the reciprocal of
microphonics, which describes how a mechanical vibration or acoustic noise can induce an undesired
electrical perturbation [1].

In telecommunications, an interference is that which modifies a signal in a disruptive manner, as it travels
along a communication channel between its source and receiver. The term is often used to refer to the
addition of unwanted signals to a useful signal.

Noise is a form of interference but not all interference is noise.

A solution to interference problems in wireless communication networks is interference alignment, which
was crystallized by Syed Ali Jafar at the University of California, Irvine. A specialized application was
previously studied by Yitzhak Birk and Tomer Kol for an index coding problem in 1998. For interference
management in wireless communication, interference alignment was originally introduced by Mohammad
Ali Maddah-Ali, Abolfazl S. Motahari, and Amir Keyvan Khandani, at the University of Waterloo, for
communication over wireless X channels. Interference alignment was eventually established as a general
principle by Jafar and Viveck R. Cadambe in 2008, when they introduced "a mechanism to align an
arbitrarily large number of interferers, leading to the surprising conclusion that wireless networks are not
essentially interference limited." This led to the adoption of interference alignment in the design of wireless
networks.

In many cases noise found on a signal in a circuit is unwanted. There are many different noise
reduction techniques that can reduce the noise picked up by a circuit.

Faraday cage — A Faraday cage enclosing a circuit can be used to isolate the circuit from external noise
sources. A faraday cage cannot address noise sources that originate in the circuit itself or those carried in
on its inputs, including the power supply.

Capacitive coupling — Capacitive coupling allows an AC signal from one part of the circuit to be picked up
in another part through the interaction of electric fields. Where coupling is unintended, the effects can be
addressed through improved circuit layout and grounding.

Ground loops — When grounding a circuit, it is important to avoid ground loops. Ground loops occur when
there is a voltage difference between two ground connections. A good way to fix this is to bring all the
ground wires to the same potential in a ground bus.

Shielding cables — A shielded cable can be thought of as a Faraday cage for wiring and can protect the
wires from unwanted noise in a sensitive circuit. The shield must be grounded to be effective. Grounding
the shield at only one end can avoid a ground loop on the shield.

Twisted pair wiring — Twisting wires in a circuit will reduce electromagnetic noise. Twisting the wires
decreases the loop size in which a magnetic field can run through to produce a current between the wires.
Small loops may exist between wires twisted together, but the magnetic field going through these loops
induces a current flowing in opposite directions in alternate loops on each wire and so there is no net noise
current.

Notch filters — Notch filters or band-rejection filters are useful for eliminating a specific noise
frequency. For example, power lines within a building run at 50 or 60 Hz line frequency. A sensitive circuit
will pick up this frequency as noise. A notch filter tuned to the line frequency can remove the noise.

The noise level in an electronic system is typically measured as an electrical power N in watts or dBm, a
root mean square (RMS) voltage (identical to the noise standard deviation) in volts, dBuV or a mean
squared error (MSE) in volts squared. Examples of electrical noise-level measurement units are dBu, dBm0O,
dBrn, dBrnC, and dBrn(f1 — f2), dBrn(144-line). Noise may also be characterized by its probability
distribution and noise spectral density NO(f) in watts per hertz.

A noise signal is typically considered as a linear addition to a useful information signal. Typical signal quality
measures involving noise are signal-to-noise ratio (SNR or S/N), signal-to-quantization noise ratio (SQNR)
in analogue-to-digital conversion and compression, peak signal-to-noise ratio (PSNR) in image and video
coding and noise figure in cascaded amplifiers. In a carrier-modulated passband analogue communication
system, a certain carrier-to-noise ratio (CNR) at the radio receiver input would result in a certain signal-to-
noise ratio in the detected message signal. In a digital communications system, a certain Eb/NO (normalized
signal-to-noise ratio) would result in a certain bit error rate. Telecommunication systems strive to increase
the ratio of signal level to noise level in order to effectively transfer data. Noise in telecommunication
systems is a product of both internal and external sources to the system.

Noise is a random process, characterized by stochastic properties such as its variance, distribution, and
spectral density. The spectral distribution of noise can vary with frequency, so its power density is measured
in Watts per hertz (W/Hz). Since the power in a resistive element is proportional to the square of the voltage
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across it, noise voltage (density) can be described by taking the square root of the noise power density,

resulting in volts per root hertz. Integrated circuit devices, such as operational amplifiers commonly quote
equivalent input noise level in these terms (at room temperature).
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Annotation. Human activity recognition (HAR) is a prominent application of advanced Machine Learning (ML) and Atrtificial
Intelligence (Al) techniques that utilizes computer vision to understand the semantic meanings of heterogeneous human actions. This
paper describes a supervised learning method that can distinguish human actions based on data collected from practical human
movements. This study proposes a HAR classification model based on a Convolutional Neural Network (CNN) and uses the collected
human action signals. The model was tested on the WISDM dataset, which resulted in a 92 % classification accuracy. This approach
will help to conduct further researches on the recognition of human activities based on their biomedical signals.
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There are several approaches to collect HAR data from the participating subjects; broadly, they fall
into one of the two categories — namely camera-based recording or sensor-based recording [1]. In the
former approach, one or more video cameras are set up to record the activities of a subject for a certain
amount of time, and then the recognition is performed using video analysis and processing techniques. The
later one utilizes various types of sensors to track the movements of the subject. This approach can be
further classified based on the type of sensors used, whether they involve wearable body sensors or the
external ones [2]. External sensors are placed in predetermined points of interest on the subjects’ body,
whereas wearable sensors require to be attached to the subject while collecting data. Each of these
techniques has its advantages, shortcomings, and apposite applications. Some recognition techniques
even combine multiple recording techniques to collect more relevant data and make the corresponding
actions more interpretable to the machines. The applications of HAR include intelligent surveillance,
haptics, human-computer interaction, motion or gesture-controlled devices, automatic health-care
monitoring systems, prosthetics, and robotics. Despite many advancements, HAR is still a challenging task
because of the articulated nature of human activities, the involvement of external objects in human
interactions, and complicated spatiotemporal structures of the action signals [3]. Success in recognizing
these activities requires advanced signal and image processing techniques, as well as sophisticated ML
algorithms. Since the absolute performance is yet to be achieved, HAR remains a tending field to the
researchers.

The WISDM dataset contains mobility information that was collected from 30 people of different ages
(ranging from 19 to 48 years), genders, heights and weights using a wrist-mounted smartphone. The
smartphone has integrated accelerometer and gyroscope. Action data was recorded using these sensors
while each of the subjects was performing six predefined tasks, which according to the jargon of ML,
represent six different classes. Three-axial linear acceleration and three-axial angular velocity data were
acquired at a steady rate of 20 Hz. The collected samples were labeled manually afterward. Before putting
in the dataset, the samples were pre-processed using a median filter for noise cancellation and a thirdorder
low-pass Butterworth filter having a 20 Hz cutoff frequency.

This study aims to classify the HAR signals of the WISDM dataset employing a CNN model, as shown
in Figure 1. The training stage requires a set of data samples containing various attributes measured from
subjects while performing various predefined activities. The supervised learning technique then try to make
some "sense" out of the data, find out how the samples that belong to the same class are similar to each
other while samples from different classes are diverse, then builds one or more internal models focusing
on the crucial attributes that can highlight those contrasting properties to carry out the classification [1]. In
the training stage, a preordained portion of the dataset is used to train the machine and build a feasible
model, which is then evaluated over the remaining samples.
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Figure 1. Block diagram of the proposed CNN-based HAR algorithm

The data has been preprocessed in such a way that each data record contains 80 time slices (data
was recorded at 20 Hz sampling rate, therefore each time interval covers four seconds of accelerometer
reading). Within each time interval, the three accelerometer values for the x axis, y axis and z axis are
stored. This results in an 80%3 matrix. The data must be passed into the neural network as a flat vector of
length 240. The first layer in the network must reshape it to the original shape which was 80x3. The model
is tested on the human behavior pose dataset WISDM. We selected 80 % of the data in the WISDM dataset
for model training and 20 % for model testing. Using Adam as optimizer, batch size equals to 400, epochs
equal to 50 (training for 50 rounds).

Accuracy is a measure for how many correct predictions your model made for the complete test
dataset. It is measured by the following formula:

Accuracy = (TP + TN)/(TP + TN + FP + FN), Q)
where TP — True Positives, FP — False Positives, FN — False Negatives, and TN — True Negatives.
The model learns well with accuracy reaching above 92 % and loss hovering at around 0,39.
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3. Human Action Recognition with Depth Cameras. / J. Wang [et al.] // Springer International Publishing, 2014.
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Annotation. Wearable devices for monitoring human physiological parameters have become popular, and due to their low cost, the most
common method of monitoring human information in such devices is the use of photoplethysmography (PPG) signals. Nevertheless, the
accurate estimation of the PPG signal recorded from the subject's wrist during various physical exercises is often a challenging problem
because the initial PPG signal is heavily corrupted by motion artifacts. Long Short Time Memory (LSTM) is built to recognize activities.
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Accurate estimation of the wrist-recorded PPG signal is often a difficult problem when the patient
is wearing the wearable device during exercise, because the original PPG signal is strongly affected by
motion artifacts (MAs), mainly due to the relative motion between the PPG springs and the skin of the wrist
[1]. To reduce MAs, a number of signal processing techniques based on data from different types of
sensors, especially ACC data, have proven to be very useful.

ACC provides information about the acceleration of the human body during motion. In smartphones
and smartwatches, the integrated three-axis ACC is probably the most commonly used sensor for activity
tracking. A combined approach to retrieve PPG and acceleration data is available directly on smartphones
and smartwatches [2]. HAR can be viewed as a pattern recognition problem where machine learning
techniques have been particularly successful. Several machine learning models have been developed for
HAR. The main goal of this paper is to maintain the good performance of the RNN framework in terms of
detection accuracy [3], and an RNN for human activity detection using four-dimensional ACC and PPG data
has been developed.

PPG signals are continually captured during activities from the wrist using Maxim Integrated
MAXREFDES100 device. To guarantee a perfect fit of the sensor unit to the skin surface, a specific
weightlifting cuff, adjustable by tear-open closure, is used to hold the sensor in place by fully tightening the
strap with a cable protruding from the back end of the strap. The PPG signal value is equivalent to the
output of an ADC (Analog to Digital Converters) photodetector with a pulse width of 118 ps, a resolution of
16 bits and a full scale of 8192 nA, illuminated by a green LED (Light-Emitting Diode). The ACC signal
values on the three axes correspond to MEMS (Micro-ElectroMechanical System) outputs with 10-bit
resolution, left-aligned, and a scale of 2 g.

For analysis, a recently published data set consisting of 105 PPG signals (15 per subject) and 105
corresponding triaxial ACC signals recorded at 400 Hz from seven different subjects was used. The seven
adult subjects were three males and four females, ranging in age from 20 to 52 years, who performed five
sets of resting, squatting, and stepping activities. The signals were recorded simultaneously and the dataset
contains 210 audio clips with a total duration of 17,201 seconds.

The individual PPG signal values for the same subject are highly variable from series to series, and
vary considerably over short periods of time within the same series. Normalization allows for better
separation of the PPG signal from motion artifacts using the following equations:

PPG —pippg
o

PPG

cal —

: (1)

1 N
Uppg = NZPPGi (2)

i=1

where‘w is the calculated PPG data, m’ means PPG value of the i-th data.

The accelerometer is affected by the low noise level, the gravitational acceleration is in three spatial
axes, so the data usually has some bias, remove it by subtracting the average from the data, the procedure
gives a fine filtering of the signal with the following equation:
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where is the calculated ACC data, means ACC value of the i-th data.

The network model used in the publication is shown in Figure 1. It is based on a widely used
architecture for time-based sensor data and consists of a combination of fully connected layers and LSTM
modules [4]. The input data has three acceleration axes, and PPG generates a four-dimensional timeline.
The data is then transmitted to the network in a window, where the parameter is the time point size of one
data window.

(4)

.| Fully Connected Batch N N
Input Sensor Data Layer I Normalization > LSTM 1 > Dropout I
¥
N | Fully Connected . Predicted .|  Performance
LSIM IT »  Dropoutll Layer II | Physical Activity | | Estimation

Figure 1-The network model for training dataset

The first layer is fully connected layer and aims to_identify the relevant features in the input data. In

this layer, the general neuron produces an output value:

y:f([Wl,wz,...,wn][xl,xz,...,xn]T+b) -

2l 4] o weights i associion witscach nput, L
where the inputs to_the layer and the neuron weights in association with each input, . is the

activation function and .= is the bias value.

The batch normalization layer, which normalizes the mean and standard deviation of the global data,
operates on individual batches of data with training. Then, the recurrent neural network is represented at
its core by two cascaded LSTM layers, with the LSTM followed by a dropout layer that randomly discards
some of the inputs to reduce overfitting.

In the end, there is a fully connected layer of size 3 which, together with the sparse class cross-
entropy loss function assigned to the network, classifies one of these three classes of layers. The loss
function represents the error that must be minimized by the training process. The representation of the error

J(w)

varies upon the given function of the network allotted to it. For a categorical cross-entropy function
, the error function is as follows:

J (W) = _%Z[yi logy; + (1~ y;)log(L-y;)]

(6)

Where is the set of model parameters, is the number of input test features, and are the true

and predicted classes respectively, expressed numerically.

The virgin PPG signal has been severely corrupted by MAs, mainly due to the relative motion
between the PPG source and the wrist skin. In order to reduce MAs, the ACC data and PPG were integrated
into four-dimensional data, which were processed and analyzed. In an investigation of Python based data
analysis of PPG and ACC signals, the study completed the design of functions such as importing data and
analysis of signals.
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Annotation. A deep learning framework for activity recognition based on smartphone acceleration sensor data, convolutional neural
network (CNN) and long short-term memory (LSTM) is proposed in the paper. The proposed framework aims to improve the accuracy
of human activity recognition (HAR) by combining the strengths of CNN and LSTM. The CNN is used to extract features from the
acceleration data and the LSTM is used to model the temporal dependencies of the features. The proposed framework is evaluated
on the publicly available dataset, it includes 6 different actions: walking, walking upstairs, walking downstairs, sitting, standing, laying.
The physical activity recognition accuracy has reached 94 %.
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With the rapid popularity of smartphones and the rapid development of micro sensors, various MEMS
sensor devices are embedded in people’s smartphone. The main advantages of MEMS sensors are small
size, light weight, low power consumption, high reliability, high sensitivity, easy integration, etc. And the
research on human behavior recognition based on sensor-based intelligent devices has become an
emerging research topic in recent years, traditional machine learning algorithms extract feature vectors
from data to distinguish between classes of activities, and researchers have done a lot of research work in
this area. FGD Silva [1] used two methods, FDR and PCA, to extract 19 features from the data and used
SVM method to classify the activities, VNT Sang [2] applied KNN, ANN and SVM algorithms for
classification and recognition of human behavior, R Singh [3] et al. proposed an algorithm for human state
recognition activity using decision tree C4,5 by data mining algorithm. Since traditional machine learning
algorithms require manual extraction of features in the data, and it is difficult for non-professionals to extract
effective feature sets, manual extraction is also subject to human error and time-consuming, all of these
methods which will reduce the accuracy of classification and recognition, but neural networks greatly
compensate for the lack of manual feature extraction in traditional machine learning by building a multi-
level automatic feature extraction architecture.

Data acquisition for human behavior recognition is basically divided into two categories, video image-
based data acquisition and wearable sensor-based data acquisition. In this paper, we focus on human
activity recognition based on wearable sensing data. This paper uses the built-in acceleration sensor of a
smartphone for data collection.

The network model consists of three convolutional layer and LSTM network layers, fully connected
layer, and one Softmax layer, and predicts the corresponding human actions from the data set. The
proposed algorithm’s accuracy achieved 94 % and the loss is about 0,02 at the test set.

The algorithm which we proposed consists of six different layers: three 1D convolutional layers,
LSTM network layer, fully connected layer, and Softmax layer. The structure diagram of the algorithm is
shown in Figure 1.

Three 1D Fully Connected

Input Sensor .
pu .| Convolutional | LSTM Layer > Layer
Data > » =
Layers
Predicted Y
redicte
Performance P Activity From 6 Softmax Layer
Estimation Class Labels

Figure 1 — The block scheme of physical activity recognition algorithm based on CNN-LSTM neural network
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We tested the recognition accuracy of the algorithm using data from the publicly available dataset
UCI-HAR. In this dataset, 70 % of the volunteers was selected for generating the training data and the
remaining 30 % is used to test the data. We set the training set to 100 and train on the training set for 50
epochs. The loss value and the accuracy values are shown in Figure 2.

Accuracy_rate %

) o x
Epoch Epoch

Figure 2 — Loss and accuracy rate of the CNN-LSTM model

In the second experiment, to predict human activities, we used only a pure LSTM algorithm for
comparison with our algorithm. This choice was made because human activities are sequences of actions,
and LSTMs are known for their effectiveness with time series sensor data. By capturing temporal
dependencies from this data, the LSTM model was able to achieve an accuracy of 92.98%. The
experimental results are illustrated in Figure 3, which displays the training and validation loss.
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Figure 3 — Training and validation loss of LSTM

We conducted experiments using different optimizer such as stochastic gradient descent (SGD),
Adagrad, RMSprop and Adam. We decided to use Adam as an optimizer based on our preliminary results.
Experimental results showed the accuracy of 94 % which outperformed different forms of LSTM models
used in this dataset. The adding of additional layers did not show any significant accuracy improvement but
only increased the computational cost. Therefore, we decided to keep our CNN-LSTM algorithm simple by
keeping three 1D convolutional layers and one LSTM network. The experimental results showed the
advantages of using hybrid model over pure and other forms of LSTM models. We also compared our
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results with state-of-the art LSTM models proposed on same dataset. The comparison of performance of
other LSTM models on UCI HAR dataset is given in the Table 1.

Table 1 — Performance comparison on UCI HAR dataset

Algorithm Accuracy
LSTM-CNN 94,00 %
LSTM 92,98 %
Bidirectional LSTM [4] 92,67 %
Res-LSTM [5] 91,60 %
Baseline LSTM [5] 90,80 %

The performance comparison table shows the effectiveness of our CNN-LSTM model compared to
state-of-the-art methods used for LSTM, Bidirectional LSTM, Res-LSTM and Baseline LSTM model on
same UCI HAR dataset. The CNN-LSTM model yield better recognition score than applied LSTM model
and outperformed other forms of LSTM used for activity recognition in the same dataset.
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Annotation. Scale-space-based denoising approaches adopt scale space filters before the binarization stage to smooth the potential
noise. These kinds of methods can simultaneously suppress both inner noise and border noise. Thinning framework that based on
the scale space technique to automatically extract skeletons from images without manual-tuning. The proposed framework can
increase the robustness of the thinning algorithm, it not only can suppress the boundary noise, but also can alleviate the inner noise.
These two types of noise generally cause the appearance of the abundant of the unwanted branches in the outcome of the thinning
algorithm, which arise the difficulties of the later recognition or matching process in skeleton.

Keywords. Skeleton. Robustness. inner noise. boundary noise.

Skeletons information can be used in many fields, such as image matching [1], sketch-based modeling
[2], and medical image segmentation [3]. And in recent years, hand gesture recognition and human action
recognition based on skeletons are attracted much focus. For the task of recognition or classification, since
the later recognition depends on the extracted skeleton, it is very important to extract a stable skeleton.
There are two main approaches to obtaining skeletons, which are hardware approaches and software
approaches. The hardware approach uses a depth camera such as Kinect. These skeletons obtained from
Kinect are robust to lighting, shade, and color changes, so these skeletons can be deemed stable. The
software approaches use traditional skeletonization to extract the skeleton from the normal camera. Since
existing skeletonization methods are sensitive to noise, the skeleton may be altered according to the noise;
it is necessary to adopt denoising strategies to make the skeleton more stable.

Conventional skeletonization algorithms extract skeletal images from input binary images composed
of foregrounds and backgrounds. Skeletons are extracted from those foregrounds area. Generally, images
obtained from a standard camera are colorful images instead of binary images. Therefore, several
preprocessing is needed before skeletonization, including converting the RGB images to grayscale images
and then following binarization on grayscale images to acquire binary images. From the perspective of
binary image, there are two types of cases in which even tiny changes may significantly alter the result of
the skeletonization algorithm; since stable skeletons are expected to reflect the overall structure instead of
small structures, these two cases are considered as border noises and inner noise according to their
position, respectively.

Pruning methods [4] are proposed in the past decade for removing the redundant branches. These
methods can dramatically improve the thinning algorithm robustness against to the border noise. These
methods are generally applied directly on the skeleton that extracted by the thinning procedure from the
original pattern. However, one of the limitations of these methods is that it fails to suppress the inner noise.

A scale-space method for thinning both grayscale and binary images has proposed by Hoffman and
Wong [5]. This method first produces filtered versions of an input image and then extracts skeleton by
searching some special pixels from it, which includes peak, ridge, and saddle pixels. These pixels are
named as the most prominent ridge line pixels (MPRL) by authors and they are used to form the skeleton.
In the image scale space pyramid, each MPRL pixel is a pixel such that all ridge-line pixels have greater
second derivatives in sub-pyramid. The robustness of the skeleton against to the noise strongly depends
on a parameter, which requires manual tuning.

In this paper, an improved thinning framework based on Houssem's method is presented. The
framework uses different scales to blur the original image so that internal and boundary noise can be filtered
out. Then, we pass the blurred image to the binarization procedure, the skeletonization procedure and the
evaluation procedure in turn to obtain an ideal skeleton. The whole framework is described as follows.

Input: Original grayscale imagem, maximum scale|%max|, increase step|Cinit |.

Output: The best skeleton| !pest

Step 1: Initialize the scale of the Gaussian filter@ with O;
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Step 2: use Gaussian filter with a scale of@ to blur the imagem and obtain a grayscale image||_G|;

Step 3: Binarize to generate a binary image;
Step 4: Extract the skeleton from using the FPSA thinning algorithm;

Step 5: Calculate the sensitivity measure of the skeletonm and record it in the memory;

Step 6: If the sum of@ and the|0init |is less than |Gmax|, increase@ with a given step|0init| and go

to the step 2; Otherwise, go to step 7,

Step 7: Find the smallest|i| and then obtain corresponding skeleton| Ibestl

Experiments and results

Obviously, in the figure below, the skeleton extracted by FPSA has many redundant branches caused
by internal noise. Both Houssem's method and the proposed method can eliminate this branch very well.
But Houssem's method cannot preserve the original topology because some important skeletons are lost.
The method proposed in this paper can basically get a good skeleton.

/

Conclusion

It is experimentally demonstrated that the proposed method in this paper can suppress internal noise
and boundary noise and has better performance than the existing Houssem framework in terms of topology
preservation and connection preservation.
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Abstract. The hearing-impaired people in China account for about 20% of the world ’s hearing-
impaired people, and increase year by year. Chinese sign language is an important auxiliary tool for
communication between the hearing impaired and the outside world. Finger language is a part of sign
language, the number of it is not large and it is easy to learn and remember. Therefore, this thesis takes
Chinese letter sign language as the research object, studies Chinese letter sign language in different
backgrounds, and researches the skeleton extraction of gesture images, the presentation and recognition
of skeleton descriptors based on computer vision.

The main research content of this thesis is Chinese letter sign language recognition based on skeleton
features. Firstly, gestures are extracted. Secondly, on the basis of the extracted binary image of gestures,
an improved gesture skeleton extraction method based on distance change is proposed to make the
extracted skeletons have connectivity.

Keywords: sign language recognition; skeleton; probabilistic neural network.

Introduction

The main research content of this thesis is Chinese letter sign language recognition based
on skeleton features. Firstly, gestures are extracted. Secondly, on the basis of the extracted
binary image of gestures, an improved gesture skeleton extraction method based on distance
change is proposed to make the extracted skeletons have connectivity; then, an improved
invariant moment is proposed to describe the skeleton; finally, probabilistic neural network is used
to classify the value of the obtained invariant moment to achieve the purpose of recognizing
gestures. To sum up, this thesis mainly conducts research work from the following two aspects:

(1) A gesture skeleton extraction method combining distance transformation and
morphological watershed algorithm is proposed. This method uses the distance field and
watershed algorithm to obtain the skeleton potential map containing the gesture skeleton, uses
the active contour model to determine the skeleton endpoint, and trims the redundant skeleton
through the A * algorithm to obtain the final skeleton. Experimental results prove that the skeleton
obtained by this method not only solves the problem of disconnection of the skeleton extracted
by the skeleton extraction method based on distance transformation, but also ensures the single
pixel of the skeleton and conforms to the target topology.

(2) An improved invariant moment is proposed to describe the gesture skeleton and apply
it to the field of gesture recognition. First, it proves that Hu invariant moments are not fully scale
invariant in digital images. Then, on the basis of Hu invariant moments, circumvent the limited
invariant moments, eliminate their regional factors, and derive limproved invariants moment
describing the skeleton of the gesture, and finally combined with probabilistic neural network for
sign language recognition. The experiment proves that the improved invariant moment proposed
in this thesis changes the eigenvalue of the gesture skeleton when it rotates and scales. The
accuracy is improved by 5% when it is combined with probabilistic neural network for sign
language recognition.

Sign Language Recognition Research

Sign language is a "language" spoken by people who are hard of hearing or otherwise
unable to communicate verbally. In sign language recognition research, researchers usually use
different kinds of algorithms to recognize sign language. Sign language can not only be expressed
through hand movements alone, but also can be expressed with the help of external things, such
as directions. Generally, sign language recognition can be divided into static sign language
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recognition and dynamic sign language recognition. Static sign language recognition refers to the
recognition of the information expressed by individual sign language gestures at a certain point
in time; compared with static sign language recognition, the recognition of dynamic sign language
is more complicated, and dynamic sign language recognition needs to recognize the information
expressed by gestures within a certain period of time , for dynamic sign language recognition, the
information to be expressed must be recognized under the premise of correctly capturing dynamic
gestures.

Gesture Segmentation

Compared with the computational complexity of converting an RGB image to the HSV color
space, the computational complexity of converting an RGB image to the YCbCr color space is
lower.[1] The conversion method of YCbCr is more direct and convenient, and there is no need
to consider the calculation method according to the situation. Also, in the YCbCr color space, the
distribution of skin tones is tighter and less sensitive to light. Therefore, in this article, the RGB
image is converted to the YChCr color space.[2]

Basic Idea Of Skeleton

Regarding the skeleton, it can be approximately regarded as the central axis of the object.
After the skeleton theory was proposed, because the skeleton of the object is not only concise
and clear, but also can represent the topological structure of the object very well, especially when
there is a cavity inside the object (such as a water cup with a handle), the contour information
cannot represent the water cup and the handle. There are holes between them, and in the case
that the topological structure of the object can also be represented, the number of pixels required
by the skeleton is much less than the number of pixels required by the outline, so the skeleton is
often applied to life Not only the image field, but also other fields, such as: archaeology [3],
literature [4], sorting of materials [5] and information storage and retrieval [6], etc.

Skeleton Recognition

Skeleton recognition is the last step of object recognition.Comparing the processed skeleton
with the skeleton in the library,it can retrieve the graphics corresponding to the graphics library by
the matching degree of object skeleton. Therefore, the key step of shape retrieval is to perform
effective bone matching[7].At present, there are several common skeleton matching
methods,such as skeleton graph matching based on path similarity,skeleton matching based on
clustering and affine invariant of image feature matching algorithm.

Conclusion

The research in this paper adopts sign language recognition based on computer vision: the
image of sign language gestures is captured by the camera, the image is preprocessed to extract
the binary image of the gesture, and then the skeleton features of the gesture are extracted, and
the skeleton features of the gesture image are extracted using the improved invariant moments.
It is represented by feature quantity, and finally, the calculated feature quantity information is
classified (that is, recognized) by using a probabilistic neural network.
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