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Techniques for analyzing the vulnerabilities of information systems based on the use 

of the OpenVAS vulnerability scanner have been developed. The first of the developed 

technique includes the following steps. 

Step. 1. Set the following parameters of the virtual machine to be installed 

in VirtualBox: operating system – Other Linux, RAM – 5120 MB, processors – 2, video 

memory – 9 MB, media – downloadable OVA file, network – network bridge. 

Step 2. Complete the virtual machine installation process. 

Step 3. Get access to the resources of the installed virtual machine using the following 

credentials: login – admin, password – admin. 

Step 4 Create a new web administrator account. 

Step 5. Enter the IP address of the device web interface. 

Step 6 Log in with the web administrator account created during the installation 

of the virtual machine. 

The second of the developed technique includes the following steps. 

Step 1. Completely upgrade your Kali Linux system by using the apt update && apt 

upgrade -y command. 

Step 2. Run the following command to download OpenVAS: apt install openvas. 

Step 3. Run the OpenVAS installer by running the following command: gvm-setup. 

Step 4. Generate a password for the first login. 

Step 5. Check the OpenVAS settings by using the following command: gvm-check-

setup. 

Step 6. Generate a new administrator password. 

Step 7. Open the web interface: http://localhost:9293. 

Step 8. Log in using the following credentials: username – admin, password – the new 

administrator password generated during installation. 

INCREASING THE RELIABILITY OF THE INTERNET OF THINGS 

H.H. Sudani 

Iraqi Ministry of Science and Technology, Baghdad, Iraq 

The Internet of Things (IoT) is an emerging technology working with multiple sensors 

and wireless communication protocols. People are utilizing smart & intelligent devices 

towards comfort life using IoT. Home automation is one among them coordinating with the 

actuators and sensors connected within the network. The IoT network has many layers like 

a controller, device, gateway, server, and application layer. The device layer is connected with 

many small-sized numbers of devices and there are chances to occur faults in this layer. 

The definition of IoT is fundamental in understanding the problem of reliability within 

the paradigm. The Internet of Things (IoT) aims to transform the human society toward 

becoming intelligent, convenient, and efficient with potentially enormous economic 

and environmental benefits. Reliability is one of the main challenges that must be addressed 

to enable this revolutionized transformation. The Internet has transformed the way people 

communicate with each other. The Internet of Things (IoT) aims to take this stride further 

to seamlessly connect people and various things, transforming society toward becoming 

intelligent, convenient, and efficient (ICE) with potentially enormous economic 

and environmental benefits. The IoT has developed rapidly, spanning diverse application 


