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Figure 2 – Histogram of the distribution of the Wichman-Hill algorithm 

It proves that both the Lehmer’s algorithm and the Wichman-Hill algorithm can be considered special 
cases of the so-called linear congruent (linear congruential, LC) algorithm. It exactly corresponds to 
the Lehmer’s algorithm with the addition of an extra constant c. The inclusion of c gives the universal LC 
algorithm slightly better statistical properties compared to the Lehmer’s algorithm. Unlike the Lemaire’s and 
Wichman-Hill generators, the generator of a linear congruent algorithm can take an initial value of 0. Many 
common implementations of this algorithm perform preliminary manipulations on the input initial value in 
order to avoid generating well-known series of initial values [3]. Figure 3 illustrates the distribution of this 
algorithm. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 3 – Histogram of the distribution of the linear congruent algorithm 

In the Lagged Fibonacci algorithm, a new random number is the sum of numbers m, where the 
first random number a was generated 7 times ago, the second random number b was generated 10 times 
ago, and the resulting sum m is divisible by c. The key task in the Lagged Fibonacci algorithm is to generate 
the initial values needed to start the process [3]. Figure 4 presents the distribution of this algorithm. 

 
 

 

 

 
 
 
 
 
 
 
 

 
 Figure 4 – Histogram of the distribution of the Lagged Fibonacci algorithm 

All four pseudo-random algorithms are intended only for non-critical use cases. But even in this case, 
the insidiousness of pseudo-random algorithms is well known, and from time to time, even in standard 
pseudo-random number generators, defects are found, sometimes only after years of their use.  

Based on the generated numbers and the histograms constructed for them, it can be concluded that 
the Lehmer’s algorithm is the most effective for a small set of numbers, since it is the closest to even 
distribution. 
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Some issues associated with social inequality problems are discussed in the paper. The notion of digital gap is described in detail and 
factors influencing the gap are analyzed. The gender aspect of digital inequality is in the focus of analysis. Based on the secondary 
data the gender gap in the area of access to information and communication technologies is studied. The use of information and 
communication technologies generally promotes levelling of gender inequality. The sociological studies give evidence about the 
existing difference in men’s and women’s level of involvement into activities associated with the use of information and communication 
technologies.  

Social inequality has been one of the most pressing problems throughout human history. In modern 
society, new forms of inequality are emerging and gaining prominence – between “rich” and “poor” 
countries, “advanced” and “backward” regions of the world, etc. Inequality in access to information is 
emerging as one of the most important forms of inequality in human society today. The rapid development 
of information and communication technologies (ICT) is accompanied by the emergence of various virtual 
social environments, the importance of which in social life is constantly growing.  

The information sector is growing faster than the economy as a whole. Information and 
communication technologies are getting a direct productive force. The nature of the economy is becoming 
super-sophisticated. Ultimately, the multilateral interaction of information that ensures the movement of 
capital, technology and people is the basis of modern social development. For people with health 
restrictions, virtual social environments based on the latest information and communication technologies 
help compensate existing social inequalities and promote their active interaction with economic and 
financial institutions. 

The term “information inequality” is a new kind of division arising from different opportunities in using 
ICT. This term has been in use since 1995. It reflects a key difference in access to ICT, including the global 
Internet. Internet technology is a special case of modern information and communication technology, which 
is a continuous process of storing, transmitting, and displaying information stored in computers connected 
to the global Internet demand [1]. 

In the 21st century, gender equality and expansion of women’s rights and opportunities matter more 
than ever before. Given almost all-round availability of ICT, bridging the digital gender gap is becoming a 
task of paramount importance. The UN considers the problem of gender inequality to be global and 
recommends different countries to change existing and generally accepted gender models. The 4th UN 
World Conference on the Advancement of Women (Beijing, 1995) recognized that gender equality is a 
development goal. In order to achieve this goal, it is necessary to empower women. The Platform for Action 
adopted at this conference defined a set of measures to implement the UN Convention on the Elimination 
of All Forms of Discrimination against Women. It was recognized that discrimination against women in the 
allocation of economic and social resources is a direct violation of economic, social, political, and cultural 
rights. The document also recommended countries to include provisions for the protection of equal 
opportunities for men and women in their Constitutions and legislation, including labour laws. The World 
Summit for Social Development (Copenhagen, 1995) adopted the Declaration and the Program of Action, 
which proclaimed the obligation of State Governments to develop or intensify policies and practical 
measures to enable women to participate fully in paid work and employment [2]. 

Since 2006, analysts of the World economic forum have calculated the Gender gap index (GGI) for 
the majority countries of the world (Figure 1). The GGI is designed to assist the countries in finding the 
efficient ways of overcoming the gender gap. 14 parameters are used to build the GGI. The index value 
received by the countries can be viewed as a percentage point equivalent of the eliminated gap between 
men and women, with 100 % for the complete equality and 0 % – the total inequality. The index accounts 
the gap between men and women in economic, political, and other spheres as well as a trend behavior. 
The methodology of GGI calculation relies on the assessment data on four critical areas of gender 
inequality:  

 economy (the gap in pay, participation in decision-making, access to high-qualification jobs 
etc. between men and women); 

 education (gender distinctions in accessibility of all stages of education); 

 health and life expectancy (distinctions in the healthy life expectancy);  

 politics (gender representation in the authorities) [3].  
The contemporary ICT have a direct effect on these four areas of human life activity. Due to this, the 

crucial task is to monitor information gender inequality.  
Over the latest decade, although there have been considerable changes of working conditions, due 

to the implementation of the ICT, the gender structure of the employed people in economy has not had 
substantial changes, because both the men and women activities have remained the same. There are only 
19 % of women among the employees in the IT-sphere. The top-level IT-specialists being mostly “men-
only” are programmers, with the percentage of women in this field not exceeding 17 %. The highest 
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percentage of women (34 %) in the group of medium level specialists is among technicians and operators 
of radio- and telecasting and telecommunication equipment [4].  

 

 
Figure 1 – Gender Equality by county [5] 

Based on the data provided in the GGI index, it is possible to identify the top 5 countries with a high 
indicator of equality, as well as the top 5 countries with the lowest equality score (Table 1). 

 
Table 1 – Top 5 countries with high and low indicator of equality 

Top 5 countries with a high indicator of equality (%) Top 5 countries with the lowest equality score (%) 

Iceland 89,2 Afghanistan 44,4 

Finland 86,1 Yemen 49,2 

Norway 84,9 Iraq 53,3 

New Zealand 84,0 Pakistan 55,6 

Sweden 82,3 Syria 56,8 

 
In Belarus, according to the statistics of 2022, the GGI amounts to 75 %, which points Belarus the 

36th place in the ranking of 144 countries [6]. 
The reason of gender inequality greatly concerns salaries. In the EU, the payment gap between men 

and women is 16.2 %. In other words, women earn an average of 84 cents for every euro earned by a man. 
The lowest salary difference between men and women is in Romania (5.2 %), Italy (5.3 %) and Luxembourg 
(5.5 %). The biggest difference in the invoices of men and women is registered in Estonia (25.3 %), the 
Czech Republic (21.8 %) and Germany (21.5 %). In 2022 the gap between payment of women and men in 
Belarus was 1.7 times (1893 Belarusian rubles and 3215 Belarusian rubles, respectively). Therefore, it is 
evident that the percentage of women having well paid jobs is essentially lower than that of men [7].  

Digital inequality is a new kind of social differentiation, forever claimed by an ever more widespread 
use of ICT in various functional areas of human society. With the development of information and 
communication technologies, inequality acquired a new manifestation, the digital gender gap. The Gender 
Gap Index (GGI) enables monitoring to overcome this type of inequality. Workplace maintaining a work-life 
balance is important for all employees, but it becomes problematic when they witness discrimination and 
inequality at work. It is also extremely important to follow various rules in order to reduce gender inequality 
in the workplace. There are three main causes of gender imbalance: unequal pay, biased recruitment 
strategy, different opportunities. If these three factors do not depend on gender, then equality will appear. 
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This paper provides information about what public key cryptosystems are and how they are implemented. It compares symmetric and 

asymmetric signature methods, describes the use of open key digital signature algorithms. 

Public key cryptosystems (asymmetric cryptosystems) are a class of cryptographic algorithms that 
use two keys: public and private. A public key can be distributed freely among all users, while a private key 
must be known only by its owner. Public key cryptosystems are used for data encryption and decryption as 
well as authentication and digital signing. It should be noticed that asymmetric cryptosystems are mostly 
used to encrypt small amounts of data, which is associated with high computational costs [1]. 

As mentioned earlier, public key cryptography involves two keys (Figure 1):  
̶ a public key known to all users. It allows to encrypt a message or verify its author;  
̶ private key, known only to the recipient. It is used to decrypt messages or create signatures. 
̶  

 

Figure 1 – Asymmetric encryption algorithm 

Thus, information can be transmitted by any user based on the public key, but only the recipient can 
decrypt it based on the private key [1]. In this case, unlike symmetric cryptosystems, there is no need to 
transfer a key between users, which increases the cryptographic strength of the system. A cryptographic 
function must be one-way. A one-way function is a function for which obtaining an argument, knowing its 
value, is not possible in a reasonable amount of time with the current level of computing power [2]. This 
means that it is easy to turn raw data into encrypted data, but impossible to do the opposite in a reasonable 
time. For example, it is easy to multiply two large prime numbers by each other, but much harder to 
decompose their product into two large multipliers. Knowing the cipher, key can only be found out by brute 
force attack. On this basis, one can determine the vulnerability of this type of cryptosystem: if a hacker has 
enough computing power, they can break the cipher. 

Public key cryptosystems address two key issues: 
̶ key distribution – how to have secure communications in general without having to trust a key 

distribution center with your key; 
̶ digital signatures – how to verify a message that comes intact from the claimed sender. 

One of the solutions to the key distribution problem is the Diffie and Hellman algorithm [3]. It is based 
on the complexity of calculating the discrete logarithm. The essence of this algorithm is that an attacker 
cannot break the cipher because the secret keys are not transmitted through an open channel, while 
knowing the cipher it is impossible to get the key because the cryptographic function is one-way.  

At first, users select a large prime number q (for example, Mersenne prime numbers can be used 
[4]), and such a number a, which will be a primitive element of the finite field GF(q) with q – 1 unique 
elements, which means that these numbers (a1 mod q, a2 mod q, …, aq – 1 mod q) will be unique and form 


