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Annrotanusa. OO0CHOBAHBI MAPAMETPHI H MEXAHU3MBI, KOTOPBIC MOTYT OBITh 3aJ7I0’KCHBI B OCHOBY METOAA OOHAPY -
JKeHHS COOBITHH MH()OPMAIIMOHHON OC30IIACHOCTH B CHCTEMAX OOIaYHOW MOAIIHCH, IIE UCITOIb3YETCS MPOTOKOI
AKTHBALMH MOJMUCH, U Pa3paboTKa TAKOTO METoAA. B KauecTBe yKa3aHHBIX MAPAMETPOB MPEIIOKCHBL, KOTHIECT-
BO NMOAMUCBIBACMBIX JJICKTPOHHBIX JOKYMCHTOB, KOJTHICCTBO HCBCPHBIX IMOIBITOK ayTeHTI/I(I)I/IKaI.[I/II/I A1 J0CTyna
K JIMYHOMY KITFOMY TOIb30BATCIA, CKOPOCTh CPABHCHMS XOII-3HAYCHUS MOJMHCHIBACMBIX JOKYMCHTOB, CKOPOCTh
OTHPABKHU X3MI-3HAYICHHA MOAMUCBIBACMBIX JAHHBIX B yCTpOfICTBe CO3aaHMA NMOAITACH. PeKOMeHZ[yeTC}I B OCHOBY
MCTOAA 3AJ0KHTh MCXAHH3MBI MATEMATHYCCKOH CTATHCTHKH OIPUMCHUTCIIPHO K NMCPCUHUCICHHBIM IAPAMETPAM.
[TpeacraBieHbI OMHCAHKE U PE3YJIBTATHI APOOANHH Pa3pabOTAHHOTO METOA, KOJHYCCTBO JI0KHOMOIOKHTEIbHBIX
1 JIOKHOOTPHIATEIBHBIX PE3YIbTAaTOB aHAIN3A COOBITHH HH(POPMALMOHHON OE30IIACHOCTH B CHCTEMAX 00IaYHON
noxamucH. [1oxyyeHHBIC 3HAYCHHS 0KA3a7IMCh MCHBIIC AHATIOTHYHBIX TIOKA3aTeNICH, XapaKTEPHBIX IS PE3YJIbTATOB
aHATIH3a, TPOBEACHHOTO C HCMONB30BAHACM JPYTHX CYHICCTBYOIIMX METOIOB. DTO ABJICTCSH OCHOBHBIM MIPEHMY -
IIECTBOM ITPEATIATAEMOT0 METOA IO CPABHEHHIO C €TI0 AaHAIOTAMHL.

Kmouepbie ciora: SIEM-cucTema, MPOTOKOI AKTHBAIIMH TOATHCH, PO(HIb MOAMHCAHTA, CHCTEMA 00IaIHOH
TOAIICH, COOBITHE HHPOPMAITMOHHOH OC30TTACHOCTH.
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Abstract. The parameters and mechanisms that can be used as the basis for a method for detecting information
security events in cloud signature systems, where the signature activation protocol is used, and the development
of such a method are substantiated. The following parameters are proposed: the number of signed electronic docu-
ments, the number of incorrect authentication attempts to access the user’s personal key, the rate of comparing
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the hash value of the signed documents, and the rate of sending the hash value of the signed data in the signature
creation device. It is recommended to base the method on the mechanisms of mathematical statistics in relation
to the listed parameters. The description and results of testing the developed method, the number of false positive
and false negative results of the analysis of information security events in cloud signature systems are presented.
The obtained values turned out to be less than similar indicators typical for the results of analysis carried out using
other existing methods. This is the main advantage of the proposed method compared to its analogues.

Keywords: SIEM system, signature activation protocol, signer profile, cloud signature system, information
security event.
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Beenenne

Cuctema obnauno mognucu (COII) sBrseTCS HHCTPYMEHTOM TSI CO3AAHUS DICKTPOHHBIX JOKY-
MCHTOB, MOAMHCAHHBIX JHYHBIM KIFOYOM MOJIB30BATENISL C HCIONB30BAHHEM OOIAYHBIX TCXHOIOTHH.
HaHHas cucTeMa Mo3BOJICT CO3MABATE, XPAHUTh U OOMCHHUBATHCS JNMCKTPOHHBIMU JOKYMEHTAMH, CO3-
JaHHBIMU B 3104 cucteme. OaHako, kak u mrodas apyras unpopmarpionHas cucrema, COI noasepxeHa
Pa3IHYHBIM Yrpo3aM HHPOPMALIMOHHOH GE30MaCHOCTH.

OnpeaencHue coObITHil HHPOPMAITMOHHOW OE30MACHOCTH — BAsKHASI COCTAB/ISIOINAS O0CCICUCHHUS
6e3omacuoctu COIL. CoGbitre nadopmarmonHoii 6e30macHOCTH! — 3T0 HACHTU()ULUPOBAHHBIN CITyYai
COCTOSIHUS CHCTEMBI MITH CETH, YKa3bIBAIOLIIMI HA BO3MOYKHOC HAPYLICHUE MOIUTUHKH HHPOPMALTMOHHOM
0C30MACHOCTH HITH HA OTKA3 CPEACTB 3aIlIUThl HHYOPMALIUK, THOO paHee HEM3BECTHAS CUTYALINS, KOTO-
past MOXKET OBITh CBSI3aHA € YIPO30H HHPOPMALIMOHHON 6€30NaCHOCTH. JTOT MPOLECC MOYKET BKITFOUATh
B ccOsl TAKUE IIArH, Kak HAOMIOACHHE, aHATN3 U PCATMPOBAHKC HA PA3THYHBIC COOBITHS, KOTOPBIE MOTYT
yKa3bIBaTh HA HAPYIUCHHUC OC30MACHOCTH HIIM MOMBITKH HECAHKLIMOHHPOBAHHOTO JOCTYIIA K JTHYHBIM
JAHHBIM THOO K JIMYHOMY KITFOYY TOJTb30BATES.

CBocBpeMEHHOE OOHAPYKEHHE COOBITHH HHPOPMALIMOHHOM OC30MaCHOCTH U PCarHpOBaHUC HA HUX
n03BosstroT aamunanctparopam COIl BBISBISTh MOTCHUMATBHBIC YTPO3Bl U IPHHUMATh COOTBETCTBYIO-
LIFE MEPHI MO 0OCCTIICUCHHIO OS30MACHOCTH TAKUX CUCTEM. DTH MEPBI MOTYT BKITIOUATh B cest hopMu-
POBaHHE YBEAOMICHHN O HAPYIICHUSIX, OMOKHPOBKY JOCTYIIA K VS3BUMBIM PECypCam.

Llenp mpeacTaBICHHBIX B CTAThE UCCICAOBAHMN — 0OOCHOBAHHC NTAPAMETPOB U MEXAHU3MOB, KOTO-
pBIC MOTYT OBITh 3a70’KCHBI B OCHOBY METOa OOHAPYKEHUS COOBITHH HH(POPMALMOHHON GE30MacHOCTH
B cHCTeMax 00MauHON HMOAIUCH, [IC UCHOMb3yeTcs npoTokon akrusanmu noamucu ([TAIT), u paspabot-
Ka Takoro Metoaa. s ZOCTIKECHUS LEeaH PELIATHCh CICAVIOMNE 32 a%H:

1) ananuz ¢pysaxuuii kommonenros COIT,

2) knaccudukauus codbrtai B COL, moamexamux sxypHATHPOBAHUIO, U COOBITHH HHPOPMALIHOH-
Hoii 6¢3omacuoctu B COIT,

3) knaccudukamus coorTul, peructpupyeMerx SIEM-cuctemamu;

4) obocHOBaHHE MAPAMETPOB, KOTOPBIC LEICCOOOPA3HO NPUMCHATh NPU (POPMHUPOBAHHH MPOQUIIS
MOATINCAHTA;

5) onpeaencHue MOpsAAKa peann3auuy pa3paboTaHHOTO METOAA,

6) anpoOarust pa3paboTaHHOTO METOAA.

Mertoa aHanu3a coObITHIT HH(POPMALHOHHO 0€30MaCHOCTH
NpH UCHOJIb30BAHHUHU MPOTOKOJIA AKTUBALIHHU MOAMHCH

[IpoTokon akTHBALIK MOANNUCH MPUMEHSACTCS A obecreueHus 6E30MaCHOTO UCIIOIb30BAHHS JTHY-
HOTO KJTFO4Ya TPU BHIPAOOTKE 3HAYCHHS OOJAYHOW 3JICKTPOHHOH IupoBoi noanucu [1], BeimonHse-
MOW yaaneHHeIM yeTpoiictBoMm cozpanms noanucH (Y CIT) or mmenn nmoanucanra. ITAIT nenonesyercs
B COIL, xotopast COCTOUT u3:

— cepeepa noxnucu (CI1) — oTBewaeT 3a NPOBEPKY U MEPEAavy AAHHBIX A BRIPAOOTKH 3HAUCHHUS
3nekTpoHHOH mudposoit moamucu B Y CI1;

1 Tomutuka uHGOPMAITMOHHONW Ge30macHOCTH | DMeKTpoHHBI pecype]. Pexxum moctyma: https://www.nlb.by/content/
o-biblioteke/politika-informatsionnoy-bezopasnosti/. Jlara goctyma: 13.12.2023.
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— cepsepa gokymeHToB (C]1) — oTBEeUaeT 3a co3maHue U MPOBEPKY JICKTPOHHBIX JOKYMCHTOB;

— cepsepa peructpanuu (CP) — oTBedaeT 3a MPOLIECCHI, CBI3aHHBIC ¢ PAabOTOH PErHCTPATOPOB
PETHCTPALIMOHHBIX LICHTPOB;

— Y(CII - oTBeuacT 3a XpaHCHHE JIMYHBIX KITIOUCH MOIb30BATEIICH, MPOLECC BRIPAOOTKH 3HAMCHHUS
3neKTpoHHOH mudposoit mognucu (ILI);

— KIIMEHTCKOH mporpammsel nons3osarerst/peructparopa (KIMTI/KIIP) — oreeuaet 3a npeaocrasie-
Hue uHTEpdEca st BBIOOpaA THIHOTO KITF4a/PaboThl CO CAOTAMH MOJIb30BATE/IS,

— mpuknaguoii cuctemsl (I1C) — orBewaeT 3a mpegocrasiacHue BeO-uHTEpPdCca MOTP30BATEIAM,
peructparopam ans szaumoaeiicteus ¢ COIL

B COII 6a30BbIMU COOBITHAMH, KOTOPHIC MOICKAT KYPHATHPOBAHHIO U CBA3AHBI C HCTIOIB30BAHH-
em [TATL, siBastroTCS CaeayOIKUe ACHCTBUS

— HCTIONIB30BAHUC JTMYTHOTO KITFOUA TIOI30BATCIIS;

— ayTeHTU(UKALUS TIOJTB30BATENICH B CHCTEME;

— MOTYYCHUC ICKTPOHHOTO JOKYMCHTA HJIH €TO X3UI-3HAYCHHS,

— HAYAJI0 M OKOHYaHKC (HOPMUPOBAHHS TOKYMEHTA MOJIB30BATCIICM;

— MOJTYYCHHE OT MOIB30BATEIIS MIOATBCPKACHHUS HA MOAMTUCH JOKYMCHTA;

— mepeaada X3u-3HadCHIUsI OAMMCAHHBIX JaHHBIX MOab30Baress Mexkay kommoneHramu COIT;

— mony4enue 3HaueHus LT

— BBITPY3Ka M OTIPABKA MECKTPOHHOTO JOKYMCHTA MOIb30BATEITIO.

Cxema B3anmoaeticteus Mexxkay kommnonentavu COI npeacrasnena va puc. 1.

ycn

Puc. 1. Cxema B3aEMOICHCTBHSA MCKIY KOMITOHCHTAME CHCTCMBI 00JIAYHOH TIOAIMHCH
Fig, 1. Scheme of interaction between cloud signature system components

CoOrrrusavu undopmanmonnon 6e3onacuoctu B COIL, B xotopoit ucnons3yercs [TAIL apnsrores:

— JCHCTBUS TOJIB30BATEISI B HOTHOE BPEMSI;

— JCHCTBUS MOJIB30BATECIIS, BBIMOIHICMBIC C AHOMATBHOH CKOPOCTBIO;

— ICUCTBHS MOMb30BATEIS, TPOMYCKAIOIINC CTAHAAPTHBIC ACHCTBHS B PAMKax ONPEACICHHBIX MPO-
LIECCOB;

— AyOnMupoOBaHME TOIb30BATEIBCKHX CEAHCOB.

Hna ananu3za coOpITHI HHPOPMALIMOHHOH Oe30MACHOCTH B MHPOPMALIMOHHBIX CHCTEMAaX B HACTOSI-
niee BpeMsl IHPOKO Henoab3yiores SIEM-cucteMsbl, B OCHOBY anropuTMOB pabOThl KOTOPBIX 3a7I0KCHBI
MEXaHH3MBI UACHTHQUKALNH U knaccupukaimn coobiTuiiz. SIEM-crHcTeMBl perucTpHpyIOT:

2 SIEM-cucteMa [DnekTpoHHbIH pecype]. Peskum goctyma: https://cloudnetworks.ru/inf-bezopasnost/siem-log-manage-
ment/?utm_referrer=https%3a%2t%2 fwww.google.com%2f. [lata moctyma: 13.12.2023.
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1) cobpiThs ayTeHTH(UKAMH U ABTOPHU3ALTHH:

— YCHCLIHAS ay TCHTH(UKALMS TIOTb30BaTEIS;

— HEYAYHAs MOIBITKA ayTCHTU(UKALMN HIIH BBOJ HEIPABUIBHOTO AP0

— U3MCHCHHC NPUBUICTHH WM POJICH MOIb30BATEI,

2) coOBITHS CETEBOM OC30MACHOCTH:

— OoOHapy)KCHHC aTakd Ha CETCBOH YPOBECHb, HANpUMEp, (QHUIBTPALMS MAKCTOB WM aTaka OTKa3a
B oOcayxusanuu (DoS);

— 0OHAPYKCHUE BTOPIKCHUS UITH TOMBITKH B3JIOMa CETCBBIX PECYPCOB;

— 0TKAa3 B ayTCHTHU(HKALIUH HA CCTCBOM VPOBHE;

3) CoObITHst CUCTEMHOH OC30MIACHOCTH!

— 0OHAPYKCHUE BPEIOHOCHOTO MPOTPAMMHOTO 0OCCIICUCHUS;

— 0OHAPYKCHNC HE3aKOHHBIX JCHCTBUM WK HAPYIICHUH NOTATHK OC30MACHOCTH;

— U3MCHCHHC KOH(UTYPALUH CUCTEMBI WITH HAPYIICHHE LEIOCTHOCTH (PaliioBON CHCTEMBIL,

4) cobpiTHs cOOCB U YIPO3 HA YPOBHE MPHIOKECHHM:

— OINOKH MPUIOKCHUH HITH UX HEKOPPEKTHOE MOBCACHUC,

— MOMBITKH SKCIIONTOB WM UCTIONb30BAHUE U3BECTHBIX YVA3BUMOCTCH B MPHIOKCHHUSIX;

— H3MCHCHHE HACTPOCK WM KOH(QHUTYPALMN TPHIOKCHUH;

5) CoObITHst yIpaBACHHS YTPO3AMU:

— 0OHapYKECHHUE TOAO3PUTEIEHON AKTHBHOCTH WITH AHOMAITHH B MOBCICHHH OTb30BATEICH HITH CHC-
TEMBI;

— 0OHapYKCHUE aTaky HA OE30MACHOCTh WM HAPYLICHUS MOTUTHK OC30IIacHOCTH;

— PE3VIIBTAThl AHAIM3A YIPO3 H NPEAVIPEIKICHAN O MOTCHIHAIBHBIX YIPO3ax.

OcHOBHOH HEZOCTATOK MPHUMCHACMBIX B HACTOSIICE BPEMs METOIOB aHAmU3a cOOBITHH HH(pOopMma-
LUOHHOHN 0€30MaCHOCTH B MH(POPMALMOHHBIX cUCTeMax ¢ momoineld SIEM-CHCTEM COCTOMT B TOM,
YTO KOJTMYCCTBO HCTIONB3YEMBIX B PAMKaX VKA3aHHBIX MCTOJOB NApaMETPOB, XapPaKTCPH3YIOIUX KOH-
TEKCT TAKHX COOBITHH, HEAOCTATOYHO AJISI TOTO, YTOOBl YCTAHOBUTD XapaKTep MOBEACHHS MOJIb30BATC-
751 (3MOHAMEPEHHOE MITH HET), KOTOPOE OOYCIIOBHIIO UX BO3HUKHOBEHHE [2]. B ¢Bs3H ¢ 3THM aBTOpamMu
MPEAIOKEHO B OCHOBY MCTOJA aHATHM3a COOBITHH nHpopMarmonHo# 6e3onacHoctr B COI, B koTOpBIX
ucnone3yercs [TAIL 3anokuTe BEIMOTHCHUE aHATH3a MapaMeTpoB Ludposoro odpaza monb30Bareici
3THX CUCTEM, HA OCHOBE KOTOPBIX MOYKHO YCTAHOBHTD, SIBIISICTCS JTH BBIMOJHCHUC MPOTOKOIA AKTHBALIMN
MOATHCH OOBIYHBIM W K€ «aHoMaibHbIM». [lox TepMuHoM «1mdpoBoit 0b6pas»? crexyeT moHUMAaTh
MPEACTABICHUC MOMB30BATCI B HHPOPMALIMOHHOW CHUCTEME, SIBIISIOIICECS BUPTYATBHBIM NOCPCIHU-
KOM MeX 1y HHPOPMALIMOHHOH CHCTEMOH U MONB30BATEICM MPH AOCTYIC MOCICIHETO K pecypcam dTok
cucteMbl. B cuctemMax, kK KOTOPEIM MOJB30BaTCb 00PALIACTCS MHOTOKPATHO, OOBIYHO FapaHTHUPYETCS
HEU3MEHHOCTB €10 [u(ppoBoro odpasa nmpu NoBTOPHEIX oOpatneHusX. 1o ecth mudpoBoii 0dpas monb30-
BaTCIIsl ABIICTCS YCTOWYHMBBIM, €TI0 MPUHUMAOT APYTHC CTOPOHBI M OTOXKACCTBILIIOT C MOIb30BATCIICM.
[NapameTprr udposoro oOpasa BKIIOYAOT B ccO mapaMeTpbl NpoduIs HOAUCAHTA.

[IpeanaraeTcs 3aM0KUTh CICAYIOLIHE YETHIPE MapamMeTpa npoduis NOAMUCAHTA B OCHOBY METOAA
aHammza coOpiTrii nHpopMarmoHHoH OeszomacHocT B COIL, B xoTOopeIX Henonb3yercs [TATT:

1) KOTMYECTBO MOAMUCHIBACMBIX 3MECKTPOHHBIX JOKYMCHTOB;

2) KOTHMYECTBO HEBCPHBIX MOMBITOK Ay TCHTH(PHUKALIHH JJI1 JOCTYNA K JIMYHOMY KITIOUY TIOTb30BATEIIS
(MakCHMaIbHOC 3HAUCHHUE — 3);

3) CKOPOCTE CPaBHEHUS X3LI-3HAUCHHS TOANNUCHBACMBIX 3TCKTPOHHBIX JOKYMCHTOB;

4) CKOPOCTD OTIIPABKH XAII-3HAUCHHUS MOAMUCHIBacMbIX HaHHBIX B Y CI1.

Bri0op nepeuncneHHBIX TapaMeTpoB OOYCIOBICH TEM, YTO OHH YAIE BCETO SBISIOTC HACHTU(H-
KaTopamMu HapyieHus nudposoro obpasza. s aHamuza NEpeUHCICHHBIX MapaMETPOB MPEAIaracTcs
HCIONB30BATh MCXAHU3MbI MATCMATHYCCKOH CTAaTHCTUKH. PazpaboTaHHBIH METO, OCHOBAHHBIH HA BHI-
LICYKA3aHHBIX MapamMeTpax H MEXaHU3Max, BKIKOUACT B ceOs TPH 3Tana:

1) c6op u npenoOpaboTKY JAHHBEIX O KOITUYCCTBE MOAMUCHIBACMEIX JOKYMCHTOB, KOJTUUCCTBE HEBEP-
HBIX MOTBITOK ayTCHTH(HUKALUH MOIb30BATEIA AT JOCTYIA K THYHOMY KIIKOUY, CKOPOCTh CPaBHCHUS
X3LI-3HAUYCHUN U CKOPOCTh OTNPaBKH X3m-3HadeHui B Y CI1;

2) pacyeT CTAaTHCTUYCCKUX MOKasareaeH [3] mis KaKka0ro mapamMerpa, a TAKKE OMPEICICHUS OPO-
TOBBIX 3HAUYCHHHA. BBIMHCICHNUE CTATHCTUUCCKUX TMOKA3ATCICH, TAaKHMX KaK CPEIHEC 3HAUYCHHC M CTaH-
JAPTHOE OTKJIOHCHHUE, HA OCHOBE MONYUYCHHBIX paHee AaHHBIX. CpeqHee 3HAYCHHUE MPEACTABIICT CPEA-

3 HMudopmarmonnsle TexHomormd U GesomacHocTh. Mudpactpykrypel ayTtentudukarmm: CTh  34.101.87-2022
[DmexTponmbtit pecype]. Pexxum goctyma: https://apmi.bsu. by/assets/files/std/bias-spec130.pdf. Jlata noctyma: 13.12.2023.

80


https://apmi.bsu.by/assets/files/std/bias-spec130.pdf

Drcrrar TRANSFORMATION TECHNICAL SCIENCES
V.30, No 2 (2024)

HIOK 0a30BYIO TOUKY A1 CPABHEHUS TCKYIUETO COOBITHA, & CTAHAAPTHOC OTKIIOHCHHE JACT MPCICTAB-
JeHue 0 paszdpoce maHHbBIX. [1oporoseic 3HAYCHUS PACCUUTHIBAIOTCS MYyTEM A00ABICHUS CTAHIAPTHBIX
OTKJIOHCHHH K CPCAHCMY 3HAYCHUIO,

3) ompeaescHue COOBITHH HH(POPMALTHOHHOM GE30MACHOCTH, KOTOPOE COCTOMT:

— B QHATIM3E HOBOTO COOBITHS MTYyTEM CPABHCHHS 3HAMCHUH TEKYIIMX MAPaMETPOB C PACCUUTAHHBIMHU
CTATUCTUYCCKHUMU MMOKA3ATCIIAMU,

— B KIAaCCH(HUKALMH TEKYLICTO COOBITHS HA OCHOBE CPABHCHHS TCKYINHX 3HAUYCHHU MapaMeTPOB
€ MOPOTOBBIMU ZHAYCHUAMMU.

Ecau 3HaucHug napaMeTPOB BBIXOIAT 3a NPCACIIbI YCTAHOBICHHBIX MIOPOTOBBIX 3Ha‘leHI/II\/'I, TO CO6I>I-
THE MOMKET CUHTAThCA COOBITHEM HH(DOPMALMOHHON Oe30macHOCTH. B mpoTHBHOM ciyuae, ecnu 3Ha-
YUCHUS HaxXOoAATCA B MPCACIAX MOPOTOBBIX 3Ha‘leHI/II\/'I, CO6LITI/IG MOZKET 6LITL K.]'IaCCI/I(bI/ILII/IpOBaHO Kak
HOPMAJIBHOC.

PesyabraThbl HCC/IEAOBAHHUI H HX 00CYKIEHHE

Jis anpobarinu paspaboTaHHOro MeTona Obiia codpana Gokyc-rpynma, cocrosimast u3 10 yenosex
pasnoro Bo3pacta (ot 20 10 60 jeT), ¢ pa3aUuHBIM YPOBHEM 00pazoBaHus (CPEAHEE CIICIIUATBHOC, BBIC-
mee). YyactHukaM (GOKyC-rpynIbl MPEeAOCTABHIN BO3MOXKHOCTh M3yunTh (yHKIponan COIl, nocme
YETO BHIMOJTHUTH MOATINCAHNUE PsAA ICKTPOHHBIX JokyMeHTOB ¢ moMoinsto [1C u KI1, cepsepHbIX KOM-
noHeHToB COIT u YCIT (konuuecTBO TOKYMEHTOB — OT 04HOTO A0 10; KOJHMUECTBO UTEpALM O MOT-
MUCAHUIO KKI0Tr0 13 1okyMeHTOB — 20). [TomyueHHBIC 1O pe3ymbTaTaM KaxKI0oW W3 UTepauni o moa-
MUCAHUIO BIICKTPOHHOIO JOKYMCHTA JAHHBIC, MPEACTABIIOMINE COOON 3HAYCHHS MMPUBCACHHBIX BBIIIC
napamMeTPoB MPOQUII KOKIAOTO U3 MOAMHUCAHTOB M3 YHCIA YYACTHUKOB (POKYC-TPVIIIBI, IPYIITHPOBA-
JMCh | 3anuchiBaTuch B 6a3y ganubix (b/1). B Tabn. 1 B kauecTse npuMepa MpeACTaBICHB! MTOTYYCHHEIC
B XOJ€ ABAALATH UTCPALMU MO MOANKUCAHHUIO YICKTPOHHOTO JOKYMCHTA JAHHBIC MPOQUIII NOAUCAHTA
OJHOTO YYACTHHUKA (POKYC-TPYIIIIEL

Ta6amma 1. @parMeHT JaHHBIX, TOIYUYECHHbBIX OT YYACTHHUKA (POKYC-TPYIIIIBI
Table 1. Fragment of data received from a focus group participant

q Komuectso / Quantity IIpopomxurensHocTs / Duration

oMep

e T (S — HEBEPHBIX TIOIBITOK

Tteration OV MEHTOB / ay TeHTU(pUKAITIN / CpaBHEHWS XOII-3HAUCHUS, ¢ / | OTIIPaBKHU XAIT-3HAYECHHUS, MC /
—— N 121 d " invalid authentication hash value comparisons, s sending hash value, ms
signed documents attempts

1 9 1 1,24,49,23,38,6,46,45,3 41,56,57,53,58,4,22,12,42
2 1 0 51 32
3 3 1 8,19.23 21,6,46
4 4 0 45,12,34.39 3,32,1,49
5 1 0 32 45
6 5 1 32,55,3,26,34 42.30,30,26,6
7 4 1 42.42.40,16 20,24,23.4
8 2 1 1,37 18,26
9 2 0 57,25 20,18
10 4 0 28,53,33,5 36,37,46,45
11 8 1 43,20,1,11,36,39,52,2 36,27,43,5,10,32,26,49
12 8 1 10,4,49,23,1,14,6,56 42.47,38,28,53,2,37,23
13 g 0 45,56,1,38,50,52,25 29,26,59,57,6,15,40
14 1 0 45 38
15 2 0 28.6 47,34
16 6 0 1,22,41,14,13.47 17,18,47,40,16,57
17 7 1 55,59,14,60.,45,0,33 55,3,17,59,53,30,1
18 6 0 57,7,29,28,50,9 21,57,28,43,51,18
19 8 1 2,31,20,25,10,43,57,2 28.9,9,55,18,21,29,20
20 3 1 57,26,6 9,36,42
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IMocsae Toro kak Kaxabiii y4acTHUK (hOKYC-TPYIIIBL 3aBEPIIAT ABAILATYO UTCPALIUIO MO MOAMHCA-
HUIO 3JICKTPOHHBIX AOKYMCHTOB H IbITAJICA NOANUCATDH HOBBIN SHGKTpOHHbII\/'I JAOKYMCHT, HaUYHUHAJIACh
peanuzaiys MeToIa OTpeACacHust CoObITHs nHpOManmoHHOH Oe3omacHocTr. M3 BJl no uaenTHdHKaro-
Py TOAMUCAHTA U3BICKAIUCH JAHHBIC TIPSABIAYIIINX OMCPALHiA MOAMMUCH U MPEOOPA30BHIBATUCH B BEK-
TOPHI CICAYIOIETO BUAA:

{9,1,1,41},{9,1,24.56},{9.1,49,57}.{9,1,23,53},{9,1,38,58}.,{9,1,6,4}.{9,1,46,22},
{9,1,45,12},49,1,3.42},{1,0.51,32}.{3,1,8,21},{3,1,19,6},{3.1,23.46},{4.,0,45.3}.,{4.,0,12,32},
{4,0,34,1},{4.,0,39.49},{1,0,52,45} ,{5,1.32,42}.{5,1,55,30},{5,1,3.30},{5,1,26,26},{5,1,34,6},
{4,1,42,20},{4,1,42,24} {4,1,40,23},{4,1,16,4},{2.1,1,18},{2,1,37,26},{2,0,57.20},{2.0,25.18},
{4,0,28.36},{4,0.53,37}.{4,0,33,46},{4,0,5,45}.{8.1,43,36},{8,1,20,27},{8.1,1,43},{8,1,11,5},
{8,1,36,10},{8,1,39,32}.{8,1,52.26},{8.1,2,49},{8.1,10,42},{8,1,4,47},{8.,1,49.38},{8.1,23,28},
{8,1,1,53},{8,1,14.2} ,{8,1,6,37},{8,1,56,23},{7.0.,45,29},{7.,0,56,26},{7.0,1,59}.,{7,0,38,57},
{7,0,50,6},{7,0,52,15},{7.0,25.40},{1,0,45,38}.{2,0,28,47},{2,0,6,34},{6,0,1,17},{6,0,22,18},
{6,0,41,47},{6,0.14,40},{6,0,13.16},{6,0.47,57}.{7,1,55,55}.,{7,1,59,3},{7,1,14,17}.{7,1,60,59},
{7,1,45,53}.,{7.1,0,30},{7.1,33,1},{6,0,57,21},{6.0,7,57},{6,0,29,28},{6,0,28,43},{6,0,50,51},
{6,0,9,18},{8,1,2,28},{8,1,31,9},{8.1,20,9},{8,1,25,55},{8,1,10,18},{8.1,43,21},{8,1,57,29},
{8,1,2,20},{3,1,57.9},{3.1,26,36},{3.1,6,42}.

B kaxka0M U3 npeACTABICHHBIX BBIIIC BEKTOPOB MIEPBOC 3HAYCHUE COOTBETCTBYCT KOJUUYCCTBY MO~
MHUCBIBACMBIX TOKYMCHTOB, BTOPOS — KOJHYCCTBY HEBSPHBIX MOMBITOK Ay TCHTU(HUKALINH, TPEThE — MPO-
JOJIKUTCIPHOCTH CPABHCHHSI X3II-3HAYCHHS, YCTBEPTOC — MPOJOJDKHUTEIBHOCTA OTIPABKH X3II-3HA-
4ueHHUS. B rpynme BEKTOPOB, COOTBETCTBYIOIIUX OJHOM UTCPALMU, MICPBOC W BTOPOS 3HAYCHUS OyayT
OJMHAKOBBI, TAK KAK KOJMYCCTBO MOAMUCHIBACMBIX JOKYMCHTOB M KOJHUYCCTBO HEBCPHBIX MOIBITOK
ayteHTr(ukanmu GopMUPYIOTCs B camoM Hauaie ucrnoaszoBanus [TAIL [Mocne noxy4yeHus rpymit Bek-
TOPOB YCTAHABIHBACTCSI MHOKUTE/Tb, KOTOPBIM HEOOXOUMO HCIIOIB30BATh MPH OMPEACICHUN TOPOTO-
BOTO 3HAYCHUS JUTS KAXKIOTO M3 MAPAMETPOB, 3HAYCHUS KOTOPBIX 00Pa3yIOT BEKTOP, a TAKKE CICAYIO-
IITHE BECOBBIC KOA(DPULIMEHTHI A/151 3TUX 3HAYCHUI:

— KOTMYIECTBO MOAMUCHIBACMBIX JOKYMCHTOB — HAMMCHBIITHHA KO3 uimeHT;

— KOJUYECTBO HCBEPHBIX MOMBITOK ayTCHTU(IUKALIMHU [JTsI TOCTYIIA K JIMIHOMY KJIFOUY TOTb30BATC-
JI5 — BBICOKUH KO3 PHUIIUCHT;

— MPOAQIKUTEIIBHOCTh CPABHCHHSI XOII-3HAMCHUSI TOAITHUCHIBACMBIX JOKYMEHTOB — CPSIHUN KO3(-
(duLHCHT;

— MPOAOIKUTEIIBHOCTh OTHPABKH XAII-3HAUCHUS MOAMUChIBacMbIX AaHHbIX B Y CI1 — BeIcOKHIE KO-
3¢ dumcHT.

IMocse 3Toro Ha OCHOBE MOTYYCHHBIX JAHHBIX BRIYHC/ISCTCS CTAHAAPTHOC OTKJIOHCHHUE G T0 (op-

MYIIC
1 & —.
o= =D (X, - X),
nia

[JC /1 — KOTMYIECTBO 3HAUCHUH B BRIOOPKE; X;, X — OTACIBHOC U CPEIHEE 3HAUCHHUS B BBIDOPKE COOTBETCT-
BCHHO.

BerurciuB cpeaHee 3HAUCHHE KXKIOTO MapaMeTpa U €ro CTAHAAPTHOS OTKIOHCHHE, CIICAYCT BBI-
MTOJTHUTH TIPOBCPKY HOBBIX 3HAYCHUI HA BBIXOJ 32 TPCACITBI TOPOTOBOTO 3HAYCHHS KAXKIOTO TIapaMeTpa
IyTCM CPABHCHUS TEKYIIETO 3HAUCHUS € CYMMOH CPEIHETO 3HAYCHUS apaMeTPa U MPOU3BEACHHS KO-
(duLMeHTa TOPOra, CTAHAAPTHOTO OTKIOHCHHUS B BecoBOro koadduiuenra. Ecmu 3HaueHUE peBhIIACT
MOPOTOBOE, MPHHUMACTCS PSIIICHUE O TOM, YTO COOBITHC SIBISICTCS HAPYIIICHUEM YCTOHYUBOCTH LU(BPO-
BOro 00pasa, v 3TO COOBITUE TIOMEUACTCS KaK COObITHE HH(POPMAIIMOHHON OS30MaCHOCTH.

PaccMOTpHM HECKONTBKO MPUMEPOB MPAKTHYICCKOrO HCIONB30BaHHs Pa3pabOTaHHOTO METOAA
B COIl, B rotopeix npumensieres [TAIT [4]. Cpeanee 3HaueHHE, CTAHAAPTHOS OTKJIOHSHUE W TIOPOTOBOC
SHaYCHUC T KAXKAOI0 mapamMeTpa, UCTOJIb3yCMBIC B PaAMKaX 3TUX NPUMCPOB, MPCACTABIICHBL B Ta6.]'[. 2
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Tatmmma 2. CpegHee 3HAYCHUE, CTAHJAPTHOE OTKJIOHCHUS H MOPOTOBOC 3HAYCHHCE AT KAXKIOTO MapaMeTpa
Table 2. Average value, standard deviation and threshold value for each parameter

= [Noporosoe 3HaueHwmE /

IMapamerp / Parameter X o} Threshold value
KonnyuecTBO MOAMUCHIBAEMBIX JOKYMEHTOB 6,03 2,28 6,49
KonmiecTBo HEBEPHBIX MOMBITOK ay TCHTH()HUKALINH 0,63 0.49 1,59
JJIS1 AOCTYTA K JUYHOMY KIIFOMY IMOJIb30BATEIS
ITpoaomKUTEIBHOCTh CPABHEHUS XAII-3HAUCHUS 28.82 18,93 47.65
TTOMACHIBACMBIX TOKYMCHTOB
IIpoaomKUTEIBHOCTh OTIPABKH XAII-3HAYCHUS 30,63 16,81 64,06
TTOAMACHIBACMBIX JTAHHBIX

Ipumep 1. Bxognot mapamerp — Bextop {1,3.0.0}. DT0 CBUACTEIBCTBYET O TOM, UTO MOJIB30BATCIIIO
OBLT OTIPABIICH HA MTOAMHCE | JOKYMEHT, KOJTHYCCTBO PEATH30BAHHBIX UM HCBEPHBIX MOTMBITOK Ay TCHTH-
(duKaumy 171 10CTYNA K THIHOMY KITIOUY — 3. 3HAUCHHE MEPBOTO NapaMeTpa HE MPEBBILIACT MOPOTOBOE
3HaucHUE (6,49), MO3TOMY B COOTBETCTBHH € MPEITOKCHHBIM METOAOM JOKEH OBITh BBITIOTHCH aHATIHN3
3HAYCHUs BTOPOro mapamerpa. JlanHoe snadcHue Ha 55,35 % mpeBhIIIACT YCTAHOBICHHYIO MOPOTOBYHO
Beanuuny (1,59). 310 CBUACTEABCTBYET O TOM, UTO AOCTYII K JHYHOMY KITFOUY ObLIT 3a0I0KUPOBaH, MO-
CKOMBKY OBIIO MPEBBILICHO MOPOrOBOEC 3HAYCHUE KOMUYCCTBA MOMBITOK ayTCHTU(HUKALIUH I JOCTYIIA
K JIMYHOMY KITIOUY TOJIb30BaTelsl. B TakoM ciayvac B COOTBETCTBHH C MPEIIOKECHHBIM METOIOM IO 3a-
BepLIcHNHU aHanu3a 3nadeHus BToporo napamerpa COIl u SIEM-cucteme Gyaer nepeaano coobmeHue
0 HapylICHUU U(POBOro oOpasa.

IHpumep 2. Bxomnoui mapametp — Bektop {10,1,50,120}, T. e. monp3oBarento OBIO OTOPABICHO
Ha noAmuchk 10 TOKYMEHTOB, KOMHMYCCTBO PCATH30BAHHBIX UM HEBECPHBIX MOMBITOK ayTCHTU(UKALNN
JJs [OoCTyna K THIHOMY Kiody — 1. KonmndecTBo oTnpaBneHHBIX HA MOAMKUCH JOKYMCHTOB U KOJIHYC-
CTBO MOMBITOK HEBCPHOU ayTCHTH(HUKALH HE TPEBHIIAIOT YCTAHOBICHHBIC TOPOTOBLIC 3HAUCHHS (6,49
u 1,59 coorsercTBenno). OaHAKO MPOJOKUTCIBHOCTh CPABHCHHS X3II-3HAYCHHS MOAMUCHIBACMBIX
JOKYMCHTOB U TPOJOKHTEIBHOCTD OTIPABKH X3II-3HAUCHHUS MOJMHCHIBACMBIX JAHHBIX MPCBBIIIA-
FOT YCTAHOBJICHHBIC TIOPOroBeie 3HaUcHUs (47,65 u 64,06 cooTBeTCTBeHHO). B TakoMm ciyuac B COOT-
BETCTBHHU C NMPEITOKCHHBIM METOIOM IO 3aBEPLICHUM aHAIN3a 3Ha4ucHMs TpeThero mapamerpa COIl
u SIEM-cucreme OyaeT nepeaaHo coo0IICHHE O HApyeHUH nuhpoBoro odpasa.

Ipumep 3. Bxomnoii mapamerp — Bekrop {20,3,0,0}, T e. monp3oBareiro OBIIO OTOPABICHO
Ha noAmuch 20 JOKYMEHTOB, KOJMYCCTBO PCATU30BAHHBIX UM HEBEPHBIX MOIBITOK ayTCHTU(UKALAN
71 focTyna K auaHoMy kmouy — 3. IlepBoe 3HadueHne BxogHoro mapamerpa Ha 208,17 % mpesbima-
€T YCTAaHOBICHHOE TMIOPOrOBOC 3HAUCHHUE. B COOTBETCTBHM € MPEATIOKEHHBIM METOIOM IO 3aBEPIICHAN
anajuza 3HaucHus nepsoro nmapamerpa COIl u SIEM-cucteme Oyaet nepeaano COOOMICHHUE O HApYIIe-
HuH nudposoro odpasa.

JakiroueHue

1. PazpaboraHHblii METOX MPEACTABISCTCS MCPCIICKTHBHBIM ISl OPraHU3aLHH NPOLECcCca aHAIn3a
COOBITHH HH(POPMALMOHHONW OE30MACHOCTH CUCTEMBI OOIaYHON TOAIHCH, B KOTOPBIX MPEAYCMOTPEHO
MPUMEHCHHE MMPOTOKOJIA AKTHBALUH MOAMUCH. ITO 0OYCIOBICHO TEM, YTO B OCHOBY METOJA 3aJI0/KCHBI
MEXaHH3MBI QHAIH3A MAPAMETPOB, XaPAKTCPU3YIOIUX MPOQUIb MOANMUCAHTA B YKA3AHHBIX CUCTECMAX,
3a CYET YEr0 MOKHO YCTAHOBHTD, B KAKHX CIIy4YasX HUCIOIb30BAHHC YKA3AHHOTO MPOTOKONIA SIBISICTCS
IITATHBIM, & B KAKUX «aHOMAIBHBIMY. brarogapst 5ToMy MOKHO 00CCIICUUTh YMCHBIICHNUC KOJTHICCTBA
JIO’KHOTIONIOXKUTEIBHBIX U JIO)KHOOTPHLATCIBHBIX PE3Y/IbTATOB aHAIN3A COOBITHH HH(GOPMALMOHHOM
0C30MACHOCTH B CHCTEME OOIaYHOH MOATHNCH.

2. Ilpu ucnonb30BaHUK MPEAIAracMOro METOAa OOHAPYKeHHs COObITHI HH(POPMAITMOHHON 0€30-
MACHOCTH 00CCICUHBAIOTCA CICAVIOIUE BOBMOKHOCTH:

— OOHOBJICHHE JAHHBIX O ACHCTBHSIX MOTB30BATEIISL U IIEPEPACUCT MOKA3ATE/ICH MOPOTOBBIX 3HAYCHHUH;

— 100aBJICHUE BO3MOXKHOCTH NPESIOCTABICHIUS CBSACHUH NPH PETUCTPALIUH CBEACHHUH O ACATCIBHO-
CTH TIOJIB30BATCII B CHCTEME 00IaYHOM MOATMCH TSl YMEHBIICHHUS OLIHOOK TIPH PaboTe METOAA;

— KOMOHHHPOBAHHE C APYTHMH METOAAMH OOHAPYKECHHSI QaHOMATBHOTO TTOBEACHUSI TIOIB30BATCIICH.

3. JlanpHelmue uccaea0BaHus OyAyT HAMMPABICHBI HA YCOBEPIICHCTBOBAHUEC MEXaHU3MOB OOHApyY-
JKCHUsI COOBITHI HH(POPMATHOHHON OS30IIaCHOCTH, HA KOTOPBIX OCHOBAH MPEIIOKCHHBIH METOS.
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