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Annotation. Blockchain's decentralized and immutable nature provides a secure and transparent 
platform for data exchange, guaranteeing data integrity, privacy, and security. This essay endeavors 
to delve into the potential of blockchain technology in mitigating the issues confronting the 
healthcare system, with a focus on Electronic Health Record (EHR).
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In tro d u c tio n

Given the accumulation o f  significant personal data [1], it is imperative to establish dependable 
storage and sharing mechanisms to safeguard patient privacy. Traditional medical data m anagement 
systems typically rely on centralized servers to construct large-scale site systems or centralized relational 
database systems, Blockchain, an open distributed ledger based on a peer-to-peer network and consensus 
algorithm, inherently offers solutions to these issues [2 ].

F ram ew o rk  S tru c tu re  of B lockchain

The framework and structure o f  blockchain can be divided into six layers (figurel): Data layer is 
where the actual data is stored on the blockchain. It consists o f blocks o f  data that are linked together in 
a chain. Each block contains a set o f  transactions, and each transaction contains data that is relevant to 
the blockchain network. Netw ork layer is responsible for the communication between nodes on the 
blockchain network. It ensures that data is transm itted securely and efficiently between nodes. The 
network layer also handles tasks such as peer discovery, routing, and synchronization. Consensus layer 
is responsible for reaching agreement among nodes on the blockchain network about the validity o f 
transactions and the state o f  the blockchain [3]. It ensures that all nodes on the network have a consistent 
view o f  the blockchain and that no single node can manipulate the blockchain. Contract layer is 
responsible for providing incentives to nodes on the blockchain network to participate in the network 
and perform tasks such as validating transactions and m aintaining the blockchain. It typically involves 
the use o f  cryptocurrencies or tokens as rewards for participating in the network. Application layer is 
where applications and services are built on top o f  the blockchain network. It includes user interfaces, 
APIs, and other tools that allow users to interact with the blockchain network and access its features.

These layers are intricately interconnected and collaborate to guarantee the security, efficiency, 
and dependability o f  the blockchain network. The data layer serves as the bedrock o f  the blockchain, 
while the network layer ensures the secure and efficient transm ission o f  data. The consensus layer 
ensures a uniform  perspective o f  the blockchain across all network nodes, while the incentive layer 
motivates nodes to engage in network activities. The contract layer facilitates the execution o f  smart 
contracts, while the application layer furnishes users with an interface to engage with the blockchain 
network.
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Figure 1. Structure of Blockchain

T ran sac tio n  Process

Patient: W hen a patient visits a hospital, they first register on the hospital server. Upon 
registration, the hospital server assigns a unique identifier to the patient, equivalent to a medical card. 
The patient keeps this identifier confidential and presents it during visits. The doctor generates electronic 
medical records and keywords for the patient, encrypting them  using the patient's public key [4]. I f  the 
patient seeks treatm ent at another hospital and the doctor needs access to the patient's m edical history, 
the patient generates a search trapdoor and uploads it to the alliance chain. After running the search 
algorithm on the alliance chain, the nodes send the encrypted medical records to the patient, who can 
then decrypt them.

Doctor: Each hospital has a local server and several client devices operated by doctors. W hen a 
patient visits, the doctor generates a pseudonym, encrypted electronic medical records, encrypted 
keywords, and evidence. The doctor uploads the encrypted medical records to the hospital server and 
the hash value o f the medical records, along with the encrypted keywords and evidence, to the private 
chain. A new transaction is generated and broadcasted. Other nodes on the private chain validate the 
transaction, and i f  successful, a new block is added to the private chain.

Data User: W hen a third-party institution or individual (referred to as a data user) other than the 
hospital and patient accesses patient data, they require authorization from the patient. The patient 
generates a search trapdoor and uploads it to the alliance chain. The nodes on the alliance chain perform 
a search, and when the corresponding patient cipher is found, the nodes act as proxies to generate proxy 
re-encrypted ciphertexts for the data user. Finally, the data user can decrypt the ciphertext using their 
private key.

Hospital Server: After the doctor treats the patient and generates electronic medical records, the 
hospital server extracts the private chain block identifier, patient pseudonym, and keyword index to 
construct a new transaction on the alliance chain. Other nodes on the alliance chain validate the 
transaction, and i f  successful, a new block is added to the alliance chain as shown in Figure 2.

Private Chain: The doctor uploads the hash value o f the encrypted medical records and the 
keyword index constructed from encrypted keywords and evidence to the private chain, generating a 
new transaction. Nodes on the private chain validate the transaction. The hospital server extracts the 
private chain block identifier, patient pseudonym, and keyword index to construct a new transaction on 
the alliance chain. During the data retrieval phase, i f  the search is successful, the nodes on the alliance 
chain extract the secure index from the block to obtain the private chain block identifier. Using the 
private chain block identifier, the nodes on the alliance chain can retrieve the hash value o f the medical 
record ciphertext.

Alliance Chain: During the search process, when the nodes on the alliance chain receive the 
trapdoor sent by the patient, they run the search algorithm. If  the search is successful, the nodes extract 
the secure index from the block to obtain the private chain block identifier. Using the private chain block
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identifier, the nodes on the alliance chain retrieve the hash value o f  the medical record ciphertext and 
send it back to the hospital server. The hospital server compares the hash value with the one it has. If  
they match, the medical record ciphertext is sent to the nodes on the alliance chain, which then return it 
to the patient. W hen a third-party data user accesses the patient's electronic medical record, the nodes 
on the alliance chain act as proxies to  generate proxy re-encrypted keys, which are used to perform 
proxy re-encryption on the ciphertext o f  the electronic medical record before sending it to the third-party 
user. System M odel Diagram as shown in Figure 2.

Figure 2. System Model Diagram

C onclusion

Blockchain technology enables secure storage, privacy protection, and authorized access to 
medical data. It offers a reliable solution to address the security and privacy concerns in traditional 
medical data managem ent systems. However, the im plementation o f  blockchain technology also faces 
challenges such as performance, scalability, and standardization, which need to be addressed through 
comprehensive research and practical solutions.

In conclusion, blockchain technology has tremendous potential in the field o f  medical data 
management, providing robust protection for patient privacy and secure data exchange and access for 
medical institutions and data users. However, the implementation and adoption o f  blockchain 
technology require further research and practical considerations to overcome technical and practical 
challenges.
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