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ARTICLE INFO ABSTRACT

The necessity of developing of systems for monitoring the physical condition of personnel at
critical informatization objects is substantiated. It is shown that one of the technical problems
that must be solved when developing such systems is ensuring the confidentiality and
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incryptlont ) integrity of information processed within these systems. The solution to this problem is based
CF?SS c'on o L . on the selection and implementation of an encryption algorithm characterized by high
Critical informatization object . . o . .
. B performance. The encryption algorithm for systems for monitoring the physical condition of
Physical condition indicator s . . . .
personnel at critical informatization objects must be characterized by high performance due

Blood alcohol content S . -
Pul to the need to minimize the impact of the functioning of these systems on the processes
Sut 5 i implemented within these objects. In this regard, the authors of the article conducted
aturation research aimed at determining the performance of the encryption algorithms Mars, AES

(Rijndel), and Twofish, as well as their RSA add-ons. The dependence of the performance of
the listed algorithms on the size and extension of the files encrypted using them, as well as
the characteristics of the platform on which the encryption is performed, has been
established. Recommendations have been made for the use of the studied algorithms in
systems for monitoring the physical condition of personnel at critical informatization objects.

monitoring systems. The purpose of these systems
1. Introduction is to assess vital indicators of human physical
condition (body temperature, pressure, pulse,
Critical informatization objects are used to saturation) and block access to the hardware and

ensure the functioning of environmentally software of the specified objects for those
representatives of the personnel of the specified
objects in respect of whom it has been established
that their physical condition indicators deviate
from the norm (Zelmanski, 2024). Monitoring the

blood alcohol content of personnel at these facilities

hazardous or socially significant industries.
Violation of the normal operating mode of critical
information facilities can lead to man-made
emergencies. In this regard, in most countries,
ensuring the correct functioning of critical

informatization objects is one of the tasks to be
solved in order to ensure national security. One of
the directions in the process of solving this problem
is assessing the physical condition of personnel
working with critical informatization objects. For
this purpose, it seems rational to use special

deserves special attention, since managing sources
of increased danger while intoxicated poses a
particular danger. It should be noted that currently
in the world, alcohol dependence is one of the most
pressing threats to the safety and health of people
(Manthey et al., 2021; Stoklosa et al., 2023). Up to
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20-30% of healthcare costs are associated with the
treatment of diseases caused by alcohol or drug use
(Zelmanski, 2023). That is why, in systems for
monitoring the physical condition of personnel at
critical informatization objects, it is necessary to
provide not only mechanisms for automatically
obtaining quantitative values of basic indicators of
human physical condition but also mechanisms for
establishing the facts of a person being in a state of
alcohol or drug intoxication. An important task
that must be solved during the operation of such
systems is the protection of the information they
process. The importance of this task is due to the
fact that the information provided constitutes
personal data. The solution to this problem is based
on the use of encryption algorithms (Ryabko, 2018;
Khan & Por, 2024). One of the key requirements
that must be placed on encryption algorithms for
information processed within systems for
monitoring the physical condition of personnel at
critical ~ informatization = objects is  high
performance. This requirement is due to the need
to minimize the impact of the functioning of these
systems on the processes implemented within
these facilities.

The aim of the present study was to establish
the dependence of the performance from the point
of view of hardware of complexity the algorithms
underlying the operation of modern encryption
software objects in information systems on the size
and type of these objects and justify, taking into
account the established dependence of the
algorithm, which is most appropriate to use to
protect information in systems for monitoring the
physical condition of personnel of critical
informatization objects.

To achieve this aim, the following tasks were
set:

- review modern software tools for encrypting
information in information systems (hereinafter
referred to as software tools) and analyze the
algorithms underlying the operation of these tools;

— select software for conducting research;

— evaluate the performance of the algorithms
underlying the operation of the selected software;

— perform an analysis of the obtained
assessment results.

The rest of the paper is organized as follows.
Section 2 describes the researched data encryption
algorithms. Section 3 presents the obtained
experimental results. Section 5 contains the
concluding remarks and future research directions.

Recently, the k-means algorithm and its

modifications have become the research subject in
analysing large volumes of data (Ping et al., 2024;
Bagirov et al.,, 2022; Ahmadov, 2023; Aggarwal &
Reddy, 2014). So, (Bahmani et al., 2012) proposed
an approach, that is easy to implement, non-trivial,
and converges reasonably quickly in a small
number of iterations (Boutsidis et al., 2010; Jain,
2010). However, this approach is computationally
expensive.

2. Researched data
algorithms

encryption

Based on the results of a study conducted by the
NIST Institute, the following data encryption
algorithms were selected as objects of study: Mars,
AES (Rijndel), and Twofish, as well as their RSA
add-ons (Assa-Agyei & Olajide, 2023; Ghosh, 2020).

The Advanced Encryption Standard (AES) is a
specification for electronic data encryption
established by the US National Institute of
Standards and Technology (NIST) in 2001. AES is a
block algorithm that encrypts data in blocks of 128
bits each. The encryption key size can be
128/192/256 bits. AES is based on the substitution-
permutation principle, which means that the
cipher is executed using a series of related
operations, including substitution and shuffling of
the input data. The cipher works in several rounds,
the number of which depends on the key length:

— 10 rounds if the key length is 128 bits;

— 12 rounds if the key length is 192 bits;

— 14 rounds if the key length is 256 bits.

According to the AES algorithm, each block is
treated as a 16-byte grid in a basic columnar
arrangement. The AES algorithm is based on the
following procedures:

- key extension (KSC);

- replacement of bytes (SubBytes);

— shift rows (ShiftRows);

— mixing columns (MixColums);

- adding and using round keys (9, 11, or 13
times, depending on the length of the encryption
key) (Wahid et al., 2018; Xing et al., 2021).

The Twofish algorithm precomputes key-
dependent substitution blocks (S-boxes). This
distinguishes the Twofish algorithm from other
encryption algorithms. The S-box hides the
relationship of the encryption key to the ciphertext,
despite being dependent on the encryption key.
With a 128-bit block size and variable-length
encryption key, Twofish is one of the most secure
encryption algorithms. It is protected from brute-
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force attacks since such an attack requires a lot of
computing power.

The following features of the implementation of
the steps of the Twofish algorithm can be
highlighted:

— in each round of the Twofish algorithm, two
32-bit words serve as input data;

— each word is divided into four bytes (these
four bytes are transmitted through four different
channels, depending on the key);

— the four output words are concatenated using
a maximum distance separable (MDS) matrix and
concatenated into a 32-bit word;

— two 32-bit words are combined using the
Hadamard pseudo-transform;

— two 32-bit words are added to two round
connections;

— two 32-bit words are combined with the right
half of the text (Gautam et al.,, 2019; Saieed &
Hattab, 2023).

MARS is a shared key block cipher algorithm.
The length of the blocks into which the data must
be divided before encrypting it according to this
algorithm is 128 bits. The algorithm is a word-
oriented Feistel network.

The following features of the implementation of
the steps of the MARS algorithm can be
highlighted:

— use of addition, subtraction, and “exclusive
or” operations to mix data;

— use of single values from 512 32-bit words;

—use of fixed rotations;

— use of data-dependent rotations (data-
dependent rotations can lead to differential
disadvantages; this problem is solved in MARS by
combining these rotations with multiplications);

- use of multiplication operations (all
multiplications within the MARS algorithm are
performed modulo 232, which is suitable for most
modern computer architectures).

The MARS algorithm takes a 128-bit input block
as four 32-bit words. First, the input signal goes
through a forward mixing stage, which contains
keying and eight rounds of keyless forward
mixing. It then goes to the cryptographic core
(Feistel network), where eight rounds of forward
keyed transformation and eight rounds of reverse
keyed transformation are performed, and at the
end there is another backmixing stage, which
contains eight rounds of unkeyed backmixing and
key subtraction (Ahmed & Elkamchouchi, 2022;
Altigani et al., 2019).

3. Experimental results

During the study, the following was used.

1. Files with extensions *.doc, *.pdf, *.rar, *.ova,
*win, *bak (8 files with each extension of the
following size: 1 MB, 5 MB, 20 MB, 100 MB , 500
MB, 2 GB, 5 GB, 20 GB).

2. Advanced Encryption Package 2021 software
tool.

3. Hardware platforms of four types:

1) monoblock Tesla R24VR TU VU
691129503.002-2012 with the following
characteristics:

— operating system: Windows 10 21H1;

— storage: SSD 256 GB;

— RAM: DDR4 2666 MHz 8 GB;

— processor: Intel Core i5-12400, 6 cores,
frequency 2.5 MHz, cache 7.5 MB;

2) laptop ASUS Vivobook 14 X409FA-BV625
with the following characteristics:

— operating system: Windows 11 22H2;

— storage: SSD 256 GB;

— RAM: DDR4 2400 MHz 8 GB;

— processor: Intel Core i3 10110U, 4 cores,
frequency 4100 MHz, 8 MB cache;

3) Acer Aspire E1-531G-B9804G50Mnks laptop
with the following characteristics:

— operating system: Windows 7;

— storage: HDD 500 GB;

- RAM: DDR 3 4 GB, 1333 MHz;

—processor: Intel Pentium 3558u, 1.7 MHz, 2 MB
cache;

4) desktop computer with the following
characteristics:

— operating system: Windows 10 21H1;

- storage: HDD 2TB;

- RAM: DDR4 2667 MHz 16 GB;

— processor: AMD Ryzen 5 Pro 5650G, 6 cores,
frequency 3.9 GHz, 16 MB cache.

The research process included the following
steps.

Step 1. Encrypt each of the files using a specific
algorithm and each of the four hardware platforms
above, subject to recording the speed of this
process.

Step 2. Repeat step 1 four times.

Step 3. Calculate the average speed of the
encryption process for each file based on the results
obtained during steps land 2.

During the research process, more than 11,000
experiments were performed. The results of the
experiments performed are presented in Figures 1-6.
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From the presented results, it is clear that the
AES algorithm was the fastest in 4 cases, the
Twofish algorithm — in 16 cases, the AES (RSA)
algorithm —in 7 cases, the Twofish (RSA) algorithm
- in 18 cases, the MARS (RSA) algorithm — in 2
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cases cases. The MARS algorithm was never found
to be the fastest in the study. The results obtained
by us are extended compared with the research
results, presented in paper (Wahid et al., 2018).
They contain the following data which is not
contained in the indicated paper:

— the data about the speed of encrypting the files
the size of which is more than 3.0 MB;

— the data about the speed of encryption
algorithms Twofish and MARS;

— data about encrypting algorithms speed
depending on the size of encrypted files.

Tables 1 and 2 systematize information about
encryption algorithms that are the fastest when
encrypting files with extensions *.doc, *.pdf, *.rar,
*.0va, *.win, *.bak of a certain size.

Table 1. The fastest algorithms for encryption files with extensions *.doc, *.pdf, *.rar depending on these

files size

File size, MB Extension *.doc

Extension *.pdf

Extension *.rar

0-250 RSA, AES Twofish Twofish
250-1024 ot RSA Twofih RSA, Twofish
1024-3072 wons SA, Twofis Twofish
3072-10240 RSA, AES Twofish RSA, Twofish

10240-20480 RSA, Twofish

RSA, Twofish

Extension *.rar

Table 2. The fastest algorithms for encryption files with extensions *.bak, *.ova, *.win depending on these

files size

File size, MB Extension *.bak

Extension *.ova

Extension *.win

0-50 AES AES AES
50-250 Twofish Twofish Twofish
250-1024 RSA, AES RSA, AES RSA, Twofish
1024-3072 Twofish
3072-10240 Twofish AES Twofish
10240-20480 Twofish

4. Conclusion and future work

Based on the results of the research, we can
conclude that the Twofish encryption algorithm is
most appropriate to use to protect information
processed by systems for monitoring the physical
condition of personnel at critical informatization
objects. This is due to the fact that the process of
encrypting both small and large data sets using this
algorithm is characterized by higher performance
compared to the processes of encrypting data
arrays using other algorithms currently
recommended by NIST. Further research will be
aimed at developing an improved protocol for the
exchange of encrypted information between
modules of systems for monitoring the physical
condition of personnel of critical informatization
objects (in particular, between developed module

used to assess the quantitative values of basic
human physical condition indicators (body
temperature, pressure, pulse,
(Zelmanski, 2017)), module used to monitor the
alcohol content in human blood and module used
for monitoring and controlling technological
equipment built on the designed integrated circuit
for monitoring and control of technological
equipment.

saturation
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