CUTHAJIOM, PACHPOCTPAHSIOMIUMCS 10 aKyCTHYECKOMY KaHaly M MacKUPYIOIIMMHU CUTHAJIaMH
pazHoro xapaktepa. OqHON U3 MpoOIeM peleHHs TaKOW 3a/1a4H SBIISIETCS HaX0XKIeHHE 00macTen
Ha OrPaKIAONIMX IEMEHTAaX KOHCTPYKIHHA ¢ MaKCUMaJIbHBIMU 3HAYEHUSIMU BUOpAIMid peyeBbIX
CUTHAJIOB, PACIPOCTPAHSIOIIMXCA MO AaKyCTHUYeCKOMY KaHaly W 3HAYEHUH MaCKUPYIOLIUX
CUTHAQJIOB B 3TUX oOnactsax. Bmecre ¢ Tem, i obOecriedeHUs] BBHICOKOTO KayecTBa 3alllUThI
npaBuiibHEe ObUIO OBl OMpeneNsiTh He OOJIACTH € MaKCUMaJbHBIMM 3HAYEHUSIMU PEYEBBIX
CUTHAJIOB, PACHPOCTPAHSIOIIMXCS IO aKyCTU4YEeCKOMY KaHaly, a oOJIaCTH C MaKCHUMaJIbHbIM
COOTHOLIEHUEM MEX]ly pEUEBbIM CUTHAJIOM, PACHPOCTPAHSIOIIMMCS 110 aKyCTUYECKOMY KaHaIy U
MacKHUPYIOIIMMHU CUTHATaMHU.

Ha orpaxnaommx sneMeHTax KOHCTPYKUMI TMOMEIeHHH MOryT ObITh ~00JacTu
C OTHOCUTENIbHO HE BBICOKUMH YPOBHSIMH pPEYEBOTO CHUTHala, HO C MaKCHMAaJbHBIMU
COOTHOLICHUSIMHU MEXJ1y PEUEBBIM CUTHAJIOM, PaclipOCTPaHSIOUIMMCS 10 aKyCTHUECKOMY KaHally
Y MacKHPYIOIIMMHU cUTHaJIaMH. [103TOMy Ipu OIeHKe 3alIMIIeHHOCTH peyeBoi nH(opmaim B
MOMEIIEHUN HEOOXOMMO HaXOJUTh OOJACTH C MHHUMAIbHBIMH COOTHOIHEHUSMU MEXKITY
pEUYEBBIM CHTHAJIOM MU MACKUPYIOUIMMU CUTHAJIAMU U 10 3TUM 3HAYEHUSIM BECTH pPacueThbl
CTETICHH 3aIUIICHHOCTH. J[J1s1 3THX 11eeil He0OX0IMMO YCTPOUCTBO OECKOHTAKTHOTO U3MEPEHHUS
1 aKyCTUYECKHUX MOJIEH, CO3/1aBa€MBbIX KOJICOIIOIIMMUCS JIEMEHTaMH KOHCTPYKLIMI TOMELEHUH.

Takoe ycTpoiCTBO MOXET OBITh CO3/JaHO Ha 0a3e aHTEHHOW aKyCTHYECKOW permeTku. Jlms
aKyCTUYECKOM JIOKallMd MCTOYHMKOB 3BYKa IMpe/iaraeTcsi MCIOJb30BaTh IUIOCKYI0 AHTEHHYIO
pelmerky B Buzae pomba, cocrosiryro u3 25 MUKpo(hoHOB. M3meputenbHble MHUKPO(OHBI
AHTEHHOM PEIICTKH COJIepPKaT HEMOCPEICTBEHHO caM MUKPO(OH ¢ (PHMIIbTPOM U HOPMUPYIOIIAM
YCUJIMTENIEM U YCTaHOBJIEHbl Ha OCHOBAHUM AHTEHHOM peIIeTKH Yepe3 BUOpOU30JIHpYOLIMe
BTyJAKHA. Ha OCHOBaHMYM aHTEHHOW PEIIETKHA YCTAHOBJIEH TPEXKOMIIOHEHTHBIN aKCEIEpOMETp IS
KOHTPOJISI 3a Mapa3uTHBIMM MHKPO IE€PEMELICHUSIMU AHTEHHOM pEIIETKH, KOTOpBIA dYepes
COTJIACYIOIIMI YCUIIMTEh M aHAJIOrO-IU(pOBOM MpeodOpa3oBaresb MoaKIIoUeHsl Ha Bxoa USB
MIEPCOHAILHOTO KOMIIbIOTEpA. AHaNOTUYHBIA ~ TPEXKOMITOHEHTHBIH aKcenepoMeTp
YCTaHABJIMBAETCSI Ha HECYIIYIO IOBEPXHOCTh, Ha KOTOPOM pa3MelleHa aHTEHHas pEIIETKa.
Hasnauenue BTOpOro akcenepomerpa, KOMITEHCAIMsl KOJI€OaHWW BBICOTHBIX 3[aHUNA TIpU
KOHTpOJIE MEepeMEUICHNH AaHTEeHHOM PEeleTKU, 4YTO BBINOJHAETCS B OJIOKE H3MEpEeHHs U
KOMIIEHCAllUU COOCTBEHHBIX KOJICOAHMH aHTEHHOH peleTkd Bpixoapl MUKpO(OHOB aHTEHHOM
PELIETKY MOKIIOYEHbI K YCTPOHUCTBY BEIOOPKU M XpaHEHUs Ul CUH(A3HOTO NpUeMa CUTHAJIOB €
MuKpopoHOB. Bpixox ycrpoiicTBa BBIOOPKM M XpaHEHUS Yepe3 aHaIoro-LuQpoBoii
npeoOpa3oBareny nojakiaoueH Ha BxoJ USB mnepcoHambHOro KOMITBIOTEpPA, Ha KOTOPOM
BBINOJIHSIOTCS PAacueThl pacupeeeHus] BUOpaIMii OrpaXkJatolX KOHCTPYKIIUIL.

Bugneokamepa, ycraHoBieHHas Ha aHTEHHOM pellleTKe, IepeiaBajia HM300pakeHUue Ha
MIEPCOHANIbHBIN  KOMIIbIOTEP, Ha KOTOPOE HAHOCWIOCH pacIpelesieHue aKyCTHUYECKHX IOJIeH,
U3TY4aeMbIX OIpaXIAIOIIMMH KOHCTPYKLIUAMHU.

Takum 00pazom npeyiaraercsi HOBBICUTH JIOCTOBEPHOCTD OLIEHKH CTENEHU 3alUILEHHOCTH
pedeBoi uH(GOpMAaLIMU OT YTEUKH 110 aKYCTUYECKUM KaHaJlaM.

ACOUSTIC NOISE SYNTHESIS FROM THE SPEAKER’S VOICE BASED ON THE
STATISTICS OF THE LANGUAGE FOR INFORMATION SECURITY SYSTEMS

H.S. ABISHEYV, FIRAS NZZIYAH MAHMOOD AL-MASHHADANI, O.B. ZELMANSKI

Information protection against leak via acoustic channels occupies one of the main positions
in the sphere of security as far as it is a key element in the modern world and exactly through it a
huge portion of threats is implemented. Voice data protection is the most crucial task in this
direction since speech is the most natural form of communication between humans and, therefore,
a great part of confidential information is transmitted via speech. There are many ways for
intercepting voice data: the directional or laser microphones, tiny tape recorders, eavesdropping
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equipment and other facilities. Voice data protection against all possible threats is quite
complicated and expensive task. One of the approaches in this problem solving involves active
masking of conversation, which consists of acoustic noise creation alongside the perimeter of a
protected room or within the room where the secret conversation takes place

A system for the synthesis of speech-like noise directly from speaker’s speech has been
developed. Operation of the proposed system includes the following: detection of speech, speaker
verification in compliance with his speech in order to load previously formed database of
allophones extracted from his speech, segmentation of the detected speech signal into phonetic
units, their classification into relevant phonemes and voicing using allophones. The developed
system can be used to protect negotiations. The system requires statistics of the language of
negotiations in order to generate speech-like noise according to the characteristic of this language.
In accordance with this statistical characteristics of the Kazakh and Arabic languages were
explored. Grammar modules based on these statistics for the proposed system were developed. As
the result negotiations in Kazakh and Arabic languages can be protected from the interception
using the given system that provides synthesis of speech-like noise in accordance with statistical
characteristics of the languages. The system can be expanded by adding extra grammar modules
of other languages, for example Russian or English.

M3YYEHUE BSAUMOCBA3N COOTHOLUEHUA CUTHA/LLYM U
PA3BOPYMBOCTU PEYUN B BO3MOXHbIX TOYKAX CBEMA MH®OPMALIUU

O.B. 3ETIbBMAHCKWV, [I.A. 3IAHOBWY, B.[0. UTOLIEBA, C.H. TIETPOB

B Hacrosiiee Bpemst pis mepexBara pedeBO MH(POPMAIMK UCIIONB3YIOTCS Pa3IMYHBIC
TEXHUYECKHE YCTPOWCTBA: HANpaBIEHHbIE U Ja3epHble MHUKPO(OHBI, AUKTO(POHBI, IpoUee.
OCHOBHBIMU KaHAJIAMH YTEUKU SIBIIIOTCS IPSAMON aKyCTUUECKHI M BUOPAIIMOHHBIH.

PaGoTta mocBsiieHa OLEHKE BIUSHUSA TUIIA IIOMEXOBOI'O CHTHajJa M COOTHOILICHHUS
CUTHAJI/IIyM Ha 3alllMIIEHHOCTh pedyeBOdl uHpopmanuu. B kauecTBe METONOB OLIEHKU ObLIM
BbIOpaHbl JKCHEPTHBIE METOJbl. B Xojie 3KclepuMeHTa MpoBOJMIIACh OLIEHKA pa300puMBOCTH
peur Mpy BO3/CHCTBHM Ha HEE NIYMOBBIX CHTHAJIOB PAa3HOTO THIIA TPH Pa3HOM COOTHOIICHUH
curHam\yM. beutn uccnenoBanbl HOMEXH THIA OeIIbli 1IyM, pe4eBOil X0Op (rooca HECKOJIbKUX
JUKTOPOB), a TakKXkKe peyenofoOHbIM CcHrHayl, (GOpMUPYEMbIi HEMOCPEACTBEHHO W3 pPEUH
JMKTOpA.

Jlns mpoBezieHHsl SKCIIEPUMEHTA MPUMEHSUIOCH ClIeAyoIee 000pyI0BaHUE: aKyCTHYECKast
cucrema Edifier R1900 T3 anst Bocripon3BeieHHs TECTOBBIX M TOMEXOBBIX CUTHAJIOB, IIyMOMED
a"anmuzarop cuekrpa MAHOM-4/2, mukpodon Behringer C-1, 1Ba HOyrOyka ¢ yCcTaHOBJIEHHBIM
nporpammubeiM obecriedennemM Cool Edit Pro2 mist Bocmpou3BeneHHs] TECTOBBIX CHUTHAJIOB W
3amycHy 3BYKa. 3alyCh TECTOBBIX CUTHAJIOB MPOBOWIACH B aKyCTHUYECKH 3ariylIEHHON KOMHATE.

HccnenoBanne BUOPAlIMOHHOIO KaHajla MPOXOJUJIO IyTeM 3allCH M MPOCITYIINBAHUS
CMECH II0JIE3HOTO M IOMEXOBOI'O CHUTHAJIOB, MPOXOJAANIEH uepe3 AJIEMEHTbl OIrpakIarolInuX
KOHCTPYKIIMI (CTEKJIONAKeThl, IBepH). B KauecTBe MCTOYHMKOB BUOPAIMOHHON MOMEXH OBLIH
UCTOJIb30BaHbl aKyCTUYECKUE MPpeoOpa3oBaTey, BXOAAIINE B KOMIUIEKT [MOCTaBKU yCTpOiicTBa
3anUThl pedeBor nHpopmarmu «IIpuboii».

HccnenoBanue mOpsMOro aKkyCTMYECKOTO KaHala MPOXOAWIO IyTeM 3aluch U
IIPOCITYIIMBAHUS CMECU TOJIE3HOTO U MOMEXOBOIO CUTHAJIOB B Pa3IMYHBIX TOUKA MPOCTPAHCTBA
KOMHAThl. BbIO0Op Takux TOYek 00YCIO0BJIEH, BO-NIEPBBIX, OJIM30CTHIO K AJIEMEHTaM CTPOUTEIbHBIX
KOHCTPYKIIMA C MHHAMAJIBHBIMH 3HAYCHUSIMA COOCTBEHHOH 3BYKOHM3OJIAIMHM, a BO-BTOPBIX,
reoMmeTprell KoMHaThl. CTOSTYME BOJIHBI CO3JAl0T B TIOMEIICHUH CEPUI0 MTUKOB M TPOBAJIOB, MPU
3TOM B OIpPEJEICHHBIX 30HAX YPOBHH TPOMKOCTH MOTYT OBITH BBIIIE BOCIIPOM3BOAMMBIX
ncTouyHUKOM. COOTBETCTBEHHO OBUIM BBIOPAHBI TOYKH BO3JIE CTEH, B 30HAX JBYTPAHHBIX YTJIOB
(CTBIKM CTEHA/IOTONOK, CTEHA/ON M T.J.), M B 30HaX TPEXTPaHHBIX YIVIOB (CTBIKU
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