YHCACHHBIA METOA a4 AATOPUTM ITOMCKA OIITIMAABHBIX 3HAYCHHI IIOPOIOB PEAAM30BATH HA OCHOBE
IIPHHITIIIA AMHAMITYIECKOTO IIPOrpaMmMupoBanns beaamara.

Taxkum 00pasoM, B AOKAAAC IIPEAAOKEH AATOPUTM ITOMCKA IIOPOTOB K-9TAIHBIX IIPOIIEAYP
IIPUHATHSA PEILICHISA, KBASHOITHMAABHBIN 10 KPUTEPUIO MIHIMyMa CPeAHEro prcka. [Ipeasaraemerit
AATOPHUTM OCHOBBIBACTCA HA YMCACHHBIX MCTOAAX ITOMCKA 3KCTpemyma (pyskrmm. [Ipm stom aas
3HAYHTEABHOIO YMEHDBIIICHIS BBIYUCAUTCABHON CAOKHOCTH YHCACHHOTO IIOMCKA IIPUMEHCH METOA
AMHAMHYECKOTO mporpamvuposanns beaamana. Vicmoarsopanme mpuaImma beaamana mossoamao
M30aBUTHCA OT OSKCIOHCHIIMAABHON 3aBUCHMOCTH HTEPAINI IIONCKA OT K, BO3HMKArOIIEH NpH
IIOAHOM I1epeOOpe BCEX BOZMOKHBIX KOMOMHAIIHI.

Aureparypa

1. emx A.C., Xmwxmax A.B., beasnii A.C. MeToOAMKa MHOTOKAHAABHOM KBAa3HMOHTHUMAABHOMN
10 KPUTEPHIO TIOAHOTO CPEAHErO prcKa k-3TarHoil 0OpabOTKH PaANOAOKAIMOHHOH TPAEKTOPHOM
nadopmarun AAS OOHApYKeHHA (PaKTA HABEACHMA NCTPEOUTEAS IPOTHBHUKA HA CBOM camoaer /
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3AWUTA AMHAMUYECKUX BEB-CAUTOB C MOMOLLbIO NPOAYKLMXA KOMNAHUMN
CHECKPOINT HA NMPUMEPE MEXCETEBOI'O 3KPAHA CHECKPOINT R77

A.O. Xmenpaurkuii, O.B. Bookos, T.A. ITysiko

VIpo3sr 6E30IMaCHOCTH IIOCTOSHHO MEHAIOTCSA, B CPEACTBA SAIMNUTHL AAfl KOMITAHNH Pa3AMYHBIX
PasMEpOB YCAOKHAIOTCA. MHOMKECTBO CHCTEM OE30ITACHOCTH HA CETOAHA SBAAIOTCA CHCTEMAMI
IIOMCKA COBITAACHUI (CHUTHATYP) M MOACACH IIOBEACHHMA ViK€ M3BECTHBIX yrpo3. OHu OecCHABHBI
IIPOTHB HOBBIX AT4K, HA KOTOPBIC €I HET CUTHATYP H IIATYCH OT IPOM3BOAHTEAS. AAS perreHms
OOO3HAYCHHBIX IIPOOAECM IIPEAAATACTCHA HCIIOAB30BAHHE ACMHAUTAPU30BAHHON 30HBI (AM3),
IIPEACTABASAIOIIIEH COOOH CEIMEHT CETH, COACP/KAIIIII OOMICAOCTYIIHBIC CEPBUCH I OTACASFOIIIII UX
or wactHeix. OcHoBHOM 1meapro AM3  ABasercs AOOaBAGHHE AOIIOAHHUTEABHOIO —YPOBHSA
©E30IIACHOCTH B AOKAABHOH CETH, TIO3BOASIOILETO MHHIMI3IPOBATH YIIEPO B CAYYIAC ATAKHI HA OAUH
13 OOIIEAOCTYIIHBIX CEPBHCOB: 3AOYMBIIIACHHHUK HMEET BHEIIHHMN IIPAMOH AOCTYII TOABKO K
obopyaosaruro B AM3.

B Harrem cAydae B ACMUAHTAPH30BAHHON 30HE HAXOAHTCHA TOABKO CTATHYCCKAS YACTh CANTa,
COACPJKAITIA KOMIIOHCHTEI, KOTOPBIE IIPH 4Take HA HHX N BBIBOAC M3 CTPOA HE HAHOCAT
KPHUTHYECKOIO yIrmepOa Bcemy BeO-caiiTy. AMHAMIYECKYIO 9aCTh MBI BEIHECAH B SAPO CHCTEMEL
Crarrdeckas 1 AMHAMIYECKAA YACTH pa3sAeAeHbl MekceTeBbiM akpaHoM CheckPoint R77, koropsii
ABASICTCA HOBOWM BEpPCHUEH CBOEH apXHUTeKTypel Hporpammubsix OaetipoB.  CheckPoint R77
xapakrepusyercst HoBbIM cepsucom ThreatCloud Emulation, texmOAOreii oOecriedeHus BBICOKOI
mpomssoauTeAbHOCTH Check Point HyperSpect, mporpammvusm 6aetisom Check Point Compliance,
HOBBIMH CPEACTBAMH  IIEHTPAAU30BAHHOIO VIIPABACHHUA YCIPOMCTBAMY, VAYYIIIEHHOI CHCTEMOI
ayreHTudHKALME HOAb3oBateAeli Ha ocHoe wuHTerparmn RADIUS u IF-MAP, a rtawxe
YCOBEPIIICHCTBOBAHHON yHI(DUIIPOBAaHHOH onepartuonHon cucremoit Check Point GAIA.

CoBpemMeHHEBIE YTPO3bI MH(POPMAIIMOHHON OE30IIaCHOCTH BBIHY/KAAFOT HE TOABKO H3MEHATDH
CYILIECTBYOIIIHE APXUTECKTYPHBIC PEIIICHISA, HO M BHCAPATH HOBBIC AIIIAPATHBIC PCIIICHIS.

Aureparypa

http:/ /www.checkpoint.com/t77/index.html.

NMPOBEPKA KAYECTBA PAEOTbI FTEHEPATOPA CITYYAMNHbIX YACEN
Apyx A.M., Kuegert H.T'., Kopsyn A.1.

B wmnadopmanmonnoir  cucreme — 0O€30IACHOCTH — AAA  IIOAVYCHHS — HAACKHBIX
KPHITOTPA(PUYECKUX KAIOYEH MCIIOAB3YIOT Ka4eCTBEHHBIE TeHepaTopbl cAydarHbx ymces (I'CY).
Omnenka xagectBa padoter I'CH ocyrmiectBAfieTcs IIyTeM HCIOAB3OBAHHA CTATHCTHYECKHX METOAOB
TecTupoBaHus. L [eABIO AAHHOIT PabOTHI ABAAETCS IIPOBEPKA KadecTBa padboThl pusmdeckoro I'CY.

OaHOIT 13 HamOOAEE HCIOAB3YEMBIX CHCTEM TECTHPOBAHHUA ABAACTCA CHCTEMAa CTAHAAPTA
FIPS140-2[1], koTopas BKAIOYAET CAEAYIOIIHE CTATHCTHYECKHE TECTBI: MOHOOHTHBIN TECT, TECT
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[IOKEPa, TECT HA  IIOAIIOCACAOBATEABHOCTH — OAMHAKOBBIX ~ OWT, TECT HA  AAHHHBIC
ITOATIOCAGAOBATEABHOCTH OAMHAKOBBIX OMT. AaHHAA cucremMa ObIAa BBIOpaHA AAfA HCCACAOBAHUSA
I'cy.

Aaf peaamsarmm  tectoB  craHaapra  FIPS  140-2  Obiaa  mcmoap3oBaHa — cpeaa
mporpamvupoBanns  JavaScript.  JavaScript — A3BIK  IIPOIPAMMHPOBAHHUA BBICOKOIO — YPOBH,
ITO3BOASAFOIIHIH TIOAYYHTH COOCTBEHHBIA ITPOTPAMMHBIN IIPOAYKT TECTHPOBAHUA C BO3MOMKHOCTBIO
pasmerteHus mporpammel Ha Web-cepsepax.

B aoxaase mpusoasrcs pesyabrarer Tectuposanusa ['CH o cucreme FIPS 140-2, moaygennsie
C HCIIOAB30BAaHHMEM A3BIKA ITporpammupoBanus JavaScript. [loAydeHHbIE Pe3yABTATHI MOTYT OBITH
YCIICIIIHO HCIIOAB3OBAHBI IPH (DOPMHPOBAHUN HOCHTEACH KAFOYECBOH HMH(OPMALH, KOTOPHIC
BBIIIOAHEHEI C IIPHIMEHEHHUEM fA3BIKA JavaScript.
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THE PARTICULARS OF ELECTRONIC SHOP PROGRAM APPLICATION
V.A. Vishnyakov, M. Forootan

The report presents the results of electronic shop development. It was designed and worked
out the program application for E-commerce, which the following requirements are corresponded:

— flexibility and university — the program application is maximum connected to management
system of site, on the base of which the electronic shop was created;

— correctness — the user and administrator have possibilities for changing the program
application by simple correction of HacTpoek;

— functionality — the program application supports all users, who will bay products in this E-
shop;

— standardization — the accordance to the common conception of standard services using in
the management system of site.

The distinction features and positive particulars the created program application are: to easy
integration with others applications like 1C ERP system; unique platform is used to create own
information management and suppott its with small spending; the realizing features of multy currency
and multy languages allow to use the program application in other counters; the realizing additional
marketing tool allow to see new goods and goods which are the lieder of sales.

ANALYSIS OF INFORMATION SECURITY IN E-COMMERCE
V.A.Vishnyakov, M. Forootan

The report presents the results of analysis of the information security in electronic commerce
(EQ). It is identified the following areas: threats and technologies for their prevention, action to
protect in EC, protection services for the EC, two encryption technologies (symmetric and
asymmetric), the use of firewalls, digital signature technology, secure protocols: Secure HTTP (S-
HTTP), Secure Sockets Layer (SSL), Secure Electronic Transaction (SET).

The threat of information in EC: data intentionally intercept, read or write; users identify
themselves no correctly (with fraudulent goals); user gains unauthorized access from one network to
another. Actions to protect are the following: data encryption that prevents their reading or distottion;
authentication of the sender and the recipient is carried out with digital signature technology (DST);
filtering traffic entering the network or the server is protected by a firewall. Cryptographic technology
provides three basic types of services for e-commerce: authentication (which includes identification),
inability to refrain from executing and sectecy.

Technology DST includes: the using of hash-function for obtained Digest (uniquely condensed
version of the original text); the digest is encrypted using the sender private key and becomes the
digital signature; last is sent along with the original text (encrypted by symmetric algorithm) to
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