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Abstract. The article provides an analysis of known existing systems designed to collect and automatically
analyze events of various information in order to identify threats. Their disadvantages are given. An algorithmic
model of information security based on tables of functioning is proposed as a mathematical tool for modeling
dvnamic discrete svstems for detecting and neutralizing threats while ensuring information protection. A method
for assessing information security risks and ensuring the confidentiality of information resources is given. The
features of working with data flows, management and control over them are considered. mathematical solutions
for assessing the protection of information resources and various aspects of assessing the economic effectiveness
of ensuring the confidentiality of information resources are presented. One of the ways of analyzing the security
of the svstem is proposed - the construction of dvnamic tables of functioning. The description of the main
functions and requirements of automatic threat detection and neutralization based on the tables of operation
based on the functioning tables (FT) is considered.
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table: threats: risks; detection: neutralization.

22



NN AMERTVHAPOIHAA HAVIHO-TENHIIVECKAA KOHOEPERLTA " TENBIIMECKIIE CPEICTRA 3ALLIITE! IIHPOPMALIT "

NXTH INTERNATIONAL SCIENTIFIC AND TECANICAL CONFERENCE “TECHNICAL MEANS OF INFORAATION PROTECTION”
Introduction

The evolution of information technologies is associated with intelligent systems, which
include processes of origin, adaptation and development. It is the systemic approach to IT that
determines the methods and algorithms for building systems. The systemic approach
to information security (IS) requires identifying its subjects, means and objects, principles
of provision, sources of danger, and the direction of dangerous information flows.

The modeling principle allows avoiding errors in designing effective systems. When
developing an effective system, the principle of communication comprehensively considers
the object of protection, combining the external environment, means of protection and
aggressive threats and taking into account the interrelations: source of threat — weakness -
action - attack.

The development of a security system is the main condition for ensuring the security
of confidential information in an information system, 1s formulated by studying the system
requirements for the system and is aimed at neutralizing system vulnerabilities.

One of the methods of system security analysis is based on dynami¢c FT of the
information system based on Petri nets [3-6]. Based on FT, the operability of the implemented
security system is checked and its shortcomings are identified, 1.e. with the help of FT, it is
determined what actions occur in the system, what states were before these actions and what
states the system takes after the action is completed.

Thus, the performance table calculates all risks that threaten the system and valuable
information in the system.

Main part

One of the main methods of analyzing the security of systems is the construction
of dynamic tables of the IS [1-6]. Algorithmic models based on FT [1, 2] represent a
mathematical apparatus for protecting information systems from external and internal threats
and are divided into several types:

— a general structural model of ensuring information system security based on FT;

— a mathematical model for identifying threats from external and internal sources;

- synthesis and analysis of the construction of the FT after receiving the necessary data
at the “synthesis” stage;

— ways, methods, models and means of destroying detected threats,

— analysis of the information system and threats in the system.

Development of FT and flow chart of threats. The most convenient way to visually
display actions in the system is to use a Petri net. The principle of operation and the state
of the networkit is determined by itmarked graph anddistribution of chips by positions.
The vertices of the graph are the network markings, the arcs are defined by the transition
symbol and are constructed for each active transition. Construction stops when there are no
activated transitions on the graph or there are no markings. Let us assume that the graph
of reachable markings is an automaton. For example, the trajectories in the Petri net are

defined as follows (Fig 1).
b

i

Fig. 1. Trajectory of Petri net movement

23



NN AMERTVHAPOIRAA HAVIHO-TENHIIVECKAA KOHQEPERLA “TENBIIMECKIIE CPEICTRA 3ALIITE! IIHPOPM LI

NXTH INTERNATIONAL SCIENTIFIC AND TECANICAL CONFERENCE “TECHNICAL MEANS OF INFORAATION PROTECTION

At each time interval # €7 the description of the FT is presented in the form
of a labeled Petri net: M ={P D, I O, 1}, where P — sets of positions (states), D — operations

(transitions), /- input and O — output states, u — a function that displays the set of positions
in the set of natural numbers N those. u: P — N. Each marking y can be represented

as avector p=(W,K,,...,1 ), where n=|N| and VL, e N, i= l,_n.Vector u defines for

each positionp,, i = 1,» network number of chips,1e. /M(p)=pn, i= Ln

The designed FT visually displays all identified threats in the system we protect. After
identification by the Petri net graph, all threats move vertically downwards only if it is a
threat of the same type. In the example of the following type. The Petri graph goes through
such an action due to the uniformity of the threat. Because each (J - this is one of the types

of threats in the GOST “Information technologies, information security, terms and
definitions”. All of the information security management threats, risks, attacks, methods and
means of information protection, protection of sensitive information, information security
of telecommunications and mobile networks, data protection and recovery, copy protection
and others listed in this information security management standard are distributed in the FT
according to their characteristics and the logical actions they perform (Fig. 2).
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Fig. 2. Functioning table

If the machines are unable to process and destroy threats, then the task 1s passed
on to another machine below. If the threat is combined, then the graph's actions take
on a completely different form.

Let's consider the first case, that is, the threat AB, which ¢comes from the Internet and
consists of two separate parts 4 and B (where A — utility, driver, image, simple file, etc.,
B —background threat hidden in A). In this case, the threat will be pre-processed, blocked and
removed before it can cause damage to the system. A after the user takes the link to A5 on the
Internet and launch A8 in the FT network the link will be divided into two parts: 4 and B

(Fig. 3).
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Fig. 3. The first case of the functioning table
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In the second case, the threat is considered for the first time, and each of its passages is
designated separately. (), the row of tables of cases 1 and 2 contains potential threats to the
system. In table of cases 2, the paths of threats are shown in red, the prevention of threats is

shown in green, and the transition of existing threats to another cell and their prevention is
shown in black (Fig. 4).
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Fig. 4. The second case of the functioning table

The second part can run malicious parts of its program and download other malicious
programs without the administrator's permission.

The transition process is calculated as follows. There are 127 threat defenses in the table
vertically. If the penetrating threat is a combined one, then it i1s checked in each cell.

To calculate a more effective transition to destroy threats, we have the formula: P = ZU”

-1
where [/ — threat, P — transitions by FT. Let 4 - means of protection against threats,
K —class of threats. Then {/ =1, P =127 andwhen U =2, P =254 So P, =U=A

If the class of threats is defined and the ways of destroying the threat are also clear

according to the class, then the formula will be as follows: P =U(A-(4-K))), i = 1,9.

If one of the classes of threats is not defined, then it is equal to zero.
Since threats penetrate in a variety of ways, it is impossible to use one or several
of them to calculate an effective way to eliminate threats. It is necessary to use all means

of protection against threats. So, transitions along the FT are equal to P = Z s -
i=1

If the penetrating threat i1s not combined then the maximum processing cell will be
calculated vertically by reading the lines, and the minimum will be equal to one.

Conclusion

Thus, in the work, various information events collected for the purpose of identifying
threats and their automatic analysis allow developing an effective program for identifying and
neutralizing threats to information security. The proposed algorithmic model of information
security based on the tables of functioning serves as a mathematical apparatus for modeling
dynamic discrete systems for identifying and neutralizing threats when ensuring information
security. After the software is launched, threats are launched simultaneously with it, as a
result of which the proposed system begins to combat these threats. In most cases, this
conflict has the torm of an asterisk, and the reason for its distribution in this form is that the
conditions for the penetration of a threat in the form of a set are accepted here. The tables of
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tunctioning represent an algorithmic model of an automated control system for ensuring the
security of information systems, as well as preventing any threats to information systems and
information resources.
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