KaK pacIIMpEeHUs] IPOCTOTO IMOJISl XapAKTEPUCTUKU 2 SBJISIETCS] HEUETHBIM YHCIIOM, TO KBaJJPaTHOE
ypaBHeHUE TpeOyercss pelars B KBaApaTWUYHOM paCIIMpEeHHH HcXofgHoro mois. B [3]
[IPEAIaraeTcsi METO/I, O3BOJISIOIINN OCYILIECTBIIATh NEPEX0] OT KBaAPAaTUYHOIO PACIIMPEHUS K
ero noxanoito. OIHAKO JaHHBIA METOJ IMPUBOAUTCS O€3 JI0KAa3aTeNbCTBA U, K COYKAICHHIO,
pabotaer He Bo Bcex ciydasx. CymiecTByeT W HMHOH, OoJjiee U€TKH, CIOCO0 mepexona OT
pacimmpenuss K mnoxanoito. OH OCHOBaH Ha COIJIACOBAHUM TMPUMHUTUBHBIX AJIEMEHTOB
MYJIbTUIUIMKATUBHOM TPYIIIBI MOJIST U €r0 pPaclIMpeHus. BakHbIM MOMEHTOM SIBIISIETCS TO, UTO
JAHHBIA CIOCOO0 MOXKET ©0e3 H3MEeHEHUil ObITh NPUMEHEH HE TOJIbKO K KBaJPAaTUYHBIM
paclIMpeHusiIM KOHEUHBIX IM0JIeH, HO M K IPOU3BOJIbHBIM LMKIMYECKUM TIpyNIamM U HUX
nojarpynnam. B ocHOBe paccMaTpuBaeMoro 1nojaxo/1a JeKUT TOT (akT, 4To st Jr000ro HeNnoro X,
B3aMMHO IPOCTOrO € LEIbIM M, ¥ JAJs JIF0OOro LEJOro N CYLIECTBYET Lenoe t Takoe, 4uTo t
B3aMMHO MPOCTO C MN ¥ IPH 3TOM t CPaBHUMO C X IO MOAYIHO m. /oka3arensCTBO JaHHOTO
(baxTa BBIBOAUTCS U3 KUTAHCKON TeOpeMbl 00 OCTaTKax.

Jluteparypa
1. Jlunnuyxuui B.A., Kononenvko B.K. HopMeHHOE IEKOAUPOBAHUE MTOMEXOYCTOMYMBBIX KOJIOB U
anredpanueckue ypasHeHusa. Munck, 2007. 239 c.
2. McEliece R.J. A public-key cryptosystem based on algebraic coding theory // Technical Report
DSN 42-44, JPL, Pasadena, 1978.
3. Mymmep B.M. OcHOBBI MOMEX0YCTOMUMBOM Tenenepeaaun nadopmaimu. JI., 1990. 288 c.
4. boepeyos B.A., Jlunnuykuii B.A. TenekoMMyHUKAlIMK: CETH M TEXHOJOTHH, alredpamdecKoe
KOJMpPOBaHUE U O€30MacHOCTh JAaHHBIX: MaTepuabl MEXKIYHAPOAHOTO HAyYHO-TEXHUUYECKOIO
ceMuHapa. Munck, 2012. C. 57-64.

AHANW3 YITYYHLWLEHHOIO AIICOPUTMA ®OPMUPOBAHUA OBLLIETO KITHOYA
C NCNONb30BAHMEM UCKYCCTBEHHbIX HEUPOHHbIX CETEU

H.B. bPY

Co3pnanue KaHaja 3alIUILIEHHOM Mepefaun HHPOpMaIU SBISIETCS OJHON M3 aKTyaJbHbIX
3aad B pa3uuHbIX cdepax B HacTosiee Bpems. OO0OIIECHHO 3allUIEHHAs Tepenada MOKET
OBITH OMHCaHa CICAYIOMIMM O0pa3oM: OTHPABUTENh 3alTU(POBHIBACT COOOIIEHUE KIFOUYOM TakK,
YTO 3JI0YMBIIUICHHHK HE MOJKET MpOoYMTaTh JUOO BHECTH H3MEHEHHsS B IIepe/laBacMoe
COOOIIIEHNE. OJHMM TOJIXO0A0OM B (POPMHpPOBAHMH OOIIEr0 CEKPETHOTO KIF0Ya SIBISICTCS
UCIoJb30BaHue McKyccTBeHHbIX HelpoHHbIX ceteil (MHC). MHC — maTtemaTtuyeckue Moaemu,
[IpOrpaMMHbIE U allllapaTHble pealn3aly, IOCTPOEHHbIE MO0 MPUHLMIY OpraHu3aluu |
(YHKIMOHUPOBAHUSA  OMOJIOTUYECKUX HEUpOHHBIX ceTel. OIHUM M3 TJIaBHBIX HPEUMYILECTB
HEHPOHHBIX CETEN SIBJISIETCS BO3MOKHOCTh O0YU€HHsI M CUHXpOHM3aUul. CUHXPOHU3UPOBAaHHbIE
NHC — UHC, Becosbie k03dpdurments! (BK) koTopsix oaunakoBbl. Bpems, HeoOxoaumoe [uist
cunxponmzagun MTHC, mHOro meHsble BpemeHu, 3aTpaunBaemoro Ha oOyuenne MHC. Ha
ocHoBaHuM 3T0r0 cBoiictBa M. Kanrep n B. Kunuens npemnarator uaeto ucnonszoBanus MHC
JUIsl_perieHus: npoOsieMbl pacipeeseHnss o0ero cekpeTHoro kimoya. Ha npaktuke pokasaHo,
YTO HM3HAYAJIBHO aJTOPUTM 00JaJaeT HEKOTOPHIMHU YS3BUMOCTSIMH, Ha OCHOBAaHMU KOTOPBIX
MIPUMEHSIETCSI HECKOJIBKO THIOB aTak — ¢ ucnosib3oBanneM oxnoit MHC (Metomom rpy0Ooii
CHUJIbI, FeOMeTpHYecKas) u ¢ ucnoisbzoBanueM Heckonbkux MHC. Ilpennaraercs anropurm, npu
UCIOJIb30BaHUM KOTOPOTO yMEHbLIaeTcsi Bpems, HeoOxoaumoe it Bxoxaenus HWHC B
CHUHXPOHU3M (COOTBETCTBEHHO, YBEITMYMBAETCA KPUNTOCTOMKOCTH npoTtokoinia). MHC B mporecce
CHUHXPOHHU3AIMU CTPEMATCS IOJABUTh BKJIAA TeX BecoBbIX Kod(p¢uimentoB (BK),3nauenus
KOTOpbIX OLIMOOYHBI — T.€. paboTa KaHajga CBSI3M ISl 3TUX BECOB HEIPPEKTHUBHA.
CootBercTBeHHO, KoppekTHpys BK s mepcentpona ¢ HauMEHbLIMM 3HAYE€HHEM BECOBOTO
Kod(duImenTa, Mbl ¢ OOJIBIIION BEPOATHOCTHIO MPOM3BOAMM Inar K cOmmkeHnio BK oGenx
HNHC.IIpu ucnonwszoBanun MHC mist popmupoBanus o01ero Kiroda HEOOXOAUMO BIYMYHBO
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MOJIXOJIUTh K BBHIOOPY HA4YaJIbHOTO BEKTOpPA BECOBBIX KOA(PPUIMEHTOB, YUUTHIBas OCOOEHHOCTH
peanmuzanuu nporokoia. KomuuectBo BK nomxHO ObITh AocTaTOUHBIM Ui (POPMHPOBAHMUS
cekpeTHoro kimroda. OJHAKO KpPUIITOCTOMKOCTh 3aBUCHUT OT BpeMeHH Bxoxzaenus MHC B
cuHxpoHu3M. Kak BapuanT, MOXHO (OpMHUpPOBAaTH CEKPETHBIM KIIOY KaK pe3yJbTar
KOHKaTE€HALMN HECKOJbKUX 00Jiee KOPOTKHX KIIIOYEH, MOITyYEHHBIX B pe3yJbTaTe BXOXKICHUS
NHC B cUHXpOHU3M.

DEVELOPMENT OF INFORMATION SECURITY OF CORPORATE INFORMATION
SYSTEMS ON THE BASE OF INTELLECTUAL TECHNOLOGIES

ZAHRA GHNABARI, V.A. VISHNYAKOV

The analysis of two directions of intellectual technologies in information security (IS) of
corporate information systems (CIS) are given: intellectual supports of decision-making in IS of
corporate systems and use it in cloud computing. As tendencies of development are considered
improvement of methods, models, architecture, hardware-software decisions IT in IS for
corporate systems.

For the development the theory and practice of information security (IS) for corporate
information systems (CIS) exists such situation: on the one hand, increased attention to security of
information objects, increased requirements for IS, on the other hand, increasing the damage
caused by the owners of information resources[1]. The way out of this situation is the
introduction in all phases of security the intellectual technology (IT), growing in importance in
systems of IS. The main tasks that must address the intellectual system IS (ISIS): security
detection the unknown attacks; auto-decision support solutions (DSS) on the redeployment of
resources means IS CIS.

In work [2] separate offers on an intellectual problem of DSS are made: it is offered to
consider threats as a set of channels of unauthorized access, information leakage and destructive
influences; the technique of a numerical assessment of level of information security on a set of
these channels is developed; the method of synthesis of rational sets of the means of protection
consisting of compatible hardware-software products on criterion function is offered; algorithmic
providing a subsystem of DSS on operational management of information security is developed;
the architecture of creation of intellectual system of IS is offered.

Results on a problem of intellectual DSS in IS are received in work [1]:

1. The model of counteraction to threats of violation of the information security, based on
use of the rational option of reaction of a method of decision-making adapted for a choice, is that
the decision on a choice of option of reaction is made depending on probability of attack which is
estimated with use of the mechanism of an indistinct logical conclusion, on the basis of data on
safety events from various detectors.

2. Method of formation of a rational complex of means of protection being that on the basis
of three-level model of protection are developed: morphological matrixes for each of levels;
system of hierarchical criteria of quality of means of protection on the basis of their technical
characteristics; options of hardware are generated; the rational option of a set for each level of
protection on the criterion function maximizing the relation of a total indicator "security of
information" to a total indicator of "expenses" gets out.

3. The structure of system of information security joins the rational sets which total cost
doesn't exceed the resources allocated for protection that allows to receive a complex of the means
of protection certified on the set class of security, meeting requirements to admissible expenses
for its realization.

IS in the environment of cloud computing consists on [3]: the mathematical model of
software representation is synthesized; the way and algorithm of the formal description of a
classifying sign software and approach to an assessment of similarity of various copies of the
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