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Abstract—This paper explores the architectural princi-
ples and semantic aspects of building data space platforms
with a focus on the MobiSpaces project centered on mobility
and personal data protection. The paper describes the
main technological components of the IDS RAM reference
architecture, including data connectors, authentication, and
certification services. Solutions for implementing an access
security model, such as annotation of personally identifiable
information and attribute-based access control (ABAC),
are presented. Special attention is paid to state-of-the-art
authentication techniques, including passwordless authenti-
cation using the FIDO2 standard and the use of electronic
identity documents (eIDs), which contribute to achieving a
high degree of trust and interoperability within data spaces.
A Kkey contribution of the research is the use of semantic
technologies (in particular, the SCn/SCg OSTIS language)
to describe architecture and access control, which increases
the flexibility and context awareness of systems when
exchanging data. The combined application of FIDO2 and
ABAC is seen as a promising direction in the development
of scalable and secure digital ecosystems.

Keywords—Data spaces, Data Space Protocol (DSP), se-
mantic representation, technical components of the datas-
pace architecture, FIDO2 specification, eID card, FIDO-AC
framework

I. Introduction

In an increasingly data-driven world, the ability to
share information across organizational and sectoral
boundaries is essential for innovation, efficiency, and so-
cial progress. However, traditional models of data sharing
often compromise privacy, control, and interoperability.
Data spaces have emerged as a novel approach to address
these concerns by creating decentralized, interoperable
environments for secure, and sovereign data exchange.

At their core, data spaces are ecosystems where mul-
tiple stakeholders -such as businesses, governments, and
research institutions — can share data under commonly
agreed upon rules and standards. Unlike centralized data
platforms, data spaces emphasize data sovereignty, mean-
ing that data owners retain full control over how their
data aree accessed and used. This is achieved through
mechanisms such as usage policies, access control, and
trust frameworks, often supported by technologies such
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as decentralized identity management and secure data
connectors.

One of the key drivers behind the development of
data spaces is the growing recognition of data as a
strategic asset. Data Spaces seek to empower sectors
like healthcare, manufacturing, energy, and mobility by
fostering cross-domain collaboration without sacrificing
data governance.

Implementing data spaces, however, presents several
challenges. Technical issues such as standardizing data
models and ensuring interoperability between different
IT systems must be addressed. Legal and ethical con-
siderations, including compliance with data protection
regulations like the General Data Protection Regulation
(GDPR), are equally critical. Moreover, building trust
among participants requires robust governance frame-
works, clear contractual agreements, and transparent ac-
countability mechanisms.

Despite these challenges, the potential benefits of data
spaces are substantial. By enabling secure, scalable, and
equitable data sharing, data spaces can drive innovation,
reduce inefficiencies, and support the development of
data-driven services and products. They also represent a
step forward in achieving digital sovereignty, especially
in contexts where data localization and regulatory com-
pliance are paramount.

II. Semantic representation of concepts and
components of data spaces

The SCn code (Semantic Code natural) and SCg code
(Semantic Code graphical) of OSTIS technology [1] will
be used to semantically represent dataspace concepts,
standards, protocols and components. The materials pub-
lished in [2] are used here.

Data Spaces

= [An ecosystem of data models, datasets, ontolo-
gies, data exchange contracts and specialized
management services provided by data centers,
repositories, repositories, etc., and related soft
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competencies (governance, social interactions,
business processes)]

= [Federation of decentralized data ecosystems
through the use of interoperable software com-
ponents for data connectivity without the need
for central governance]

= [A large-scale heterogeneous collection of data
distributed across multiple sources in multiple
formats, with a mechanism for handling struc-
tured, semi-structured, and unstructured data]

Data Space Protocol (DSP)

= [Designed for the seamless exchange of data by
clearly defining procedures and rules for pub-
lishing, negotiating, and accessing data across
multiple platforms and systems. DSP is not yet
an ISO standard]

Technical components of the IDS RAM dataspace
reference architecture
= [IDS RAM defines the key components, their
interactions, and the principles that govern the
architecture of data spaces]
Fartitioning the class of data space technical
components by functional purpose*:
= {e data space connectors
D) provides connectivity
between data sources,
manages data source
metadata and data usage
conditions, and sends or
receives data based on its
usage conditions
° authentication provider
D is responsible for
maintaining and validating
the authentication of
connectors (or more
specifically, the
participants themselves).
The connector must be
authenticated prior to
performing any operations
in the data space
° Clearinghouse
D tracks all transactions; if
the data is payable, the
clearing center shares the
information for settlement
with the involved
connectors.

=

Authentication provider

= Fartitioning *:

= {eo Certification Authority (CA —

Certification Authority

D responsible for issuing
and revoking credential
certificates

° Participant Information Service

(ParlS — Participant Information

Service)

D) accepts, stores, and
provides descriptions of
connectors, so that other
connectors can query and
retrieve information about
participant credentials

° Dynamic Attribute Provisioning

Service (DAPS)

D allows additional
attributes (such as
temporary changes in
participant trust,
information about known
vulnerabilities or new
versions of software
components in use, and
certificate revocation) to
be added to the connector
description and verified

}

The connectors are logically divided into two parts,
shown in Figure 1: the control plane and the data
plane. The control plane deals with data management
(user identification, implementation of access and usage
policies), routing and processing, while the data plane is
responsible for data exchange.
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Figure 1. Connector: Control Plane and Data Plane [?].

In the context of the MobiSpaces project itself, the
principles of data processing have been formulated [3],
[4]:

e The platform must process only the minimum

amount of personal data necessary to fulfill the
specified purposes.
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o The platform must have a legal basis for processing
personal data.

o The platform must include mechanisms to enable
data subjects to exercise their rights.

e The platform must ensure the accuracy and rele-
vance of the personal data processed.

o The platform should exclude indefinite storage of
personal data.

o The Platform shall implement measures to protect
the confidentiality, integrity and availability of per-
sonal data, as well as ensure secure data processing
using appropriate technical and organizational mea-
sures.

o The Platform shall keep records of personal data
processing operations in order to demonstrate re-
sponsibility for the processing of personal data.

Components of the Data Spaces data access security
model developed in the MobiSpeces project [3], [4]:

o Security Risk Modeler (SRM): This tool identifies
security threats and risks to the system at the design
level, based on the risk assessment method outlined
in ISO 27005.

« Personally Identifiable Information (PI) Annotator:
This component identifies data as PII or non-PII,
preventing the transfer of personal data outside the
system.

o Compliance Auditing Engine (CAE — Compliance
Auditing Engine): This component is a distributed
solution that processes the security pipeline in real
time and includes monitoring agents.

o Protected Query Engine (PQE): This MobiSpaces
component is implemented as a privacy-preserving
algorithm that aims to protect data flows and pro-
vide query capabilities. It utilizes full homomorphic
cryptography (FHE) for federated data sources.

o Attribute-Based Access Control (ABAC) mecha-
nism: ABAC is a security model that uses attributes
to grant access to MobiSpaces data and infras-
tructure. It can handle access control policy in a
distributed and decentralized system.

III. Possible approaches to securing the use of data
spaces

Data spaces consisting of multiple interacting infor-
mation resources, software components and agents are
characterized by high complexity in the context of user
identity and privilege setting requirements. Organization
of an effective and secure mechanism for authentication
and authorization of users is a priority.

The authentication system should be compatible with
various operating systems and platforms, as well as
applications and devices. Such a system should be able
to easily integrate with other systems without requiring
significant changes to their structure and code. This can
help reduce infrastructure and maintenance costs, since

different authentication components do not need to be
developed and maintained for each individual system. On
the other hand, the ability to use a single authentica-
tion apparatus to access different systems can improve
security because it can be designed to prevent different
attacks.

The authentication system is an important element of
the security system, but it works in conjunction with
other components.

FIDO?2 specifications. One of the trends in information
security is the process of transition to passwordless
authentication methods, in particular, more and more at-
tention is paid to FIDO2 specifications [5]. Its application
provides resistance to phishing, intermediary and replay
attacks through the use of asymmetric cryptography and
the generation of a cryptographically random buffer of
bytes at each request.

The main components of the FIDO2 specification are
the W3C WebAuthn web authentication standard and
the Client-to-Authenticator Protocol (CTAP). Other key
components of FIDO2:

o Platform Dependent Authenticator. This is a soft-
ware module, implemented either as a standalone
application or at the operating system level, used
for authentication on a single device.

o Platform-independent authenticator. This is an ex-
ternal physical device, not tied to a specific plat-
form (operating system), used for authentication on
multiple devices. Platform-dependent and platform-
independent authenticators act as a secure object
integrated into or attached to the user’s endpoint de-
vice (e. g., Windows Hello as a platform-dependent
authenticator) (e. g., a USB hardware token as a
platform-independent authenticator).

o Client. The client is played by the operating system
and web browser. The client acts as the interface
between the authenticator and the relyiing party.

o Relyiing party. Includes a web server and a FIDO
server. The verifying party provides access to the
protected resource, accepts requests from the Web
server or application to enroll and authenticate
users.

Semantic notation (using SCn and SCg languages of
OSTIS technology) to the development of applications
with passwordless authentication according to the FIDO2
specification is presented in [6]. One of the important
processes in passwordless authentication is the user key
registration process (see fig. 2).

Attribute-Based Access Control, ABAC. The increasing
demand for the ABAC model is due to its advantages.

An important advantage is the absence of restrictions
on the complexity of access rules. For example, when
configuring access to some resource of the system, we
can require from the user only his age or position, and
also take into account a large set of rules, such as,
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Figure 2. Key registration flow [6].

for example, department, specialization, project, level of
experience or even citizenship. And for each resource
the set of rules can be different. Support for dynamic
attributes such as location or access time is provided.

The combined use of FIDO2 authentication and ABAC
can significantly increase the level of flexibility and
scalability of a security system. It is important to realize
that these are two different processes, and the underlying
FIDO?2 specification (specifically WebAuthn) does not
provide for such integration. Consequently, configuring
ABAC and FIDO2 together may require additional effort
and resources specific to each system or task.

The key issues here is which custom attribute medium
to use. One proposal is to use the ABAC access model
in conjunction with the OAuth 2.0 authorization protocol.
This is a logical solution, but it does not provide a way
to verify the user data provided by the service provider.

elD card. One option is the use of electronic identifica-
tion documents (eID) storing the signature of the issuing
party, the issuer.

The use of eID promotes interoperability on several
levels: making it an effective and convenient means of
confirming identity and sharing information in a digital
environment.

One form of eID is a smart card with an embedded
microchip. The chip contains an electronic means of bio-
metric identification with personal data of the biometric
document holder in accordance with the requirements
of the International Civil Aviation Organization (ICAO)
(fig. 3).

According to ICAO standards, to access the data
presented on the electronic identifier the user needs to
pass basic access control. For this purpose it is necessary
to specify the number of the electronic document, expi-
ration date, date of birth of the owner. After confirming
the correctness of the data, the authorization system can

receive user attributes. In order for the system to receive
user attributes and perform all necessary checks, the
application needs to be able to interact with the NFC-
chip and extract data from the electronic document. All
modern smartphones are equipped with an NFC-reader.

Basic access control is designed to ensure that card
data can only be accessed when the card is physically
accessed. Passive authentication proves that the contents
of the Document Security Object and LDS are genuine
and have not been altered. Active authentication provides
secure information exchange and one-way chip authenti-
cation.

The ID-card of the Republic of Belarus can be used
as an electronic biometric document complying with the
standards set by ICAO.

Joint use of FIDO?2 authentication, attribute autho-
rization and elID card. In [8], the FIDO-AC framework
is proposed, which is an extension of the basic FIDO2
specification. The essence of the obtained solution is to
create an additional party - a mediator (mediator), which
is responsible for validation of user data obtained, for
example, from an eID-document (fig. 4).

A component released by Rock Solid Knowledge
(RSK) for the ASP.NET Core 8.0 platform may be chosen
as the library that allows the web application under
development to act as a relying party. The FIDO2 library
developed by RSK allows the web application to act as a
WebAuthn validator by providing an IFidoAuthentication
service containing methods for generating requests to a
client that interacts with the WebAuthn API [9].

A semantic representation of the joint use of FIDO2
authentication, attribute authorization and eID card is
given in [10].
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IV. Conclusion

The advancement of data spaces as a paradigm for
decentralized, secure, and sovereign data sharing presents
a transformative opportunity for how data is accessed,
managed, and governed across sectors. This research
has explored the architectural underpinnings, semantic
representations, and technical challenges involved in
developing such platforms, with particular attention to
initiatives like the MobiSpaces project. The integration
of interoperable components such as data connectors,
identity providers, and compliance engines illustrates the
modular and federated nature of data space infrastruc-
tures, enabling a flexible yet robust framework for data
collaboration.

A key contribution of this work lies in emphasizing
the role of semantic technologies in enhancing interoper-
ability and context-aware access control. By leveraging
semantic representations—alongside advanced authenti-
cation (e. g., FIDO2) and authorization (e. g., ABAC)
mechanisms—data spaces can support nuanced, policy-
driven access to sensitive information while preserving
privacy and user control. The combined use of electronic
identification (eID) and secure cryptographic protocols
further reinforces trust and transparency within these
ecosystems.
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K CEMAHTUYECKOMY
INPEACTABJIEHUIO APXUTEKTYPbI
TEXHOJIOTTYECKOM! ILIAT®OPMBI

DATASPACE
Anpgpymesuy A. A., Boiitemenko U. C.,
Kserko M. B.

B naHHOM McCCnEeNOBaHMU U3Y4YalOTCS APXUTEKTYDHBIE
OCHOBBI, CEMAaHTUYECKHUE MPEJCTABICHUS U TEXHUYECKUE
npo0JIeMBbl, CBSI3aHHBIE C Pa3pabOTKOI TEXHOJIOTHMUYECKON
rtatpopMsl dataspace, Ipr STOM 0c000€e BHUMaHUE y/Iesi-
eTcsl TAKUM MHULIMAaTUBaM, Kak rpoekT MobiSpaces. MHTe-
rpanys TaKuX COBMECTUMBIX KOMIIOHEHTOB, KaK COEIWHU-
TEJIU JaHHBIX, IPOBaiiiepbl UACHTU(UKAIIN U MEXAHU3MBI
obecrnieyeHn s COOTBETCTBU S, WLTIOCTPUPYET MOYJIBHYIO U
(penepatuBHy0 npUpoay UH(PPACTPYKTYp MPOCTPAHCTBA
JaHHBIX, TIO3BOJISIS CO3/1aTh TMOKYI0, HO HAJIEKHYIO OCHOBY
IJ151 COBMECTHO# paGOTHI C JaHHBIMH.

KiroueBoit BKJIa JaHHOM pabOThI 3aK/I0YAETCS B MO~
YEpKUBAHUU PO CEMAHTUYECKUX TEXHOJOTHH B IOBbI-
HIeHNY (PyHKIOHAJIBHOH COBMECTHMOCTH U YIIPaBJIEHUH
JOCTYIIOM C y4eTOM KOHTeKcTa. brarogaps ucnons3oBa-
HUIO CEMAHTMUYECKMX IPEICTABICHUNA, a TaKKe yCOBEp-
IIIGHCTBOBAHHBIX MEXAaHHU3MOB ayTeHTU(PUKAIMK (HAIpH-
mep, FIDO2) u aBropuszanmu (Hanpumep, ABAC) npo-
CTpaHCTBa JaHHBIX MOTYT MOJAEPXKUBATb TOHKHIA, OIpe-
JeJIsIeMblid TTOJIMTUKOR AOCTYN K BaXXHOH MHQOpMaLUH,
COXpaHssl NPU 3TOM KOH(HICHIMAIBHOCTh U KOHTPOJIb
nonp3oBaresieil. COBMECTHOE HCIONb30BaHUE IEKTPOH-
Hoit uaenTudukarmu (elD) u 6e3onacHeIX Kpunrtorpadu-
YEeCKMX IPOTOKOJIOB ellle OoJblle YKPEeIulseT JoBepue 1
MPO3PaYHOCTb B 3TUX IKOCUCTEMAX.
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