Intellectual systems of information protection (ISIP) are devoted the attack detection
systems. As a predictive tool ISIP use neural network (NN), the system of fuzzy logic and expert
systems (ES). The scheme of attack detection includes detecting abuses and anomalies [1]. In ISPI
the knowledge base of ES contains the descriptions of the classification rules according relevant
user profiles and the scenarios of attack on the information system (IS). Disadvantages of ISIP on
ES: system is not adaptive, its not detect always unknown attacks [1].

If NN is represented as a separate attack detection system, the analysis information for
abuse during traffic processing is realized. The cases to attack are directed to security
administrator. Approach is speed, since only one level of analysis is used. One of the
disadvantages of the NN is the opacity of the analytical results.

The next type of detection systems includes the use of NN supplemented by ES. The
sensitivity of this system increases, so the ES gets the data only about the events which were
regarded as suspicious. If the NN at the expense of the training was to identify new attacks, the
knowledge base of ES should be updated [1].

The use of hybrid neuro-expert systems or neuro-fuzzy systems let to reflect in the system
structure the fuzzy predicate rules which are automatically adjusted during NN training. The
adaptive fuzzy NN let to solve individual tasks to identify threats comparing the behavior of users
with existing template system and automatically configure new rules when changing field of
threats [1]. A new trend in ISPI is the use of intellectual agents (IA) working in a distributed IS
and programmed for search as the invasion and anomalies [2]. The following areas of IA use in
information protection are identified: research on attack detection systems (ADS); automation of
search in IP (organizations, technologies, services, etc.); intellectualization of decision in DP [2].

The use of multi-agent systems for IP is discussed in work [2]. In this case it is necessary to
investigate widespread attacks on the information system and the process of implementation of
the attacks; investigate the existing systems of attack detection and attack detection methods;
design a multi-agent structure and composition of the ADS. Its develop the structure of agent in
attack detection system; work out the model for knowledge representation of agents about the
state of information system; develop the method of joint analysis by agents of the information
system state. The multi-agent architecture ADS involves many interacting intelligent agents. The
standard IS components, sources of information to be analyzed for attack detection are proposed.
The structure of agents, which includes modules: management, receiving and processing data,
analysis, training, response, generate messages, making a decision. The function of modules are
describes. Methods of work with a multi-agent ADS includes steps; placement agents by blocks
of IS; data collection, the formation of training set, attack detection, and reporting it to the
administrator.
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OB30P U AHAJIN3 CPEACTB 3AWNTbI AHPOPMALIUA
B ANIEKTPOHHOW KOMMEPLIUN

B.A .BUIIHSIKOB, XPAIBA MOXAMME/]

B nokmane mnpexactaBiieHbl pe3yibTaThl aHAIKW3a IMPUMEHEHHS CPEJCTB  3allMThI
uHpopManuu B MekTpoHHON KoMMmepiu (OK). Beinenens! cieayromnye HarpapieHus: yrpo3bl U
TEXHOJIOTMU UX MpeloTBpalieHus, neiicteus no 3amure B DK, ycnyru 3amute 11 DK, nse
TEXHOJIOTUH ImHUppoBaHUs (CHUMMETpUYHAsT U aCHUMMETpPUYHAas), MCHOJIb30BAHUE
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OpPHIMay?’pPOB, TEXHOJIOTUA ITU(PPOBOYN MOAMUCH, 3AIIUIICHHBIE MTPOTOKOJbL: Secure HTTP
(S-HTTP), Secure Sockets Layer (SSL), Secure Electronic Transaction (SET).

VYrpoza wuHpOpManuM: [JaHHbBIE MPEAHAMEPEHHO IE€PEXBATBHIBAIOTCS, YMTAIOTCS WU
M3MEHSIIOTCS; TI0JIb30BATENU  UASHTU(MUIMPYIOT ce0s HEMpaBWIbHO (C MOIIEHHHUYECKUMU
LEJISIMH); TI0JIb30BaTeNb MOJY4aeT HECAHKIUOHUPOBAHHBIA JOCTYN M3 OJHOM CETH B JIPYrYIO.
HewictBus no 3amure. llludppoBanue naHHBIX, NPENSATCTBYIOUIEE WX IPOYTEHUIO WIN
HCKa)KEeHUIO; ITPOBEpPKa MOJIMHHOCTU OTIPABUTEINS U MOJTydaTelisi OCYLIECTBIAETCS] TEXHOIOTHEN
uu@poBoit noanucy, GuibTpalys Tpaduka, MOCTYHAOIET0 B CETh WM Ha CEPBEP 3allUIIACTCS
opanamayspamu. Kpunrorpadudeckue TeXHOJIOIMU 0OECIEUUBAIOT TPU OCHOBHBIX THIIA YCIYT
JUIL  DJICKTPOHHOW KOMMEpPIHMH: ayTeHTH(UKalnio (KOTopas BKIIOYACT HICHTU(MHUKAIHUIO),
HEBO3MO>KHOCTb 0TKa3a OT COBEPILIEHHOTO U COXPAHEHUE TalHBI.

Texunonorus LI Ilpu nomonm xem—QyHKIMHA NOTyYaeTcsl AalKeCT — YHUKAIbHBIM
00pa3oM CKaTbli BapUaHT UCXOAHOTO Tekcra. JlaimpkecT muM@pyercs ¢ MOMOIIBI JTUYHOTO
KIIoYa M TpeBpaiiaercd B LHU(POBYIO MHOIMHCh, KOTOpas IOCHUIAETCS BMECTE € CaMHM
COOOIIIEHUEM.

Hexortopsie craniapTsl 3aminuThl AaHHBIX 11 DK BKIIOYAIOT 3aLUIIEHHBIE TPOTOKOJIbI: S—
HTTP (3aummennsiii HTTP), SSL (sBnsiercst cocTaBHOM 4acThio BCEX U3BECTHBIX Opay3epoB U
Be6—cepepos.), SET (ucnonp3yeTcst yist onepanuii ¢ KpeAUTHBIMUA KapTOYKAMHU. ).

MOHUTOPUHI MECTOMOJNOXEHUA NONIb3OBATENEW HA OCHOBE UX
AKTUBHOCTU B COLUMAJIbHbBIX CETAX

A . XYKOBCKVN

Msbl KMBEM BO BpeMs CTPEMHTENBHO Pa3BUBAIOIIMXCS TEXHOJOrMid. Bwmecre ¢
MOBBIIIEHUEM  JOCTYITHOCTH TIEPCOHAJBHBIX KOMIIBIOTEPOB, HOYTOYKOB ¥ MOOWIIBHBIX
TeneOHOB, a TakKe YIYYIICHWS KadyeCTBA HWHTEPHETAa COLMAIBHBIE CETH CTAHOBATCS
HEOTHEMJIEMOM YaCThIO )KU3HU COBPEMEHHOTO YeJIOBEKA.

ExenmHeBHO TONB30BaTeNM  CONHMANBHBIX CETEH IyONMKYIOT OOJBIIOE KOJMYECTBO
Pa3IM4YHOrO KOHTEHTA, CPEId KOTOPOro KOMMEHTapUH, 3aMeTKH, potorpaduu u np. Ilpodrema B
TOM, YTO 3a4acTyI0 BCSl 3Ta MH(OpPMALUS HAXOJUTCS B CBOOOJHOM JIOCTYIIE M ITOCTOPOHHHIMA
YeJIOBEK MOXKET y3HAaTh MECTO, TJIe HaXOHJICS T0JIb30BaTEh B MOMEHT ITyOJIMKAIMK KOHTEHTA.
JlaHHbIE O TeoJoKaluKM MOTYT OBITH SIBHO CBsi3aHbI C KoHTeHTOM (foursquare, twitter) wm
MOJTy4eHBbI HesIBHO, HarpuMep Ha ocHoBe EXIF meramannbix (vk.com, facebook).

EXIF (Exchangeable Image File Format) — cranmapt, mo3Bossromuid A00aBISTh K
N300paXKEeHUsIM M HpoYuM MeauadaiiiaM JONOJHUTENbHYI0 HH(pOpMaLuio (MeTa/llaHHbIE),
KOMMEHTHUPYIOIIYIO 3TOT (Daiiyl, ONMCHIBAIONINIA YCIOBHUS U CIIOCOOBI €T0 TMOJTyYEeHUsI, aBTOPCTBO
u 1.1. EXIF mMerananneie nobasisitorcst Ha (otorpaduu 1 Buieo OOJBIIMHCTBOM COBPEMEHHBIX
(doToanmaparoB u TeneOHOB.

Cobupast 1 aHaIM3UpPYys TEOJIOKAIMOHHBIC JAHHBIC IIOJIH30BATENICH COLMATBHBIX CeTei
MOJKHO, HampuMep, BBIICHUTH, KaKHE€ MeCTa SBISIIOTCS HauOoliee >KUBOIUCHBIMH B
TYPUCTUYECKHX paAiOHaX, WIM TJle MMEHHO MOXXHO BCTPETUTH OINPEACICHHOTO YeNlOBEeKa B
pa3MYHbIC IPOMEXKYTKH BpeMEHH B OyqHM W BhIXOAHBIE. C KeM IepeceKaeTcss WM O0IIaeTcst
KOHKPETHBIM TI0Jb30BaTeNb. ECIM  B3iTh BeCh KOHTEHT OINPEICICHHOTO IOJIb30BATEIs,
nmyOnmkyemsblil uM, ckakeM mociie 21:00 u qo 07:00, HaHecTH Ha TETIOBYIO KapTy, TO ¢ OOJIBIION
BEPOSTHOCTHIO MOYKHO OTIPEJICIUTb, T/Ie UMEHHO OH IPOYKHBAET.

[Noxazarenbubiilt npumep — 20.03.2012 r. ®BP apecrosano xakepa Higinio O. Ochoa 111,
eMy ObUTM TIpeIbsBICHBI OOBHHEHHUSI BO B3JIOME I'OCY/IApPCTBEHHBIX CAaHTOB ¥ BBIKJIA/IBIBAHUN B
ceTh Tene()OHOB ¥ JIOMAITHHUX aJpPECcOB COTPYAHHKOB IMOJHMIMH. BBIATH Ha Xakepa momoria
¢dotorpadusi, KOTOPYI0O OH pa3MECTHJ Ha CTPAHMIIC C YKPAJCHHBIMH NaHHBIMU. DoTtorpadus
conepxana EXIF meragannsie ¢ GPS koopauHaramu mecta, Tie oHa Oblia cenaHa.
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