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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VJIK 303.732.4, 004.932.2, 681.51

MOJIEJIA OJHOBPEMEHHOM JIOKAJIM3AIIMA U TIOCTPOEHUS KAPTBI
OTKPBITOI'O IPOCTPAHCTBA BJIA C IOMOIIBIO MHOT'OKAMEPHOU
BUJAEOCUCTEMbI

C.W. CUPOTKO?, 1. MA!, M.W. 30PLKO?, C.B. JUTBMHOB?, B.1O. [IBETKOB?

1 — Benopycckuil 2ocydapcmeenulii yHugepcumem uHGOpMamuxy u paouosiekmponuku, Pecnybnuxa
benapycs; 2 — 000 «FOBP», Pecnybnuka benapyce

Hocmynuna 6 peoakyuro 05 mapma 2025

AnHoTanmsi. PaccmarpuBaercsi 3ajada ONHOBPEMCHHOH JIOKAJIM3alUU W IMOCTPOCHUS KapThl
okpyxenust (SLAM — simultaneous localization and mapping) OeCHHIOTHOTO JICTATEIBHOTO
anmapara (bJIA), ocHalieHHOTO MHOTOKaMepHOU BHIeocucTeMol, win cetu BJIA, ocHameHHBIX
OJTHOKAaMEPHBIMH HJIM MHOTOKaMEPHBIMH BHJeocHcTeMaMH. [IpemiokeHbl oOumme Mozenu
(hopMHpOBaHUS TPEXMEPHBIX KapT OKPY)KAIOIIETro IPOCTPAHCTBA; JETEKTHPOBAHUS, BBIICICHHS
MPU3HAKOB U UICHTU(DHUKALUKN 00BEKTOB; OIPEACICHHs PAaCCTOSHUN 10 00BEKTOB M MX pPa3MepOB.
[TokazaHO TpPEeUMMyLIECTBO HCIOJBb30BaHMS JUIS  JIOKAJIM3alMM M KapTorpadupoBaHHs
BBICOKOYPOBHEBBIX ~T'€OMETPUYCCKHX M CEMaHTHYECKUX OOBEKTOB 1O CPaBHCHUIO C
HU3KOYPOBHEBBIMH O0BEKTAMH (TOUKAMH).

Kniouegvie crnosa: BJIA BepToneTHOTO THIA, OJHOBPEMEHHAS JOKAIU3aINs W IOCTPOCHUE KAPTHI
okpyxeHus, SLAM, MHOrokamepHasi BUEOCUCTEMA.

BBenenue

TexHONOTHs OXHOBPEMEHHOW JIOKAIM3AalUM M TIOCTPOEHHsS KapThl OKpyxeHus (SLAM —
simultaneous localization and mapping) mMoOmibHOTO poboTa (1FOOOTO Oa3MpOBaHMSA: HA3EMHOTO,
BO3/IyIIHOTO) MHTEHCHBHO pa3BUBAETCS B TOCIEIHHME TojAbl. B HacTosimiee BpeMsi JOCTHTHYTHI
OTIpeJieJIeHHBIE YCIIEXU B YCIOBUAX 3aKPBITHIX POCTPaHCTB. HampuMep, B MOMENIEHUSIX ¢ TOCTOSTHHON
OCBELICHHOCTHIO. Takue ycrnoBus 00eCeYrBalOT CTA0OMIBHOCTD 3HAUCHUH TapaMeTpOB U300paskeHUH,
(bopMHpYEMBIX BUICOCHCTEMON po0OO0Ta, YTO MO3BOJISIET TOCTATOYHO TOYHO ONPENENATh €ro TEeKyIlee
MECTOIIOJIOKEHHE, HAaXOJs COOTBETCTBHE C paHEe COXPAHEHHBIMH JIAHHBIMH 00 OKpPYKaloIieM
npoctpancTBe. OOHAKO, AaHHAs TEXHOJIOTHS HENOCTaTouyHO 3((EKTUBHA B YCIOBHUSX OTKPBITHIX
NPOCTPAHCTB C AMHAMHYECKMMH OOBEKTaMU CJIOXKHOW CTPYKTYPbl M €CTECTBEHHOT'O OCBEILCHHMS,
3aBUCSINETO OT MOpBl T'0ja, BPEMEHH CYTOK, MOTOJHBIX YCJIOBWH, 3ara3oBaHHOCTH BO3/AyXa U
3abIMJICHUS], TIOSBJICHUS JOIIOJHUTENbHBIX UCKYCCTBEHHBIX HCTOYHHUKOB CBETa. B Takux ycioBusx
CYLIECTBEHHO M3MEHSIOTCS SPKOCTHO-KOHTPACTHBIE XapaKTEPUCTHKH M300paXeHUH, YTO MPUBOIUT K
omunoKaM HACHTU(UKAIUN X 00bekToB. Takxke, OOMbIIMHCTBO cucTeM SLAM HCIONIB3YIOT TOJBKO
OJIMH TPHU3HAK JJIS TPEJCTaBJICHUSI KapThl M ONHY (GOpMY KapThl. BONBIIMHCTBO COMOCTaBICHHH
OCHOBaHBl Ha MOJYTOHOBBIX H300paXCHUSX W UTHOPHUPYIOT LBETOBBIC CBOWCTBA, TEPSAsS BaXKHYIO
WHQOPMAITUIO O CIIEHE, YTO BIUSET Ha TOUHOCTh COTIOCTABIICHHUSI. B 3TO CBSI3U aKTyaJIbHBIMU SIBJISTFOTCS
WCCIICIOBAHMUS, HalpaBlieHHbICe Ha MOBbINIEHHE 3()(HEKTUBHOCTH OJHOBPEMEHHOW JIOKaJIM3alluud W
MIOCTPOCHUSI KapThl OKpy>keHHst BJIA BepTojeTHOro THma B OTKPBITOM MPOCTPAHCTBE C ITOMOILIBIO
MHOTOKaMepHOH BuaeocucTeMbl. ClielyeT OTMETUTh TAaKKe BBICOKYIO BBIUYMCIUTEIbHYIO CI0XHOCThH
TEXHOJIOTHH, 3aTPYyIHAOILYIO €€ npuMeHeHue s bJIA.

Lenb paboTsl: pazpaboTka 00IMX MOeNe OJHOBPEMEHHOM JIOKATU3alMY U TIOCTPOCHHUS KapThl,
MO3BOJIIONIMX IOBBICUTH TOYHOCTH OMNpEIENeHUs KOOPAMHAT OJHOTO WM Heckoibkux bBJIA
BEPTOJIETHOTO THIIA, OCHAIIIEHHBIX MHOTOKAMEPHBIMU BHIEOCHCTEMAMU, U OOBEKTOB TPEXMEPHBIX KapT
OKpY>KEHHS IPU OTCYTCTBUU CUTHAJIOB HABUTAITUOHHON CUCTEMBI U YIIPABJICHUSI.



ITocTaHoBKa 3a029n

BepositHocTHasts Momens naBmwkeHUs bJIA, cBsa3pIBaromas ero TeKyIlee U Opeaslayliee
MOJIO’KEHUS (€CIIM  MaJlo) C YIeTOM KapThl M, OTIMCHIBAETCS BEIpakeHwneM [ 1]
P(X [ty X M) =np (X U, X ) P(x [m), 1)
WIH
P(% U X, m) =np(M X, U X ) PO U %), 2

rae U, — ynpasisrouee Bo3aencTsue Ha bJIA; n — Hopmupyrolas KOHCTaHTAa.

Kapra m npencrasnsger coboii cniucok N 00beKTOB Okpyxkatomero npocrpancrsa BJIA u ux
csoiicTs [1]: m={m,m,,...m}.

Mopenb u3MepeHns Z, B MOMEHT BPEMEHH { I10JI0KEHU OPUEHTHPOB OTHOCHTEIBHO ITOJIOKEHUS

BJIA onpenensercs B BUie paclpeie/ieHus yCIOBHOM BepoaTHOCTH P(Z, | %, m) [1].

Bekrop npusnakos f (z,) moxer GbITh mpexcranen kKak coBokymHocTh K m3mepenmii [1]:
_(f1 g2 K

f(z)={f 1. 15}
CootserctBue Mexay mpusHakom f' u opuentnpom m; mHa kapre M ompenensercs uepes

IepeMeHHy0 C, — HAeHTH(UKATOp HabI0gaeMoro npusHaka [1].
st oTHOBpEMEHHOH JIOKaH3aIH 1 KapTorpadupoBaHusl CIpaBeUIMBEI Mojienn oHnaiiH SLAM
u noHoro SLAM, 3aaBaeMble BEIpaKeHHAMA P (X, M,C, | .Uy, ), P(Xy M, Cy | 2y, Uy, ) , CBSI3AHHBIC

BeIpakeHHeM [1]

p(x,m,c,| Zl:t’ulzt)=.[j---_[zz---z P( Xy, M, Cyy | Zy, Uy ) AX,AX, . OX, (3)
G G

Cia

Anammz BepositHocTHOH Mozemu SLAM  mokaseiBaer, uto ucmons3oBanne bJIA ¢ OoproBoit
MHOTOKaMEpHOW BHJ/ICOCHCTEMOM, KaK U COBMECTHO Heckombkux bJIA yBenmuumBaeT KOMHUYECTBO
HaOTI0JTAEMBIX OPUEHTUPOB, TOBBIIIAS HAJICKHOCTh OMPENENICHNST KOOPIMHAT M KapThl. JlomoMHUTETRHAS
BO3MOYKHOCTB TIOBBIIICHNS] HAZIEKHOCTH 3aKITFOYAETCS B BHIOOPE OPUEHTHPOB M MIX MICHTU(HKAIIMOHHBIX
napametpoB. OOpaTHON CTOPOHOHM peanv3alii JaHHBIX BO3MOXKHOCTEH SBISETCS POCT BBIYHUCIUTENHHON
CJIOKHOCTH aJITOPUTMOB OJJHOBPEMEHHOM JIOKATM3AIMHI 1 TIOCTPOSHHUS KapThl OKPY>KAIOIIEro MPOCTPaHCTRa,
JUISL peai3allii KOTOPhIX HEOOXOIMMbI 3HAUMTEIIbHBIE OOPTOBBIC BBIYUCIUTENbHBIC pecypchl. C 3THM
CBsI3aHO YBEJMYEHHE Beca IMoie3HOM Harpy3ku BJIA 3a cuer BBIUHMCIUTENHHOW IIIaT(OPMBI, 9TO JeiaeT
HEOOXOMMBIM HCHONb30BaHue BJIA cpemHero u TsHKeNnoro THIIOB, CIIOCOOHBIX MEPEHOCHTh 3HAYMTEIILHYO
0 Macce Mojie3Hyro Harpy3ky, Hampumep, BJIA ELECTRON 7 (rpy3onombemuocts 10 7 kr), SAKAVIC
(rpy3omogsemHocTs A0 200 kr), COMBO (rpy3onomxsemHocts g0 1150 kr) [2].

Mogaenu (popMupOBaHUSI TPEXMEPHBIX KAPT OKPYKEHHs € HCN0JIb30BAHUEM HU3KOYPOBHEBBIX M
BbICOKOYPOBHEBBIX TeOMeTPUYECKUX MPU3HAKOB

Jis  TEXHOJIOTMM MHOT'OKaMEpHOW OJHOBPEMEHHOM JIOKIN3AMH M KapTorpadupoBaHUs
npeaaraeTcs oo1mas MoieNnb L-TouedHbIX HU3KOYPOBHEBOM M BEICOKOYPOBHEBOM 3D kapT okpykeHus

M,, = ||m3D (I ,d,rg )”(l:o,T—l,d:o,T—l) , OCHOBaHHasl Ha OMHCAHUSIX MHOXECTB (00JIAaKOB) HIU3KOYPOBHEBBIX

M BBICOKOYPOBHEBBIX KIIOYEBBIX OOBEKTOB TPEXMEPHOTO IMPOCTPAHCTBA, paclpeneieHHbM mo D
HaIpaBJICHUSIM, COOTBETCTBYIOIINM 00IacTsIM 0030pa Kamep:

My (1,1 ) < {(x(1,d,n), y(1,d,n), z(1,d,n),F (1,d,n),H (1,d,n))} (4)

(n=0.N(1d.r5)-1)

rae I, — 0asoBbIi pakypc, Ui (OTHOCHTENIBHO) Kotoporo (opmupyercs 3D kapra OKpykKeHHS —

oIpeesIeTCs KOOPAUMHATAMU B TPEXMEPHOM IIPOCTPAHCTBE Iy <> (Xr Yo Z, ) Y MHOYKECTBOM YIJIOB MEXKIY



IJIABHBIMU TOYKAMH 00JIAKOB KIIOYEBBIX 0OBEKTOB Iy <> {0ty }( N — HOMEP KIIFOYEBOro 0OBEKTa B

4=0,01)
obmake; N(I,d,ry) — KOIHYECTBO KITIOYEBBIX OOBEKTOB B OOMaKe (pasmep obnaka) [uist I-ro pakypca;
(x(1,d,n),y(1,d,n),z(l,d,n)) — koopmimateI N-ro Kimouesoro o6bexta B 3D mpoctpanctse; F(1,d,n) —

QITOPUTM JCTCKTUPOBaHMs N-IrO KIIFOYEBOI'O O6’beKTa; H (l ' d ' n) — JECKpHUIITOP N-TO KJIIFOYECBOTO 00BeKTA.

Mojiens OTIHYACTCS OT M3BECTHBIX MOjEIeld KapT OKPYKCHHUS HCIOJNb30BaHHEM 3-MEPHOTO
MPOCTPAHCTBA, YIETOM HANpaBleHUH 0030pa Kamep MpH COCTABICHHU OMHCAHWH KITFOUEBBIX TOYEK
TPACKTOPHH, YTO TIO3BOJISICT MOBBICUTH TOYHOCTH JoKanmu3anuu BJIA B TpeXMEpHOM MPOCTPAHCTBE 32
CYET yueTa YIJIOB MEX]y HanpaBJICHUSIMH Ha KIIOYEBBIC OOBEKTHI MO HECKOJBKUM HAIPaBICHUSIM
0030pa Kamep.

[Ipennaraercst  oOmias  momenb  (opMuUpoBaHUS  L-TOuedyHBIX  HU3KOYPOBHEBOH U

BBICOKOYpOBHEBOH 3D kapT okpyxkeHus M,,, OCHOBaHHas Ha BbIOOpE 6a30BOTO pakypca Iy € y4eToM

KOJIMYECTBA KITFOUEBBIX 00heKTOB N (I ,d,rg ) 0 KaKIOMY HaIpaBJIeHUIo 0030pa kamep d ayis1 Kakaoi

TOYKH TpaekTopuH I
rB:arg(mgx(N(l,d,r))), (5)

rae I — pakypc, OTJIMYaroIuiics oT 6a30BOro pakypcea fy .

Mogens OTIIM4aeTcs OT H3BECTHBIX Mojenieii (QOopMUpOBaHUS KapT OKpPYKEHHs BBEIOOpOM
0a3oBOro paxkypca ISl (UKCHPOBAHHS KIFOUEBBIX OOBEKTOB, OOECIEYMBAIOIIETO MaKCHMAIIbEHOE
KOJIMYECTBO KITFOYEBBIX OOBEKTOB IO BCEM HAIPABICHHUSAM 0030pa Kamep, YTO IMO3BOJISIET MOBHICUTH
TOYHOCTH JIoOKanu3anmu bJIA.

Mopenu 1eTeKTUPOBaHUS, BbIIeJIeHUS MPU3HAKOB H HAeHTH(PUKAINH 00bEKTOB 1151
NMOCTPOEHHUSI TPEXMEPHBIX KAPT OKPY KeHHs

Knaccudukanus od6bextoB. [Ipeanaraercs cienyromas kiaccudukanys 00beKTOB TPEXMEPHBIX
KapT OKpyxeHus:: Hu3KoypoBHeBble (HYO): Touku; BeicokoypoBHeBbie (BYO). BYO pmensarcs Ha:
reomerpuueckne 00bekTsl (I'O — nuHMM, yriel, cerMeHThl); penbednble 00bekThl (PO — yriayOnenus,
BO3BBIIIEHHS ); ceManTHdeckre 00bekTh (CO). CO nenstcs Ha: anTponorenHsie (AO — 31aHue, qopora,
nmapkoBKa H T.1.); nmpupoansie (ITO — Bogoem, necHoit Maccus, JIYT U T.1.); kKomMOuHUpoBaHHbe (KO —
npyxn, napk, nose u 1.4.). [peanaraercs cnepyromas knaccudukanys napaMeTpoB 00bEKTOB TPEXMEPHBIX
KapT OKpYXeHHs: uAeHTU(HUKauHOHHbIE [3] (COOCTBEHHBIE, OKpPECTHBIE, OTHOCHTEINILHBIC);
CTaTHCTHYECKUE (KPaTKOCPOUHBIE — MOBTOPSEMOCTh OOBEKTA JUISl PA3IMYHBIX PAKYPCOB B OJIHOM ITUKIIE
KapTUPOBAHHUS; JIONTOCPOYHBIE — IIOBTOPSIEMOCTh OOBEKTA B Pa3NIMUHBIX IHUKIAX KapTHPOBAHUS);
TOYHOCTHBIE (TOYHOCTD OIPEIETICHHUS] MECTOTIOJOKEHHS U UICHTU(PHUKALIOHHBIX TAPAMETPOB OOBEKTA).
[Mpennaraercs cnenyromas Kiaccuukalms TpPeXMEPHBIX KapT OKPYXKEHHs: HHU3KOYPOBHEBBIE
(kpatkocpouynbie — Ha ocHoBe HVYO); BbICOKOypOBHEBbIE (KpaTKocpouHble — Ha ocHoBe [O;
Jonrocpodnbie — Ha ocHoBe CO).

ITpobnemsr ncnonb3oBanus HYO npu onHOBpEeMEHHOW JIOKaNM3aluu U KapTorpadupoBaHUs
OKpYKAIOIIETO MPOCTPAHCTBA CBSI3aHBl C WX HU3KOH YCTOMYMBOCTHIO K HU3MEHEHHUIO YCIIOBHM
(dopMupoBaHUs H300paKEHUH W BBICOKOW BBIYMCIMTEIBHOW CIIOKHOCTBIO 0OpaOOTKU. YBenndyeHue
pasmepa neckpuntopa win (u) konuaecrsa HOY 1mo3Bosisier HOBBICUTh TOYHOCTh UAESHTH(HKALINH, HO
BEJCT K OBBILICHHUIO BRIUMCIMTEIbHOM clioxkHOCTH. Mcnons3oBanue I'O, o0nagaroiiux 00see BEICOKOM
YCTOWYMBOCTRIO K H3MEHEHHWIO YCIOBUH (OPMHUPOBAHMS W300pAKEHUH, TO3BOJSIET COKPATHThH
KOJINYECTBO PEIEPOB, YYACTBYIOIIMX B MACHTHU()HUKALUU U CHU3UTH 332 CUET 3TOTO BBIUYMCIUTEILHYIO
CIOXKHOCTh uaeHTruKaun. [Ipr 3ToM BO3MOKHO YMEHBIIIEHHE pa3Mepa HICHTU(PHUKATOPA, YTO TAKKe
BEJIET K CHM)KEHHIO BBIYHCIUTEIHHOHN clIokKHOCTH. Ha pric. 1 mpuBeneHs! ycpeHEHHBIE TI0 Pa3InIHBIM
KJ1accaM M300paKeHUH XapaKTePUCTUKH YCTOWYMBOCTH MPSIMBIX JIMHUHM U TOYEK K M3MEHEHHIO SIPKOCTH
M KOHTpAacTa, JEHCTBUIO IIyMa W MpPOSBICHUIO cMa3a Ha u3oOpaxenuu [3]. Kak cinenyer u3 puc. 1,
npsiMbIe JIMHWH, BBIIENISEMbIE C TIOMOIIBIO METOAa MacO4YHO-(ha30BOTO TOWCKA, OCHOBAHHOTO Ha
OubnroTexe JTMHEHHBIX OMHAPHBIX MAaCOK M IPOCTPAHCTBEHHO-OPUEHTHPOBAHHOM HpeoOpa3oBaHUs
Xada [4], ycroitunBee Ha 10—25% 1O CpaBHEHHUIO C TOUYKAaMH, BBIICISIEMBIMU C IOMOIIBIO METOJOB
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SIFT [5] u SUREF [6]. YcToiiunBOCTh OLICHUBAIACH IO YKCITY TOYEK (B TOM YUCIIE 00pa3yIOIUX MPSIMbIe
JUHWH), COXPAHUBIIINX CBOE€ MECTOIIOJIOKEHHE TTOCIIE ITPeoOpa30BaHus N300paKECHU.

100
00 [==-Fo- F-MALANL - & - conennoeeoiffocese] icricipralioeceeres il corsosessesssessafin
(1) T (R ROR——" -
B b el e i R P AECR St
f’ o(" B0 1= s=va taasrsvrvas el onr vxnonerabtares acnas s vuonnonas somis Sunas I coce 2
= «
> S
: E wf X
3 2
g g 4o
20 Hlcremain
m{ ;
: : =@ NnHum
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I 1 1 I
50 0 50 100
Kowpacr, %
o
100
95
9%
& R
« «
s s
qi, i, 85 y T R - S—
2 @ /
) & /
S S /
(| et e D e Pl e e e
Y : Y : Q= JINHUN
Pt ~@— Touku (SURF) S ~@— Touku (SURF)
~ : : 3%~ Toukw (SIFT) / : : 3~ Touku (SIFT)
7(&’ 1 1 X 7 1 L T
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Puc. 1. XapakTepucTuKy yCTOWYMBOCTH PENEPHBIX JUHHUI U TOYEK K I3MEHEHHIO YCIIOBUI (POPMHUPOBAHHS
M300paKCHHUN: g — yCTOHYMBOCTD K U3MEHEHHUIO SPKOCTH;
6 — yCTOWYMBOCTD K M3MEHEHHUIO KOHTPACTA; 8 — YCTOMYHMBOCTD K 3alIyMJICHUIO; & — YCTOWYHUBOCTh K CMazy

Jnst m3o6paxenus 1000x2000 mukceneir o0beM MHOXKECTBA TO4YeK cocrasiser okono 5000, a
00beM MHOKECTBA MpsMbIX JUHUAN — okosto 100 [3]. CiemyeT OTMETHTD, YTO €CITH ISl HAICHKHOM
UACHTU(OUKAIMN HEOOXOAMMO UCIIOIb30BaTh MPAKTUYECKH BCE TOUYKH, TO MPSMBIX JIMHUH JOCTATOYHO
HecKoNbKuX map. O0beM MHOXKECTBa CErMEHTOB I WIASHTH()HUKAIIMA MOXKET OBITh elle MeHbIIe (B
npejiene Uil WASHTU(UKAIIN IOCTATOYHO OJHOTO CETMEHTa).

Hecmotpst ma mpenmytnecta 'O nepenr HYO 9yBCTBHUTENBHOCTh MX JIECKPUIITOPOB K M3MECHEHHIO
paKypca MOBBIIMIACTCS C YBEIMYCHHEM ITyOHHBI CLEHBI, (DAKTUUSCKH OINPEAC/IIEMON PACCTOSHUSMU OT
Kamephl JI0 CaMOro JajbHETO W CaMOro OMIKHETO KIFOUEBBIX OOBEKTOB. [l ycTpaHeHWs JAaHHOTO
HeJocTaTka 1pH  (POPMHPOBAHMH 3-MEPHBIX KapT OKPY)KEHMS (KPaTKOCPOYHBIX, JIOJTOCPOYHBIX,
HU3KOYPOBHEBBIX, BBICOKOYPOBHEBBIX) MPEIUIAracTCsl WCIOJIE30BaTh CEMAHTHUIECKHE BBICOKOYPOBHEBBIC
OOBEKTHI, BBIJICIAEMbIC Ha HM300pOKEHUSAX C TIOMOIIBI0 CEMAHTHYECKOW CErMEHTAIlNH, OCHOBAHHOW Ha
AJITOPUTMAaX MaIIMHHOTO O0YYeHNSs, CBS3bIBAS UX C HU3KOYPOBHEBBIMH M TICPBUYHBIMH BHICOKOYPOBHEBBIMU
TEOMETPUIECKUMH OOBEKTaMH, JIOKAJTU30BAHHBIMHU B TE€X K€ KOOPAWHATAX, YTO ¥ CEMAaHTHYECKUE OOBEKTHI,
UCTIONB3YS JAHHBIE O MPOCTPAHCTBEHHOW JIOKAIM3AIMK HU3KOYPOBHEBBIX U MEPBUYHBIX BHICOKOYPOBHEBBIX
TEOMETPUIECKUX OOBEKTOB B Ka4eCTBE COOCTBEHHBIX HJICHTH()HKAIMIOHHBIX MApaMeTpoB W JaHHBIE 00
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YTJIOBOW OPUEHTAIMH U OTHOCHTEIIBHBIX PACCTOSIHUSX IO CMEKHBIX M COCSHUX CEMaHTHUECKUX OOBEKTOR B
KaueCTBE OTHOCHUTEIBHBIX HACHTU(UKAIIMOHHBIX TAPaMETPOB.
Hetextopsl. llpemmaraercs Momenp METEKTUPOBAHUA HU3KOYPOBHEBBIX T'€OMETPHUECKHUX

00BEKTOB — KJIIOUEBBIX TOUYEK (ONPEAEIEeH s UX KOOPIHMHAT ( ( ) Yo (N )) , TIe N — HOMED KIII0YEBOU
Touku, N =0, NKP —1; Ny, — KOIMYECTBO KIIFOUEBHIX TOYEK), OTJIMYAIOILASCS OT U3BECTHBIX MOJIEIIEH,
HCIIONB3YOIIUX JUISL [IOMCKA KIFOYEBBIX TOUEK (KOOPAMHATHI Xgp (Ngp ), Yep (Ngp ) » Tt Ngp — HOMEp

KJII0UCBOM I‘paI[I/IeHTHOI/I TOYKH, Ngp = 0 NGP 1 N — KOJIMYCCTBO KIIKOUCBBIX I'PAAUCHTHBIX TO‘lCK)
l'IpOCTpaHCTBCHHO-OpI/IeHTI/IpOBaHHLII/I TpaaucHT HpKOCTI/I, AOTIOJIHUTEJIBHBIM  YY€TOM JIOKAJIBHBIX

9KCTPEMYMOB  IPKOCTH  (KOOPJIMHATBI (X o (N ) Yer (Nep )), rie N, — HOMEp KIIOYEBOM

9KCTPEMANIbHOM TOUKH, Ng, =0, NEP —1; Ng — KOJIMYECTBO KJIIOUEBBIX IKCTPEMANIbHBIX TOUEK):

{(XKP (n)' Yie (n))}(n=o,m) <
g {{(XGP (nGP )' Yop (nGP ))}(nto,m) ’{(XEP (nEP )' Yer (nEP ))}(ngp—OYngl)} |

rane NKP = NGP + NEP
JIns ecTeCTBEHHBIX M300paKeHHMH XapaKTEPHO BbINOJIHEHHE HepaBeHCTBA Ny, > Ng,. OT10

(6)

MO3BOJISIET CYIIECTBEHHO MOBBICHTH pa3pelnieHue JoKanbHOH 3D-KkapThl, a Takke HOBBICHTh TOYHOCTD
BBIYHUCIICHHST KO (DUIIMEHTOB MaTPHIII TOMOTpa(HH.
Ilo aHamormu ¢ KIIOYEBBIMM TIDaJMEHTHBIMM TOYKAMHM 3HaueHHE N, y4YHMTBIBAET TOJBKO

YCTOWUUBBIE JIOKAIbHBIE 3KCTPEMYMBI, 3HAYEHHUE SPKOCTH I(XEP,yEP) KOTOPBIX YJIOBJIETBOPSET

YCIIOBHIO JIOKaIbHOI KOHTPACTHOCTH OTHOCUTENBHO [IOPOTra T, B OKPECTHOCTH (Xgp + AX, Ve + AY)

! (er Ver) ST, )

AX Ay

Z Z I(XEP+XS'yEP+yS)

Xo=—AX Y = Ay

[TockoIBKY JeTeKTHPOBAaHNE HIU3KOYPOBHEBBIX 00BEKTOB pacCMaTPHBACTCS [UISl KPATKOCPOUHOU
KapThl, IBIKeHWe BJIA Ha KOpPOTKOM BpPEMEHHOM HHTEpBajJe MOJaraeTcs NPSIMOJIMHEHHBIM W,
ClIeI0BATENIbHO, U3MEHEHHE MaclITaba U yriOBble EPEeMEIeHHs] HECYIIECTBEHHBIMU. JTO MO3BOJISET
3HAYUTENFHO CHU3UTh BBIYUCIUTENBHYIO CIIOXKHOCTD JIETEKTUPOBAHUSL.

Jns eTeKTUpOBaHMS BBICOKOYPOBHEBBIX TI'€OMETPUYECKHX OOBEKTOB YCIIOBHE JIOKAIBLHOW
KOHTPACTHOCTH SIBJISIETCS 00Jiee CIIOKHBIM, TIOCKOJIBKY YYUTBIBAET MHOKECTBO TOUEK 3THX OOBEKTOB.
OCHOBHOE MPEUMYIIECTBO  KCIIONB30BAHUS  BBICOKOYPOBHEBBIX TI'€OMETPHUYECKHX  OOBEKTOB
3aKJIroyaeTcst B 0ojee YCTOMYMBOM MX JETEKTHPOBAaHWHM B CPABHEHUM C HU3KOYPOBHEBHIMHU B Ooliee
IIUPOKOM JIMara30He M3MEHEHHs PaKypCOB, OCBEIICHHOCTH, CE30HHOCTH, MOTOTHBIX YCioBHiH. B
pe3yibTaTe MpU MEHBIIEM KOJMYECTBE TAKUX OOBEKTOB JOCTHTaeTCsi MEHBINAsl OMIMOKA BBHIUYUCICHHUS
KO3 GUIIMEHTOB roMorpaduu 1 0oJiee TOYHOE BEIYUCICHUE PACCTOSHHM 3a cUeT OOJIbIlel cTepeodassl.

[Ipemnaraercs MOJIeNb JETEKTUPOBAHMS CEMAaHTHUECKUX OOBEKTOB (OIPE/ICIICHHSI UX KOOPANHAT

(Xso(n),yso(n)), rage N — Homep cemaHTHyeckoro oobekta, N=0,Ng; —1; Ng, — KommuecTBO

CEMAHTHYCCKHUX O6’L€KTOB), OTIMYaromascs OT U3BECTHBIX MO,I[eJleﬁ, HCIIOJIB3YIOIUX KIIFOYCBLIC TOYKH,
HUMCIOIIHEC HpOC’I’paHCTBCHHO-OpI/IeHTI/IpOBaHHHﬁ TpaguCHT APKOCTHU, UCIIOJIb30BAHUEM CEMaHTHYCCKOM

CerMEHTAIIMK Ha OCHOBE MAaIMHHOTO 00y4eHust (QyHkims fgg ( I )) JUIS IOKaIM3alUH Ha N300pasKeHUsAX

Y MHOTI'OKJIACCOBOM KJIacCU(PHUKALMM aHTPOIIOTEHHBIX U IIPUPOIHBIX OOBEKTOB!
{(Xso( ) yso( ) so(n))}(n ~0,Nso 1) o fSS(I )’ (8)

TAe Cqq (n) — KJIaCC CEMaHTUYECKOro o0bekTa n300pakeHus .
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JCCKPHUIITOpA KIIFOYEBBIX TOYCK

Jleckpunropsr. Ipeztaraetess mogens Dy, ={R(n)/R, }(n:O =

(HpCI/IMYIIIeCTBeHHO JIOKQJIBHBIX SKCTpCMYMOB) Ha OCHOBC OKPECTHBIX HHCHTH(pHKaHHOHHLIX napamMeTpoB,
B Ka4iCeCTBC KOTOPLIX BBICTYHNAOT HOPMHUPOBAHHLIC PACCTOSIHUA R(n) / RB A0 TpaHUYHBIX TOYCK

COOTBETCTBYIOIIMX BBITYKIOCTEH W BOTHYTOCTEH JIOKAIBEHOTO IPOCTPAHCTBEHHOTO PaCIpENeICHHUs
APKOCTH, B3AThIE Uepe3 OMHAKOBEIE yIioBbIe cMemenus S, mo N, nampasnenmsaM, N, =360/S, .

Mpennaraercs  Mozenb Dy, = {{ A(n)} (r-08;3) { R(n)/max( R(n))} (o) } JECKPHUITOpa

KIIOYCBBIX TOUCK (FpaIlI/ICHTHI)IX n 3KCTp€Ma.]'II)HI>IX) Ha OCHOBC OTHOCHUTCIIbHBIX I/II[CHTI/I(bI/IKaL[I/IOHHI)IX
napaMeTpoOB, B KAUCCTBE KOTOPBIX BBICTYIIAOT HOPMHUPOBAHHBIC PACCTOSIHUS R ( n)/maX ( R(n)) a0 N P

OMIKAMIINX KIFOYEBBIX TOUEK M yriaoBble opueHTanmu A(N) Ha N, Ommkaiiine KirodeBble TOUKH.

[Tockonbky (hOpMHpPOBaHUE AECKPUIITOPOB HU3KOYPOBHEBBIX OOBEKTOB paccMaTpUBAETCS IS
KpaTKOCPOYHOW KapThl, ABMWKeHHE bBJIA Ha KOpPOTKOM BPEMEHHOM MHTEpBajie IOJaraeTcs
OPSAMOJIMHEHHBIM U, CIENOBAaTENbHO, HW3MEHEHHe MacmTaba ¢ YIVIOBbIE  IEPEMEIICHUs
HECYIIECTBEHHBIMU. JTO MO3BOJISIECT 3HAYUTEIBHO CHU3UTD BEIUNCIHTENBHYIO CIOKHOCTD.

Hns  popMupoBaHusi JECKPUNTOPOB BBICOKOYPOBHEBBIX TE€OMETPUYECKUX OOBEKTOB MOTYT
HCIIOJIB30BATBCS TE K€ MOJEIIN.

[lpennaraercs wmomens Dy, = {{ A(n)} (i) { R( n) / max (R(n) )} (o) } JICCKPHIITOpa

BBICOKOYPOBHEBBIX T'€COMETPUUCCKHUX 00BEKTOB (HepBH‘{HLIX, CCMaHTI/I‘IGCKI/IX) Ha  OCHOBC
OTHOCHUTCJIBHBIX I/II[eHTI/I(l)I/IKaHI/IOHHbIX napaMeTpoB, B KAYCCTBC KOTOPLIX BLICTYIIAIOT HOPMUPOBAHHBIC

paccTosHUs R(n) / max(R(n)) 1o N, OnmkalIIMX BBICOKOYPOBHEBBIX T€OMETPHYECKHX OOBEKTOB U

yriossle opuenTanun A(N) Ha N, Ommkaiilie BBICOKOYPOBHEBBIE T€OMETPUYECKUE OOBEKTHL.

B kadecTBe COOCTBEHHBIX HIECHTH()UKALUMOHHBIX [apaMETPOB CEMAHTHYECKHMX OOBEKTOB H
OJTHOPOAHBIX 00JIACTEH, TOciie HOPMHUPOBKHM MOTYT HCIOJIB30BaThCS T'€OMETPHUYECKHE MapaMeTphl
CKEJIETOB, OIUCHIBAIOIIUX 3T OOBEKTHI.

Wnenruduramms. [lpenmaraercss  Mofens  MBYXOTalmHOM — WACHTA(HKAMA — HU3KOYPOBHEBBIX
IeOMETPUYECKHX OOBEKTOB Ha JBYX M300pa)KEHHsX, IONYYEHHBIX C JBYX PAa3IMUHBIX PAKypcoB I, H I,

OCHOBAaHHAs Ha I'PaUCHTHBIX W SKCTPEMAJIbHbIX KIIFOYCBBIX TOYKAX, OTIIMYAROLIAACS OT M3BECTHBIX Moz[eneﬁ
I/I,Z[CHI‘H(bI/IKa]_[I/II/I HU3KOYPOBHEBLIX I'€COMCTPHUUICCKUX O6’b€KTOB, HCTOJIB3YOHIMX OAHOTHUITHBIC I'PAANCHTHBIC

neckpurrropst D, (1) u Dg (T,), y4eTOM NONOXKEHNUs KIIOYEBBIX SKCTPEMATBHBIX TOUEK OTHOCHTEIHHO
KITFOUEBBIX TPaJIMCHTHBIX TOYEK (oTHOCHTENTEHBIE WJICHTH(HKAOHHBIC napameTphI
{DR, (rl,nEP )}(nsp=0,W)’ {DR, (rz,nEP )}(nEp=O,W) ), YTO TIO3BOJSET TIOBBICHTH IPOCTPAHCTBEHHOE

pasperienrie 3D KapThl OKpYXKEHUSI U TOYHOCTh BBIYMCIICHHS] KO3(D(PHUIIMEHTOB MATPHIBI TOMOrpaguu MpH
COBMEIICHIH Pa3HOPAaKYPCHBIX N300paXkeH . MoJieib OIICHIBASTCS CIISyOIMMI BBIPAKSHHSIMH

{(XGP (rl’ n)’ Yor (rl’n))’(XGP (rl’n)’ Yer (rl’n))}(nzo,W—l) -

oram 1: {(XGP (rl’ nGP)' Yor (rp Nep ))v Dy (r1’ Nep )}(nep:O,W) v 9
=,
{(XGP (rz J nep)v Yor (l’z, Ngp )), Dq (l’z, Nep )}(nap=o,W)
{(XEP (r1' n)' Yer (I’l, n))’(XEP (rl’ n)’ Yer (rl' n))}(nzo,m) B
sTar 2. {(XEP (I’l, nEP), Yer (rl’ nEP ))' DRI (rl' nEP )}(nEp=O,W) L] (10)

= f,
{(XEP (r2’nEP)’ Yer (rz’nEP ))' DRI (I‘Z, Mep )}(

Ngp =0, Ngp (1 )_1)

roe f, ( ) — QYHKIUS UACHTHQHUKAIINY.
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HpCI[J'IaI‘aCTCH MOACIb I/II[GHTI/I(l)I/IKaL[I/II/I BBICOKOYPOBHCBBIX T'COMCTPHUYCCKUX 00BEKTOB

(TIepBUYHBIX u CEMaHTHYIECKUX ) Ha TIBYX N300 pKEHHSIX
(bopmupoBanus ap COOTBETCTBYIOIIIX KOOPIHUHAT 00BEKTOB
{(XKO (%Mo )1 Yo (1 No ))’(XKO (%Mo ) Yico (1, nKO))}(nKozo,W—l) » tne Ny, — KomuuecTso map

KOOPJIMHAT COOTBETCTBYIOIIMX OOBEKTOB), IOJYYEHHBIX C JBYX Da3IMYHBIX PaKypcoB I, U I,
OCHOBAHHAasI Ha KCIIOJb30BAHUM PA3HOTUIIHBIX HMACHTH(PHMKALMOHHBIX HMapaMeTpoOB {Do|,Ds|,DR,} u

IMPOrHO3UpPOBaHUsA OTHOCUTCIIBHBIX I/I)ICHTI/I(I)I/IKaL[I/IOHHBIX napamMeTpoB DRI , OTIIM4aromasiacsa oOT

M3BECTHBIX MOJENeH MACHTU(UKAIINN HI3KOYPOBHEBBIX T€OMETPHIECKUX OOBEKTOB, OCHOBAHHBIX Ha
OKPECTHBIX MJICHTH(QHMKAIMOHHBIX napamerpax D ¥ momHom nepebope BapHaHTOB COOTBETCTBHM

OKpeCTHBIX 1eckpHnTOpoB { Dy, (1, Ny, )}(nR.:O,W) + { Dy (11, )}(HR.:O,W) , UCTIOJIb30BAHUEM LIS

COIIOCTAaBJICHUA OJHOBPEMCHHO CO6CTBCHHI>IX, OKPECTHBIX U OTHOCUTCIIBHBIX I/IILGHTI/I(I)I/IKaHI/IOHHLIX
napamMeTpoB {DOIYDSI!DRI} JUIA  IIOBBIIICHHUA TOYHOCTH I/II[eHTI/I(bI/IKaI_II/II/I U MTPOrHo3upoBaHUCM

JIOKAJIN3aI[iHA DRI(r,nKO) BTOPOTO U CJIEAYIOIIUX KOMIIOHEHTOB OTHOCHUTEIBHOIO JAECKPUITOpa, a
TaKXe (XKo(I‘Z,nKO),yKo(rz,nKO )) BTOPOTO U CIEAYIOIIHUX BBICOKOYPOBHEBBIX TI'€OMETPUUECKUX

06bekToB Dg, (Mg, ) (N =1) 1m0 mepBOMY KOMIIOHEHTY OTHOCHTEIBHOTO AeCKpunTopa Dy u

MIEPBOMY BBICOKOYPOBHEBOMY T'€OMETPUYECKOMY OOBEKTY (nKO =0) JUISL TIOBBILICHHUS CKOPOCTH
UACHTU(DUKALINN:

{(XKO (rl'nKO)’yKO (rl'nKO))'(XKO (rl’nKO)' Yko (rl'nKO))}( =

”Ko:ovm)
(XKO (rl’ Nko )a Yko (rl’ Nko ))v

Do, rl’nKO)'DSI(rl’nKO)’DRl(rl'nKO)} (1)

Nko=0, NKO("l)_l)

Il
_—h

(Dol
(XKo(rz,nKo)v Yo (rz'nKO))'
(Dol

D0| rZ’nKO)' DSI (rZ’nKO)' Dro (rano)}

(”Ko ZOvW)

Mopenn onpe/ejieHNs paccTOAHUI 10 00bEKTOB M X pa3MepoB

Hns peamuzamun SLAM B cucteme Heckonbkux BJIA, obmacti 0630pa kKamMep KOTOPBIX MOTYT
IIEPEKPBIBATHC, TIPEAIAraeTCcs MOJIEb UTEPATUBHOTO ONIPE/IENIEHUs PACCTOSHUM O, /10 00BEKTa U ero

pasMepa S, TI0 CTepeonape ( 1(r).1(r, )) , cOPMHPOBAHHOI C TOMOIIBIO JABYX KAMep, YCTAaHOBIEHHBIX

Ha 1ByX BJIA u mmeromux cymiectBeHHoe (6omee 50 %) mepexpwiTue obnacteil 0o630pa (pakypcbl
(1.,1,)), OTIMUAIOWIASCS OT H3BECTHBIX MOJIENIEH OIPeENeH sl PACCTOSHUH 110 0GBEKTOB 110 CTepeorape

¢ (uxcupoBaHHOI cTepeoba30il Oy, HCIONB30BAaHMEM CTepeonapbl C INEPEMEHHON cTepeoba3oit

ds(l (I’3)), UTEPATHBHO MOJOMPAEMOW C Y4E€TOM DPAcCTOSHHA J0 OOBEKTa M OIIMOKH OINpelesIeHHs
cTepeobasbl eB(dS(I (r3))) no wuzobpaxkennto BJIA wu3BecTHOro pasmepa Ha KalHOPOBOYHOM

n300paxeHuu I(r3) 3a CYeT COIJIACOBAHMS MOJIOKEHUsI BTOporo BJIA, 4To mO3BONSET yMEHBIIUTH

OLMOKH ONpEeNIeHHsl PAcCTOsHMS 10 00bekTa € (dy ) 1 ero pasmepa & (d, ):
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mln(ed d, ) (12)
dg (1(r )=arg(mln(e (ds(l(r3))))),
roe  f ( I (rl) A (r2 )) — (yHKUMS BbMMMCICHMS CMelieHHs oObekTa Ha wusobpaxenun | (r,),

nonyuaeMoro ot Broporo BJIA, otHocutensHo nzoGpaxenns | ().

3akiaouenue

Pa3zpaGoransl o0mue Moxenu OJHOBPEMEHHOM JIOKaJW3allMd U IOCTPOCHHSA  KapThl,
MO3BOJISAIONINE IOBBICUTH TOYHOCTH OINpPEAETCHUs] KOOpAMHAT OJHOIO WM Heckoiabkux BJIA
BEPTOJICTHOI'O THIIA, OCHAILIEHHBIX MHOTOKAMEPHBIMU BUJIEOCCTEMAMU, U OOBEKTOB TPEXMEPHBIX KapT
OKpPY>KEHHS IIPH OTCYTCTBHH CUTHAJIOB HaBUTALIMOHHOM CHCTEMBI U YIIPABICHHUSL.

Baarogapaoctu. PaGoTa BbinonHeHa npu nojuepxke benopycckoro pecryonukanckoro Gonaa
dynnamenTanbhbix uccnenoanuii (bPODU) u HanmonansHoro ¢onma ecrecTBeHHbIX Hayk Kutas
(H®EHK) B pamkax npoekra T25KIM-054 «TexHOIOTHSI MHOTOKaMEPHOM JIOKATHU3AI[MU M TOCTPOCHHS
KapThl OTKPHITOTO MIPOCTPAHCTBAY.

MODELS OF SIMULTANEOUS LOCALIZATION AND MAP CONSTRUCTION OF
OPEN SPACE OF UAVS USING A MULTI-CAMERA VIDEO SYSTEM

S.I. SIROTKA, J. MA, M.I1. ZORKO, S.V. LITVINOV, V.YU. TSVIATKOU

Abstract. The problem of simultaneous localization and mapping (SLAM) of an unmanned aerial
vehicle (UAV) equipped with a multi-camera video system or a network of UAVs equipped with
single-camera or multi-camera video systems is considered. General models for the formation of
three-dimensional maps of the surrounding space, detection, feature extraction and identification of
objects, determination of distances to objects and their sizes are proposed. The advantage of using
high-level geometric and semantic objects compared to low-level objects (points) for localization
and mapping is shown.

Keywords: helicopter-type UAV, simultaneous localization and environment mapping, SLAM,
multi-camera video system.

Cnucok JuTepaTypsl

1. Thrun S., Burgard W., Fox D. Probabilistic robotics. MIT Press, 2005.

2. https://uvr.aero/ru/what-we-do-ru/.

3. Kononensko B.K., Lierkos B.HO. ®opmupoBanue n 06paborka 00pa3oB B IOMEX0YCTOHYMBOM KOJUPOBAHUH
U epenade n3oopaxennit. Munck: becrmpunT, 2015.

4. Kypasnés A.A., Ilgerkos B.1O. // Undopmaruka. 2014, C. 85-96.

5. Lowe D. // JCV. 2004. Vol. 60. P. 91-110.

6. Bay H., Tuytelaars T., Gool L.V. // Proc. of the 9th European Conference on Computer Vision (ECCV’06), ser.
Lecture Notes in Computer Science. 2006. 3951. P. 404-410.

14



TEXHOJIOI'UHU NEPEJAYU U OBPABOTKH HWHPOPMALUU

VAK 621.311.25-027.45

IIPOT'PAMMHOE CPEACTBO U151 OBPABOTKHA HH®OPMALIAH ITPH
OPI'AHMU3ALIIUUA KOHTPOJIBHOU JEATEJBHOCTU TOCATOMHA/I30PA

C.M. CALIYK, C.B. JIPOBOT, B.H. PYCAKOB1Y

Benopycckuii rocy1apcTBEHHBIH YHUBEPCUTET HHPOPMATUKU M PAJAHOIICKTPOHUKH, PecryOnmka berapycs

Hocmynuna 6 peoakyuro 04 anpenst 2025

AnHoTanmsi. B crathe mpeicTaBlieHBl pe3yiabTaThl pa3pabOTKM MPOTrPaMMHOTO CPEICTBA,
MpeJHAa3HAaYeHHOro0 MM MONACP)KKM TPUHATHA PpeIIeHHH IpH OpraHu3allud KOHTPOJBHBIX
(Ham30pHBIX) MEPOIPUATHH IO OOECHEUCHUIO SACPHOH W PAaTMAlMOHHOW OE30MacHOCTH IpH
skcmryatauun  benopycckoir ADC. IlpencraBieHO KpaTKoe ONUCAaHME COCTaBHBIX 4YacTel
MPOTPAaMMHOTO CPEJICTBA, & TAK)KE OCHOBHBIX PEIIAEMBIX 3a7ad.

Knioueswvie cnosa: aToMHast SIIEKTPOCTAHINS, TIOKA3aTENTN O€30MIaCHO IKCILTyaTaIiy, oOecreueHIe
SICPHON U paiuaIliOHHO 0€30TaCHOCTH.

BBenenue

Atomusble dnektpocTaniun (ADC) SBISIOTCS MCTOYHUKAMH TOTEHIIMATBFHOW OMACHOCTH WIIH
MCTOYHUKAMH PUCKA PaJHMALMOHHOTO BO3ACHCTBHS Ha MEPCOHAII, HACEICHUE M OKPY>KAIOILYIO CPemdy.
CreneHp prucka paJHalliOHHOTO BO3/IEUCTBUS HANPSMYIO 3aBUCUT OT YPOBHS 0OecTIeueHUsI sIepHON U
pamnanmonHoii 6e3omacHocTH ADC. bezomacHocth ADC sBIsSETCS ONHWM W3 OCHOBHBIX CBOWCTB,
ONPEACIAIONINX BO3MOXKHOCTE HCIONB30BaHUS ADC B KadyecTBe HCTOYHHMKOB TEIUIOBOM H
ANIEKTpUUECKOit sHepruu [1].

CornacHo 3akony PecnyOmuku bemapych ot 10.10.2022 Ne 208-3 «O peryaupoBaHUH
0e30MacHOCTH MHpPH  HMCHOJNB30BAaHUM  aTOMHOW  SHeprum» [2]  pecnyOnuKaHCKHE — OpraHsl
TOCy/JapCTBEHHOTO  YIIPaBJIEHWS TPH TOCYJApPCTBEHHOM PETryJIHPOBAHHWU  JEATENHOCTH  TI0
o0ecrnedeHn o 0€30IaCHOCTH NP UCIIOJIB30BAaHUH ATOMHOMN SHEPTHH OCYIIECTBIISIIOT TOCYAapCTBEHHBIN
Haz30p B o0sacTu obecrieueHus SAepHON U pagualuOHHON 0€30MacHOCTH.

HocTtmwxenne 3amaHHoro ypoBHs Oe3omacHoctH benopycckoit ADC um apyrux 0OBEKTOB
WCIIOJIb30BaHMs aTOMHOW SHEPTHH KOHTPOJIUPYETCS MMOCPEACTBOM OCYILIECTBICHUS TOCYIapPCTBEHHOTO
Ha/30pa B 00J1acTH oOecrieueHus IIepHON U paJralliOHHON 0e301acHOCTH, KOTOPBI B COOTBETCTBUU
¢ Ykazom [Ipesunenrta PeciyOnuku benapyck ot 14 HosiOps 2022 r. Ne 405 «O MunucrepcTBe 10
Ype3BBIYANHBIM CUTYAITUSIM) BO3JIOXKEH Ha JlemapTaMenT 1o saepHOl U paauallioOHHON 0€30MacHOCTH
MuHHCTEepCTBa IO Ype3BbIYaHBIM cuTyanmsaM Pecrryonuku benapycs (I"ocaToMHan3op).

B Hacrosiee BpeMmsi pelIaromIMM 3JIEMEHTOM O0ecHeueHHs KaueCTBEHHOW OpraHu3alid U
OCYILIECTBIICHHUSI KOHTPOJs (HaA30pa) 3a sACpHOM M pagvalMOHHOM O0€30HacHOCTBI0 B paMKax
MHTETPUPOBAHHOM cHcTeMbl yrpasieHus ['ocatomuam3opa [3] sBiseTcs OAMH U3 €€ OCHOBHBIX
nponeccoB — «Hamzop 3a obecneueHueM siepHOM W paJMAlMOHHOM Oe30MacHOCTH B 00JacTh
MCIIOJIb30BaHMS aTOMHOM SHEPruu». DTOT polecc GopMaln3yeT NpoLeayphl B3aUMOACHCTBH MEXKIY
nosipa3aeneHusIMu 1 'ocaToMHa130pa, BOBJICUEHHBIMU B HA/I30PHYIO I€ATEIbHOCTD, 1 B KOHEYHOM UTOTE
MO3BOJISIET TIOBBICUTDH OTIEPATHBHOCTH MPUHATHS PEIICHUH B paMKax 0TpabOTaHHBIX MeXaHU3MOB. [Ipu
3TOM, MIPOLIECC OLIEHKH 0€30MACHOCTH — 3TO HENPEPBIBHBIN, TOBTOPSIIOLIMICS U JUTMTEIBHBIN TpoLece,
CBSI3aHHBIM C HAaKOIUIGHHEM OOJBIIOr0 o0beMa HH(pOpMAlMK IO OmbITy 3kciyataiuun ADC, ee
aHaAJIM30M U BBIPA0OTKON Mep, HalpaBJIeHHBIX Ha obecniedeHne 0e30MacHOCTH.

B cBs3u ¢ 3TUM akTyasbHOW SIBIAETCS 3ajavya pa3paboTKM IMPOrpaMMHOIO CpPEACTBa,
NpeJHa3HaYeHHOT0 Ui cOOpa, HAKOIJICHHUS, XpPaHEHH U aHaIn3a MH()OpMAILKK, a TAKKE MOJACPKKU
MIPUHATHUS PEUICHUNA, TIPY pean3alii OCHOBHOTO Mporecca ['ocaToMHaazopa.

15



Pa3zpaboTka mporpaMMHOro cpeacTaa

Co3pmanne NporpaMMHOIO CpEACTBA BKJIIOYANO ABAa B3aMMOCBS3aHHBIX 3Talla, BO-TIEPBBIX,
pa3pabotrky wuHpopMarmonHoro crpaBouHnka (MC) moka3aTtemneii 0e30MacHON AKCILTyaTaluu
Benopycckoit ADC u BO-BTOPBIX, pa3pad0TKy MHOTOQYHKIHOHAIBHOH cpeapl (MPC) miis ynpaBieHus
9THUM CIIPABOYHUKOM.

B mpomecce BbmonaeHnst padot mo cozmanuto C Obin mpoBeAeH aHamu3 (yHKIIHOHAITBHBIX
TpeOOBaHUII K CHpPAaBOYHHKY, HMOATOTOBICHHBIX [0CaTOMHAA30pOM, a TakKe psAga HOPMATHBHBIX
npaBoBBIX akToB PecnyOmuku benmapyce [2, 4], perynupyromux oOecriedeHHE SACPHON U
paaraoHHON 6e30MacHOCTH, U TokymMeHToB MAT'ATD [5-6].

K ocHOBHEIM 00mHM 3amadaM, pemaeMbiM C, oTHOCSTCS:

— HaKOIUICHHE, Y4YeT W XpaHeHHE JaHHBIX O IOKa3aTesix Oe30MacHOi JKCIUTyaTanuu
sHeproomokoB Ne 1 u Ne 2 benmopycckoit ADC;

— HaKOIUICHHE, y4YeT M XpaHEHHE pEe3yJIbTaToB pacyeTa M aHalu3a JaHHBIX IoKas3aresiel
0e30MacHoO SKCIITyaTallly;

— HaKOIUICHHE, y4eT M XpaHCHHE Pe3yJbTaTOB aHallM3a NPUYMH, BBI3BIBAIOIIUX HM3MEHEHUS
MoKa3aTeseil 6e30MmacHON IKCILTyaTallii 3HSPTrO0I0KOB;

— pasrpaHMyYeHHE YPOBHEW JOCTyma TMoJb3oBaTelieil K HMHGOPMALMOHHBIM pecypcam
CIPaBOYHHKA;

— CO37aHUE YCJIOBUI HAKOIUICHUS, XpPaHEHUs] U IPUMEHEHUS! NHGOPMALUH, JaHHBIX ¥ 3HAHUN
Ha ypoBHe, obecreunBaromeM 0e30nmacHoe, yeToiiunBoe u 3pPeKTHBHOE pa3BUTHE aTOMHON OTPaCIH
Pecniy6nuku Benapycs.

NC mpencrasnsier co0oil pensuOHHYI0 0a3y NaHHBIX, KOTOpas CTPYKTYPHO BKJIIOYAET TPH
paszena, mpeJHa3HAaYeHHBIX AJIs XpaHEHUs M 0O0paOOTKM B3aMMOCBS3aHHON B IpelesiaX pa3zieiioB
nH(pOpPMAIUH, COACPIKAIICH MoKa3aTeau 0e30macHoM FKkcIuTyaTauu benopycckoit ADC 1 UX 3HAYCHUS.
YerBepThlii pa3ien HH(MOPMAIMOHHOTO CIPAaBOYHMKA TMPEACTABISICT CO00M (ailyioBbld  apXuB
UCIIOJIb3YEMBbIX B IIPOLIECCE OPTraHU3aLUHI HAA30pa JOKYMEHTOB.

UC co3nan ¢ ucnons3oBanneM CYB/l MySQL co cBoOoaHOI IUIICH3HEH N OpUEHTUPOBAH HA
paboTy ¢ 4YHCIOBBHIMH 3HAUEHHWSMU TOKa3aresnedl Oe30macHOW DJKCITyaTallul SHEProOIOKOB
Benopycckoit ADC u OpyrMMH [NaHHBIMH, a TaKX€ AOKYMEHTaMH, OTYETaMH, PErVIAMEHTaMH U
Pa3INYHON TEXHUYECKOU JOKYMEHTALIUEH.

Pazpaborannas ¢ yaerom TpeboBanmii ['ocaromuamazopa M®C mo3BoJsieT pemars Clieayrolue
oO1ue 3amayu:

— mpeocTaBiieHHe yao0Horo rpaduieckoro uHTepdeiica 1Jis moiIb30BaTesei;

— BBOJI U TIpEJICTaBIICHNE JaHHBIX O MOJIb30BATEIAX;

— obecrnieueHre MHOTOIIOJIB30BATENbCKOM paboThl HaJl TaHHBIMU;

— obecrieueHne OIpeieNICHNs] aBTOPCTBA BCEX OTIEPALIHiA;

— pasrpaHHyYeHNEe YpOBHEH JOCTyIa noabs3oBaTeneil k pecypcam UC;

—BBOJI JAaHHBIX KakK CIMCKAMH C WCIIOIb30BAHUEM CIIEHUAIBHBIX (QOpPM, TaKk H IyTeM
3aII0JHEHMSI COOTBETCTBYIOLINX TOJIel rpaduueckoro uurepderica;

— obecnieueHne ObICTpOro foctyna Kk pecypcam UC;

— OBICTpBIH IOUCK ¥ COPTHPOBKY JAHHBIX 110 PA3INYHBIM KPUTEPHUSIM;

— (hopMUpOBAHHUE OTUETOB;

— BBOJ M XpaHEHHE B OPTaHU30BaHHOM (hailJIoOBOM XpaHWIHUILE PA3TUYHBIX TUIIOB JOKYMEHTOB
U UX aTpuOyTOB, MpeIHA3HAYCHHBIX IS UX OJJHO3HAYHOU MIEHTH(DUKAIHH;

— OTOOpakeHHe OTYETOB U Iepejada BeIOpaHHOW MHQOpMaIMK B O(UCHBIC TIPUIIOKEHUS IS
POCMOTpA, XpaHEHUS! UJIH [IeYaTH.

M®C npencrasisier coboit Web-npunoskenune, coctosiee u3 CepBepHON M KIIMEHTCKOW 4acTH,
peann3oBaHHOE Ha CKPHUITOBOM sI3BIKE TMporpamMMupoBanusi JavaScript ¢ HCHOJIB30BaHHEM
nporpaMMHoi matdopmsl Node.js 171 co31aHUsI CEPBEPHOM YaCTH MPHUIOKEHUSL.

[Ipunoxenue npencrapnsier co0Oi COBOKYIMHOCTh MOACHCTEM, BBITOJHSIOMIUX OTIEIbHBIC
3anaqn ynpasieHus. OcHoBHas yacte MOC (moacuctema ynpasieHUs TPOTPAMMHBIME CYIITHOCTSIMH)
MIOCTPOCHA B BUJIE MSITH KOMIIOHEHTOB: HEPTOOJIOK 1, sHEprobI0k 2, aHaln3, JOKYMEHTHI, KOHCTPYKTOP
MI0JIb30BATENLCKUX 0TYeTOB. Oco00e BHUMAHHUE yIEJIEHO MOACUCTEME aBTOPHU3ALINK, 00ecIIeunBaroIIei
3aIIUTy HHPOPMAIIHH.
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B M®C peanuzoBaH psii alrOpuTMOB U aHAIN3a, BU3YANIM3alldd NAHHBIX W TOJACPKKU
MPUHATHUS PELICHUI IPU OpraHu3alyy HaI30pHOM AESITEIbHOCTH Ha 3Tarle 3KcIuryaTauuu benopycckoit
ADC. Pa3paboTraHbl anTOpPUTMBI BEISBICHUS CHCTEM (AJIEMEHTOB) 3HEpProomokoB ADC, Tpedyrommx
ocoboro BHUMaHUs AJs obecriedeHus: Oe3onacHoi skciuryaranuun ADC, a Takke MPOrHO3MPOBAHUS
M3MEHEHUs 3HaUeHUI MoKasaresei Oe30macHoi KCIuTyaranny 3Heprodmokos bemopycckoit ADC Bo
BPEMEHH U TI0 33JJaHHOMY 3HAUCHHIO.

3akioueHne

Co3znanHOEe MPOrpaMMHOE CPEJICTBO B HACTOSIIEE BpeMs HaXOAWTCA Ha dTare BHEAPEHUS B
KOHTPOJIbHYIO (HAA30pHYI0) JHesTenbHOCTh l'ocaroMHazn3opa, 4dYTO IO3BOJIMT IOBBICHTH €€
3pGEeKTUBHOCT IYTEM HCIOJb30BAaHUS IPEUIOKCHHBIX aJrOpUTMOB IpU IUIAHUPOBAaHHM U
OCYIIIECTBICHUH Ha/30pa Ha dTarne 3kciutyarauuu benopycckoir ADC. OHO MOXKET TakKe BBICTYINATh
IPOTOTHIIOM [UIS pa3pabOTKH HOBBIX IIPOIPaMMHBIX MPOIYKTOB AJIS AaJIbHEHINEr0 pa3BUTHS HH(POBBIX
TEXHOJIOTHH B cepe rocylapCTBEHHOIO PETYIMPOBAaHMs NESTEIbHOCTH B OOJIACTH HCIIOJIB30BaHMS
ATOMHOMW SHEPIUU.

SOFTWARE FOR PROCESSING OF INFORMATION IN ORGANIZING OF
CONTROL ACTIVITIES OF GOSATOMNADZOR

S.M. SATSUK, S.V. DROBAT, U.M. RUSAKOVICH

Abstract. The article presents the results of the development of a software tool designed to support
decision-making in organizing of control (supervisory) activities to provide nuclear and radiation
safety during the operation of the Belarusian NPP. A brief description of the components of the
software tool, as well as the main tasks it solves are presented.

Keywords: nuclear power plant, indicators of safe operation, providing of nuclear and radiation
safety.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 004.896

MYJbTUMOAEJBbHBIN MOIX0/I K IOCTPOEHUIO CUCTEM
ITPOAKTHUBHOI'O YIIPABJIEHUA BBIYNCJIIMTEJIBHBIMU PECYPCAMMU

B.B. KPACHOIIPOILINH, A.A. CTAPOBOMTOB

benopycckuii 2ocyoapcmeennuiit ynueepcumem, Pecnybauka Benrapyco

Hocmynuna 6 peoakyuro 05 anpens 2025

AnHOTanusi. B pa0oTe U3JI0KEHBI TPUHLUIBI TOCTPOSHHS M pealu3aludl MPOAKTUBHOM
MYyJBTHUMOJENBHOM  CHCTEMBI  ympaBlieHMs  KpuTHUHBIX  WT-cepBucOoB B yCIOBHAX
HEOTpEeIeICHHOCTH Npo(niIs BHEIIHEH HArpy3Kd U OTpaHUYCHHH 110 pecypcam.

Kniouegvie cnosa: mpuHsTHE pelIeHWH, MH(pOpManMOHHAsA CHCTEMa, IIPOAaKTHBHOE YIIPaBICHHE,
HEOTPEJICICHHOCTh BHEIITHEH HArpy3KH, HEHPOHHbIE CETH, MYIbTUMO/IEJIbHASL CHCTEMA.

BBenenue

Ionnepxka kputuuHbix MT-cepBucoB u cucreM (OaHKOBCKHX, TEIEKOMMYHHKAIIMOHHBIX,
MPOMBIIIUICHHBIX ¥ Jp.) B pa0odeM COCTOSHUHU (C TapaHTUPOBAHHBIM OOBEMOM BBIYHCIUTEIHHBIX
peCypcoB) SBIISIETCS aKTyaIbHOW MPo0IeMoll COBPEMEHHOTO U(POBOTO OOIIECTBA.

HeonpeaeneHHOCTh BHEIIHEH HATPY3KH, OTKA3bl BBIYUCIUTEILHOTO 000pYJOBaHUS PUBOJIAT K
c60sM B paboTe U Aerpafaluy IpOU3BOAUTENLHOCTH KpuTHuHbIX U T-cuctem B nienoM. B pesynbrare
TepsieTCs ONEPaTUBHOCTH 00pabOTKH MH(POPMAIINH U IIPOBEICHUS OAHKOBCKHX U IPYTUX OIIEPAIHA, YTO
B CBOIO OUYEpe/Ib MOJKET UMETh Cephe3HbIE MOCIEACTBUS ((PMHAHCOBBIC TOTEPH, KPYITHBIE aBApUH H T.I1.).

C HacTyluieHHeM 53pbl OOJaYHBIX BBIYMCICHUH MOSBUIACH BO3MOXKHOCTH aBTOMATHYECKU
aJanTHPOBaTh 00BEM BBIUYMCIUTEIBHBIX PECYpCOB KpUTHUYHBIX M T-cucTeM moxa TeKyllylo Harpysky.
[TosiBUNKCHL aBTOHOMHBIE pEIICHUs, CIIOCOOHBIE OMNEPATHBHO VYIPABISATh MacIITaOUpOBaHHEM
kputnueckux U T-cepBucos 6e3 ydacTus yenoBeka.

ABTOMaTH3aLUsl IO3BOJIIET CHCTEMaM B pPEaJbHOM BPEMEHH pearupoBaTh Ha H3MEHEHHE
Harpy3ku, obecrieunBas CTa0MIbHOE KadecTBO pPabOTHl B COOTBETCTBUU C TpeOyeMbIM YpOBHEM
oOciykuBaHHs. ABTOMAaTHYECKOE MacIITaOMpOBaHHE HAMpsIMYIO BIWseT Ha OusHec-lieHHOCTH MT-
CEpPBHUCOB, MTOCKOJIBKY OIPENeIIsieT, KaK SKCIUTyaTallHOHHBIE PacXobl, TAK U Ka4eCTBO 0OCTYKMBaHUS
KIMEeHTOB. TakuM o00pa3oM, pa3BUTHE AaBTOMATHU3UPOBAHHBIX METOJOB YIIPABIECHUS pECypcaMu
SBIISICTCSl BAYKHBIM HaTpaBlieHHEM JUTS 00ecTieYeHUs] HaJIe)KHOCTH U SKOHOMHUECKOH d(D(EKTUBHOCTH
KPUTUYECKU BAXKHBIX CUCTEM.

B o0mem ciydae maciutaOupoBaHUE SBISIETCS 3ajauyeil aBTOMAaTH3MPOBAHHOIO YIPaBIICHUS
BBIYUCIUTEIBHBIMA PECypcaMd TP HM3MEHSIONIEWCS,, BBICOKOJWHAMUYHOM, CIIO)KHOW Harpyske.
W neanbHbIil MEXaHU3M aBTOMAaTHYECKOTO MACIITAONPOBaHUS CIOCOOEH MHHUMH3HPOBATH KaK 3aTPaTHl,
TaK ¥ HapyLICHUs KauecTBa MPEJOCTaBICHUS CEPBUCA.

HecmoTpss Ha aKkTHBHBIE HCCIIEIOBaHHMA B 3TOM 00JaCTH, CYIIECTBYET AOCTATOYHO CHIIBHOE
OTIMYME MEXIy METOJaMH MaclITadMpOBaHUs, Ipe/ylaraéMbIMH B HAy4YHBIX CTaThix U
UCIIOJIb3YEMBIMH B KPYIHBIX POMBIIUICHHBIX HHCTALUTALMAX [1].

[IpoMEIIIIeHHBIE pelIeHrsT M0 aBTOMATHYECKOMY MaclutadupoBaHuro Microsoft Azure [2],
Amazon Web Services [3], Google Cloud Engine [4], Kubernetes Horizontal Pod Autoscaler (HPA) [5]
W JIp. TIOCTPOCHBI Ha OTHOCHTENBHO IMPOCTHIX MOJX0JaX (C BO3MOXKHOCTBIO 3apaHee OINpeNeNiTh
MIOPOTOBBIE 3HAYEHHS), MPEAINOJAaralouX JUHEHHYI0 3aBUCHMOCTh MEXIY pecypcaMH U LeJIEBBIMU
METPHUKAMH.

HccnenoBarennckue pemeHus [6] MeHee aganTUPOBaHbl K MPOMBIIUIEHHOMY HCTOJIB30BAHMIO,
4acTo SBIISIIOTCS Oostee ci1okHBIMU. OHH, KaK MIPaBUII0, UMEIOT OOJIBILIOE YHCIIO TApaMETPOB HACTPOUKU
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U CHeru(UIHbIe 0OCOOCHHOCTH, CBSI3aHHBIC C ()YHKIIMOHHUpPOBaHHEM KOHKpeTHoro tumna MT-cuctemsr
(anpTepHATUBHBIN HAOOp METPHK, 3apaHee 3aJaHHBIC IMOPOTH I METPHUK, CIeIu(UIHbBIe Mpodim
HArpy3KH, XapaKTepHBIE U JAHHBIX CUCTEM H JIP.).

B pabore nmpemnaraercs BapuaHT pa3BUTHS METOJIa AMHAMUYCCKON JIOKAJLHOW alpOKCUMAITUH
[7], ocHOBaHHOTO Ha MynbTUMOETHHOM TIoaxone (DLANNLIB).

MyJabTHMOENbHBIA METOA NPOrHO3UPOBAHUA

C omepaTUBHBIM MIPUHATHEM KOPPEKTHBIX PELICHUH, CBSI3aHbI CIEIYIONIIE KIIOUEBbIE acIIeKThI:

1. AnexkBaTHOCTb MPOTHO3a OCHOBHBIX MAPAMETPOB CUCTEMBI.

2. CKopoCTh TTOATOTOBKH MPOTHO3A.

3. 3a01aroBpeMEeHHOCTh TTPOTHO3A.

Hcnonb3yemble B HacToslIee Bpemsi MOAXOAb! (IO3BOJISIOUIME JIeNaTh MpPEACKa3aHus o
OonpmM BBIOOpPKAM HMCTOPUYECKHX MJAHHBIX) MOTYT B IIpolecce padOTBI TEpSTh KadecTBO
nmporao3upoBanus. Ha HagampHOM »Tame padoThl OHM TPeOYIOT MOATOTOBKHA OOyYaroIiei BBHIOOPKH
JAHHBIX 32 OOJBIION epro HabmoAeHnH. Vcmonb3yoTes 10CTaTOYHO CIIOKHBIE MOJENN HelipoceTe
(nampumep, ciiort LSTM ¢ mamMsiThiO M JIp.), KOTOpPBIE HA JaHHOM Habope AaHHBIX TPEOYIOT UIUTETHHOTO
BpeMeHH 00yYeHUS 1 BRICOKOITPON3BOAUTEIHHBIX PECYPCOB.

B pesynbrare mcciaeqoBaHMi CTaao MOHSATHO, YTO MOJIENb, 3apaHee OOydeHHas Ha OOIbLION
BBIOOPKE, MOXKET MMETh HEIOCTATOUYHYIO 000OINAIOIIYI0 CITIOCOOHOCTh, U HE CMOXKET B PsjC CIydacs
JIaBaTh a/ICKBATHEII MIPOTHO3 711 HOBOTO XapakTepa Harpy3ku. Kpome Toro, Bce KpUTHYHBIE CUCTEMBI
UMEIOT COBEPIIICHHO Pa3Hble MPO(QWIN HATPYy3KH W TTO3TOMY MOJENh, 0OydeHHas Ha JaHHBIX OJHOM
CUCTEMBI, MOJKET He TIOJOUTH JuIs Apyroil. [IpuMep ncrtopuueckux naHHbIX (cpeassis yrunusanus CPU
IO BEIYHUCIUTEIHFHBIM MOTYJISIM 32 4 4. pabOThI CHCTEMBI) TPEICTABJICH Ha puc. 1.

CpegHan 3arpyska CPU no sbivncnnTensHelM MoaynsaM [Experment_AR90.50.60F_APROFILE1_S5 V1]

T

100 1

804

60

%CPU_Util

40

204

Puc. 1. [IpuMep UCTOpUYECKHUX TAaHHBIX PAOOTHI CHCTEMBI
(cpennss yrumusarust CPU 1o BEIYMCIHTEIBHBIM MOIYJISIM 32 4 1.)

B urore nosiBuiachk uies O TOM, YTO HE TaK Ba)XKHO, YTO MPOUCXOJIUIIO C CUCTEMOW B TEUECHUE
JJIUTEIIBHOI'O IMMPOMEKYTKAa BPEMCHHU. Baxno YMETh A€jaTh aAC€KBATHBIC ITPOrHO3bI I10 He6OHLHIOMy
KOJIMYECTBY JAaHHBIX, HAKAINIMBAEMBIX B pP€aJIbHOM BPEMCHHU. O6yT-IeHI/Ie MOJICJIM Ha O3TUX AAHHBIX U
MOCIIEAYIONINE TPEACKa3aHUsl JIOJDKHBI BBIIOJHATHCS JIOCTATOYHO OBICTPO, TMAapauIeIbHO C
HAKOTJICHUEM HOBBIX JIAHHBIX.

dakTHYECKH U CBOIUTCS K TOMY, 4TO B TIpoIiecce paboThl CHCTEMBI PO(HITH HATPY3KH MOXKET
OBITH pa3jienieH Ha HeOombinre obmacTu. M ais kaxxaoi 00acTu 3a BpeMs €€ CYIIECTBOBAHUS MOXKET
OBITH MIOCTPOCHA MOJIEIIb, OITUCHIBAIONIAS €€ MIOBEACHHE 1 TTO3BOJISIONIAs CAeNaTh HA0OP MPOTHO30B, MO
pe3ynbTaTaM KOTOPBIX CHUCTeMa TepeiieT B HOBYIO 00iacTh. Takum oOpa3om, OyIeT HaKarITuBaTHCS
HAOOp Mojesei, KoTopble OyayT MMETh JIYUIIYy0 TOYHOCTh B OONacTH CBoel KommereHiuu. [lo
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CPaBHECHHUIO C TJIOOATBHON MOJENbI0, KOTOpas o0ydyaliach Ha NaHHBIX, MOJTOTOBJICHHBIX 3a OoJjiee
JUTUTEIIBHBIN TIepro ] BpeMeHH. VIuTrocTpanus uaeu npecTaBieHa Ha puc. 2.
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Puc. 2. Pa3nenenue npoduiis Harpy3Ku Ha COCTOSIHUS M BHIOOD JaHHBIX BHYTPH COCTOSIHUS [T IOJTOTOBKH
JIOKaIbHOU MOJEIIN

B paccmarpuBaeMOM ciydae COCTOSHME KPUTHYHOM CHCTEMBI CBSI3aHO C 00BEMOM
BBIYUCIIUTEIBHBIX PECYPCOB, KOTOPBIH TpeOyeTcs sl HOPMaIbHOrO (yHKLIMOHUPOBAHUS CUCTEMBI AJIs
KOHerTHOﬁ Harpys3ku. CocrosiHue OMpeaCIACTCA KOJIUYCCTBOM HCIIOJIB3YEMbBIX BbIYHUCIWUTCIbHBIX
Monyied. JlaHHble A7 TOCTPOCGHUS MOJeNu OepyTcd W3 JIOKAIbHOW BpEeMEHHOH 00JacTH,
COOTBETCTBYIOIIEH KOHKPETHOMY COCTOSIHUIO CUCTEMBl. B KauecTBe METPUKH HUCHONb3YETCA CpeAHee
3HaueHue %CPU 1o Habopy BEIYHUCIUTENBHBIX MOIYJICH.

JlokanbHass BpeMeHHass o0macTh TpeOyeT OTAETBHOTO pPAacCMOTpEHUs. Bpems Ku3HH
KOHKPETHOTO COCTOSIHUSI 3aBUCHT OT XapakTepa Harpy3ku. Ilepexon B Ipyroe COCTOsIHUE ONPEAEISIeTCs
YPOBHEM HM3MEpSIeMOM METPHKH (YPOBHEM Iepexoza). 3aJaroTcs MaKCHUMAJIbHBIA YPOBEHb CpeaHeil
yrunuzanui %CPU 1o BEIYUCIUTEIBHBIM MOYJISIM, IPH KOTOPOM CHCTEMa aBTOMATHYECKH TIEPEXOAUT
B HOBOE COCTOSIHHE C OOJIBIINM KOJMYECTBOM PECYPCOB, © MHUHHUMAJIBHBIH YPOBEHb, IIPH KOTOPOM
CHCTEMa MEPEXOAUT B COCTOSIHUE C MEHBIINM KOJIMYECTBOM PECYPCOB.

JlokannHBIC BPEMCHHBLIC obmactu IJId pa3siIMIHbIX COCTOSTHUM MOTYT HMMCTbH pPa3In4HOC
KOJIMYECTBO OTCUETOB. B 3TO KOJIMUYECTBO JOJIKHBI BXOJUTh OTCYETHI, HEOOXOIUMBIC IS O0yUYCHHS
mognenu. Ha camooOyueHune Takke TpedyeTcs onpeelieHHOE BPeMS.

[MocTpoeHune nMporuo3a B JOKAIBHOW BPEMEHHOM 001aCTH MIPUBOIUT K CIEAYIONIeH 3a1aye:

Ilycte 3amaHa KpuTHYecKas CHCTEMa, KOTOpas MOXKET HaXOAWTHCS B KOHEYHOM MHOXKECTBE

COCTOSIHUI S = {Sl,SZ,..., Sn} , KOTOpbIE OMpEAENAIOTCS BO3/JCWCTBUEM Ha CUCTEMY M YPOBHIMH
HepexoJ0B. B KaX1IoM cOCTOSIHMM S, cHcTeMa I'eHepUpyeT JUCKPETHBIH CHTHAll B BUE€ BPEMEHHOTO
psana X' (i Habopa psigoB). Heo6X0mMO 110 4acTH 3TOro curuana X MoCTPOUTH IPEJUKTOP B BHIE

HEHPOHHOM CeTH, KOTOPBIil IPOTHO3UPYET MEPEX0]] CHCTEMBI B HOBOE COCTOSIHUE S, .

Hns pemenus pmaHHOM 3amaym  ObUT  pa3paboTaH METOHA IWHAMHYECKOH JIOKAIbHOM
anmpokcuManuu HeripoceteBbiMU MojeiasiMu (Dynamic Local Approximation by Neural Network
models — DLANN).

CyTh MeTolia 3aKJIIOYaeTcsl B CIEAYIOIIEM: B IpoIecce PadOThl CHCTEMBI Uil KaKIOTO ee
COCTOSIHUSI CTPOUTCS NpocTasi HelpoceTeBasi MOAENb (C OAHUM CKPBITHIM U OJJHUM BBIXOAHBIM CIIOEM),
KOTOpasi yU4uTCS Ha YacTH JAHHBIX JIOKaJIbHOH BpeMeHHOH obOnactu. [Ipeamonaraercs, yTo Mozuens,
oOydeHHas Ha YacTH JaHHBIX, Oy/IeT aJeKBaTHO JiejaTh IPOrHO3bI IS BCeH JIOKaIbHOU 001acTh (Haest
BocxoauT K mpuHIimny [lapero). B nporiecce o0yueHust 11 Kaxa0H MOJEIN COXPAHIETCS KPUTEPHIA
KadgecTBa oOyueHHs — ommOka Ha Banupaunuu. Ilocie oOydeHus, HAa OCHOBE HOBBIX MOCTYMAIOLIMX
JAHHBIX, GOPMHUPYIOTCS MPOTHO3BI cpenHero 3HadeHns %CPU mo HaOopy BEIYUCINUTEIBHBIX MOAYIIEH
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C 3aJJaHHOM 3a01arOBpeMEHHOCTHI0. DTH MPOTHO3bI CPAaBHUBAIOTCS C YPOBHSAMH IEPEXOIOB, U MIPH HX
JOCTIDKEHUY BhIpabaThIBaeTCs yrpasisiioliee pemenne. Jlanee npouecc noBTopsieTcs.

Jis yripomeHus mapaMeTpsl, KOTOpBIE OIIPEENSIIOT pa3Mep BpPEMEHHOM 001acTH U1 00y4deHHs
1 3a0JIaTOBPEMEHHOCTD, ONIPEIEIISIOTCS 3apaHee U MOTYT OBITh CBSI3aHBI CO CHEUU(PUKON KOHKPETHON
cucteMbl. Bo3MOXXeH aBTOMAaTn4ecKuil HOAOOp MapaMeTpoOB B 3aBUCHUMOCTH OT XapaKTEPHUCTHK
curHana. lcnone3yroTcs HeHpoceTH C OJMHAKOBOM apXUTEKTypod. Bo3MoxeH BapuaHT cC
ABTOMAaTHYECKHM MOI00POM apXHUTEKTYpPHI (HalpuMep, N3MEHEHHE KOIUYEeCTBAa HEMPOHOB B CKPBITOM
ClIoe WK T0OaBJIEHHE CKPBITHIX CJIOEB HEHPOHOB), B 3aBUCUMOCTH OT CJIOKHOCTH CHUTHANa, KOTOPYIO
MOXXHO OIICHHBAaTh KaKOW-THMOO METPUKOW WM WX KOMOWHanued (IucCmepcHel, SHTPOIHEH,
PasInYHBIMU PA3MEPHOCTSIMU U T.1.).

JlonmycTUMBI CUTyaluy, KOTZIa U3-3a Pe3KOH CMEHBI XapaKTepa Harpy3KH, HEBO3MOKHO cOOpaTh
JOCTaTOYHOE KOJIMYECTBO JAHHBIX Il 00y4eHHsI MOJEIH U IIOATOTOBUTH MIPEACKAa3aHUs sl IPUHATHS
yIOpaBISIOLIEro pemeHus. B 3ToM cioydae ynpaBisrolee pelleHHe BbIpaOaThIBAE€TCSI HA OCHOBE
Tekymero cpenHero 3HadeHus %CPU 10 BBIMMCIMTENBHBIM MOIYJSIM, KOTOPOE CpaBHHMBaeTCS C
YPOBHSIMH MEPEX0JI0B (PEAaKTUBHBIN THII).

B pesynbraTte 00beauHEHUS pabOTHl ABYX NPEAUKTOPOB MOIy4aeM KOMOMHUPOBAHHYIO CUCTEMY
yIpaBlieHHsl, B KOTOPOH pean3yeTcsi KOMOMHAIMS PEAaKTUBHOCTH U MPOAKTUBHOCTH.

Ha ocnoBe meroma DLANN Obu1 pa3paboTaH MyJbTHMOJETBHBIA METOJ, HCIOIb3YIOUIHN
oubmmorexy mozeneit (Dynamic Local Approximation by Neural Network models with Library —
DLANNLIB). MeTo 103BoJIsIeT BBIIONHATH aaNTAIMI0 K HOBBIM MATTEPHAM HArpy3KH, CBSI3aHHOM C
HEOMNPECICHHOCTBIO, 33 CUET ampOKCUMAIINH JaHHBIX, IOJIy4YaeMbIX B PEKHME PEabHOTO BPEMEHH C
MTOMOIIIBIO MOZIETIeH HEHPOHHBIX CceTeil. DT MOJENTN BMECTE C METaJaHHBIMH (METPUKHU TI0 Ka4eCTBY
o0ydeHus1, XapaKTepPUCTUKU JAHHBIX) 3aTIOMUHAIOTCS B Iporiecce paboTel B ONOIMOTEKEe MOJIeNel U B
I[aJ'IBHCfIHICM HCIIOJIB3YIOTCA AJId MPOTHO3UPOBAHUA ITPU IIEPEXOAC CUCTEMBI B HOBBIC COCTOSIHUSA.

B omnucanHOM BbIIIE MpPOLECCE MPOUCXOAMUT CO3JAHUE PA3IMUHBIX HEWPOCETEBBIX MOJIEIEH,
CBSI3aHHBIX C OIPEIEJICHHBIM COCTOSIHUEM, KOTOPOE ONpPENEeNseTCs] KOJIMYECTBOM BBIYMCIHTEIBHBIX
Moayield. B kaxkmol Mojaenu MpoUCXOIUT 3allOMHHAHUE XapaKTEPUCTHK KOHKPETHOTO COCTOSIHUS
CHUCTEMBI.

HabGop monerneii coxpaHsieTcsl 1 HaKaIbIMBaeTCs B BUIe OMOIuoTekd. [ COCTOSTHUS MOXKET OBITh
HECKOJIBbKO Mojeneil. [y kaxmoil Moenu coxpaHseTcss MeTpHKa 10 KadecTBY oOyueHus (omulka Ha
BAIMJANMK) M OIIEHKA CIIOKHOCTH CHrHasa. BUOMMOTEKy Mojeneld MOKHO HCIOJb30BaTh ISt
IIPOTHO30B /10 00yYeHHUs HOBOM MOJIENIM B Pa3JIMYHbIX BapHaHTax (yKa3aHbl HE BCe):

A. Mcnonp3oBaHue MOAENH AJSl MPEIbIAyIIero coctosiaus. CaMblid IpocTol crioco® BeIOOpa
mozeiu. He TpeOyercs pacCuuThIBATH HUKAKUE METPUKH TEKYIIETO CUrHaa. Eciu i npeslayiero
COCTOSIHUSI MOJIENIb He ObUIa ITOCTPOEHA, TO TPEIUKTOP IO MOJIENISIM U3 OMOIHOTEKH HE UCTIONB3YeTCsl.

b. Bri6op sydiieir Mogenu A COCTOSIHMSA 1O omuOKe Banugaumu. [Ipu nepexone cucTeMsl B
OJTHO U3 W3BECTHBIX COCTOSHUH MPOUCXOIUT BEIOOP MOAETH U3 OMOIMOTEKH, AJIsl KOTOPOW omnOKa Ha
BaJIMJAallMM UMECT HAUMCECHBIICC 3HAYCHUC.

B. Co3nanue ancam6iisi u3 Habopa Mozesei, KOTOpble COOTBETCTBYIOT OJHOMY COCTOSIHHIO. B
3TOM CiIydae co3maercs aHcamOib (KOMIo3uIms Oe3 oOydeHus) W3 MpPOTHO30B, cymecTByrmux N
MoJIeIel UIsl OJTHOTO COCTOSIHUS, C BECAMH, CBS3aHHBIMU C OIMIMOKAMH BATHAAIIUH

N E.*1
ypredict = Zgi ymodel, , = (1)
i=1 Z E;l
i=1

I'. Coznanne ancamOis U3 HaOOpa MOJIENEH, KOTOPhIE COOTBETCTBYIOT Pa3HBIM COCTOSHUAM. B
3TOM CIIy9ae CO3/1aeTCsI aHCaMOJIh (KOMIIO3HIIHS 6€3 00ydeHHsT) CYIIECTBYIONTUX MOJIEICH I pa3HbIX
COCTOSTHHIA, C BECAMH, CBSI3aHHBIMHU CO CIIOXKHOCTBIO CHTHAJIA.

Bce 3TM BapmaHTBI MOXXHO HCHOJB30BaTh BO BpeMs OOy4YeHHS HOBOH MOIEIHW, B BHUJC
JIOTIOJTHUTEIBHOTO TPEAUKTOpa, KOrjaa MOJAEb IS TEKYIIero CUrHaia emie He rorosa. Ha puc. 3
CXeMAaTUYECKH ITOKa3aHbl 00JIacTH JaHHBIX, KOTOPBIC HGOGXOIII/IMI)I IJI BBIIIOJIHEHUA ITIPOTHO30B C
MTOMOIIIbIO OMOIMOTEKH MOJIEIICH U JITISl CO3/IaHVsI HOBOM MOJIEIH JISI COCTOSTHHSL.

Hcnonp3oBaHue OHOJIMOTEKH MOJEICH IOBBIIIAET OINEPATHBHOCTh IPOTHO3UPOBAHMS, T.K.
MO3BOJISAET MOJYUYUTh YIPABIISIOIIEE PEIICHUE 0 TOTOBHOCTH MOJIEIH, KOTOpas OOYUYHUTCS Ha TaHHBIX
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JUIS. KOHKPETHOTO COCTOSIHUS. JTO WIar Mo ONEPaTUBHOCTH B CTOPOHY PEAKTHBHOTO THUMA, HO C
BO3MO>KHOCTBIO MCTIONIB30BaHMUS 3HAHNH, KOTOPBIE OBUIH HAKOILIEHBI CHCTEMOM B TeUE€HHE TPEABIIYIIIX
COCTOSTHUM.

350

—— State 0

300

Kon-go oTcyeTos, Heobxoanmoe
250 AnA 3anycka obyyexns moaenu
ANA COCTOAHNA

ANA BbINONHEHUA NPOrHO3a NPeaAnKTOpOM
w3 6bubnuorekn mogenen

|

200 Kon-8o oTc4eToB, Heobxoanmoe J

MeTtpuka
-
o
o

100 4

50

0 20 40 60 80 100 120 140
Orcyersl

Puc. 3. Paznenenue nmpoduis Harpy3ky Ha COCTOSIHUS M BRIOOD JaHHBIX
BHYTPU COCTOSTHUS JIJIs1 TIOJTOTOBKH JIOKAJIHHOU MOJIEIH

Coznmanne mpeaukTopa W3 Habopa MOJelell MOXKHO paccMaTpHBaTh KaK CaMOCTOATEIBHYIO
3agauy. Kak ObIIO MOKa3aHO BBINIE, TAKUX BAPHAHTOB MOKET OBITH JOCTATOYHO MHOTO. B TOM umcie
MOYKHO HCIIONIb30BaTh OTHENBHYIO HeHpoceTb, KoTOopas OydeT NpOHM3BOAMTEH KIAaCCH(PHKAILIUIO
MATTEPHOB W BBIOMPATH TOJAXOMSIINE MOCIH IS co3fanus npenukropa. Co BpeMeHeM OHOIHOTeKa
MOJIeJIeH YBEIIMYMBAETCS, MOXHO TIPEYCMOTPETh MEXaHU3M 3a0bIBaHIISI, OCTABIISS JTyUIIIHE MOJICIIH.

Onenka KavyecTBa ynpaBJeHUs!

I[J'ISI OLICHKMW Ka4deCTBa YIPaBJIICHUSA PACCMOTPUM 3aJady, I'IC LCJICBasa (bYHKI_II/IH OTpaxxact
KOMIIpDOMHUCC MCKAY OHTHMH3aHHGﬁ 3aTpaT Ha BBIYUCIIUTCIIBHBIC PECYPCbl U BBINIOJIHCHHUEM

TpeboBaHuii K ypoBHIO oOciyxuBaHus SLO. Ilepemenssle 3agaun: Q(t) — JIMHaMHUYECKH

HU3MCHAIOLIAACA BHCIIHAA HArpy3ka Ha CHUCTEMY C HCEOIPEACICHHOCTBIO, Rk (t) — KOJIMYECTBO
BBIYUCIHUTECIBHBIX PECYPCOB, BBIJCIICHHBIX CHUCTEME Ha k-TroM miare (pecypcm CHUCTEMBI MCHAIOTCA

JWCKPETHO, CYHUTAeM, 4TO K-My IIary M3MEHEHHs COOTBETCTBYET COCTOsHHE S, ), Cost(Rk (t))
CTOMMOCTB HMCIIOJIb30BaHUs pecypcoB Ha k-rom mare, SLO, (t) — merpuka ypoBHS 06CITy*KHBaHMS Ha
K-tom miare, Violation(SLOk (t)) — wtpad 3a HapyiieHue ypoBHs oociyxuanus SLO. COSt(Rk (t))

u VioIation(SLOk (t)) HOpMUPOBaHbI B uHTEpBasie [0,1] cymmapHo 1o BceM cocrosnusam S, . Llenesas

(GYHKIUS, KOTOPYIO HY>KHO MHHUMH3HPOBATh
argmin(xZN:Cost(Rk [A(Q(1)])+a- X)ZN:Violation(SLOk [A(Q(t))])j , 2)

npu OIrpaHNM4YCHUH Ha CKOPOCTH HU3MCHCHHSA PCECYypCOB |Rk —Rk71|S'Y, ra¢ y — MAaKCHUMAJIbHOC

JIOITyCTUMOE U3MEHEHUE PECYPCOB.
B wurore 3amava cBenack K MUHMUMHU3ALMH LIEIEBON (QYHKIMH, KOTOpas AOCTHIAaeTCsl BBIOOPOM
ONTUMAJILHOTO anroputMa A, pabora xoTtoporo nopoxkgaer N COCTOSHUH cHUCTEMBI, IPH BHELIHEH

Harpyske Q(t) C HCOIIPCACICHHOCTBIO. TouHoe peuicHue ,I[aHHOﬁ 3aa4u Mbl IIOCTPOUTH HC MOKEM,
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MO3TOMY TpeIaraeTcsi CTPOUTh SBPUCTHUYECKHN allTOPUTM, OLICHUBAIOIIMH LeneBytlo GyHKuumo. 13
MHO>KECTBA aJITOPUTMOB BBIOMPAEM TOT, KOTOPBIN JOCTABIISIET MUHIMYM LIEJIeBON (DyHKITHH.

Harpy3ouHnas cucteMa 03BOJISIET MTOTYYUTh YCPETHEHHYIO CTATHCTUKY 110 BPEMEHHU OTKIINKA Ha
OJIMH 3ampoc B UHTEpBaje ycpenHeHus 5 c. BBegem OmHapHBI WHIMKATOP mTpada Ui CUCTEMBI B
CITy4ae TPEBBIIICHUS CPEIHETO BpEMEHH OTKIIMKA 32 5 C B CIEIYIOIIEM BHUJIE

g |1 R>R, .
"lo if R <R’ ®)

rae R’ — cpenHee Bpems OTKIHKA 3a 5 ¢, R — 3aaHHOE MAKCHMAIIbHOE BPEMsl OTKIIHKA.

Iycts N — oOmiee 4MCIO 5 C HHTEPBATOB 3a BPEMs KH3HH At COCTOsHHA S, Torma
]
cymMMapHoe yucno mrpados 3a At;, CyMMapHOe YHCIIO WTPA(OB MO COCTOSHUSIM U HOPMUPOBAHHBIH

mTpad
NA(J‘

Vnorm :L’ V :ivm_, VAtv = ZBJ ' (4)
Nmax R l =

N
rae N, — obuee yncno 5 ¢ MHTEPBAIOB BO Beex coctosnmsax S, @ N = Z NZH .
j=1

OneHnM CTOMMOCTB PECYpCOB COCTOsIHHSL S; 3a Bpems ku3HH At, xak C,At,, tme C;, — umcno
BBIYUCIIUTEIILHBIX MOJYJIeH cocTosiust S;. CyMMapHasi CTOMMOCTb PECYpCOB M HOPMHPOBAaHHAsS 10

BCEM COCTOSAHHAM

C

, 5
C,.At ©)

N
C :chmj, crm =
=

rae C . — MakCHMAaJIbHOE YHMCJIO BBIYMCIMTENLHBIX MOAYJIEH U Al — CyMMapHOE BPEMS KU3HHU BCEX

N
cocrosuuit S;: At= ZA'{ ; - B urore, ¢ yuerom (2) — (5), mosydaem CIeayronIylo LEIEBYIO (QyHKIUIO
j=1

JJId OLICHKH Ka4CCTBa YIIPaBJICHUSA

5
N
Atj

Sca I

F=i 1 [+-2)| 52—, (6)

Cow DAL, DN
j=1 i=1

CpenHee BpeMsi OTKIMKA Majlo MHPOPMATHBHO, UCTIONB3YeM 95 MPOLEHTUIb BpEMEHH OTKITHKA.

MopgeabHasi cucTeMa

MogenbHas cucteMa MpeicTaBisieT co00il HAO0Op BBIYMCIMTENBHBIX MOJYJEH, Ha KOTOPBIX
(YHKIIMOHUPYIOT HMHCTAHCHI TMPHUKIATHOTO IPOTPAMMHOTO OOECIIEYeHHs, MEXIy KOTOPBIMH
OCyILIECTBIIsieTcsl  OalaHCHMpOBKAa BHEIIHUX 3ampocoB. CucTeMa MOAJEPXKHBACT MEXaHU3M
MacmTabupoBanus. i reHepany 3arpocoB HCIONB3YETCs HArpy3ouyHas CHUCTEMa, MO3BOJISIOIIAS
3a/1aBaTh HArpy3Ky M MOJIy4aTh CTATUCTUKY 11O 00pa00TaHHBIM 3aIIpOCaM.

Kparko omumem ocHOBHbIE OJOKM cHucTeMbl. B KadecTBe BBIYMCIMTENBHBIX MOJIYJEH
ucnoan3yercs Docker Compose [8]. Jlj1s 6aaHCHPOBIIMKA HArPY3KU 110 KOHTEHHEpPaM ¢ HHCTaHCAMHK
NpHUKJIagHOTO web cepBuca ucnoibdyercs HAProxy [9]. Web mnpunokeHue peann3oBOBaHO Ha
nomyssipHoM  pperiMBopke echo.labstack [10], Ha s3pike Go [11]. MHcTaHCH cepBHca peanu3yroT
¢ynkumonain B Buse REST API. lng renepaunu Harpy3ku ucnonbssyercst Locust [12], HanucanHbli Ha
Python [13]. Ha puc. 4 npencraBiieHa cxema CUCTEMBI.
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Model System of Critical Web Services

Compute Module 1 (container)

Instance 1 of web service

- [REST enpoints]
% echo Go
Balancer
Workload Generator hete »
© LocusT & python queries ' ee-
- H 1APROXY
5. . Compute Module N (container)
W docker W docker

fecscssmamsans

mmmemeanaanaf Instance N of web service
[REST endpoints]
i echo GO

Puc. 4. Cxema MoAeIbHON CHCTEMBI

Ipoduau Harpysku

s kakmoro mpoduiis co3JacTcs CBOM TECTOBBIM Kiace Ha Python, koropwlii peanmusyer
MEXaHM3M IIO3TAITHOTO YIpaBiIeHHUS Harpy3koil. s reHepanun cuHTETHYEeCKHX npodmiei B Locust
Hanucad ckpunt Ha Python, KoTopblil Ha BX0Z NOTydaeT onMcaHKUEe TANOB B BUAE CIHMCKA CIIOBApei, B
KOTOPOM OIIPEACIIAIOTCA NIMTEILHOCTH 3TAIOB, IIEJIEBEIC q)yHKHI/II/I, LIUpUHA JUCIIEPCUH, q)yHKum[ IJIsL
W3MEHEHUs Aucriepcuu U np. [nsa renepaunu npoduiell Ha OCHOBE peallbHBIX JAaHHBIX peai30BaH
ckpunt Ha Python, koTOpbI MO3BONIAET (HOPMHUPOBATE CTPYKTYPY STANoB VI 3aIlyCKa HAarpy3kKd B
Locust. Ha puc. 5 m 6 mpencraBieHsl MpOo(UIN TOIH30BATEIHCKOW HArpy3KHd "TpeyrolbHUK" H
"TpeyroyibHUK ¢ IryMOM" U IrpadMKHU LIENEBOH METPHKHU UL COCTOSIHUA S, .

Mpodmns narpyskn: PROFILE2
&00 -l pyaka

Cocronnme SO: I pathvk %CPU_ULl

o O

6

[losba0RaTENM
3
CPenuan yTMANIALUA NG BLMHCAUTENLHLIM MORYARM

0 0 100 150 200 20 00 300 100
Bpews {cexynnpl) x10 OTeueTL [1 0TeueT - 2¢]

a 6
" "e. % .
Puc. 5. IIpodune Harpy3ku "TpeyroibHUK": @ — I3MEHEHHUE YHCia MMoJIb30BaTeiell B TedeHnu 1 9; 6 — rpaduk
%CPU_Util 1ns coctosiuust S, JUIMTEIBHOCTBIO ~ 7 MUH

MNpothvne Harpy3kn: PROFILE2_DISP_20 Cocrosnme SO: Mpacuk %CPU_Ul

H

600 - Harpyswa oAU

&
2

NankaosaTenn
5

CPenuan yTMANIALUA NG BLMHCAUTENLHLIM MORYARM

0 0 2100 150 2m 230 100 350 u
Bpemst {ceryrapt) x10 OTcueTwl [1 oTeueT - 2¢]

a 6
Puc. 6. [Ipodwite Harpy3ku "TpeyrobHUK ¢ IIyMOM'': @ — U3MEHEHHUE YHUCIa MOJIb30BaTeNe B TeueHun | 4; 6 —
rpacduk %CPU_Util anst cocTostHus S, JUIMTENEHOCTBIO ~ 7 MUH

[Ipodwie Harpy3ku Ha puc. 7, OCHOBaHHBIA Ha pealbHBIX JaHHBIX [14], OomMCHIBaeT YUCIO
M0JIb30BATEIILCKHX 3apocoB B enunuily Bpemenn (RPS — Requests per Second) k pa3iniyHbIM pydkam
web cepBuca Kocmuueckoro niearpa HACA um. Kennenu Bo @nopune (NASA Kennedy Space Center)

24



3a 24 gaca 6 utons 1995 r. JlanHsle mpeacTaBieHsl B o0mumid 1ocTyn B pernosutopun Internet Traffic
Archive Ha caiite HantmonansHo# aboparopun um. Jloypenca B bepxmu (Lawrence Berkeley National

Laboratory) [15].

KonunyecTtBo 3anpocos 3a MUHYTY (1995-07-06 00:00:00 - 1995-07-06 23:59:59)

175

= =
~ o N
v o «

KonuyecTeo 3anpocos

w
1=}

25

Bpems

Puc. 7. 3anpocs! nosp3oBateneii kK web-cepBepy
Kocmuueckoro niearpa Kennenn HACA Bo @nopuze 6 utons 1995 .

Ucxomgueit mpodmne Obm cxkar ¢ 24 gacoB nmo 4 yacoB, oTmacmTabupoBaH mo 600
MoJIb30BaTeNicH, MpeoOpa3oBaH B Harpy3o4Hblli npodwmib mis Locust. Ha puc. 8 mnpexncraeieH
MOJTyYUBIIMKCS TPOdUIIb monb3oBareiabckoi Harpy3ku "HACA 06.07.1995 4H" u rpadux neneBoi

METPHUKH JUIs COCTOSAHUS S, .

Mpothuns Harpyskn: APROFILEZ

CocToanue $13: Mpadux %BCPU_Util

Monbzoeatena

CREQHAR YTVAMIALIAA NG BEMHCIUTENLHLIM MOYARH

1000 L1200 1200

500
Bpern (cerynu) x10

800

a

e

a0
Oreueri [1 oTeser ~ 2c]

0

Puc. 8. TIpoduns Harpysku "HACA 06.07.1995_4H": ¢ — usmMeHeHue ymcia moJjib30BaTesci B TeueHun 1 u;
6 — rpacux %CPU_Util s coctosuus S, UTHTETBHOCTBIO ~ 3 MUH

KOMﬁHHHpOBaHHaH CHUCTEMA yIIPABJICHU S

Jlnst ynipaBiieHus pecypcaMu MOJCIbHOW CUCTEMbI ObLI pa3paboTaH areHT, KOTOPBIN B pealbHOM
BPEMEHH IIONTy4aeT JaHHbIE YTWIM3AIMUA BBIUYUCIHUTENBHBIX MONIYyNIEH M TNPUHUMAET DEIIeHHE O
MacCIITa0OMPOBAHUH YTPABISIEMON CHCTEMBL. ATEHT HCIIONB3YeT KOMOWHAIMIO PEaKTHBHOTO U
MIPOAKTUBHOTO yTpaBiieHUs. [Ipr 3TOM 17151 KaKIOTO COCTOSHUS YIIPABIISIEMOM CHCTEMBI aBTOMATHICCKH
(hopmupyeTcs BBIOOpKa JAaHHBIX, Ha KOTOpOW oOydaercs HeipocereBas Mojenb. JlaHHas MOJIENb
COXpaHseTcs B OMOIMOTEKY MOJIeIeH, BHIIOHSIOTCS PEeACKa3aHus apaMeTPOB YTHIIU3AIUN PECYPCOB
pa3HbIMU IIPEIUKTOPAMH (HAa OCHOBE O0YUEHHOW MOJIEH U OUOIMOTEKH MOJIEICH ).

ATeHT cpaBHUBaeT TEKYIIHWE NaHHBIE CPETHEH HArpy3KH IO BBEIYHCIUTEIHHBIM MOIYJISIM U
Pe3yNbTaThl MPOTHO3a I KOHKPETHOTO COCTOSIHUSL CHCTEMbI M MTPHHUMAET pelieHne 00 M3MEHEHHH
COCTOSTHHSI. APXUTEKTYPHO CHCTEMa COACPKUT 6 OCHOBHBIX MOIYJICH, KOTOPBIE MPEACTABJICHBI Ha

puc. 9.
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Workload Generator

@ python

@ docker

Y

Balancer
APROKY

@ docker

Model System of Critical Web Services

Compute Module 1 (container)

Instance 1 of web service
p [REST enpoints]
§/ echo Go

State Change Module
A python

=

Combined Proactive
Management System

Monitoring Module

A
A @ python p
b

Compute Module N (container)

Instance N of web service
[REST endpoints)
i echo GO

Dispatch and Decision
Making Module
@ python

Learning Module
OPyTorch @ python

%dccker

Yy

¥

x
L

Prediction Module

f«
OPyTorch @ python

Library Module
@ python

A

x x
v ¥

<

metadata model files

Puc. 9. CtpykrypHas cxema KOMOWHHPOBAHHOW CHCTEMBI yIIPABICHHS

Mopaynap MOHHTOpMHTa, OTBEYaeT 3a cOOp METPHK HPOM3BOAMUTEILHOCTH BBIYHCIUTEIBHBIX
MOJIyJIeH CUCTEMBI U T0OaBJIeHNE/yIaJleHHe HOBBIX METPHUK (TIPU U3MEHEHUH COCTOSIHUS CUCTEMBI). Jlist
cOopa MeTpuK (Kaxaple 2 ¢) UCHojb3yercs oubnmuoTeka joblib [16]. Moaynbp U3MEHEHUSI COCTOSIHUS,
OTBCYACT 3a OTIIPABKY YIPABIAIONIMX KOMaHA W KOHTPOJb KOPPEKTHOCTH MU3MCHCHHSA COCTOSHMUA.
Monynbs qucneTdepu3anyi U IPUHATHS PEIICHUH SBIeTCS HeHTpaTbHBIM. OH M OCTAJIbHBIE MOIYIIH
peanmzoBaHbl Ha Python.

Mogaynu oOydeHHs W TIPOTHO3UPOBAHUS WCHONB3YIOT Oubmuoreky PyTorch [17]. Monmyns
o0y4eHus co3aaeT MoIeNn HelpoceTel 1o HabopaM AaHHBIX AJISl Pa3IYHBIX COCTOSIHUH yTpaBisieMoi
CHCTEMBI M COXpaHSeT Mojenu B OmOmmoTeky mozenedl. Kaxmas mopmens KoAMpyeTcss MHISKCOM
coctosiHus. Moy IPOTHO3UPOBAHHS IO MHIEKCY 3arpyKaeT MOJIeNN 13 OUOIHOTEKH HEMPOCETEBBIX
MOHCHCﬁ U BBIIIOJIHACT IPOTrHO3bI YTUIIN3AlUU C OHpC}IeJ’ICHHOﬁ 3a6ﬂaFOBpeMeHHOCTI)IO AT pa3iiInIHbIX
COCTOSTHUH ympaBisieMol cuctembl. [l XpaHeHHsI MeTagaHHBIX Mozeneil ucmonb3yercs bl SQLite
[18]. B3aumogpeiicTBue Mexay HpolleccaMy Pean30BaHO C MOMOINBI0 OnOmmoTrekn multiprocessing
[19]. Cxema B3auMOAEUCTBHS MPOLIECCOB KOMOMHMUPOBAHHON CUCTEMBI YIIpaBJICHHsI TIpE/ICTaBlIcHa Ha
puc. 10.

4 model_list_q J\'
-
P model_state q \-

Trainning Process

model_result_q () b lib_add_q
. lib_list_q -
Library Process
—/ lib_state -
Main Process {  state_q
- lib_models_q »
ﬁ{ predict_file_q |
\ predict_list_q ~
Predict Process
predict_state_q |
1T _state q

3 predict_result_q ¥

1\ predict_lib_models g [
1: predict_lib_list_q O-
1 predict_lib_state_q L |~
1 predict_lib_result q( /"

Puc. 10. Cxema B3auMOICHCTBHS MPOIIECCOB KOMOMHUPOBAHHOM CHCTEMBI YIIPaBICHHUS

Predict Library
Process

OnucaHue IKCNEPUMEHTAIBHON CpeAbl U Pe3yJIbTAThI TECTOB

MonesbHast CUCTEMa, CepBUC OATaHCUPOBKH, HArpy304Has cuctemMa QyHKIMOHUPYIOT B Docker-
KOHTEHepax Ha BUPTyalbHOM Marmie o yrupasiennem OC cemeiicta Linux — Ubuntu 22.04.1 LTS.
Cucrema ympasiieHus: pa3BepHyta HernocpeactBeHHO B OC. TecTsl MpOM3BOIUINCE HA Pa3IUYHOM
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¢usnueckom obOopynoBannu. DUHANIBHBIE TECTHl NPOBOAWINCH Ha BHUPTYAIBHOW MAaIIWHE C
napametrpamu: vCPU — 8 smep, O3Y — 16 I'b.

KayectBo  paboTel ~ KOMOMHHMPOBAaHHOM  CHCTEMBl  YNPaBACHUA  aBTOMATHYECKUM
MacIITaOMpOBaHUEM OLICHWBAEM C IMOMOLIBIO paHee OMMCaHHOW MeTOAWKHU. Vcmonb3yeM MeTpuKy
KayecTBa F C peryampyeMbIM BeCOM A JUIsl YTOUHEHMS >KETa€MOT0 COOTHOIIEHHSI CTOMMOCTH U
mrpada. B kadectBe moporoBoro 3HaudeHus Ans wTpadyoomed (QyHKOHH MO0 BPEMEHH OTKIIMKA
ucnons3yeM 24 Mc. Jlns pacuera MakCMMaabHOM CTOMMOCTH ucnonsdyeM C  =6. B skcnepumMenTax

WCTIONB3YIOTCS 3 poQwiIs Harpy3KH, B Tabi. 1 mpeacTaBIeHo KpaTKoe OMHCaHue.

Ta6a. 1. Onucanue npoduieii 1 HECKOJbKUX THIIOB HATPYy3KH

TIpodune Harpy3ku Onwucanue npoduis Bpewms, u

TIpodws "Tpeyronpauk" 6e3 nucnepcuu. BospacTaronias uHeWHas
PROFILE2 Harpy3ka oT 1 go 600 mosnbp3oBarenei B Teuenre 30 MUH 1 yOBIBatoIIas 1
JMHelHas Harpyska ot 600 no 0 nonb3oBateneil B TeueHue 30 Mun
[poduns "TpeyroapHUK" ¢ cydailHBIM OTyMOM. Bo3spacTaromias
JIMHEIHAs Harpy3Ka co CIly4alHBIM IryMoM oT 1 10 600
noJp3oBaTesneld B TeueHne 30 MuH 1 yObIBaromIas JHHEHHAS Harpy3Ka
co ciyvaiiHeiM myMmom oT 600 1o 0 nonb3oBarenei B TeueHue 30 MUH
IMpodms HACA 06.07.1995_4H. OcHoBaH Ha peaqbHOU Harpyske,
OITHCHIBAIOLIEH 3aMpOoCh MOJIb30BaTENeH K Web-cepeepy
Kocmuueckoro uenrpa um. Kennenu HACA Bo ®nopune 6 urons
APROFILE1 1995 r. Ucxomublii mpodiib ObLT CKatT ¢ 24 4acoB 10 4 4acoB U 4
orMacmTabupoBad 10 600 moss30BaTenei (Ipu 3TOM HCXOIHOE
KOJIMYECTBO OTCYETOB OBUIO COXPAHEHO) U PeoOpa3oBaH B
Harpy304HbIid npoduis 1 Locust

PROFILE2_DISP20

Kaxxgprii mpoduinbe TecTupoBaics Ha 3-X Pa3MYHBIX alToOpuTMax. B Ha3BaHWW anropuTMa
3aKOJIMPOBaHbI OCHOBHBIE MapaMeTphl padoThl. PacimdpoBka kojaa mpeacTaBiicHa B Taoi. 2. B kax o
TpyIe TECTOB, COOTBETCTBYIOIIUX OIMpPENEICHHOMY MPOQUII0, TECT C PEaKTUBHBIM AITOPUTMOM
paccmaTpuBaeTcs Kak 6a3ucHbIi. PaboTa Ipyrux anropuTMoB CPaBHUBAETCS IO METPUKAM KauyecTBa C
0a3MCHBIM aJITOPUTMOM.

Tab6n. 2. Pacuun¢gpoBKa Koga aJirOpuTMoOB

Ko [opor ITopor [Tepuon
R A a Tum no0aBieHws, yIAJIeHHS, cTabunIM3aIum, ¢
TopHT™ %CPU_Util %CPU_Util
AR90.50.60 PeakTuBHBIH 90 50 60
AR90.50.60F | T'ubpuamsiii (Peaxtususiii + DLANN) 90 50 60
I'uGpunnsrii (PeaktuBubiii + DLANN +

AR90.50.60F DLANNLIB camast mpocTast peann3arist 90 50 60

NNL_LM

- Last Model)

B Tabx. 3 npeacraBieHb! pe3yabTaThl IKCIEPUMEHTOB pabOThl aBTOMAaTH3UPOBAHHON CHCTEMBI
yhpaBieHus JJisi 3-X pa3iuyHbIX Npoduiei Harpy3kd. MeTpuKH KadecTBa PacCUMTHIBAIHMCH TOCIIE
IIPOBENICHUSI 3KCIIEPUMEHTOB, UCXOMs W3 IOJIYYEHHON CTATUCTUKM HArPY30YHOM CUCTEMBI M JIOTOB
paboThI CHCTEMBI YIIPABICHUS.

Tab6n. 3. Pe3yabTaThl 9KCHEPUMEHTOB ¢ 3 THNAMHU HATPY3KH

HopmanuzoBaHHble Ienesas dyncis

[Tpoduinp Harpy3Kku Ha3Banue anroputma 3HA4YCHUSA i
cnorm ynorm 2F1/2 F1/3 F2/3
AR90.50.60 0.387 0.727 1.115 0.501 0.351
PROFILE2 AR90.50.60F 0.434 0.515 0.949 0.461 0.367
AR90.50.60FNNL_LM 0.463 0.467 0.930 0.465 0.377
AR90.50.60 0.382 0.793 1.176 0.519 0.350
PROFILE2_DISP20 AR90.50.60F 0.431 0.544 0.975 0.469 0.366
AR90.50.60FNNL_LM 0.420 0.595 1.015 0.478 0.362
AR90.50.60 0.341 0.732 1.073 0.471 0.336
APROFILEL AR90.50.60F 0.349 0.699 1.048 0.466 0.339
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| | AR90.50.60FNNL LM | 035 | 0668 | 1024 [ 0460 | 0341 |

Puc. 12-14 wucnons3yroTcs B KadecTBe WJUIIOCTPAlMM PAa3NUUMil pabOTBl alrOpPUTMOB IS
npoduneit Harpy3ku PROFILE2, PROFILE2 DISP20, APROFILEI. liBerom nokazaHbl JaHHBIE OIS
Pa3JIMYHBIX COCTOSIHUH.

Puc. 12. Unmoctpanus pabotsl anroputmoB it npoduist PROFILE2: a — AR90.50.60;
6 — AR90.50.60F; ¢ — AR90.50.60FNNL_LM

Anamm3 pesynsratoB s npoduns PROFILE2 mokassiBaeT, 94TO MO cyMMe HOPMHUPOBAHHBIX

MeTpUK cTouMocTH M mTpadoB 2F, cambiM 3((hEeKTHBHBIM OKa3alcs alropuIM ¢ OuONHOTEKOH

mozneneit DLANNLIB. On npumepno Ha 20 % nydiie peakTHBHOTO M Ha 2 % mydIie anropurMa
DLANN.

Ecmn CpaBHUBATh 110 OTACJIbHBIM MCTPUKAM, TO CaMbIM 3KOHOMHBIM IIO pECypCaM, KaK H
0’KHJIANIOCh, SIBIISIETCS. pEaKTUBHBIN anroput™, Kotopslii 3koHoMHee DLANN Ha 12% u DLANNLIB Ha
20 %. Ilo mwrpadam a1 BpeMeHU OTKIHMKa caMbIM JTydminM okasajicst DLANNLIB, koTopslii moutu Ha
57 % myuie peakTuBHOrO anroputma u Ha 10 % syume DLANN.

Jnsa ueneBoit ¢pynkuuu F,, ¢ GonbmMM BecoM B CTOPOHY IITPadoB, JYYIIUMH HOYTU C

ONMHAKOBBIMH pe3ynbTaTamMu okazannch DLANN um DLANNLIB, kortopsie mpumepHo Ha 8 %
s¢dhexTHBHEE peaKTUBHOTO.

SBAN FOSIPD8 S 0D 0 TN W 50 L4503 30,63 SHGE 1 ISP 36 831 SR 1652 TR T DN U WS M T 890 30.63° FASFLEL D% 3

Puc. 13. Mimmroctpanus padoTs! anroputMoB s npoduiast PROFILE2_DISP20: a — AR90.50.60;
6 — AR90.50.60F; ¢ — AR90.50.60FNNL_LM

Amnanu3 pesynbrato st npoduiiss PROFILE2 DISP20 noka3ssiBaet, 4To 110 11e/1eBOM (QyHKITUU

2F,, cambiM >dextrBHBIM OKazancs DLANN. On npumepHo Ha 21% sydine peakTHBHOrO 1 Ha 4 %

ayumie DLANNLIB.

Haunbonee 3KOHOMUYHBIM 10 pecypcaMm, SIBISETCS] PEaKTHBHBIM aJrOpUTM, KOTODPBIH OKazajcs
sxonomruHee DLANNLIB na 10 % u DLANN Ha 13 %. [1o mTpadam no BpeMeHH OTKIMKa CaMbIM
myumnM okazancs DLANN, koTopslit moutn Ha 46 % mydille peakTUBHOTO alrOpUTMa M Ha 9% myuie
DLANN.

Hns uenesoit ¢ynkumu F,,, dydmmmu 1modyTH ¢ OAMHAKOBBIMM Pe3yJbTaTaMU OKa3alHCh

amroputMbl  DLANN u DLANNLIB, kortopsie mnpumepHo Ha 10% okazanuch 3¢¢exTuBHEe
PEaKTHBHOTO.

Puc. 14. Unmoctpanus pabotsl anroputmos juis npoduins APROFILEL: a — AR90.50.60;
6 — AR90.50.60F; ¢ — AR90.50.60FNNL_LM
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Ananus pesynsratoB s npoduns APROFILE] noxassiBaet, uto o neneBoit ¢pynkuun 2F,,

cambiM 3¢ dexTrBHBIM okazancs anroputM DLANNLIB. On npumepro Ha 5 % mydine peakTHBHOTO U
Ha 2 % nyume amroputM DLANN. Hambomnee sKOHOMHBIM TIO pecypcam, SIBISIETCS PEaKTHBHBIN
anroput™, kotopbiii skoHomHee DLANNLIB na 4 % nu DLANN Ha 2 %. Ilo mtpadam mo BpemeHu
OTKJIMKa caMbIM Jy4yimnM okazancds DLANNLIB, xotopsiit moutu Ha 10 % nydine peakTHBHOTO
anroputMma 1 Ha 5 % sryume DLANN.

Hna nenesodt ¢ynkumu F,, mydmumu (IOYTH C OJMHAKOBBIMH PE3yJbTaTaMH) OKa3alHCh

anroputMbl DLANNLIB u DLANN, kotopbie npumepHo Ha 2 % 3ddeKkTuBHEE PEeaKTUBHOTO.
[lomy4yeHHble pe3ynbTaThl IOKa3bIBA€T, 4YTO aITOPUTMBIL, paboTalolIMe XOpOoUIo Ha

CHUHTETHYECKHUX JaHHBIX, CEPbE3HO CHIDKAIOT CBOO 3((EKTUBHOCTD HA CIIOKHO YCTPOSHHOM Npoduie,

OCHOBaHHOM Ha peasbHoOi Harpyske (¢ 20 % 10 5 % no nenesoii Gpynxuun 2F,). Ho BMecTe ¢ TeM 1o

BPEMEHH OTKJIMKA OcTatoTcs mpuMepHo Ha 10 % addexTuBHEE peaKTHBHOTO alNrOpUTMA.

Ba30BeIil PEAKTUBHBII aITOPUTM COXPAHSIET CBOE MPEUMYIIECTBO 110 SKOHOMUU pecypcoB. Ilpu
stoM anroputm DLANNLIB B camoii mpocToii KoHQUrypauuu (C HCHOIb30BAHHEM MOACTH IS
TPEABIYIETO COCTOSIHUS) IEMOHCTPUPYET JTyUIIHe TIOKa3aTeH Mo OOIBIINHCTBY METPHK KadecTBa Ha
Harpy3Ke, MPUOIMKEHHON K PeaTbHOM.

3aKkiIouyeHne

B crathe paccMoTpena mpobiema, CBs3aHHasi C YIMPaBICHUEM BBIYMCIHUTENBHBIMU pPecypcamu
kputuyHoro M T-cepBuca B ycIoBUsIX HEOMPEACICHHOCTH BHEIIHEW HATPY3KHU.

IlpennoxkeH OpUTHMHANBHBIA MYJIbTHUMOJEIBHBIA MOAXOA (C HCIONb30BaHHEM OHONIHOTEKU
Mojielield) K MPOTHO3UPOBAHUIO YIIPABIIAIONIETO PEIICHNUS, TTOBBIIAIONINN aTanTallHOHHbIE CBONCTBA U
yCTOﬁ‘-IHBOCTI; ynpaBnﬂeMoﬁ CHUCTEMBI. HpOBCILCHLI SKCIICPUMCHTAJIbHBIC HUCCIICJ0BaHMus,
MOATBEPXKAIONINE PA0OTOCIOCOOHOCTh YKa3aHHOTO MOAX0/A U UCIIONb3yEMbIX TEXHOJIOTHH.

Pe3ynbTaThl 3KCIIEPUMEHTOB MOKAa3bIBAIOT, YTO alTOPUTMBI, XOpomio paboTaiomme Ha
CHUHTETHYECKMX HAarpy3KaxX, CEpbe3HO CHIXAIOT CBOKI 3((EKTUBHOCTh Ha CIOXHO YCTPOCHHOM
npoduie, OCHOBAaHHOM Ha peanbHOW Harpyske. Ho mpu stom octarorcs Ha 10 % sddexTuBHEe
PEaKTHBHOTO aJIFOPUTMa MO0 BPEMEHH OTKJIMKA.

ITo coBokymHOCTH TIOKa3zaTenedl mpu paboTe C HEeperyIspHOM M CIOXKHOW Harpy3Kou
KOMOWHHPOBaHHbBIE aJITOPUTMBI OKa3aJIiCh I3PPEKTUBHEE PEAKTUBHBIX.

MULTI-MODEL APPROACH TO BUILDING PROACTIVE COMPUTATIONAL
RESOURCE MANAGEMENT SYSTEMS

V.V. KRASNOPROSHIN, A.A. STAROVOITOV

Abstract. The paper outlines the principles of designing and implementing a proactive multi-model
management system for critical IT services under conditions of uncertain external load profiles and
resource constraints.

Keywords: local decision-making, information system, proactive management, external load
uncertainty, neural networks, multi-model system.

29



Cnucok JuTepaTypsl

1. Straesser M., Grohmann J., von Kistowski J., Eismann S., Bauer A., Kounev S. Why Is It Not Solved Yet?:
Challenges for Production-Ready Autoscaling // In ICPE '22: ACM/SPEC International Conference on
Performance Engineering, Bejing, China, April 9 - 13, 2022, P. 105-115, ACM, 2022.

2. Microsoft Azure. Get started with autoscale in Azure [DnekTpoHHBIH pecypc]. — Pexum mocryma:
https://learn.microsoft.com/en-us/azure/azure-monitor/autoscale/autoscale-get-started. Tata gocryma: 05.04.2025
3. Amazon Web Services. Predictive Scaling for EC2 [OnekrtponHblii pecypc]. — Pexum mocryma:
https://aws.amazon.com/en/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/. Iara
nmocryma: 05.04.2025.

4. Google Cloud Docs. Autoscaling groups of instances [DaextponHsIii pecypc]. — Pexum mocryma:
https://cloud.google.com/compute/docs/autoscaler/. Jlata nocryma: 05.04.2025.

5. The Kubernetes Authors. Horizontal Pod Autoscaler [OnexrpoHHblii pecypc]. — Pexum pocryma:

https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/. Jlata nocryna: 05.04.2025.

6. Singh P., Gupta P., Jyoti K., Nayyar A. Research on auto-scaling of web applications in cloud: survey, trends
and future directions // Scalable Computing: Practice and Experience. 2019. Vol. 20, Ne 2. P. 399-432.

7. Starovoytov A. A., Krasnoproshin V. V. Technology for making real-time decisions based on neural network
forecasting // Pattern Recognition and Information Processing (PRIP'2023): Proceedings of the 16th International
Conference, October 17-19, 2023, Minsk, Belarus. Minsk, 2023. P. 58-63.

8. Docker Compose Overview [DnextpoHHslii pecypc]. — Pexxum mocryna: https://docs.docker.com/compose/.
Hata nocryna: 05.04.2025.

9. HAProxy [DnexTponHsiii pecype]. — Pexum gocryma: https://www.haproxy.org/. lata nocryna: 05.04.2025.
10. Echo LabStack High performance extensible minimalist Go web framework [DnexTponHsIii pecypc]. — Pexxum
nmocryna: https://echo.labstack.com/. [lata noctymna: 05.04.2025.

11. Go an open-source programming language supported by Google [Onextponublii pecypc]. — Pexum moctyna:
https://go.dev/. lata noctyma: 05.04.2025.

12. Locust [DnekrporHslii pecype]. — Pexxum noctyma: https://locust.io/. Jara noctyma: 05.04.2025.

13. Python [Onekrponnsrii pecypc]. — Pesxum mpoctyna: https://www.python.org/. Tata nocryma: 05.04.2025.

14. Aslanpour M. S., Ghobaei-Arani M., Toosi A. Auto-scaling Web Applications in Clouds: A Cost-Aware
Approach /[ Journal of Network and Computer Applications. 2017. Vol. 95. DOI:
https://doi.org/10.1016/j.jnca.2017.07.012. {ata nocryma: 05.04.2025.

15. Lawrence Berkeley National Laboratory. Internet Traffic Archive. NASA-HTTP [Dnexrponnsiii pecype]. —
Pexum nocryma: https://ita.ee.lbl.gov/html/contrib/NASA-HTTP.html/. Jlata noctymna: 05.04.2025.

16. Joblib Python library [DnexrponHbIi pecypcl. - Pexxum JIOCTyTIA:
https://joblib.readthedocs.io/en/latest/parallel.html/. Tata noctyma: 05.04.2025.

17. Pytorch [Dnekrponnsiii pecypc]. — Pesxum noctyma: https://pytorch.org/. data moctyma: 05.04.2025.

18. SQL.ite [DnexTponHnsiii pecypc]. — Pexxum nocryma: https://www.sqlite.org/. lata nocryna: 05.04.2025.

19. Multiprocessing Python library [DnekTpoHHbBII pecypcl. - Pexum JOCTYyTa:
https://docs.python.org/3/library/multiprocessing.html/. Jata mocryma: 05.04.2025.

30



TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 004.81

PA3PABOTKA KOTHUTUBHO-OPHEHTHPOBAHHOT'O IOAXO/IA B
OBPABOTKE TEKCTOBOU HH®OPMAIIUU C UCIIOJIb3OBAHUEM
NCKYCCTBEHHOI'O UHTEJIJIEKTA

K.D YEPHSIBCKMI, A.B. CUTHUKOB, A.H. MAPKOB

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnybnuxa Berapyce

Hocmynuna 6 peoakyuro 3 mapma 2025

AHHoTanusi. B cratbe mpexncraBieHa pa3paboTKa KOTHUTHBHO-OPHMEHTHPOBAHHOTO ITOAX0MA K
00paboTke TEeKcTOBOW HMH(OpMANMKM C HCIOJIb30BaHMEM MHCKyCCTBEHHOro wnHTemiekra (V).
HpeILJ'IO)KCHHaSI MOJCJ/Ib YYHUTHIBACT KOTHUTHUBHBIC OCO6eHHOCTI/I YCJIOBEYECKOr0 BOCIHPUATUA
TCKCTaA, BKJIIOYasd KOHTECKCTHOC INMOHHMMAaHUEC, aJalTallui0O K MHAUBUAYAJIBbHBIM XapaKTCPUCTHUKaAM
MOJIB30BATENsl U YCTpPAaHEHHWE HEOJHO3HAYHOCTH 3HAUCHWH CIIOB M BbIpakeHWH. Paspaborana
apXUTEKTypa CHUCTEMBl, BKJIKYAIOIAs] MOJYIM KOHTEKCTHOIO aHalu3a, I0Jb30BaTENIbCKON
ajanTaldd M MOAYJb pa3pelICHUs] CMBICIOBBIX HeompeaenéHHocTeld. B paMkax uccienoBaHus
NpPOBEIECH OSKCIEPHMEHT, CpaBHUBAOUIMKA 3()(EKTHBHOCTH KOTHHUTUBHO-OPUEHTUPOBAHHOTO
MOAXOAa C TPAIWIMOHHBIMH METOJaMH OOpaOOTKM TEKCTOB. Pe3ynpTaThl TOKa3aimw, dYTO
IpeIOKEHHAsT MOJIENb yIydllaeT TOYHOCTh aHanm3a HHpopMmanmuu Ha 15% wu moBBIIIAeT
YIOBJIETBOPEHHOCTh MoJb30Barened Ha 25%. B cratee paccMaTpuBarOTCs NPEUMYIIECTBA,
OTPaHWYEHUS ¥ MEPCIIEKTHBHI MPUMEHEHMS JaHHOTO MOJX0a B PA3IHMYHBIX 007ACTIX, TAKAX KakK
MeIUNrHa, 00pa30BaHNE U COIMAIBHBIC HCCIIEIOBAHMS.

Kniouegvie cnosa: NCKyCCTBECHHBIN MHTEIIIEKT, 00paboTKa TEKCTOBOM MH(OpPMAILNK, KOTHUTHBHO-
OPHEHTHPOBAHHBIN TOAXOJA, KOHTEKCTHBIH aHajM3, ajanTalys K M0Jb30Barento, o0paboTka
ectecTBeHHOTO s3plka (NLP), mammaHOE 0OyueHme, riryookoe oOydeHHE, WHTEUICKTyalbHbIC
CHUCTEMBI.

BBenenne

CoBpeMeHHbIE TOAXOABl K 00pabOTKe TEKCTOBOW HMH(GOpPMAIMU HAa OCHOBE HCKYCCTBEHHOTO
unremiekta (MM) mnpenmyliecTBEHHO OpPUEHTUPOBAHBI Ha OOECIEeYeHHe BBICOKOW TOYHOCTH
BBITIOJIHEHMSI CIICAYIOIIUX 3a/a4y: aBTOMAaTUYEeCKUH IepeBON, aHAIN3 TEKCTa, Kiaccu(uKalus WIN
n3Biedenre uHopmanuu [1]. IIpuy 3TOM y4yeT KOrHUTHBHBIX OCOOEHHOCTEH 4elIOBeKa, TaKuX Kak
BOCIIPHATHE TEKCTa, KOHTEKCTHOE MOHMMAaHHEe M WHTYHTHUBHas 00pa0OTKa JaHHBIX, MPEACTaBISET
3HAYUTEJIbHYIO CJIOXHOCTb MNpPH pa3paboTke MonoOHBIX cucteM [2]. B pesynbrare BO3HHMKAIOT
orpaHuueHuss B 001acTsAX, e BaKHA aJanTaluss K OCOOCHHOCTSIM YEJIOBEYECKOTO BOCHPHSTH,
HanpuMep, B 00pa30BaTENbHBIX CUCTEMaX U MEAMIIMHCKHUX MPHIOKEHUAX [3].

OcHOBHOH 3ajaueil JaHHOW paboTHI sIBIsieTCS pa3paboTKa HOBOW TEOPETHUYECKOH MOJIENN
KOTHUTHBHO-OPHEHTHUPOBAHHOI'O IOAX0Aa K 00paboTke TekcToBoil wuHGopmanuu. Takoil moaxon
BKJIIOYAaeT MOJCIMPOBAaHHE IMIpollecca aHaluu3a TEKCTa € Y4YeTOM KOTHHTHBHBIX 0COOEHHOCTEH
YEJIOBEYECKOTO MBIIICHHSI.

KornutnsHble acnieKTbl 00pa0b0TKH TEKCTa

KorautuBHO-0pHeHTUPOBaHHBIH ITOAX0]] K 00pab0TKe TEKCTOBON MH(OPMAIIMU OCHOBAH Ha TOM,
410 anroput™bl N 1OJKHBI yUUTHIBAThH CHEAYIOIIUE ACTIEKThI:

1. KoHTekcTHOEe TMOHMMaHHE TekcTa. YenoBedeckuii Mo3r o0OpabarhiBaeT HHGOPMAIIHIO,
OMUPAsCh HAa NIMPOKUN CIEKTP KOHTEKCTOB: KYJIbTYPHBINA, COIMATBHBIN, MCHXOnorndyeckuii [4].
Hampumep, 0HO ¥ TO e CJIOBO MOXKET MPHUOOPETaTh pa3HOE 3HAYCHHUE B 3aBUCUMOCTH OT CUTYAI[HH.
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2. luaamMuyeckas ajanTaius K MMoyib3oBatento. Bocnpustue nHGoOpManum 3aBUCUT OT YPOBHS
0o0pa3oBaHHs, BO3pAcTa, dMOIMOHAIBHOTO COCTOSHUS W Apyrux ¢dakrtopoB [5]. Amroputmer U
JIOJDKHBI 2TANTHPOBATh 00Pa0OTKY TEKCTA C YIETOM HHAMBUIYAIBHBIX OCOOCHHOCTEH.

3. PaspereHne CMBICTIOBBIX HeompeaeaEHHOCTeH. UenoBeueckuit MO3r HHTEPIPETUPYET TEKCT
JaKe TP HAIMYMU ONIMOOK, MPOMYCKOB WIH JBYyCMbICJIeHHOCTEH, W WIM-cucTeMbl TOJDKHBI
HMHTHPOBATH 3TOT TpoIiecc [6].

Moge/ib KOTHUTHBHO-OPUEHTHPOBAHHOIO MOAX0/1a

[ns peanusanyu KOTHUTHBHO-OPHEHTHPOBAHHOTO TOJAXOAA TMpEJIaraeTcs HCIOIb30BaTh
APXUTEKTYPY, BKIFOYAOIIYIO TP OCHOBHBIX KOMIIOHEHTA:

1. Mogynp KOHTEKCTHOTO aHanm3a. lcmomb3yeT pacmmmpeHHble MoAendn  o0paboTKu
ectectBeHHOro s3bika (Hampumep, BERT wmu GPT), nononHeHHBIE KOHTEKCTHBIMHA METaJaHHBIMU
(KynmbTypHBIE 0COOEHHOCTH, TEMAaTUIECKHE CBS3H).

2. Monynb mons30BaTenbekoi anantanuu. CobupaeT JaHHBIC O TMOJIb30BaTese (HampuMmep, ero
NpPEANOYTEHHsI, YPOBEHb 3HAHHUI) M AMHAMHYECKH aJanTUPYyeT 00paboTKy TEKCTa.

3 Monynb pa3pelieHus] CMBICIOBBIX HEONpeAeIEHHOCTEeH. AHATU3UPYET BO3MOKHBIE BAPHAHTHI
WHTEpIpPEeTallid TEeKCTa H  ONpeAeNseT Haubolee COOTBETCTBYIOIIMHA KOHTEKCTY  CMEICI.
PazpabatbiBaeTcst Ha OCHOBE HEHPOCETEBBIX MOJIEIEH.

OuneHka NMPEAJI0KCHHOI0 ImMoJAxoaa

Onenka 3¢ ¢EeKTUBHOCTH KOTHUTUBHO-OPUEHTHPOBAHHON apXUTEKTYphl NMPOBOIWIACH IIyTEM
CPaBHEHUS C TPAJAUIINOHHBIMHA METOJIaMU 00paOOTKH TEKCTOBOI HH(OpMAITHH.

st mpoBepku 3G (GEKTUBHOCTH apXUTEKTYyphl ObUIM pa3pa0oTaHbl JIBE CHCTEMBbI 00OPaOOTKH
TEKCTa:

1. TpaguumonHas cucreMa Ha 0a3e CTaHIAPTHOW MOJENH OO0paOOTKH €CTECTBEHHOIO S3bIKa
(narmpumep, BERT) [7].

2. KOTHUTHBHO-OPUEHTUPOBAHHAS CUCTEMa, PEaM3YIONIasl MPEATI0OKEHHYIO apXUTEKTYpy [8].

CpaBHeHHE TPOBOIWIOCH Ha OCHOBE OOpPabOTKM OJHOTO ¥ TOTO e Habopa TEKCTOB,
AHATU3UPYEMOTO TIO CIIEAYIOIINM KPUTEPHSIM:

1. TounocTu aHanM3a TEKCTA.

2. YPOBHS yAOBJIETBOPEHHOCTH T10JIb30BATENEH.

s TectupoBaHus ObLIM BBIOPAHBI ClIEIyIONINE KATErOPHH TEKCTOB!

1. TexcThl cTaTeil U3 HAyYHBIX KYPHAJIOB.

2. TexcTOBbIE ONMCAHUS MEJULIMHCKUX CITy4aeB.

Pe3ysbTaThl TECTUPOBAHMSA

KorHutuBHO-OpHUEHTHPOBAHHAS CUCTEMa MOKa3ajia Ha 15% OOoJbIIyI0 TOYHOCTh IPH 00paboTKe
TEKCTOB C HEOJJTHO3HAYHOCTSIMH.

YpoBeHb yIOBIETBOPEHHOCTH MOJI30BaTENEH BRIPOC Ha 25% Onaroaaps afanTaiii CUCTEMBbI K
WX KOTHUTUBHBIM OCOOCHHOCTSIM.

CkopocTh 00paOOTKHM KOTHUTHBHO-OPHEHTUPOBAHHOIO IOJAX0Ja Okasamack Ha 10% Huke
TPATUIIMOHHOTO M3-32 HEOOXOAMMOCTH 00PabOTKU JIOMOJHUTEILHBIX MapaMeTPOB, OJHAKO 3TO HE
0Ka3aJIo CYyHIECTBEHHOTO BIHMSHUS Ha UTOTOBYIO 3()pEeKTUBHOCTD.

HOHy‘IeHHI)Ie pE3YIbTAThl IMOATBEPXKAAIOT, YTO KOFHI/ITI/IBHO'OpHeHTHpOBaHHBIﬁ II0AX01
obecrieurBaeT OoJiee BRICOKYIO TOYHOCTh aHAIHM3a TEKCTA U JIYUIIYIO aJIalTall|I0 K MOJIh30BATEISM TI0
CPaBHEHHMIO C TPAIUIIMOHHBIMU METOJIaMH, HECMOTPS Ha HEOOJIBIIOE CHIKEHHE CKOPOCTH 00PaOOTKH.

Ananuz PE3YIBTATOB TECTUPOBAHUA KOTHUTHUBHO-OPHUCHTUPOBAHHOTO IOJAXOJa IIO3BOJIMII
BBIACIIUTDH €T'0 KIIFOUEBBIC MPECUMYIIIECTBA U OTPAHUYCHUA:

1. Ilpeumymiectsa.

1.1 Vay4meHnue TOYHOCTH aHAJIN3a TEKCTa.

1.2 TloBbIeHNE YAOBIETBOPCHHOCTH MTOJIE30BATENCH.

1.3 Bo3MOXHOCTB pabOTHI ¢ TEKCTaMH, COACPIKAIIMMH OIIMOKH WM HEOIHO3HAYHOCTH.

32



2. OrpaHnucHHS.
2.1. Bonbiue BEIYUCITUTEIBHBIC 3aTPATHI H3-32 YCIOKHEHHOH apXUTEKTYPHI.
2.2. Heo0X0auMOCTh peABapUTEIbHOM HACTPONKH CUCTEMBI 10T KaXKI0T0 ITOJIb30BaTEIIs.

3akioueHne

KorautuBHO-OpHEHTHPOBAHHBIN MTOAXO0M K 00pabOTKe TEKCTOBOM WH(OpPMAINH MPEACTABISET
co00H TIepCreKTHBHOE HampamieHue B pasputum M. Ero umcmonb3oBaHHe TO3BOJISIET ITOBBICHUTH
TOYHOCTh QHAIM3a TEKCTa W yIYYIIUTh B3aUMOJIEHCTBHUE CHUCTEMBI C IOJb30BaTElIeM 3a CUET yueTa
KOTHUTUBHBIX 0coOeHHocTel [9]. [lepcriekTuBhI pa3BUTHUS BKIFOYAIOT aJanTalyuio JAHHON MOJCIH JUIs
MpUMEHEHUs B 00pa30BaHUN, MEAHUIINHE U COLMANTBHBIX NCCIEOBAHNAX, YTO ITO3BOJIUT PACIITUPUTH €€
(yHKIIMOHAIBHOCTD W TIOBBICUTD MTPAKTHYECKYFO IIEHHOCTb.

DEVELOPMENT OF A COGNITIVE-ORIENTED APPROACH TO TEXT
INFORMATION PROCESSING USING ARTIFICIAL INTELLIGENCE

K.E. CHERNYAVSKY, A.V. SITNIKOV, A.N. MARKOV

Abstract. This article presents the development of a cognitive-oriented approach to text information
processing using artificial intelligence (Al). The proposed model takes into account the cognitive
characteristics of human text perception, including contextual understanding, adaptation to
individual user characteristics, and processing of textual ambiguities. An architecture for the system
has been developed, incorporating modules for contextual analysis, user adaptation, and ambiguity
processing. As part of the research, an experiment was conducted comparing the effectiveness of the
cognitive-oriented approach with traditional text processing methods. The results showed that the
proposed model improves the accuracy of information analysis by 15% and increases user
satisfaction by 25%. The article also discusses the advantages, limitations, and prospects for
applying this approach in various fields such as medicine, education, and social research.

Keywords: artificial intelligence, text information processing, cognitive-oriented approach,
contextual analysis, user adaptation, ambiguity processing, natural language processing (NLP),
machine learning, deep learning, intelligent systems.
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TEXHOJIOI'UHU NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 004.93

I'PAJMEHTHBIE METO/IbI ONTUMH3ALIMYA B KOMIIBIOTEPHOM 3PEHUU
JUISA MEJALIMHCKOM JUATHOCTUKH

K.A. CKAJIO3VYb, C.H. HECTEPEHKOB, A.Jl. APMOII

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Hocmynuna 6 peoakyuro 10 gpespans 2025

AHHoTanusi. B cratbe paccMaTpuBarOTCS TPAMEHTHBIE METOBI ONTUMM3AIHH, IPUMEHSIEMbBIC B
KOMITHIOTEPHOM 3PEHHUH ISl MEAUIMHCKON AUAarHOCTUKH. ONHMCaHbl OCHOBHBIE METO/IBI, TAKHE KaK
SGD, Adagrad, RMSprop, Adam u L-BFGS, ux 0cOGEHHOCTH U BIHMSHHE HA TOYHOCTh O0Yy4CHHS
Heiipocereit. [IpuBeneHbI IPUMEPHI MX HCIONB30BAHUS B AQHAIN3e MEIUIMHCKAX H300paXkKeHHH,
BKJIFOYAS] JTHATHOCTHKY OITyXOJICH, pacro3HaBaHWE IAaTOJIOTHH M 0OpabOTKY yIbTPa3BYKOBBIX
CHUMKOB. [ToguepknuBaeTCss BaKHOCTh BEIOOpA METOa ONTHMU3AIMH [UIS TIOBBIIICHHUS TOUYHOCTH
JIMarHOCTHKY ¥ COKPAIEHHs KOJINYECTBA OIIHOOK.

Kniouesvie cnosa: TpaAuCHTHBIC MCTOAbI, OONTHUMMH3AlUA, KOMIIBIOTCPHOC 3pCHUC, MCAULMNHCKAA
JAUAargsoCTukKa, HeﬁpOHHLIe CCTH, aHaJIn3 I/I306pa)KGHI/II71.

BBeaenne

KommnbroTepHoe 3peHne UrpaeT KIYeBYIO Pojib B MEAWLIUHCKON TUarHOCTHKE, 0OecrieurBast
aHaJTN3 MEJUIMHCKUX M300pakeHUH, TaAKNX Kak peHTrreHoBckue cHuMku, MPT, KT u ynbTpa3BykoBbie
uccienoBaHusl. ['paJueHTHbIE METOAbl ONTHMH3AIMU SIBISIOTCS OCHOBOH OOYYEeHHSI TIyOOKHX
HEHPOHHBIX CETEH, MCIONB3YEMBIX B JHArHOCTHUYECKMX CHCTEMax. B JaHHOH cTaThe pacCMOTPEHBI
OCHOBHBIE I'DAJIUEHTHBIE METO/IbI, UX IPUMEHEHUE U BIIMSIHUE HA TOYHOCTh MEAMIIMHCKOTO AaHAIN3A.

I'pamueHTHBIE METOABI ONTHMHU3AIMH IMHUPOKO HCHONB3YIOTCS JUISI MUHUMH3ALIUN (HYHKIUH
NOTEPh B MOJENAX MAIIMHHOTO 00yueHus. Cpeir HUX CTOUT BBIIEINUTh CTOXaCTHUECKUH IPalueHTHBIN
cryce (SGD), KOTOpBIii OCHOBBIBAaeTCSl Ha BBIYHMCICHHHM TPAJUCHTa IO CIydallHbIM MHHH-OaTdam
JAHHBIX. DTOT METO/ 00ecTeunBaeT OBICTPYIO CXOAUMOCTh, OJTHAKO OH MOJBEPKEH KOJeOaHUSIMHU, YTO
MOJKET HETaTHBHO CKa3aThCS HA CTAaOMIIBHOCTH OOYUEHHS.

OcHOBHbBIE IrpaaMeHTHbIC METOAbI ONITUMHU3ALUN

I'pagrieHTHBIE METO/bI ONTHMHU3AIUU UCIIOIB3YIOTCS Ui MUHUMH3AIMKA (DYHKIUH TOTEPh B
MOJIEIISIX MAIIMHHOTO 00yueHus. Cpean HUX HauOoJiee Moy IspPHBIL:

1. Croxactuyeckuii rpagueHtHbie crnyck (SGD). OcHOBaH Ha BBIYHCICHHH TPAJHEHTA MO
CITy4aliHBIM MUHH-0aT4aM JIaHHBIX; 00€CTIeYnBaeT OBICTPYIO CXOJMMOCTbD, HO TIO/IBEPKEH KOJIeOaHUIM.

2. AnantuBHBIN rpaaueHTHbIi ciyck (Adagrad). Mcnonb3yer pasHbie TEMITbl OOyYESHUS IS
Pa3HBIX IapaMeTPOB; XOPOIIO PadOTaeT C pa3peKCHHBIMH IaHHBIMH, HO CKOPOCTh OOY4YEHHUS CO
BpPEMEHEM CHIKAeTCsl.

3. RMSprop. Vayumaer Adagrad 3a cueT SKCHOHEHIIMANBHOTO YCPEIHEHHsS TPaadeHTOB;
NPUMEHSIETCS [T CTa0 U3y o0ydeHust u 3@ QeKkTuBeH B 3a1a4aX KOMITBIOTEPHOTO 3PEHHUS.

4. Adam (Adaptive Moment Estimation). Komounupyer unen Adagrad u RMSprop, yaursiBast
MOMEHT TPaINeHTa; OJMH U3 HauboJIee MOMyIIPHBIX METOJIOB IS TITyOOKHX HEUPOCETEH.

5. L-DFGS (Limited-memory Droyden-Fletcher-Goldfarb-Shanno). Mcnone3yercs B 3amayax,
rze TpedyeTcs BHICOKasi TOYHOCTD IPH HEOOJBIIOM KOJIMYECTBE JaHHBIX; MO3BOJISIET HAXOIUTh OoJiee
TOYHBIE JIOKAJTbHBIE MUHUMYMBI.
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IIpuMeHeHHe B MeIUIIMHCKOI THATHOCTHKE

I'pasueHTHBIC METOBI ONITHMHU3AIIMH HCTIOIB3YIOTCS B 00YUCHUN HEWpOCETeH JIsl Pa3IuIHbIX
obmacTelt MEIUIIMHCKOW NUAarHOCTHKH. Hampumep, B pacro3HaBaHWM NATOJOTHH HA PEHTTEHOBCKHUX
CHMMKaX aKTHBHO HcHoib3yroTcsi cBeprouynbie Heripocetn (CNN), rme omrtummsaims Mmopened c
momomnrpio Adam wmm RMSprop mossonser 3(hp(eKTHBHO BHISABIATE aHOManuu. Kiaccmpukamms
omyxoneir Ha MPT u KT taxke cranoBurcs Oosee TouHOM Onaromaps riryOOKAM HEHPOCETSIM, TAKIM
kak ResNet u U-Net, koTopble cerMeHTHPYIOT H300paKeHHsS ¥ MHUHHMHU3UPYIOT OIIHOKY
KJIacCU(UKAIIHH.

AHanu3 ynpTpa3ByKOBBIX H300PaKEHH MTPEICTABISIET COOOM emIe OHYy 00IacTh MPUMEHEHNH,
rae rubpuaneie Mojaenu, ucrnonbdytomue LSTM u CNN, ontuMusupyrotes ¢ nomomeio SGD. 3to
MO3BOJIACT 3HAYMTENBHO YMEHBUIMTH KOJHMYECTBO JIOKHOIONOKUTEIBHBIX PE3YyIbTaTOB 3a CYET
KOPPEKTHOW HACTPOHKM TMapaMeTpoB oOydeHUs. B aumarHocTHke KOXHBIH 3a00JeBaHUA HEUPOCETH
obyuarotcs Ha GoTorpadusx KOKHBIX MOPKEHUH, U 3/1€Ch TPAJUEHTHBIA CITyCK IIOMOTAeT MOBBICHTh
3¢ deKTUBHOCT aHanu3a. llpuMeHeHHEe METOAOB pEeryJisipu3aldd B TaKuUX CIydasx yiaydllaer
00001IAI0NIYI0 CITOCOOHOCTH CETH, YTO B CBOIO OYEpEb MOBBIIIAET TOYHOCTh JUATHOCTHKH.

Biusinue ONTHMH3AIMHM HA TOYHOCTH JUATHOCTHKH

['paMOTHBIN BBIOOP METOMIA ONTUMM3AIUU CYIICCTBEHHO BIMAET HA KAYECTBO TUATHOCTHUKH.
Hampumep, ucmons3oBanne Adam B TIyOOKHX CETAX HE TOJBKO YCKOPSET CXOAMMOCTh, HO H
MpeIoTBpaIiaeT mnepeodydeHne Onaromaps aJanTHBHOMY H3MEHEHHI0O Temmna oOydeHus. Metop
RMSprop momoraer crabuimm3mpoBaTh mporecc OOydeHHs Ha CIOXHBIX HaOOpax IaHHBIX, YTO
KPUTHYECKU BaYKHO JIJIST JOCTUKEHUS BEICOKOM TOYHOCTH B MEIMIIMHCKON MPaKTUKE.

CoBMmecTHbIe MeTObI, Takke Kak AdamW, 1eMOHCTPHUPYIOT YIyYIICHHBIC PE3YJbTAThl MPH
paboTe ¢ peaNbHBIMH MEIUIWHCKAMHU W300paXEHUSAMH, 4YTO TIOATBEPXKAAaeT HEOOXOIUMOCTh
JTATBHEUIIINX MCCIISI0OBAaHUM B 3TON 00acTu. Bee 3T0 moguepKkuBaeT, 4To BHIOOP KOHKPETHOT'O METO/1a
ONTHMU3AIINY 3aBUCUT OT XapaKTepa JaHHBIX U TPeOYyeT BHUMATEIBHOTO TOAX0/a.

Hcnosb3oBanne rubpuaHbIX Mogesieit

C pa3BUTHEM METOJIOB MAIIMHHOTO 00YYEHUsI 1 HEHPOCETEBBIX apXUTEKTYpP pacTeT UHTEpeC K
KOMOWHHPOBaHHBIM TOAXoJAaM. Hampumep, JUiss JHArHOCTHKH OINMyXOoJled Ha MEAMIUHCKHX
N300paKeHUSIX UCTIONIB3YIOT THOPUTHBIE MOJIENH, TAKHE KaK COYETAaHUE CBEPTOYHBIX HEHPOHHBIX CETEH
U J0Jroi kpaTkocpounoii namstd (LSTM), uto mo3Bossier yinyqmmth 06paboTKy MpOCTPaHCTBEHHO-
BpPEMEHHBIX JaHHBIX (HAampuMep, B YJIbTPa3BYKOBBIX HM300pakeHHsx). [IpuMeHeHHe TpaJiueHTHBIX
MeTo10B, Takux kKak Adam u RMSprop, B takux mozessx momoraet 3(G(eKTHBHO 00y4arh CETh ¢
MHHUMH3AIHMEH OMMOOK ¥ MOBBIIIEHHEM TOYHOCTH.

3akiIouyenne

I'panneHTHBIE METO/TBI ONITUMH3AIIUH SBIISIFOTCS HEOTHEMIIEMON YacThio 00ydeHHs1 HelipoceTel
B MEIMIMHCKOM TUarHocTuke. BoIOOp KOHKPETHOr0 METO/Ia 3aBUCHUT OT XapakTepa JaHHBIX U TpeOyeT
TOYHOCTH. 3HAYMMOCTb METOZOB HEJb3s IEPEOLEHUTb, TAaK KaK NPAaBHWIBHBIA BHIOOP MOXKET
CYIIECTBEHHO TOBBICUTh TOYHOCTH KOMIIBIOTEPHOTO aHAIW3a MEIUIMHCKUX HW300pakeHud W,
ClIeZIoBaTeNbHO, 3()h(HEKTUBHOCTh OTUATHOCTHKM 3abojeBaHuil. [IpomoinkeHne uccieqoBaHUd B 3TOH
001aCTH TIO3BOJIUT HE TOJBKO YJIYYLIMThH CYIIECTBYIOIIME MOJIXOMBI, HO U pa3padboTaTh HOBBIE, Ooiee
a¢exkTrBHBIE METOABI, YTO B KOHEYHOM HTOre OyIeT CrmocoOCTBOBAaTH YNYYIICHHIO KayecTBa
MEIUITTHCKOM TTOMOIITH.
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GRADIENT OPTIMIZATION METHODS IN COMPUTER VISION FOR MEDICAL
DIAGNOSTICS

K.A. SKALOZUB, S.N. NESTERENKOQOV, A.D. YARMOSH

Abstract. This article discusses gradient optimization methods used in computer vision for medical
diagnostics. It describes the main methods, such as SGD, Adagrad, RMSprop, Adam, and L-BFGS,
their characteristics, and their impact on the accuracy of neutal network training. Examples of their
use in the analysis of medical images are provided, including tumor diagnostics, pathology
recognition, and ultrasound image processing. The importance of selecting an optimization method
to enhance diagnostic accuracy and reduce the number of errors is emphasized.

Keywords: gradient methods, optimization, computer vision, medical diagnostics, neural networks,
image analysis.
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Annortanus. IlpencraBieHsl OoCHOBHBIE KoHIenmmu wHTepHera Bemed (10T) B smeprermke. 10T
MMO3BOJIICT CO3JaBaTh ''yMHBIE ceTH (smart grids), KoTopble obecreunBaioT Oojiee IPPEKTHBHOE
ympasjeHue sHepronotpedienueM. OOCyKAeHbl KJIFOYEBBIE KOMIIOHEHTBI TAaKUX CHCTEM.
MartemaTtrueckas Mojenb s cucteMbl [0T, opueHTHpoBaHHOW Ha SHeprocOepekeHue MmpeacTaBieHa
KaK 3aaa4da onTuMusanuu, rac ueneBoﬁ q)yHKLlPIeﬁ SABJIACTCA MUHHUMU3AIIUS 3HepFOHOTpe6HeHI/Iﬂ.

Knouesvie cnosa: 10T, yMHBIE CeTH, SHEpromnoTpedieHue, 3a4adya ONTHMH3ALMM, CTPYKTYpa,
SHEeprocoepexeHue.

BBeaenune

CoBpeMEHHBIN MHpP CTaJKUBAETCS C PACTYIMMH BBI30BaMU B 00JIACTH YHEPronoTpeOICHUs U
yIpaBlIeHUs SHEPTeTHUECKUMHU pecypcaMu. Poct HaceneHus, ypOaHH3auus U yBeJIHMUEHHUE CIIPOca HA
3NIEKTPOIHEPTHIO TPEOYIOT BHEAPEHHUsS] WHHOBALMOHHBIX TEXHOJOTWH ULl ONTUMM3ALUHU MPOLECCOB
TeHEepaluy, pacrpeeleHus 1 oTpedaeHus sHeprun. OTHON U3 TAKUX TEXHOJIOTUH SIBJISIETCS] MHTEPHET
Bemiet (IoT), KkoTopwlif MO3BONIAET CO37aBaTh HMHTEUIEKTyaJbHBIE CHCTEMBl  YIPaBICHUS
sHeprocHabxeHueMm [1]. B manHO# cTathe paccMaTpuBaroTcs Bo3MokHOCTH 10T s moBbIIeHUsS
3¢ PEKTUBHOCTH DJICKTPOCHAOKEHUS, IPUBOISATCS MaTeMaTHUECKasi MOJIENIb M MPUMEPHI BHEAPCHUS
TaKUX CHCTEM M aHAIM3UPYIOTCS UX MPEUMYIIIECTBA.

OcHOBHBIC KOHLICNIIIMY HHTEPHETA Bellleil B JHepreTHKe

WuTepHeT Beeil npeacTaBIsieT coO0i ceTh B3aMMOCBSI3aHHbIX yCTPOICTB, KOTOpBIE COOUPAIOT,
00OMEHMBAIOTCS ¥ aHAIM3UPYIOT JJaHHBIE B peajbHOM BpeMeHHU. B koHTekcTe snepretrku [oT mo3sosser
co3maBarh "yMHBIE ceTH (smart grids), KoTopele oOecreunBaioT Oosnee 3¢ (hEeKTHBHOE yIpaBIeHHE
sHepronoTpednenneM. KimoueBbIMI KOMIIOHEHTAMH TAKMX CHCTEM SIBIISIOTCS:

1. CeHcopsl 1 ycTpoiicTBa cO0pa TaHHBIX: H3MEPSIOT TapaMeTphl, TAKHE KaK HapsDKeHUE, TOK,
notpebJieHre YJHEPTUH U COCTOSIHAE 000PYIOBaHUSI.

2. CucteMmbl epeiaun JaHHBIX: 00eCeYynBal0T 00MEH HHPOPMaLUe MEXIY YCTPOHCTBAMH U
HEHTPAMH YIIPaBJICHUSI.

3. Ananutudeckue maatGopMmbl: 00padaTHIBAIOT JaHHBIE W IPEJOCTABISIOT insights s
NPUHATHS PELICHUH.

4. ABTOMATH3MPOBaHHbIE CHCTEMBl YIPABICHHUS: PETYIUPYIOT pabOTy 3HEProcUCTEMBI Ha
OCHOBE TIOJYYEHHBIX JaHHBIX.

[peumyiiecrsa IoT mist 31eKTpOCHAOKEHUS:

1. Onrrumuszanus sHepronotpednenus: [0T mo3Bonser oTcneXnBaTh NMOTPEOICHUE YHEPTUH B
peKUME pPEATbHOTO BpPEMEHHM M BBIBIATH Y3KHE MecTa. Hampumep, yMHBIE CUETYUKH MOTYT
NPEZIOCTABIISTH JAHHBIE O IIMKOBBIX HATPY3Kax, YTO MOMOTAET CHIKATH 3aTPaThl Ha 3JIEKTPOIHEPTHIO.

2. llporHozupoBanue M IUIaHUpOBaHHWE: AHANW3 JNaHHBIX, coOpaHHBIX loT-ycTpoiicTBamu,
MO3BOJIIET MPOTHO3UPOBATH CIIPOC HA SHEPTHUIO U ONITUMHU3UPOBATH T'€HEPALHIO.
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3. Camwxkenne motepb: loT momoraer BBIABIATH YTEUKH OSHEprun W HedddexkTuBHOE
UCIIOJIb30BaHUE PECYPCOB.

4. IloBblllIeHNE HAASKHOCTH: MOHMTOPHHI COCTOSIHHMS OOOpYZOBaHMSA B PEAJbHOM BPEMEHH
MO3BOJIAET MPENIOTBpAIaTh aBApUH 1 MUHUMH3HPOBaTh downtime.

Jua moctmxenns 3dekTuBHOTO SHEprocoepekeHus Tpedyercs: pa3padoTka MaTeMaTHIECKUX
MoJelnell ¥ CTPYKTypHUPOBAaHHBIX CUCTEM, KOTOPBIE II03BOJISIIOT ONITUMHU3UPOBATh OTPEOICHUE SHEPTUU
Ha OCHOBE JJaHHBIX, II0JIy4aeMbIX oT loT-ycTpolicTs.

MartemaTH4eckasi MOI€eJIb JHEProchepe:KeHusI

Maremarnueckas MOAeb st cucTeMbl [oT, oprueHTHpOBaHHON Ha HEProcOepeKeHUE, MOXKET
ObITh NpENCTaBICHA KakK 3ajaya ONTUMU3AILMM, TOE LEeNeBOM (DyHKIMEH sBisieTCS MUHUMM3ALUS
9HEPronoTpedaeHrsl MPH COOMIOACHNUH ONpeeIeHHbIX OrpaHruYeHnid. PaccMoTpuM mpumep Monenu
I ymHoro 3gaHusi, rnae loT-ycTpoiicTBa  ympaBiIIFOT — OCBEIIEHHEM, OTOIUIEHHEM U
KOHIUIMOHUPOBAaHUEM BO3yXa.

ITycts E(t) — obmiee sHepromorpebaeHHe CUCTEMBI B MOMEHT BpeMeHu t; X, (t) — cocTosHue

i-ro ycTpoiicTBa (HampuMep, BKIFOUCHO/BBIKIIIOYEHO WK ypoBeHb MomHOCTH); C(t) — orpanuyenus,

Takue Kak KoM(pOpTHas TeMIeparypa Wik ypoBEHb OCBEICHHOCTH.
Lenepast pyHKIIMA MOXKET OBITH 3alMcaHa Kak

Min) E(t),(t=1T),

rae T — BpeMEHHOM TOPU30HT ONITUMU3AIUH.
OrpaHuyeHus: MOTYT BKJIFOYATh

C:min S C(t) S Cmax

r1ie Chin ¥ Ciax — JJOMYCTUMBIE TPpaHHULIBI KOM(QOPTHBIX YCIOBHIA.

JInist peneHust Takod 3a7a4 MOTYT HCIOJIb30BATHCSI METOIbI JIMHEHHOTO TPOrPaMMHUPOBAHHS,
TeHETHYECKHE aJlTOPUTMBI WJIM METOJIbl MAIIMHHOTO 00YUYSHHS, TAKUE KaK 00yUCHHUE C MOAKPETIICHHEM
(reinforcement learning), KOTOpbIC aAaNTUBHO HACTPAUBAIOT APaMETPhl CUCTEMBI Ha OCHOBE JIaHHBIX.

IIpumeps! BHeapenusi IoT B 3HepreTnke

1. Ymubie cetu B EBpome: B crpanax EC axkTuBHO BHexpstorcs smart grids, KoTopble
ucnionb3ytoT loT mst ympaBieHust pacnpeneneHueM sSHepruu. Hampumep, B ['epmannu mpoekt
"E - Energy" ob6nenunser 6oixee 1000 [oT-ycTpoiicTB, 4TO MO3BOJIWIO CHU3UTH MOTEPH SHEPTHH HA
15 % [2].

2. Ymusie ropoa B Kurae: B IlIsHbwKIHE BHEJPEHA CHCTEMa YMHOTO YIHMYHOTO OCBEICHHS,
KoTopast ucronb3yeT [oT 1uist perynmpoBanus SPKOCTH B 3aBUCHMOCTH OT BPEMEHHU CYTOK M TIOTOJIHBIX
YCJIOBHUiA. DTO MO3BOJIHIO COKPATHTH dHepromnoTpednenue Ha 30 % [3].

3. [Ipombinutiennsie loT-perienus: komnanus Siemens BHeApuia loT-matdopmy MindSphere
JUIT MOHUTOPUHTA 3HEPronoTpeOsieHusi Ha MPOU3BOJICTBEHHBIX OOBEKTaX. DTO IMO3BOJHMIO CHH3HTH
3atparhl Ha SHepruto Ha 20 % [4].

Hecmotpss Ha mnpeumyiuectBa, BHeapenue loT B SHepreTuke CTaJIKHUBAeTCs C PSIOM
BBI30BOB [5]:

1. KubepOe3omacHOCTh: yBEIMYEHHE YHMCIA TOAKIIOUYEHHBIX YCTPOWCTB MOBBIIIAET PHCK
KuOeparak.

2. CroumocTb BHesIpeHust: pa3BepThiBanue loT-cucteM TpeOyeT 3HAaUNTEeTbHBIX HHBECTHUIINH.

3. CIO)XHOCTh WHTETpAIMH: COBMECTUMOCTh Pa3NIMYHBIX YCTPOWCTB W IIAT(OPM OCTaeTCs
npobaeMoii.

Ctpykrypa cuctemsl loT a5t sHeprocoepeskenust

Cucrema [oT myis sHEpProcOepeskeHUsI COCTOUT U3 HECKOJIBKUX KIIFOUEBBIX KOMIIOHEHTOR!
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1. laTunku u ycTpoicTBa: cOOp JaHHBIX O TEMIIEPATYPE, OCBEIIEHHOCTH, BIaKHOCTH U APYTHX
napamerpax.

2. CeTp mepefaun JaHHBIX: OOECIICYCHHE CBS3M MEXKIY YCTPOMCTBAMH M IIEHTPAIbHBIM
cepBepoM (Hampumep, uepe3 Wi-Fi, Zigbee nunmu LoRaWAN).

3. lentp 00pabOTKM [MaHHBIX: aHAJIW3 MJAHHBIX W TIPUHATHE pENICHHH Ha OCHOBE
MaTeMaTU4YeCKOH MOJIEIH.

4. AXTyaTOpbl: YCTpPOHCTBa, KOTOpBIE BBHIMOJHSIOT KOMaHIbl, TaKHe KaK pPeryJInpoBKa
TEeMIIepaTyphl UK BKIIOYCHUE/BBIKIIOUEHIE CBETA.

[IpumepoM Takoil cHCTEMBI MOXKET CIIy>KUTh YMHOE 3/aHH€, I'leé JATYMKH OTCJICKUBAIOT
HaJIM4ME JIIOJeH B IMOMEIIEHUH M aJanTHUPYIOT OCBELIEHHWE M OTOIUIEHHE B PEajJbHOM BpPEMEHHU.
Hanpumep, eciii B KOMHaTe HUKOTO HET, CUCTEMa aBTOMaTHYECKH CHIDKAEeT YHEPronoTpedieHIe.

Paccmorpum mpumep ymHOrO aoma, rne cucrema loT ympaBnser sHepromoTpeOiieHHeM.
JlaTunky ABMKEHUS U OCBEIIEHHOCTH OTCJCKUBAIOT aKTMBHOCTh B IMOMelIeHnu. Ecny B KoMHaTe HET
Tro/ieH, ccTeMa aBTOMAaTHUECKH BBIKIIIOYAET CBET M CHIDKAET MOIIHOCTh OTOIUICHHsI. MaTteMaTnyeckast
MOJENb ONTUMHU3UPYET SHEPromoTpedicHre, YYHWTHIBasg MPOTHO3 TMOroasl H  Tapudbl Ha
3IICKTPORHEPTHIO. B pe3ynbraTe Takas cucreMa MOKET CHU3UTh dHepronoTpetierue Ha 20-30 % [6].

Ymuas snepreruka B benapycu

B cootBercTBuM ¢ HanmonansHoOM cTpaTterueit ycrounBoro pasputus PecryOnnku benapych
1o 2035 rona [7], pa3BUTHE SHEPTETHUKH OYAET HaIlEIEHO Ha Oo0ecreueHne CTa0MIFHOTO M HAaIE)KHOTO
(YHKIIMOHUPOBAHUS CUCTEMEI SHeproo0ecnedeHus: Bcex norpedureneit, mossimenne 3hdekTuBHOCTH
WCTIOJIb30BaHMs DHEPTOHOCUTENEH MTPU CHIKCHUU HAaIPY3KH Ha OKPYKAIOUIYIO Cpely.

BaxxHpiM HampaBiieHHEM CTaHET OOecleYeHHe JO0CTylla K HaJeKHBIM, YCTOMYUBBIM H
COBpEMEHHBIM  HWCTOYHHKAM DHEPrUW i1 BCeX  IOTpeOHuTeneil, YTO  COOTBETCTBYET
IIYP 7 Noectku — 2030.

OnHa W3 BaXXHEUIIMX 3a/1a4 — SKOHOMHYECKH M JKOJIOTMYECKH MeNeco00pa3Hoe pa3BUTHE
SHEPTONCTOYHUKOB, UCTIOIB3YIOIINX MECTHBIC BUIBI TOTLIHBA.

AXTUBH3MpYETCsl paboTa MO AWBEPCH(UKAUH ITOCTABUIMKOB TOIITMBHOIHEPTETUYECKUX
pecypcoB (TOP), mns yero mpeaycmaTpuBaeTcs (OPMHPOBAHHE OOLIUX SHEPreTUYCCKHUX PHIHKOB
EBpazmiickoro 3KOHOMHYECKOTO COK03a W ydYacTHEe BO B3aUMHOW TOPTOBIIE HAa HUX W APYTUX
MEXTYHAPOIHBIX PhIHKAX, a TAKXKE pa3BUTHE 0€3yTIEPOTHBIX UCTOYHUKOB YHEPTHU.

OcoObli1 akneHT OyZeT ciefaH Ha ONTHMAIBHOE BOBJICUCHHE B TOIUTMBHOIHEPTETHYECKHUN
OaslaHC BO30OHOBIISIEMBIX UICTOYHUKOB JHEPTUH, BKIIIOUAs! MX aKTHBHYIO HHTETPAIHIO B YHEPTOCUCTEMY
3a CUeT pa3BUTHs "YMHBIX' ceTell, MPUMEHEHHs TEXHOJIOTHH aKKyMYJIUPOBAaHUS AJIEKTPUYECKOH U
TEIIOBOM SHEpPruH, paclpoCTPaHEHUs] TEXHOJOTHH HCIIONb30BaHUS BO30OHOBISIEMBIX HCTOYHHKOB
9HEPIUM Ui COOCTBEHHBIX HYXKJ. B 3THX IeJsIX SHEeproMCTOUYHUKH, pabOTaroIe Ha TPaJAUIIUOHHBIX
sHepropecypcax, OyIyT C Y4YEeTOM OJKOHOMHYECKOH IIeNIecCOOOpa3HOCTH TOATAITHO 3aMEHSITHCS
00BeKTaMU BO30OHOBIISIEMOH TeHepaIny.

Ha pasButne mH(GOpPMAIMOHHBIX CUCTEM B OTEYECTBEHHOW IHEPreTHKE OKAa3bIBAET BIIUSHHE
konuerst  Smart Grid. Smart Grid ("HHTEIEKTyalbHBIE CETH 3JeKTpOCHAOXKeHHs') — 3TO
MOJICPHU3UPOBAHHBIE CETH DIEKTPOCHAOXKEHWs, KOTOpPBIE WCIONB3YIOT WH(POPMAIMOHHBIE |
KOMMYHHKAIIMOHHBIE CETH W TEXHONOTMH Uit cOopa uH(opManmu o0 3HEPronpoM3BOACTBE M
SHEPronoTpeOICHNH, TO3BOJSIONIEH aBTOMATHYECKA IMOBHINATH 3(PPEKTUBHOCTH, HAIECKHOCTD,
HKOHOMHYECKYIO BBITO/IY, & TAK)KE YCTOMUHNBOCTD IPOU3BO/ICTBA U PACIIPEICIICHHS dJIEKTPOIHEPT Uy [ 8].

B ocHoBy konnenmuu Smart Grid monoxxeHa IIeTIOCTHAasE W BCECTOPOHHE COTJIACOBAaHHAsS
cUcTeMa B3TJISIOB Ha POJIh K MECTO AJIEKTPOIHEPTETUKH B HACTOSIIEM U OyAyIleM, 1ieneil U TpeOoBaHni
K €€ pa3BUTHUIO, OAX0A0B K HX peaH3alry U CO3IaHUI0 HEOOXOJMMOr0 TEXHOJIOIMYECKOTO Oas3uca.

Ha nactosmem stane pa3sutus noa Smart Grid moHnmaeTtcst HaOOp MPOrpaMMHO-anIapaTHBIX
CPEJICTB, KOTOPbIE CIHOCOOCTBYIOT MOBBIMIEHUIO 3(PPEKTHBHOCTH IMPOU3BOJICTBA, pACIpENCIICHUS U
nepeaayn dEKTPOIHEPTHH.

[Ipu 3ToM noJ 3¢ (HeKTUBHOCTHIO IOAPa3yMEBaETCA:

1. Jenenrtpanu3aiust (YHKIUH TeHepalud W YIPaBICHHS ITOTOKAMH 3JIEKTPOIHEPTUH U
WHQOPMAIUK B JHEPTETUIECKOH CUCTEME.

2. CHKeHHe 3aTpaT Ha TeHepaLuIo, paclipeesieHue 1 nepeaady 3JeKTPOIHEPTUH.
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3. OnepaTtuBHOE YCTpaHEHUE HEMCIIPABHOCTEH.

4. BO3MOXHOCTh Tepefaudl 3JIEKTPOHEprud U HMHGOpMAaLUU B [BYX HAlpaBiICHUAX, UYTO
SBJISIETCS] BAXKHBIM YCIIOBHEM JUISL O0JIee MHTCHCUBHOI'O Pa3BUTHS PACHIPEAEICHHON 1 BO30OHOBIISIEMON
SHEPIeTHKH.

Konnenmmst Smart Grid mpenmnosnaraeT akTHBHYIO POJb HMOTPEOWTENs SHEPrHH, KOTAa OH
CTaHOBHTCS, C OAHOM CTOPOHBI, aKTUBHBIM CYOBEKTOM Pa3padOTKU U NPUHSATHUS PELISHNH 110 Pa3BUTHIO
1 (YHKIMOHUPOBAHMUIO SHEPTOCHUCTEMBI, a C APYrod — OOBEKTOM YIpaBJIEHHUs, 00eCleUHBAIOIINM
peanu3alrio KIro4eBbiX TpedoBanuii. [TosBunock naxe HoBoe moustue "Prosumer” (ot anri. producer
+ consumer).

Bosnee Toro, uHTENIEKTYaIbHAS CETh JOJDKHA OBITH PE3YJITATOM aKTHBHOTO B3aMMOJACHCTBUSA
rocyJapcTBa, SHEPrOKOMITAHIH U MOTPEOUTENsI, KOTAa BCEM TPEM CTOPOHAM OJIMHAKOBO HE BHITOJHO
Hapymartb oOmme ImpaBuia paboThl BHYTPH CETH M IPU 3TOM KaKAbIM YYAaCTHHUK IIOJIy4aeT CBOIO
HSKOHOMHYECKYIO BEITOAY [9].

ITo cocrostauto Ha anpens 2023 rona ypoBeHb HH(POBU3ALMK SHEPTETHUECKOTO KOMILIEKCa
Benapycu mpesbimaer 60 %. KitoueBble HampaBiieHHsI BHEAPEHUS TEXHOJIOTHH aBTOMATH3allUM U
mudposuzanuu B otpaciau. Cpean HUX - YIPaBICHUE 3JEKTPUUECKUMHU CETSIMH M CTPOUTEIHCTBO HOBBIX
IUQPOBBIX NOACTAHIIHH.

[Moxacranrus 330 kB "MoruiieB" — nepBasi B CTpaHe MOIHOCTHIO IU(POBAst MOICTAHIINAS TAKOTO
Kjacca HampsbkeHus. BBon o00bekTa B OKCIUIyaTalWI0 IO3BOJIMJI  IOBBICHTH HAJEKHOCTh
3NIeKTpOCHAOXKeHUE MOTHMIEBCKOro SHEproysia, BIBOE COKpPAaTUTh pa3Mephl IUIOmanedl mon
obopynoBanue. bnarogapss BBICOKOH aBTOMaTH3alliM IPOLECCOB HA MOJCTAHIMH He Tpedyercs
MOCTOSIHHOTO MIPUCYTCTBUSI IEPCOHANA. DTO CYIIECTBEHHO COKpAIAeT 3KCIUTyaTallHOHHbBIE U TPYAOBBIE
3aTpaTel MO €€ OOCIyXKMBaHHIO. ABTOMATHU3UPOBAHHBIE CHCTEMBl TUCIIETYEPCKOTO YIPaBICHUS
MMUHCKHX TEIUIOBBIX CETel, KOHTPOIUIEPHOE 000pyIOBaHUE, a TAaK)KEe aBTOMATH3MPOBaHHOE padoune
MecTa ornepaTopoB BHeApeHbl B Munckoit TOL-3. PVII "T'ponHosHepro” 060pynoBaHo MporpaMMHBIM
komruiekcom "AMIIEP-M", koTopsli TpemHa3HadeH s aBTOMaTH3alu cOopa u 00paboTKH
uHpopMalu o sHeprocObToBoi aesrensHocTH. PYII "Bpectanepro” BHenpuino mkad ynpaBieHuUs
VIUYHBIM OCBEIIEHHEM C (QYHKOHEW JUCTaHIMOHHOTO CheMa I[IOKa3aHWH MOTpeOIeHHON
3NIEKTPO3HEPTHH.

Bcero B cTpane 1,4 ThIC. IOACTaHIUN C AJIEMEHTaMH ITUGPOBU3ALNH, MIECTh — IMOJHOCTHIO
UGPOBLIX. "YMHbBIE" AJIEKTPUUECKUE CETH B aBTOMATHYCCKOM PEKUME OIECPATHBHO PEarupyroT Ha
M3MEHEHUS PAa3IMUHBIX IapaMeTPOB M MO3BOJISIOT OCYLIECTBIIATH Oecriepe0oiHOe IIEKTPOCHAOKEHNE
C BBICOKOM 9KOHOMHYECKOH 3 (eKTUBHOCTHIO. [IMI0THBIE POEKTHI [0 BHEAPEHUIO TEXHOJIOTHH Smart
Grid peanusoBanbl B boprucorckom, boopyiickom, JInosuuuckom, [TuHCKOM paiioHaX 3JIEKTPUUESCKUX
CeTeH.

Bueapenne coBpemeHHbIX IT-pemieHuii — 3TO M JONOJHWUTENBHBIE BO3MOXKHOCTH IO
NPEIOCTABIICHNIO KAaYeCTBEHHO HOBBIX YCIyr noTpedurtesnssiM. B smekrposHepreTnke — amst
aBTOMATH3allMM yd4eTa DIEKTPHUUECKOW HHEPTUU DIIEKTPOHHBIE CUYETYMKH OBITOBBIX a0OHEHTOB
00BEeIUHSIOTCS B aBTOMAaTH3HMpoBaHHyI0 cucteMy "ACKYD-ObIT" ¢ mocnemyromeil uHTerpauneii B
EPUIIL D10 maeT BO3MOXKHOCTH OBITOBBIM HOTPEOUTEISIM PACCUUTHIBATHCS 3a AIEKTPUIECKYIO SHEPTUI0
no tapudam, nuddepeHIMpoBaHHBIM [0 BPEMEHHBIM TIEPHOaM, a TaK)Ke CHUKATh CBOM pacxojbl. K
HACTOSAIIEMY BPEMEHHU 3aMEHEHO yKe 00jiee 4 MIIH CUETUYMKOB Ha 3JIEKTpOHHBIe — 3T0 90,6 % 0T MX
obmero koaudectra [10].

3akiIo4yeHne

1. nTepHeT Bemiel OTKPHIBAET HOBBIE BO3MOXKHOCTH JUIS TIOBBINICHUS 3(PQEKTUBHOCTH
anexTpocHabxkenus. biaarogaps [oT M0oXHO ONTUMHU3UPOBATE SHEPrONOTPEOIICHHE, CHU3UTh MOTEPU U
MIOBBICUTH HAJEKHOCTH dHeprocucteM. OmHAKO Ui YCHEIIHOTO BHEAPEHHUs] HEOOXOIUMO YUUTHIBATH
Takne (haKTophl, Kak KuOEepOe30MacHOCTh M CTOMMOCTh peanu3anuu. [Ipumepsr n3 EBpombl, Kuras u
MIPOMBIIIUIEHHOTO CEKTOpa JEeMOHCTpHpYIOT, u4To [oT yXe ceromHs NpHHOCHT 3HAYUTENIbHBIC
MIPEUMYILECTBA B YIIPABIEHUH SHEPIETUUECKUMU PECypCaMH.

2. MaremaTudeckue MOJICTH U CTPYKTypUpOBaHHbIe cucTeMbl [0T UrparoT KIO4YeBy poJib B
a¢dexkrruBHOM dHeprocoepexerrn. OHU TO3BOJISIOT ONTHMH3UPOBATh YHEPrONOTPEOICHHE, CHIIKAS
3aTpaThl U yMEHbIIas BO3/ICHCTBUE HA OKPYKAIOLIYI0 cpeay. [IpuMepbl BHEAPEHUS TAKMX CUCTEM, TAKHE
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KaK YMHBIC 3JJaHUA, ACMOHCTPUPYIOT HMX BBICOKYIO 3(1)(1)6KTI/IBHOCTI: U TOTCHOHA IJId IMHPOKOIro
IIPUMCHCHHUA.

CONCEPT, MODEL, EXAMPLES OF INTERNET OF THINGS SYSTEMS
FOR EFFICIENT POWER SUPPLY

U.A. VISHNIAKOU, M.Yu MAKSAK

Abstract. The basic concepts of the Internet of Things (10T) in the energy sector are presented. loT
allows to create "smart grids" that provide more efficient energy management. The key components
of such systems are discussed. The mathematical model for an energy-saving loT system is
presented as an optimization problem, where the objective function is to minimize energy
consumption. Keywords:

Keywords: 10T, smart grids, energy consumption, optimization problem, structure, energy saving.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 621.391

©®OPMHUPOBAHUE KOMBUHUPOBAHHBIX MYJbTUCHEKTPAJIBHBIX
MN30BPAKEHUU HA BA3E OJHOIIVIATHOI'O KOMIIBIOTEPA

U.U. JEBOHEHKO'?, A.Jl. POBAYEBCKUI1!, M.10. JIOBELIKIIY, E.I'. MAKEIUYMK!

1 — Benopycckuii 2ocydapcmeenblii yHugepcumem uHGopmamuxu u paouosnekmponuxu, Pecnyoauxa benapycy,
2 — OAO «lleneney, Pecnybnuxka Benapyco

Hocmynuna ¢ peoakyuro 18 gespansi 2025

AnHoranusi. PaccmarpuBaercsi 3ajauya OLEHKH BBIYUCIUTENBLHON 3()(EKTHBHOCTH alropuTMma
JIOKJILHON KOpPEJIMN MPUMEHHUTENBHO K 3a7a4aM 00paboTKM M300pa’keHNi Ha OJHOIUIATHOM
kommbpioTepe Rockchip AIO-3588MQ. C nenbio BEISIBICHHS ONITUMANBHBIX CTPATETHH YCKOPEHHS
¥ ONTHMH3ALUH, MPOBEJCHO CPABHUTEIHHOE HCCIECJOBAaHHWE IPON3BOIUTEIBHOCTH PA3IHMYHBIX
peanu3aiyii anropuT™Ma, aJanTHPOBAHHBIX K apXUTEKTYPHBIM 0COOCHHOCTSIM mponeccopa Rockchip
RK3588.

Kniouegvie crnosa: omHOIIIATHBIM KOMIBIOTEP, OIIEHKA KadecTBA KOMOMHUPOBAHUS N300pakeHUH,
KOppesIus N300pakeHNH, B3BEIICHHOE CIIOKEHNE N300paKEHHH.

BBeaenne

dopMupoBaHHEe ¥ aHAU3 MHOTOKAHAIBHBIX HM300paKEHHM, TONYYCHHBIX METOJaMH
WHQpaKpacHOW W BUAWMOHN CIIEKTPOCKOINHUH, UIPAET KIIOUYEBYIO POJIb B UCCIEIOBAHUM TTOBEPXHOCTH
MatepuaioB. Kaxaplii KaHal B TAKMX U300paKEHUSIX COOTBETCTBYET ONPEACIICHHOMY CIIEKTPaIbHOMY
JINANa3oHy, KOJUPYs WHTCHCHBHOCTh OTPAKEHHOTO WJIH TOTJIOMICHHOTO U3JIyYeHHs] B BHJE SAPKOCTH
nuKcene aBymMepHod Matpunpl. OcoOyio HHGOPMATUBHOCTH YacTO JIEMOHCTPHPYIOT KaHAJIbI
osmxHero (NIR), cpennero (MIR) undpakpacuoro u Buaumoro (VIS) nuana3zoHos.

Busyanuzaiyss MHOTOKAHAIBHBIX CIIEKTPATBHBIX JAHHBIX TPeOyeT OOBbETUHEHUS HECKOJIbKUX
KaHAJIOB B €IUHOC TMPEJCTABICHUE, aJalTUPOBAHHOE JJIsi OTOOPaKEHUS Ha YCTpOMCTBaX ¢
OTpaHMYCHHBIM JIMHAMHUYECKUM JIMANa30HOM. Bu3yanuzaiusi JTaHHBIX MOXKET OBITh OCYIIECTBIICHA
MIOCPEJICTBOM ILIBETOBOTO KOJUPOBAHUS, HAIIPUMED, MyTEM MTpeoOpa3oBaHus HHTEHCUBHOCTH CUTHANIA B
ONKHEM MHOPAKPACHOM JHANa30He B KOMIIOHEHTHI BUMMOTO criekTpa [1], WM ¢ UCTONb30BaHHEM
MOHOXPOMHOTO oOToOpakeHus. [Ipu STOM KPUTHUECKM Ba)KHO MUHHUMH3HPOBATh apTe(akThl U
COXPaHHUTh BaXKHBIE JETAIIM, XapaKTEPU3YIOIIUE CIeKTpalibHble 0COOCHHOCTH MaTepuaia. B mgaHHO#H
pabore uccneayetcs GopMHpPOBaHHE KOMOMHUPOBAHHBIX MOJYTOHOBBIX M300pa)KEHUH HA OCHOBE JIBYX
CIIEKTPaNbHBIX KaHasoB. Oco0oe BHUMaHUE YAENSETCS aHaIM3y NPOU3BOJUTEIHHOCTH ajropuTMa
JIOKaJbHOM KOPPEISIIUK MPUMEHUTENBHO K OLIEHKE Ka4eCTBa TAKOTO OOBEIMHEHNS, & TAKIKE CPABHEHHUIO
3 (PEKTUBHOCTH PA3JUYHBIX CTPATErWii ONTUMH3ALMK €ro pealn3alid Ha BBIYUCIUTEILHON
wiatdopme AIO-3588MQ.

OCHOBHOH akIIeHT cJiellaH Ha CPaBHEHUM TPOU3BOJUTEIHLHOCTH pPa3pa0OTaHHOIO alropuTMa
JIOKQJIbHOW KOPPENSIUYA TPU Pa3IMYHbIX CTPATETHUAX ONTHMH3AIMU, BKJIKOYAs MapauiebHbIC
BBIUMCJICHUS W WCIIOJIb30BAaHUE aIllapaTHOTO YCKOpPEHUs, MpenocraBisemMoro miardopmoit AlO-
3588MQ.

Lenr pabotel — ompenencuue Haubojiee 3PGEKTUBHOrO criocoba oOpabOTKU CHEKTPAIbHBIX
JIAHHBIX JJIs 3a/1a4 BU3YaJIM3allid M aHalli3a, HANPaBICHHOTO HE TOJIBKO HA TOBBIIIEHUE TOYHOCTH
OIICHKM Ka4yeCTBa KOMOWHHPOBAaHHBIX HW300paXEHWH, HO W HA ONTUMHU3AIUIO BBIYHCIUTEIHHBIX
MIPOIIECCOB C IENIBI0 00ecieueH s BO3MOKHOCTH 00pa0OTKH JIAHHBIX B PeXKHME, OJIM3KOM K PeaibHOMY
BpPEMCHH.
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®opMupoBanne KOMOMHUPOBAHHBIX H300paskeHN I

[Ipu 00paboTKe AAHHBIX, MONYYCHHBIX B PA3IUYHBIX CHEKTPAILHBIX JHANa30Hax (Hampumep,
nappakpacaom (IR) wm Bummmom (VIS)), ximoueBodt 3amaueit sBisgercs  GOPMHpPOBAHHUE
KOMOMHHUPOBAHHOTO N300paXKEeHUs, COXPAHSIOIIEI0 HanOosiee HHPOPMATHBHBIE 0COOCHHOCTH KaXJI0TO
ka"ana. Mcxons u3 Toro, 9to 3(h(PEeKTHBHOCTH METOIOB OOBCAMHEHHUS HE BIMACT HAa OOBEKTHBHBIC
MOKA3aTeNN KadeCcTBa PEe3yIbTHPYIOMIETo H300paKeHNs, OB BRIOpaH MPOCTOi 1 3 PEKTUBHBIA METO
B3BECILICHHOTO CJIOXCHHUS, N300pakeHHBIN Ha puc. 1.

CornacHo JaHHOMy MeTOAy 3HadyeHus mukceneir M (Y, X) KOMOMHHPOBAHHOIO M300paXKEHHUSI

M =m¢ (y,x)(yfm «<0.%7) (rme Y m X 0003HAUAIOT KOOPAMHATHI IHUKCENSA) BBIUHCIIIOTCS Kak
B3BEIIEHHAs] CyMMa 3HAa4eHWH NHKCeNel WCXOIHBIX H300paKeHuUit M1 = ml(y, X)(yzm,x:o,T—l)

M , =M, (y, X)(y—m x-0% 1)’ IOJTYYCHHBIX, COOTBETCTBEHHO, B IIEPBOM M BTOPOM KaHajIaX, Ha OCHOBE

CJICOYIOUICTO BbhIPpAKCHUSA

me (v, x) =] kmy (v, %x)+(1—-k)m, (y,x)], 1)

rne Y=0,Y =1, x=0, X —1; k — koo dpuiment, onpenensonuii BKIa 3HaUEHUH MUKcesIel Kaxka0ro
KOMITOHEHTHOTO u300paxeHuss M; u M, B 3HaueHus mukceneld KOMOWHHUPOBAHHOTO M300pa)KEHUS
Mc, O<k<1;Y,X- pa3Mepsl (B TUKCEINAX ) KOMIOHEHTHBIX 1 KOMOMHHUPOBAHHOTO H300PaKEHHH IO

BEPTUKAIIN U TOPU3OHTAIIN; [ ] — onepalys OKpYIJICHHsI 3HAYCHUH MUKCeNel 10 OmKaiiiero 1enoro.

JI [ H:
M HHeHHAas » x
IIDP[\IHJIH]HI[I’IH
A
ke ———
Y- ¥
+ OKpyIIeHHE 00 Me
1 —» + + - N Py
OmEHARIIIErO LEIoro
F 9
¥
Mo JIuHefinag %
S » >
- HOPMAIHIALTHL =

Puc. 1. Cxema (I)OpMI/IPOBaHI/Iﬂ KOM6I/IHI/Ip0BaHHOFO I/I306pa)K€HI/IH Ha OCHOBE B3BCIICHHOI'O CJIOXKCHUA
KOMITOHCHTHBIX H306pa)KeHPII>i

Memnbinne 3HaueHus: kodd¢unnenta K Ha puc. 1 yka3plBalOT Ha CHIKEHHE OTHOCHUTEIBHOIO
BKJIaJla 3HAUCHHWH TNHKceJeld HWCXOJHOro u3o0paxeHus M; B (GopmMupoBaHuM KOMOWHHUPOBAHHOTO
n300pakeHnss M, TO CpaBHEHHIO C BKJIQJOM HMCXOIHOTO H300paxeHuss M,. Takum oOpa3zowm,

BapbUpys 3HauYeHHE K, MOXXHO KOHTPOJIHPOBATh OanaHC MEXIy HH(OpMAIMeid, MpeACTaBICHHOH B
KaX/IOM M3 UCXOIHBIX KaHAJIOB, B PE3YJIbTUPYIOIEM KOMOMHUPOBAHHOM HU300paKEHUH.

Onenka kayecTBa KOMOMHUPOBAaHHS N300pakeHUIl HA OCHOBe KO3 PHIMEHTA JTOKAJIBHON
KOppeJsiiu

[loBblIeHNE TOYHOCTH KOPPENSLHMOHHON OLIEHKH KauyecTBa KOMOMHHPOBaHHS HM300pakKeHUi
JIOCTUTAETCA 3a CYET Yyd4eTa JIOKAIbHBIX OCOOEHHOCTEH pacrpeneleHnid 3HauYeHWil MUKCened B
KOMIIOHEHTHBIX W KOMOHMHHUPOBAaHHOM H300pakeHUsAX. JJIs 3TOro HCHoib3yercss KOIDPHIMEHT

r, (A, B) JIOKAJIbHOW KOPPEJSIMK IBYX U300pakenuit A = a(y, X) u B= b(y, X) opu Yy=0,Y -1,

X =0, X —1, BBIYHCIIAEMBIii C TOMOIIIBIO BHIPAKEHHS
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Z S laly.x)=a (y.x p)|p(v.x)=b, (v, %, p)
(oS (aly)-a (v p) o3 (b(y. %) =B, (v, p))

rue aL(y,x, p), bL(y,x, p) — CcpemHWE 3HAYCHHS SPKOCTEM NHKceneld m3o0paxenmidi A m B B

r.(AB,p)= @)

OKPECTHOCTH MHKCeNsl ¢ KoopauHaTamu (Y, X) pasMepoM P X P MHKCENIeH.

Jns  KOMIIEKCHOW OILEHKHM KadecTBa KOMOWHHPOBAHUS W300paKeHWH, YUUTHIBAIOMIEH
B3aMMOCBSI3b MEXJY PE3YJbTUPYIONIMM KOMOWHHPOBAHHBIM H300pOKEHUEM, KAKIABIM U3 €ro
KOMITOHEHT, a TaKkkKe MKy CaMHMH KOMIIOHEHTaMH, B pabote [1] mpemiokeHa joKambHas

KOppENAIUOHHAs METpUKa DL(k), BBIYHCISieMass C IOMOIIBIO BEIpakeHHs (OoJbliee 3HAYCHHE

COOTBETCTBYIOT 0OJiee BEICOKOMY Ka4eCTBY KOMOMHUPOBAHUS U JTyUIIEMY COXPaHEHUIO HH(POpMAaLuu
U3 MCXOTHBIX KaHAJIOB)

r(M.,M. ,k)+r (M.,M,,k
DL(k)= L( C 1 ) L( C 2 )

I (Mc My, k) =1 (Mg, M, k)[r, (M;,M,,0.5)
B oTnmune ot rirodambHbBIX KOppECIAIUMOHHBIX METPHK, JIOKAJIbHAA KOPPCIAIHNOHHAsA MCTpPpHUKaA

3)

DL(k) o0ecreynBacT BO3MOXKHOCTH OIPEETICHUS] ONTUMAIBbHOTO 3Ha4YeHus: koddduimenta K,

KOTOPOE TO3BOJISET JOCTUYh HAWIY4IIEro OajaHca MEXIy BKIAJaMH UCXOJHBIX H300paKeHUil B
pe3ynpTHpYyIOIee KOMOWHUPOBAHHOE HM300paKEHWE, MAaKCUMH3UPYS COXpaHEHHE TIOJIe3HON
WH(GOPMAIUH U3 KKIOT0 KaHaa.

BoruncanTelbHbIe BO3MOKHOCTH OHOTIATHO# cucTeMbl Rockchip A1O-3588MQ a5 paGoThi ¢
MYJIbTHCHEKTPAJbHBIMHA JAHHBIMH

IInatrpopma Rockchip AIO-3588MQ mnpencraBnseT co00i  BBICOKOIPOWU3BOAUTEIHHBIN
OJTHOILTATHBIN KOMIBIOTEP, IPEAHA3HAUYCHHBIHN 111 00pabOTKH BUAECOIOTOKOB B PEaIbHOM BpeMeHH. B
paMKax JaHHOTO MCCIIEOBaHUS OHA OblIa BEIOpaHa B KaUeCTBE aIllapaTHOI OCHOBBI Oiaroaapst cBoeil
BBIYUCIIUTEIbHON YHHUBEPCAIBHOCTH, MOJAEPKKE DPA3IMYHBIX ONEPALMOHHBIX CHUCTEM M LIMPOKUM
BO3MOXKHOCTSIM TOAKIIIOYEHUs NTepruepuiiHBIX YCTPOUCTB.

Apxutektypa MmiatdGopmbl BKIOYaeT Habop wuHTepdeiicoB, obecreynBalomMX TUOKOCTh
MOAKJIFOYECHMS BHEILIHUX yCTpOI/ICTB n300pakeHbl Ha puc. 2.

GPI0. ADC. SPI. 12C, LED\REV\PWR\RST

Mini PCle Socket

3P-2.0mm

12V 4P-1.25mm

12V/12V/GND/GND

SATA3.0 S bD\z 242) 30P-0.5mm

1*4Lane or 2

1080P@60fps

55%2.1mm Gen1 ote 8K@60fps or 4K@120fps

Puc. 2. Unrepdeiicst Rockchip AIO-3588MQ
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BuneoBxoap! ¥ BEIX0AbI peacTaBieHsl naTepdericom HDMI 2.1 ¢ mogaepskkoii pazpemenus 8K
mpu 60 kagpax B cekyrny win 4K mpu 120 xaapax B cexynny, HDMI-IN 2.0 mis mpuema BHEITHHX
CUTHAJIOB, a Taoke DisplayPort 1.4 B kauecTBe anbTepHATHBHOTO PEMISHIS ISl BBIBO/Ia N300pakeHNSI.
s moakroueHus nepudepuitHbIx yeTpoicTB npexycMotpensl uatepdeticest USB 3.0 OTG u Type-C,
a Takke crnenuanusupoBanabiec MIPI-pazsempl. MIPI-CSI npenna3HaveH 1isl MOAKIIOUCHUS KaMep U
TTOAICP>KUBAET 10 4 JIMHUHA TIepeIavd MaHHBIX CO CKOPOCThIO 0 4 ['6mT/c Ha ocHOBE cTaHmapToB D-
PHY wmu C-PHY. MIPI-DSI oGecnieunBaeT BRICOKOCKOPOCTHYIO Mepenavy JaHHBIX JUIS TUCIUICEB C
MUHHMAJIBHBIMU 3a/ICPKKAMH.

BeruncimrensHas  apxutektypa Rockchip  AlO-3588MQ ocHoBaHa Ha TeTepOreHHOM
BBIUMCIIUTEIHHON CHCTEME, MHTETPHUPYIOIIEH EeHTPAIBHBIA MPOoLeccop, rpaguueckuil yCKOPUTEnb 1
HeHpoIporieccop B ANHYIO0 BBIYUCIUTENBHYIO M1aTdopMy. LIeHTpaibHbIi nporeccop peaan3oBaH 1o
rubpugnaoit  apxutektype ARM DynamlQ big.LITTLE, coueraromeii kmactep BBICOKOH
MIPOU3BOAUTEILHOCTH ¢ 4eThIphMs sinpamu Cortex-A76, pabortaromumu Ha dactote a0 2.4 I'Tt ¢
MOJ/ICP’KKOM OTHOBPEMEHHON MHOTOMOTOYHOCTH, U 3HEProd(GEeKTHBHBIN KJIacTep U3 YeThIpeX saep
Cortex-A55 ¢ takroBo#t yactoroit 1.8 I'Tn. Cuctema K3MIMpPOBaHUS BKIIOYAET BhIAENCHHBIH L2-Kam
obovemom 512 Kb i KaXOoro MpOIECCOpPHOro Komruiekca W obmmid L3-kom oobemom 3 MBb,
peanu3yIoni CKBO3HYIO MOJIENb COTJIACOBAHHOCTH MEXK/Ty BCEMH BBHIUYUCIUTEIBHBIMU SIIPAMU.

I'paduueckas moncucremMa nocrpoena Ha 6ase mpoueccopa Mali-G610 MP4, ucnosnb3yromiero
mukpoapxutektypy Valhall Tperbero moxonenus. [loacucrema conepkut 4eThipe YHUDHUITMPOBAHHBIX
IIeHIEPHBIX sIIpa ¢ TaKTOBOM yacToToi 1o 800 MI 1 1 moanepkuBaeT coBpeMeHHble Tpaduieckue API,
Bkitouast OpenGL ES 3.2 ¢ pacimpenusiMu A5l BEIYUCIIeHHH B (hparMeHTHBIX 1eiaepax, Vulkan 1.2 ¢
anmapaTHOW axkcenepanuedd TpaccupoBku nydedt mw OpenCL 2.2 ¢ momHON moamepKKoil oOmeit
BUPTYQJIIBHON MaMsITH. ATITIAPAaTHBIA BHICOKOJIEK oOecrednBaeT 00paboTKy BHAECOMOTOKOB (opMaTa
H.265/HEVC Mainl0 10-bit ¢ paspemieanem g0 8K@60fps, Bkmrouas momnepskky HDRI10+ u
JuHaMudeckux MertanaHubix Dolby Vision. [Ipumenenue texnomornu AFBC (Arm Frame Buffer
Compression) Bepcuu 1.3 TO3BONSET peann30BaTh aJalTUBHOE C)KATHE C TIOTEPSMHU, CHUXKAs
TpeOOBaHUs K MPOIMYCKHOH criocoOHocTH maMsath Ha 50—70 % 1 THOMYHBIX ClieHapHeB paboTHI ¢
MU300paKCHUSMU.

Hetiponnsrii mpomeccop miatdopmel 0decriednBaeT MUKOBYO Mpon3BoauTensHOCTs 6 TOPS mpu
BBIMIOJIHEHWM  8-OMTHBIX LEJIOYMCICHHBIX omepauuil. Ero apxurekTypa BKIO4aeT 0ok
MPEIBAPUTEIBLHON 3arpy3KH BECOBBIX KOA((UIMEHTOB C MOMJICPKKONH pPabOThl C pa3peKCHHBIMHU
HEUPOHHBIMU CETSIMU, MATPUYHBIN BEIYMCIUTEIbHBIM MACCUB C alllapaTHOU akcenepaluuen onepanuil
¥ MOAYJIb TIOCTOOPaOOTKU C MOIAEPIKKOM Pa3IMuHBIX aKTUBALMOHHBIX QyHKIMH. Ocoboe BHUMaHKE
yIIeNeHO TOJJIEPKKE OCHOBHBIX (PpeiMBOpKOB MammHHOTO 00yueHws, Bkitodas TensorFlow Lite ¢
ONTUMH3UPOBAHHBIMH OTEpaTOpaMH il CBEPTOYHBIX HEHpOHHBIX cereil, Quantized PyTorch c
aBTOMATUYECKUM PACIIpENIEIeHNEM BhIUMCIUTENbHON Harpy3ku Mexxry CPU u NPU, a taxoke ONNX
Runtime ¢ BO3MOXHOCTBIO HCIIOJIB30BaHMS CHELMAIM3UPOBAHHBIX OINEPaTOpoOB Ui  3ajad
CIEKTPAILHOTO aHaiu3a. Takas apXuTeKTypa oOecledHMBaeT JEeTEePMHHHUPOBAHHOE BBIMOJIHEHHE
HEHPOCETEBBIX MOJIENIEH C 3aepKKOH MeHee 2 Mc ITpH 00pabOTKe MyJIBTUCTIEKTPAIbHBIX W300paXXKeHN
BBICOKOT'O Pa3peleHHUSI.

bnaronapsi codyeraHHIO BBICOKOW IPOMYCKHOW CHOCOOHOCTH HWHTEpP(ErcoB, MapasienbHBIX
BBIYMCIUTEIBHBIX pecypcoB M amnmapatHoro yckopenwms MU, mnardopma Rockchip AIO-3588MQ
ABJSIETCS.  ONTHUMAJbHBIM  pelleHHeM A 3a7a4  (GopMupoBaHuMs  KOMOMHHMPOBAaHHBIX
MYJIBTUCTIEKTPAIILHBIX NU300paKeHUH B peKMME PETbHOTO BPEMEHH.

OnTuMH3anus AJITOPUTMA JTOKAJLHON KOpPpeIsiiu 11 00padoTKU H300paskeHMii B peajbHOM
BpemMeHHU Ha miaTgopme AIO-3588MQ

[Ipu ananuze anroputMa JOKAIbHOW KOPPENALMH BBIIENSAIOTCS KIIOYEBbIe 3Tanbl 00paboTKu
nzo0paxenuii. Ha HavajnbHOM 9JTame peanu3yercss MOVIEMEHTHOE YMHOXEHHE IHKceei
COOTBETCTBYIOIIMX H300paXeHUH, 32 KOTOPHIM CJEAYyeT CyMMHPOBAaHHE MOJYYEHHBIX 3HAUYCHHH B
npefenax OKHa KOppelsiiuu (PUKCHpPOBAaHHOTO pa3Mepa. DTa BBIUYMCIWTENbHAs Onepanus HMeeT

2 U .
kBajgpatnunyto cnoknoct O(N <), rne N — nuHelinblii pasmep n3o0paxeHus. 3aBepIIAIOMIMA dTall
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BKJIFOUAET BBIUMCIIEHHE CPENHEr0 3HAuYeHUs B IMIpeJeNaXx OKHAa U COXpaHEHHE pe3ynbTaTa B
2 .
pe3yABTUPYIOILYIO MaTpuily, uTo Takxke Tpedyer O(N “) omeparmii.
[Ipon3BOOUTENBHOCTE ANrOpPUTMa CYIIECTBEHHO OrPaHHYEHA HECKOJIBKUMHU KPUTHUYECKUMHU

(akTopaMu. ApPXUTEKTypa BIIO)KEHHBIX LHUKJIOB (II0 KOOpAMHATAM H300pakKeHUS W PaJNyCy OKHA)
o0yClaBiIMBaeT KBaJpPaTUYHY) CJIOXHOCTh OTHOCHTEIBHO paJnyca OKHa U KBaJPaTHYHYIO

o 2 2
OTHOCHTENILHO pa3Mepa u300pakeHus, 9to 1aét oouryro ciaoxuocts O(N - r°), rae r — paguyc okna

KOppeTsIMU. 3HAYUTENbHOE BIHMSHUEC OKa3biBaeT HEI(D(HEKTUBHOE HCIONB30BAHHE KAII-TIAMSITH,
BCJICJICTBHE MPOCTPAHCTBEHHOW HEKOTGPEHTHOCTH JIOCTYIA K JaHHBIM MPH 00pabOTKe CKOJIB3SIIUM
okHoM. [Ipu paboTe ¢ n300pakeHUSMHU BBICOKOTO Pa3pellICHHs MPOIMYCKHAs CIOCOOHOCTD MOICUCTEMBI
MaMSITH CTAHOBUTCS Y3KMM MECTOM, OTPAaHHYUBAIOIINM CKOPOCTh JIOCTYIIA K MUKCEIBHBIM JJAHHBIM ITPU
UX MHOTOKPATHOM HCIOJIb30BaHHH.

C 1enpl0 TPEOJIOJICHUST BBIABICHHBIX OTPAHUYCHUHN peaar30BaH KOMIUIEKC ONTHMHU3AIUM,
HANPAaBJICHHBIX HAa TIOBBIIICHUE YTHIU3AlMU PECYPCOB MPOIECCOPHON miaTdopMbl. B dacTHOCTH,
paccMaTpUBAIUCH PAa3IMUHBIC TIOAXO/BI K ONTUMH3AINH, BKIIOYAsl CTAHAAPTHYIO peanu3anuto Ha C++
¢ ucrionb3oBanneM oubmmorekn OpenCV, a Taxke ONTUMH3AINH C TIPIMEHEHHEM Habopa HHCTPYKITHI
NEON, oubmuoreku OpenMP u nx xomOuHaiuu. CpaBHEHUE MPOU3BOIUTEIIEHOCTUA ATHX MOJX0JI0B
MpeJICTaBIeHO B Tao. 1.

Tabmn. 1. CpaBHeHne NpPpOU3BOAUTEIBHOCTH ONMTHUMH3 AU ajiropurma JOKAJbHOM Koppeasinuu

Metonbt Bpewmst 06paboTkH, Mc YckopeHue, pasbl
basosas peanuzanust (CPU) 300 1.0
+ Tapayutenusm (8 sigep) 120 2.5
+ Bexropuzanus (NEON) 40 7.5

[MapannensHas 06paboTKa AOCTUTACTCS MTOCPEACTBOM JEKOMIIO3UIIMH BXOJHOTO H300paskeHUsI Ha
HE3aBUCHUMBbIE TOPHU3OHTAIBHBIE IMOJIOCHI, KOTOpBIE pACHpPEENAIoTCS MEXJIy JOCTYIHBIMU
BBIYMCIIUTEIBHBIMHU SIIPAMH MHOTOSIZIEPHOTO Iponeccopa. Peanusanus, 6asupyromiascsa Ha cTaHAapTe
OpenMP [3], obecrieunBaeT THHAMHYECKOE PACIPEICICHHE HATPY3KH MEKIY SAPaMH, YUYUTHIBAsS MX
TEKYIIYI0 3arpy3Ky W apXWUTEKTYpHble OCOOEHHOCTH (TaKTOBYIO YacTOTY), JUIA JOCTHXKCHUS
ONTUMAJILHOT'O COOTHOILEHHS MEXY IPOU3BOAUTENFHOCTBIO U SHEProNoTPeOICHUEM.

JlononHUTENIbHOE  TOBBILIEHHWE TPOU3BOJIUTEIBHOCTH  O0ECIICUMBACTCS  HMCIOJIb30BAHUEM
BEKTOPHBIX BBIYHCICHWI Ha ocHOBe Habopa mHCTpykuumid NEON, noctymHoro Ha ruiatgopmax c
apxutektypod ARM [4]. KitodyeBble omepanuy anropurMa mepenucaHsl ¢ npuMmeHeHueM SIMD-
npumutrBoB (Single Instruction, Multiple Data), obecneunBaromux napauienbHy0 o0paboTKy 10
YyeThIpex MUKCeNel 3a onHy HHCTpykuuio. B wactHocth, mucTpykimun VMULL.u8 (ymHOXeHue c
HaKOIUIEHUeM JJIsl §8-OMTHBIX Oe33HaKkoBbIX LEebIX) 1 VPADD.s32 (ropusoHTanibHOE CyMMHUpPOBaHHUE
Ut 32-OMTHBIX LEINBIX) MO3BOJIAIOT CYLIECTBEHHO YCKOPUTb 0a30BbIE BBIYHCIUTENBHBIC ONEpPaLlN
Koppesinuu. OnTHMU3alysl AOCTYNAa K MaMsATH BKIIIOYaeT MPUMEHEHHWE MEXaHM3MOB NpenBbIOOPKU
JAHHBIX W OPTaHU3ALMIO TIOCIENOBATEILHOIO YTEHHUS [aHHBIX, YTO CHIDKAeT 3aJepKKu |
MaKCUMH3HPYET 3)(HEKTUBHOCTD KAMI-NIAMSTH MPH padboTe ¢ OONMBITUMH MacCHBaMu n3o0paxennit. Kak
BUIHO U3 TaOumibl, KoMOnHUpoBanHas ontumuzanusi NEON + OpenMP nemoHcTprpyeT Hamrydime
MOKa3aTend MpPOM3BOJUTENLHOCTH, OJHAKO BBIOOp ONTUMANBHOTO TIOAXOJa  ONpEACISIeTcs
KOHKPETHBIMH TPEOOBAaHMSAMH K TPOEKTY W JIOCTYIIHBIMH PECypcaMH, BKIIOYAs KBaJTU(PHUKAIUIO
pa3paboTunMKoB W ILeneByto IuathopMmy. B pesynbraTe nmpUMEHEHHS ONTHMHU3ALMHA JOCTHTHYTO
CEMHUKpPaTHOE YBEJINYEHNE TPOU3BOAUTEIBHOCTH 110 CPAaBHEHHIO C UCXOIHOM, CKAISIPHON peannzanueit
anropuTMa.

HanpHeiiiee mnoBbiieHHe 3(PQGEKTUBHOCTH alrOpUTMa JIOKAJBHOH KOppelsinuu Tpedyer
KOMIIJIEKCHOTO MOJX0/1a, YUYUTHIBAIOLIETO APXUTEKTYPHbIE 0COOEHHOCTH COBPEMEHHBIX MPOLECCOPOB U
cneruduKy o0padoTKu n3o0paxenuid. [IpoBeneHHbIC HCCICIOBAHUS IEMOHCTPUPYIOT 3HAUUTEIIBHBII
MOTEHIIMAI ONTHMHU3AINH, OJHAKO CYIIECTBYIOT JOTIOJIHUTENbHBIE BO3MO)KHOCTH JUISl YITYYIIEHUS
MIPOU3BOAUTEIBHOCTH.

Oco0oro BHAMaHUsI 3aCTy)KHBaeT aHAIN3 MOBEJCHUS alTOPUTMA IIPH PA3JIUYHBIX MapaMeTpax
00paboTKu. OKCHeprMeHTaTbHbIE JaHHbIE IIOKAa3bIBAIOT HENWHEHHYI0 3aBHUCHMOCTh BpPEMEHH
BBINIOJIHEHHSI OT pa3Mmepa OKkHa koppemsiuuu. [Ipn maneix paamycax okHa (MeHee 16 mukceneit)
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JOMUHHPYIOIIMM (akTOPOM CTAHOBSITCS HakKJIaJHBIE pacXolbl Ha OPraHU3aLUIO MapalIeIbHON
00paboTKM, TOrga Kak A OOJIBIIMX OKOH OCHOBHBIM OIPAaHMUYCHHEM BBICTYHAET IPOILYCKHAast
CIIOCOOHOCTh TMaMATH. OJTO O0OYCIIaBIMBAeT HEOOXOMUMOCTh aJaNTUBHOTO BBHIOOpa CTpaTeTHH
ONTUMH3ALIUH B 3aBUCUMOCTH OT pabo4rX MapaMeTpOB aJlrOPUTMA.

[lepcrieKTUBHBIM HampaBiICHUEM pa3BUTHA SBISETCS CO3JaHHE TMOPUAHOM peanu3alui,
COYeTaroleld MPEeUMYILEeCTBa Pa3jInYHbIX NOAXO0M0B. Jls ManablX OKOH ONTUMAajbHOM OKAa3bIBACTCS
BeKTOpHas o0paboTka ¢ ucnonszoBanrneM NEON-HHCTpyKIMH, B TO BpeMs Kak CpeIHHH Auana3oH
pasmepoB OkHa Hambonee 3¢¢eKTHBHO oOpalaThBaeTCs NpH MapaiieIbHOM BBIOJHEHUH Ha
HECKOJIbKHMX sapax. bombmime okHa TpeOyrOT NPUHUMIHNAIBHO HMHOTO IOAXOJa C NPUMEHEHHEM
YaCTOTHBIX METOAOB 00pabOTKH, YTO OTKPBIBAET HOBBIE BO3MOKHOCTH JUISI OIITUMH3ALIUH.

JlononHuTeNbHBIA pe3epB MPOU3BOIUTEIBHOCTH KPOETCS B ONTUMH3AIMU PAOOTHl C MaMSTHIO.
[IpakTideckne M3MepeHNs MOKa3bIBAIOT, YTO OpraHu3anus JaHHBIX 1Mo mpuHoumy SOA (Structure of
Arrays) o0OecrieduBaeT MPUPOCT MPOU3BOAUTEIHHOCTH Ha 12—15 % 1Mo cpaBHEHHIO C TPaIUIHOHHBIM
nogxonom AOS [5]. HcmonszoBanue 64-0aiTOBOrO BhIpaBHHBAaHUs JJsl BEKTOPHBIX ONepaunuit
CTaHOBHUTCSl KPUTHYECKH BAKHBIM JUIS IOJHOTO pacKpbiTus mnoreHnmana SIMD-uncTpyknmii, a
npeaBapuTesbHAs 3arpy3Ka JaHHBIX B K3III II03BOJISIET COKPATUTh BpeMs BbionHeHus Ha 15-20 %.

KpHTI/I‘ICCKH BaXXHBIM acCIICKTOM B KOHTEKCTEC anCCCHBHOﬁ OIITUMH3aU AJITOPUTMOB
00pabOTKN M300paKCHUH SIBIIIETCSI COXPAHCHUE MPUEMIIEMOM TOYHOCTH BhIUMcCiIeHui. [IpoBeneHHbIN
CPaBHHUTEIBHBIN aHAJIN3 TOKa3all, 9YTO HCIOIb30BaHUE |6-OMTHBIX LEIOYHNCICHHBIX IPEICTaBICHUH
JaHHBIX C AKKyMyJISILHEeH NPOMEKYTOUHBIX Pe3yJbTaToB B 32-OMTHBIX PErHCTpax OOecleunBacT
A0CTAaTOYHYIO TOYHOCTDH AJId HIMPOKOI'O CIICKTpa HpI/IJ’IO)KCHI/Iﬁ, IIpu 3TOM arpe€CCUBHasl ONITHUMU3ALIUA
OKa3bIBACT HE3HAYUTEIHHOE BIMSHUE HA KOHEUHYIO TOUHOCTh. JlJs 3amad, TpeOyromuX MOBBIIEHHON
TOYHOCTH, HEOOXOIUMO TMpUMeHEeHHe 32-OMTHBIX BBIYUCIICHUH C IUIaBaromiei Toukod. [Ipumenenne
AIMIMPOKCUMAIIMOHHBIX METOAOB, IIPHU YCIIOBHUU COXPAaHCHUA HOHYCTHMOﬁ MOrp€IIHOCTU B JUAMa30He 2—
3 %, MO3BONISET AOCTHYH HEOOIBIIOTO JOTOTHUTEILHOTO YCKOPEHHSI.

IlepcnieKTHBHBIE HANpaBICHUS PA3BUTHS BKIIOYAIOT MHTETPALMUIO C CHECLUATU3UPOBAHHBIMHU
anmapaTHeIMU yckopuTelsiMu, TakiuMu kak GPU (Graphics Processing Units) u NPU (Neural Processing
Units), pa3paOOTKy aJanNTHBHBIX aJrOPUTMOB, PCATH3YIOIIUX AaBTOMATHYECKYI0 KOH(HTYpaLUio
napamMeTpoB 00pabOTKU B 3aBUCUMOCTH OT XapaKTEPUCTHK BXOIHBIX JAAHHBIX U LIEJIEBOH MIaT()OPMBI,
CO3/IaHME CIICIUANM3UPOBAHHBIX pacpeHnii Habopa HWHCTPYKHHMHA s mporeccopoB ARM m
NPUMEHEHUE METOJIOB MAIIMHHOTO OOy4YeHHs JJIsl TIPEIUKTUBHOTO BHIOOpA ONTHMANBHBIX CTPAaTEruit
0o0paboTku. Peammzamust yKa3aHHBIX IOAXOZOB TIO3BOJIUT NPHUOJIM3UTBCA K  JAOCTHKECHUIO
NPOU3BOJAUTENBHOCTH, HEOOXOAMMOW Ui OOpabOTKM BHAEO B PEXHMME PEaIbHOTO BPEMEHHU ISt
n300paKeHNH BBICOKOTO pa3pellieHus, Jaxe Ha MmiardopMax ¢ OrpaHHYCHHBIMH BBIYHCIUTEIBHBIMU
pecypcaMu, 4YTO OTKPOST HOBBIE BO3MOXKHOCTH JUIsl pa3paOOTKM U BHEAPSHHS MOOWJIBHBIX U
BCTPAaNBAEMBIX CUCTEM KOMITBIOTEPHOT'O 3PEHHSL.

3aKkiIoueHne

B pesynbTare mpoBEACHHOIO WCCIENOBaHUs pa3paboTaH ONTUMHU3HUPOBAHHBINA alITOPUTM
JIOKAITLHOW KOPPEJAINH, TIpeIHa3HAYeHHBIN Tt 3 dekTuBHON paboTh Ha matdopme AlO-3588MQ.
[IpuMeHeHne KOMILIEKCa COBPEMEHHBIX TEXHUK ONTHMHU3ALMM, BKJIIOYas Hcnoias3oBanue SIMD-
uHcTpykimit NEON, pacnapamienuBanue mnocpenctsom APl OpenMP u ycoBepiieHCTBOBaHHBIE
METO/BI YNpaBlICHHUS TNaMSAThIO, MO3BOJMIO JOCTHYb 3HAYHTEIHHOTO CEMHKPAaTHOTO YCKOPEHHS
00pabOTKM TaHHBIX 10 CPABHEHHUIO C UCXOJHOH, MTOCIE0BATENLHON pean3amnneil.

KitroueBbIM pe3ynbTaToM sIBISIETCS YCIICIIHAs aJjanTalys aroputMa kK apxurekrype Rockchip
RK3588, 4ro mo3Bonmio MakcuMalibHO 3()(EKTHBHO HCHONB30BaTh JOCTYIHBIC BBIYHCIHTEIHHBIC
pecypcel. PaspaboranHas ruOpuiHas BBIYHCIMTENbHAS CXeMa oO0ecleunBaeT JAMHAMHYECKYIO
aJanTalyio K M3MEHSIOMMMCS YCIOBUsIM 00pabOTKM 3a cyueT BBIOOpa ONTUMAJBLHOHM CTpareruu, B
3aBUCHMOCTH OT pa3Mepa OKHA KOPPEISINH.

[IpakTryeckas 3HaAUMMOCTh pa3pabOTKU 3aKIIOYAETCs B 3HAUUTEIHHOM IOBBIIIEHUH CKOPOCTH
00paboTKN M300paKeHUH W BHIECO Ha BCTPAMBAEMBIX CHCTEMaxX. DTO OTKPHIBAET MEPCHEKTHBBI IS
UCITIOJIb30BaHMs B IIMPOKOM CIHEKTpE MPHIOKEHUHM, TaKMX KaK CHCTEMbl MAIIMHHOTO 3pEeHHS,
ABTOHOMHAs HAaBUTAIMsI U 00paboTKa MyJIbTUMEIUIHBIX TaHHBIX Ha MOOMIIBHBIX YCTPOICTBaX.
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FORMATION OF COMBINED MULTISPECTRAL IMAGES BASED ON A SINGLE-
BOARD COMPUTER

I.I LIAVONENKA, A.D. ROBACHEVSKIY, M.YU. LAVETSKI, E.G. MAKEICHIK

Abstract. This paper investigates the computational efficiency of a local correlation algorithm for
image processing tasks on the AIO-3588MQ single-board computer. A comparative performance
analysis of different algorithm implementations was conducted, specifically adapted to the
architectural features of the Rockchip RK3588 processor, to identify optimal acceleration and
optimization strategies.

Keywords: embedded computing system, image combination quality assessment, image correlation,
weighted image summation.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU
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NCCIEJOBAHUE BJIMAHUA AYAUOKOIAEKOB HA KAYECTBO 3BYYAHMUSA
CTPUMUHI'OBBIX IINIAT®OPM
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Hocmynuna 6 peoaxyuro 3 anpens 2025

AnHoTanusi. B pabore mpejicTaBieHbl ONTUMAIbHBIC PEIICHUS 1O BBIOOPY ayIMOKOICKOB IS
CTPUMHHIOBEIX IaTdopm, obecneunBaromue OanaHC MEXIy Ka4eCTBOM 3BYUYaHHS U Pa3MepoM
(haitma. DKCIEpUMEHTANBHO TTOATBEPKACHA 3aBUCHMOCTh XapaKTEPUCTHK ayAHOCHTHAla OT THIIA
HCIIOJIB3YEMOTO KOJIEKa.

Kniouegvie cnosa: xonex aynuo 0e3 moTepb, KOJCK ayIuo C MOTEPSMH, YacTOTa IUCKPETHU3AINH,
O6uTOBas paspsAAHOCTH, CTPUMHUHTOBBIC cepBUCH], AUX.

BBenenue

PocT nomynspHOCTH METUAKOHTEHTa B COBPEMEHHOM MUpPE TIPHUBET K Pa3BUTHIO CTPUMHUHTOBBIX
m1atopm, KOTOPBIE TIO3BOJISAIOT MOJIH30BATEISIM MOIYYaTh JOCTYI K pa3HOOOpa3HBIM MeIuapecypcam
MOCPEACTBOM MYJIbTUCEPBUCHBIX ceTell. OTIIMYUTEILHBIMUA OCOOSHHOCTSIMU CTPUMHUHTOBBIX TIATHOPM
SBIISIOTCS TIOTOKOBOE BeEIIaHWE, WHTEPAKTUBHOCTh M AJAlTUBHOCTh, YTO JENAeT WX YIOOHBIMH W
BOCTpeOOBaHHBIMH CETEBBIMU cepBucami [1].

KadecTBo 1 mpon3BOAUTENEHOCTE TOTOKOBOT'O ME/INA 3aBUCHUT OT MTApaMeTPOB MYJIHTHCEPBUCHON
CETH W, B NIEPBYIO OYEPE/ib, OT CPEIHEH MPOMYCKHOM CIIOCOOHOCTH. il YMEHBIICHUS TTOCIIEICTBHI
3a/IepKeK U M3MEHEHUH TPOIYCKHON CITOCOOHOCTH CETH MPUMEHSIOT Pa3IMYHble METOJbI, TAKUEe KaK
Oy(depuszaius JaHHBIX Ha KJIUEHTCKOW CTOPOHE, MpEABapUTENIbHAS 3arpy3Ka JaHHBIX U aJalTHBHOES
M3MEHECHHE Ka4eCTBa MeIha B 3aBUCUMOCTH OT IPOITyCKHBIX BO3MOXKHOCTEH KaHana [2].

Hawubonee shdexrusHoit TexHonorueit sisiasiercss DASH. Dynamic Adaptive Streaming over
HTTP — TexHomorusi aganTUBHOW IMOTOKOBOMW mepemaun maHHeix 1mo HTTP, xotopas mosBosser
KJIMEHTaM C Pa3HBIM KaueCTBOM CETEBOT'O COCIUHEHUS MOTPEOIATh MEAMAKOHTEHT C PA3HON IITUPUHOMN
noroka. To ectb DASH auHaMudecku MOJACTpaWBaeT KayecTBO MEIWa B pPEANbHOM BpPEMEHHM B
3aBUCHMOCTH OT YCJIOBHU CETH ¥ BO3MOKHOCTEH YCTPOICTBA MOIh30BaTeNsl. DTO BO3ZMOXKHO Onaromaps
TOMY, 4TO Bce Menuadailiiel Ha CTPUMHHIOBOW IUIATOpME MMEIOT HECKOJBKO BEPCHil ¢ pa3HOM
IIMPUHON TIOTOKA (OUTpEiiTa) M, COOTBETCTBEHHO, C Pa3HBIM KauecTBOM [3].

[lomyueHne HECKONBKUX BEPCHHA OMHOTO W TOTO ke Menuadaiina ¢ HECKOJBKAMHU YPOBHAMHU
Ka4deCcTBa BO3MOXHO C IIOMOIIBIO aITOPUTMOB CXKaTHS IOCPEICTBOM ayAHO- ¥ BUAEOK0AeKoB. [Ipu aToM
1u¢poOBbIe ayJAHOJaHHbIE UMEIOT OoJiee HU3KKUE TPEOOBAaHUS K MPOIYCKHOM CIIOCOOHOCTU CETH, YeM
BUJIeOjaHHbIe. 1 HECMOTpS Ha TO, YTO MO CPAaBHEHUIO C BHJICOJIAHHBIMU 3BYKOBBIE (DaillIbl UMEIOT
3HAYUTENLHO MEHBIIUH pa3Mep, IOJIb30BaTeId B IEJIOM 00J€€ UYyBCTBUTEIbHBI HMEHHO K
ayINOTIOMEXAM.

Ilenpro IpencTaBIeHHON PaOOTHI SBJISAETCS UCCIICIOBAHNE BIMSHISI ayTMOKOJIEKOB Ha KAYECTBO
3BYYaHHsI CTPUMHUHTOBBIX TUIAT(HOPM.

MeTtopojorust

Komeku ayino — 3T0 alropuTMBI CKAaTHS Ay JHOAaHHBIX. FIX MOYKHO pa3enTh Ha [Ba OCHOBHBIX
tuna: ¢ motepsimu (100Sy) u 6e3 moreps (l0ssless). dopmaTsl ¢ MOTEPSIMU BBIPE3AIOT U3 UCXOTHOTO TPEKa
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3BYKOBBIE JJAHHBIC, KOTOPHIC 10 MHEHHUIO aITOPUTMOB UEJIOBEUECKOE yX0 He 3ameTHT. [Ipu 3ToM pasmep
UTOTOBOTO (haiiyia moy4aeTcss OTHOCHTEIBHO HEOOJNBIINM, OJHAKO TEPSETCsl HEKOTOpas 4acTOTHAs
uHPOpMAITHS, OCOOCHHO Ha BHICOKHX YaCTOTaX, YTO B CBOIO OUEPE/Ib BIUSACT HA ICTAITLHOCTD 3ByUYaHHSI.
Cpenu Hanbosee 4acTo UCIOIb3YEMbIX KOJIEKOB ayIHO C MMOTEPSIMU MOYKHO BBIJICTUTH Takue, kak MP3,
AAC, OGG [4]. B HacTosiiee BpeMst OJHAM U3 CaMbIX MOMYJIIPHBIX cpenu HUX siBisieTcs MP3, omHako
ero nocrerneHHo 3amensier AAC. B cityuae, eciiu KauecTBO 3By4aHHsI CTOUT Ha MIEPBOM MECTE, BEIOOD
ormaercsi (Qopmaram 6e3 morteps. OHM HACaNbHB A NPOCHYIIMBAaHMUS MY3bIKH  Ha
BBICOKOKaYECTBEHHOH ayIMOTEXHUKE M XOPOILIO MOAXOMAT AJsl XpaHeHUs ayAnoQaiiioB CTyAURHOrO
KadecTBa. B kauecTBe mprMepa MOXXHO MPUBECTH TaKHe KOAEKH ayAuo 0e3 moTeps, kak WAV, AlFF,
FLAC. IIpu sxcniopTe My3bIKalIbHOTO TpeKa U3 TPOEKTa B KOJCK ayuo 0e3 noreps, Hanpumep, FLAC,
MOJYKHO TaKXe BBIOMpATh M CTeNeHb ckaTha. OHa OyAeT HampsAMYIO BIUSTh Ha KA4eCTBO 3BYYaHUS
nonmydeHHoro (aiima. Uem MeHbIE CTETEeHb CXaTwsa, TeM Oojee KadecTBEHHOE 3By4yaHue Oynmer
nomydeHo. Ha puc. 1 u puc. 2 npencrasnens! rpadpukn AUX ogHOTO U TOTO K€ My3bIKATBHOTO TPEKa ¢
WCIIOJIb30BaHUEM Pa3HbIX ayJHOKOJIEKOB.

) (

Puc. 2. T'papuk AUX My3bIKaIbHOTO TPEKA C UCIIOIB30BaHHEM Kozieka aynuo Oe3 moteps (lossless) WAV
44,1 xI', 24 6ur

20Hz 200kHz

Puc. 2. I'papux AUX My3LIkaﬂLHOro TpeKa ¢ UCMOJIb30BaHUEM KO)I‘GKa ayzauo ¢ norepsimu (loosy) MP3
44,1 k', 128 kbps

U3 nonyuennsix rpadpukoB AUX BUIHO, YTO MPH HCHOJIH30BAHUM KOJIEKa ayjuo 0e3 morepb
yacToTHBIN nuana3oH (20 I'm — 20 k'), B ToM 4uclie ¥ Ha BEPXHUX 4YaCTOTaX, coxpansercs. Kogex
ayIno C MOTEPSIMH TIPUBOTUT K 0OpE3aHUIO YaCTOT, HAXOAAIIIXCs BhImie 16 kIl 1 BHOCUT HEKOTOPHIE
HCKaXeHMsI B UCXOMAHBIN curHai. Ha puc. 3 mpencrarien rpapuk AUX, noka3slBaOIIUi pa3ainune B
CIIEKTPaxX MEXITy KOJIEKOM ayIuo 0e3 MoTeph U ¢ MOTepsiMuU (CepbIM I1BeTOM). Harnbomee ssBHbIE OTIIHYUS
HaXOJIATCS B 00JIACTH BBICOKHMX 9acTOT (0koj0 16 — 20 xI'm).
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20Hz 200kHz

Puc. 3. Paznocts cnekrpos WAV u MP3

DakTOopbl, BJAUSIONINE HA KAYeCTBO ayHO

YacToTa AMCKpETH3alMU 3BYKOBOTO CHUIHAja ONPEAEsieT KOJMYECTBO BHIOOPOK IaHHBIX B
€IMHUILY BPEMEHH, B3ATBIX U3 HEMPEPHIBHOTO CUTHANA JUIS TOCIIEAYIomel onn(poBKY U XpaHEHHS B
namsTe [5]. YenmoBedeckoe yXo CrIOCOOHO CIIBINIATh 3BYKH B YaCTOTHOM Juarna3oHe mpuMepHo ot 20 I'
no 20 kI'u. CornacHo Teopeme KotenbHukoBa-HaiikBHcTa, O TOYHOrO BOCHPOU3BEACHUS 3BYKa
YacTOTa JTUCKPETH3alUHU JIOJDKHA OBITh KAK MUHHUMYM B JIBa pa3a OoJblIe MaKCHMAaIbHOW YaCTOTHI B
CUTHaje. YUWThIBas JAMANa30H 4YacTOT, KOTOPHIE MOXKET YCIHBIIIATh YEJIOBEK, U JaHHYI0 TEOopeMmy,
MoJTy4aeM, YTO MUHHMaJIbHAsI YacToTa JUCKpeTh3anuu nobkHa ObTh 40 kI, B HacTosmee Bpems B
CTYyIUMHBIX 3AIMUCAX UCIOIB3YIOTCS CIIEIYIOIIHe 9acTOThl quckperusamun: 44,1 kl'm; 48 k', 88 kI 'm;
96 xI'm; 192 xI't. [ToaTOMy MUHUMATBHOM YaCTOTOW NUCKPETU3AINH IS MIOJTHOM Mepeayn KauyecTBa
3Byuanus tpeka sisiercs 44,1 k', Cranmapt CD ucnonb3yeT 1aHHYIO 4acTOTy JUCKpeTh3anuu [6].
Bosnee BrICOKHE 3HAUCHHS YaCTOTHI AUCKPETU3ALMH B OCHOBHOM HCIOJIB3YIOTCS B IPO(ECCHOHANBHBIX
YCIIOBUSIX TIPU CTYIUHHON 3aIUCH, CBEICHUU U MacTepUHTe. DTO CBA3aHO C TEM, YTO OHHU YJIyULIaroT
Ka4ecTBO INepeiadyn ObICTPHIX EPEXOIHBIX IPOLECCOB B TPEKE (TPAH3UEHTHOM COCTAaBIISIOLIECH ), TAKHX
Kak aTtaka 6apabaHOB, IETUYOK MEIMATOPa [0 TUTAPHOM CTPYHE, HAXKAaTHE Ha KJIaBUIILY THaHUHO. Taxke
yJIydIIaeTcss TOYHOCTD B CIIBIIIMMOM JMANa30He 3a CYET YMEHbIIECHHUS aTHacHHra (MCKaXeHHH).

butoBas paspsanocts (bit depth) Biauser Ha auHaMuuUeckuii TUana3oH My3bIKAJIBHOTO TpeKa —
Pa3HOCTh MEXY CaMbIM THXHM M CaMbIM T'POMKHM 3BYKoM B Tpeke [5]. Crangapt CD ucnonbsyer
OUTOBYIO Pa3psAIHOCTD, paBHYIO 16 OuTaM, 9TO 0OeCTeYnBaeT TMHAMUYSCKHM JUana3oH paBHBIN 96 n1b
[5]. JanHOoro 3HaueHHs AUHAMHYECKOTO JMAIa30Ha JOCTATOYHO Ui OOJBIIMHCTBA ayIHO3AIHCEH.
OpHako B CTYAMHHBIX YCIOBHSIX, OCOOCHHO NpPU CBEACHHUH, Yallle BCEr0 HCIIOIb3YeTCsl 3HauCHHE,
paBHoe 24 win naxe 32 Our. JlaHHbIE 3HAYEHUS] CHIDKAIOT IIYyM KBAaHTOBaHMS ayAMOCHTHAlIa U
TI03BOJIAIOT PabOTaTh ¢ OOJiee TOHKUMH HIOAHCAMU, HAlPUMED, C THXMMH MacCakaMH B KIIACCHUYECKON
MYy3BIKE.

HNucTpyMeHTapuii 1 cOOP JaHHBIX

Bri0op aynnmokoaekoB IS UCCIeOBaHUS OOOCHOBAaH IENIEBOW ayAWTOPHEH CTPUMHHIOBBIX
wiatpopMm. CTPUMUHTOBBIMH TUTATGOPMAMH MOTYT IIOJIb30BAThCsl Kak OOBIYHBIE ITOJIb30BATEIH C
HU3KOKaueCTBEHHBIMHU yCTPOICTBAMH BOCIIPOM3BEACHUS ayJHO0, TaK M NPOJBUHYTHIE MOJIB30BATENIH C
BBICOKOKaYECTBEHHOI 3BYKOBOM ammapaTypodl W pa3BUTHIM NPO(ECCHOHAIBHBIM  CIYXOM.
COOTBETCTBEHHO, OT JIJaHHOTO BBIOOpa OYAyT 3aBHCETh M HMCIOJIB3yEeMBbIE B CEPBHCE KOAEKU ayIHo.
Crout cpa3dy OTMETHTh, YTO B OOJNBUIMHCTBE CJIy4aeB HET HHUKAKOTO CMBIC]IA HCIIOIb30BATh
BBICOKOKaYeCTBEHHbIE KOJIEKU ayino 0e3 MoTepb, €CIM UCXOIHBIN TPEK OBLI AKCIIOPTUPOBAH B popMaT
C MMOTEPSAMHU, IJIOXO CBEACH U HET BO3MOXXHOCTU MEPEIKCIIOPTUPOBATE €T0 U3 OPUTMHAJIBHOI'O IIPOCKTAa
B Qopmar 6e3 morepb. Takxke OECCMBICICHHO NMEPEKOHBEPTUPOBATh ayAno(aiin ¢ UCIOIb30BaHHEM
KOJIEKa C YacTOTOM IMCKpeTH3alUdu WIM OMTOBOM pPa3psAHOCTBIO OOJbILICH, YeM B HEM ceidac
HCIIOJIB3YETCA, TaK KaK HEBO3MOXHO )106aBI/ITL B HETO TO, YC€TO YXKC HET. COOTBGTCTBCHHO, npu TaKou
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MIEPEKOHBEPTALIMA MBI TIOJYYUM TaKoe K€ KadeCTBO 3By4YaHMs, KOTOpoe M ObUIo, HO Bec (haiina
YBEIMUYUTCS, 4TO OyAET 03HA4YaTh HEKEIATEIbHOE HCIIOIb30BAHUE NTAMSITH.

Ecnn nonp3oBaTeny cepBuca CIIyIIAIOT TPEKH B HAYIIHWKAX CPEAHEro LEHOBOIO Kilacca, Yyepes
BCTPOCHHBIC JWHAMHUKH cMapTdoHa wiau HOyTOyka, uepe3 Bluetooth-komonky, To Her cwmpbicia
UCIIOJIB30BaTh KOJEKH ayAuo 0e3 IOTeph, TaK KaK pasHULA OyAeT HEeOLIyTHMa, OJHAKO CaM 3BYKOBOM
¢aiin Oynet 3aHIMAaTh HAMHOTO OOITbIIIE MecCTa.

Ecnu xe mosnp3oBaTend OyAyT HCIOJIB30BaTh BBICOKOKAYECTBEHHBIC HAYIIHUKH, AUHAMHKH,
KadecTBEHHbIE  IU(pO-aHAJOroBele  mpeoOpa3oBaTeNd HW  00NafaTh  HAaTPEHHUPOBAHHBIM
pohecCHOHANBHBIM CITyXOM, TO (hopMaThl 0e3 OTeph PacKpOIOT BECh MOTEHIMAN ayauozamnuceil. C
BBICOKMMM 3HAUYEHHMSMHU YacTOTbl AMCKPETHU3alUM M OUTOBOH pa3psgHOCTH, XOPOIIO CBEACHHBIMHU
WCXOJHUKaMH MPO(EeCCHOHANBHO CO3JaHHBI TpeK B QopmaTte 0e3 MOTeph COXPAHHUT JaKe TaKue
HIOQHCBI, KaK JAbIXaHHE BOKAJKMCTa U PeBepOepaIfio KOMHATHI, B KOTOPOM OH 3alUChIBAJICSL.

Jns nccnemoBaHus HUCMONB30BANNACH MPOGECCHOHANBHBIN aynnonHTepdeiic ¢ MaKCHMaNbHON
yacToToN MuckpeTu3anuu 96 k' u OUTOBOM pa3psiTHOCTBIO 24 OUT, MpodecCHOHANTBHBIE CTYAURHBIE
HAYIIHUKH ¢ conpoTuBiieHneM 250 OM, uyBcTBUTENbHOCTHIO 102 16/MBT 1 yacToTHBIM AHANa30HOM 5
I'm — 40 x[', mpoekT B 1iudpoBoii paboueit cTaHIuM ¢ TPO(HECCHOHAIBHO CBEIEHHBIM TPEKOM.

Lenpio paboOTHl OBLTIO OMpeaesieHHe ONTUMAIBHOTO KOAEKa ayJi0 ¢ MUHUMAJIbHBIM Pa3MepoM
¢aiina, HO TpUEeMIIEMBIM KadecTBOM 3By4YaHHs. B XoJe JKCIEepUMEHTa CilylaTelieM C Pa3BUTHIM
npo¢eCCHOHANBHBIM CIYXOM OLICHMBAJIOCH KAa4ECTBO 3BYYAaHUS TpPEKa C HMCIIOJIb30BAHUEM DPAa3HBIX
ayJIMOKOIEKOB. [IJis1 OLIEHKM HCIIONB30BATIMCh KaK KOJIMYECTBEHHbIE, TaK U KAUECTBEHHBIE KPUTEPUH
OIIGHKH KauecTBa 3BYyKa.

KonuuecTBeHHBIE KPUTEPUH:

1. CoxpanHocTs AUX ormeHHWBaNach Yepe3 CpaBHEHUE CIIEKTPOB UCXOAHOTO U CKATOTO ayAaHo C
TIOMOIIBIO MPOTPAMMHOTO CIIEKTPALHOTO aHanu3aTopa. M3 crekTpa McxogHoro (aiina BeIYHTAICS
CHEKTp CKATOro ayAauo. Pe3ynbTaT BBIUMTAHUS — PA3HOCTHBIM CIIEKTP, KOTOPBIH BU3yaIH3HPYET
OTKJIOHEHHUS, BbI3BaHHBIE CkaTueM. Ha rpaduke pazHocTHOrO criekTpa puKcupoBaoch MaKCUMaJIbHOE
3Ha4YeHHE OTKIIOHEeHHUs (A, 1B) B mpenesax Bcero yactoTHoro auamnazona (20 'n — 20 k). Hanpumep,
eciu Ha yactoTe 10 xI'11 pa3HUIla MEXITYy UCXOMHBIM U CKaThIM CHUTHAJIOM cocTaBmia 2,5 nb, a Ha 15
k' 4 nb, makcumaneHOl AeiabToM ObLIO 4 nb. UeM MeHbIle MakCHMajibHas J€IbTa, TEM BBIIIE
coxpanHocTh AUX. Ha ocHOBe »3TOro 3Ha4YeHHWA NpUMEHSUIach S-0ayulbHas IKaia, KOTOpas
npeJicTaBieHa B Ta0m. 1.

Tabn. 1. Hlkana onenku coxpannoctn AUX
MakcumanbHas 1eJibTa
Onenka HWuTepnperanus
(Pa3HOCTB CHEKTPOB)

5 <0515 Wneanbnas coxpanHocts AUX. OTinans OT opurnHama
- OTCYTCTBYIOT.

4 0.6 1B MuHuManbHbIe HCKaXeHH. [loTepr 3aMeTHBI TOJIBKO IpU
' JIeTabHOM aHaJn3e.

3 11-3 1B ‘VYMmepennsie uckaxenus. [lpuemnemo s
' HEeMpOo(HECCHOHANTBEHOTO HCITOIb30BAHHMS.

2 31615 3HaYnTeNBHBIC TOTEPH. YXY/IIICHHE KauecTBa, 0COOEHHO
' B BBICOKHX YacTOTaX.

1 > 6 1B Henpuemnemsle nckaxenus. YaCTOTHBIN AUana3oH

o0pe3aH WIN HCKaXKeH.

2. Pasmep (aiina cooTBeTCTBOBAN pasMepy MOIYYSHHOTO BBIXOJHOTO (haiima MpH 3KCHopTe
MY3BIKQIBHOTO TPEKa U3 MPOeKTa HU(PPOBOIl padoyei CTaHIHMH.

KauecTBeHHbIe KpUTEPHH:

1. IIpoBeneHo crernoe TECTUPOBAHUE C MCHOJIB30BAaHUEM IU(PPOBOI paboueil cTaHIMK, B X0/
KOTOPOTO OLIEHHUBAJICS TPEK C Pa3HBIMU ayauokoaekamu. Orenka ciaymarens no 10-6auibHoil mkaie:

1) 9, 10 — HeoTiMYMMO OT opHuruHaia (apTeaKThl OTCYTCTBYIOT).

2) 6-8 — mpremiieMo (MUHUMAJIbHBIC HCKAXKCHUS).

3) <5 — nenpuemiieMo (3amMeTHbIC apTe(haKThI, IIYMBI).
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Pe3ynabTaThl M BX 00cyKaeHHE

Pesynbrathl uccnemoBaHus peACcTaBieHbl B Ta0I. 2 u 3. YcmoBueM paboThl OBIT TOMCK KOJEKa
ayJIo ¢ MPUEMJIEMBIM Ka4eCTBOM 3BYYaHUS, HO MUHUMAIBHBIM Pa3MepOM, MOATOMY HCIOIb30BANACH
yactoTa nuckperuzanmu 44,1 k', Toroseie pe3yabTaThl ObUIH pa3/elICHbI HA JIBE TAOIUIBL. B Ta0I.
2 Tpe/ICTaBIICHBI PE3yNbTAThI IKCIICPHUMEHTA C HCIOJIh30BAHHEM KOJIEKOB ayIuo 0e3 oTeph.

Ta6n. 2. CpaBHeHHe KOJEKOB ayauo 0e3 MoTeph

Ouenka Onenka

Koaek ‘lactora burosas Pa334 p COXPAHHOCTH 3ByYaHMsI
JUCKPETH3AIUH | pa3psiIHOCTH (aiina AUX caymaretem

WAV 441 xI'g 64 our Float 127 Mb 5 10
WAV 44,1 k' 32 6ur Float | 63,5 MB 5 10
WAV 44,1 xI'g 24 6ut 47,6 Mb 5 10
WAV 44,1 xI'ng 16 our 31,8 Mb 4 9
WAV 44,1 k' 8 out 15,9 Mb 2 6
AlFF 44,1 k' 32 6ur Float | 63,5 MB 5 10
AlFF 44,1 k' 24 out 47,6 Mb 5 10
AlFF 44,1 k' 16 6ur 31,8 Mb 4 9
AlFF 44,1 k' 8 out 15,9 Mb 2 6
FLAC 44,1 k' 32 6ur 50,3 Mb 5 10
FLAC 44,1 k' 24 6ut 34,5 Mb 4 10
FLAC 44,1 k' 16 6ur 18,9 Mb 4 8
ALAC 44,1 k' 24 our 35,2 Mb 4 10
ALAC 44,1 k' 16 6ur 19,3 Mb 4 9

B T1abn. 3 mpexacTaBieHBl pe3ylbTaThl KCIEPUMEHTA C HCIOIb30BAHHUEM KOJIEKOB ayIuo C
HOTEPSIMHU.

Tabun. 3. CpaBHeHHE KOJAEKOB ayJHO C MOTEPSIMHU

Yacrora burtoBas Pasmep Ouertica Ouerica
Konex JUCKpeTU3aluu | paspsiaHocTb | daiina coxpanmoctu 3BYHAHMI
AUX cJyliaTeaemM

MP3 44,1 xI'n 320 kbps 7,2 Mb 4 7
MP3 44,1 xI'n 256 kbps 5,8 Mb 1 6
MP3 44,1 xI'g 192 kbps 4,3 Mb 1 5
MP3 44,1 xI'g 128 kbps 2,9 Mb 1 3
MP3 44,1 xI'n 64 kbps 1,4 Mb 1 1
AAC 44,1 xI'g 256 kbps 5,7 Mb 4 7
AAC 44,1 xI'g 224 kbps 5 Mb 4 6
AAC 44,1 xI'n 192 kbps 4,3 Mb 1 5
AAC 44,1 xI'g 160 kbps 3,6 Mb 1 3
AAC 44,1 xI'g 128 kbps 2,9 Mb 1 3
AAC 44,1 xI'n 96 kbps 2,2 MBb 1 2
OGG 44,1 xI'n Variable 5,4 Mb 4 5

AHanu3 NMoJTy4eHHBIX JaHHBIX IOKA3bIBACT, UYTO CPEAH KOJEKOB ayino 06€3 IoTeph ONTUMAaIbHBIM
BapUaHTOM C NIPUEMIIEMBIM Ka4eCTBOM, HO MHHUMAJIBHBIM pa3MepoB ¢aiina, Oynet xonexk FLAC wim
ALAC c¢ gacrotoii auckperm3aruu 44,1 k' m OutoBO# paspsgHocThi0 16 O6mut. HammydmmuMm mo
Ka4yecTBY BapHaHTOM Oyner wucnojib3oBaHue kojgexka WAV wmmum AIFF. Opgnako, kak yxe ObLIo
VIIOMSIHYTO paHee, yeM OOJbIlle 4acTOTa JUCKPETU3AIMKd U OUTOBas Pa3psAHOCTh, MEHBIIE CTEIICHb
ckatus, TeM Ooliee KaueCTBEHHOE 3By4aHWe OyJeT TONIy4eHO Ha MpodeccHOHaNbHBIX YCTPOWCTBAX
BOcIipou3BeeHus. [Ipu 3ToM cienyeT OTMETHTh, YTO TPEKH AOJDKHBI OBITh M3HAYaJbHO OTIMYHOTO
KadecTBa M SKCIOPTUPOBAaHbI U3 MpoekTa B opmaT 6e3 nmoteps. Eciu jxe cepBUC OpUEHTUPOBAH Ha
OOBIYHBIX MTOJTK30BATEIIEH, HE HCIIOJI3YIONIHX BEICOKOKAYECTBEHHBIC YCTPOHCTBA BOCTIPOU3BEICHUS, TO
ONTHUMAaJIbHBIM BapuaHToM OyneT komek MP3 wnmu AAC ¢ uactoroit auckperuzaruu 44,1 k[ u
outperitoMm 256 mnu 320 kOut/c. B cOBpeMEHHBIX cepBHUCax MOKHO HCIOJIB30BaTh M 00a BapHaHTa
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KOJICKOB. B TakoM ciydae /st pOABUHYTHIX MOIh30BATENIEH MOKHO MPEATI0KUTEL (opMaT 6e3 moTepb,
a JUIsl BCEX OCTalbHBIX — (hopmar ¢ morepsMu. JlaHHBIA BapuaHT pa3IeiCHUs] HCIONb3yeTCs B
HEKOTOPBIX CTPUMHHTOBBIX CEpPBHCAX: IUIATHAS ITOAIMKCKA MO3BOJISICT CIIYHIATh My3bIKAIbHBIC TPEKH B
(dopmaTte 6e3 oTepb.

3akiaouenue

Pe3ynbTaThl IPOBECHHBIX UCCIICIOBAHUI TIOKA3aIH, YTO JIIS ayAHO 0e3 MOTeph ONTHMATIbHBIM
BbIOOpOM siBsitoTcst kKoaekun FLAC u ALAC (16 Out; 44,1 k'), oOecnieunBaronue Mayblii pa3mep
¢aiina (18,9 Mb; 19,3 MB) npu onenke coxpanHoctd AUX B 4 6ayuia 1 OIICHKE Ka4eCcTBa 3BYYaHUS B
8, 9 6annos. [y monmk30oBarenell ¢ BRICOKUMHU TPeOOBAaHHUSMHU K Ka4eCTBY 3ByYaHHs PEKOMEHIIOBAHbBI
WAV/AIFF (24, 32 6ut), HecMOTps Ha yBeaudeHHbIH pasmep (47,6 Mb; 63,5 MB). Cpenn KOJEKOB C
MOTEPSIMU JIy4IIne pe3ynbTatsl npoaemoHcTpupoBanu MP3 (320 kbps) u AAC (256 kbps) ¢ onenkoi
coxpannoct AUX B 4 6amta u pasmepom 7,2 MB; 5,7 MB.

[Mony4yeHHbIe JaHHBIE MOTYT OBITH WCIIOJIL30BAHBI CTPHUMHHTOBBIMH CEpPBHCAMH JJIsi THOKOW
HACTPOMKHU ayJUONOTOKOB: mpenoctabieHue lossless-popmaros (FLAC/ALAC) monb3oBareisM c
npodeccuoHabHBIM 000pynoBanueM U lossy-¢popmaros (MP3/AAC) — ocHOBHO# ayauTopuu. ITO
MO3BOJIUT COKPATUTh 3aTPaThl HA XPAaHEHUE W Tiepeady JaHHbIX 0¢3 3HAUMMOT0 yXY/IICHHUS KauyecTBa
3By4aHUs B II€JIEBBIX CErMeHTaX. BHeIpeHHe MHOTOYPOBHEBOW CHCTEMbI (HAIpuUMep, IUIaTHOI
noanucku st lossless (opmMaToB) MOBBICUT YJOBJIETBOPEHHOCTH MOJb30BATENCH M ONTUMH3UPYET
pecypchl TAaTGOPMBL.

STUDY OF THE IMPACT OF AUDIO CODECS ON THE SOUND QUALITY OF
STREAMING PLATFORMS

A.D. VASIUTICH, N.S. DAVYDOVA

Abstract. The paper presents optimal solutions for choosing audio codecs for streaming platforms,
providing a balance between sound quality and file size. The dependence of audio signal
characteristics on the type of codec used is experimentally confirmed.

Keywords: lossless audio codec, lossy audio codec, sampling rate, bit rate, streaming services, AFC.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VK 517.18.(075.8)

3AIIIMTA OT IOMEX B KBAHTOBO-KPUIITOTPA®UYECKNX KAHAJIAX
CBSI31 HA OCHOBE METO/IUK PACYETA TPOCTPAHCTB M MACCHI
BOJIOPOJIONOJAOBHBIX ATOMOB

N.IT. KOBSK

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnybnuxa Benapyce

Hocmynuna 6 peoakyuro  ¢espana 2024

Annoranus. B mpencrasisemoii pabote paccMOTpEHBI MapaMeTphl BOJOPOIONOJO0HBIX aTOMOB
C TOYKU 3PEHMS PENATUBUCTCKOIO B3aMMOJIECHCTBHS siipa C SHEPreTHUKOM CTpYH. BrImonHeHbI
WCCIIeIOBaHMsI PUHIIUIIOB MpeoOpa3oBaHus MacChl JIEKTPOHA U Apa Ha CKOPOCTSAX BpaIlleHUs 10
M BBIIIE CKOPOCTU cBeTa. IloaydeHHBIC 3aBUCUMOCTH C(HOPMHUPOBAHBI C YUYETOM IMPEICTABICHHS
[IapaMeTPOB aTOMOB C MCIIOJIb30BAHUEM KOMIIJIEKCHOM IIJIOCKOCTH WIM IIPOCTPAHCTBA, a TAKXKE C
Y4ETOM METOI0B (HOPMHUPOBAHHUS COOTHOIICHHUH [T TAaHHBIX MPOCTPaHCTB. Kpome Toro, momydeHbl
€IMHULIbI U3MEPEHUS JIs1 JHEPTUH JIEKTPOHA, OIpeseiseMble Kak « DpaHKINH C IPEACTaBICHUEM
ux B cucremMe CI'CM. IlokazaHo, 4TO CBEpXBBICOKAsh TOYHOCTH MPEICTaBICHUS MapaMeTpoB B
pacderax BeNET K MPELM3MOHHBIM pe3yJibTaTaM B MOJCUCTEMAaxX KBAaHTOBBIX KaHAJIOB CBS3H,
OTBEYAIOIUX 32 CTA0MIFHOCTh U MPAKTUICCKYIO HaJIe)KHOCTB IIPOCKTUPYEMBIX CXEM.

Kniouegvie cnosa: BOmOpOJONOAOOHBIN aToM, KOMIUIEKCHOE IIPOCTPAHCTBO, SPO aToMa,
SHEPreTHKa CTPYH, PEISTHBU3M 3JIeKTPOHA, JIopeHI-(haKkTop, YepHas MaTepHs.

BBenenue

[Ipupona cymiecTBoBaHUS MaTepUH M SHEProoOMEHa B MaKpOMHpPE HEpa3phIBHO CBS3aHA C
MPOIECCAMH B3aMMOJAEWCTBUS YacTUI[ MHUKPOMHpPA W IUIa3Mbl B Pa3IMYHBIX TMPOCTPAHCTBEHHBIX
u3mepenusx. [Ipu sTom, ueM TouHee opMasbHOE MPEACTABICHUE MOJIeNIel TapaMeTPOB U UX (hU3UKO-
MaTeMaTH4YeCcKasi CHCTEeMHOCTb, TEM CTa0MJIbHEE OKa3bIBAIOTCS MPOEKThI aTOMAPHBIX HAHOCXEM U BBIIIE
WX MIPAKTHIECKast HAICKHOCTb.

ba30BBIM 3JIEMEHTOM JIJIsi UCCIICIOBAHUS CTPYKTYPBl aTOMOB M DHEPreTUYECKHX IMPOIICCCOB B
HUX, KaK MPaBUJIO, CAYKUT OPraHU3aIIUs MAaTePHH BOJIOPOIONO00HBIX CUCTEM C OJHUM 3JICKTPOHOM U
SIPOM BHYTPH aTOMHOW oOonouku. Kakymiascs mpocToTa Tako MOJENH OJHO3HAYHO MPHBOIUT K
MBICITH O 3aKOHUYEHHOCTH HaYYHBIX HAIIPaBJICHWH B TaHHOU 001actu. OHAaKo, 60see eTalbHbIA aHaIn3
M3BECTHBIX IMAPAMETPOB, a Takxke (POpMajIbHBIX 3aBUCUMOCTEH B 33/1a4ax B3aUMOJCHCTBUS OIS pa U
AJIEKTPOHA YKa3bIBa€T HA OTCYTCTBHE CUCTEMHOCTH B PE3yJIbTaTaX KOMIBIOTEPHBIX MCCIICOBAHNUH, a,
CJI€I0BATENBHO, U B IPAKTUYECKUX UCbITaHUsX [1,2].

OrpaHu4eHHOCTh  B3IMUIAZ0OB  HAa  MEXaHW3Mbl  B3aWMOJCHCTBUS  YacTUIl  BHYTpH
BOJIOPOZIONOO0HBIX aTOMOB, KaK IMPAaBUIIO, CBS3aHA C KOHIICMIMEH KJIACCHYECKOrO MpPECTABICHUS
AJIEKTPOHOB U SAJIEP C TOUYKHU 3PEHUS JIEMEHTOB IIPOCTPAHCTBA TPETHET0 U3MEPEHHUS. DTO HE ITO3BOJISIET
MOJIyYUTh JOCTOBEPHBIC COOTHOIICHHUS ISl MPOCTPAHCTB aTOMa M COOTBETCTBYIOIIMX KOMITOHEHTOB
+Re u +Im npocTpancTBEeHHOr0 SHEProoOMEHa.

Haubonee oOnipie 3aBUCMMOCTH B O0JIAaCTH KBAHTOBOW MEXAHWKH W 3JEKTPOHHUKH, C Y4ETOM
COBPEMEHHBIX JOCTHKEHUH TCOPHH, MOT'YT OBITh HOJYUYCHBI ITPH IPEACTABICHUH TAPaMETPOB aTOMOB
C WCIIOJNIb30BAHWEM KOMIUICKCHOW TUIOCKOCTH WM TPOCTPAHCTBA W METOJOB (POPMHUPOBAHHUS
COOTHOIIICHHA ISl TAHHBIX MPOCTPAHCTB. Takol IMMOAX0[] MO3BOJSET AOCTATOYHO TOYHO YCTAHOBUTH
MIPHUPOJTY MEPEX0/Ia MATEPHH U3 OJTHOTO U3MEPEHHUS B JAPYroe, a TAKKE MOAYIUTh YMCIACHHBIC 3HAUCHUS
MapaMeTpoB, XapaKTepU3YIOMIMX KOMIOHEHTH atoMa. COOTBETCTBEHHO, B IMPEJCTABIIEMOl paboTe
paccMaTpuBaeTCs KIACCHUECKUH aTroM BOJOPOJa C TOYKH 3pPCHUS pEelIITHBH3MAa MAaTEepHH U
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B3aMMOJICHCTBUSL TOJIell BHYTPH aToMa, a TaKXe CBOWCTB sApa Kak O0BEKTa SHEprooOMeHa C
SHEepPreTHKOon CTpyH [3].

Mpusuun o6pa3oBaHus peJITHBHCTCKOIO
00pOBCKOro pajuyca aToMa BoI0poaa

PaccmoTpuM npuHIMI 00pa3oBaHus MEPBOTO 7 =1 PEIATHBUCTCKOTO paauyca i’ GOpOBCKOi

opb6utsl ¢ yaetoM JlopeHi-(pakTopa 11t COCTaBISIOMNX (OpMyIIBl BHIA!

I &
r0,|_ == (1)
mye

IJIe MHICKC L - yYUTHIBaeT HAIMYUE B MIPAKTHUYECKU MOJYYCHHOM pe3yibrare (1) monparku JlopeHiia,
a BEKTOPHOCTh MacCChI TIOKOSI OIpeIeNsieT MPUPO/ia CYIIeCTBOBAHMS ITO3UTPOHA U €T0 SHEPreTHKA.

O4eBUIHO, YTO JJIs COXPAHEHUS YUCICHHOTO pe3yibTaTa B paBeHCTBE (1), €IMHUIBI U3MEPCHHUS
3apsiia AIEKTPOHA JA0JDKHBI OBITh TIPEACTABIICHBI B BUC [4]:

[e] = [2;—2]”3} = [chaHmuH]. (2)

3meck W nanee W3MEHEHHE IapaMeTPOB B HOBBIX COOTHOIIEHUSX OYIeM BBITIOTHATH C
WCIIOJIb30BaHUEM COOTBETCTBYIOIINX eANHUI n3Mepenus B cucreme CI'CM.

Wtak, Ha mepBOM 3Tarie pacdyeToB KOHCTATUPYeM (DaKT, YTO CKOPOCTh MBMIKCHHS JIEKTPOHA TIO
pammycy f, —cosmaet COOCTBEHHYIO MaTepHalIbHYI0 KOIHIO MIECTOT0 HM3MEPEHHUS B KOMILIEKCHOM

NPOCTPAHCTBE, HE M3MEHsAS MAcChl NMOKOS . JlaHHOE 0OCTOATENBbCTBO BHITEKAET M3 CIEMYHOMIUX
paccyX IeHUM.

Pannyc-BekTop BpalleHHs KONHUHM DJIEKTPOHA MOXKET OBITh PAcCUMTaH C HCIOJIb30BAaHUEM
PENATHBUCTCKUX MTOTPABOK K Gopmyde (1), 9To mpuBOAUT K PyHKINK BUAA:

R ®)
’ rﬁo(?’o,L —1)6’

e ¥, - Jlopenn-dakrop GOPOBCKOro paauyca r, TNPH BHIYHUCIEHHOH CKOPOCTH JIBHKEHUS MAcChl
JNEKTpoHa Vy, =95,4824mxul/c [4], mpu sTOM A =mo(70L—1) - MpHpAILICHAE MAacChl DIIEKTPOHA,

IIepeHOCHUMAs Ha YPOBCHb 7 =1.
CrnencTBreM COOTHOIICHUS (2) sBIsIeTCSl PaKT OTCYTCTBHSI PENISITHBUCTCKUX MOMPaBOK B (3) y

oTHOMIEHUs /%€~ TaK Kak: [hze’lJ =[2-CM].

Takum 06p3,30M, B 3HAMCHATCJIC COOTHOIICHUA JIS paaunyca rO L

OyzeM HCIOIb30BaTh TOJIBKO
nonpasky JlopeHna 4 Juis Macchl OKOS SJIEKTPOHA My .

3HaK IUTFOC B COOTHOIIEHWH (3) TOBOPUT O TOM, YTO PAJAMYC-BEKTOP HOBOTO MapameTpa
NPUHAJIEKUT KOMIIJIEKCHOMY HPOCTPAaHCTBY paauyca I, CO CKOPOCTBIO JIBHJKEHUS MAaTepuH

COBIIAAAIOLICH 110 HAIIPABJICHHUIO CO CKOPOCTBIO 0OBEKTOB TPEThero u3mMepenus. OHaKo NpUBEACHHbBII
pe3ysibTaT He Y4MTHIBaeT mompaBku JlopeHa Uil mapaMmeTpoB, W3MEHSIOIIUX CKOPOCTH IBHKEHMS
00BEKTOB 1O opOuTaM aroMa. B cBs3M ¢ 3TUM, ONpeenM 3HaYeHHE YIIIOBOH YaCTOTHI 3JEKTPOHA Ha
pajmyce fy, TEKyILIero npocTpaHcTsa 1o popmye:

\70 L
W, =——. 4
oL 2rty )

VYuutbiBas TCICPb, YTO JAHHOC 3HAYCHUC ONPCACIICHO Ha OCHOBAHMHN KOCBCHHO I/IBMCpeHHOﬁ

. o N
CKOpocTH Vi, [4], a yrioBas 4acToTa BpAIUCHHS PEISITUBHCTCKON KOIMU @~ = @, f3, » TMHCHHAs
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TICEBJIO0 CKOPOCThH TIEPBON PENSATHBUCTKOM OPOMTBI, ISl IMHEHHON CKOPOCTH OOPOBCKOro paauyca v, ,
onpeAeTuThCs PopMyIIoit:

e}

_ =r=1_7=1
Vo, =7N2-Ty "y

NI
A ®)

NIPY 3TOM Pa3HUIIA B IBYX MOJYYCHHBIX 3HAYCHUSIX OMPEACIIETCS TONBKO TOYHOCTBIO MPEJICTABICHUS
<r=]
B pacyerax IONpPaBKU [, , & TAKKe JPYTUX apaMeTpoB cKopocTH. Kpome Toro, ecin napamerp vy,

IPEBBIIIAET CKOPOCTh CBETA, TO HaJl COOTBETCTBYIOLIMM 0003HAYEHUEM CTaBUM 3HAK <—>, YTO O3HAYAET
IIapOBYIO [TOBEPXHOCTb IIJ1a3Mbl, ABHXKYILIEHCS CO CKOPOCTHIO BBIIIE CKOPOCTH CBETA.
CoOTBETCTBEHHO, PEIATHBUCTCKAs MOTPABKA JUIs OPOUTHI SJIEKTPOHA |/~ € y4€TOM CKOPOCTH (5)

6yI[eT HUMETh MHUMOC 3HAYCHUC!:

Takum o6paszom, paguyc ' ¢ ydeToM HonpaBku - K paauycy (1) onpenenurcs Gpopmynoit:

ser=l 2 =1
JrO,L - r-O,L 0

Brruricnum Temeps Maccy 3JEKTPOHHOW KOIMWHU Ha MEpPBOM PENSTHBUCTCKONH OpOHTE C YIeTOM

(hopmyibI 151 CKOPOCTH pajMyca T, W COOTHOIIEHHS /Ul nonpaku A ~. [Ipu 5Tom umeem:
1- 4
corol o o,L
— Mg =My ———. (©)
ﬂO, LﬂO

NHpIMH citOBaMu IIpy BCJIMYMHE MACCBhI TPETHEIr0 N3MCEPCHUSA Arﬁo, HepCHOCI/IMOI\/II Ha YpOBCHb
T =1, OHpCHeHHCMOﬁ N3 3HAMCHATCIIA q)OpMyJ'IBI (1), B COOTBETCTBUU C COOTHOILICHUEM (6) Ha CKOpPOCTHU
(5) nojry4acM IMepexoa MacChbl B IICCTOC M3MCEPCHHUC NPOCTPAHCTBA —Im WM MAacCy NO3UTPOHHOI'O
THUIIA:
Am
saar=l 0
_JmO,L - ﬁrzl ) (7)
0

YTO U TpebOBaIOCh 10KA3aTh.
Janee, ckopocTs opbutsl i)' ¢ yuetom (4) Oyner pasHa:

it =2x(Ji) (i),

Toraa aHeprus, mnorjomiaeMas 3JIeKTPOHHOM KOMEH Ha TIEPBOU PEIIATUBUCTCKOM OPOUTE, MOKET

OBITh onpeacicHa CTaHAApTHBIM COOTHOUMICHWEM Ha OCHOBaHWU BBIIHCYKa3aHHOﬁ CKOpOCTHU _NOT:Ll n

Mmaccsl (7):

ey (—jmé,f)z(—vo’f)z 5 sz) | -

rJie TapaMeTp J OmpeneseTcss OQHUM U3 KIACCHIECKUX COOTHOIICHHIA:
g 2 s =] ser=] 2
W= g(_ng,L )( JroTL ) .
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W3 npuBeaenHo# BhIlIe GOpMYIIHI (8), IMEEM SHEPTETHKY PENATUBIUCTCKON KOTIMU 3JICKTPOHA,
oIpesiesIIeMYIO Yepe3 NIepBOHaYaIbHbIE TapaMeTPhl HyJIEBOIO PaNyca, paBHYIO:

_jEr:l _ 1-5y, ( r=l)3 MV, (107° -1

=—= (A7) /== | =
Bor 2 107z

Urak, pe3ynbrar (8) yKasplBaeT Ha MOIJIOIIEHUE PEIATHBUCTCKOM MAcCcOl dIEKTPOHA DHEPIUH

BEIyIeH 4acTUIBI B MPOCTPAHCTBE —Im (TO ecTh GopMupyeTcs map «4epHOW» MaTepUH MHUMOTO
MPOCTPAHCTBA WIH OOBEKT MO3UTPOHHOTO THIIA).

Macca sizpa aToMa BOJ0po/Jia ¢ y4€TOM CKOPOCTH CTPYH

AHanm3 (pU3UKK B3aMMOJEHCTBHAA OOBEKTOB M IIOJIEH HAaHO MHUpPA TO3BOJSET 3aKIFOYUTH, UTO

BHYTPEHHEE IPOCTPAHCTBO aTOMa BOAOpoja oblsiajaeT CleAyIoIel KBa3HCTAaHJAPTHOH AMHAMHKOW
COOCTBEHHOT'O CYIIIECTBOBAHUS.

Bpamenne simepHOW 00O0JIOYKH €O CKOPOCTBIO OJIM3KOM K CKOPOCTH CBETa TOPOXKIASTCS
TIOTJIOICHHEM BHELIHEH YHEPTHM CTPYH M CXKAaTUEM pajuyca sapa [, 10 HEKOTOPOro KPUTUYECKOTO

3Havenns Iy . Ha jaHHOM pajuyce CKOPOCTh Macchl siapa cTaHoBUTCS paBHO Vg =C—AC (rme AC
- GECKOHEYHO MajIas), 4T0 (haKTHIESCKH M IPUBOJUT K HOPMHUPOBAHUIO CAMOTO pajmyca

IIpu cxopoctu mstoro msmepeHus —V, =—C—A,C BBIIONHACTCA HEPEXoi paauyca sAapa B
MHHMOE OTPHIIATEILHOE MPOCTPAHCTBO — M opToronansHOE MPOCTpaHCTBY +Re kputnueckoii cdheps
sapa I, — — ]I, . Tlpu yBenu4eHHMH CKOPOCTHM BpalleHHs sapa 10 3HaueHHss —V, =—Cv2+AC
BBITIOTHSACTCA MPEOOPa3oBaHKe MPOCTPAHCTB BuAa —ji; > —ji, (1-y/).

PaccMoTpuMm Temepp Maccy simpa TpH yKa3aHHOW CKOPOCTH BpalleHHs OOOJOYKH DPaBHOM

—V, =—C \/E +A;C . Ipu 9TOM CunTaem, 4TO

(9)

rac msyo - MaccCa IIOKOoA sAapa, IIpu 3TOM. ms = msyoj/s.
Macca nokost AApa, MOXKET 6I)ITB orpeacicHa 1o cneuy}omeﬁ TEXHOJOI'NH. O‘ICBI/IJIHO, 4qTo:
r:ﬁs,o = I’ﬁs ﬁs (\75)' (10)

= o -1
rae M, - 3TO NMPAaKTHYECKH U3MEPEHHOE CTaHIapTHOE 3HaueHHe. Takum obpaszoM, pu [, (VS ) =y, C

YYETOM NPOCTHIX IpeobpasoBanuii umeem M o =1,16507 107%,,
U3 coornomenuii (9) u (10), cmemyer, uTo peanbHO B KpHTHdeckoii Touke [ . Re-

NpOCTPaHCTBEHHAs Macca AM, J0/KHA OBITH paBHA:

rﬁs,oys (Ale) - ms,o =Am .

IIpy 5TOM TEOPETHIECKH OCYIUECTBISICTCS CKATHE Pajiiyca siipa I, 10 NPaKTHIECKOro HyIs T,

. OnHako, 4icIeHHoe 3HaYeHne apamerpa AfM, MOXET OBITh OIPE/IEICHO TOIBKO IPH H3BECTHOM A,C

VunTsiBas fajnee 3aK0OH U3MEHEHUs paJuycoB Bua [4] r, . — — ji, . MOXKeM KOHCTaTHPOBATh (PaKT

HepeTeKaHust Macchl B | -poctpancTBo npu —V, =—C —A,C:
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=m0, (12)
,2A2c
¢

Tak kak ckopocTh B cooTHouleHuW (11) mpeBbIIaeT ypoBEHb CKOPOCTH CBETa HEOOXOIUMO
YMHOXHTb JIEBYIO U MPABYIO YaCTH JIAHHOTO COOTHOLICHUs Ha JlopeHu-hakTop y, (A,¢). [lpu sTom

HMCEM:

iy =S =, (12)

i — i — — i .. Vapivu cnoBamu u3 (11)-(12) cremyer, 4To B mporecce MepeMeIeH s MacChl B

MHHMOE TPOCTPAHCTBO Mapamerp Mg CTAaHOBHTCS paBHBIM — Mg ., TO ecTh BCs Macca sjapa

nepeMenacTcsi B MHUMOE OTPHIIATENIbHOE TIPOCTPAHCTBO.
[Mocnenyromee npeodpazoBanne cHOPMUPOBAHHOTO COOTHOIICHUS JUISI MACChI OCYIIECTBIICTCS

IPHU JOCTHKEHHUHU SIIPOM CKOPOCTH —&J2 + A4C 1o npaBuiy:

1
Mo — ms,o |:_7/s (A36):|[7s (ASC)} = _jms (1_ l//)7E J (13)
rac
— g = = jm
T\ 2a,e =M

a 3HAUYCHHE |/ JIETKO OMNpeIesseTcs U3 monpaBku JIopeHna i yka3aHHOW CKOPOCTH.

Takum 00pa3soM, MOKHO 3aKJIFOUHTh, YTO Ha TEOPETUYECKOH cKopocTH —C+/2 Best macca M

SBIISIETCS. OOBEKTOM TIEpEMENICHUsT B IPOCTPAHCTBO —IM, 00pa3ys HOBYyIO 000JIOUKY sifjpa B MHUMOM
OTpPHUIIATEIFHOM NPOCTpaHCcTBe. B mpocTpancTBe Re-sapa npu 3ToM Macca MPakTUYECKH paBHA HYJTIO.
HMrak, MOXeM KOHCTaTHPOBATh, YTO NEPEMEIICHHE MAacChl BUAAa M — — jii, . B MPOCTPAaHCTBAX

aToMa MPHUBOJIUT K 00pa30BaHUIO KBaHTa BpeMeHU Al ¢ ncue3HoBeHHeM Macchl Re 00051049KH siapa.
BbInonHuM HHTErpUpOBaHHE MACCHI sApa Ha cKopocTH V, —> Vi + AV, . [Ipu sToM nmeem:
m
M, + Ay = ——=0 (14)

S

Hcnons3ys psaa npeoOpa3oBaHuil M3 MaTeMaThdeckoro aHanmsa u3 (14) moctaToyHO MPOCTO
HOJIYYUTh COOTHOIIICHHUE:

3
2172
i, =—2v, [1-| = | | dv,.

C

I/IHTCI‘pI/IPOBaHI/Ie JAaHHOTI'O paBCHCTBA IMPUBOAUT K COOTHOLICHUIO:

I |
M, =M, & ———. (15)
c? —V;

59



B cimyuae onpesieneHHOro HHTeTpaa Ajst mapa sapa (15) JomKHbI ObITh HCTIONB30BaHbI IIPEETbI
ckopoctn V=V, +AV, wmm V,+c—A;C. Ilpu 3ToM yuuThIBas TOJNBKO HIDKHUH TIpezeln
MHTETPUPOBAHMS, JOCTATOYHO IIPOCTO TOTYYHTh 3HAYeHUE OIIM3KOE K CTaHAAPTHOMY, TO €CTb!

m, |=1,6749333-10 % -.

V,

S

CrnenoBaTenbHO, BEPXHHI Ipesie] UHTerpana ¢ —A,;C JaeT HaM MPaBO TOBOPUTH O IIPUMEPHOM
YABOEHUH CTaHAAPTHOIO 3HAUEHHS MACCHI 5,ipa Ha OKOJIO CBETOBOM CKOPOCTH:

=2.1,6749275-10% 2.
E—AZ

mS,C

Hanee, GpakT yBennueHUs: Macchl sapa o 2MM, 3a CUET CBA3U CO CTPYHOU M JanbHEHIIHiA Habop

SHEpruM  OOYCIAaBIMBAIOT TIEPEMENIEHUS HAHOYACTULBI C paadyca [, Ha YPOBEHb —ji,.

COOTBETCTBEHHO Macca IPH ITOM Ipeodpas3yeTcs B IO3UTPOHHYIO U Oy/IeT paBHa:

YMmHOXas, manee, 0o0¢ YacTH JAHHOTO COOTHOIIeHHs Ha JlopeHI-¢akTop, MpU CKOPOCTH
—CN2 4+ Ay¢ , monyyaeM ananor (13):
m, L
=-—]mg..

_j—
N

[lpu stom pamuyc —ji, —»—jf. wm —ji; =—jiy, (1-y). Cnemyer cuurarh, 4TO TEpPEXON

IPOCTPAHCTBA JAHHOIO PaJyca Ha YPOBEHb [y . ¥ Jajee Ha YpPOBEHb [, OIpENeNsieT BBIXOJ MacChl

,C

A1pa B CEIbMOC U3MEpPEHHe: — jif, . — 2M,, a 32 CUeT IePUOANIECKOI0 UCUE3HOBEHUS SHEPT U CTPYHBI

npeoOpa3zoBaHue BHAa 2M, — M.

3akiIouyenne

B mpencraBieHHOW paboTe paccMOTPEHBI PENSTHBUCTCKHE MMapaMeTpbl HAHO YacTHI] Kak
BO3MOJKHBIX HCTOYHHKOB IIOMEX B CHCTEMaX KBAaHTOBO-KPUNTOTPAa(UYECKUX CHUCTEM CBS3H.
OmnpeneneHo, 4TO0 YpOBEHb PaJHyCOB PEISATUBHCTCKHX OOBEKTOB MOXKET CYIIECTBEHHO MPEBBIIIATH
paanyCbl HCXOAHBIX HAHO YaCTHL, YTO IIpH (bOpMI/IpOBaHI/II/I KBAaHTOB MOXET MMPUBECTU K IMOTJIOIICHHIO
SHEPI'HU 32 CUET PE30HAHCHBIX SIBJICHUH B cucTeMax. Ha OCHOBaHMH BBITTOJHEHHBIX PAaCYETOB MOTYYCHBI
CIIE/TyIOIIHE PE3YIIbTATHI:

1) ompeneneHbl PENSTHBUCTCKHE MOMPaBKH K MapamerpaM BOJOPOAONOAOOHBIX aTOMOB,
MO3BOJISIONINE YVYUTHIBATH B pacueTax KaHAJOB CBsI3W JeHcTBHE -IM mpoCTpaHCTBA Ha TPHUPOIY
KBaHTOB;

2) BBITNIOJIHEH PacyeT YHEPTHH IIEPBOTO PEISATHBUCTCKOTO YPOBHS 7 =1, ONPEACISIONIEro hakT
MOTJIOIICHNUSI KBAaHTOB B MHHUMOM IpocTpaHcTBe (Qopmupyercss map «4epHO» wmarepuu -Im
MPOCTPAHCTBA WIIH 00BEKT MO3UTPOHHOTO THUIIA);

3) paccumnTaHa Macca siipa BOJAOPOIOTIOI00HOT0 aToMa IpU OTCYTCTBHH CKOPOCTEH BpaIeHHUS
«TIOPOKAAIOLICH» MacChl IMOKOSI.

4) moka3aHo, 4TO Ha CKOpocTH —C+/2 Best Macca M, sBISETCS OOBEKTOM IEPEMEILCHUS B
npoctpancTBO —IM, 06pasyst HOBYIO 000JIOUKY si[pa B MHUMOM OTPHUIATEIBHOM MIPOCTPAHCTBE;

5) MHTErpupOBaHKEe MACCHI AApa Ha CKopocTH V, —> V + AV, moka3aio, 4To Ha cKopocTd C—AC

Macca HaHO 00BEKTa YABAUBACTCA OTHOCUTCIIBHO CTAHAAPTHOI'O 3HAUYCHUS HA painyCe f‘; )
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6) nanpHEWMK HAOOp SHEPTUU SAAPOM OOYCIABIMBAET MEpPEMEIIEHIEe HAaHOUACTUIIBI C paanyca

f,c Ha ypoBeHb — ji; .. COOTBETCTBEHHO O3UTPOHHAs MACCa IPU 9TOM OyAeT paBHa — jif, ;

7) mpu ckopocT v/ 2C — AzC BBIMONHIETCS MEPEX0 MACChl JAHHOTO HAHOOOBEKTA B CEABMOE

M3MEPEHHE B BUJIE — jif_  —> 2M,, & TaKkke TOPMOKEHME MAcChl M peobpasoBanue 2M; — M, B CBA3M

C HUKIIMYHBIM UCUEC3HOBCHUEM OHEPI'U CTPYHBI.

HOJ'Iy‘ICHHI)Ie PEe3yJIbTaThl MOTYT OBITh HCIIOJIB30BaHBI IIpyu IPOCKTUPOBAHUHN KBAaHTOBO-
OJICKTPOHHBIX  KaHaJlIOB CBA3U C BBICOKOM  3allIMIICHHOCTBIO  OT IMoOMEX, MOPOKAACMBIX
CXCMOTCXHNUYCCKNMU q)aKTOpaMI/I I/IH(bOpMaIII/IOHHI)IX ceTel.

INTERFERENCE PROTECTION IN QUANTUM CRYPTOGRAPHIC
COMMUNICATION CHANNELS BASED ON METHODS FOR CALCULATING
THE SPACES AND MASSES OF HYDROGEN-LIKE ATOMSOF THE ARTICLE

I.P. KOBYAK

Abstract. In this paper, the parameters of hydrogen-like atoms are considered from the point of view
of the relativistic interaction of the nucleus with the energy of strings. The principles of electron and
nuclear mass transformation at rotational speeds up to and above the speed of light have been
studied. The obtained dependences are formed taking into account the representation of the
parameters of atoms using a complex plane or space, as well as taking into account the methods of
forming relationships for these spaces. In addition, units of measurement for the energy of an
electron have been obtained, defined as "Franklin" with their representation in the CGSM system. It
is shown that the ultra-high accuracy of parameter representation in calculations leads to precision
results in subsystems of quantum communication channels responsible for the stability and practical
reliability of the designed circuits.

Keywords: hydrogen-like atom, complex space, atomic nucleus, string energy, electron relativism,
Lorentz factor, black matter.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 621.391

NPUMEHEHME IMMAJIOT-CUTHAJIA U1 TOBBIIEHUS SJHEPTETUYECKOR
IOPEKTUBHOCTHU BOJTIOKOHHO-OIITHYECKUX CUCTEM IIEPEJAYU

A.B. POIIYIIKMH

Benopycckuii cocyoapcmeennblii ynusepcumem ungopmamuxu u paouodiekmponuku, Pecnybnuxa Benapyce

Iocmynuna 6 pedakyuro 4 anpens 2025

AnHoTanus. B paboTe npousBecHO MOICIUPOBAHIE BOJIOKOHHO-ONTHYCCKOW CUCTEMBI TIEpPEIayH,
peanusyroeil MeToJl Mepenayd ONTUYECKUX CHTHAJIOB, OCHOBAHHBIN Ha BBEIEHUU B CICKTP
CUTHAJIa JOMOJHHUTEIEHOW OJHOTOHAIBFHON KOMIIOHCHTHI — IMIIOT-CUTHAJIA U €r0 y3KOIIOJIOCHOM
ycunennn Ha mpueme. OTmpeneneHsl ONTHMalbHBIC ITapaMeTphl Y3KOIMOJIOCHOTO BOJOKOHHOTO
YCHITUTENS U CXEM ITOCIIeACTEKTOPHOI 00paboTKH CUTHANIA.

Kniouesvie cnosa: BOITOKOHHO-ONITHYECKAS CHCTEMa nepeaaiu, HpI/IeMHHﬁ OIITHYCCKUMI MOAyJib,
BBIHYKICHHOC paCCCHBAaHUC MaHZ[eHLHITaMa'EpI/IHHIOBHa, OITHYCCKHUMI YCUIIUTCIIb.

BBenenue

J1J1s moBBIILIEHUS SHEPTeTHYECKON 3 (HEKTUBHOCTH ONITHYECKUX CUCTEM IIE€peAayH IPUMEHSIOTCS
KOTEPEHTHbIE METO/IbI IPHEMA, ATbTEPHATUBON KOTOPBIM SIBJISICTCS UCIIOIb30BAHUE aBTO-KOI'€PEHTHOT'O
METO/1a, KOT/1a IPUHUMAEMbIH ONTHYECKUIA CUTHAN JETEKTUPYETCS IyTeM CMELIeHHS He C U3ITyYeHHEeM
MECTHOTO T€TepOJIuHA, a C 0COOOM COCTaBIAIOIIEH — MUIOT-CUTHAJIOM, IE€peJaBacMbIM BMECTE C
MH(QOPMALMOHHBIM CHT'HAJIOM M BBIACISIEMBIM Ha MPUEMHON CTOpOoHE. B 3TOM ciydae cyiiecTBEHHO
yIpoUIaeTcsl MPUEMHBIA ONTUYECKUH MOMAYIb, MOCKOJNBKY HE TpPEOYIOTCS TEXHHYECKH CIIOKHBIE
YCTPOMCTBA CTAaOHMIM3AIMK YacTOTHl U (pa3bl MECTHOro TrerepojuHa. HemoctaTkoM Takoro mojxonaa
SBJISIFOTCA 3aTPaThl SHEPTHU Ha NepeAady MUI0T-CUTHaNa OOJIBIION MOITHOCTH, YTO B KOHEYHOM UTOTe
HE MO3BOJISIET JOOUTHCS CYIIECTBEHHOTO YIYYIIECHHs JHepreThdeckoi sddexruBHocTH. C I1ETBIO
NIPEOJIONICHNUS TAHHOTO HEIOCTATKA MOXKET OBITh MCIIOIB30BaHO Y3KOIMOJIOCHOE YCHIICHHE HA IPHEMHON
CTOpPOHE IIE€peAaBaeMOro NWIOT-CUTHaJa Majod MomHOcTH. Heo0xommmo — HCHoiib30BaHUE
ONITUYECKOTO YCHIIUTENS, KOTOPbI OyZeT oOecrieurnBaTh yCUICHUE TOJIBKO Y3KOW MOJIOCHI CIIEKTPa B
OKPECTHOCTH MHJIOT-CUTHaNA. BONBIIMHCTBO CYHIECTBYIOMIMX BOJOKOHHO-ONTHYECKUX YCHUIIUTENEH
MMEIOT OY€Hb IUPOKYIO MOJIOCY YCUIIEHHS, JOCTUTAIOIIYI0 HECKOIBKUX Teparepll, 4To HEMPUEMIIEMO
Ut u30uparespHOro yeusaenus. Haumydmmm o0pa3om 1uis TaHHBIX Lielel MOIXO0ANUT paciipeaesICHHbINR
ONTUYECKUI ycunuTenb Ha 3(Qdekre BHIHYKICHHOTO pacceuBanus Manensiirama-bpuiosHa,
KOTOpBI 00NafaeT y3KoW monocoi ycuineHus (necatkn MI), 3HauuTENbHBIM KO3(hD(UIHEHTOM
ycusenus (6osee 30 n1b) u rae B KauecTBe YCHIIMTEIBHOM Cpellbl BHICTYIAET caMa ONTHYECKas JTMHUS
ces3u [1]. Meroa mocTpoeHHs: BOJOKOHHO-ONTHYECKOW CHCTEMBbI IMEpeadd C BBEACHHEM IHIIOT-
CHUTHAJIa Ha CTOPOHE Tepelayd M ero Mu30HMpaTeNbHBIM YCHJICHHEM Ha IpHeMe TOoApPOOHO
paccmarpuBaetcs B pabore [2].

Ha nepepatomieii cropoHe B cieKTp HHOOPMALMOHHOTO CUTHANA MTEPe] MOAYJISLUEH ONTHYECKOH
HECyIlell BBOAWTCS OJHOTOHAJBHBIM CHTHAl ¢ YacToTod f,, mpeBBIMmIaroIIell BEPXHIOW YaCTOTY
WHQOPMAIMOHHOTO CHUTHaja. B pe3ynbrare MOAYISIUM B CIIEKTPE ONTUYECKOr'0 CUTHAIA TIOMHUMO
MH()OPMALIMOHHBIX COCTABIISIOIIUX MOSBATCS JBE TOMOJIHUTEIBHBIE COCTABIISIOIUE ¢ yacToTamu fe & f;,
rae f. — gyacToTa Hecyiero kosiebanus. B BOJIOKHE CO CTOPOHBI IIPHEMa MPOU3BOIUTCS U30MPATEIbHOS
yCHIICHHE COCTaBIIsItoIIEH ¢ gacToToii f. + f,. lanee chopmupoBaHHbIil TAKUM 00pa30M CHUTHAJ TTOIACTCSI
Ha BX0J GoToAeTeKTOpA.

JaHHbplld TpUEMHBI ONTHYECKHHA MOIYJbh (YHKUMOHHPYET MO IMPHHLUIY TI'€TEPOIUHHOTO
NPUEMHHKA, @ B KAYeCTBE CUTHA/IA MECTHOTO TeTePO/IMHA BBICTYIAeT ycHiieHHast coctapsttomias (fe + fy).
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3HAYUTENBHBIH KOA((UIIUSHT YCUIICHUS MO3BOJISCT MOMYYUTh CYIIECTBEHHOE YBEITUYCHUE MOITHOCTH
aTOl cocraBistomei. Ha Beixome ¢otomerektopa Oyner monydeH WHGOPMAIMOHHBIM CHTHANl Ha
noauecymei gacrore f, = f,. Hacrora nmaszepa Hakauku yCHaMTeNls He OyAeT MOMaaath B IOJIOCY
WH(POPMAITMOHHOTO CHTHAJIA, TIO3TOMY METOJ MOXET OBbITh HCIIOJIb30BaH I JFOOBIX CKOpOCTEH
nepeaaymn.

Jns oneHkn 3(PQPEKTHBHOCTH TPUMEHEHHS JAHHOTO METOJa HEOOXOJUMO MPOU3BECTH €ro
UMUTAIIMOHHOE MOJICIIMPOBAHUE.

HNMuTanuoHHas Mojaeb BOJIOKOHHO-OIITHYECKOH CHCTEMbI nepeaavyu

MoaenupoBaHue MPOU3BOIMIOCH C MOMOIIBIO TporpaMmHuoro makera OptiSystem xommnanuu
OptiWave Inc. OptiSystem — 3T0 WHHOBALIMOHHBINA ITAKET MOIEIUPOBAHMSA ONTHYECKMX CHCTEM
TEJIEKOMMYHHKALIUH, pa3paboTaHHBIN ISl MPOSKTHPOBAHMS, TECTUPOBAHUS M ONTUMH3ALUU KaHAJIOB
MPAKTHYECKH JTI000T0 THTA Ha (hr3ndecKkoM ypoBHe. CHMYIISTOpP CHCTEMHOTO YPOBHS, OCHOBAaHHBINA Ha
PEATUCTUYIHOM MOJICIIUPOBAHUN BOJIOKOHHO-ONTHYECKUX CHCTEM TejleKoMMyHHuKanui, OptiSystem
o0agaet MOIIHON cpeloi MOACTUPOBAHUS U HEPAPXUUECKUM OTIpeeIeHHEM KOMIIOHEHTOB U CUCTEM.
OptiSystem moaxoauT st MIMPOKOTO CHEKTpa MPHUI0KEHHH, BKIIOYAIOIINX B Ce0s MPOESKTHPOBAHHE
ONTUYECKUX MEePEeNaTINKOB, KAHAJIOB, YCHIUTENEH U MpUeMHUKOB. OH nMeeT 00Ty o 6a3y aKTHBHBIX
Y TTACCUBHBIX KOMIIOHEHTORB, OT MPOCTHIX JIA3EPHBIX JUOJ0B U (DOTOAMOIOB, BOJIOKOH, pa3BETBUTEIICH,
aTTeHI0aTOPOB, MOJIYJSATOPOB /10 KOMIUIEKCHBIX MEpearollluX M MPUEMHBIX ONTHYECKUX MOJYJIeH,
BOJIOKOHHBIX YCHIIUTENICH, pEereHeparopoB W T.I. Tarkke MUPOKO TMpEeACTaBICHB W3MEPHUTEIHHBIE
YCTPOMCTBAa ONTHYECKOTO ¥ JJIEKTPUYECKOTO [WAna30HOB. bonbmioii HabOp HacTpanBaeMBIX
mapaMeTpoOB IIO3BOJIAIOT MOJIB30BATCIIIO MOHUTOPUTL U ONTHUMHU3HUPOBATL KOHKPETHBIC TCXHHYCCKHC
XapaKTEPUCTUKH YCTPOUCTB JIJIsl TOBBIIICHHS IIPOU3BOAUTEILHOCTH CUCTEMBI B 11esioM [3].

NmuTanmoHHasi MOJeTh BOJOKOHHO-ONTHYECKOH CHCTEMBI Tepefadd C BBEJIEHHEM IHIIOT-
CHUTHAJIa Ha CTOPOHE TIepe/lady U ero n30upaTeIbHBIM yCUIIGHHEM Ha TIpHeMe MpHBeeHa Ha puc. 1.

o s
010. -
iPRBS Gen | == () =h | (‘| = [am BERAralyzr
@ Phatodetector PIN S = == BN = :
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Puc. 1. Mojiens BOJJOKOHHO-ONTHYECKOH CUCTEMBI ITepeadn

bunapubie nmaHHBIE (OPMHUPYIOTCS TEHEPATOPOM TICEBIOCITYYaHOW ITOCIIEOBATENBHOCTH U
Janee MOCTYNarT Ha (OpMUpPOBATEIbh UMITYIBCOB, IJle MPEeoOpa3yloTcsl B NEKTPHYCCKUN CUTHAN B
¢dopmate NRZ. buroBasi ckopocTh JaHHBIX BbliOpaHa paBHoW 10 ['Out/c. [layiee moje3HbId CUTHAI
CYMMHPYETCSl C THIOT-CUTHAJIOM, IPEICTABISIOIIAM COOOM TapMOHWUYECKHH CHUTHANI TOCTOSHHOM
aMrmuTy bl ¢ yactotoit 30 I'Th. YacToTa nunmoT-curHana AoKHA Kak MUHUMYM B JIBa pa3a MPeBBILIATh
BEPXHIOI IPAaHUYHYIO YaCTOTY CIIEKTpa mojie3Horo curnaina [2]. Beioop 3uadenus 30 I'T1 00yciosieH
HEOO0XOMMOCTBIO CO3/IaTh 3aIUTHBIN HHTEPBAII MEKY KOIHSAMH CIIEKTpPa, YTO CMATYUT TPeOOBAHUS K
MPSIMOYTOJILHOCTH TIOJIOCOBOTO (DMIIBTPa B MIPUEMHOM ONTHYECKOM MOIyJie. B pe3ynbrare momyuurcs
INEKTPUUCSCKUI CUTHAJI, aMILIUTYIHBINA CIIEKTP KOTOPOIo NMPUBE/ICH Ha pUC. 2.

B kauecTBe MCTOYHMKA ONTHYECKOTO HW3TYUEHHUS HMCIIOIB3YETCS IMOYIPOBOIHUKOBEIN Jaszep,
paboTaromuii B HenpepbIBHOM pexume ¢ yactoTor 193,1 TI'n (mymHa BomHb! 1,55 MKM) U BBIXOITHOM
monrHocTbo 0 1bwm. [Iiist hopMHUpOBaHUs JIMHEWHOTO CUTHANIA MPUMEHEH BHEIIHUA MOaysTop Maxa-
Ilanmepa, KOTOPBIH TPOW3ZBOIUT MOMAYJSIMIO ONTHYECKOTO WBIYYEHUS TI0 WHTCHCUBHOCTH.
MoaynipyronwM CUTHAJIOM SIBIISIETCSI CyMMa HH()OPMAaIMOHHOTO CUTHAJIA ¥ MAJIOT-CUTHAJIA.
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Puc. 2. CnekTp curaana Ha BBIXOJIE CyMMAaTopa 3JIEKTPUIECKIX CUTHAJIOB

CHexTp ONTUYECKOTO CUTHAJa, TOMUMO I/IH(bOpMa]_[I/IOHHI)IX COCTaBIISIOLIMX U HECYIIEH, 6y,ueT
COJEPKATh IB€ KOMIIOHEHTBI, COOTBETCTBYIOILIME MUIOT-CUTHATY, ¢ yactoTamu 193,13 TI'u u 193,07 TT'w.
CriekTp JIMHEHHOTO ONITHYECKOTO CUTHANIA MTPUBEJISH Ha pHC. 3.
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Puc. 3. CnexkTp TMHEHHOTO ONTUYECKOIO CUTHAJIa

MotynmupoBaHHOE ONTHYECKOE U3ITyueHHe TIepeaaeTcsl B OAHOMOOBOM ONTHYECKOM BOJIOKHE C
3aryxanuem 0,2 nb/km. Ha cropoHe mpmemMa TpHMEHSETCS pAaCIpeeIeHHbI YCHIUTENh
Mannensirama-bpusuitosHa, COCTOAMIMN U3 ONTHYECKOTO OTBETBUTEINS U JIa3epa HAKauKH ¢ YaCTOTON
193,141 Tl'u, u3mydeHHEe KOTOPOTO BBOJHUTCS B ONTHYECKOE BOJIOKHO HABCTpPEUy IMepelaBaeMOMY
CUTHAITY. Y CHIIMTENIbHOM CpeioH sIBIsieTCsl ONTHUYeCcKast JIMHUA cBsi3u. YacToTa nazepa Hakauku (193,141 TI'm)
Ha BenuuuHy cmemienus bpummosna (11 I'Tm) npeBblmaeT 4acTOTy KOMIOHEHTHI OINTHYECKOIO
CIIEKTpa, COOTBETCTBYIoUIeW muior-curHany (193,13 TI'm), B pe3ynpTaTe 4ero MpOM3BOAUTCH e
n3zbuparenpHoe ycwieHue. TakuM o00pa3oM, dYacToTa Jazepa HAaKayKH MPEBBIIIAET BEPXHIOID
TPaHUYHYIO YacTOTy CIEKTpa ONTHYECKOr0 CHUTHaJlla W HE IONaJaeT B II0JIOCY, 3aHMMAaeMYIO
MH(QOPMALMOHHBIM CHUTHAJIOM, YTO CHUMAET OrpaHHUYCHHE Ha MIMPHUHY CHEKTpa WHPOPMALUOHHOTO
CHTHAJIa, XapaKTepHOE [UIsl YCHIICHHsI ONITHYECKOW Hecyeit [4].

Pe3y.m>TaT1>1 MOJe/THPOBAHUSA

C nenbio BEIOOpa MOIIHOCTH Jla3epa HaKauKu, ObIIIM MPOU3BEACHBI HCCIIEAOBAHNS 3aBUCUMOCTH
MOIIIHOCTH CIIEKTPAIIbHON KOMIIOHEHTHI, COOTBETCTBYIOUIEH IHIOT-CUTHAY W PE3yIbTHUPYIOLIETO
koaddunmenta ommbok (BER) ot MomHoCTH na3epa Hakadku. 3aBUCUMOCTh YPOBHSI CIIEKTPAILHON
KOMITOHEHTBI, COOTBETCTBYIOLIEH MNWIOT-CUTHANY, YCHJIEHHOH pacrnpeneNeHHbBIM YCHIUTEIEM, OT
MOIITHOCTH JIa3epa HaKa4yKW MpeJicTaBiieHa Ha puc. 4. 3aBucuMoctb koddduuumenrta ommbok (BER) ot
MOIIIHOCTH JIa3epa HaKauKH MPHUBEIEHA HA PHC. O.
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MoOLwWHOCTb Nasepa HaKaukn, obm MoLwwHOoCTb Nasepa HaKaykn, obm
Puc. 4. 3aBUCUMOCTH MOIIIHOCTU MUJIOT-CUTHAA OT Puc. 5. 3aBucumocts BER ot MomnocTH nazepa
MOUIHOCTH JIa3epa HaKauKu HaKa4yKu

W3 ananmsa rpadukos (puc. 4, 5) MOKHO CAENaTh BBIBOJ, YTO MOITHOCTh MMAJIOT-CUTHAIA PAcTET
HEJIMHEHHO C pPOCTOM MOIIHOCTH Jja3epa HaKaykd, a KO3(PQUIMEHT OINUOOK, COOTBETCTBEHHO,
yMeHbIIaeTcs. Y cmieHne, 0m3Kkoe K MakcumansHoMmy (okoio 30 nb) mocturaercst mpu MOITHOCTSIX
na3epa Hakadyku Oosee 2 n1bMm u mpu JambHEHIIEM pOCTEe MOITHOCTH YBEIHYHUBAETCS HE3HAYNTEIHHO.
KoaddurpeHT OUTOBBIX OIMIMOOK MPU 3TOM JTOCTUTACT CBOMX MHUHUMAJIbHBIX 3HAYCHHH.

YpoBeHb MHUJIOT-CUTHAJIA HAa MPUEMHON CTOpoHE 0e3 ycuieHHUs (MpH BBHIKIIOYEHHOM Ja3epe
Haka4ykn) cocTtaBisul —46,8 nbm u yBemmuwmiics 1o —15,6 nbm mpu MomHOCTH Ja3epa Hakadku 6,5 abwm,
TakuM 00pa3oM KOd(PUIMEHT yCUIIeHus ycuiuTens coctasun 31,2 nb.

CIieKkTp ONTHYECKOTO CHTHaja Ha BXoJe (OTONETEKTOpa C YCHWJICHHOW KOMIIOHEHTOM,
COOTBETCTBYIOIIEH MUJIOT-CUTHAITY IPUBE/ICH Ha puC. 6.

Power (asm)
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100

19508 T 19308 T 183127 19344 T

Frotanay (421
Puc. 6. CiekTp ONTUYECKOT0 CUTHAJA Ha BXoe (poToeTeKTOpa

OnTHYeckoe H3y4eHHE C YCHICHHOH CIEKTpalbHOW KOMIIOHEHTOW JeTeKTHpyercs p-i-n-
¢doronerekTopoM. B pesynbpraTe OveHMid B KBQJIPATUYHOM JIETEKTOPE C YCUICHHBIM MUIOT-CUTHAJIOM,
WHQOPMAIMOHHBIE COCTABISIONINE CIEKTPa MEPEHOCITCS B OKPECTHOCTh MPOMEKYTOYHOH YaCTOTHI,
paBHOi1 yactore nunot-curHana (30 I'T) u Taxoke moasepratoTcs ycuiieHH0. CIEKTp 3JeKTPHUECKOT0
CHUTHaJIa Ha BBIXOZE (POTOJIETEKTOpa MPEJICTABIICH Ha pUC. /.

Jlanee ameKTprIecKrii CHTHAJ TIPOXOUT Yepes3 MoJI0cOoBOH QUITBTP ¢ IIeHTpasibHOM yactoroid 30 [T
n nonocoit 20 I'Tu mns BeimesneHWss MHPOPMAMOHHOTO CHUTHAJla HA TNPOMEKYTOYHOM YacToTe.
Jemonynsamuss ¢ HNpPOMEXYTOYHOM 4YacTOTBI BBIMOJHAETCS CHUHXPOHHBIM JIEMOIYJSTOPOM, IIOCIE
KOTOPOTO yCTaHABIHMBAETCS (DMIIBTP HIDKHUX YACTOT JIJISl YMEHBIIECHUs BIHMSHUS BBICOKOYACTOTHBIX
ITYMOBBIX COCTABIISFOLTHX.

C wnenpto OoJiee CyIIECTBEHHOI'O MOJABJICHHS HEJIWHEHHBIX HCKaKEHHH BOCCTAHOBJIEHHOTO
IU(QPOBOTr0 CUTHAJIA IPUMEHEH YCHIINTEb-0OrPaHuunTeNb. sl BU3yaJlbHOrO KOHTPOJISI M U3MEPEHUs
MapaMeTpoB Mepe1aBaeMoro 1 MPUMEHIEMOT0 CUTHAJIA NCTIONH30BAIUCH ONITUYECKHH 1 3JIEKTPUYECKUI
aHaJM3aToOphl CHEKTpa, ocLuuIorpad, U3MepuTeIb ONTHIECKOW MOIIHOCTH. OneHka 3QQeKTHBHOCTH
CHUCTEMBl B LEJIOM NPOM3BOAMIACH TP MOMOIIM aHaIU3aTopa OWTOBHIX OIIMOOK KaHaina,
MIO3BOJISIONIETO BEIYUCIATH KO3 duiment Outoseix omubdok (BER).
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Puc. 7. CiekTp 31eKTpHYECKOro CHUTHANIAa Ha BBIX0Je (hoTomeTeKTopa

JnvuHa JMHWUM CBA3M COOTBETCTBYET MAaKCHMAJIbHO BO3MOXXHOMY 3aTyXaHHIO, KOTAa
k03 uIMEeHT OUTOBBIX OmKMOOK He mpeBbiman 10~°, B pesynbrate nsmepenuit npu kodpduimente
outoBeix omu6ok 9,11-107° onrMueckas MOIIHOCTH Ha BXOJE€ NMPUEMHOTO MOMYINS O€3 yCHIEHHUS
cocraBuna —26,25 nbM. DTa BelMYMHA SBISETCS UYYBCTBUTEIBHOCTBIO MPUEMHHUKA, KOTOpas
JIEMOHCTPHPYET BBIUTPHILI 110 TYBCTBUTEIEHOCTH HCCIIEAYEMOT0 IPHEMHOTO MOIYJISl IO CPABHEHHMIO C
HIPUEMHUKOM OPsIMOTO (DOTOAETEKTHPOBaHHs Ha ~3 1BM, Kak U ObLIO TEOPETUUECKH MOKa3aHo B [2].

3akiIoueHne

B pesynbrate MomenupoBaHMsS BOJOKOHHO-ONTHYECKOW CHCTEMBl INEpeladu, peaau3yromel
METO]] IepeJadl ONITHIECKUX CUTHAJIOB, OCHOBAaHHBIN Ha BBEJICHUH B CIIEKTP CHI'HAJA JIOTIOJIHUTEIILHOM
OJJHOTOHAJIGHON KOMIOHEHTHI — MIJIOT-CHTHAJa W €ro yCWwIeHHH Ha mpueme. OmpeneneHo, 4ro
YCWJICHHE paclpefeieHHOro ycuauresns Mannensirama-bpunatossa, 61M3koe K MaKCHMaIbHOMY
(oxomo 30 nb), mocTuraeTcs Mpu MOIIHOCTSIX J1a3epa HaKauky Oosee 2 1bM U TIpy JalbHEHIIeM pocTe
MOIIIHOCTH YBEIMUUBACTCS HE3HAUUTENBHO. [lomydeHa 9yBCTBUTEIBHOCTh UCCIECAYEMOTO IPHEMHOTO
OTNITUYECKOT0 MOIyJIsl, paBHast —26,3 n1bm npu ckopoctu nepenaun 10 ['6ut/c u koadduimente GUTOBBIX
ommubok He xyxke 107, 4To cOOTBETCTBYET TEOpeTUIECKMM pacyeTam [2].

APPLICATION OF PILOT-SIGNAL TO INCREASE ENERGY EFFICIENCY OF
FIBER-OPTIC COMMUNICATION SYSTEMS

Y.V. ROSHCHUPKIN

Abstract. A simulation of the fiber-optic communication system implementing a method of optical
communications based on the insertion in the signal spectrum of additional single-tone components
— a pilot-signal and its narrow-band amplification at the receiver was carried out. The structure of
the optical receiver module was substantiated and evaluated. The optimal parameters of the
distributed fiber amplifier and post-detection processing circuits were determined.

Keywords: fiber-optic communication systems, optical receiver module, stimulated Brillouin
scattering, optical amplifier.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIK [004.738+007.52]:621.395.721.5

AJITOPUTMBI MYJIbTUATEHTHOI'O TOCTYIIA K KAHAJIAM MOBWJIBHOM
CBSI3HU (5G, 6G) AJIsI MUHUMU3ALUU 3AJIEPKEK B YCJIOBUSAX
WHTEPHETA BEIIEH

H.B. XAJUKMHOBA, M.O. CABOHEBCKA4, B.B. CTOJISIPOBA, JI.A. YHEPHUKOBA

benopyccxuii cocyoapcmeennvlii ynusepcumem ungopmamuxu u paouosnekmponuxu, Pecnyonuxa Benapyce

Hocmynuna 6 peoakyuro 5 anpens 2025

AHHoTanus. B nanHO# paboTe aHATM3UPYIOTCS aTOPUTMBI MyJIbTHAar€HTHOTO JOCTYIIA K KaHaJIaM
MOOMIIEHON CBs3H B ceTsX 5SG u 6G s MUHHMHU3AINH 3aIepPKEK YCTPOHCTB MHTEPHETA BEUICH
(IoT). PaccmarpuBaroTcsi TpaaWIIMOHHBIE METOMBI JIOCTYNAa, HMX OTPAaHWYCHHUS, a TaKKe
Npe/JIaraloTcsl YCOBEPIICHCTBOBAHHBIE aJTOPUTMBbI, OCHOBAaHHbIC HAa MAalIMHHOM OOYYE€HHH H
Teopun urp. OCHOBHOE BHHMAaHHE YIENACTCS BO3MOXKHOCTSAM ONTHMH3ALUU aJTOPUTMOB
yIpaBJIEHUs AOCTYIIOM K Cpejie Iepeiaul JaHHBIX U CHIDKCHUIO BPEMEHM OTKJIMKA IS YCTPOMHCTB
loT.

Knouesvie cnosa: MynbTHAareHTHBIE CUCTEMBI, OCTYN K KaHaiaM, 5G, 6G, WHTepHET Beulei,
MUHUMU3ALMS 33]Iep>KeK, MAIIMHHOE 00y4YeHHe, TEOPHUS UTp.

BBenenue

CoBpeMeHHbIE TEXHOJIOTHH CTPEMHUTEIBHO pa3BUBAIOTCSA, U OJHOM M3 KIIOYEBBIX TEHJEHIUI
SIBIISIETCS POCT YHCIIA YCTPOUCTB, 00 bEAMHEHHBIX B KoHIIeNnio MaTepHeTa Bemeit (Internet of Things).

IoT mpencraBnser coOOW KOJJIEKTUBHYIO CETh TOAKIIOYEHHBIX YCTPONCTB M TEXHOIJIOTHH,
KOTOpasi 00Jier4aeT CBsi3b MEXAY YCTPOMCTBaMHU U 00JIaKOM, a TaK)K€ MEXAYy CAMUMH yCTPOWCTBaMHU.
YcTpolicTBa OCHAIIECHBI JaTYMKaMM, CPEACTBAMH CBS3M W HPOTrPaMMHBIM OOecleueHHEM, KOTOphIe
COOMpAIOT JaHHBIE, MEPEeNaoT MX AJIS aHIW3a M MO3BOJIAIOT NPUHUMATh pelieHus Oe3 ydyacTus
yesoBeka. braromaps mosiBIEHHIO HEIOPOTHX KOMITBIOTEPHBIX MHKPOCXEM M TEJIEKOMMYHHKAIHI ¢
BBICOKOW MPOMYCKHOW CITOCOOHOCTBIO Ceiyac CyIIEeCTBYeT MHJUIMAPBI YCTPOHCTB, MOJIKIFOUYEHHBIX K
WuTepuery [1]. IlpuMepbl TakuX yCTPOHCTB BKIIIOYAIOT: YMHBIE JOMa (T€PMOCTATHI, OCBEIICHHE),
TpaHCHOPT (YMHBIE aBTOMOOWIIN, KOTOPBIE MOTYT NepeiaBaTh HHPOPMALMIO O CBOEM COCTOSHUHU WIH
B3aMMOJICHCTBOBaTh C HH(PPACTPYKTYPOI), CEILCKOE XO3SUCTBO (YyCTPOWCTBA JUIS MOHHTOPHHIA
COCTOSTHUSI paCTEHHUH, MOYBBI, a TAKXKE YCIOBUI OKpYKaIOLIEH CpeIbl.

Maccosoe Baeapenue loT crankuBaercs ¢ psiioM cepbe3HbIX podiieM. Cpelln HUX — 3a1€pKKU
CBA3M, BO3HUKAIOIIME W3-32 OJHOBPEMEHHOTO IOAKIIOUEHHUS OOJIBIIOr0 KOJUYECTBA YCTPOMWCTB,
OTpaHMYEHHAsI MPOIYCKHAas CIIOCOOHOCTh CYIIECTBYIOIIMX CETEH B YCIOBHUSAX BBICOKOM IUIOTHOCTH
YCTPOMCTB, a TaKKe BONPOCH! OE30MACHOCTH, CBSI3aHHBIE C PHUCKAaMH KHOepaTak Ha HEIOCTaTOYHO
3alllUIIEHHbIE YCTPONCTBA.

TexHonornn MOOMIBFHON CBSI3M HOBOTO IMOKOJICHUSI HTPAIOT KIFOYEBYIO POJIb B PELICHUH 3THUX
npo6iem. Cetu msitoro nokoseHus (5G) cTanu TeXHOJIOTHYECKUM NPOPBIBOM, 3HAUUTENFHO YBEIHYHB
CKOpPOCTh Tepeadyd JaHHBIX, 00ECTIeYMB HU3KHE 3aJCPKKH U TO3BOJIMB IMOJIKIIOYATh MHJUIMAPIBI
YCTPOMCTB OJJHOBpeMeHHO. Pa3paboTka cereil mectoro nokosnenus (6G) HanpaBieHa Ha JalbHelIee
yIy4llleHHe apaMeTPOB CKOPOCTH, HaJISKHOCTH U CIIEKTpaibHOM 3 dexkTuBHOCTH [2].

HecmoTpsi Ha OOCTHXKEHMS B TEXHOJOTHAX MOOHJIBHOH CBsi3u, mpobiema 3¢ ¢GEeKTHBHOTO
B3aUMOJICUCTBUSI MHOXeCTBAa ycTpoicTB IoT C ceTeBbIMM KaHalaMH CBSI3M OCTA€TCsl OJHOM W3
KITIOUEBBIX 33/1a4.
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Munumusanus 3agep:kex loT

l0T (Internet of Things) — 1o KoHIIETIIHSI, BKIFOYAOIIAs CETh (DU3NUSCKHUX YCTPOWCTB, KOTOPBIE
HOJKITIOUCHBI K UHTEPHETY U MOTYT OOMEHUBAThCSA AJaHHBIMHU MEXIy COOOH U € IPYTUMH CUCTEMaMH.

B cBsi3u co cBoMM akTUBHBIM pa3ButueM, [oT crankuBaeTcs ¢ MHOKECTBOM MpobieM. OaHoi
u3 KmoueBblx npobiem loT sBisercs 3agepikka mepenadn NaHHbIX. B peanbHOM BpeMEHM MHOTHE
ycrpoiictBa [oT (Hanpumep, MEIUIIMHCKHE YCTPONCTBA MIIK aBTOMOOMIIH ) TPeOYIOT OBICTPOTO OTKIIMKA
JUTs o0ecTiedeHus] MPaBIWIBHOCTH U 0e30macHOCTH (yHKIMOHUpPOBaHus. UeM Ooublie 3afepikka, TeM
Xyxke OyJeT B3aUMOACHCTBHE YCTPOHCTB M UX CIIOCOOHOCTD K OBICTPOMY pearupoBaHUIO HAa U3MEHEHUSL.
CerteBble 3a1€p>KKU MOT'YT OBITh BBI3BaHbI pa3HbIMU (JaKTOPaMU, BKJIIOYAs 3aJICPXKKH II€peadn JaHHbBIX,
3aIep’KKu 00padOTKY JAAHHBIX (OKHUIAHWE, TTOKa JaHHbIe OymyT oOpabOTaHBI M MPOAHATH3HPOBAHEI
cepBepoM), 3alIepKKH MaplpyTH3auuu (B cilydae MHOTOCIOHHBIX apXWUTEKTyp, KOTJa IaHHBIC
IPOXOIAT YEepe3 HECKOJbKO MUII030B W MapUIpyTH3aTOPOB, KaXKIbIH [OMOJHHUTENbHBIA IIar
YBEJIMYMBACT 33JIePKKY) [3].

Jnst Munumm3annu 3anepxek B [oT ncnosib3yeTcs pasnuuHble MOAXOAbL:

1. Edge Computing (nmepudepuitapie BbrumciacHus). l[lepeHoc 00pabOTKH JaHHBIX Ha
YCTPOMCTBA WJIM IIJIIO3bI, PACIOJIOKECHHBIE OJIMKE K KOHEYHBIM MOJb30BATENSIM WIM HCTOYHHMKAM
JIAHHBIX. DTO TO3BOJISICT CHU3UTDH 3aJICP)KKH, n30eras HeOOXOIUMOCTH Tiepeadn OOJbIINX 00bEMOB
JAHHBIX B LIEHTPAJIBHBIE CEPBEPHI.

2. 5G u 6ynymme 6G cern. Kanamer mobunsHOU cBsizn SG 1 6G obecniedar Ooiiee BHICOKYIO
MPOIYCKHYIO CIIOCOOHOCTb, MEHBIIYIO 33JE€P)KKY M OOJBIIYI0 IUIOTHOCTh HMOAKIIIOYCHUS yCTPOICTB.
OHH MOTYT 3HAYUTENBHO YIyUYIIUTh KauecTBO cBs3U B [0T, ocoOOCHHO B peasibHOM BpeMeHH [4].

10T — akTUBHO pa3BHUBarOLIEECs U NEPCIEKTUBHOE HanpasieHre. OKUAAeTCs, YTO KOJIMYECTBO
ycrpoiictB [oT OymeT mpoaomkats pacTH, a ¢ pa3BUTHEM HOBBIX TEXHOJOTHH, TakuxX kKak 5G u 6G, a
TaKKe yJIY4IICHUEM BBIUMCIUTEIBHBIX MOIIHOCTEH Ha nepudepun (edge computing), loT craner eme
0oJiee MHTETPUPOBAHHBIM U () (HEKTUBHBIM.

[To nanneM Statista, B 2022 roxy 66u10 0K0I0 13 MUIITHAp 0B TOAKITIOYEHHBIX YCTpoiicT [oT.
Oxmunaercs, 4yTo K KoHIYy 2025 roga xonmudectBo yctpoiictB [oT BelpacTeT 10 22 MMWIIHapAoB. JTO
BKIIIOYAET B Ce0s1 yCTPOMCTBA 1715l yMHBIX JOMOB, IPOMBILIIIEHHOCTH, 3/IpaBOOXPaHEHUs, TPAaHCTIOPTa U
MHOTHX JApyrux obmacteir. Kpome Toro, mporaosupyercs, uro komudectBo loT-ycTpoiicTB MoxkeT
poctuub 50 MmmapnoB. OTO OOBSICHSAETCS HSKCHAHCHEW TaKMX TEXHOJIOTHH, Kak aBTOHOMHBIE
aBTOMOOWJIH, YMHbIE TOpoa, uurerpaius SG u 6G.

B ycnoBusX KOHKYypeHLIMH 3a OTpaHHYEHHBIE PECYPChl CETH MYJIbTHAreHTHBIE ajrOPUTMBI
JOCTyNa TMpeJylaraloT MEepPCIEeKTUBHBIA IOAXOA K ONTHMH3AIMU PACHpENENeHUs] PEeCcypcoB U
KOOPJIMHAIIMU CETEBOTO B3anMo/ieiicTBUs. Takue anropuTMbl cliocoOHBI TMHAMUYECKH PaCTIPENIeNATh
CHEKTP MEXJIY YCTPOMCTBAMH, CHWXaTh BEPOSTHOCTh KOJUIM3WH TpU Tiepeiade JAHHBIX U
aJalTHPOBATECST K M3MEHSIOLIMMCS yCJIOBUSIM CeTH. VX BHeIpeHue He TOJBKO pemaer mpodiemy
MacIITabUPyeMOCTH CeTeil, HO M CO3[aeT OCHOBY AJISl AajbHEHIIEro MoBbILEHUS 3(HEKTUBHOCTH
cucreM [0T, 4yTo mpenacTaBiseT BaXXHYH HAydyHYH U NPAKTHUYECKYIO 3a7ady, aKTyaJIbHOCTb KOTOPOM
OyZeT TOJIBKO BO3pacTaTh C Pa3BUTHEM TEXHOJOTHH MOOMIILHOM CBS3M HOBOT'O MOKOJICHUS.

AJITOPUTMBI MYJIbTHATEHTHOI'0 J0CTYIIA

AJNTOPUTMBI MYJIETHAI€HTHOTO JOCTyIa K KaHaiaM MOOWJILHOW CBSI3U TMPEJCTABISIIOT COOOi
MOJIX0J], B KOTOPOM HECKOJBKO MHTEJJIEKTYaIbHBIX areHTOB (YCTPOICTB MJIM MPOTPAMMHBIX areHTOB)
COBMECTHO peIIaloT 3aaady 3(QeKTHBHOrO MCIONB30BaHMS CETEBBIX pecypcoB. Takue alropuTMbl
0c0OEHHO aKTyallbHBI B COBPEMEHHBIX ceTsiX SG U mepcnekTHBHBIX 6G, rie miotHocTh loT-ycTpoiicTB
MPOAODKAeT pacTd, a TpeOyeMblil YpPOBEHb 3alep)KEeK CTAaHOBUTCA KPUTHYECKH HHU3KHM.
Hcnone30BaHue MyJIbTHAr€HTHBIX METOJIOB MO3BOJISAET AMHAMUYECKH aAaTHPOBATh JOCTYM K KaHAJIaM
CBA3M, MUHMMH3UPOBATh KOJUIM3HHU U yIIy4lIaTh paclpeieieHle PECypcoB B 3aBUCUMOCTH OT TEKYILEH
Harpy3KH Ha CETb.

1. TpaguuHMOHHBIE AJITOPUTMBI.

1.1. MHOXeCTBEHHBIH JOCTYH C KOHTPOJEM HECylled W TNpeloTBpaLICHUEM KOJUTH3HUN
(CSMA/CA). Meton nipeactasisieT co00# aJropuTM MyJIbTHAI€HTHOTO JOCTYIIA K KaHalaM CBS3HU, Te
HECKOJIbKO areHTOB B3aWMOJEHCTBYIOT i 3(QEeKTUBHOIO HCIONB30BAHUSA CETEBBIX PECYpPCOB.
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Kaxnplii areHT npociymBaeT KaHaj epeJadn JaHHBIX Mepe] nepenaveii, 4To0bl yOeaAuThCs, YTO OH
cBobonen. Ecnm kaHan 3aHAT, areHT OXHIAeT CIydailHBIA mpomexyTok BpemeHH (backoff) mepen
MOBTOPHON TOIBITKOW. JTO B3aWMOJEHCTBHE MEXIy areHTaM{d I[I03BOJISIET MHHHMH3HPOBATH
BEPOSITHOCTH KOJUIM3WH U ONITUMU3UPOBATh UCIIOJIb30BaHKE KaHama [5].

Korma xanan ceoboaen, areHT oTtmpasiseT kopoTkui curHar RTS (Request to Send), 9To0nI
YBEIOMUTH JApPYTHME areHThl O HaMmepeHmH mnepenats naHHble. RTS comepkut wmHboOpMamuio o
IpeArnoiaraeéMoil MpoAODKUTENILHOCTH Tepeaud W aJpece Ha3HA4YeHUs, YTO TMO3BOJIET JPYTUM
areHTaM KOPPEKTHUPOBAaTh CBOHM CTPATErMU JOCTYyMa K KaHaTy. YCTPOWCTBO Ha3HA4YEHHs] OTBEYAET
curaanoM CTS (Clear to Send), moaTBep»xaast TOTOBHOCTD K MPUEMY IaHHBIX U HHOOPMHUPYS APYTHE
areHThbl O TOM, YTO KaHaJ 3aHAT M OHU JTOJDKHBI TIOHO0X/ATh.

[ocne momyuyennss CTS areHT HauMHaeT nepefady JaHHBIX B COTJIACOBAHHOM MOPSAIKE, YTOOBI
n30exarh KoM3nd. Ecmm Kommm3usi Bce Ke TPOMCXOIUT, areHT CHOBAa OXKHAAET CIIyYaiHBIH
MIPOMEKYTOK BPEMEHH Iepell MOBTOPHOM MONBITKOW nepenayu. /[namazoH CilydalHOrO OKHIAHUS
YBEITMUMBACTCS C KAXKIOU MOMBITKOH, YTOOBI MUHIMU3UPOBATh BEPOSTHOCTH IOBTOPHON KOJTH3HH. JTO
aJIalITUBHOE TIOBEJICHUE areHTOB MO3BOJISIET UM KOPPEKTHPOBATh CBOM CTPAaTETHH Ha OCHOBE UCTOPUH
B3aMMO/ICWCTBUH ¥ TEKYIeH 3arpy3Ku cet [6].

Hecmotpss Ha 3t Mepbl, CSMA/CA He TNOJHOCTBIO peliaeT MpoOJeMy CKPBITHIX Y3JIOB.
[TpobneMa CKpBITBHIX Y3J10B BO3HHMKAET, KOTAA /1BA WM HECKOJBKO Y3JIOB CETH MBITAIOTCS MOIYYUTh
JIOCTYT K 0a30BOW CTaHIMU (TOYKE JOCTYIA), HO TIPHU 3TOM HE BUJASAT APYT Ipyra HU3-3a MPemsiTCTBUN
WIH PAcCTOSHHS. JTO MOXKET MPUBECTH K KOJUTHU3WSAM, TaK KaK YCTPOWCTBa HE MOTYT OOHApyXHTh
nepegavy JaHHBIX APYr JApyra W MOTYT HayaTh IepenaBaTh ojHoBpeMeHHO. Xors CSMA/CA
ucnonszyer mexaHmsMbel RTS/CTS s cHmkeHHs BEpOSTHOCTH KOJUIM3WH, OH HE TOJHOCTHIO
yCTpaHseT 3Ty mpobieMy, MOCKOIbKY aBa 3ampoca RTS moryr ObITH OTHpaBieHB OJHOBPEMEHHO
pasHBIMH CTaHLUSAMH. TakKe HEAOCTATKOM IaHHOTO METOHA SIBISETCA JONOIHWUTENbHAS 3aepiKKa,
BO3HUKaoIas u3-3a nucnoibs3oBanus curuanoB RTS u CTS, uro yBennurBaeT Bpems iepeadu JaHHbIX.

2. AnropuTMBI Ha OCHOBE MAIIMHHOTO OOyYeHUSI.

2.1. Q-Learning. ANropuT™M MyJIFTHATEHTHOTO JJOCTYIA K KaHAJIaM MOOMJILHO CBSI3M Ha OCHOBE
Q-Learning mpejcraBiser coO0OW METON YIPAaBICHHS IOCTYINOM K paJdoKaHajlaM, IPU KOTOPOM
HECKOJIbKO areHTOB, TAKMX KaK 0a30BbIe CTAHITUH WIIH ITOJIb30BATENBCKIE YCTPONCTBA, CAMOCTOSATEEHO
0o0y4JaroTcs ONTHUMAIBHBIM CTpPATETHUSM BBIOOpa KaHamoB. KakIplii areHT HAaKarInBaeT OIBIT
B3aUMOJICHCTBUS C OKpY Karolllel cpeioid, 0OOHOBIIsIs 3HaUeHHS Q-QYHKINH, OTPa)Karole 0KUIaeMoe
BO3HArpaXkJIeHUe 3a ONpeielieHHbIe JeHCTBUA B KOHKPETHBIX cocTosHUAX. Llenp 3akimodaercs B
MaKkCcUMHU3anu 3QPEeKTUBHOCTH HCITOIF30BaHUS KAHAIOB CBSI3W M MUHUMU3AIUH TIOMEX.

Q-Learning — sto MeTox 00y4eHUs C MOJKPEINICHUEM, OCHOBAHHBIN Ha OOHOBJICHHU TaOJIUIIbI
3HayeHui Q-QyHKIUH )i BIOOpA ONTUMAJIBHOMN cTpareruu areHTa. OCHOBHOM MPUHIMI paboThl Q-
Learning ocHOBaH Ha TPEICTAaBIEHWUH CPENbI, BHIOOpE aITOPUTMOM JASHCTBUHA M OOHOBIEHWH Q-
3HaueHW. ATEHT B3aUMOJIEHCTBYET C MPENOCTABICHHOW CPEOi, KOTOpasi OMMCHIBAETCS KOHEYHBIM
YHCIIOM COCTOSHHH. B KaX/IOM COCTOSHUM areHT BBIOMpAaeT JieiicTBUe, MOJydas Harpaay 3a ero
BBITIOJTHEHUE ¥ TIOCTIE BBITIONHEHUS IeCTBUS 00HOBIsAeTcs Q-3HaueHue 1o hopmyne bennmana. AreHT
MOCTENIEHHO YIYYIIaeT CTPaTerni0 BhIOOpa MEHCTBHIA, YTOOBI MaKCUMHU3WPOBATh HAKOIUICHHYIO
Harpany [7].

B ornmume OT TpagWIMOHHBIX ANTOPUTMOB, MyJbTHAareHTHbIH Q-Learning oOecrieumBaer
aJaTUBHOCTD, TTO3BOJISS aT€HTAM K CaMOCTOSITEIHHO MPUCIIOCAOINBATHCS N3MEHSIOMIMMCS YCIOBUSIM
ceTn 0e3 IEHTPAIM30BaHHOTO yrpaBieHUs. OJHAKO B3aWMOJICHCTBHE MHOXKECTBA areHTOB MOXKET
MPUBECTH K CIIOKHOCTA OOYYEHHS, HECTAOWIHHOCTH W MEIJIEHHOW CXOIUMOCTH alropuTMma. bes
JOJDKHOW KOOPJMHALIMH areHThl MOTYT MELIaTh APYT APYTY, CHUXKas 00IIyr0 3((EKTUBHOCTh CETH.

2.2. I'myboxkoe o0yuenue ¢ nogkperuienueM (DRL). Anroputm npeacraBiisieT co00it MeTo, Ipu
KOTOPOM HECKOJIbKO areHTOB OOBEAHMHSIOT O0YYEeHHE C TOJAKpEIUICHHEM U TIy0oKoe o0ydeHHue, uTo
MI0O3BOJISAIET BBISABIISITH CKPBHIThIC JUHAMUUECKUE XapaKTePUCTUKU TEKYIEH cpelibl O0e3 MpeaBapUTEIbHbBIX
3HaHui. HelipoHHsle cetn B MeTogax TiyOOKOro oOydeHHUs: 00JiafaloT BBICOKOW CHOCOOHOCTBIO K
BocripuATUio. CIIOXKHBIE 33]]aui 10 BBITPY3Ke BBIYHMCICHUI U PACTIPENICIICHUIO PECYPCOB MOTYT OBITh
petensl 6oiee 3 PEeKTHBHO 3a cYET COUETaHUs CIIOCOOHOCTH 00YUESHHS C MOJIKPETICHUEM K IPUHSITHIO
peLIeHHId ¥ BBICOKOH BOCIIPHUMYUBOCTH HEHPOHHBIX ceTel B IITyOOKoM 00yueHu [8].

OCHOBHOU NPHHIUIT Pa0OTHl 3aKIOYAETCS B TOM, YTO KaXKJbIH arcHT B3aMMOJICHCTBYET CO
Cpesio, BBIOMpaeT JEeWCTBHSI W TOMydaeT OOpaTHYIO CBSI3b B BHJE BO3HArpaxkaeHus. Vcmonbsys
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HEHPOHHBIE CETH, ar€HT CTPOUT AINPOKCUMAIINIO PYHKIMK HeHHOCTH (Q-(pYyHKIINH), KOTOpasi IOMOTraeT
MPEACKA3bIBATh 0KUJIAEMOE BO3HATPAXKACHHUE JUISl KAXAO0ro JCHCTBUS B ONPEIACICHHOM COCTOSIHUU.
Lens arenra — MakCUMU3UPOBATH CyMMapHOE BO3HATPakKI€HUE, YTO JOCTHUTAETCS ITyTeM OOHOBIICHUS
BECOB HEHPOHHOW CETM Ha OCHOBE MOJNy4eHHOro ombiTa. DRL BMecTo Tabmuiel Q-3HaueHH
WCTIONB3yeT HEHPOHHYIO CeTh, KOTOpas ammpoKCHMHPYeT Q-(QYHKIHIO, YTO TMO3BOJISIET PadoTaTh C
HETMIPEPBIBHEIMH M BBICOKOpPa3MEpPHBIMH TIpOCTpaHcTBaMu cocTosHuil. DRL cmocoben o00606mats
3HAHWS W aJalTUPOBATHCS K W3MEHSIOMUMCS YCIOBHSIM, YTO OCOOCHHO Ba)KHO B JAMHAMHYECKHX
cucTeMax, TAKUX Kak MOOHMJIbHBIEC CETH.

Ecmm cpena vebonpmas u auckperHas, Q-learning MoxeT ObITH 3(pPEKTHBHBIM H MPOCTHIM
pemenneM. Ecnu cpena cioxkHasi, TMHAMUYECKasi U BKJIIOYaeT HenpepbiBHbIE cocTosinusi, DRL numeer
saBHbIE mpeumymiectBa. B cersix 5G u 6G, rae uMcno yCTpOMCTB M KaHamoB Benuko, DRL
MPEMOYTUTENbHEE N3-3a CIOCOOHOCTH 0000IaTh 3HAHUS U aJalTHPOBATHCA K N3MEHEHHSIM.

3. AITOpUTMBI HA OCHOBE TEOPHUH UTP.

3.1. HekoonepatuBHbIe Urpsl. Mcnonb3yroTces A1 MOAECTUPOBAHUS U ONTUMU3AINH IOBEICHUS
YCTPOMCTB NMPH KOHKYPEHIIMHU 3a PECYPCHI, TAKUE KaK M0JI0CA MPOIYCKaHUs WX MOIIHOCTh Nepeayy,
B YCIIOBHSIX JIEIIEHTPAIM30BaHHOTO yrpaBieHns. Kax bl areHT (yCTpoiicTBa Wi TIOJB30BATENN CETH)
BBIOMPAET CBOIO CTPATETHIO HE3aBUCHMO OT JPYTHX areHTOB C LIEJIbI0 MAaKCHMU3UPOBATh COOCTBEHHYIO
BBITOJly: MaKCHMHU3UPOBATH CBOIO IMPOIYCKHYIO CIIOCOOHOCTh WJIM MHHHMH3HPOBAThH 3aJepKKH. B
TaKUX UTPpax OOBIYHO pelraeTcs 3afada HaXoKICHU paBHOBecHs Hama — coCcTosHuUSA, IPH KOTOPOM HA
OIMH areHT HE MOJKET YJIYYIIUTh CBOM pe3yJbTaT, U3MEHHUB CBOIO CTPATETHI0, HPHU YCIOBHUH, UTO
CTpaTEeTHH JIPYTUX areHTOB OCTAIOTCS HEU3MEHHBIMH. JTO PaBHOBECHE KPUTHYHO AJISi 00ECIIeYeHHUs
CTaOUIFHOCTH M MUHUMHM3AIINY 3a/IepKeK B IMHaMU4HOH cpeze [oT, rae ycTpoiicTBa MOTYT OSIBIISATHCS
Y UCY€E3aTh, @ KAHAJIBI MOTYT U3MEHSTHCS [0 MEPE U3MEHEHHUSI YCIOBHM.

Hampumep, B cersix 802.11 ycrpolicTBa aganTUpyIOT BEPOSTHOCTH JOCTyHa K KaHaly AJs
MaKCHUMH3ALUH MPOITyCKHOH CIIOCOOHOCTH, YTO MOYKHO CMOJEIMPOBATh KaKk HEKOOIIEPAaTHBHYIO UTPY,
r7e KKI0e YCTPOHCTBO BHIOMpAET ONTHMANBHYIO CTPATETHIO JOCTYIA, C IENhI0 MHHUMHU3UPOBATH
3aJIep>KKH 1 MaKCUMHU3UPOBATh CKOPOCTH epeaayn JanHeix. B CDMA-ceTsix MOOWIIbHBIE yCTpOicTBa
ABTOHOMHO PETYJIUPYIOT MOIITHOCTH Tepelauu AJisl CHIXKEHHsI HHTepPEPEHIINH, TOCTUTasi PABHOBECHUS
Hboma, MuHUMU3HpYsT TOMEXU U ONTUMHU3HPYS KayecTBO CBs3H. [[aHHBIM mpuMep TakKe MOKHO
paccMaTpuBaTh KaK HEKOOIIEPATUBHYIO UTPY, TJ€ KaXKA0€ YCTPOUCTBO CTPEMUTCS. HAUTH ONTHUMAIIBHYIO
MOIIHOCTh JUIS Tepe/aydl JaHHBIX, HE Hapymias pabory apyrux ycrpoictB. B cerax 5G u 6G
HEKOOIIePATUBHEIE UTPBI MOTYT OBITH UCIIOBE30BAHBI [T PACIIPEIEIICHHS TOJIOCHI TIPOITYCKAHUS MEXKITY
YCTpOWCTBAMH Ha OCHOBE WX TMPHOPUTETOB U TpeOOBaHWA K 3aJepKKaM, YTO IMO3BOJISET
ONTHMHU3HUPOBATH UCIIOJIB30BAaHUE PECYPCOB U MUHUMHU3UPOBATH 33JA€PKKU. DTH MOAXO/IBI TIO3BOJISIOT
YCTPOHCTBaM CaMOCTOSATENLHO ONTHMHU3UPOBATh WCIIOJIL30BAHUE PECYPCOB 0€3 LEHTPATU30BaHHOTO
YIPABICHUSI, CHUXKAS 3a[IEP>KKH 32 CUET JIOKAIbHON ajanTaiuu.

3.2. KoorepatuBHbIE UTPHI. 3/1€Ch aT€HTH MOTYT O0BEIUHATHCS B KOAIUIINH, YTO TIO3BOJISAET UM
COBMECTHO pa3padarbiBaTh CTpPATErWH, ONTHMH3UPOBATH HCIONB30BAaHHE PECYpCOB W JIOCTUTATh
KOJUIEKTUBHBIX Liefied. ['TaBHOM LENpi0 KOONMEPAaTUBHBIX WUIP B TAKUX CETSIX SBJSIETCS CO3JaHUE
CTpaTeruii, KOTOpble O0ECNEeYHBAIOT BBITOJHBIE YCIOBHS IS BCEX AareHTOB, HAMpPHUMEp, IyTeM
COBMECTHOTO HCTIOJIb30BaHHS KaHAIIOB CBS3M WM OOBEAMHEHHS PECYpPCOB JJIsl YIyUIIEHHsI KayecTBa
oOciyxuBaHusl. BaXXHBIM acleKTOM SBISETCS pa3/iesIeHHEe PEeCypCOB MEXAy areHTaMu, KOTOpOoe
JIOJDKHO OBITh CHpPaBEJIMBBIM JUIsl BCEX YYaCTHHKOB, HANpUMEpP, KOOIEPATHBHOE HCIIOIh30BAHNE
4acTOTHOTO criekTpa. CHEeKTp MOXeT OBbITh OIpaHUYEH M YCTPOHCTBA MOTYT JIOTOBOPUTHCS O TOM, KaK
pa3fenuTh AOCTYIHBIE YacTOTHl WM BPEMEHHBIE CIOTHI TaKUM 00pa3oM, 4TOOB MUHUMH3WPOBATH
UHTEepPEpeHLnIO U 3a1epXKu. Yarie Bcero sl CIpaBeAJUBOrO pPa3lesieHHs HCIONb3YIOT METO.
paBHOBecus Llerun.

3.3. Mexanu3mbl ayKIIMOHOB. [IpUMEHSIOTCS A MOJIETMPOBAHNS B3aMMOCHCTBUS areHTOB,
I7Ie LeJW YYaCTHUKOB MOTYT OBITH Pa3HOOOpa3HBIMH, HO KOHEYHBIM pE3yJbTaTOM SIBISIETCS
s eKTUBHOE pacHpeAeieHue pecypcoB, MHHUMH3ALMUS MOTEPh WIM MaKCHUMHU3alus oOriel
MOJIE3HOCTH. AYKIIMOH — O3TO MEXaHW3M, IPH KOTOPOM MHOXECTBO areHToB (Y4acCTHHUKOB)
KOHKYPHPYIOT 32 MIPaBO MOJYYHUTh HEKOTOPBIA TOBAp HIIM YCIYTy AJISI MAKCUMH3AIMHA CBOEH BBITOBI.
OrxngaeMslil pe3ynbTaT ayKIHOHA 3aBUCUT OT TOTO, KAKHE CTPaTerHH BBIOEPYT YUaCTHHUKH, a TAKXKE OT
MpaBWJ AayKIHOHA, KOTOpbIE MOTYT OBITh pa3HbIMU. Llenpi0 ayKIMOHOB ABISETCS HE TOJBKO
ompeneneHue modenutens, Ho u 3 (PEKTUBHOE pacmpenesieHue pecypcoB, 4TO B CBOIO odepeh TpeOyeT
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Ppa3paboTKM TaKHX MEXaHHU3MOB, KOTOpbIE oOecreyar xejlaeMoe MOBEICHHE YYaCTHUKOB, HapUMep,
MaKCHUMM3ALUI0 001eH 0JIEe3HOCTH MM MUHUMHU3ALUIO 3aTpar.

CymecTByeT HECKOIBKO THUIIOB ayKITMOHOB, KXKABINA M3 KOTOPBIX MOXKET ObITh 3((EeKTHBEH B
Pa3INYHBIX CIEHAPHUIX:

1. AyKuoH ¢ OTKPHITBIMH CTaBKaMu (aHTIUHCKUI aykiuoH). CTaBKH TOCTETIEHHO
YBEJIMUUBAIOTCA, U YYaCTHUKH IIPOAOJIKAIOT TOProBaThCA A0 T€X IOP, II0KA HE OCTAHETCS TOJIBKO OJMH
noOeInuTeNb.

2. AYyKIIMOH C 3aKPBITBIMU CTaBKaMH (TOJUIAHICKUH ayKIHOH). Y YaCTHUKHU ITOJIAI0T CBOU CTaBKH
B 3aKpBITON (popme, u mobeauTeneM CTAHOBUTCS TOT, KTO MPEIOKUAT HAaUOOIBIIYIO CTaBKy (B ciaydae
ayKIMOHA Ha TOBAp) WINM HAUMEHBIIYIO (HallpUMep, IS JJOTOB ¢ HU3KOH 1IeHoM). YacTo ucrons3yercst
B MHOTOKPATHBIX PayHJIaX TOPTOB.

3. AyKIMOH C paBHBIMH TIPEUIOKEHUSMHU (B3aUMHBIA ayKIHMOH). HEcKoIbKO y4YacTHHKOB
NOJAIOT CBOM TPENJIOKEHUs, M OOBEKT ayKIMOHAa pacCHpeAcssieTcsl Ha OCHOBE HAWIy4IIero
COBOKYITHOT'O TPeATIOKEHHUS. DTOT THIT UCIIONB3YeTCs ISl paclpeeieHus] OTPaHUUYEHHBIX PECYPCOB.

4. AyKUmnoH c cucteMoii 00HycOB U ITpadoB (ayKIHUOH ¢ KOMIIEHCALNEH): B TAKHX ayKIIMOHAX
YYaCTHUKHU MOTYT NOIy4aTh OOHYCHI WM HOABEPraThcs WTpadaM B 3aBUCUMOCTH OT BBIIOIHEHHS WK
HEBBITIOJIHCHHUA OITPEACIICHHBIX yCHOBHﬁ. HaHpI/IMCp, 3TO MOXKET 6I)ITI> CBA3aHO C BBIITIOJIHCHUEM CPOKOB
WA KQ4ECTBOM TPEIOCTABIISEMBIX YCIIYT.

B cerax [oT aykuuoHs! MOTYT OBITh HCIIOIB30BAHBI 1151 YIIPABICHHUS JOCTYIIOM K KaHAJIaM CBSI3U
MEXIY OTPOMHBIM KOJHYECTBOM YCTpoiicTB. Kaxkmoe ycTpoHCTBO MOXET y4acTBOBaTh B ayKIHMOHE,
Ipejiarasi CBOIO CTaBKY 3a TOCTYI K KaHaly CBA3H, U 3aTeM I0JIydas JOCTYIl Ha OCHOBE CBOEH CTaBKU.
Winu ke 1IeHOBBIE CTUMYJIBI [UIS OAIEPKAHMS KOOTIEPALMU MEXIy YCTPOICTBAMH U3 Pa3HbIX CETEBBIX
JoMeHOB. C TOUKH 3pE€HHS TEOPUU UTDP, AyKIHOHBI aHAIN3UPYIOTCS C LEIbI0 HAXOXKICHUS pAaBHOBECHS
Hama, IMMOCKOJIBKY AaYKIIMOHHBIC MCEXaHU3Mbl OOJI’KHBI 6])ITI) CIIPOCKTHUPOBAHLI Tak, tITO6I>I BCEC
YY4aCTHUKH UMEJIM CTUMYIJI NPCAJIaraTb YCCTHLIC CTABKU U HC MaHUIIYJIMPOBATH ITPOLIECCOM.

4. Metoasl KOHCEHCyca.

4.1. AnroputMm pacmpenenenHoro koHcencyca Raft. Raft — sro amropurm moctmxkenus
pacrpeneneHHOro KOHCEHCyca, KOTOPbIH 00eceynBaeT COrIacOBaHHOCTh JaHHBIX B KJIACTEPE Y3JIOB.
OH paboTaer Mo CIACAYIOIIUM KIIOUEBBIM MPUHLOMIAM: OJUH M3 Y3JIOB CTAHOBUTCS JIMAEPOM U
yIpaBIsieT CHHXPOHU3ALUEH, B TO BpEMsI KaK OCTaJbHbIE y3JIbl AEUCTBYIOT Kak mocienosarenu. Jlunep
IMPUHUMAET W3MEHEHUS COCTOSHMS W PEIUIMIMPYET HUX Ha IOCJIENOBAaTeNIed, TrapaHTUPYs
COIJIACOBAaHHOCTh. Ecny numep BBIXOAWT W3 CTPOS, Y3/l HPOBOAAT IEPEBHIOOPHI M MPOJIOIDKAIOT
paboty, obecrieunBas 0TKa30yCTONYMBOCTh CHCTEMBI [I].

Hcnonb3oBanue Raft B ceTsix ¢ ynbTpaHu3Ko# 3a/IepKKOH HMEeT HECKOJIBKO npenmyiecTB. OH
oOecrieynBaeT 6BICTI)YIO CUHXPOHHM3alIHUI0 MEXIY y3JIaMHU ¢ MUHUMAJIbHBIMU HaKJIaJJHbIMU pacxXxoJaMu.
Hdaxxe mpu cOoe HEKOTOPBIX Y3JIOB CHUCTEMa MNPOAOIKaeT (YHKUMOHHUPOBATH, YTO JenaeT e&
0TKa30ycTOH4MBOM. Kpome TOro, 3TOT aaropuT™ Macmrabupyem U mo3BOJIsieT KOOPIUHUPOBATH COTHU
U TBICSIYM YCTPOMICTB B CETH.

Hecmotps Ha Bce mpemmymiectBa, y Raft ectb u orpannuenus. B auHamuueckux cpenax c
BBICOKOW MOOMJIBHOCTBIO Y3JIOB 4acTasl CMEHa JIMACPOB MOXET BBI3BIBATh KPATKOBPEMEHHBIE MOTEPU
cBsizu. Jlumep oOpabaThiBaeT Bce U3MEHEHUSI, YTO MOXKET CTaTh y3KUM MECTOM W YBEJIWYHThH HArpy3Ky
Ha LIEHTPaJIbHBIN y3e1. KpoMme Toro, B ceTsx ¢ KpaitHe HU3KUMHU 3ajiepkkaMu, Takux kak URLLC, naxe
HeOOoJIbIINE HAKIIaJHbIE PACXObl HA CHHXPOHHU3ALMIO MOTYT OKa3aThCsl KpUTUYHBIMU.

3aKkiIo4yenne

CTpeMI/ITeHBHOC pa3BUTHUEC IoT n MO6I/IJ'II)HBIX KaHaJIOB CBA3HW HOBOI'O IIOKOJICHHS BBIABHUIIO
KJIIOUeBbIe NIPOOJIEMBI, CBsI3aHHBIE ¢ 3()()EKTUBHOCTHIO B3aMMOJCHCTBUS MHOKECTBA TOIKIIOYEHHBIX
YCTpPOMCTB.

Kak mnoxa3zan aHaJIN3, TpaJUuHUOHHBIC IIOAXOAbI K VYIPABJICHHUIO CCETEBBIMU peECypCaMu
CTaHOBATCS HEIPPEKTUBHBIMH B YCIOBHAX OKCIIOHEHIHMaIbHOro pocra uuciaa loT-ycrpoiicTs.
Pa3pa0OoTanHble MyJIbTHAT€HTHBIE AITOPUTMBI, COUETAIOLINE METO/IbI MAITMHHOTO OOYYEHHUS U TEOPUIO
WArp, JEMOHCTPUPYIOT INPUHLOUIINAIBHO HOBBIE BO3MOXXHOCTA IWHAMHYECKOIO pacIpereieHUs
pECypCOB, alanTaluy K U3MEHSIOIIEHCsl HArpy3Ke U PeI0TBpAIleHHS KOJUTH3HH.
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MULTI-AGENT CHANNEL ACCESS ALGORITHMS FOR MOBILE
COMMUNICATION (5G, FUTURE 6G) FOR DELAY MINIMIZATION IN THE
INTERNET OF THINGS (I0T) ENVIRONMENT

N.V. KHAJYNAVA, M.A. SAVANEUSKAYA, V.V. STALIAROVA, L.A. CHERNIKAVA

Abstract. This study analyzes multi-agent channel access algorithms in 5G and future 6G networks
to minimize delays in Internet of Things (1oT) devices. Traditional access methods, their limitations,
and improved algorithms based on machine learning and game theory are considered. The focus is
on optimizing access control algorithms and reducing response time for loT devices.

Keywords: multi-agent systems, channel access, 5G, 6G, Internet of Things, delay minimization,
machine learning, game theory.
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Abstract. The choice of color space can significantly affect the performance and interpretability of
neural networks in image-based tasks, but its impact remains underexplored in many deep learning
applications. This study investigates how different color representations (such as RGB, HSV, LAB,
and YCbCr) affect the accuracy and convergence speed of convolutional neural networks (CNNSs).
Through systematic experiments on benchmark datasets, we evaluate the effectiveness of these color
spaces in classification and semantic segmentation tasks. Experimental results show that when using
single color space on tasks like classification and semantic segmentation, traditional RGB still has
its advantages.

Keywords: color space, neural network, ResNet, U-Net

Introduction

Color is a fundamental aspect of visual data, yet the choice of color representation in neural
networks is often overlooked, with RGB being the default in most frameworks. However, different color
spaces encode information in different ways—giving priority to brightness, chromaticity, or perceptual
uniformity—which can significantly affect model performance [1]. While convolutional neural networks
(CNNSs) excel on image tasks such as classification and segmentation, their sensitivity to illumination
variations, noise, and texture details raises questions about whether alternative color spaces (e.g., HSV,
LAB, YCDbCr) can improve robustness or efficiency. Existing work has mainly focused on architectural
innovations, while the role of color spaces has been understudied. In this paper, we systematically
evaluate the impact of RGB, HSV, LAB, and YCbCr on the performance of CNNs in tasks such as
object detection and segmentation. Through experiments on benchmark datasets, we analyze the
accuracy, convergence speed, and generalization ability under different conditions.

Color spaces are mathematical models that define how colors are represented numerically, each
emphasizing distinct aspects of color perception (e.g., brightness, contrast, or hue) [2]. The choice of
color space directly shapes how neural networks extract and interpret visual features, as different
representations highlight or obscure patterns in images [3]. For instance, a space that isolates brightness
might simplify tasks in varying lighting conditions, while one preserving color relationships could
enhance object recognition.

RGB is the most popular color space being used. It is typically implemented using 24-bit
representation, with 8 bits allocated to each of the R (Red), G (Green), and B (Blue) channels. This
configuration yields a value range of 0 to 255 per channel per pixel. This color space is based on the
principle that all colors can be represented through mixing varying intensities of red, green, and blue.

HSV (Hue, Saturation, VValue) is a perceptually oriented color space designed to align with human
visual perception. It parameterizes color information in three dimensions: hue (spectral color), saturation
(color purity), and value (brightness intensity). The hue component spans a circular range from 0° to
360°, while saturation and value are quantized in the range of 0 to 255.

The CIE LAB color space is a device-independent model designed to reflect human vision. It
separates lightness (L) from color components (A for green—red, B for blue-yellow), making it useful
for accurate color comparison, correction, and analysis across applications. To convert from RGB to
LAB, the process involves two main steps: first convert RGB to XYZ, then XYZ to LAB [4].
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YUV, YCbCr, and YPbPr are complementary color spaces. They have a luma channel and two
chroma channels, represented in a complementary fashion (usually red to green, blue to yellow). YUV,
YPbPr, and YCbCr are color spaces commonly used for television transmission. YCbCr is commonly
used to encode digital color information in video and still image transmission and compression
technologies such as JPEG and MPEG.

Experiments and Results

In this study, we conducted empirical experiments on two different tasks to evaluate the impact
of color space choice on computer vision performance: image classification and semantic segmentation.
Four popular color spaces widely used in the field of computer vision and their impact on neural network
performance were studied: RGB, HSV, LAB, and YCbCr. Performance was evaluated through two
quantitative metrics:

1. Task-specific accuracy (classification accuracy and segmentation Dice score).

2. Computational efficiency during training (epoch convergence rate, epoch time consume).

For the classification task, we employed a pretrained ResNet-18 convolutional neural network
(CNN) with transfer learning, then fine-tuning the model on the Intel Image Classification benchmark
dataset. We’ve tested RGB, HSV, LAB, YCbCr on this model.

As illustrated in Figure 1 plot (a), the results demonstrate that RGB achieved the highest accuracy
(94,4 %), outperforming HSV (93,0 %) and YCrCb (92,8 %). In contrast, LAB lagged significantly with
the lowest accuracy (20,8 %). The analysis also reveals that the choice of color space impacts
computational efficiency during training as shown in plot (b): datasets trained with RGB required the
shortest average epoch time, while LAB incurred the longest training time per epoch. YCrCb and HSV
exhibited nearly identical epoch times, though YCrCb showed greater variability across training
iterations. Furthermore, plots (c) and (d) in Figure 1 indicate comparable convergence speeds across all
color spaces. However, the validation loss for LAB diverged markedly from the others, exceeding the
plot’s scale, which underscores its poor performance relative to RGB, HSV, and YCrCb.
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Figure 1. Comparison across color spaces by each epoch of classification task:
a — accuracy; b — time consume; ¢ — train loss; d — validation loss

For segmentation, we employed the U-Net architecture using a publicly available PyTorch
framework and trained it on the Dynamic Earth Net dataset [5], which provides high-resolution multi-
spectrum satellite imagery with multi-class annotations. As shown in Figure 2 plot (a), RGB achieved
the highest Dice score (0,518), closely followed by YCrCb (0,514) and HSV (0,511), while LAB
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performed significantly worse (0,449). The experiment also highlights the impact of color space on
training efficiency. Plot (b) reveals that RGB and HSV inputs required nearly identical epoch times,
whereas LAB trained the fastest and YCrCb was the slowest. Notably, YCrCh exhibited greater
variability in epoch duration across iterations. Plot (c) further demonstrates disparities in convergence
behavior: LAB and YCrCb inputs struggled to converge, while RGB and HSV showed similar
convergence speeds.
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Figure 2. Comparison across color spaces by each epoch of semantic segmentation task:
a — dice score; b — time consume; ¢ — train loss

The analysis of color spaces in classification and semantic segmentation tasks reveals the
performance and efficiency trade-offs. For classification, RGB consistently provides superior accuracy
and computational efficiency (shortest epoch time), while LAB exhibits significantly worse accuracy
and longer training time, with a completely different validation loss. Similarly, in segmentation, RGB
achieves the highest Dice score, outperforming HSV and YCrCb, while LAB again lags behind. Notably,
LAB exhibits inconsistent computational behavior: it trains fastest for segmentation but slowest for
classification, suggesting task-related efficiency differences. In both tasks, YCrChb exhibits high epoch
time variability and convergence challenges, especially in segmentation. While HSV strikes a balance
between moderate accuracy and stable training time, RGB emerges as the most reliable choice overall,
combining strong performance, efficient training, and consistent convergence. These findings highlight
the importance of color space choice in improving accuracy and computational resource allocation for
specific tasks.

Conclusion

This study evaluates the performance of RGB, HSV, LAB, and YCbCr color spaces for CNN-
based image classification and segmentation. Experiments on ResNet-18 and U-Net architectures show
that RGB consistently outperforms other options when using only one color space, achieving the highest
accuracy (94,4 %) and Dice score (0,518) through efficient training. LAB exhibits task-dependent
inefficiencies (slowest for classification, fastest for segmentation) and poor accuracy, while YCrCb
exhibits unstable convergence and variable training time. HSV balances moderate performance and
stability, but lags behind RGB.

75



The results highlight the robustness of RGB as the default choice for most tasks, likely due to the
architectural optimization of neural networks for raw pixel correlation. LAB or HSV may be suitable
for niche scenarios where computational speed (segmentation) or illumination invariance is prioritized.
Future work should explore hybrid representations or domain-specific adaptation. This work highlights
color space as a critical but overlooked hyperparameter for optimizing vision models.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

V/IK 004.932

PEMJEHTUO®UKALIUA JIOJEN HA OCHOBE KOMBUHUPOBAHUA
ITPU3HAKOB U30bPAKEHUU ®UT'YPHI U JIMIIA

H.A. TOMAIIEBUY, P.I1. BOI'YIII, C.A. UII'HATBEBA

[Momoukwnit rocyaapcTBeHHBIN YHUBepcuTeT MMeHN EBppocuuun [lomoukoit, Pecniyonuka berapyce

Hocmynuna 6 peoaxyuro 4 anpens 2025

AnHoTanusl. B crathe npemaraercst anropuT™ HOBTOPHOH MIACHTH(UKAIMY JIOJEH B CUCTEMaX,
KOTOPBI MCIONB3YyeT JECKPUITOP JUIL ONUCAaHUA OCOOCHHOCTEH 4YeloBeKa Ha OCHOBE
HEWpOCETEeBBIX NMPHU3HAKOB €T0 JUIA U GUrypsl. s onucaHus GUryphl 4elIoBeKa MCIIOIb3YIOTCS
TII00aNbHBIA U TPY JIOKAJIBHBIX HEHPOCETEBBIX JECKPHUITOPA, KOTOPBIE XapaKTEPH3YIOT BEPXHIOIO,
CPEAHIOI W HIDKHIOI YacTH H300pakeHus. [IpeutoskeHHBIN MoaxoJ] oOecleunBaeT BBICOKYIO
TOYHOCTb PEUICHTU(PHUKALUH ITPH BO3MOXKHOCTH WACHTH(UKAINH YEJIOBEKA I10 JHILY U MO3BOJISET
BBITIOJTHATH MOBTOPHYIO MJICHTU(HKAILMIO B CIydae CKPBITHIX JIMI[ U YacTed (UIyphbl d4eIoBeKa.
[IpencraBneHsl pe3ynbTaThl AKCIEPUMEHTOB 10 ONEHKE TOYHOCTH PEHACHTH(UKAINU C
UCIIOJIb30BaHHUEM IIPEAJIOKEHHOTO aJITOPUTMA.

Knioueswie ciosa: cBepToUHbBIC HEHPOHHBIC CETH, UACHTH(UKALKA MO JUILY, AeckpunTop, ResNet,
PolRelD

BBeaenne

HenpepbiBHOE COBEpIIEHCTBOBAHME TEXHOJIOTHM B OOJIACTH KOMIIBIOTEPHOIO 3pEHHUSl H
MAIIMHHOTO OOYYeHHs MO3BOJISICT YCIHENIHO pellaTh Bce OONBIINK 00BbEM pa3IMYHBIX MPHUKIATHBIX
3agad. Cpeau HUX peuneHTHGUKALMs JII0AeH, IpeAIoararoias MOMCK YeJI0BeKa M0 3alpocy Ha OCHOBE
ero u3oOpaxenus [l], koropas BocTpeOOBaHAa BO MHOTHUX OOJIACTSX BKJIOYAs: MOHMTOPHHI
OOIIIECTBEHHBIX MPOCTPAHCTB, HAIIpUMEp, CYNEepMapKeTOB JJIs aHajlu3a MPEINOYTeHUN KIUEHTOB U
ONITUMH3ALINU OOCITY)KUBAHUS; PO3BICK MPOMABIINX JIOICH Ja)ke TPU YACTHYHOM 3aKPBITHH JIMIA WIIH
HEKOTOPOM H3MEHEHHM BHEIIHETO BHJA; B YNPABICHUH TPAHCIIOPTHBHIMHM MOTOKAMHU B a3poNopTax,
BOK3aJIaX W JIPYTUX TPAHCIOPTHBIX Y3JaX CHUCTEMbl PEHACHTHU(PHKALINHU U1 aHaIH3a TepeMelICHUs
JIOJIEH ¢ LeJbIo MPeOTBPAIIeHUs eperpy30k KaHaioB nepemenieHus. CTpeMHUTENbHOE BHEIPEHUE
CHCTEM BHICOHAOJIOACHUS M, COOTBETCTBEHHO, YBEJIMUEHHE 00beMa NOCTYNHON BUAECOMH(OpMALUT
TaKXe CBHIETEIBbCTBYIOT O BOCTPEOOBAHHOCTH M aKTyaJbHOCTH CO3aHUs 3P(PEKTUBHBIX aNropuTMOB
peugeHTuGUKaMK Jroged. st 3Toro Moryt OBITh HCHOJIB30BaHBI IOJIXOJbI, OCHOBaHHBIE Ha
NPU3HAKaX JIMLA, KOTOPbIE AEMOHCTPUPYIOT BBICOKYIO TOYHOCTH B YCIIOBHSIX, KOTJa OHO HE 3aKPBITO
MacKaMH, FOJIOBHBIMH YOOPaMu WK IPYTUMH 00bEKTaMH, a YEJIOBEK CMOTPUT B Bueokamepy. OgHako
TaKWe yCJIOBHUSI HE Bcer/ia 00ecreunBaroTes Mpu MOHUTOpUHre. Hanmpumep, B 00IIeCTBEHHBIX MeCTax
JIOAM YacTO HOCST OYKH, HUISTBI WM KAaIlOUIOHBI, YTO 3HAYMTENBHO CHUMXKAET 3PPEKTHBHOCTH
QITOPUTMOB PACIIO3HABAHUSI 4YeNOBEKa MO JHIy. MeTonpl peuaeHTU(HUKALUH, OCHOBAaHHBIC Ha
MpHU3HAKaX H300PaKEHHSI BCETO TeIa YeI0BEKa, MEHee TIOIBEP>KEHBI BIMSHUIO CKPHITHA Tula. B pabote
[2] mpencTaBneHsl pe3yabTaThl MCCIIEOBAHWH, KOTOPHIE MOKAa3aJld, YTO Pa3MBITHE JIMIA YEIOBEKa
HE3HAYUTEIbHO BIMSAET HA Pe3yibTaT PEeUACHTH(HKAIMM, KOTJa OHAa BBINOJHSETCS MO MpU3HAKAM
n300pakeHus Bcero Teia uenoBeka. OIHaKo, TOUYHOCTh PEHACHTU(DHUKALNY IIPH TAKOM MOJIX0/1€ MOXKET
3HAYUTEIILHO YMEHBIINTHCS W3-32 U3MEHUYMBOCTH BHEIIHETO BHUJIA YEIOBEKa, HAPUMED, KOTJIa OJIMH U
TOT € YEJIOBEK CMEHWJI OJeXKIY, aKCeccyapbl M B JIPYIHX CIydasx, KOrja ero oOIIue MpH3HAKU
CYLIECTBEHHO M3MEHSIOTCS, 1M OOHAPYKEHBI JBa YeJIOBEKa B OAMHAKOBOM oxexne [3]. B Hactosmee
BpeMsi aKTHBHO pPa3BUBAIOTCS AITOPHTMBI PEHICHTU(PUKAINK, TPEIIOKEHO pPsJi TOAXOAOB st
MOBBIIICHUS TOYHOCTH [4, 5], B TOM YHCIIE W C UCIOJIb30BAHMEM aHaIN3a MPU3HAKOB JIUIL [6], OTHAKO
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MaKCHMAaJIbHO BO3MOYKHOE 3HAU€HHE HE JOCTMIHYTO, @ B CJIOKHBIX yKa3aHHBIX CIydasX TOYHOCTb
Hu3Kasgs. Takum o00pa3om, Y4MTBIBas HEAOCTATKM KaXIOTO0 W3 CYIIECTBYIOIIUX IIOAXOOB,
KOMOMHHMPOBaHUE MIPU3HAKOB JIMLA M IIPU3HAKOB (PUI'YPhI YEJIOBEKA B alTOPUTME PEeUICHTUDHUKALNN
Jroziel mpeacTaBiIseT coOol MepCneKTUBHOE HAMPaBIeHUE UCCIEAOBAHUN IS TOBBIICHUS] TOYHOCTH
pelieHus yKa3aHHOM 3aa4u.

Dopmanu3anus AJIrOpUTMA penieHTUGUKALNM JTI0JeH HA OCHOBE NPU3HAKOB (PUI'YPBI M JIULA

Pa3zpaboran anroput™ peuneHTU(UKALIMKA JIOAEH, KOTOPBIH HCIONB3yeT AECKPHUIITOP IS
onucaHus 0cOOEHHOCTEH UelloBeKa Ha OCHOBE NPHU3HAKOB ero numna u ¢urypsl. [lepBoHayansHO
BBINOJIHSIETCS. OOHApY)KEHHE JIOACH Ha Kaapax BHICOIIOCIEIOBATENLHOCTEH M ONUcaHue 00JIacTh
OTPaHUYUTEIBLHON PaMKOM. 3aTeM ONpEneNsAIOTCS KIHYEBblE TOYKM [UIA H300paKEHUHM KaXKIOro
4yeJoBeKa U OPMUPYIOTCA TI100aIbHbIE U JIOKAIbHBIE TPU3HAKU. B mpenenax orpaHMYMTENBHON paMKH
BBINOJIHSIETCS. TIOMCK JIMIA, OLICHWBACTCS HAIIPABJICHHE B3IJSINA YEJNOBEKAa: €CIIM OH CMOTPHUT B
BUAEOKaMepY, TO (POPMUPYIOTCS MPU3HAKHU JIMIIA, KOTOPbIE HCHOb3YIOTCS I (POPMUPOBAHUS TPYIIIT
Tro/iel pH peuICHTUPHUKALINY, & €CIH HET, TO peHACHTU(HUKAIINS BBIITOTHSIETCS HA OCHOBE MPU3HAKOB
¢urypsl yenoBeka Ha W300paXeHWH. TakuM 00pazoM, ajiropUTM MpPEINoJiaraeT BBITOJHEHUE
CJICAYIOIIMX [IaroB 00pabOTKH I KAKJO0r0 Kapa BUAEONOCIEI0BATEIbHOCTH:

1. OGHapy>xeHue JIIoJIeH Ha Kajape C HMCIOJIb30BaHWEM cBeprouHoi HelponHoW cet (CHC)
YOLOV7, dopmupoBanue OrpaHMYMBaiolIeH paMKH JIOKaIM30BaHHOH oOmactv (A;) M KIIOYEBBIX

touek (A —A,;) ana Kaxaoro uenoseka. Crenyromue MIard BBIIOIHAIOTCA JUIS  KaXJIO0TO

00HapyKEHHOTO YeIOBEKa.
2. BpluncneHnye no KJIoueBbIM TOYKaM OrpaHHYMBAIOLINX PaMOK BepXHEW, HWKHEH u cpeaHen
4acTH YeJIoBeKa, 1 GOPMHPOBaHHE COBETYIONMX Macok i Hux (M;,M,,,M;). B cayuae, ecnu xakasi-

TO M3 YKa3aHHbIX 00JIacTell CKpbITa U HE MOXKET OBITh JIOKAIN30BaHa, TO MACKa 3aIlOJIHICTCS HYJISIMH H
BEKTOp IMPU3HAKOB TAKOI 00J1aCTH HE UCIIOJIb3yeTCs B JaibHeleM ananu3e. CIICOK JTOKaIM30BaHHBIX
obnacreil coxpamnsercs B Oynessl nepemenneie (E; E,,,E;). [lamee onpenensiercs BO3MOXHOCTh

HCIIOJIL30BaHUs II100aILHOTO IIpU3HaKa Ha OCHOBC BbIPAKCHHA

E,=(E; AEy /\EB). (1)

3. Jlns w3BineyeHus] MPU3HAKOB WCIIONB3yeTCs CBepTO4YHasi HeiipoHHas ceth DenseNet-121, na
BXOJ1 KOTOPOH MOIAa€TCs YacTh N300paKeHHs, CONEPKAasACs BHYTPH OrPaHMUMTENbHOH pamku (A,)
u macok (M; M,,,M;) . Ha Beixone popmupyeTcst 00uuii BEKTOp MPU3HAKOB F M300paXkeHus (GUrypbl
uesnoBeka pasmepom 2048 snementos: F, (rmobaneHbiii geckpuntop), F  (meckpunrop BepxHEH
yactH), F, (meckpunrop cpeanei yactn), F; ( 1ECKpUNITOP HUKHEH 4acTH).

4. OGHapyXeHue Juia B JIOKaJTN30BaHHON obsactu. CieayeT OTMETUTh, YTO JIMLO CYUTACTCA
HaliJIGHHBIM TOJIFKO TOT/Ia, KOT/Ia BCE yKa3aHHbIE HIDKE YCIIOBUS YCIICITHO BBITTOJIHSFOTCS.
4.1. Ha ocHoBe KiroueBbIX Touek A (HOC), A, (1eBblii ra3), A, (mpasbli ri1a3s), A, (JieBoe yxo),

A, (mpaBoe yxo0) ompezensercsa NpuMepHas oOnacTh Juua. JIaHHBIA IIar He MO3BOJISAET MOJTYyYHMTh

TOYHYIO JIOKAJM30BaHHYIO 00J1acTh, HO TMPUBOJUT K COKPAIICHUIO BBIUMCIMTENBHBIX 3aTpaT IpU
nocuenyrouieit oopadotke. Ilpu 3Tom yBepeHHOCTH 1t Touek (A — A,) nomxkHa ObITh He Hike 0,5, a

A A, wiu A, moporosas BenuduHa pasHa 0,2.

4.2. Ecim yBepennocts CHC npu oOnapyxenun A, Oonbine, uem A, to A, =A,, A=A,
HHA4e Ahar = AS’ A%ye = A3 '

4.3. IlpoBepsieTcs, CMOTPUT JH YEJIOBEK B CTOPOHY KaMmepbl. J[JIs 3TOTO BBIYUCIISIOTCS

paccrosune D, mexny toukamm A, um A, u paccrosame D, Mexay Toukamu A u A,.

IIpoBepsiercs ycinoBue
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Dear , (2)

€CIIi JJAHHOE YCIIOBHE BBIMIOJHSCTCS, NPUHUMACTCS pEIIeHHe, YTO YeJIOBEK CMOTPUT B KaMepy M
MPU3HAKH JIUIa MOTYT OBITh COOPMHUPOBAHBI U HCTIOIB30BAHBI IIPU PEUICHTU(UKALINH.

4.4. Ucnonbiyetrcst CHC MTCNN st mosrydeHus 0oJiee TOYHOUW OTpaHWIHBAIOIICH paMKH JIAIA
B

face *
5. /lna B
u3 512 mpu3HaKOB JUIIA.
6. Ha3znauaercst HOMep IpyIIbl BEKTOPY MPU3HAKOB CICIYIOIIUM 00pa3oM:
6.1. CocrapnsieTcsi MaCCUB S U3 BEKTOPOB NMPH3HAKOB HA 3aJaHHOM PACCTOSHHH OT Fp u3

e IpuMensiercst CHC buffalo | ot InsightFace, B pesynbrare popmupyercs Bextop L

XPaHALINXCS B IPEBOBHUIHON CTPYKTYpE NaHHBIX .

6.2. CocTaBinsieTcsl MACCHB BEKTOPOB IMPU3HAKOB S, .. M3 UMEIOIIUXCS B S BEKTOPOB, KOTOPHIM HE

free
Ha3HaueHa rpyImna.
6.3. IlogcunThIBaETCS KOJIMYECTBO BEKTOPOB B S, KOTOPOE MPUHAIICIKHUT KaXK 10U TPYyIIIIE.

6.4. BeiOupaetcs rpynma S, , KOTOPOH NPUHAIEKUT HAMOOIIBIIEE KOJIMYECTBO BEKTOPOB.

6.5. Eciy KonMuecTBO MPUHAAJISKAIUX MACCUBY S, BEKTOPOB OOJIbIIIE, YeM PUHAIICKALITIX

free
rpynne S, , TO:

6.5.1. IIpoBepsieTcst yclioBUE: KOJIWYECTBO HE MPUHAMJICKAIIMX HA K OJAHOU TpyIIEe BEKTOPOB
0OJIBIIIe MM PABHO 33/IaHHOW MTOPOTOBOW BETMYUHE.

6.5.2. Eciu yciosue 6.5.1 BBITONHSAETCA, TO CO3MAETCA HOBas rpynna Sg,, W HasHadaeTcs

TEKYIIEMY BEKTOPY ITPU3HAKOB, a TAKXKE KaXKIOMY BEKTOPY U3 S, .

6.5.3. Ecu ycnoBue 6.5.1 He BBINOTHAETCS, TO BEKTOP HE MMEET Ha3HAU€HHOW TPYIIIIBI.

6.6. Eciu KOTU4ECTBO BEKTOPOB B S, MEHBIIE, YEM B S TO:

free group >

6.6.1. Bexropy F, nasnagaercs rpynma S, .

6.6.2. Haxomsmmecs B S, BEKTOpa yAastoTcs U3 nepesa T, utobbl H30€KaTh CO3aHUSI HOBBIX

IPYIII PSIIOM C CYILIECTBYIOLIEH.

6.7. HoBsIit BekTOp noOasisieTcs B T.

7. Ecnu 6111 cpopMupoBaHbl TpU3HAKK Jila L Ha miare 5, 5ToMy BEeKTOpYy Ha3Ha4YaeTcs TpyIia,
MIPY 3TOM HUCIIOJIL3YETCS TOT XKE alTOPUTM, YTO H JJISl IPU3HAKOB BCETO U300paKEHUS.

8. BosBpamaercss yHUKalIbHBIH WISHTU(PHUKATOP IO TPU3HAKAM JIMIA JUIA TEKYIIEro
M300pakKeHUS YeIIOBeKa.

9. Ecniit 6bu1H copMHUpOBaHBI PU3HAKHY JIMIIA HA [Iare 5 U 7 HUX Ha3HaueHa rpyIina Ha Iare
7, BO3BpalllaeTCsi HOMEP TPYIIIbI, K KOTOPOW OHM ObLIM JJOOABIICHBI,

10. Muaye, ecnu Ha miare 6 Ha3HaueHa TPyIMIa MO MPHU3HAKAM BCETO M300paKEHUS U, XOTS ObI
0JTHO M300paXeHNE B JaHHOHW TPYIIEC UMEET YHUKAJIbHBIH HICHTU(QHUKATOP, TO BO3BPAIACTCS JaHHBIN
UACHTU(UKATOP.

Pe3yabTaThl Hccjieq0BaHUM

OKCIIEpUMEHTHI BBIITOJIHEHBI Ha BUCONOCIECAOBATEIbHOCTSIX, ITOJYYEHHBIX C Pa3IMYHBIX KaMep
BUJICOHAOITIOJICHNS, HA KOTOPBIX 3a(UKCUPOBAHBI OJIHU M TE XK€ JIFOJIU, HO B pa3HOH OJIeXkKJIC U B pa3HOe
BpeMs. CpaBHEHHE MPEJIOKEHHOTO aITOPUTMa peUIeHTU(PUKALIMH, UCTIONB3YIOIIETo IPU3HAKU JIUL U
(Gurypsl 4enoBexa, C alTOPUTMOM, HCHOJIB3YIOLUIMM TOJIBKO MPU3HAKU (UTYPHI YeJIOBEKA BBHIOJIHEHO
Ha 0aze mu3oOpaxkenuii POIReID 990, kotopast Obl1a moydeHa Ha OCHOBe Habopa u3 [7], U3 KOTOpoi
ObUTM MCKITIOYEHBI M300paXKeHUsl JIFOJIEH, JIM]a KOTOphIX B Mackax. KomndecTBO M300pakeHUH st
o0yueHus: He M3MeHsoch No cpaBHenuto POIRelD 1077, yMeHbIIeHO HA KOJTMYECTBO M300paKeHUH
pasTUIHBIX JTI0eH Ha 87 Myt TecTupoBanus. B pesynbsrare B ranepee 15020 nzobpaxenuii, a B KauecTBe
3arpocoB HWCMONB30Banoch 1633 m3o0paxenus. Criemyer OTMETHTb, YTO KaXkaas Tpylma MOXKET
coJepKaTh MHOXKECTBO M300paKEHUI OJHOTO M TOTO YK€ YEJIOBEKa, MOJIY4YEeHHBIX B Pa3HOE BpeMs, a
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TaKXe N300paKeHUs ITOTO YeJIOBEKa, TIOIyUYeHHBIE B pa3HBIX MECTax B Takoi e onaexae. CI0KHOCTD
peHIeHTU(UKAIIMA BO3pacTaeT B cCIy4ae CMEHBI OJICKABl WM 3HAYUTENLHOTO CKPBITHS YacTh
n300pakeHns 4emoBeka npyrumu oosekramu. Ha puc. 1 mokazaHbl pe3yabTaTel pa30OneHus Ha TPYIIITBI
JIOJIEH B TaKUX CIydasX.

Group 0 Group 1 Group 2 Group 3

Group 9

¥i

Puc. 1. IIpumeps! pa3aeneHus H300paxxeHN Ha TPYIIIBI AJIS CIOXKHBIX CITy4aeB

Group 5 Group 6 Group 7

Group 10

Group 11 Group 12 Group 13 Group 14 Group 15

‘ol S

[Ipumep pacnipeneneHus IOEH MO TPyIIIaM Ha OCHOBE MPU3HAKOB H300pKEHUH U] U HUTYD
Tro/iel IOKa3aH Ha puC. 2, aHaIN3a KOTOPOTO CBHIAECTENBCTBYET O MOBHIIEHNH (P EKTUBHOCTH TaKOH
npoueaypsl. Hampumep, mosrydeHo npaBuiibHOE o0bearHEeHUE TPy «0», «2», «9», «4», «T», «13»,
«11», «12», «15» u3 puc. 1.

Face group 0
Contains 3 groups
[0,2,9]

Face group 1 Face group 3
Contains 3 groups Contains 3 groups

e [7.4,13] |1,|,1s]

>
-

Show all | Show all Show all

a o 8 0 e

r

Puc. 2. IIpumepsl 00beIMHEHUS JTIOJEH B TPYIIIIBI C yYETOM IPU3HAKOB JIHMIA: d, 8, 0 — N300paKEHHS JINI]
NACHTH(HUINPOBAHHBIX JIIOACH; 0, 2, € — 00BEJMHEHHBIE TPYIIITBI

H3BecTHO, uTO O1IeHKA 3D (PEKTUBHOCTH peuACHTU(UKAIINH JIFOJICH Yallle BCEro MPOBOJAUTHCS Ha
ocHOBe aHanm3a MmeTpuk Biurodaronas RankN m mAP. Mertpuku RankN mokaspIiBatoT mpomeHT OT
yHcia 3alpocoB, sl KOTOPBIX ObUI MOJy4YeH NMPaBUJIbHBIM OTBET cpenu nepBbix N pes3ynbTaToB. B
pe3ynbTaTte JKCIEPHUMEHTOB Ui pa3pa0OTaHHOTO airopuTMa paccymTaHa MeTpuka Rankl,
OLIGHUBAIOLIAs] TIPOLIEHT 3aIllPOCOB, AJISI KOTOPBIX MICHTU(HUKATOP [IEPBOr0 M300pakeHUs-KaHAUIaTa
COBIAAAET C UACHTU(HUKATOPOM 3arpoca

Rankl= M
4, (3)

1
rac | Ql = KOJIMYECTBO 3aIllpOCOB, IJId KOTOPBIX BEPHOEC PECHICHUE COBIAAACT C IECPBLIM BbIIaHHBIM

pe3yabTaTtoM; g — olIIee YUCIIo 3apoCoB.

Pe3yibpraThl SKCIEPHMMEHTOB IIOKa3ajad, 4Yro Ha ©0a3e ganHeix PoIRelD  ampropurm
peHnIeHTH(UKAIIMY HA OCHOBE TPH3HAKOB N300paXKeHUs (PUTYPHI USIOBEKA XapaKTEPU3yeTCsl METPHUKON
Rankl= 96,6 %, mpumeHeHHe pa3pabOTAHHOTO aJTOPHTMA ITO3BOJSIET MOJYYWTh 3HAUEHHUE TAHHOM
meTpukd Rank1=97,64 %. Takum 00pa3oM NpeAsioKEHHBINA aIrOPUTM SIBISICTCS MEPCIEKTUBHBIM IS
peuIeHTU(UKALIUY JIIOJICH B paclpeIeIEHHbIX CUCTEMaX BHICOHAOIIIOICHUS.
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3akiIoueHne

B pabote mpeanoxeH HOBBIA alrOpUTM PeUACHTH(HUKAIINN, KOTOPBIA TpeOyeT hopMUpOBaHUS
HelipocereBoro aeckpumnrtopa u3 2048 3HadeHWil ans u300pakeHWsT (UTYpHI YelloOBEKa, a TaKxKe
TIOJTY4eHUS] HEHPOCETEBOr0 AECKPUIITOPa U3 512 3HaueHui A7 onrcaHust H300paKeHus Trla. 3a cueT
3TOTO JOCTHUIACTCS YBEIHMUEHUE TOYHOCTHU MPH BO3MOXKHOCTH PACIO3HABAHHMS JIUI] U 00ECTICUUBACTCS
peueHTUUKAIMS JIFOIeld TIPU CKPBITHIX JIMI[AX HAa OCHOBE aHAIM3a MPHU3HAKOB W300pa)KCHUH UX
¢uryp. BeimonHeHHbIe SKCTIepUuMenThI Ha Habope naHubix POIReID_990 noareepamnu 3¢h(heKTHBHOCT
NPEISIOKEHHOTO AITOPUTMa, JOCTUTHYTO YBEIHMUEHHE 3HaUeHUsI MeTpUKH Rankl.

PERSON RE-IDENTIFICATION IN SURVEILLANCE IMAGES BASED ON
COMBINATION OF BODY AND FACE FEATURES

N.A. TOMASHEVICH, R.P. BOHUSH, S.A. IHNATSYEVA

Abstract. The paper proposes an algorithm for re-identification of people in systems that uses a
descriptor to describe human features based on neural network features of their face and figure. A
global and three local neural network descriptors are used to describe a person's figure. The proposed
approach ensures high accuracy of re-identification when it is possible to identify a person by face
and allows re-identification in the case of hidden faces and parts of a person's figure.

Keywords: convolutional neural networks, face identification, descriptor, ResNet, PolRelD
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 004.852

INPUMEHEHHUE METOJ0OB UCKYCCTBEHHOI'O UHTEJIJIEKTA JJISA
OIITUMM3 AU AJITOPUTMOB C/KATHUA JAHHbBIX

N.B. BEPT'EJIb, C.H. BAPCYKEBUY, C.A. MUT'AJIEBUY

Benopycckuii rocy1apcTBEHHBIH YHUBEPCUTET HHPOPMATUKU M PAIHOIEKTPOHUKH, PecryOmmka berapyce

Tlocmynuna 6 peoaxyuto 20 mapma 2025

AHHOTAIHS. PaCCManI/IBa}OTCH COBPEMCHHBIC MNOAXOAblI K CXKATUIO HdAaHHBIX, BKJIO4Yas
TpaAUIIMOHHBIC AJTOPUTMBI W  METOAbI, OCHOBAaHHBLIE Ha HCKYCCTBCHHOM  HHTCIIJICKTC.
AHaJII/ISI/IpyIOTCﬂ NpeuMynieCcTBa MU HEAOCTATKU PAZTAYHBIX TeXHOJ’IOFHﬁ, X BBIYUCIIUTCIIbHAA
CJIOKHOCTD, CTCHCHb CXKATHUA U NPUMCHHUMOCTL K pa3sHbIM THUIIAM JAHHBIX. Baumanme YAcIACTCAa
HeﬁpOCCTeBHM MCTOAaM, TAKUM KaK CBEPTOYHBIC HeﬁpOHHHe CCTH, TCHCPATUBHBIC COCTA3ATCIIbHBIC
CCTU U A3BIKOBBIC MOJCIIH. HpI/IBCI[eHO CpaBHCHUC 3(1)(1)€KTI/IBHOCTI/I PA3JINYHBIX aJITOPUTMOB Ha
OCHOBC TCCTUPOBAHUS CIKATUA TCKCTOBBIX JAHHBIX.

Kniouesvie cnosa: AJITOPUTMBI CXKATUS JAHHBIX, I/ICKYCCTBGHHHﬁ HUHTCIIJICKT, HeﬁpOHHbIe CCTHU

BBenenue

CixkaThe MaHHBIX SBISETCS OAHON W3 KIIFOUEBBIX TEXHOJOTHH B COBPEMEHHOW WH(pOpPMATHKE,
no3BoJisitoneit 3QPEeKTUBHO XpaHUTh, NepeaBaTh U 00padaThiBaTh OOJIBIINE MAaCCUBBI JaHHBIX. C
pasBUTHEM UHUQPOBBIX TEXHOJIOTHA OOBEMBl JaHHBIX, TEHEPUPYEMBIX EXKEAHEBHO, JOCTHIIIN
HEBepOATHBIX MacmTaboB. [lo omeHkam skcrepToB, B 2025 romy MHUpPOBOH 00BEM JaHHBIX MOXKET
coctaButh 175 3errabaiir (1 3errabaiit = 10*' 0aiiT), 4TO CO3/AET OrPOMHYIO HArpy3Ky Ha CHCTEMBI
XpaHeHus1 U rnepenaud MHGopManuu. B Takux YCIOBHSIX CKaThe JaHHBIX CTAHOBUTCS HE IMPOCTO
HOJIE3HBIM MHCTPYMEHTOM, a HEOOXOAMMOCTBIO [UIi OOECHEeYeHUs] YCTOMYMBOCTH IHM(PPOBOM
UHQpacTpyKTYpbl. TpaauIMOHHBIE METOIBI CXKATUS JOCTHIIM 3HAYUTENBHBIX YCIIEXOB, OJIHAKO C
POCTOM 00BEMOB JIaHHBIX BO3HHKJIA HEOOXOAUMOCTH B O0JIee COBEPIICHHBIX MOIX0/IaX.

COBpeMeHHBIe moaAXOoAbI K CXKATHUIO TAaHHBIX

CkaThe NaHHBIX — 9TO KIIOUEBAas TEXHOJIOTHS, KOTOpas 1mMo3BossieT 3G (EeKTUBHO XpaHHUTh U
nepeaBaTh HHGOPMAIIHIO. DTa TEXHOIJIOTHS JEIUTCS Ha JIBA KITFOUEBBIX HAIIPABIICHHS: BOCCTAHOBIIEHHUE
JIAHHBIX B MCXOJHOM BHJIe¢ M 00pabOTKa ¢ YaCTUYHBIM yjaajieHueM uH(opmarmu. [Ipu cxatuu 0e3
MOTePh JaHHBIE BOCCTAHABIMBAIOTCS B HCXOJHOM BHJIE ITOCIIE PACTIAKOBKH, YTO OCOOCHHO BaXKHO IS
TEKCTOB, IMPOTPaMMHOIO KOJa W MEIUIMHCKUX u300pakeHuil. CxaThe ¢ TOTEpsSIMHU, HAMPOTUB,
JKEPTBYET YacThIO JIAHHBIX, HO 3TO OOBIYHO OCTaeTcs HE3aMETHBIM ISl MOJIb30BATENs, OCOOCHHO B
MYJIBTUMEINHHBIX (aiiiax, TAKHX Kak W300paXKeHusl, ayTU0 U BUJICO.

TpaauuoHHBIE METOABI CKATHSL, TaKKe Kak anroputmsl Xaddmana, LZ77 unu JPEG, ocHOBaHBI
Ha MaTeMaTHYECKUX MPeoOpa3oBaHUsIX M CTaTUCTHYECKHX Monensx. OHu 3QQeKTHBHBI, HO YacTo He
YYUTBHIBAIOT CEMAHTHKY TAHHBIX, YTO OTPAaHWYHMBAET WX MOTeHnuaid. Kpome Toro, MHOTME M3 ITHX
ITOPUTMOB pabOTAIOT MEIUIEHHO M3-3a UTEPATUBHOIO MOJX0/1a, KOTOPBIA HE M03BOJseT 3 (HEeKTUBHO
WCIIOJIb30BaTh NMapajlieIbHbIC BEIYMCIICHUS.

HckyccrBennsiii uaTEICKT (M) npemmaraeT peBOMIONMUOHHBIE TIOIXOIBI K CKATHIO JTAHHBIX,
KOTOpBIE NPEBOCXOIAT TPAJUIMOHHBIE METOJBl MO CTENEHU CXAaTHA M KAaueCTBY BOCCTAHOBIICHHS.
Hetiponnsie cetn, ocobeHHO cBepTOUHbIe HelipoHHEIE ceT (CNN), aKTUBHO MTPUMEHSIOTCS JUTSI CKATHUS
n3o0paxeHnii. OHN aHATU3UPYIOT CTPYKTYPY M300pa)KEHUs, BBIACIAIOT Ba)KHBIE NETANTH U yNAJSIOT
W30BITOYHYI0 HHPOPMAITUIO ¢ MUHUMAIbHBIMHU TIOTepsiMU KadecTBa. OcHOBHOM npuHIMI padoTel CNN
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B CXKaTHM M300PKEHUI 3aKIIOYACTCS B TOM, UYTO CETh MPOXOIUT Yepe3 CIIOM CBEPTKU W IYJUIMHTA,
BBIIETISIT 3HAYMMBIE MPHU3HAKK W TIOHIKAs Pa3pellieHre BXOMIHBIX IAaHHBIX, a 3aT€M HCIIOJb3YyeT
JIEKOIUPYIOIIYI0 YacTh /ISl BOCCTaHOBJIEHHs M300pakeHus. Hampumep, anroputmel Ha ocHoBe MU
MOTYT IOCTHUTaTh C:kaTus n3o0paxkenuti B 10 pas adpdexrusnee, uem JPEG, npu coxpaneHnu BU3yallbHO
MIPUEMIIEMOTO KavuecTBa.

I'enepaTuBHBIE MOETH, Takue Kak Generative Adversarial Networks (GAN), HCTTONB3YIOTCS IS
BOCCTAHOBJICHUS JTaHHBIX TOCJIE CXKATHA C MOTepsAMH. ['eHepaTop co3laeT JaHHbBIC, a JUCKPUMUHATOP
OIICHMBAeT WX KayeCTBO, IMO3BOJISII BOCCTAHABIMBATH JAHHBIC C MUHUMAIbHBIMU motepsmu. GAN
paboTaroT Ha OCHOBE KOHKYPEHTHOTO OOYUYEeHHSI: TeHePaTop MBITAETCA CO3/IaTh N300pakeHNs, TIOX0KHE
Ha UCXO/IHbIE, a TUCKPUMHHATOP YIUTCS OTIMYATh PeabHbIE H300paKeHUS OT CTEHEPUPOBAHHBIX. DTOT
MIPOIIECC MPUBOMT K YIYUYIICHHUIO KAYeCTBa BOCCTAHOBJICHHBIX JTAaHHBIX U AenacT GAN He3aMEeHUMBIMHU
B 3a7]a4ax, I7ie Ba)KHA BU3YyaJIbHAs TOYHOCTb.

Jlns TekcToBOTO CKaTUs HEHWpoHHBIE s3BIKOBBIE Mogmenw, Takne kak GPT m BERT,
MPEJICKA3hIBAIOT CIICAYIONIUE CJIOBAa M YAAISIOT WU30BITOYHBIC JAHHBIC, YTO IMO3BOJISET JOCTHraTh
BBICOKOH CTEIIEHU CxKaTHsl 0e3 MOTepH CMbICTa. DTH MOJCNM pabOTal0T Ha OCHOBE TPaHC(HOPMEPHOI
APXUTEKTYPHI, TJIe MEXaHU3M BHUMAHHSI MI03BOJISIET aHAIM3UPOBATh JIIMHHBIC 3aBUCHMOCTH B TEKCTE U
YYUTBIBATh KOHTEKCT MPU KOAUPOBAHUU U JICKOIUPOBaHMH HHPOpMaruu. Takue alropuTMbl CIIOCOOHBI
aJlalTUPOBATHLCS O] CIeUPUKY TEKCTa, Oy/Ib TO HayyHas CTaThsl, XyI0KECTBEHHAs JIMTEPATypa HIIH
TEXHHYECKAs TOKYMEHTAITHSI.

B tabnuie 1 mpuBeneHs! KITFOUYEBHIE OTIIAYHS TPAIUIIMOHHBIX 1 MU -anropuTMoB.

Tab6n. 1. Kno4yeBble OTANYMSA TPAAULUOHHBIX ajroputmoB u UM -aaroputmoB

Acniekt TpaauLMOHHBIE ANITOPUTMBbI NHN-anroputmsl
OcHoBa MeToz1a CraTHcTHYECKHE MOJICIU HITH HeiipocereBrie Mopenu, 0OyueHHbIE
MaTeMaTH4YeCcKue IpeoOpasoBaHusl. Ha JaHHBIX.
AITanTHBHOCTH DuKCHPOBAaHHbIE IIPABHIIA, HE MoryT agantupoBaTbCs 0J,
aJJANTHPYIOTCA K cHelU(UKe JaHHbIX. KOHKPETHBIC THIIbI JaHHBIX.
CreneHb cxxaTus OrpaHu4eHa peonpeaeICHHBIMU Bhl11ie 32 CYET CEMaHTHUKH M CIIOKHBIX
rabJIOHAMH 3aKOHOMEPHOCTEH.
BrruucnurensHas Cl10KHOCTh Huskas. Beicokast.
BoccraHnoBneHne JaHHBIX TouHOE BOCCTaHOBIICHHE TOJIBKO IIPU B03MO>XHOCTb BOCCTaHOBIICHUS
cKaThu 0e3 moTeps. yTpayeHHBIX JieTaleil.

OnHMM U3 KITI0YEeBBIX perMyecTB N-anropuTMoB sBIseTcst HX CIIOCOOHOCTh HAXOUTh CII0XKHBIE 3aKOHOMEPHOCTH
B IaHHBIX ¥ ONITUMHU3MPOBATh UX XpaHeHHe. Hanpumep, HeHpOHHBIE CETH MOTYT aHAJIN3HPOBATh KOHTEKCT H300pasKeHHs HITH
TEKCTa, YTO TI03BOJISIET UM Oosee 3PPEKTUBHO CKUMATH HHPOPMALHIO.

Opnako y MM-mMeTon0B ecTh U cBOM HemocTaTkd. [yt ux o0y4eHus U paboThl HEOOXOIUMBI MOIIHBIE TpaduecKue
nponeccopsl (GPU) mmm tensopusie npoueccopsl (TPU), koTopsie CIIOCOOHBI BBHIMTOMHATH MapauICbHBIC BBIYHCICHHS C
BBICOKOH CKOPOCTBIO. DTO 0COOCHHO BaXKHO JUIS 33124, CBA3aHHBIX ¢ 00pabOTKOM H300paXKeHUH, BU/ICO M TEKCTOB, T1€ 00BEMBI
JAHHBIX MOTYT OBITh Upe3BbIYaiiHO OGousbiuMu. s 3¢ dexTiuBHOrO Hcnonb3oBanus MI-anroputMoB B peabHOM BpEMEHH
TpebyeTcs: ONTUMH3AIMS UX paboThl HAa YCTPOHCTBaX C OrpaHUMYEHHBIMH PECypCaMy, TaKMX KaKk MOOWIIbHbBIE YCTPOMCTBA WITN
BCTPAaUBaeMbIEC CHCTEMBI.

CIIO)KHOCTh aITOPUTMOB JIeNIaeT UX MEHEe MPO3PauHbIMK MO CPABHEHHUIO C TPAAUIHMOHHBIMU MeToaMH. HelpoHHbIe
CEeTH, HCIOJb3yeMble UL CXKATUs, MOTYT HEHpPEJHAMEPEHHO COXPaHATh WIIM BOCCTAHABIHBATH KOH(UACHIHAILHYIO
MHGOPMAIIMIO, YTO CO3[aeT PUCKM YTEYKM MAaHHBIX. Hampumep, reHepaTuBHble Mojenu, Takue kak GAN, wmoryr
BOCCTaHABJIMBATh JETall W300paXeHU, KOTOphIe OBUIM HaMEPEHHO yIalleHbl. DTO TpeOyeT pa3pabOTKH HOBBIX METOJOB
3aIlIUTHl JaHHBIX, TaKUX Kak nuddepeHnransHas NpUBaTHOCTh M MIH(POBaHHE HA dTale CKATHI. DTO MOXKET BBI3BIBATH
BOIIPOCHI B 00JIACTSX, T/Ie BAYKHA HHTEPIPETUPYEMOCTh, HAPUMED, B MEAUIIMHE WITH I0PUCIIPYICHIINN.

Taxxe HenoctaTkoM MM-anropuTMOB SBISIETCS] MX YPE3BBIYAIHO BBICOKAst SHEPro3aTpatHoCTh. OOyUeHUE CIIOMKHBIX
HEHWPOHHBIX ceTel TpeOyeT OTPOMHBIX BBIYHMCIUTENBHBIX PECYpPCOB, YTO MPUBOAUT K MOTPEOJICHUIO COTEH MEraBaTT-4acoB
3NIEKTPOIHEPTHH — COMOCTABHMO C SHEPronoTpeOlIeHHeM HeOOIbIIOro ropoja. JT1a mpodieMa yCyryonsieTcst TeHASHINEH K
YBEJIIMYEHHUIO MaclTaboB MOJENeH, TAe YWCIO MapaMeTpoB IOCTHraeT COTEeH MIIIMAPIOB, 4YTO BJEYeT 3a OO0
9KCIIOHCHIMATBHBIH POCT SHEPrONOTPeOICHUS U BHIOPOCOB YIIIEKUCIIOTO rasa.

CpaBHelme 3(1)(1)CKTI/IBHOCTI/I AJATOPUTMOB C)KATUH TEKCTOBLIX JAaHHBIX

Jns anamm3a 3(QQeKTHBHOCTH alrOpuTMOB CXKATHS TEKCTOBBIX JIAHHBIX OOpaTHMCS K
pe3yibTaTaM TeCTUPOBAHMS, CPABHUB KIIOYEBBIC MapaMeTphl: CTEHEHb CXATUsl, CKOPOCTh pabOTHI U
BBIUMCIIUTEIBHYIO CIIOKHOCTh. OTO TO3BOJHMT TIOHSATH, HACKOJIBKO TPAIWIIMOHHBIE aANTOPUTMBI
YCTYHalT COBPEMEHHBIM OJ[X0J1aM Ha ocHoBe M.
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TpaauIoHHBIE aNTOPUTMBI cKaTHs, Takue kKak GZIP, BZIP2 u LZMA, octatoTcs MOMyIsIpHBIMU
Oraromapst CBOSH MPOCTOTE, BEICOKOW CKOPOCTH W HU3KOM BBEIYHCIUTEIHLHOM CIIOKHOCTH. OHAKO OHU
3HaYuTeNIbHO ycTynaioT MM-moaxomam B cTemeHHW ckaTusl M aganTuBHOcTH. Hampumep, aiaropurm
GZIP, ocuoBannbiit Ha Meroae DEFLATE, cxxumaer nanusie 10 ~35% OT UCXOHOTO pa3mMepa, 4To
ABJSIETCS. XOPOILUM Ppe3yJbTaTOM [UId ITOBCEJHEBHBIX 3aJad, HO HENOCTaTOYHBIM IJis PaboOThl C
OOJIBIIINMA 00BEMAMU TAHHBIX.

Cospemennsie M-anroputmel, Takue kak LSTM (Long Short-Term Memory) u CM (Context
Mixing), JIeMOHCTPUPYIOT 00Jiee BBICOKYIO CTENEeHb CxkaTHsl, gocturas ~12% u ~11% ot ucxogHoro
pasmMepa COOTBETCTBEHHO. JTO CTaJI0 BO3MOXKHBIM OJiaromapsi MCIIOJIb30BAHUIO HEHPOHHBIX CETEH,
KOTOpbIE aHAJIM3UPYIOT CEMAHTUKY TEKCTa U HaXOIST CIOXKHBIE 3aKOHOMEPHOCTHU, HEAOCTYIHbIE IS
TpPaJUIUOHHBIX METO/IOB.

B tabnuiie 2 mpuBeneHB! pe3yNbTaThl CpaBHEHUS Y (HEKTUBHOCTH Pa3TNIHBIX AITOPUTMOB.

Tabu. 2. CpaBuenne 3¢ppeKTHBHOCTH AJTOPHTMOB

Anropurm CreneHsp cxaTust CKOpOCTb CKaTUA BrruucnurensHas
CJIOXKHOCTD

PAQS ~15% oT ncxomHoro pazmepa OueHp MeIeHHAs OueHb BBICOKAsI
GZIP ~35% OT ncxomHOTO pazmepa bricTpast. Huskas
BZIP2 ~25% OT UCXOHOIO pa3Mepa Cpennsist Cpennsist
LZMA ~20% OT UCXOJHOI0 pa3Mepa MenenHas Beicokas
ZSTD ~30% OT UCXOJHOTO pa3mMepa OueHb ObICTpas Huskas
PPMd ~18% oT ncxomHOroO pazmepa MenneHnas Bricokas

Tr ~15% oT ncxomHoro pazmepa bricTpas Bricokas

CM ~11% OT HCXOAHOTO pa3Mepa Brictpas Bricokast
LSTM ~12% 0T ucxogHOro pasmepa BricTpas Bericokas

TpaauuOHHBIE ANTOPUTMBI CKaTHA OCTAIOTCS AKTyaJbHBIMH OJjarofgapsi CBOe NHpoOCTOTe U
CKOPOCTH, HO 3HAUHTENBHO ycTynaoT MI-nmonxonam B CTENEHN CxXaTH U afanTuBHOCTH. Hampumep,
GZIP, ZSTD u LZ4 wneanbHO NMOIXOAAT JUIsl 3a/1ady, TAC BaKHA CKOPOCTh 0OpabOTKH, TaKMX Kak
nepegava JaHHBIX B pealbHOM BPEMEHHM, C)KaTHE JIOTOB WIJIM MOTOKOBOE C)KaTHE MYJIbTUMEIUHHBIX
JAHHBIX. DTH alTOPUTMBI HCIIONB3YIOT METOl KomupoBanus LZ77 wnm ero Bapuaiuu, odecrieunBas
XOpOIIEe CKATHE MTPHU BEICOKON CKOPOCTH IEKOMIIPECCHH.

OnHako Ut 33724, TpeOyoIIX MaKCUMAIBHOW CTEIIEHH CXKAaTHsl, HAllpUMEp, apXUBUPOBAHHS
00JIBIINX TEKCTOBBIX 0a3 JaHHBIX, Oonee apdexrrBHbl UM -anroput™mel, Takue kak LSTM, Transformer-
based Mozenm M KOHTEKCTHbE cMmemmBaromue anroputMsl (CM). DTH MeToabl HCHOJIB3YIOT
HelpoceTeBble MOAXOABI U MOJAETUPOBAHUS BEPOSTHOCTEH MOSBIEHHS CHMBOJOB WM CJIOB, YTO
MO3BOJISIET J0OUTHCS 0O0Jee BHICOKOW CTENEeHM KOMIIPECCHH IO CPAaBHEHHUIO C TPaJAULMOHHBIMU
MeToaaMu. Tem He MeHee, BBICOKas BBIYUCIUTENbHAs ClI0KHOCTh MU -anroputMoB u TpeboBaTeIbHOCTD
K JAaHHBIM U pecypcaM OTpaHUYHBAIOT WX MPUMEHEHHE Ha MaJIOMOIIHBIX YCTPOICTBaX M B pealbHOM
BpPEMEHH.

OpHuM w3  KIIOYeBBIX npeumyuniectB  MM-anropuTMoB — sBIsIETCS HX  CIIOCOOHOCTH
ajanTupoBathes K cneurduke naHubix. Hanpumep, LSTM moxer 3¢ eKTUBHO C:KxUMaTh TEKCTHI Ha
€CTECTBEHHBIX S3bIKaX, YYUTHIBAS UX TPAMMATHYECKYIO CTPYKTYPY ¥ CEMaHTHKY, YTO HEAOCTYITHO JIJIs
TPaJULMOHHBIX METOAOB. AHAJIOTHYHO, AJTOPUTMbl HAa OCHOBE TPaHC(HOPMEPOB MOTYT CTPOMTH
CJIOXHBIE SI3BIKOBBIE MOJEITH, aHATU3UPYSI KOHTEKCT CIIOB M MPENJTIOAKEHHUH, UTO TO3BOJISIET YMEHBIIATh
W30BITOYHOCTD JIAHHBIX.

Kpome TOro, 3)QeKTHBHOCTh aNTOPUTMOB MOXKET BapbHUPOBATHCS B 3aBHUCHMOCTH OT THIIA
TEKCTOBBIX JaHHBIX. Hanmpumep, A cxxaTusi TEXHUYECKOM JOKYMEHTALMH C BBICOKOH M30BITOYHOCTHIO
JIy4lIlle IOIXOISAT TPaAUIIHOHHBIC METO b1, Takue kKak LZMA ninu BZIP2, nockonbky oHu 3(hHEKTHBHO
00pabaThIBalOT TOBTOPSAIOIIMECS TIOCIEAOBATENbHOCTH CHMBOJOB. B TO BpemMs Kak s
XYA0KECTBEHHBIX TEKCTOB C OoraToil ceMaHTHKOW Oonee sddextnBHE MU-anropuTmel, ciocoOHbIe
YUUTBIBATD CIIOXKHBIE SI3BIKOBBIE CTPYKTYPBI U IIPECKA3bIBATh BEPOSITHOCTHOE paclpeiesIiCHHE CIIOB.

Croutr Takke OTMETHTh pa3BUTHE THOPUAHBIX METOJIOB CXXAaTHUA, KOMOMHHMPYIOIINX
TpaZMLMOHHBIE aJIrOPUTMBI U HeWpoceTeBble oaxoasl. Hampumep, anroputmel tuna PAQ, xoTopsie
UCIONB3YIOT KOHTEKCTHOE CMEIIMBAHWE W CTATUCTHYECKOE MOJEINPOBAHUE, JIEMOHCTPHUPYIOT
BBICOKYIO CTENIeHb C)KaTHs, Mpuobmmkennyo k M-meTonam, mpu 3ToM octaBasick 00jee TOCTYIMHBIMU
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IO BBIYHMCIUTCIIBHBIM Tpe60BaHI/I$IM. HO,Z[O6HI:I€ I‘I/I6pI/IZ[HI>I€ MOACIN MOTYT HalTH IIHUPOKOC
IIPUMCHCHUC B CUCTEMAX XPAHCHUA TaHHBIX, 00JTauHBIX CEpBHUCAX U paClpCACIICHHBIX BEIYUCIICHUAX.

3akiaouenue

NH-anropuT™bl CKaTHs TaHHBIX MPEJIaraloT 3HaYUTEIbHbIE MIPEUMYILECTBA 0 CPABHEHUIO C
TPaIWIIMOHHBIMHA METOJIAMH, BKITFO4ast 00JIee BEICOKYIO CTEIIEHb CKATHS U aJalTHBHOCTH K Pa3IHIHBIM
TinaM naHHbIX. OJHAKO WX NMPUMEHEHHEe TPeOyeT 3HAYMTENbHBIX BBIUMCIUTEIHFHBIX PECypCOB, UTO
co3laeT mpoONeMBbl C DHEpromoTpedieHueM M dkojoruei. s BbiOOpa MOAXOISILNEro airopurMa
CKaTUsl HEOOXOJMMO YUUTHIBATh THII JAHHBIX, TPEOOBAHMS K CKOPOCTH, CTETICHH C)KAaTUS U KaYecTBY
BOCCTAHOBJICHHUS. J[J151 TEKCTOBBIX MAHHBIX C BHICOKUMH TPEOOBAHUSMH K CTEIIEHH CXKATHS MOJXOTUT
LSTM wmm Tpanchopmepsl. s wmzobpaxenuit m mynptuMenua: CNN, GAN. Hns 3amag c
OTpaHMYEHHBIMU BBIUMCIUTENBbHBIMU pecypcamu: GZIP, ZSTD. J[lanbuelimee paszsutue WU-
NTOPUTMOB C)KAaTHS TaHHBIX OyJIET CBA3aHO C ONTHMH3AINEN WX SHEPronoTpeOIeHMsI, TTOBBIIIEHUEM
0e30macHOCTH U pa3paboTKOH HOBBIX CTAHIAPTOB M1 00pabOTKH OOIBITHX 00bEMOB HH(OPMAITHH.

APPLICATION OF ARTIFICIAL INTELLIGENCE METHODS TO OPTIMIZE
DATA COMPRESSION ALGORITHMS

I.V VERGHEL S.N. BARSUKEVICH S.A. MIGALEVICH

Abstract. Modern approaches to data compression, including traditional algorithms and methods
based on artificial intelligence, are considered. The advantages and disadvantages of various
technologies, their computational complexity, compression ratio, and applicability to different types
of data are analyzed. Attention is paid to neural network methods such as convolutional neural
networks, generative adversarial networks, and language models. The effectiveness of various
algorithms based on text data compression testing is compared.

Keywords: data compression algorithms, artificial intelligence, neural networks
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 621.391

IHOBBIINEHUE KAYECTBA U30BPAKEHU S HA OCHOBE AJITOPUTMA
OBBbEJUMHEHUA ACM-U30bPA’KEHUU C HANJTYYIIMMHU BECOBbBIMH
KO2®OPUITUEHTAMU

AA. IIIBAS, AJI. POBAUYEBCKUIY, M.IO. JIOBELIKMIAY, N.1. IEBOHEHKO?,
B.B. UETIMKOBA!

1 — Benopycckuii 2ocydapcemeeninlii yHUeepcumen uHpOpMamuxu u paouodiekmponuxu, Pecnybruxa bBenapyce,
2 — OAO «lleneney, Pecnybnuxa Benapyce

Hocmynuna 6 pedaxyuro 18 pespans 2025

AnHoTanus. B maHHO# cTaThe UCCIeAyeTCs ATbTePHATHBHBIN METO 00BETUHCHUS H300paKCHHUH,
MOJYYEHHBIX M3 HECKOJIBKUX MapajielbHBIX CHUHXPOHHBIX HW3MEPHUTENbHBIX KaHAJIOB aTOMHOTO
cuitoBoro Mukpockona (ACM), ¢ 1esibio IOBBIIICHHS KadecTBa JIeTalUu3aluy OTACIbHBIX 001IacTel
pe3ynbpTUpYyIONIero u3o00paxkeHus. llpeanoxkeH anropuT™M, OCHOBAaHHBII Ha KOPPETSAIMOHHOM
3aBUCHMOCTH ABYX M300paXKEHHUH 1 pazMepax 0OBEKTOB B OTJCIbHBIX 00nacTsX. st onpeneneHus
pa3mepa 00beKTOB HCTIOIB3yeTcs anroputM cermeHTrpoBaHus SRG (Seeded Region Growing)

Kniouegvie cnosa: noxanbHas KOppeIsSLMOHHAs METPHKa, B3BeUIeHHOe cioxkeHue, SRG, orenka
Ka4yecTBa KOMOWHHUPOBAHHUS H300paKeHUH.

BBenenue

AtomHO-cunoBass MuKpockonust (ACM) wucmonb3yeT mapaisielbHble CHHXPOHU3WPOBAHHEIE
M3MEpPUTENbHBIE KaHaNbI, IOTOMY AJIs O0Jiee TOUHOTO aHaIN3a OBEPXHOCTH MaTepHaja He00X0IUMO
UCIIOJIb30BaTh O0bEIMHEHHE KOMIOHEHTHBIX ACM-n300pakeHUl, a TakkKe HX KOPPEIAIUOHHYIO
3aBUCUMOCTb JJIS1 OLIGHKM KauecTBa pe3yibrupytomero ACM-nzobpakeHus. OTO 3HAYUTEIBHO
YIPOLIAeT BU3yalbHbIH aHATH3, B OTIIHYHHU OT IPYrHX H3BECTHBIX METO0B, Hanpumep [1, 2].

CyliecTByeT MHOXKECTBO HW3BECTHBIX METpUK [3-6], TMO3BOJSIOMIMX OLECHUTh KAayeCTBO
n3o0paxenus, ofHako it ACM-1300paskeHuii HaWTyd MM 00pa3oM MOIX0IUT METPHUKA, OCHOBaHHAS
Ha JIOKaIbHOH Koppeisiiuu [7]. 3mech BbIUKCICHHE pa3Mepa OKHA JIOKAIbHOW KOPPENSILMOHHON
METPUKH HPHBOJHUT K KpailHe HU3KOW ckopocTH obpabortku. B [8] ommcan meros, moBbIIIarOIINiA
CKOpPOCTh OTIpE/ICIIeHUs] pa3Mepa paccMaTpHUBaeMOro OKHa, KOTOpbIH B JanbHeWIIeM © Oyjaer
MCIIOJIb30BaThCA.

Llenpto  paboTel  sBIsieTcss  pa3paboTka W peanu3auus auroputMa  oObeIUHEHUS
ACM- u3o0pakeHuii, 00eCIeunBalOIEro BEICOKOE KAYeCTBO PE3YJIbTUPYIOIIETO H300paKESHHMSI.

Ouenka kayecTBa KoMOUHNpoBanusa ACM-u3o0paieHuil Ha ocHOBe KO3 puuHeHTA
JIOKAJIbHOI KOppeIsinuu
s OleHKHM KadecTBa KOHEYHOTO HM300paKeHHsI MPUMEHSETCS JIOKalbHas KOPPENSIUOHHAS
MmeTpuka D, (k) , JUISL KOTOPOH HEOOXOAMMO HaiiTi Kod(duImeHTs! ToKatpHol Koppessiuun I, (A, B)

nByx ACM-u300pakeHHiA.
Koaddunuentsr nokanbHoii koppemsinuu I, (A, B) Beraucisiercs o dpopmyie
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s onpenenenus pazMepa OKHa, HCTIONB3YEMOTO JJIsl BBIYMCIICHUS JIOKAIbHON KOPPEISIIMOHHOM
METPHUKH, OYIYT YYUTHIBATHCS MPEOOIAAIONINE pa3Mephl CETMEHTOB, BBIJICTSCMbBIX HA KOMITOHEHTHBIX
ACM-m300pakeHUAX C TIOMOIIBI0  TMAPALICIHPHOTO  BBIpAIIMBAHUSA  00OJacTel  JIOKATBHBIX
skcTpemymoB (SRG).

JlokanbHas KoppessnuoHHas meTpuka D, (k) BBIUHUCIISIETCS IO PopMyIie

(k)— rL(MC’Ml'k)+rL(MC’M2'k)
- I (M, M, k) =1 (M, M,,K)|r.(M,,M,,0,5)

)

C mnomompio MeTpukH (2) MOXHO ONpeAenuTh Hawiydiree 3HavueHue K. Jlias 3toro
OCYIIECTBISCTCS Mepedop BeeX BO3ZMOKHBIX 3HaueHH Koddduimentos K B auanasone [0;1] ¢ mrarom
0,01 (1 TOBBIMICHUS TPOU3BOIUTEIFHOCTH AITOPUTMA MO’KHO YMEHBIIHUTH JHATIa30H WIIH YBEININTD
mar).

W3 puc. 1 MOXHO YyBHJIETh, YTO Ha THCTOIpaMMax pa3MepoB oOmacTeld MMeeTcsl HE OAMH
IKCTPEMYM, a CaMH 3TH OOJIACTH XaOTHYHO pPAacIOJIOXKEHBI MO0 BCEMY H300pa)kKeHUI0. DTO Bce
HEOOXOMMMO  YYMTHIBaTH  JUIS  JIOCTIDKCHHS ~ HAWIy4IIero  KadecTBa  Pe3yNIbTHPYIOIIETO
ACM - n300pakeHusi. ANBTEpHATHBHBIA anropuT™M oObenuHeHus: ACM-u300paxeHuil JIenuT
n300pakeHus Ha OTJeNbHbIE 00nacTh (0JIOKH), A AalbHel el 00paOOTKHU U BBISIBICHHS HAWITYYIIETO
ko3¢ punuenta k.

35
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sof |
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Puc. 1. Komnonentasie ACM-1300pa)keHUs! 1 THCTOTpaMMBI pa3MepoB X 00JacTei
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Adaroputm no6a04Horo SRG causnus ACM-uzo0paxennii

B xone uccnemoBanuii paccMaTpuBaeTCs Kaxmaas 00JacTh (010K) N300paKeHUs KaK OTAeIbHas
4aCTh U ONpEeIseTCs Ul Hee Hammydinii kosdduiment k, npu xoropom D, (k) Gyzer nocrurars

MakcHManbHBIX 3HadeHwid. lllar cmemenus Omoka Oymer paBeH ero pasmepy. llepen nHawamom
BBIYUCIICHUH HEO0OXOIMMO TMPOBECTH CEerMeHTanuio u3o0paxkeHuit meromoM SRG. IlockonmbKy Mbl
pa3buBaeM n300paxeHue Ha 00JIaCTH, BO3HUKAET HETOYHOCTh C HAXOKICHUEM Pa3Mepa p OKHA, TaK KaK
pa3Mepsl CErMEHTOB, PAaCIIOJIOKEHHbIX HA TPAHULIAX PacCMaTPUBaEMON 001aCTH, MOTYT OBITh O0pe3aHbl
U, CIIeIOBATENbHO, HEBEPHO onpeaeseHbl. EcTh 1Ba crocoba pemeHus JaHHOH TpoOIeMBbl: alrOpUTM,
KOTOpbI He OyIeT yYUTHIBaTh CETMEHTBHI, YaCTH KOTOPBIX BBIXOJAT 32 IPaHUIBI paccMaTpUBaeMON
001acTH; W aJropuT™M, KOTOPHIH Ha OCHOBE LIEJIOr0 HM300pa’k€HHsS PAacCUMTHIBAET pPa3MeEphl BCEX
CErMEHTOB, BBIXOSIIUX 3a IPAaHULIBI paccMaTpuBaeMoi obiacTu u300pakeHus. B xone nccnenoBanuit
OyZeT UCIONB30BATHCS BTOPOW METOI.

B 3aBucumocTH 0T pa3mMepoB paccMaTpuBaeMoro 0J0Ka, Ha THCTOrpaMMe pa3MepoB oOnacTeit
MOTYT TOSIBIISITBCSI HECKOJBKO SIBHBIX 3KCTPEMYMOB, YTO BbI3BIBAE€T HEOOXOIUMOCTH HCCIEIOBAThH
KaxIbplii U3 HUX. M3-3a 3TOrO sIBJICHUS HA OJUH OJIOK MPHUXOJUTCS HECKOJIBKO KOA(PPHUIHUEHTOB P.
Heo6xonnumo nipoBecTH JanHble onepanuy Ha AByX ACM-nu300paeHusIX.

B pesymbrate momydaercss HaOOp pa3HBIX KOI(PQPUIMEHTOB P, IS KaXKIOTO W3 KOTOPBIX

HEOO0X0IUMO HAaWTH Hambonbliee 3HaueHue D, (k) npu nepedope koadpunmenros K. Ha koHeunom

srarne 00beMHEHHS BYX OJI0KOB BbIOMpaeTcs 3HaueHue K, mpu kotropom D (k) OBLII0 MAKCHMAJTHHBIM.

Ha puc. 2 npuBeaeHsl npuMepsl pe3ybTHPYIOUIETO U300paKeHUs MIPH Pa3HBIX pa3Mepax OJIOKOB.

88



Puc. 2. Pesymptupyromue ACM-u3o0paxkenus npu pazMepe omoka: 5, 25, 50

3akioueHne

Hns s dexruBHOM paboOTH anropuTMa HEOOXOAMMO TOAOUPATh ONTHMAIBHBIA pa3Mep OIOKa.
IIpu cnumkoM ManeHbKOM pa3Mepe paccMaTpHBaeMOM 00acTy HaOJIIOAaeTCss aHOMalIHs, BbI3BaHHAs
CJIMIIKOM MaJIbIM KOJIMYECTBOM CETMEHTOB ISl KOPPEKTHOTO aHAIN3A.

IIpu Oompmmx pa3Mepax OJOKOB Ha paccMaTpwBaeMoil o0iacTh HaOMOJaeTcs H30BITOK
CETrMEHTOB, YTO TaKXKe MPUBOAUT K HEKAYECTBEHHOMY aHAJIM3Y JaHHOTO OJIOKa.

JanpHeiinmas anpobamysi anropuTMa MpearonaraeT BEIOOp ONTHMAIBHBIX Pa3MEpOB OJIOKOB B
COOTBETCTBHHU C pa3MepaMH JeTanei, a Tak’Ke TEKCTyp Ha MPOTsDKEHHBIX (pparMeHTax MccieayeMoro
M300paKEeHUS.

IMAGE QUALITY IMPROVEMENT BASED ON THE ALGORITHM OF
COMBINING AFM IMAGES WITH THE BEST WEIGHT COEFFICIENTS

A.A. SHVAYA, A.D. ROBACHEVSKI, M.Yu. LAVETSKI, I.I. LIAVONENKA,
V.V. CHEPIKOVA

Abstract. This article explores an alternative method of combining images obtained from several
parallel synchronous measuring channels of an atomic force microscope (AFM) in order to improve
the quality of detail of individual areas of the resulting image. An algorithm based on the correlation
dependence of two images and the size of objects in separate areas is proposed. A segmentation
algorithm is used to determine the size of objects SRG (Seeded Region Growing).

Keywords: local correlation metric, weighted addition, SRG, image combination quality assessment.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

VIIK 621.391

KOMITBIOTEPHASI MOJIEJIb PATMOJIOKAIIMOHHOM CTAHIIUHU C
HEIIPEPBIBHBIM YACTOTHO-MOAYJIMPOBAHHBIM U3JIYYEHUEM

[TBAE TIbUO XJIAMHT

Benopycckuii eocyoapcmeennblii ynusepcumem ungopmamuxu u paouodnekmponuku, Pecnybnuxa Benapyce

Hocmynuna ¢ peoakyuro 28 gpesepans 2025

Annoranusi. PazpaboraHa CTpyKTypa M OCHOBHBIE COOTHOIICHMS JJISi MaTeMaTHYECKOH MOJEIH
MayorabapuTHOW pPaJUOJIOKAMOHHONW CTaHIMU C HENPEepPBIBHBIM YaCTOTHO-MOIYJIHUPOBAaHHBIM
nsnydeHueM. [IpuBeneHsl oTaeNbHbIE PE3yNbTaThl MOACIHPOBAHUS.

Kniouesvie cnosa: maTeMaTudeckas MOZACb, paAUOJIOKAlIMOHHAA CTAHIUA, AJITOPUTM O6pa60TKI/I,
YaCTHOMOAYJIMPOBAHHOC MU3JIy4YCHUC, HerepLIBHBIﬁ CHUTHAJI.

BBenenue

Papnonokaunonnsie cranuuu (PJIC) ¢ HenmpepbIBHBIM YaCTOTHO-MOAYJIMPOBAHHBIM H3ITy4YCHHEM
(HYMMU) HaxonsT mupoKkoe MpUMEHeHHe PU 00HAPYKEHUH BO3AYIIHBIX 0OBEKTOB HA OTHOCHUTEIIEHO
HEOONBIINX PACCTOSHUSAX (BEPTOJNETOB, OSCIMIOTHBIX JeTaTeNbHBIX ammapaToB), B kadectBe PJIC
KOHTPOJISL JIETHOI'O TIOJS,, OXPaHbl CEJIbCKOXO3IMCTBEHHBIX PpalOHOB M BOJIHBIX AKBaTOPHH,
oOHapyXeHHs MPOHUKHOBEHHS Ha OXpaHseMble NEPUMETPhl, B KadecTBe aBTOMOOMIBHBIX PJIC
NpeaynpeXICHNUs CTOJIKHOBEHUH U alalTUBHOTO KPYU3-KOHTPOJS U T.1. [1].

BaxupiM mnpeumymectBoM Takux PJIC sBnsieTcs BO3MOMXHOCTh JOCTH)KEHHS BBICOKOW
paspemiaronieli cmocoOHOCTH MO JAanbHOCTH mopsaka 0,5...1 M Npu OTHOCHUTENBHO HEBBICOKUX
anmnapaTypHbIX 3arpaTax [3, 4]. OTo ompenensieTcs NPUHIUIOM NMOCTpoeHHs ykazaHHbIX PJIC, mpu
KOTOPOM CHTHaJl pa3HOCTHOW YacTOThl (POPMHUPYETCsl Ha BBIXOJE CMECUTENS ITyTEeM IMEePEeMHOKCHHUS
MIPUHUMAEMOTO CUTHAJA U U3ITy4YaeMOro 30HANPYIoLIero curuana. [Ipu THmUYHbIX 3HaYeHUIX TTepro/ia
MOBTOPEHUSI MC, IMUPHUHBI CHEKTPa 30HAMPYOMEro curHana (nesuanuu 4actotsl) 50...300 MI'm u
MaKCHUMAaJIbHOW JAbHOCTH JEHCTBUS TPH OOHApYKEHHH BO3AYIIHBIX OOBEKTOB MOpsAKAa 3 KM
MaKCUMaJIbHas pa3HocTHas yacToTa coctaBut 500 kI11...12 MI'n. [IpeobpazoBanne Takoro CUrHajIa B
¢ poByo ¢GopMy U ero oOpaboTka He BhI3bIBaeT TpynHocTed. IIpm aTom 00paboTkKa CHUTHANOB B
YKa3aHHOM I10JIOCE YacTOT MPOBOJIUTCSA B MojacucTeMe IU(poBoii 00paboTKH, B OCHOBHOM, Ha OCHOBE
MPOIIEYP OJHOMEPHOTO U IBYMEPHOTO OBICTPOro TpeodpazoBanus Dypoe [3, 4].

Ha xapakrepuctuku PJIC ¢ HUMMUM oxkaspiBaeT BiusiHUE OOJbIIOE YHUCIO (HAKTOPOB M
MOTPEIIHOCTEN peanu3auuy: JUHEHHOCTh 3aKOHA WM3MEHEHMS YacTOThl 30HIUPYIOLIETO CUTHAIA,
XapaKTepUCTUKHM COTJIaCOBAaHMS aHTEHH Ha TepeAady M Ha TMPHEM, YPOBEHb IPOCAUMBAIONIETOCS
CUTHAJIa TepeaTuiKa, 4YacToTa JUCKPETH3ALWH, Pa3psAIHOCTh aHAIOTO-IU(POBOTO MpeodpazoBaTens
(ALIT), tmraMUYecKuii TUarma3oH IPUEMHOTO TPAaKTa U MOJCUCTEMBI U(poBOi 00paboTku U T.1. Jst
BbIOOpa mapaMeTpoB cocTaBHBIX uyacted PJIC, ontumumzamum o0paOOTKM W HCCIeIOBaHUS
apdexruBHocTH PJIC ¢ HUMMU mnpm oOHapyXKeHHWH pa3indHBIX PaJUOJIOKAIMOHHBIX Ieel
HEOOXOIMMO HCIIOJIB30BaTh MAaTEMaTHUECKOE MOACIUPOBaHHe. DTO TpeOyeT pa3paboTKH JOCTATOYHO
nonaoit mozgenu PJIC ¢ HUMMU c yuetom ocoOeHHOCTEl peanu3alliyd COCTaBHBIX YacTed yKa3aHHON
PJIC.

Lens craTthit — 000CHOBaHHE CTPYKTYPhI U OCHOBHBIX COOTHOIICHHH MAaTeMaTHYeCKONH MOIETH

PJIC ¢ HUMMU.
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Crpykrypa moaeaupyemoii PJIC ¢ HUMHA

O6o6menHas cTpykrypHas cxema mogenupyemoit PJIC npuBenena Ha puc. 1.

[3+]

c

&

RF g

Generator <

|_

[3+]

< ADC |¢&— LPF s

) 2

5 8 <

o 't < DSP

> g %

¢ ADC — LPF

Puc. 1. Tunosas crpykrypa PJIC c HUMU

Ha puc. 1 nokazansl: RF Generator popMupyet HenpepbIBHBIN 30HANPYIOIINI CHT'HAJ, YacTOTa
KOTOpOoro JiMHelHo wusMmensiercsi Bo Bpemenu; VCO (Voltage-Controlled Oscillator) mossosnser
MOIYJIMPOBaTh YAacTOTy CHUTHaja pajapa; HampsbkeHue, nomasaemoe Ha VCO, ompenenser ero
BBIXO/IHYIO YacTOTy, OoOecleuuBas YaCTOTHYIO pa3BEpTKY, XapakTepHyio ans pagapa FMCW; PA
(Power Amplifier) — ycwmurens mormnoctr; TX antenna — mepemaromias aHTeHHa; RX antenna —
npuemHas anteHHa; LNA (Low Noise Amplifier) — Mmanomrymsimuii ycunuTens; Mixer — CMECHTEINb s
nepeHoca curHana Ha npomexyrouynyto gactoty (IT4); LPF (Low Pass Filter) — HM3KOYacTOTHBIN
(GUIBTP, KOTOPBIM TNPOIYCKAaeT TONBKO JKENaeMble YacTOTHbIE KOMIIOHEHTHl curHama [14,
OoTGUIBTPOBBIBAsT BBICOKOYACTOTHBIe mmiymMbl W momexu; ADC (Analog-to-Digital Converter)
npeoOpaszyer OTQUILTPOBaHHBIA aHamoroBelii curHan [IY B 1umdposBoit (opmar, mTO3BOIAL
00pabaThiBaTh €ro ¢ MOMOIIBI0 aNrOpUTMOB IUPpoBoii 00padoTku curHanos (LIOC); DSP (Digital
Signal Processing) — nn¢poBoii CHTHANBHBIN MPOLECCOPa, KOTOPBIH BBHIMOIHSIET Pa3lHUHBIC THIIbI
aHanu3a UM pPoOBOro CUrHaja [yl U3BJICUEHUS NOJIe3HOH MH(OpManuyu. DTO BKIIOYAET ONpeIesICHHEe
paccTosiHUS JI0 ENH, CKOPOCTH OOBeKTa (C MOMOIINBI0 aHalIM3a JOIUIEPOBCKOTO CIIBUTA) M APYTHX
COOTBETCTBYIOIIUX MapaMeTpPoOB. AJNTOPUTMBI 00pabOTKH TakKe MOTYT (HUIBTPOBATH W YIydIIaTh
CUTHAJI 711 yqIIed nAeHTU(UKALUK Len.

PagunonokannonHas cucteMa, HCIIONb3YHOMIasi HENpephIBHOE YacTOTHO-MogyupoBaHHoe (FM)
u3JIydeHue, paboraer, nepeiaBasi HelmpepbIBHBIN 30HTUPYIONIHA CUTHAN, YaCTOTa KOTOPOT'O U3MEHSIETCS
CO BpeMeHeM. DTa MOAYJISALUS MOKET NPUHUMATE (POpMY JIMHEHHOro yBEIMUYCHHS MM YMEHBLICHUS
yacToThl, co3naBasi 3dpdekr «umpnay. PJIC mpuHuMaeT OTpaKeHHBIH CUTHAJ, YacTOTa KOTOPOTo
curHasia OyJeT OTIMYaThbCsi OT TMEepPEeJaHHOW YacTOThl B 3aBHCUMOCTH OT PACCTOSHHS 10 IETH U
3aJIep’KKHU BpEeMEHH, BO3HUKIIIEH BO BpeMs nepenadn u npuema. PJIC MoxeT onpenenars paccTosHUE
J10 00bEKTa HAa OCHOBE YaCTOThI OMEHUH, KOTOPas MPECTaBIsIET COO0M Pa3HUIYY MEXLy IepeIaHHbIM U
NPUHATBIM CUTHAJIAMH. 3aTeM 3Ta WH(oOpMaiys MOXeT OBITh JIOMOJHUTENIbHO oOpaboTaHa st
W3BJICUCHHUS JIOTIOTHUTENLHON HH(POPMALIUH O [IeJIH, TAKOW KaK ee CKOPOCTh M HalpaBlieHHE.

CTpyKTYypa U OCHOBHBbIE COOTHOLIEHNSI KOMIIbIOTepHoil Mmoaenu PJIC c HUMHU

Pa3paboTka KOMIBIOTEPHOM MOAEH TpeOyeT BOCIpon3BeAeHUS (YHKIMOHUPOBAHUS COCTABHBIX
yactei PJIC u pacipocTpaHeHHs CUTHAJIOB, B3aUMOCBSI3M MEXTy KOTOPBIMU IIPUBEIEHBI Ha puc. 2. Ha
puc. 3 npuBeneHa 0000IIeHHAs CTPYKTypHast cxeMa KomnbioTepHoit monenu PJIC ¢ HUMMU.

KommnbrorepHass Mozenb  BKJIIOYACT — CIEAYIOIIME MOIYJIH: MOAYIb  (OPMHPOBAHUS
sonupytomero curuana (Probing Signal Module); Moayne MonenupoBaHusi (GyHKIIMOHUPOBAHUS
NPUEMHON W Tiepenarolieil Wi eanHol npueMHo-niepenatoniei anreHHsl (Module for simulating the
operation of a receiving and transmitting or a single receiving and transmitting antenna) mo3Bosser
MOJIEJIMPOBATh Nepeaady W MPUEM CHUTHAJIOB, BKIIIOYAs BIMSHHUE AWAarpaMM HaIllPaBIIEHHOCTH aHTEHH;
MOJYJb (POPMHUPOBAHUSI OTPAKEHHOTO CUTHAJIA C YYETOM YIJIOBBIX PHICKAHHU DPaIOJIOKAIIMOHHBIX
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neneit (Module for generating a reflected signal taking into account the angular yaw of radar targets)
TeHEpUPYET CUTHAIBI, KOTOPBIE UMUTHPYIOT OTPA)KEHHS, TIOTy4SHHBIE OT PAIHOJIOKAI[MOHHBIX IIeJIei, B
MOJyJIe YYHUTHIBAIOTCSl YIJIOBBIE PHICKAHHS (BpalleHHE BOKPYT OCeH) IeiH, KOTOPHIE OMPEeIsioT
GIyKTyallmd OTpPaKEHHOTO CHTHaja; MOAYNIb (OPMHUpPOBAaHMS MEIIAIOMINX OTPAXKEHUH OT
nonctunatomeii mosepxHoct (Module for generating interfering reflections from the underlying

surface) uUMUTHpyeT  HEXeJaTeldbHbIE  OTPaXEHHA, CO3/laBaéMble  IOBEPXHOCTHIO  TOJ
PpaaroI0KaMOHHON CUCTEMOM.
X Transmiter Y p{x  Narowband NN
FMCW Ang  Txaray
Posl Free space
channel
Radarpos Pos  Range Ang RadarVel Vell
Radarpos Ref  angle
TargetVel Vel2
FMCW Spectrogram
e s
Platform Vel —}'—l
RangeEstimate Radarvel
Platform
SpeedE gtimate W Vel
-
Vel .
Processing
AngleE dimate :
¢ Receiver Narowband X Target X
@‘} Ang Echo Preamp il Rxamay  Ang — A

Puc. 2. Bzaumocss3u Mexy coctaBHbIMU yacTsMu PJIC u BHenIHe# cpeoi, BOCIIPOU3BOAUMEIE B
KOMIIBIOTEPHOU MOJIENH

Signal Generation

Interfering
Reflection Module

Reflected Signal
Generation Module

Probing Signa
Module

Processing

< [ntra-Period Processing Module

( Inter-Period Processing )
+ Simulation A 4
Antenna Simulation Module >7 / /

Module for Detecting and
Puc. 3. CtpykTypa KoMIbloTepHON MoJienu mpuemHoro tpakra PJIC ¢ HUMU

\ 4
Digital signal
Generation Module

ot

Measuring Radar Targets

Detection and Measurement

Monynb dopmupoBanus 1udpoBoro curaaiga pazHoctHoi wactorsl (Module for generating a
digital difference frequency signal) co3zmaer 1u¢poBOi CUIHAJ, MPEACTABISIONIUN Pa3HUILY MEXITY
NepeAaHHbIM U NPUHATHIM CHTHAJaMHM, YTO OOJeryaeT aHaju3 JOIJIEPOBCKUX CIBUTOB M JAPYTHX
SIBJICHHH, CBS3aHHBIX C YaCTOTOH; MOAYJb BHyTpurnepuoaHoii oopabotku (Module for intra-period
processing) peanusyer KOrepeHTHOE HAKOIJICHHE OTPaKEHHBIX CUTHAIIOB B IIpejieliaX OJJHOTO IepHo/ia
MOBTOPEHMS; MOIYJIb Mexkaynepuoanoi obpadorku (Module for inter-period processing) peanusyer
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KOTEPEHTHOE HAKOIJICHWE B PAa3HBIX IEPUOJaX IOBTOPEHHUS; MOIYJIb OOHApYKEHMs, H3MEPEHUS
JATBHOCTH W YTIIOBBIX KOOPIWHAT paauoiokannoHHbix nenei (Module for detecting, measuring the
range and angular coordinates of radar targets) peanuzyer anropuTMbl OOHAPYKEHHSI IIeTIei Ha OCHOBE
OTpaKeHHBIX cHUrHajioB. OH OyneT BBIYHMCIATH JalbHOCTH (PAacCTOSHHE) A0 LeNd, aHAIU3UPYS
BPEMEHHYIO 3aJICPKKY MIPHHATHIX CUTHAIIOB, U H3MEPSITh YIIIOBBIE KOOPAWHATHI (TIETICHT M YTOJ MECTa)
Ha OCHOBE OPUCHTAIMH Pajiapa u aHaln3a CUrHaja.

OCHOBHBIE pacueTHbIE COOTHOUICHHUS] MOAYJIEH KOMIBIOTEPHOM MOZAEIH CIEAYIOMINE.

3akoH w3MeHeHHs (a3bl 3aKoHa MOIYJSIIMK 30HAMPYIOLIETO CHTHajla JUid  Ciydast
HECHMMETPHUYHOTO MTHII000Pa3HOT0 3aKOHA U3MEHEHUS YaCTOThI ONPENEAETCS BRIPAKEHHEM

TCAfO

2
: Af
o ()= mod [t—Tt HD + 0get (0 + 0ma ®) +arg| S{7 | o + =L mod(t Ty) [, 2|, (1
r

r

rae Pget (t), @yng () — meTepmuHnpoBaHHas U ciiydaifHas COCTAaBIIIONIAS 3aKOHA M3MEHEHHs (hasbl

30HAMPYIOIIEr0 CHUTHANIA; Sglr) — YacTOTHO-3aBHCHMBIM 3JIEMEHT MAaTpHIBl PACCESTHUs TpakTa
nepeaaTIrKa, OnpeAeISIFONINA KOMITICKCHBIH K03 (QUIIMEeHT nepeaayuu 1mo aMIuIMTyAe OT IepeiaTinkKa
K aHTeHHe; fy — HayalbHAs HeCyIas 4acToTa.

ITpu MonenupoBaHuM IETEPMUHUPOBAHHAS COCTABIISIONIAs 3aKOHA U3MEHEHH (a3bl 3a1aeTcs B
BHJE nepuoaudeckoil QyHKMs ¢ mepuogoM T,, COBNAJAIOMIMM C IEPUOJOM IOBTOPEHHA. OTy
COCTaBISIONIYI0 ymoOHO 3amaBaTh B BHae pana Dypwee. CrydaiiHas COCTAaBIAIONMAS — TayCCOBBIN

e . o . 2
cllyqaiiHblii mpouecc ¢ 3a1aHHON KOppenAuuonHoi pyrkumei Ry (t) = ol (t) .

®daza curnana pa3HOCTHOI>i YaCTOTHI Ha BBIXOAC€ CMECUTECIIA BLIYUCIIACTCA COTJIACHO BBIPAXKCHUA

4 2r; (t : Af
0= 2250+ 0 -0 [1- 252 g SO 1o+ o most ) | @
0

r

c o o
rae Ag = f_ — JUIMHA BOJIHBI 30HAMPYIOLIEr0 CUTHAIA [T HaualbHOM Hecyieit yacToTsl; I (t) —3akon
0

(N

W3MEHEHUS JAIbHOCTH MeXAy (pa3oBbIM neHTpoMm aHTeHHBI PJIC n i -0i1 Toue4HOIl 1ENbIO. 812 —

YaCTOTHO-3aBUCHUMBIN 3JIEMEHT MaTpHIbl paccesHus mnpuemHoro Tpakra PJIC, ompenemnsrommit
KOMITJIEKCHBIM KO3()(DUIIHEHT Nepeaydy 1o aMIUTUTyAe OT IpUeMHOM anTeHHb! K MITY.

3aKOH W3MEHEHUs aMIUTUTYyAbl MPUHUMAEMOIrO CHUTHaJa ¢ YYETOM YacTOTHOW 3aBHCHMOCTH
KO3 UITUCHTOR MEepeIayy 3a1aeTCs B BUJIE

. Af . Af
AD=U; 0|57 | fo+=2mod(,T,) |-[S| fo + =2 mod,T,) |, ®
r r
rae U; — aMmumiryga NpUHMMAaeMOro CHrHana, ompezaenseMas 3(pdexkTuBHONH oTpaxkaromei

noBepxHocThio (DOII) G; TOYeuHOMH IenH, TaTbHOCTBIO 10 HEe M 3aBUCUMOCTSIMH KO3(DPUIMEHTOB
YCUJICHUS Mepe/atoleii 1 MPUEMHOM aHTEHH B HAMPABICHUU HA TOUYCYHYIO [IE)Ib BO BPEMEHH

PGP Gt (0t (1) — o )G G (014 (t) — 0 )20

@R (t)

inp

Ui(t)= , 4)

m m N .
rue Gtrax , G _ koo bUIHEHTH yCHIICHNS TepeNafomiell 1 IPUEMHOH AHTEHHbI; Gy (), Gy (o) —
HopmupoBanHbie [IH nepenatomieil 1 NpuemMHOlH aHTEHH; Y., — KO3(QdUIMEHT cyMMapHBIX MOTEph B

TPaKTax Ha Iepefady M Ha NpPHEM; O — YIJOBOE IOJOXKEHHE TO4YeuHOW uenu; o, (f) yriosoe
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nonoxeHue Makcumyma JIH 1o asumyTy, onpeaensieMoe HaualbHbIM 3HAYCHHEM 0Ly U CKOPOCTBIO V,
CKaHHPOBAHUS 110 a3UMYTY Ol (t) = mod(a,g + VY, t, 27) .

PasnocTs o (t) — 0 B (4) Beruncisiercst B mpezenax [—m, n] .
OTpakeHHBI} CHIHAI OT TOYEYHOM LETH

R (1) = A t)el®. (5)

OTpa)KeHHI)Ie CHUTHAJIBI OT CJIOXKHBIX PaJvOJJIOKAIITMOHHBIX eI U MEIIAIoIIUe OTpaXXCHUA OT
3eMHOM MMOBCPXHOCTU MOACINPYIOTCA B BUAC CYMMBI CUTHAJIOB OT TOYCYHBIX ueneﬁ

N i NMO . H
Fe©=3 A0 1 34 08, e VKO0, ©
i=1 =1

rae Ny — 9HCI0 «ONECTSIMX» TOUYeK B MOJIENU PaJHOIOKALMOHHON LemH; N,  — YHCIO TOYEUHBIX
1eJiel, MMUTHPYIONIMX OTPAXCHHS OT 3eMHOIl moBepxHOCTH; By () — 3aKOH M3MEHEHHMS aMILTUTYIbI
OTPa)XEHHOro curHana s K -oif Oiectsiieil TOUKH 3eMHON MOBEPXHOCTH; 9y — coOcTBeHHas (aza
ko>(urmenta orpakenns ot K -oit Giectsmeii Touky 3eMHOI TOBepXHOCTH; & (t) — KOMIUIEKCHas

orubarorast curaaia ot K -oif GrecTsiiieii TOUKH 3eMHO MOBEPXHOCTH, 00YCIIOBIICHHAS €€ IBUKCHIEM
oA JEHUCTBHUEM BETpa.

Hdnst  dopMupoBaHUS OTPaKEHHOTO CHTHAA OT TPOTHKEHHOW PaIUONOKAIIMOHHON IIEIH
UCIIONIB3YETCS MOJICh B BHJIE COBOKYMHOCTH OJIECTSIIMX TOYEK Ha (GKECTKOM» Kapkace 0e3 ydera
YIpYTruX KoJiebaHui KOHCTpYKUWU. J{i1st aToii Mozenu 3agatoTest koopanHatsl U DOIT GiecTsammx Touek
PaaHOJIOKAIMOHHON LIENIN, KOOPAUHATEI IEHTPa MACC eI U YIIIbI TOBOPOTAa CTPOUTENBHBIX OCEH LIEnn
OTHOCUTENFHO JEKapTOBOW cucTeMe KoopauHaT. PDa3pl KOdPPUIKEHTa OTpaKEHHS OT ONECTALIMX
TOYCK NPUHATHI paBHBIMU HYJIIO. D1H 6J'ICCT}IH_[I/IG TOYKH COBCPUIAOT HE3aBUCUMBIC YIJIOBBIC PBICKAHUA
0 KypCy, KpeHYy U TaHTaXy C 3aJaHHOW KOPPENAINOHHON QyHKIINEH BIIa

R (t)=Dje i cos -, (1)

rae D — mucnepcus yriaoBoro OTKIOHEHHS IO COOTBETCTBYIOLIEMY MapaMerpy; Tj, [j — HapaMeTpsl
(GYHKIMH KOPPEISILINK, ONPEICISIOIINe YaCTOTy KOJeOaHuil U BpeMsl 3aTyXaHHUsI YIJIOBBIX PBICKaHHI,
npudem T =(5...10)tj. [las THOOBBIX a9POAMHAMUYECKHMX PAJIHOTOKAIMOHHBIX IIEIei (CaMOoJIeTOB)
1; =1..5¢cpu /D; = (1...2) anst Kypca u kpena u B 3...5 pa3 ais Tanraxka [5].

brecTsmue TOYKM 3eMHOM MOBEPXHOCTH 33AaF0TCS Ha KOHIICHTPUYECKUX OKPYKHOCTAX (puc. 4)
Aa.
C YTJIOBBIM PacCTOSTHUEM MEXIY TOUYKaMHU Ha KOHIIEHTPUYECKUX OKPYKHOCTIX 80, = M , e Ao —

mupuHa rinasHoro jenectka [IH antenns! PJIC B a3uMyTanpHOM MIIOCKOCTH M PacCTOSHUEM MEXIY
c

OKPYKHOCTSIMA Of = ———,
by (4..6)Af,
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Puc. 4. K paccTaHoBke OJIECTAIINX TOUYEK MIPH PacueTe MEIIAIOMUX OTPAKEHUH OT TOICTHIIAIONIEH TTIOBEPXHOCTH

Taxum 00pa3oM, Ha Kaxabli aneMeHT paspemenust PJIC mo asumyty Oyaet npuxoautscest 10...20
TOYEUYHBIX IIeJIe, YTO JaeT BO3MOXHOCTb aJCKBAaTHO MOJEIUPOBATh (DIyKTyaly MELIaroLIuX
OTpaXeHUH M3-3a BpAIICHUs aHTEHHBI. AHAJIIOTUYHO, Ha KaX bl 2JIEMEHT pa3pelieHus Mo AaIbHOCTH
OyzeT MPHUXOAMTHCS AOCTATOYHOE YHCIO TOYEUHBIX OTpa)kaTesled CcO CIy4alHbIMH HadalbHBIMU
dhazamu.

OddektnBHAA OoTpaxaromas MoBepxXHOCTh (DOII) ToueyHOro oTpakatens MPH HWMHUTAIIAH
OTPa)KEHHOT'0 CUTHAJIA OIpeAeisieTcsl BO popmyiie

~ I’Aerccsw1

-—— 8
Oro N, N, ®)

/e Gy, — yAeIbHas OO0IT 3emHoit moBepxHOCTH; N, N, —9HCIO TOUEUHBIX OTpaxaTeseil Ha STEMEHT

paspemenust PJIC mo pmampHOCTM W a3UMYTy, COOTBETCTBEHHO, TIPH THIIOBBIX 3HAYCHHSAX
N, =1..3;N, =5...10. CoOcTBeHnblc HayanbHble (a3bl KO3PPUIMEHTa OTPaKEHUA OT OJECTALIMX

TOYEK MOJICTUIIAIOIIEN TOBEPXHOCTH ABJAIOTCS PAaBHOMEPHO paclpeieICHHBIMU CITy4alfHbIMU YHCIIaMU
B quanasone [0; 27] .

[IprHMMaeMblli CUTHAM 33J1aJIUM B BUJIE
S(t) =Fyp (1) + Fs () + N (D), ©)

it — TNApasHTHBI CHTHAT TEPeNaTdyMka, MPOCAYMBAIOIIMICA B TNPUEMHHK; N -
e Ryt apas CUTHAIl TepeaaTyHKa OcauMBaroLIniic e N (t

KOMILIEKCHBI TayCCOBCKHU LIYM C PaBHOMEPHOM B Ipelaesax IMOJOChl NPONYCKaHUS IMPUEMHHUKA
CIIEKTPaIbHOMN MIIOTHOCTHEO MOUTHOCTH.
[Tapa3uTHBII cCUrHAN NEPEAATUUKA, TPOCAUNBAIOIINIICS B IPUEMHHUK, 3aaIUM B BUJIE

an (t) = Anp ‘€ j(Pnp ® ; (Pnp (t) =@ (t) — Oy (t - tHp ) J (10)

rae Ay, — aMIUIATYy/a MPOCAYMBAIOLIETOCs CUTHANIA, OPE/elIsieMasi YPOBHEM PasBSI3KU IPUEMHHUKA 1
nepefaTyuka; ty, — BpeMst 3aePiKKH IPOCAYMBAIOLICIOCS CHTHAIA, ONMPEIEIISEMOe IECKTPUICCKOM

JUIMHOM W JIpyTMMH  [lapaMeTpamu aHTeHHO-puaepHoro TtpakTta. CormacHo (9) IiHp ®

HHU3KOYaCTOTHBIN (COTHM [ 1 — etmHMILIBI K] IT) CUTHA C TUIIOBBIM 3HAYE€HUEM aMIUTUTYAbI, CyILIECTBEHHO
(ra 60...80 nb) npeBblmaOIIUM CpeJHEKBAAPATHUECKOE 3HAYEHNE COOCTBEHHBIX IIYMOB IIPHEMHHKA
PJIC.

Pacuer curnana na Berxoge ALl mpoBoguTcs B ciaeayromeM nopsake. [IpuHIMaemMbIil curaan
(8) mpormyckaetcs yepe3 BXOJHOW aHAIOTOBBIM (QMIBTP (HAa BBIXOAE CMECHTENs) — (UIBTP BEPXHUX

qacCToT C HMHynLCHOﬁ XapaKTepHCTHKOﬁ \Y (T) ; 3a CUCT 3TOI0 NPOUCXOAUT CYHICCTBCHHOC ocrna0iieHue

MPOCAYMBAIONIETOCS CUTHANIA U CUTHAJIA OT MOIIHBIX CHUTHAJIOB OT 3€MHOU MOBEPXHOCTH BOJHM3H OT
PJIC; BBIXOAHOW CHUTrHAN yKa3aHHOTO (QWIbTpa OMpPENeNsieTcs HHTETPajoM CBEPTKH (TEXHUYECKH
MHTErpaJl CBEPTKH BBIUUCIISICTCS B IUCKPETHOM BHJIE 0€3 KBAHTOBAHMUS CUI'HAJIA [0 YPOBHIO)

. t . .
Y({)=[S(t)V(t—t)dr; (11)
0
U3 BBIXOHOTO curHana Y (f) MyTeM KBAaHTOBAHHS IO YPOBHIO M pa3JeIeHHs HA MEPUOIbI HOBTOPEHHUS
: 1 ,(m-1
dopmupyercs marpuna Uy = Y +(k=DT, || AMCKPETHBIX OTCYETOB CHIHAJIOB, TJIE

adc S

m=1LM - Homep orcuera B mpenenax nepuoxa mosropenus, M =[T.F]; k — Homep mepuona
noBTopenus; Ayqe — lleHa miamuero paspsua ALIL; Fy — uactora anckpernsamum.
BhlunclieHre BBIXOJHOTO CHTHANA CHCTEMBI 00pPaGOTKM MPOBOAMTCS B CIIELYIOMIEM HOPSIIKE.
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OTcueTsl curHana ajas Kaxaoro Iepruo/ia MOBTOPEHUS YMHOKAIOTCA HAa OTCUETHI Wp,, OKOHHOM
(GYHKUUH TI0 AaTbHOCTH [Tl YMEHBIICHUS YPOBHSI OOKOBBIX JICTIECTKOB OTKIMKOB CUTHAJIOB OT LIeNeil
WM MECTHBIX TIpeaMeToB ¢ 6ombmoi D011 mo ganpHOCTH

Uniy c =UmkWp,,» M=1M. (12)

ITomydennas maTpuia orcyeToB Uy, nomonHsAeTCs HyIAMH TaKUM 00pa3oM, 4TOOBI YHCIIO CTPOK
COOTBETCTBOBAJIO CTETICHU 2.

Bemonnsiercss BHyTpHnepuogHas oopabotka, To ectb BII® mo cromxbmam matpumsr U, c
(GOopMHPOBaHHEM MATPHILI OTCYETOB CIEKTPOB MPUHHMAEMBIX CUTHAJIOB B PAa3HBIX TEPHOAAX
MOBTOPEHUS
Gy =FFT(U,,). (13)

JanpHelimmas 00paboTKa SIBIIIETCS MHOTOKaHAJIBHOH 110 a3UMYTY:
— mis K -ro meprona MOBTOpeHHMs, TO ecTh i MoMeHTa Bpemenu t, =KT, u asumyra

MakcumyMa JIH aHTeHHBI B 3TOT MOMEHT BpeMeHH O, (KT,) u3 marpuusl otueroB crnekrpa Gy

Bplaensaercd L =

L L
CTONIO1OB (MTEPHOIOB IOBTOPEHHMS) C HOMEpaMHu K — Ek + > ; 9T CTOJIOLIBI
a'r

3aHocATcs B Matpuny Gy ;
— CTPOKH 3TOH MaTpHIIbl MO3JIEMEHTHO YMHOXAIOTCS Ha OKOHHYIO (YHKIMIO 1O CKOPOCTH

w,, (=1L;
— BBINONHACTCS AUCKpeTHoe mpeoOpazoBanne Pypve (AIID) nmo crpokam marpuusl Gy u

BBIUHUCIAETCA KBajparel Moxyneil orcuero JIID B pesympTate yero Qopmupyercs matpuna Zy

OTKJIMKOB «JaTbHOCTh — CKOPOCTB» I 33JaHHOTO YTJIIOBOTO HAIIPaBIICHUSI.
OOHnapyxeHue Lenedl u rpy0oe H3MepeHHE YIJIOBOTO IOJIOKEHHUS, NAIBHOCTH M CKOPOCTH
CBOJUTCS K HAXOXKICHHIO JOKAIbHBIX MAKCUMYMOB, IPEBBICUBILINX 3aAaHHBII TOPOT

k,m, ¢ =arg max Z (m, (). (14)
m,(
I[anee HpOBOI[I/ITCSI yTOLIHeHI/Ie yKa3aHHLIX OIICHOK HyTeM aHHpOKCHMaHI/II/I OTKJIMKA B
OerCTHOCTI/I MaKCI/IMyMa.

IIpumep pe3yabTaToB Moaeaupoanus PJIC c HUMH

IIpuBeneHHas BbIle KOMIBIOTEpPHAsE MOAETb peann3oBaHa B MatLab. [Ipumep nomydaemsix npu
MOJIEJTMPOBAHHUHU PE3YyIbTaTOB IPUBEACH Ha PHUC. .

PJIC umena nepuon moBTopeHus 1 mc mpu mupuHe criektpa curfana 150 MI'nm u mmpune
riaBHoro Jienectka 10°. PaguonokammonHas e ¢ DOIT 10 M? Haxomumachk Ha mambHOCTH 1200 M.
3eMHast MOBEPXHOCTh uMmena yaenbHyro DOIT 0,01 mM%/m% OTpakeHus OT 3eMHOM MOBEPXHOCTH
MOJIENUpOBaNICh Ha y4acTke uMHOH 100 wmerpoB. OxoHHas (YHKIUS TIO JalbHOCTH HE
UCIIOJIb30BAIaCh, OKOHHAsI PYHKIMS 110 ckopocTh — Kaiizepa-beccens npu ypoBHe OOKOBBIX JICTIECTKOB
—60 nb. Bua curnama na Beixone BIIO ompenensercs oTpakeHUsIMH OT 3€MHOH HOBEPXHOCTH H
OKOHHOHM 00paboTkol (crazaHue K Kpasm). Ha mosydeHHOM HM300paXKCHHMHM MATPHIIbI «IaJIbHOCTh-
CKOPOCTB» XOPOIIIO BUJEH YYACTOK C OTPAKEHUSIMH OT 36MHOM IMOBEPXHOCTH (CKOPOCTH OKOJIO HYJIS) U
CUTHAJ OT paANOIOKallMOHHOM LIEH.
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Puc. 5. Pe3ynbrarel MOAENIUPOBAHUSA: @ — MAaTPULIA KBaIpaToB MoAyJel oTcueToB Ha Bbixoae BIIO nns Bceit
JATBFHOCTH; 6 — MaTPHIIa OTCUETOB Ha BEIXO/Ie 00pabOTKH B OKHE IO JATFHOCTH OTHOCHTENBHO Henu 400
OTCYETOB

3akiIouyenune

Pa3zpaboranHast KOMITBIOTEPHAS MOJIETh YIUTHIBAET OCHOBHBIE 0cOOeHHOCTH moctpoenus PJIC ¢
HYMMU u moxer OBITH HCIIONB30BaHA IS BHIOOpA PAIMOHAIBHBIX TApaMETPOB M HCCIEIOBAHUS
3¢ deKTUBHOCTH QYHKIMOHUPOBaHUS yKazaHHBIX PJIC B pa3iu4HBIX YCIOBUSIX.

COMPUTER MODEL OF A RADAR STATION WITH CONTINUOUS
FREQUENCY-MODULATED RADIATION

PYAE PHYO HLAING

Abstract. The structure and basic relationships for the mathematical model of a small-sized radar
station with continuous frequency-modulated radiation are developed. Individual modeling results
are presented.

Keywords: mathematical model, radar station, processing algorithm, frequency-modulated radiation,
continuous signal.
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CPABHUTEJBHBIA AHAJIN3 AJITOPUTMOB IIOMEXOYCTOMYHUBOI'O
JEKOJAUPOBAHMUA
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2 — OAO «lleneney, Pecnybnuxka Benapyco

THocmynuna 6 peoakyuro 4 anpens 2025

AHHOTanusl. B craThe paccMaTpHBAIOTCS aIrOPUTMBI IOMEXOYCTOHYMBOTO KOAWPOBAHUS H
nexoxupoBaHus. OIHMcaHbl AITOPUTMBI AByX3TamHoro nekoxuposanust (HD2) m TpexsrtamHoro
nexomupoBanus (HD3), anroputv RCDOS, a Taxke anroputm Repeat st KOJOB ¢ TOBTOPEHHUEM.
[IpoBeneH cpaBHUTEIBHBINH aHAIN3 KOPPEKTHPYIOIIEH CIIOCOOHOCTH 3THX aJTOPUTMOB.

Kniouesvie  cnosa: TOMEXOYCTOHYMBOEC  KOJMPOBAHUE, JBYXMEPHBIH KOX  X3IMMUHTA,
KOPPEKTHPYIOIIast CIOCOOHOCTh, OJIOUHBIC OIIMOKH, aJalTUBHOE ICKOAMPOBAHUE.

BBeaenne

[Ipu mepenave qaHHBIX MO KaHAJIAM CBSI3W HEM30EKHO BO3HUKAIOT OMIMOKHY, BRI3SBAHHBIE TAKUMH
(akTopaMu, KaK IIyM, HICKaXCHUS ¥ ToMeXH. Il UX MUHUMU3AIUU PUMEHSIETCS TIOMEX0YCTOHYNBOE
KOAMPOBAaHHUE, KOTOpPOE IO3BOJSET OOHAPYKMBATh WM HCIPABIATH OIMHOKH 3a CYET J00aBICHUS
npoBepouHoit  wHpopMaruu. CymiecTByeT  MHOXKECTBO  THIIOB — KOAOB,  Pa3IHMYArOIIUXCS
KOPPEKTUPYIOIIEH CITOCOOHOCTHIO, CKOPOCTHIO U BBIYMCIUTENFHON CI0XKHOCTBIO, YTO ONPEACISIeT X
3¢ HEeKTUBHOCTh B KOHKPETHBIX YCIOBHSX dKCIUTyaTauu [1, 2].

OngauM w3 HamOoliee W3BECTHBIX METOMIOB OJIOYHOTO ITOMEXOYCTOWYHBOTO KOJIUPOBAHHS
SBIISIFOTCS KOJBI XAOMMUHTA, TO3BOJISIOIINE HCHPABIATH OJAMHOYHBIE OIMMOKH B KaXIOM OJOKe
nepenaBaeMoii mocienosarenbHocTH. Kitaccnueckuii ko XammuHra (7,4) 03BOJISET HCIIPABIISATH OHY
OIMMOKY Ha KaXKJbIe YeThIpe NH()OPMAITMOHHBIX OWTA, JOMOIHSS UX TPEMS IIPOBEPOYHBIMU OuTamu [3].
Jnst yBenwueHUs KOPPEKTHPYIOIIEH CIIOCOOHOCTH pa3paboTaHbl IBYXMEpPHBIE KOIbI XOMMUHTA,
OCHOBaHHBIE Ha WX OJHOMEPHBIX aHAJOrax, TEOPETHYECKH IO3BOJIIIOIINE HCIPABUTH JO YETHIPEX
CITy4alHBIX OIIMOOK B Kax10M 0Jioke [4]. OHaKo CYIIECTBYIOIINE METOBI ICKOIMPOBAHHUS, TAKAE KaK
neyxotanseiii  (HD2) wu  tpexsramueiii  (HD3), He Bcerga o00ecleynBaOT MaKCHMAIbHYIO
UCTIPABIISIIONIYIO CIIOCOOHOCTH JBYXMEPHOTO KoJa X3MMHHT2, YTO OIPaHMYMBAET UX MPAKTHYECKOE
npumeHenue [3-5].

B paborte paccMaTpUBalOTCS 4YeThIpE alropuTMa JIeKoaupoBaHus: ayxdtanubeii (HD2),
tpexastanubiii (HD3), agantusaeii RCDOS, a Ttaxke amroput™ ¢ moBropennem Repeat. B xome
WCCIIEIOBaHUSI MPOBEEH aHaTu3 S((QEKTUBHOCTH aITOPUTMOB MOMEXOYCTOHUMBOTO KOIAMPOBAHMUSL,
NpoM3Be/lcHa OLEHEHA HX KOPPEKTHPYIOLIEH CIIOCOOHOCTH NpPU Pa3IMYHBIX YCJIOBUSX Iepeaadu
JTAHHBIX.

AJITOPHUTM JABYX3TANHOTr0 Aekoauposanusi HD2

JByxartanHoe nexoauposanue (2 stage Hamming Decoder, HD2) nByxMepHOro kojma X3MMHHTA
HpEJICTaBIsIeT cO00il MocieoBaTeIbHYI0 00pabOTKy OIIMOOK, pa3/eeHHYI0 Ha JBa dTara: aHaju3
CTPOK KOJIOBOW MAaTPHIIBI U aHAJIH3 CTOJIOIOB. DTOT AITOPUTM OCHOBAH Ha BBIYMCICHUH CHHIPOMOB
CTPOK ¥ CTOJIOIIOB, YTO MO3BOJISET JIOKATM30BATh OIIHOOYHBIC OUTHI U BBIMIOJHUTH UX HUCIIPABICHHE.
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Ha mepBom aTare 1eK0IUpOBaHHUS BEIUHCIISIOTCS CHHIPOMBI CTPOK, KOTOPBIC HCTIONB3YIOTCS ISt
OoOHapyKEeHHs MO3WIMH ONMIMOOYHBIX CHMBOJIOB BHYTPH CTPOK KOJOBOW MaTpuIlbl. [IpoBepoduHas
MaTpuiia XS5MMHHTA TIOMOTaeT KOHTPOJMPOBATH IIEOCTHOCTh JAaHHBIX, & CHHAPOMBI TO3BOJSIOT
BBISIBUTH OTKJIOHCHUSI OT KOPPEKTHOT'0 KOIOBOTr0 ciioBa. [lociie aHamm3a CTpOK BBIOTHSIETCS KOPPEKIIHST
00HApYKEHHBIX OIIMOOK, B pe3yJIbTaTe 4Yero GopMHUPYETCS MPOMEXYTOUHAS JIEKOAUPYyeMasl MaTPHIIA.

Ha BTOpOM 3Tarie BBITIONTHSIOTCS aHATOTUYHBIC ONIEPAIMH JIJISI CTOJIOIOB KOJAOBOW MATPHIIBI, YTO
MO3BOJISIET JIOTIOJIHMTENIFHO BBISIBUTH OLIMOKH, HECKOPPEKTHPOBAaHHBIC HAa IEPBOM dTare. Takum
00pa3oM, K KOHILy 00pa0oTKu (JOPMUpPYETCS OKOHYATEIbHAS MaTpHIla, COACpIKAIIas UCIPABICHHBIC
naHHeIe [6].

HecMmotpst Ha 3¢ (eKTHBHOCTD IBYXATAITHOTO ajrOPUTMa, €r0 KOPPEKTHPYIOIIas CIIOCOOHOCTh
OrpaHMYEHA W HE IMO3BOJISICT HCIPABIISATH BCE BO3MOYKHBIC KOMOMHALMHM OLIMOOK, OMPEICIICHHBIC
KOHCTPYKTHBHBIM KOJIOBBIM PACCTOSHHEM JBYXMEPHOTO KOJa X3MMHUHTa. B 4acTHOCTH, CYIIECTBYIOT
BapUAHTHI YETHIPEXKPATHBIX OMIMOOK, KOTOPBIC JJAHHBIN aNrOPUTM HE MOXKET YCTPAHHTh, YTO CHAXKAET
€ro aJanTHBHOCTH MPU BBICOKOM YPOBHE MoMeX. B cBsi3u ¢ 3TuM 1u1s moBbIeHUs 3 dexTuBHOCTH
KOJIMPOBAaHMsI HCIIOJB3YIOTCS  YCOBEPIICHCTBOBAHHBIC ~AJITOPUTMBI, TaKHe KaKk TPEXITAIHOE
nexonupoanue (HD3), a Takke aganTUBHBIC AITOPHTMBI, OOCCIIEUMBAIONIME TMOBBIIICHHYIO
UCTIPABJISIONIYIO CIIOCOOHOCTh M MUHUMH3AIHIO YPOBHS OJOYHBIX OMINOOK.

AJITOpPUTM TPEX3TANMHOr0 JekoaupoBanus HD3

TpexaramHoe nexonupoBanue (3 stage Hamming Decoder, HD3) neyxmeproro xoma XaMMuHTa
IpeAcTaBisieT co00il paciIpeHne IBYX3TaHOTO ajrOpUTMa, BKIIOYAOIEe JOTIOJHUTEIbHBIA aHATTN3
KOJIOBOW MaTpHIIBI Ha TPETHEM ATaIle, YTO MMO3BOJISIET TOBBICUTH KOPPEKTUPYIOIILYIO CIOCOOHOCTD.

Ha mnepBoM 3Tame BBINONHSETCS aQHAIN3 CHHAPOMOB CTPOK (QHAIOTMYHO TpOLECCy IpU
JIBYX3TallHOM JieKoxupoBanun). [IpoBepoynas mMaTpuiia X3MMHHra HCIOJB3YETCS Ul BBISBICHUS
OIMMOOYHBIX CHMBOJIOB, MTOCJIE YETO BBIMOJHACTCS MX KOPPEKTUPOBKA, (GOPMHUPYETCS MPOMEKYTOUHAS
Martpuia. Ha BTOPOM 3TaIe€ npoOBOAUTCSA aHAJIOTUYHBIN mpouecc ajisd CTOJI6HOB, YTO IIO3BOJISIET BhIABUTH
U HUCIPaBUTh OLIMOKM, HE yCTpaHCHHble Ha IepBoM Jtame. Ha Tperbem sTame ocymiecTBisieTcs
I[OHOHHHTCJII)HI)Iﬁ aHaJIN3 MCIPABJICHHBIX NAHHBIX, KOTOprP'I IMMO3BOJISCT JIOKAJIM30BATH U YCTPAHUTH
CIIOKHBIE CIy4ad paclpeieieHus] OMMOOK. DTOT 3Tall WrpaeT KIIOYEBYI) POJIb B YBEIUYCHUU
KOPPEKTHPYIOIIEH CHOCOOHOCTH alrOpuTMa, MO3BOJISISI MCIPAaBUTh OMIMOKH, HE 0O0paboTaHHBIE Ha
npeabIayIux sranax [6].

Takum 00pa3om, TpexdTalHOE JISKOJUPOBaHUE SIBISIETCSl YCOBEPIIEHCTBOBaHHOM Bepcueit HD2,
oOecnieunBaronieid 0osiee BBICOKYIO KOPPEKTHPYIOLIYIO CIIOCOOHOCTH, YTO MPUBOJIUT K CHIKECHUIO
BEPOSITHOCTU TMOSIBIIEHHUsI OMIMOOK Ha BBIXOJE NEKoZepa, 4To jAenaeT ero Oonee 3¢pQEeKTHBHBIM B
YCIIOBHUSIX BBICOKOM 3allyMJICHHOCTH KaHaJa.

Aaroputm aexoaupoBanusi RCDOS

Anroputm  RCDOS mpencrasisier co0oil  TpexsTamHOEe HWTEpaTHBHOE JEKOIMPOBAHHE C
JKECTKMMHU MPaBUIaMU IPUHSITHUS PELICHUH, BKIIOYAIOIIEe ONepalio CTUPaHUs OIIMOOK U IPOLEaypy
BHIOOpa ONTUMANIBHOM CTpaTeruy JeKoAupoBaHus. KiroueBoe oTiinire TJaHHOTO alropuT™Ma OT JPYTUX
3aKJII0YAeTCsl B NMPOBEACHUM JOIOJHUTEIBHOTO 3Talla aHajiM3a OIIMOOK Iepell HEelmoCpPEeACTBEHHBIM
JEKOJUPOBAHUEM.

B mporiecce paboThl aNrOpUTM THapayiebHO BBIYUCISET CHHAPOMBI CTPOK M CTOJIOIIOB
MOJTy4YEHHOTO KOJIOBOTO CiIoBa. Eciu B CTpoke miiu cTOJIOIE MPOH30IUIa OMNOKa, CHHAPOM JaHHOM
CTPOKH WJIM CTOJOIa HE PaBEH HYJIEBOMY BEKTOPY, YTO MO3BOJISIET MACHTU(QHUINUPOBATH OMIMOOUHBIE
no3uuy. OmrOky QUKCUPYIOTCS B PETHCTPaX CTPOK M CTOJIOIIOB, Ile €AMHUYHOE 3HAUCHHE YKA3hIBACT
Ha HaJW4Ue OIMMOKH, a HyJeBOE — Ha ee¢ oTCyTcTBHE. CpaBHEHHE OOIIET0 KOJIMYECTBa ONTHOOYHBIX
CTPOK U CTOJIOLIOB IMO3BOJISIET ONPEACTUTh CTPATETHIO AEKOANPOBAHMUS, YTO HA3BIBAETCS MPOLETYPOi
MIPUHATHUS PELICHMS.

ITocnie 3TOrO BBHIMONHSIETCS TPEXITAMHOE NEKOIMPOBAHUE, CTPATETHSI KOTOPOTO OMPEAEISETCS
pacrpeneneHueM omuOOK. Ecny xomuuecTBo OmMOOYHBIX CTPOK OOJbIIE KOJMYECTBA OMIMOOYHBIX
CTOJIOLIOB, TPHMEHSETCS CTPOKOBO-CTOJOLIOBO-CTPOKOBOE JIeKOAMpOBaHUE. Eciam KOIM4ecTBO
OIMMOOYHBIX CTPOK MEHBIIE, HCIOJB3YETCsS CTOIOI0BO-CTPOKOBO-CTOJNIOIOBOE JI€KOAMpOBaHKE. B

99



Cllyyae paBEHCTBA KOJIUYECTBAa OIIMOOK B CTPOKAX M CTOJOLIAX BBHIMOJIHACTCS OMEpalusi CTUPAaHUs
OmMOOK, 3aTeM BBHINONHIAETCS CTPOKOBOE [EKOAWPOBAaHWE, B pE3ylbTaTe UYero IOIyqdaeTcs
HCTIPABJICHHBIN KOJI.

Ha 3aBepiuaromieM 3tarne omMOKK CTUPAIOTCS B TE€X MO3HMLUAX, T CTPOKOBBIA M CTOIOLOBBIN
PETHUCTPBI OIHOBPEMEHHO COAEPIKAT EIWHUIIBI, MOCTEe Yero BBIMONHSAETCS (HHAIBHOE CTPOKOBOE
Iexoaupoanue [6].

Pesynbratel  uccriemoBanuii mokaszanm, urto anroput™M RCDOS  obecneunBaer Oonee
3¢ deKTUBHOE HCITPABIICHHE OIIMOOK 10 CPABHEHHUIO C ABYXITAIHBIM U TPEXITAIHBIM JIEKOTUPOBAHUEM.
OH MO3BOJIIET YCTPAaHUTh BCE OMIMOKW, KpaTHBIE ITOJIOBUHE MHUHHMAIFHOTO PACCTOSHUS KOJIa
XSMMUHTa, a TaKKe 3HAYMTENbHOE YHCIIO OIMHUOOK, MPEBBIMIAIOIINX 3TOT MOpor. TakuM obOpa3om,
AITOPUTM JIEMOHCTPHUPYET MPEBOCXOJICTBO HaJ M3BECTHBIMH aIrOPUTMaMH, Npeasiaras yIydlieHHYIO
KOPPEKTUPYIOIIYIO CITIOCOOHOCTh M aJJallTHBHYIO 00pa0OTKy OMNOOK, YTO AETAeT €ro MePCIeKTHBHBIM
BapHAHTOM ]ISl IPUMEHEHHUS B CHCTEMaXx Mepe/layn JaHHbIX.

Konek momexoycroiiunBoro koaupoanus Repeat

Peanu3oBaH noMex0ycTONYMBBIA KOJEK, OCHOBAHHBIM HA MHOTOKPaTHOM ITIOBTOPEHUYU UCXOAHOM
MHQOPMALMK C €€ MOCIEeIYIOUIMM BOCCTAHOBJIEHHEM C HCIIOJIb30BAaHMEM CTaTHCTHYECKOIO aHaIn3a
YaCcTOTHl CHMBOJIOB. BMeCTO TpaJMIIMOHHON KOJIOBOM MaTpHILIBI MPUMEHSIETCS CTPOKa IIHHOW 16 OuT,
KOTOpasi HE IOJBEPracrcs KIACCUYECKOMY KOIAUPOBAHHUIO XOSMMHHIA, A IIOBTOPSETCS TPHXKIBL,
dbopMupysl pacIIUPEeHHYI0 TOCIEeNOBAaTeNbHOCTh uHOW 48 Omr. Takodl MOAXOH TOBBIIMIAET
YCTOMYMBOCTh JAHHBIX K OIIMOKaM, IIOCKOJIBKY BEPOATHOCTh KOPPEKTHOTO BOCCTAHOBJICHHUS
WHQOPMaIK YBEJTMYMBACTCS 3a CUET aHAIN3a TIOBTOPOB.

Ha sTame nexogupoBaHus BBINOJHSETCS HACHTH(HKAIMS Hanbojee 4acTO BCTPEYAIOIIETOCS
OMTOBOI0O 3HAUEHUS CPEAH TPEX MOBTOPOB JUIS KAXKIOH NO3ULUH UCXOAHOH cTpoku. [lomydenHas mocie
nepenaun 48-OuTHas MOCIIE0BATEILHOCTh AHATU3UPYETCS TaKUM 00pa3oM, YTO JUIS KaXJOoro OuTa
ONPENENACTCS JIOMUHUPYIOIIEE 3HAYEHUE Cpeau TpeX MMEIOIIUXCS BapUaHTOB, I0O3BOJIAA
CKOPPEKTUPOBATh BO3MOXKHBIE HCKAYKEHUS TaHHBIX.

CpaBHeHne H aHAJIU3

B xome wccienoBaHWs TpoBelcHA  OleHKAa  A(PQPEKTHBHOCTH  YETBIPEX  allTOPUTMOB
JIEKOIMPOBAHWs, BKITIOYast IByXdTarmHoe aekoaupoanue (HD2), TpexstanHoe aexoqupoanue (HD3),
amroputM  RCDOS, a Ttakxe anroput™m Repeat. AHanu3 npoBoauics B YCIOBUSIX OWHApHOTO
CUMMETPHUYHOTO KaHajla C KOHTPOJMPYEMBIMU IapaMeTpamH, MOIEIUPYIOIIMMH BEPOSTHOCTh
MOSIBIICHUS OITUOOK. JIJIs1 Ka)XI0T0 aJIrOpPUTMa ONpe/IeNieHbl 3HAUYSHHSI BEPOSITHOCTH OJIOYHBIX OIIMOOK
PBE(HD2), PBE(HD3), PBE(RCDOS), PBE(Repeat), uTo mM03BOJSIET OIEHUTh HX CIHOCOOHOCTHh K
WCIPABIECHUIO ¥ MUHUMH3AINH NCKAKEHHUH JaHHbIX.

Ha puc. 1 mpencrasieHa 3aBHCUMOCTD BEPOSITHOCTH OJIOUHBIX OLIMOOK Ha BHIXOJIE JeKoaepa B
YCIIOBUSIX OMHAPHOTO CHMMETPUYHOTO KaHala. ['paduk eMOHCTpHUpYET, YTO MydIllne Pe3ybTaThl 110
CHIDKCHHMIO BEPOSITHOCTH OJIOYHBIX OMMOOK mokaspiBaeT anroputM RCDOS, 3a Hum crienyer
TpexatanHoe aexoaupoBanue (HD3), nanee aByxsramuoe aexonupoBanue (HD2), a mpemioxeHHBIH
anroput™ Repeat neMoHCTprpyeT HauOOIBITNI YPOBEHH OIMIMOOK CPEIH BCEX JIEKOIEPOB.
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Puc. 1. BepOfITHOCTL OJIOYHBIX OIIMOOK B 3aBHCUMOCTH OT aJropurMa JCKOJUPOBaHUA

Takum o00pa3oM, pe3yibTaThl HCCIEAOBaHUS Tokazamu, 4ro anroputM RCDOS sBusercs
Haubosee A3PPEKTUBHBIM CPEIU MPEACTABICHHBIX AJITOPUTMOB JICKOIUPOBAHYSL.

3akiIouyeHne

Pesynprarer mokazanu, uro anroputM RCDOS ob6nanaeT HaMeHbIIeH BEpOSTHOCTHIO OIOYHBIX
ommnOO0K, 3HAYUTEILHO MTPEBOCXOIS1 OCTANBHBIC aNrOpUTMBL. Anroput™ HD3 neMoHCTpHUpYET BBICOKYIO
KOPPEKTUPYIOILYIO CIIOCOOHOCTH, yeTynas Toinbko RCDOS. Anroputm HD2 moka3seiBaeT cTabHiIbsHOE
WCTIpaBIIeHHE OINOOK, HO ¢ O0Jiee BEICOKOHM BEPOSITHOCTHIO OJIOYHBIX TIOTEPD.

AnroputMm Repeat st nekonupoBaHus IOMEX0YCTOWYHBBIX KOIOB C TOBTOPEHUEM, HECMOTPSI Ha
MPOCTOTY, MPOAEMOHCTPUPOBA OTPAHUYEHHYIO KOPPEKTHUPYIOIIYIO CIIOCOOHOCTb, YCTyNas BCEM
pPaccMOTpPEHHBIM anropuTMaMm. TakuMm o00pa3oM, NPOBEICHHBIE MCCIEOOBAHUS MHOATBEPANIN
3¢ (EeKTUBHOCTD anropuTMa aganTuBHOro nekoaupoanns RCDOS.

COMPARATIVE ANALYSIS OF NOISE-RESISTANT DECODING ALGORITHMS

A.S. VABISHCHEVICH, A.D. VASIUTICH, A.V. KURILOVICH, J. MA, X.H. REN,
V.Yu. TSVIATKOU

Abstract. The article discusses noise-resistant encoding and decoding algorithms. The algorithms
of two-stage decoding (HD2) and three-stage decoding (HD3), the RCDOS algorithm, as well as the
Repeat algorithm for codes with repetition are described. A comparative analysis of the corrective
ability of these algorithms has been carried out.

Keywords: noise-resistant coding, two-dimensional Hamming code, correction ability, block errors,
adaptive decoding.
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ADAPTIVE TIME SYNCHRONOUS MOVING AVERAGE
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Abstract. Methane is a potent greenhouse gas originating from both natural and anthropogenic
sources. Detecting and quantifying methane emissions is crucial for environmental protection and
industrial safety. This paper presents a software application designed for methane gas detection and
concentration estimation based on an adaptive time synchronous moving average (ATSMA)
algorithm. The software integrates signal classification, preprocessing, and estimation of methane
concentration using absorption pulse parameters. The proposed ATSMA algorithm enhances signal
periodicity while effectively reducing noise, leveraging the zero—crossing rate (ZCR) property to
optimize averaging cycles. The processing workflow involves multiple steps, including
initialization, gas classification, ATSMA filtering, multiband decomposition and absorption pulse
estimation. The graphical interface provides signal visualization in both time and frequency
domains, displaying key methane parameters such as spectral harmonic ratios and absorption pulse
characteristics.

Keywords: Methane detection, ATSMA algorithm, zero—crossing rate, signal processing, absorption
pulse, environmental monitoring.

Introduction

Methane, a potent greenhouse gas, originates from diverse sources, encompassing both human
activities and natural processes. Biogenic decay in wetlands and forests, as well as the organic waste
decomposition in landfills [1], significantly contribute to methane emissions. In agriculture, livestock
farming activities, particularly the digestion processes of animals such as cows, contribute to methane
production. Land cultivation and water usage in agriculture also play a crucial role in methane
generation. The extraction and transportation of fossil fuels, along with processes like coal production
and natural gas utilization, represent additional sources of methane emissions. Even forest fires
contribute to the escalation of methane levels as carbon from burning vegetation undergoes
decomposition.

The application for detecting methane leaks in pipelines is a promising endeavor in the fields of
environmental monitoring and energy safety. This approach offers notable advantages, including the
rapid and efficient coverage of large areas, leading to time and cost savings compared to traditional
methods [2, 3]. In addition, methane detection is also used in medical diagnostics to assess gut bacterial
imbalances [4]. To mitigate the greenhouse effect and ensure safety, identifying leaks and monitoring
methane concentrations are urgent tasks.

This paper presents software designed to classify and detect signals containing methane while
also analyzing and visualizing each step in the methane concentration estimation process. In software
management, it is divided into four components (Figure 1): user interface, sequential processing,
managing global variables and displaying information. The user interface is designed the QT Designer,
a powerful graphical tool integrated with the Qt5 library, renowned for its robustness and versatility in
creating cross—platform applications with seemingly appealing interfaces. This synergistic combination
allows for the seamless design and implementation of intuitive interfaces tailored to the specific
requirements of the project.
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The sequential processing comprises seven steps: initialization, gas detection and classification,
adaptive time synchronous moving average (ATSMA), multiband decomposition, pulse signal fusion
rule, pulse fusion rule and estimation of absorption pulse parameters. Each step will utilize input
variables and global variables from the preceding step.

The outcomes of each process are stored in distinct variables to streamline processing and
facilitate the implementation of the back function. Following computation, the display variable is
promptly updated to reflect the results.

The software interface (Figure 4) includes 3 parts: input information, graph display and output
signal information. In Graph area displays each signal is displayed in two formats: time domain and
frequency domain. The window “Information of signal” displays basic signal information and methane
parameters. Basic signal information: length of signal, base frequency and sampling frequency. Methane
parameters include spectral harmonic ratio features, absorption pulse parameters and estimated methane
concentration.

The spectral harmonic ratio features include: root—-mean-—square base harmonic ratio (RMSBHR),
even-to—odd harmonic ratio (EOHR), normalized spectral harmonic complexity (CH), spectral centroid
(SC), harmonic noise ratio (HNR), HNR before adaptive time synchronous moving average (ATSMA)
and HNR after ATSMA. Absorption pulse parameters: amplitude absorption pulse, area under
absorption pulse, time—amplitude centroid area and frequency—amplitude centroid area. Methane
concentration estimated according to amplitude absorption pulse, area under absorption pulse, time—
amplitude centroid area, frequency—amplitude centroid area.
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Figure 1. Software architecture diagram

An adaptive time synchronous moving average of the measured absorption signal

The time domain synchronous average (TSA) and the moving average (MA) are most commonly
used average techniques in engineering [5, 6, 7]. TSA has the advantage at periodic signal detection by
noise depressing and asynchronous signal components. The MA is effective to remove noises while
keeping signal periodicity. However, the TSA signal is not periodic as measurement signal, and signal
spectrum resolution degrades seriously, meanwhile, the MA filters out high—frequency signal
components of interests. Time synchronous moving average (TSMA) method (Figure 2) combines the
advantages of the above two methods keeping signal periodicity and high frequency signal components
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[8]. The TSMA operates by averaging over M neighboring cycles of the measured signal, which has a
total of N cycles.
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Figure 2. lllustration of time synchronous moving average (TSMA) algorithm

In [8] authors considered the TSMA filter to be optimal when the filtered signal had balance
between spectrum resolution and noise gain. However, in this problem we are more interested in the
periodicity of the signal. Because the methane concentration is constant over time, the received signal
is theoretically characterized by periodicity.

Zero—crossing rate (ZCR) is a feature commonly used in signal processing to assess the
periodicity of a signal [9, 10]. The ZCR can be defined as the number of crossing the signal the zero
axis within a specific time frame (window). ZCR can be interpreted as a measure of the noisiness of a
signal as ZCR values are higher for the noisy portions of the signal.

The block diagram of the proposed ATSMA algorithm based on the proposed model of the
absorption signal, moving average and ZCR property is shown in Figure 3.

Set initial parameters: M

\:

Time synchronous moving
average filter

V:

Calculate ZCR

Optimal denoising
achieved

Denoised signal

Figure 3. Block diagram of adaptive time synchronous moving average algorithm

The initial number of neighboring cycles M e(1,N,) should be set during the first iteration, and

then incremented after each subsequent iteration. To stop the iterative process of the algorithm is needed
the termination criterion. The stopping criterion is determined by the interrelation between the number
of time samples N, the time cycle samples N, the total cycles N, and the processed neighboring cycles
M, Of the absorption signal. This approach is likely suitable for signals with periodic components,
and the effectiveness of the denoising process is determined by the stability of the zero—crossing rate.
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The choice of the optimal averaging times would then be based on finding a balance between denoising
effectiveness and time complexity.

Application for methane gas detection and measurement

This section introduces a software application developed for methane gas detection and
concentration measurement, utilizing an adaptive time synchronous moving average (ATSMA)
algorithm. The software interface is presented in Figure 4.
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Figure 4. Main window of the methane gas analysis application

The main window of the methane gas analysis application (Figure 4) provides an intuitive
interface for users to load, process and analyze methane signal. The following steps outline the initial
workflow for interacting with the software:

1. Click the "Open file" button to open a new signal.

2. After pressing the open file button, a window appears to select the signal file to open.

3. For files containing many signals, after selecting, a window will appear asking to select the
type of signal you want to process.

4. Enter input parameters: base frequency (Hz), sampling frequency, analyzed window length and
type normalization. Click "Classify" button to classify and detect methane signals. After completion a
window appears indicating the type of signal. Click "OK" button to continue.

5. Enter information about M neighboring cycles (averaging time), then click "Next" button to
start the time synchronous moving average (TSMA) process. Then on the graph window appears the
signal after TSMA and its amplitude spectrum.

6. Enter input parameters for multiband decomposition: K subband, order of filter and bandwidth
of filter. Click "Next" button to run multiband decomposition of an adaptive average absorption signal.

7. Click "Next" to continue, on the graph shows absorption signal and amplitude spectrum of it.

8. Enter input parameters for pulse fusion rule: band width of pulse and calibration. Click "Next"
to continue, on the graph shows absorption pulse signal and amplitude spectrum of it.

9. Select laser output power and then click "Next" to final step. Conclude absorption pulse
parameters and methane concentration are obtained show on information window of signal (Figure 5).
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Figure 5. Absorption pulse parameters and methane concentration

Conclusion

Methane detection and concentration estimation are essential for environmental protection,
industrial safety, and medical applications. This paper introduced a software application utilizing the
adaptive time synchronous moving average (ATSMA) algorithm to estimate the accuracy of methane
signal classification and concentration estimation. The ATSMA method effectively suppresses noise
while preserving signal periodicity by incorporating the zero—crossing rate (ZCR) as a stability criterion.

The developed system offers a comprehensive solution with a structured processing pipeline,
including signal classification, adaptive filtering, multiband decomposition, and absorption pulse
parameter estimation. The user—friendly interface enables visualization of signal characteristics in both
time and frequency domains, providing valuable insights into methane signal properties.

This approach can be applied in various fields, including environmental monitoring, industrial
leak detection and medical diagnostics.
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COCTOSTHUE M NEPCNEKTUBBI UCIIOJIb30BAHUSA BJIOKYEWH B
3JEKTPOHHON MEJIUIIVHE

B.A. BULIIHAKOB, M.O. KALIKO

Benopycckuii eocyoapcmeennblii ynusepcumem ungopmamuxu u paouodnekmponuku, Pecnybnuxa Benapyce

Hocmynuna 6 peoaxyuro 31 mapma 2025

AHHOTanus. B nokmane mpoaHanM3MpoOBaHO TEKYIEE COCTOSHHAE W NMEPCHEKTUBBI NPUMEHEHUS
Onok4eliHa B 3JIEKTPOHHON MeanIuHE. PaccMOTpeHBI MaTeMaTHdecKas MOJAENN U CTPYKTYpH,
JeXalue B OCHOBE TEXHOJIOTMH OnoK4eiH. OneHEeHBl NEpCIeKTHBBI Pa3BUTHA OJOKYEHH-
TEXHOJIOTHH B chepe MeauiHel 1t Pecrybnuka benapyce.

Kniouesvie cnosa: ONOKYEIH, BIEKTPOHHAS MEIMIMHA, SJIEKTPOHHBIE MEAUIMHCKUE KapThl,
KOHTPOJIb TOCTABOK JICKAPCTB.

BBeaenne

CoBpemeHHas 3J1eKTpoHHas MenuimHa (e-health) cramkmBaercs ¢ mpobiemamu Oe3omacHOCTH
JaHHBIX, OTCYTCTBUCM OOBECPHUA MCKAY YUaCTHUKAMU CUCTEMBI U CJIOKHOCTLIO obMeHa MCI[HHHHCKOﬁ
uHpopMmareit.  biok4elH-TexHoJOTUs, Ojaromaps CBOCH  JICICHTPAJIM30BAHHOW  MPHPOJIE,
KpunTorpadhuyeckor 3amuTe ¥ HEU3MEHSEMOCTH JaHHBIX, MpeajiaraeT pemeHus 3Tux npodiem [1].
BHenpeHnue OyokyeiiHa B MEAMIIMHY IO3BOJISCT OOECHEUUTH IEIOCTHOCTh MEIMIIMHCKHUX 3alluCceH,
6630HaCHLII71 oOMeH OJaHHBIMHU MCXKIY YUYPCKIACHUAMHU W IMAaUMCHTAMH, a TaKKC aBTOMAaTHU3allHUIO
MPOLIECCOB Yepe3 CMapT-KOHTPAKTHI.

Llens naHHOW CTaTbU — MPOAHAIN3UPOBATH TEKYILEE COCTOSIHWE W MEPCIEKTHUBBI MPUMEHEHHMS
OJloK4eiiHa B 2JIEKTPOHHON MEJMIIMHE, PACCMOTPETh MaTEMAaTHIECKHE MOJICIH M CTPYKTYPBI, JIe)KaIue
B OCHOBE 3TOM TEXHOJIOTUH, & TAKXKE MIPEJIOKUTH BO3MOXKHBIE HAIIPABICHUS PA3BUTHSL.

Ipumenenue 6;10Kkueiina B e-health

biiokueliH B MEIUITMHE UCITIOJIB3YETCS B CIICIYIOIIUX HAITPABJICHUSX:

— yIpaBJieHHE SJeKTPOHHBIMU MenuimHckumu Kaptamu (OMK) — obecneunBaer Ge3omnacHoe
XpaHEHUE | Mepeady TaHHBIX MEeXAy OONbHHUIIAMH, Bpa4aMHy U TTaliueHTamu [2];

— KOHTPOJIb IIEMOYKH IMOCTABOK JICKAPCTB — MPEIOTBPAIIACT MOAACIKY MEAUKAMEHTOB [3];

— TeJIeMEIUIIMHA — 3aIUINACT JaHHBIC TTAIMEHTOB MPH yIaJCHHBIX KOHCYIbTausixX [4];

— WCCIICIOBAHMS M KJIMHHUYECKUE UCTIBITAHKUS — TapaHTUPYET JOCTOBEPHOCTH AaHHbIX [5].

[IpenmyiecTBa: IeNeHTpAIN3ANNS U YCTOMUYUBOCTD K B3JIOMY; MTPO3PAYHOCTh U ayIUPYEMOCTh
TpaH3aKIMi; aBTOMAaTH3alMsg  4Yepe3  CMapT-KOHTPakThl.  [IpoOiembl:  MacmTaOUpPyeMoCTh
(orpanMyeHHasi MPOIYCKHas crnocoOHOCTh); peryisitopHble Oapsepsl (GDPR, HIPAA); Bbicokue
BBIYMCITUTEIIHHBIE 3aTPATHI.

st pyHKkupoHMpOBaHHUS OJNOKUYEHH-TIAaTGOPMBI TpeOyeTcsl (GOPMHUPOBAHHE CHUCTEMBI CMapT-
KOHTPAaKTOB C CIWHUYHBIM H/WJIM TIOCTOSHHBIM JOCTYIIOM, 3aMbIKAaIOIICHCs Ha MalMeHTe, Kak
UCTOYHWKE OOJIBIIOr0 MaccuBa JaHHBIX. JlanmpHeiimmee pasButHe (QyHKIMOHATA [U(GPOBOI
TpaHchOpMaLUd MEIUIMHCKOTO OOCIYKHMBaHMS OCHOBAHO Ha 3aK/IIOYCHHH CMapT-KOHTPAKTOB C
PasIMIHBIMU CYOBEKTAMU PHIHKA METUIIMHCKUX yCiIyT [6].

Buenpenne OnokueitHa B mporecc 00OpaOOTKM 3asBICHHN Ha MEAWIIMHCKOE CTpPaXOBaHHUE
MPUBOJAUT K IIOBBIIICHHIO MPO3PAYHOCTH, POCTY OS(PO(OEKTHBHOCTH U CHIDKEHUIO CIydacB
MotneHHuuecTBa. Hampumep, komnanus MetLife ucrnonp3yer 00KueiH isi ONTUMHU3ALIMHU Mpoliecca

107



00pabOTKH CTPaxOBBIX BBILIAT IO CTPAXOBAHHIO JKM3HH, COKpaiias BpeMsi 0OpabOTKH 3ampocoB
KJIHEHTOB [7].

MaTtemMaTH4ecKHe MOAEJTH

brnokueitn onupaercs Ha: xem-¢ynkimn (SHA-256, Keccak) — obecneurBaroT 11€I0CTHOCTD
naHHbix; anroputMbl koHcencyca (Proof of Work, Proof of Stake, PBFT) — rapantupyrot
COTJIAaCOBAHHOCTb JIAHHBIX B CETH.

Mopenb 6e30macHOCTH MOXKET OBITH OIMMCaHa Yepe3 BeposiTHOCTh aTaku 51 % [8]:

Pattack ~ (pq) z,

rjie ( — MOIIHOCTh ATaKyOIIETr0, P — MOIIHOCTh CETH, Z — KOJIMYECTBO MOATBEPKICHHUIA.

B MeauIMHCKUX OJIOKYEeHH-CHCTEMaX MPUMEHSIOTCS alnropuT™Mbl KoHceHcyca: Proof of Authority
(POA) — mms GeicTpoii Bamupanuu TpaHsakimii (mogxoxut mis EHR — Electronic Health Records);
Delegated Proof of Stake (DP0S) — 6ananc Mexay CKOPOCTBIO U JelieHTpanu3aiiei [9].

Mopnens 0€30IacCHOCTH MOKET OBITH OTIHCaHa KakK:

Security =1+e —""9,

rae N — uucio Hom, K — kosddurirent yeroitunBoctu, NO — mopor 6e30macHOCTH.
B pa6ore [10] npuBenena 0000IIeHHAS MOJICITH JJIs B BUJIE:

My = {M

mic

cehr ? Mcct’ 'vldma,'vlcbi,lvI rpm } ’

rie Mcenr — ympaBieHHE 3JEKTPOHHBIME MEIWIMHCKUMH KapTamu;, Mt — ynpaBieHHe LenovYKaMu
MOCTaBOK JIGKAapCTB © 0Ooprba ¢ koHTpadakToM; Mdma — aHaIM3 MEIUIMHCKUX JIaHHBIX;
Mcbi — IpOBEICHUE KJIMHHYECKAX U OMOMETUIIMHCKUX HCCIICA0BAHMIA; Mrpm — yIaleHHBI MOHUTOPUHT
HaIKeHTOB.

KOHTpOJ'Ib HEMOYKH MOCTABOK JIEKAPCTB, KIMHUYE€CKUX HCNbITAHUH

ITocTaBky MOANENBHBIX MEIUIMHCKUX NPENapaToB U 000pyHOBaHUS — Cepbe3Has mpobiema B
cucTeMme 3japaBooxpaHeHus. it OOphObI 3THM MOXHO HUCIOJIb30BaTh OJOKUYEHH JjIsi oOecreueHus
KOHTPOJISI ~ TOJJMHHOCTH  MEJIUKAMEHTOB, OTCJIEXKHBAas HMX OT MecTa  [POHCXOXKICHHS.
dapmaneBtrueckue komnanuu Pfizer, Amgen u Sanofi, paccMaTpuBarOT BO3MOKHOCTb UCIIOJIB30BAHUS
OJIOKYEIH /715 BeICHUS JOKYMEHTAIIUH UCTIBITAHUI HOBBIX JIEKAPCTBEHHBIX MPENapaToB. ITO MO3BOJIUT
CO3J1aTh eTMHYI0 0a3y JaHHBIX, COACPKAIIYI0O HH(POPMAIIHIO O Ka)XIOM HOBOM IIperiapaTe U y4acTHHKaxX
ucnbeITanuii [11].

IIpennoxennsle MediLedger TexHOMOrMM MO3BOJISIIOT OTCJIEXKHBATH TOBAPbl M IPOBEPATH
TIOJUIMHHOCTh JIEKAPCTB, CPOKH TOJAHOCTH U JIPYTYI0 BaXHYI0 MHpopMaruioo. Takxke ceTh moMoraer
NPaBOOXPAHUTENIFHBIM OpraHaM IpPOBEPATh JIO0YI0 IOA03PUTENBHYIO JESTENbHOCTh, HalpHuMeED,
HE3aKOHHBIH 000POT HAPKOTUKOB MJIH MTPOAAXKY KOHTpadakTa

Kommanwust iSolve obecrieunBaeT mpo3pavHOCTh M O€30MACHOCTh Ha BCEX YPOBHSX Pa3pabOTKH U
TIOCTaBKHU JIEKAPCTB, MO3BOJISS KOMIIAHUSIM JIydllle MOHUMAaTh PHIHOK ToBapa. HenaBHO KoMmaHUs
MpeJicTaBWIIa peleHne Ha 0Oasze OnokdeiiHa mon HasBanwmeM ADLTTM, xoTopoe MOMMKHO MOMOYb
MOBBICHTH COOTBETCTBUE HOPMaM B OTHOIICHUH JIEKAPCTBEHHBIX CPEJICTB.

TraceRX — 310 ocHOBaHHOE Ha OJOKUYEiTHE peleHNe A1 IETTOYKH TOCTAaBOK (papMarieBTHIECKNX
npenapatoB i International Aid. LeewayHertz Technologies paspabortana 3ty mmatdopmy
pacrpeneNneHHOro peecTpa, 4YToObl OTCIEKUBATH PACIPOCTPAHEHHE OecIUIaTHBIX HAPKOTUKOB U
BBISIBJISATH UX Tponaxy [7].

Brokueitn ucnone3yercss B TeJleMEOULMHE, BKJIIOYas BUACOKOHCYJIbTALMM U DIIEKTPOHHBIC
perenTsl. ITO pacUpseT JOCTYII MAIMEHTOB K MeuInHCcKoi oMoy, MyClinic — TeneMeuiuHcKast
wiatdopma komnanuu Medicalchain, koTopast mo3BosseT NaUeHTaM IPOBOAUTE BUACOKOH(PEPEHIINN
CO CBOMMH BpauaMH U OIUIAYMBATH 3TH KOHCYJbTauuu ¢ nomousto «MedTokensy.
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B KJIMHWYECKHMX WCHBITAHUSAX TEXHOJOTHS OJIOKYCHH WCHOIB3YeTCs IS PEIICHUS IPoOiieM
JIOKHBIX PE3yNbTAaTOB M JNE3WHTETPAINN JAHHBIX. JTa TEXHOJOTHS TMO3BOJSET YKPENUTh ITOBEpHUE K
KITMHIYECKUM UCTIBITAHHSIM.

TexHonorust Onok4elH MoxeT Oe30macHO coOupaTh AaHHBIE O MEAMIMHCKHX YCTPOMCTBax,
BKITFOYAs! CTATUCTHUKY MCIIOIB30BAHUSA U KypHAIIBI 00CITY)KUBAHUS, MOBBIIIAsi 0€301MaCHOCTD MAI[IEHTOB
W CHIDKas BEpOSATHOCTh HewcmpaBHocTed. OOuWH W3 TepefoBBIX pPa3padOTYHKOB TIATHOPM s
noao0HbIX onepanuii — kommanus Chronicled [12].

IInardopma otueTHOCTH M pe3ynpraToB KimHU4ecknx wucmbitannii (CTRR), paspaboranHas
Kommanuei Pfizer B coTpyaHnYecTBe ¢ IPYrUMH KOMIAHUSAMH, BKIo9as IBM, — onnH U3 mpumepoB
UCIIOJIb30BaHMUs OJIOKUCHH-TEXHOJIOTHIA IJIsl XpPaHSHUS JAaHHBIX B 3TO# cdepe [13].

KBanudukanus MeITuIMHCKOT0 MEPCOHAJA, 3a1UTA TeHOMHBIX JaHHBIX

Hcnonb3ys cucteMy Ha OCHOBE OJIOKYEHH, YUPEKICHHS MOTYT YJOCTOBEPUTHCS B KBANU(UKALIH
MEAUIMHCKOTO MEPCOHaNa, JIETUTUMHOCTH TPEIOCTaBICHHBIX COTPYAHUKOM JOKyMEHTaM 00
oOpa3zoBanuu. Takoe HampaBieHUE Pa3BUTUS NODKHO TECHO COTPYAHHUYATH C 00pa30BaTEIbHBIMU
yapexaeHusIMu. AMeprkanckas komnaaus ProCredEx pazpabotana ciucreMy npoBepku KBaTH(DUKAITHN
MEIUIMHCKUX pabOTHUKOB C MCMOJIb30BaHWeM mporokona Onokueitna R3 Corda. CyTb ee paboThl
3aKIIf04aeTcs MOJYYeHUH NPUOBUIM OT MPEJOCTaBICHHOW OpraHu3alusMd HHGOpMAIUU O
MEAUILMHCKOM NIEPCOHAE.

Hcnonb3oBaHue 0JIOKYEHHA MOXKET TTOBBICUTH 0€30MAaCHOCTh KOH(DUICHIIMATHHON TeHETHYECKOM
WHQOPMAIINK, CHWXKAas PHCK €€ KpaXd WM HEeCaHKIMOHHUpPOBaHHOTO noctyna. HccnemoBarenu
NOJTY4aloT HaASKHBIH Croco® MpUOOpEeTeHHs TEHOMHBIX NAaHHBIX JUIS MPOBENEHHUS AHAJIN30B U
cekBenupoBanus JTHK. EncrypGen Gene-Chain MediLedger GrokueiiH-uiaTgopma it MOHCKa,
COBMECTHOTO HCIIOJIb30BaHMsI, XPaHECHUsI, TOKYIKA U TPOJaXH reHerndeckor mHpopmarmu. Nebula
Genomics ucrosnb3yeT OIOKYCHH, YTOOBI HCKITIOUUTh HEHYKHBIC PACXO/IbI M IIOCPEAHMKOB B IPOLIECCEe
TeHEeTHYECKoro HuccnenoBanud. Ilnmardopma mnomoraer monp30BaTelsiM MOHETH3UPOBATh CBOU
IeHETUYECKHE JITAaHHBIC, CO3/[aBasi MAKCHMAIJIbHO IIMPOKYIO 0a3y JaHHBIX O reHax Jitojei [7].

IIpumeHnenue 0;10Kk4eiin B 3n1paBooxpanenusi Poccuiickoii @enepanun

Cpenu n3BecTHbIX BY-UHUIIMATUB POCCUNUCKUX MEIUIIMHCKUX YUPEKIEeHUN — npuMeHeHnue bY
IUIsT XpaHeHusT MeaunumHCKkuxXx maHHbeiXx B OAO «Memummaay B 2018 1., a Takke HWCHOIH30BaHUE
TEXHOJIOTHH JJI1 KOHTPOJS MEIWUIMHCKUX ycinyr cerbio «OTKpeITas KIWHHKa». B kadecTBe
PETHOHAIBLHBIX TIPOEKTOB CIIEyeT BBIICIUTH Ucoib3oBaHue bY mis MoHUTOpHHTa 000pOTa JIEKapCTB
B OonbHuile HoBropozckoi o6sactu. B TeueHne ceMu MeCSIeB IOCie 3amycka MPOEKT CIKOHOMUI
okoJ10 12 % OroKeTa IporpaMMbl JIbIOTHOT'O JICKApCTBEHHOrO obecreueHus. MockoBCcKas 00/1acTh B
2017 r. aHOHCHpOBaJIa IUIaHbI [0 MUCIO0JIb30BaHUI0 BY 1151 XpaHeH s MEIUIIMHCKHUX KapT rpaskaad [11].

IIpo0seMbI U NepceKTUBBI BHEAPEHUS TEXHOJI0ruM 0J10k4eiiH B Pecniydsnke benapych

Baprepamu juis mmpokoro npuMeHeHus bU B 31paBoOOXpaHEHUHN SIBIISIOTCS TaKXKe MPOOJIEMbI
MacCIITa0NPyEeMOCTH, 3aJIePXKKHU TIepeaadu JaHHBIX, B3aNMOJEHCTBHA MEXKIY Pa3INIHBIMUA CUCTEMaMH,
0€e30MacHOCTH JTaHHBIX U KOH(uaeHnuambHocTH [13]. DTH mpensTcTBHsA TPEOYIOT KOMILUIEKCHOTO
peIIeHus Al YCIEIIHOTO BHEIPEHNS OJIOKYEHH-TEXHOJIOTHI B 3/[paBOOXPAHEHHH.

B cBs3u C aKkTHBHEIM BHEApPEHUEM OJIOKYEHHAa B pa3iuuyHBIX cdepax ocobdoe 3HaUYeHUE
nproOpeTaeT BOIPOCH IPABOBOTO PETYIUPOBAHUA. DTO IMO3BOJISIET, C OHONW CTOPOHBI, IPEAOTBPATUTh
PUCKH, CBSI3aHHBIE C HOBOW TEXHOJOTHEW, a C APYroil — obecrneynT Hanbojee MONTHYI0 peaTn3aIluio
0JIOKYEHHA B Pa3IMYHBIX Chepax OOIIECTBEHHBIX OTHOIICHUH.

B oredyecTBeHHOUM  JMTEpaType  OTCYTCTBYIOT  KOMIUIEKCHBIE  MEXAMCLUILIMHAPHBIC
WCCJICJIOBAHUS, TIOCBAIICHHEIE PAaBOBOMY PETYJIIMPOBAHUIO OTHOIIEHUH C UCTIOIh30BAHUEM OJIOKYEHH.

[IpaBoBoe perynupoBaHre 00IIECTBEHHBIX OTHOLICHHM, CBI3aHHBIX C TEXHOJIOTUEH OJIOKYEHH, B
PecriyOnuke Bemapyck HaxomuTcs Ha HAYAIHLHOM JTarle.

[IpaBoBoe perynupoBaHue OOIIECTBEHHBIX OTHOIIEHHIA, CBSA3aHHBIX C TEXHOJOTHEH OJIOKYEHH B
Pecny6iinke benapych, MOXeT OBbITh peain30BaHO IBYMs myTsimu [14]:
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— IPUHSATUE HOBBIX HOPMATUBHBIX MPABOBBIX aKTOB, TIOCBSAIICHHBIX HCITOJIL30BAHUIO OJIOKYCHH-
TEXHOJIOTHIA;

— BHECEHHE H3MCEHEHHMU B CYILECTBYIOLIME 3aKOHOAATEJBHBIC aKThl B YaCTU HCIOJb30BAHMS
ONOKYEHH-TEXHONIOTUH, a TakXke pa3padoTKa HOPMATHBHBIX aKTOB MHWHHCTEPCTB MO OJOKYEHH-
TEXHOJIOTHSIM B paMKaxX UX c(epbl OTBETCTBEHHOCTH.

B Pecniyommke benmapych co3mana OmarompusiTHas atMocdepa IS MPOABIKCHUS W Pa3BUTHA
MPOEKTOB B OOJIACTH TEXHOJOTHH ONokueiiH. B kadecTBe MpUMeEpOB MOYKHO MPUBECTU CO3JAHHYIO B
PecnyOnuke accoumanmio «TexHonormn Pacmpenenennsix PeectpoB». OTo0 HekoMMepueckas
OopraHm3anus, OOBEIMHSIOMAs MPOEKTHl W HKCIEPTOB, OCYIIECTBIIOMINX AEATEIHHOCTh B cepe
KPHUIITO’KOHOMHMKH, a Takke pabOTAIOMMX Ha CThIKe MHHOBAIMOHHBIX TexHonorui (Al IoT, VR, AR,
ML u gp.) u OnokueitH. Muccust Accouyanuu: MOMyJSpU3alusl TEXHOJOTHH OJOKYEeHH cpean
MpeITPUHIMATEICH B KaUeCTBE HAIPABIICHIS IS CO3AaHUS COOCTBEHHBIX KOMMEPUECKHUX MPOEKTOB U
JIpYrux MHULOUATUB. YiIeHaMU accOUMaluu SIBISIFOTCS BEAYILIME MUPOBBIE KOMIIAHUH, YIIOMSIHYTBIE 110
Tekcry [15].

YupaBieHue 3JIeKTPOHHBIMEH MequIMHCKIMH kaptamu (OMK)

[IpaBooGOaaTeneM NepCOHANBHBIX M MEAUIIMHCKHUX JaHHBIX SBISAETCS CaM MALHEHT, U TOJIBKO
OH MOJKET JaTh COTJIacHe Ha UX cOop, 00paboTky u mepenady. [Ipu co3gaHuu CHCTEMBI DIIEKTPOHHBIX
MEMIIMHCKUX KapT Ha OCHOBE OJIOKUYECHH BCS HeoOXxoaumas MHQOpMAaIUs MOXET ObITh JT0OaBICHA B
OJOKYeliH B BHZE 3alIM(ppPOBAHHBIX JAHHBIX. B pe3ynbraTe Bce MOCTABIIMKH MEAWIMHCKHX YCIYT C
corjacusl TalyeHTa MOTYT HONYYHTh JIOCTYH K 0030py €ro MeIWIMHCKHX JaHHBIX. biokueiin
MO3BOJICT: XPaHUTH XJIIIH 3amuceil B nenovke, a camu gannsie — B IPFS (InterPlanetary File System);
KOHTPOJIMPOBATh JOCTYI Yepe3 cMapT-KOHTpakThl. [Ipumep crpykrypsl Ha Solidity mpeacrtaBieHn Ha
puc. 1.

== Patient) public patients:

z doctor, uint time) public |
require(msg.sender = patients|msg.sender|.owner);
patients|doctor]|.accessTime = time;

Puc. 1. llpenocrasnenne nocrymna k DMK gepes cmapT-koHTpaKT

B kauecTBe mpHMepa IMPOEKTa DJIEKTPOHHBIX MEIUIMHCKHX KapT, YIPaBISIEMBIX CaMUMH
nanueHTaMu  MokHo mnpuBectd MedRec, koTopeili  paspabarkiBaeTcs B MaccadyceTCKOM
TexHonoruueckoM uHcTHTyTe. MediBloc co3aana OnokueinH-ruiardopMy moxa Ha3BaHuem Panacea.
OnTUMHU3UPOBAHHOE PEIICHHE TT0J OTPACb 3APABOOXPAHEHNUS pELIeHUE, KOTOpPOe paboTaeT Kak CeTh u
KaK IPOTOKOJ JJisl YCTAaHOBKHM MOJHUTHK W HACTPOWKH ypPOBHEH MEIMIIMHCKUX IaHHBIX, a TaKKe
NPOBEPKH HCTOYHUKOB M MECT Ha3HAYCHUSI IAHHBIX B PeXKHUME peanbHOro Bpemenu [16].

IInardpopma Akiri rapaHTUpyeT, 4YTO METUIIMHCKHE IaHHBIE OCTAIOTCI B O€30MacHOCTH U
JOCTYITHBI TOJIBKO TEM CTOPOHAM, KOTOpBIE UMEIOT CIIeUalIbHOE pa3pelieHne Ul UX UCIOIb30BaHUSL.
Ora iardopma MoMoraeT MeJUITUHCKUM KOMIIAHUSAM 0€301IaCHO U HAJIC)KHO YIIPABISTH OTPOMHBIMH
o0beMaM¥ JIaHHBIX TAWEHTOB. VX TEXHOJOTHS MO3BOJISET XPaHUTh, MPOJABaTh, JHIECH3UPOBATH
JaHHble, a TaKke OOMEHMBATBbCSI HMMH IpH cTporom coOmogenuu npaswin HIPAA u apyrux
periameHToB [7].

3akiIo4yenne

Bbrnokueiin 06J'Ia,£[a€T SHAYUTCIBbHBIM IIOTCHIHMAJIOM  JJIsA TpaHC(bOpMaI_II/II/I BHCKTpOHHOﬁ
MCIUIIMHBI, obecreunBast 6630HaCHOCTB, MMpO3pavYHOCTL U aBTOMATU3ALUIO. Ho ocrarorcs BbI3OBHI,
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CBS3aHHBIC C MacmTabUpyeMOCThi0 W perymsnued. JlampHelmue ucclieoBaHUs JOMKHBI OBITh
HampaBleHbl HA ONTHMH3AIMIO aNTOPUTMOB W HMHTETPAIMIO C CYIIECTBYIOIIMMH MEIUITTHCKUMH
cuctemamu. [IprBeneHsI MaTeMaTHYECKHE MOJIENH | TIPUMEp TpenocTaBieHue noctyna k DMK gepes
CMapT-KOHTPAKT.

STATUS AND PROSPECTS OF BLOCKCHAIN USE IN ELECTRONIC MEDICINE

V.A. VISHNYAKOQOV, M.A. KATSKO

Abstract. The report analyzes the current state and prospects for the use of blockchain in electronic
medicine. Mathematical models and structures underlying the technology are considered. Prospects
for the development of block technology in the field of medicine for the Republic of Belarus were
assessed.

Keywords: blockchain, electronic medicine, electronic medical records, drug supply control.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU
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RUSSIAN HANDWRITING RECOGNITION BASED ON DEEP LEARNING
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Belarusian State University of Informatics and Radioelectronics, Republic of Belarus
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Abstract. This paper presents a deep learning-based algorithm for Russian handwriting recognition.
The algorithm combines the improved VGG network feature extraction capability and LSTM
temporal modeling capability and introduces data enhancement and optimizer tuning strategies.
Experimental results show that the algorithm provides significant improvement in recognition
accuracy and training efficiency compared with existing methods.

Keywords: Russian handwriting recognition, deep learning, VGG network, LSTM network, data
enhancement.

Introduction

Russian handwriting recognition is of great value in the field of information processing. With the
increasing communication between China and Russia, the demand for automatic Russian handwriting
recognition systems is growing. However, due to the complexity of the Russian Cyrillic alphabet and
the diversity of writing styles, existing recognition systems are still deficient in terms of accuracy and
speed.

In recent years, deep learning technigues have made significant progress in the field of text
recognition [1]. However, there are relatively few specialized studies on Russian handwriting [2]. In this
paper, based on the EasyOCR framework [3], the original model structure is optimized, and the system
performance is significantly improved by introducing data enhancement strategies and optimizer
parameter tuning [4].

Model Structure and Parameter Tuning

The model used in this paper is based on the EasyOCR framework, which combines LSTM (Long
Short-Term Memory Network), VGG (Visual Geometry Group) Convolutional Neural Network, and
CTC (Connectionist Temporal Classification) Loss Function. EasyOCR is an open-source optical
character recognition framework that supports recognition of multiple languages. The original model
was improved by adding data enhancement and optimizer settings and parameter filtering to increase
recognition accuracy. The EasyOCR framework is shown in Figure 6.

VGG is a classical convolutional neural network architecture with powerful feature extraction
capability. In this paper, VGG is used to extract features from handwritten body images to provide high-
quality input for subsequent recognition.

LSTM is a special type of recurrent neural network (RNN) that can effectively handle long-term
dependencies in sequence data [5]. In handwriting recognition, LSTM can capture the contextual
information in the character sequence to improve the recognition accuracy [6].

CTC is a loss function for sequence annotation tasks, especially suitable for character sequence
annotation in handwriting recognition. With the CTC loss function, the model can directly predict
character sequences without pre-segmenting the input image.
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Figure 6. EasyOCR Framework
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Parameter Tuning

In order to further optimize the model performance, we adjusted the parameters of the model. The
specific adjustments are as follows:

Data Enhancement: By adding data enhancement techniques such as rotation, scaling, and
distortion, the diversity of the training dataset is expanded, and the generalization ability of the model
is improved.

Optimizer settings: The Adam optimizer is used and parameters such as learning rate and
momentum are adjusted to accelerate the convergence speed of the model.

Parameter filtering: Unnecessary parameters in the model are filtered out by regularization
techniques to reduce the risk of overfitting.

Experimental results and comparative analysis

The experiment used the Cyrillic handwriting dataset, which contains many images of Russian
handwriting, covering a wide range of writing styles and fonts.

The experiments were conducted in the following environment: PyTorch, CUDA 12, Python 3.

The original algorithm (blue and red lines) drops rapidly in training loss, but the validation loss
stabilizes or even rises slightly after an initial drop, indicating possible overfitting.

The new algorithm (green and purple lines) shows a steadier decline in both training and
validation losses, and the final loss values are lower than those of the original algorithm, showing better
generalization. The comparison of training and validation losses is shown in Table 1.

Table 1. Comparison of training and validation losses

lterations Origina_l algorithm Origina! algorithm _ My ) _ My )
train loss valid loss algorithm train loss | algorithm valid loss
10000 0,1 1,5 0,25 0,9
20000 0,05 1,8 0,1 1,0
30000 0,05 2,1 0,05 1,2
40000 0,05 2,2 0,05 13
50000 0,05 2,2 0,05 14

The accuracy of the original algorithm rose rapidly in the early stages but then grew slowly and
eventually stabilized at about 30 %.

The accuracy of the new algorithm continues to rise throughout the training process, eventually
reaching about 42 %, showing better learning ability and higher accuracy. A comparison of the training
accuracies is shown in The total training time of the original algorithm grows linearly with the number
of iterations, eventually reaching about 6000 seconds.

The total training time of the new algorithm grows at a slower rate, eventually totaling about 5000
seconds, showing greater time efficiency throughout the training process. Comparison of total training
time is shown in Table 3.
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Loss: The new algorithm performs better on both training and validation loss, showing better
generalization and lower error.

Accuracy: The new algorithm is more accurate, showing that it learns better on the training data.

Training time: The new algorithm shows higher efficiency in both per 2000 iterations and total
training time, although the difference is not significant, it may have a significant advantage in large-
scale training.

Overall performance: The new algorithm outperforms the original algorithm in terms of loss,
accuracy, and training time, showing improvements in model optimization and training efficiency.

Table 2.

The total training time of the original algorithm grows linearly with the number of iterations,
eventually reaching about 6000 seconds.

The total training time of the new algorithm grows at a slower rate, eventually totaling about 5000
seconds, showing greater time efficiency throughout the training process. Comparison of total training
time is shown in Table 3.

Loss: The new algorithm performs better on both training and validation loss, showing better
generalization and lower error.

Accuracy: The new algorithm is more accurate, showing that it learns better on the training data.

Training time: The new algorithm shows higher efficiency in both per 2000 iterations and total
training time, although the difference is not significant, it may have a significant advantage in large-
scale training.

Overall performance: The new algorithm outperforms the original algorithm in terms of loss,
accuracy, and training time, showing improvements in model optimization and training efficiency.

Table 2. Training accuracy comparison

Iterations Original algorithm accuracy Our algorithm accuracy
10000 25% 2%
20000 25% 3B %
30000 27 % 36 %
40000 2T% 36 %
50000 30 % 42 %

Table 3. Comparison of total training time

Iterations number Original algorithm total time, s My algorithm total time, s
50000 6000 5000
Conclusion

In this paper, the accuracy and speed of Russian handwriting recognition are significantly
improved by optimizing the model structure and parameter adjustment. Experimental results show that
the improved model outperforms the original algorithm in terms of training time and total training time,
demonstrating higher efficiency and better performance. Future work will explore deeper network
structures to further improve performance, investigate more efficient feature extraction methods, and
apply the model to handwriting recognition in other languages, as well as explore deployment and
optimization on mobile devices.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

V/IK 378.1, 004.9

3JEKTPOHHOE CPEJICTBO JIJII U3YUEHUS OBIIETO YCTPOMCTBA B
IMPUHOUITIOB JUAI'HOCTUPOBAHUSA TEXHUYECKOI'O COCTOSHUA
ABTOMOBWJIA

E.A. CEMEHYEHKO, B.B. KOCTPULIKHIA, P.I1. BOI'VIII

Honoyxuii eocyoapcmeenuwiil ynusepcumem umenu Eegpocunuu Ionoykoii

Hocmynuna 6 peoaxyuro 31 mapma 2025

AHHoTanms. B naHHOW cTaThe paccMOTpPEeHBI OCOOCHHOCTH CO3JaHHs DJICKTPOHHOTO CPEACTBA
obyuerns (DCO) «OOmee yCcTPOHCTBO M IHATHOCTUPOBAHHWE TEXHHUYECKOTO COCTOSHHSA
aBTOMO6I/IHﬂ» IJId U3Yy4YC€HHUA CTYIACHTaAMH yCTpOi/lICTBa U JUAarHoCTUpOBaHUA TEXHUYECKOI'O
cocrostHusi aBToMoOmis. [lpencraBineHa paspaboraHHas (QyHKIHOHaNbHas cxema 2CO u
nporpaMMHas peaiusanus Ha ee ocHoBe DCO. Onucanbl 0COOCHHOCTH MCIIOIb30BAHUS, IIPUMEPHI
pabotsl Moayneit DCO, npencrasieHa odmas CTpyKTypa ordera, GOpMHPYEMOro 10 pe3yJibTaTaM
N3Yy4YCHUA MaT€puaia CTYACHTaMU.

Kntouegvie cnosa: uHxkeHep-MexaHUK, HHTEPAKTHBHOE 00pa30BaHue, CUMYJISITOP.

BBeaenne

Bricmee obOpazoBanne B PecnyOnuke bemapych mocTeneHHO MepexoJuT B WHHOBALIMOHHBIN
PEKUM pa3BUTHSL, B KOTOPOM HEOOXOAMMO YUUTHIBATH MUPOBBIE HOPMBI U CTAaHAAPTHI 00pa30BaTEbHBIX
cucteM [1]. Takas TenaeHIMs 3aTparuBaeT BCE HAIPABICHHUS, BKIIOYAs IOATOTOBKY HH)KEHEPHO-
TEXHUYECKUX paboTHHKOB. OmHUM U3 S(PQPEKTHBHBIX CINOCOOOB TPUOOpPETEHUS TMEpBOHAYAIBHBIX
3HaHWW W HAaBBIKOB MpPU IMOATOTOBKE MHXEHEPOB-MEXAHHMKOB, OCYIIECTBISIONINX OOCITyKWBaHUE U
PEMOHT aBTOMOOMJIBHOTO TPAaHCIIOPTa, B paMKaxX JAaHHOIO HANpaBJICHHUsS SBISIETCS IPUMEHEHHE
aeKTpoHHBIX cpencTB o0yuerus (DCO), MOCKONBKY AJIEKTPOHHBIE CPeACTBA 00yUEHHsT TIPEBOCXOISAT
10 HATJISTHOCTH, BO3MOYKHOCTSIM ITOMCKA U HABUTAITUH TPAIUITNOHHEIE CpeicTBa [2].

Lenpto mpencraBieHHOW paboTel sBisiercss paspadorka DCO, MO3BOJSIONIETO BHEIPUTH
JUIAaKTUYECKUM METOJI aKTUBHOTO 00y4YeHHUsI B 00pa30BaTeNIbHBIN MPOLECC AJIsl MOBBIMICHHUS KauyecTBa
MOJTOTOBKM WH)KEHEPOB-MEXaHHUKOB, OCYIIECTBIAIONINX OOCITYKMBAaHHE U PEMOHT TPAHCIIOPTHBIX
CPEJICTB, B YaCTHOCTH B BOMPOCE TUATHOCTHKH TEXHUYECKOTO COCTOSHUS aBToMoOwmieil. Ilpu stom
HEO0XOIMMO MPELyCMOTPETh CIIENYIONIIEe OCHOBHBIE clIoco0bI npuMeHeHus JCO:

1. Tucrannmonnoe obOydeHne. DCO MOXET NPUMEHSATbCA JUIS YAAJICHHOro OOy4YeHus B
CITy4asx, KOTJa HET BO3MO)KHOCTH Y CTY/IEHTOB ITOCEIaTh OYHbIE 3aHATHS.

2. JlonosHUTENBbHBI 00pa3oBaTesbHBIA  pecypc. OddekTuBHass NOMONIb CTYACHTaM IO
NOBBILICHUIO YPOBHS 3HAaHUHA 110 IUCHMIUIMHAM, KOTOpPbIE CBS3aHBl C OOIIMM YCTPOWCTBO U
JUAarHOCTHKON TEXHUYECKOTO COCTOSHHS aBTOMOOHIIS.

3. Iloaroroska k 3k3aMeHaM 110 NpoGuIbHBIM AucHUIIHHAaM. DCO MOKET UCTIONIB30BATHCS KaK
OHJIAMH-TPEHAXKEP, MOBBIIAIOMNN 3PPEKTUBHOCTh MOATOTOBKU K JK3aMEHaM, TaK KaK MOJb3YsCh
MIPUJIO)KEHUEM CTYIEHT COBEPIIECHCTBYET HAaBBIKM, HEOOXOAMMBIE MPH AHMATHOCTHUKE TEXHHYECKOTO
COCTOSTHHSI OCHOBHBIX CHCTEM aBTOMOOMIIS.

4. ObpatHas cBs3b U KOHTpodb ycneBaeMoctu. DCO npennoiaraetr GOpMHUPOBaHUE OTYETA IO
pe3ynpTaTaM paboThl ¢ KOHKPETHBIM CTYIEHTOM, B KOTOPOM YyKa3bIBaeTCs BpeMs, 3aTpayeHHOE Ha
JUATHOCTHKY TEXHHYECKOIO COCTOSIHMS aBTOMOOWJII W YyCTpaHEHHWE HEHCIpPaBHOCTH, camMa
HEHCIIPaBHOCTh, TPUYMHA 3aBeplIcHHE padoThl B BHIOPaHHOW cUCTeME (HapyLICHHE TEXHUKH
0€30MacHOCTH WJIM CAMOCTOATENILHOE 3aBEPIICHUE PadOTHI CTYJICHTOM), a TAKXKe X0 paboThl, KOTOPBIT
3aIllOJIHAET TIOJIh30BATENh CaMOCTOATENbHO. [0 3TMM HaHHBIM IpemnoAaBaTelb CMOXKET OIEHUTHh
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YpOBEHb 3HAHWUH CTYJEHTA, BBIJCIHUTH BOIPOCHL, TPEOYIOIIME OMOIHUTEIBHON MPOpabOTKH st
TOBBIIICHHS TIPO(ECCHOHATBLHBIX KOMITCTCHIIUH, YrITyOIeHUs 3HAHUH M0 OTJCITHHBIM TEMaM.

5. [loxroroBka niw nepenoAroToka kaapoB. DCO MOXKET 3HAUUTENEHO YCKOPUTH M YIIPOCTUTH
MpoIeCC OOYYEHHUS WM TIEPENOJIrOTOBKH KaJlpOB, TaK KaK OHU TOJIYYarT CBOOOIHBIN JOCTYN K
TpEeHaXKepy B Jr000E BPeMs U B YIAICHHOM PEKUME.

®yukuuonaa ICO «Oo1ee ycTpoiicTBO U ANATHOCTHPOBAHNE TEXHUYECKOI0 COCTOSIHUSA
aBTOMOOWJISD)

PazpabotaHHOe CpeACTBO BIEKTPOHHOTO OOYyYEHHs MOCTPOCHO Ha OCHOBE MOMAYJIBHOMN
ApPXUTEKTYpPhl W YYHTHIBAET BCE INepEUHCICHHBIE TpeOOBaHMSA K 00NAacTAM €ro MpUMEHEHHS s
M3YYEHUsl YCTPOMCTBA, MpPUHIUNA PabOThl M AMATHOCTUPOBAHUS PA3IMYHBIX CHCTEM aBTOMOOMIIA.
JlocTym kK IporpaMMHOMY MPOAYKTY OOSCIICUUBACTCS B PEXKKME IOJIb30BATEIIS U aJIMHHUACTPATOPA, X
BO3MOYKHOCTH TIPH PabOTe ¢ CHCTEMOH IpeICcTaBICHBI Ha puC. 1.

Brifipats
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Bridpate
LMCLMMNTHHY

Beectu MO

include

h‘ 3anonHuTs none

%00, padoTsl
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extend ‘:‘.I ,," extend
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&
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include
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od .
\ e
extend *, & =
s exiend
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extend %,
*{ V3MEHWTL JaHHsle
AACLWNNKAH

[oGasuTe gaHHbe
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WaMeHUTE JaHHeIE
npencgasatened

grtend

%.. extend

YAanuTs AaxHsle

npenogsgarens extend extend
PenakTuposaTte
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Puc. 1. /IlnarpaMma BapHaHTOB UCTIOIb30BAHUS

st KoppeKTHOH pabOTHl M BBHIMOJHEHHS IOCTaBJICHHBIX 3a7ad ONpEAeNeHbl TpeOOBaHUs K
ApPXUTEKTYpe MPUIOKEHUS:

1. Macmtabupyemocts. JlaHHas XapakTepUCTHKA MO3BOJIUT PacIIUpsATh Bo3MokHOcTH DCO
KaK C TOYKH 3peHUs QYHKIHOHAA, TaK U C TOYKH 3peHHs pa3HooO0pa3usi aBTOMOOMIBHBIX CUCTEM JIS
JTUATHOCTHKH.

2. PeMOHTONPUTOTHOCTh. ITO 3HAYUT, YTO UBMEHEHUE OJHOTO MOJYJISl He TpeOyeT H3MEHEeHHUS
Ipyrux Moaysien. Hampumep, eciin 0JjHa U3 CUCTEM cTana padoTaTh HEKOPPEKTHO, TO IIPH €€ PEMOHTE
JPYTUe CUCTEMBI U MOJIYJIU 3aTPOHYTHI HE OYIYT.
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3. 3amerumMocTh Moaynel. Takoe CBOHCTBO CHCTEMBI TO3BOJIUT 3aMEILaTh MOIYJIb(-1) U3 OAHOM
aBTOMOOHMIILHON CHCTEMBI HA HOBBIE, KOTOPBIC HY>KHBI TOJIHKO JUIS ONpe/ie]IecHHON. B kauecTBe mpuMepa
MOJKHO MPHBECTH MaHe W ¢ HAOOPOM HMHCTPYMEHTOB JUTS JUArHOCTUKU. JIJIsi OJTHOW CHCTEMBI HYXKHBI
OJTHU MTPHUOOPEI, a ISl APYTON HHEIE.

4, TloBropHOoe wucmonb3oBanue. Jmsa ganHoro DCO o03HAaYaeT, 4YTO MOXKHO HCIOJB30BATh
MOJYJIH, KOTOpble OBUIM CO3JaHHBIC JUIS JPYrUX CUCTEM B HOBOW. Hampumep, mpuGopbl mmst
JUarHOCTUPOBAHMS aBTOMOOMIIBHBIX CUCTEM.

5. YmpomenHoe conpoBokaeHre. Pa3OuTyro Ha MOAyIM MporpamMmy Jierde NOHUMATh H
COIIPOBOK/IATh.

C ygerom chopMyTHpOBaHHBIX TpeOOBaHHU pazpaboTaHa MOAYJIBbHAA CTPYKTYpa IPOTPAMMEI,
KOTOpasi, BKIIIOYAET:

1. Monynb, oOTBewaromuii 3a JaHHBIE ToJb30BaTens. CoONEpKHT MEHEKEPhl JTaHHBIX
TIOJIh30BAaTENs, KOTOphIe XpaHAT HHpopMarmio o mons3osarene (OPHO, rpynmna, npemnogaBaTelb U Tak
Janee) ¥ MEHeIKep COCTaBIICHHsSI OTYETA.

2. Moaynu, OTBEYaIOLIHE 32 CUCTEMBI (TIEPEKIII0UEHIE CHCTEM U KOHTPOJIb Pa0OTHl BHIOPAaHHOM
cucTeMbl). ['JaBHBIH MOJYJIb COACPKUT JaHHBIE O CYIIECTBYIOIIMX CHCTeMax, mpedadbl camux
aBTOMO6I/IJ]I>HI)IX CHUCTEM (B JaHHOM cCJiy4dac 3TO O6T>CKTI)I, KOTOPBIC MPEACTABIAIOT U3 C€651 T'OTOBBIC
CXEMBI CHCTEM, 3arpyaeMble U BBIOOPE CHCTEMBI), MEHEKED, OTIAIOIINN TaHHbIE CUCTEMBI U €€
npehad npu 3ampoce. MoOAyIU caMBIX CHCTEM COJEpXKAT MEHEKEphl W KOHTPOJUICPHI,
o0ecrevnBarone UX CTa0MIFHYIO paboTy.

3. Moaynu, oTBeHaloUIye 3a JIEMEHTHI BHYTPH CUCTEMBI (HAIpUMep, OTBEYAIOUIHE 32 PadoTy
(bopCcyHOK WK maHenu nepead). JlaHHble MOJYJIH COJCPIKAT MEHEIKEePhl U KOHTPOJIJIEPhI, KOTOPHIC
00ecnevYnBaoT KOPPEKTHYIO paboTy JIEMEHTOB CHUCTEM.

4. Moaynu, oTBeHaronye 3a nojabp30BaTeNbcKkuil naTepdeiic. CoaepKUT MEHeKEePhl KaXa0ro
BHJA OKOH, KOTOPBIE HCIIOJIB3YIOTCA B IIPOTPAMMHOM IIPOAYKTE, MEHEKEPBl U KOHTPOJUIEPHI
aHMMAITHIH.

OyHKIMOHATBHA CXeMa OJIIEKTPOHHOro cpeAcTtBa oOydeHus «OOImiee yCTpOHCTBO H
JUarHOCTHPOBAHUE TEXHIMUYECKOTO COCTOSIHUSL aBTOMOOMIIS» MpeCTaBlieHa Ha pHcC. 2.

3NeKTPOHHOE CPencTED 0dyYeHNA
«OBLLee yCTPOIHCTES ¥ AMATHOCTUPOBAHKE TEXHHUECKOTD COCTORHMA

aBTOMOBMNA»
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- "Beiop"; - E;E&‘:‘ SMEMEHTOE BLIN3AM0LLEND 3aNONHATE NOMA MHHOPMALIAN
- KHOMKA CMeHLI A3bIKa - ) ) nonk30BaTeNs U NEpeiTH K BuiGopy
Mo3B0NALT NOMEHATS A3sIK UHTEpMDeica, DTTSg:“;:%Lg_'fﬁg;%g;;;&gpua”e””H CUCTEMbI ANA AUATHOCTHKM
NepeiTH K BLIBOPY CETEMSI W BRIATH U3 SaNONi VT NORA HHEDOPNALLAN
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npenopasarenei.
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PeskiM aAMHHMCTPATORE EAS

Puc. 2. dyHkiHoHaIbHAS CTPYKTYpa HPUIIOKEHUS
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[IporpaMMHBIH TPOAYKT COCTOUT U3 6 OIOKOB:

1. «I'maBHOE MeEHIO». B pekmMe NOIB30BaTeNsl ITO3BOJISET IOMEHATH S3BIK HMHTEpdeiica,
nepeiTy K BBIOOPY CHCTEMbl M BBIWTH W3 NPUWIOKEHHs. B pexume aaMuHHCTpaTOopa IMO3BOJISIET
MIOMEHSITH S3bIK HHTEepdeiica, MepedTH K BEIOOPY CHCTEMBI U BBIUTH W3 TPUIIOKEHHS.

2. «3amoHeHNe JaHHBIX IOJb30BaTelsDy. [lo3BosisieT BBIOpATh IMyTh COXPAHEHHS OTYETa,
BBIOpaTh HEOOXOIMMBIC IaHHBIE W3 BBINAJAIOUIETO CIHCKA, 3allOJHUTh MOJsA HHGpOpManuu
MOJIH30BATENS M MIEPEHTH K BBIOOPY CUCTEMBI JJIsl AUATHOCTHKH.

3. «PemakTupoBanue JAaHHBIX». B pexuMe Tonb3oBaTeds HE JOOcTymeH. B pexume
aAMUHHUCTpaTOpa TMO3BOJSIET PENAKTHPOBAaTh [aHHbIE ABTOMOOMJIBHBIX CHCTEM, YHHBEPCHUTETA,
¢akynbrera, kadeap, cennaabHOCTEH, TPero aBaTeen.

4. «Br160p aBTOMOOMITBEHOW cuCTeMBI». [103BOIsIET BEIOpATh MyTh COXpPaHEHHS OTYETa, BEIOPATh
HEOOXOIUMbIE U 3aIOJHUTH MO MH(OPMAIMU IOJIB30BATEsl U HEPEUTH K BBHIOOPY CHUCTEMBI AJIS
JUAarHOCTHKH.

5. «llpocmoTp wmHpoOpManmu 00 aBTOMOOWIBHOW CHCTEMBI W TOATBEPXKACHHE BBIOOPA».
[To3BomseT o3HaKOMHUTCs ¢ MHPOpManueld 0 BEIOpaHHOH cUCTeMe, MOATBEPAUTH BHIOOP M MEPEUTH K
paboTe ¢ cuCTeMOil HTN BEpHYTHCS Ha3aa K 00Ky «BEIOOp aBTOMOOWIIEHOM CUCTEMBI.

6. «/IlmarnocTrKka aBTOMOOWMIIbHON CHCTEeMBI». [103BoJISeT B3aMMOCHCTBOBATh Kak C CaMOM
ABTOMOOHMIILHOH CHCTEMO, TaK U MPEeJIOKEHHBIMA HHCTPYMEHTAMH, 3aIIOJTHUTh JaHHBIE JUIs OTYETa U
10CJIe 3aBepUICHUS pabOThI OIYIUTh OTYET.

TectupoBanue MoayJs «TonIMBHAs CHCTEMA

OnHO#t 13 cHCTeM, pea30BaHHON B MPOrPaMMHOM HPOIYKTE, SBJISCTCS TOIUIUBHAS CHCTEMA.
[Tocne ee BBIOOpa mepen MOIH30BATENIEM OTKPBIBACTCS SKPaH, HA KOTOPOM OTOOPaKaroTCs. TaHENb
YIIPaBJICHHST; CXeMa CHCTEMBbI; KHOIIKH JUISl BBI30BAa COOTBETCTBYIOIINX BCIIOMOTAaTEIbHBIX OKOH; KHOITKA
3aBEpILCHHUs BHITIOIHEHNUS J1Ta0OPATOPHOI pabOThI, TalkMep, KOTOPHIi MTOKAa3bIBACT BPEMs, 3aTPaueHHOES
Ha BBITMOJIHCHHUE, a TAK)KE MEHSET LBET B 3aBUCHMOCTH OT TOT0, KAKO MHTEPBaJ BPEMEHH IMPOILEIT: B
npenenax HOPMBI — 3eJICHBIH, NPU HE3HAYNTEIHHOM IPEBBIIICHHN — OPAHXEBBIH, NPU JIHTEIHEHOM
BBITIOJTHEHUH JTA00PATOPHON PabOTHI — KPaCHBIH.

[Tonp30BaTeNIb MOXKET 3aBECTH JIBUraTeNIb MPU MOMOIIM KIII0YA, PACIIOI0XEHHOTO Ha MaHEIH
yrpasieHus. HaxaTp Ha measp ra3a MOYKHO PU W3MEHEHHH MTOJI0KEHHS TT0JI3YHKa, PACIIOIOKEHHOTO
clieBa OT KJtoua 3axuranus. Cucrema BeeT ce0s Tak, Kak Bell Obl ce0si HaCTOSIIIMI aBTOMOOMIIb, KaK C
TOYKH HPEICTaBICHHOH HH)OPMAIIMH Ha CITUIOMETPAX, TaK U B 3ByKOBOM COTIPOBOKICHHUH.

[Tpn 3aBeneHHOM JBUTaTENe OTOOPAKAIOTCSA YKa3aTelW B BHUJE CTPEJIOK, IOKa3bIBAIOIIHE
HanpaBJIeHHE JBIKEHHS TOIUIMBA, a mOA (opcyHKamMu oOpasyercsi pachbiIsieMoe TOIUTHBO,
XapakTepHOe ISl UX PeaIbHOTo pabouero coctosiaus (puc. 3).

INGEEN  00:29

Puc. 3. ImuTanus paboThl IBUTaTENS

HpI/I HaXaTHWKW Ha KHOIIKY OTYETa OTKPOCTCA OKHO, B KOTOPOC MOJIB30BATCIIb MOXKET 3alliCaThb
BCC IIPOJCIaHHBIC ﬂeﬁCTBHH. HOCKOJIBKy OKHO JAOCTYHNHO BCC BpEMs, TO AAHHBIC B HETO MOIYT
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BHOCUTBCS UTEpallMOHHO. Bknanka « IHCTpyMeHTB (pHC. 4) CONEPKUT HHCTPYMEHTHI, KOTOPBIE MOTYT
MOHA00UTHCS IJIs TIOMCKA HEUCIIPABHOCTH.
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S 00:13

Puc. 4. Bxnagka « THCTpYyMEHTEI»

B nanHOM npuMepe Bce HHCTPYMEHTHI 32 HCKITIOUSHUEM MTPUOOpa 7Sl JMarHOCTUKU (POPCYHOK,
MOYKHO TIEpETacCKUBATh MO DKPaHy U MPUCOCTUHITD K DJIEMEHTaM CXEMbI CUCTEMbI. TOUKU COSTMHEHUS
TPOWHHMKAa M MaHOMETpa 00O03HauYeHHI OENBIM KPyroM Ha MPOBOJAX, @ MECTa, K KOTOPHIM MOXHO
MPUCOCANHUTD HIYNBl MYJIbTHMETPa, 0003HAYCHBI YEPHBIMH TOYKAMH. YUYHUTHIBACTCS MPABUIBHOCTH
TOJKITIOUSHHS ITyT0B. Ecnn MaHUmynsius BHIOHEHA HEMPaBUIBLHO, Tpubop pabotath He OyxeT. [lpu
CEepBE3HBIX HAPYIICHUSX, CIOCOOHBIX CTAaTh MPUYMHOM TPABMBI, IIOBPEXKICHHS IPHOOPA MITH U3yIaeMOi
CHCTEMBI aBTOMOOWIIS, OYJIeT BBIBEIEHO COOOIICHNE O HApYIICHUU TPeOOBaHH TEXHUKH O€301TacHOCTH
C TIOCJIEAYIOIINM TPHHYIUTEIbHBIM 3aBepIIeHHEM JabopaTopHOi paboThl, SK3aMeHa WM WHON
NpOBEepKH 3HaHWH. TakMMH HapyHmIEeHHSMH MOTYT CTaTh MOMNBITKA MOJKIIOYUTH MPUOOp TIpH
3aBe/ICHHOM JIBUTATEJIe WM NIPU HE CHATOM IpeIOXpaHUTEe.

[Tpu Ha>kaTUX HA YCTPOICTBO /ISl TUATHOCTHUKH (POPCYHOK OTKPBIBACTCS HOBBIH dKpaH (pHc. 5),
Ha KOTOPOM OTpaKeHbI: MIPUOOP JUIsl AUATHOCTUKH (POPCYHOK; YIILTPa3ByKOBasi BaHHA JIJISl IPOYNCTKU
(OpCyHOK; BCe BKIIAIKH, YTO ¥ HA OCHOBHOM, HO 0e3 «IHCTpYMEHTBI»; KHOIIKa BO3BpaLICHUs 00paTHO
K OCHOBHOMY 9KpaHy.

[IporpaMMHBIH MPOAYKT MOMOTAET MOJIH30BATENO O3HAKOMHUTHCS C MOPSAKOM OIpEeICHHsI
coctostHus popcyHOK. Ecim mx mocnemyromas NpOYHCTKAa B yJIbTPAa3ByKOBOW BaHHE HE TPHHOCHUT
HIOJIO’KUTEIIFHOTO PE3yJIbTaTa, BBIOIHIETCS 3aMeHa Ha HOBBIE.

LAUNCH

Puc. 5. TnarsocTtrka GopcyHOK

Orger o mponenanHOW pabora dopmupyercs aBTomMatHdecku. OH  COAEPKHUT BCIO
HeoOxomumyto uH(popmanumio (puc. 6). Ilpu 3aBepmienun pa®oThl K3-3a HapylleHus TpeOoBaHUI
TEXHUKHU 0€30MacHOCTH, COOTBETCTBYIOIAast MHPOPMALHS TAK)Ke OTPaKaeTcsl B OTUETE.
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MIHHCTEPCTEBO OBPA30OBAHIIA PECITYEJINKH BEETIAPYCH

Vupemaenne odpasosanns «[lonomxuii rocyIapeTBEHHBIH YVHHBEPCHTST HMEHH

Esdpocurnn [Tonougoin»

Kadenpa apToMo0HIEHOTO TPAHCIOPTA
MeXaHHKO-TEXHOMOT HUECKHH aKyIBIeT

Oruer k nabopatopHoit pabote «TomnmueHan cucTeMay

Crypert: Cemermerko Exatepara AHIpeeEHA

I'pymna: 240-HTII

BpeMa Hauana BRIMONMEEHREA: 26 MapTa 2025, 19:32:20
BpeMi OKOHIAHHA BEIIOMHEHRR: 26 MapTa 2025 . 19:38:20
Obmee epema BemomHEerEA: 00:05:59

CocTofHEe cHCTeMEL: CHCTEMA HCIPaBHA

Ton cacTeMEr: TOILTHBHAT CHCTEMA

IpeHHa BeBcnpaEHocTH: OTHA HI GOPCYHOK KaTacT TOILTHEA Ha 5% MeHBIIE OCTATEBHBIX

[IpEHHa OpHAY ARTEIEHOTO 3aEEpeHHA BEIIOMHEHHAA NabopaTopHoH paboTel: He OO0 o0HApYAEHD
TPHTHE 114 OPHEYTHTIEHOTO 3aBEPIIeHR BEMOTHERHA Ta00paTopHOR paboTEL

Xop paborm

JBHTaTe: 33BOIHTCA ¢ NepBoll mombITKHE, CTpenka koaedneTca Meamy 600 r 900. MakcmyatsHOE
KomEgecTBo 000poToR — 4000. MagoMeTp moKassBaeT 3 0apa IPH NepEOM MOICKEHHH KIE0YA H OPH
HAKATHH Ha OeJaTh ra3a. MyqeTHMeTp OokassBaeT 12 B npH nepeoM DOMOKEHHH KE04a H 14 B npr
33BEICHHOM JBHTATEIE.

Brum npoBepeHs! dopcyHEEH. OHA B3 HEX Kagata 50 MT TOIUTHBA. B TO BpeMA Kak OCTAThEEIE — 70 MI
TpogrcTEA $OPCYHOK He JATA HEKAKHX Pe3yIBTaToB. [Tocue 3aMeHs! (hopcyHEH Bee 4 cTami kagars mo 70
ML JIBHTATeE 3AB0JHICE C epBoro paza. CTpenxa mokasseaeT 900 obopotoR. MakcHvateHoe
xomraecTeo — 6000.

TIpHHEA HEHCIPAEHOCTH. OIHA H3 GOPCYHOK B HEHCIPABHOM COCTOAHHH.

Puc. 6. [Ipumep comepxaHus 0TYETa, KOTOPBIH OBLT COCTaBIIEH IOCHIE 3aBEPIICHUS PAOOTHI C CUCTEMOH,
MHULMUPOBAHHOM I10JIb30BATEIEM

3akiIoueHne

Takum 00pa3om, mpearaeMoe CpeicTBO IEKTPOHHOro oOydeHus «OOmiee ycTpoiicTBO U
JUAarHOCTHPOBAHME TEXHUYECKOTO COCTOSHHS aBTOMOOWJIS) TIO3BOJISIET OoJiee HIMPOKO U THUOKO
BHE/IPSITh MHHOBAIIMOHHBIA AUJAKTHYECKUH METOJ aKTUBHOIO 00yueHHs B 00pa3oBaTeIbHbIN MPoLecc
kadeapsl aBTOMOOWIBHOrO TpaHcnopra [lojonkoro rocynapcTBEHHOTO YHHBEPCHTETa HMEHHU
EBdppocunun [lononkoii myTeM HMCHOIB30BaHUs TMPUIOKEHHS KaK Ha JTare MOJArOTOBKH, TaK IpHU
KOHTpOJIE 3HaHUH yKe paboTaloMX COTPYIHUKOB NPEANPUATHI aBTOMOOMIIbHOH oTpaciu. [loBenenne
CHCTEM, KOTOPbIE PEaln30BaHbl B JAHHOM IPOTrPAMMHOM IPOAYKTE, MaKCHUMAIBbHO MPHOJIMKEHBI K
peanbHBIM peXUMaM paboThl CUCTEM aBTOMOOHIIS.
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AN ELECTRONIC TOOL FOR STUDYING THE GENERAL STRUCTURE AND
PRINCIPLES OF DIAGNOSING THE TECHNICAL CONDITION OF A CAR

E.A. SEMENCHENKO, V.V. KOSTRITSKIY, R.P. BOHUSH

Abstract. This article discusses the features of creating an electronic learning tool (e-Learning Tool)
«An electronic tool for studying the general structure and principles of diagnosing the technical
condition of a car» for students to study the device and diagnose the technical condition of the car.
The developed functional scheme of e-Learning Tool and the software implementation of e-Learning
Tool based on it are presented. The features of use, examples of the work of e-Learning modules are
described, the general structure of the report formed based on the results of studying the material by
students is presented.

Keywords: mechanical engineer, interactive education, simulator.

Cnucok JuTepaTypsl

1. Peuto, T.B., lyouna JLII. // Wnen. [loucku. Peuienus: cOopuuk crateit u te3ucoB Xl MexnayHapoaHoi
Hay4YHO-TIPaKTUYECKOH KOH(EPEHIINH NperoiaBareneii, aCnupanToB, MarucTpaHToB, ctyaenToB. 2018. C. 55— 59.
2. Yepusix T.A., Py6uosa FO.A. // Otkpeitoe obpasoBanue. 2018. No22(2). C. 54-60.

121



122

TEXHOJIO'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

UDC 621.391

PERFORMANCE EVALUATION OF YOLOV12 IN SAR IMAGE TARGET
DETECTION: A COMPARATIVE STUDY WITH YOLOV11
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Abstract. The performance of YOLOV12 in SAR image target detection is evaluated and compared
with YOLOv11. Experimental results show that YOLOv12 is superior to YOLOV11 in detection
accuracy (mAP50 and mAP50-95), small target detection and complex background processing, and
has faster training convergence and stronger generalization ability. The study verifies the advantages
of YOLOV12 in SAR image target detection.

Keywords: SAR image; target detection, YOLOv12, performance comparison.

Introduction

Synthetic Aperture Radar (SAR) images have important applications in target detection tasks due to
their all-weather and all-day imaging capabilities. However, the characteristics of SAR images (such
as speckle noise, complex textures, and small target distribution) pose challenges to target detection
models. In recent years, the YOLO (You Only Look Once) series of models have become the
mainstream method in the field of target detection due to their efficient real-time and detection
performance [1].

As an important version of the YOLO series, YOLOv11 has performed well in various target
detection tasks by improving feature extraction and detection head design. As the latest version,
YOLOvV12 introduces the Area Attention module and the Residual Efficient Layer Aggregation
Network (R-ELAN), further improving the global modeling capability and feature aggregation
efficiency.

This paper aims to evaluate the performance of YOLOv12 in SAR image target detection and
compare it with YOLOv11. Through experimental verification, we will explore the advantages and
disadvantages of YOLOV12 in SAR image target detection tasks.

Related Work

Synthetic Aperture Radar (SAR) images, with their all-weather and all-day imaging capabilities,
play a significant role in target detection tasks. However, the unique imaging characteristics of SAR
images, such as speckle noise, complex backgrounds, and small target distributions, pose significant
challenges to target detection. Traditional feature-based methods, such as HOG and SIFT, are
insufficiently adaptable to SAR images and struggle to effectively handle complex noise and texture
interference. In recent years, the introduction of deep learning techniques, particularly the
widespread application of Convolutional Neural Networks (CNNs), has greatly advanced SAR
image target detection. Models such as Faster R-CNN, SSD, and YOLO have demonstrated
excellent performance in detection accuracy and efficiency through automated feature extraction
and multi-scale feature fusion. However, these models are primarily designed for natural images
and often require further optimization to adapt to the unique characteristics of SAR images.

The YOLO (You Only Look Once) series of models, with their efficient end-to-end target detection
capabilities, have become a mainstream approach in object detection. From YOLOv1 to YOLOv11,
the models have undergone continuous improvements in feature extraction, detection head design,
and multi-scale feature fusion [2]. For instance, YOLOV4 introduced the CSPNet structure to



enhance feature representation and computational efficiency, YOLOv5 achieved faster inference
speed through lightweight design, and YOLOv11 improved detection accuracy while maintaining
real-time performance through an enhanced feature extraction network and an Anchor-Free
mechanism. These advancements have enabled YOLO models to excel in various object detection
tasks, but their adaptability to SAR image target detection remains an area requiring further
exploration.

As the latest iteration in the YOLO series, YOLOvV12 incorporates several critical advancements in
model structure and detection capabilities [2]. The introduction of the Area Attention module
enhances the model’s ability to capture global dependencies, improving its adaptability to complex
scenarios. The Residual Efficient Layer Aggregation Network (R-ELAN) optimizes multi-scale
feature fusion, further enhancing the detection performance for small targets [3]. Additionally,
YOLOvV12 refines the Anchor-Free mechanism, simplifying the target box generation process while
improving detection accuracy. Although YOLOvV12 has demonstrated outstanding performance in
natural image object detection tasks, its effectiveness in SAR image target detection has yet to be
fully validated.

In response to the aforementioned research gaps, this study systematically evaluates the performance
of YOLOv12 in SAR image target detection tasks and conducts a detailed comparative analysis with
YOLOvV11. This study aims to explore the advantages of YOLOV12 in solving specific challenges
of SAR images, such as speckle noise, complex background and small target detection, through
experimental verification, so as to provide theoretical insights for the further development of SAR
image target detection in Figure 1.

Detection Models

YOLOv11 (Baseline)

Input Medul
Input Medule YOLOv12 (Proposed)

Input Module

Feature Extra#tion (CSPNet)

Feature Extra‘h‘on (R-ELAN)
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Detection Head l

l Output Module
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Figure 1. Comparison Workflow Diagram of YOLOv11 and YOLOv12 for SAR Image Target Detection

Experimental results and analysis

Compared to YOLOvV11, YOLOv12 demonstrates significant performance improvements in object
detection tasks [2]. From the perspective of training loss, YOLOv12's box_loss (bounding box
regression loss) decreases faster and achieves a lower final convergence value, indicating better
performance in bounding box positioning and more accurate target localization [3]. The cls_loss
(classification loss) is significantly lower than YOLOv11, reflecting stronger classification
capabilities and more accurate target category differentiation. Additionally, the dfl_loss (distribution
focal loss) is also lower than YOLOv1l, showcasing better performance in bounding box
distribution prediction. On the validation set, YOLOv12's val/box_loss is also lower, further
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confirming its advantage in bounding box prediction. The val/cls_loss is consistently lower than
YOLOv11, indicating more stable classification performance on the validation set. Similarly, the
val/dfl_loss shows that YOLOV12 has stronger generalization capabilities in distribution prediction.
Whether in the training phase or the validation phase, YOLOv12 surpasses YOLOv11 in all loss
metrics, highlighting its significant advantages in model optimization and convergence speed in
Figure 2.

In terms of evaluation metrics, YOLOV12 achieves higher and more stable precision, indicating a
lower false positive rate and more accurate target detection. Its recall is also higher than YOLOv11,
reflecting a lower false negative rate and more comprehensive target detection. The metrics/mAP50
(mean average precision @ loU=50 %) is significantly higher than YOLOv11, demonstrating more
accurate object predictions under looser loU thresholds. Furthermore, the metrics/mAP50-95 (mean
average precision @ loU=50 %-95 %) improvement indicates that YOLOv12 maintains strong
detection performance even under stricter loU thresholds. Overall, YOLOv12 outperforms
YOLOV11 across all evaluation metrics, particularly in mAP50 and mAP50-95, showcasing higher
accuracy and robustness in SAR image object detection tasks in Figure 3.

Presents a comprehensive comparison between YOLOv11 and YOLOv12. From the perspective of
training and validation losses, YOLOv12 exhibits faster convergence, lower final values, and
stronger generalization capabilities in terms of box_loss, cls_loss, and dfl_loss in Figure 2. In terms
of evaluation metrics, YOLOV12 achieves higher precision and recall, reflecting lower false positive
and false negative rates, respectively. The significant improvements in mAP50 and mAP50-95
further demonstrate its higher detection accuracy, especially under stricter loU thresholds in Table 1.

train/box_loss val/box_loss

train/cls_loss val/cls_loss

Figure 2. Comparison of YOLOv11 and YOLOv12 Training and Validation Losses



metrics/precision(B) metries/recall(B)

metrics/mAP50(B) metrics/mAP5S0-95(B)

Figure 3. Comparison of YOLOv11 and YOLOv12 Evaluation Metrics
Table 1. Comparison of YOLOv11 and YOLOV12 Performance Metrics

2.7
3. Z

Metric YOLOv11 YOLOv12 Improvement
Train Box Loss Higher Lower Faster convergence, more accurate localization
Train Cls Loss Higher Lower More accurate classification
Train DFL Loss Higher Lower Better distribution predictions
Val Box Loss Higher Lower Stronger generalization ability
Val Cls Loss Higher Lower More stable classification performance
Val DFL Loss Higher Lower Stronger generalization ability
Precision Lower Higher Lower false positive rate
Recall Lower Higher Lower false negative rate
mAP50 Lower Higher Higher detection accuracy
mAP50-95 Lower Higher Better performance under strict loU
Conclusion

This paper evaluates the performance of YOLOv12 in SAR image object detection and compares it
with YOLOvV11 [2]. Experimental results show that YOLOV12 is significantly better than YOLOv11
in detection accuracy and robustness, especially in small target detection and complex background
processing capabilities [3]. However, its inference speed is slightly lower than that of YOLOv11

but still meets the requirements of real-time detection.

Future research can further explore the application of YOLOV12 in more SAR image tasks (such as
semantic segmentation and change detection) and combine multimodal data (such as optical images

and SAR images) to further improve the detection performance.
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Abstract. Gait and balance disorders pose significant risks of injury and negatively impact quality of
life, especially among the elderly and individuals with neurological conditions. In this work, a novel
feature generation method based on a nonparametric gait model (NPWM) for plantar pressure data is
proposed for early fall risk assessment. Unlike traditional gait analysis methods that rely on fixed
parameters or predefined models, the proposed approach directly extracts spatiotemporal features from
real world data collected by wearable plantar pressure sensors. These features include raw spatial
distributions, gait temporal characteristics, balance stability metrics, energy expenditure features, and
informative feature ratios. Experimental results demonstrate that the proposed method achieves a fall
risk prediction accuracy of 0,9, offering significant advantages over conventional clinical assessment
methods.

Keywords: plantar pressure, nonparametric gait model, feature generation, fall risk assessment.

Introduction

With the acceleration of global aging, fall risk assessment has become a hot topic in health
management. Traditional methods (such as the TUG test [1] and Berg Balance Scale [2]) suffer from
high subjectivity, time consumption, and significant limitations. In recent years, gait analysis based
on data collected from plantar pressure sensors has gradually attracted attention [3]. However,
generating representative features from the vast amounts of data remains a key challenge [4]. To
address this problem, this paper proposes a feature generation method based on a nonparametric gait
model. By analyzing plantar pressure data from multiple perspectives, the method comprehensively
reflects gait variations and balance status, providing a new approach for early fall risk identification.

Method description

We propose a fall risk feature mining method (FRFMM). The core idea of this method is to use
nonparametric walking methods (NPWM) to directly extract spatiotemporal information from raw
plantar pressure signals without relying on the fixed parameter assumptions of traditional models.
The main process includes data collection and preprocessing, raw feature generation, and feature
ratio construction.

After participants wear smart shoes, they walk along a designated corridor while the pressure signals
of both feet are collected in real time. The preprocessing module filters, normalizes, and segments
the signals temporally to ensure the accuracy of subsequent feature extraction.

Based on the plantar pressure signals, features that reflect changes in the foot center of pressure are
extracted in both the lateral and longitudinal directions. Raw spatial features are then constructed
using the pressure distribution from various sensors across different regions. In addition, temporal
gait features are extracted by combining peak values and time intervals within the gait cycle, to
reflect balance status, balance features describing the differences in pressure distribution between
the left and right feet are incorporated, along with energy expenditure features estimated from body
mass and movement speed.



To enhance the discriminative power of the features, the method further constructs ratio features
such as the left and right pressure ratio and time interval ratios. These ratios are used to reveal the
underlying balance and stability issues present in gait.

Experimental and results

The feature generation and selection process are based on a dynamic gait fall risk dataset [5]. Each
participant wore smart shoes equipped with eight insole pressure sensors, with the right foot sensor
placement shown in Figure 1. Under medical supervision, participants walked along 20 meters’
corridor for over two minutes while being evaluated with the BBS and TUG test. Plantar pressure
data were collected at a sampling rate of 20 Hz and transmitted in real time to a mobile phone.

Figure 1. Distribution of insole pressure sensor placement

A random forest classifier was used to train and validate the extracted features. In Figure 2 illustrates
the precision of various feature selection methods. The FRFMM achieves the highest precision at
0,93, demonstrating a strong ability to reduce false positives. The simulated annealing (SA) and
genetic algorithm (GA) methods also perform well, with precision values of 0,83 and 0,80,
respectively. In contrast, the recursive feature elimination (RFE) method shows the lowest precision
at 0,54, suggesting limited effectiveness in identifying discriminative features. The correlation-
based (CB) feature selection method yields a moderate performance, indicating that although
correlation provides some relevance guidance, it may not be sufficient to isolate the most predictive
subset of features in complex classification tasks.
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Figure 2. Precision assessment of random forest classifier using the proposed FRFMM and five well known
feature selection methods

In Figure 3 illustrates the recall values. FRFMM once again leads with a recall of 0,90, indicating
strong ability in identifying true positive instances. GA and SA also demonstrate effective detection
capabilities. In contrast, RFE shows the lowest recall at 0,50, indicating significant miss rates.
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Figure 3. Recall assessment of random forest classifier using the proposed FRFMM and five well known
feature selection methods

In Figure 4 compares the F1-score, which is the harmonic mean of precision and recall and reflects
the balance between them. FRFMM again achieves the highest F1-score of 0,90, indicating a well-
rounded performance. SA (0,83) and GA (0,792) also perform effectively. RFE shows the lowest
F1-score at 0,52, reaffirming its poor performance.
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Figure 4. F1-score assessment of random forest classifier using the proposed FRFMM and five well known
feature selection methods

In Figure 5 compares the accuracy across different feature selection methods. FRFMM ranks first
with an accuracy of 0,90, indicating superior overall classification performance. SA and GA also
demonstrate strong effectiveness. RFE again performs the worst with an accuracy of 0,50, consistent
with its precision and recall. The CB method and the MI method show moderate performance, with
accuracy values of 0,60 and 0,70, respectively.
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Figure 5. Accuracy assessment of random forest classifier using the proposed FRFMM and five well known
feature selection methods
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Conclusion

The FRFMM based on a nonparametric gait model proposed in this paper effectively extracts key
information from plantar pressure data, enabling early fall risk assessment. Experimental results
demonstrate that the method achieves high prediction accuracy and real time performance, providing
strong support for practical applications.
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Abstract. Gas distribution mapping and source localization are critical for industrial safety,
environmental monitoring, and hazard mitigation. This paper evaluates the influence of geometric
scanning parameters on the reconstruction accuracy of gas distribution mapping using tunable diode
laser absorption spectroscopy. The paper explores the interaction of laser light with gas molecules
and surfaces, highlighting the role of absorption, scattering, and reflection in gas concentration
measurement. Four laser scanning configurations are analyzed. Five tomographic algorithms are
assessed for their effectiveness in reconstructing 2D gas distribution maps. The results demonstrate
that the maximum-likelihood expectation maximization algorithm achieves the highest
reconstruction accuracy across all configurations, while the triple fan-parallel beam scanning non-
uniform distributed configuration offers the best overall accuracy.

Keywords: Gas distribution mapping, scanning configurations, laser light interaction, laser
absorption.

Introduction

Gas distribution mapping (GDM) and source localization are critical tasks in various applications,
including industrial plant inspections, landfill monitoring, and the detection of explosives or toxic gases
at harbors and airports [1]. If the released gas is flammable and explosive, once it explodes, it will cause
devastating damage to surrounding life and the environment, serious damage to the health of humans.
Therefore, the normalized monitoring and prewarning of the source of hazardous gas leakage is of great
importance.

Methods for GDM can be categorized into contact and noncontact measurements. Contact
methods involve using semiconductors, electrochemical sensors, and similar technologies. These
typically measure gas concentrations point by point using portable sensors or fixed sensor networks [2].
However, they often struggle to provide comprehensive spatiotemporal gas distribution data.
Noncontact measurements include optical gas imaging (OGI) [3], laser absorption spectroscopy (LAS)
combined with tomographic reconstruction techniques [4]. OGI utilizes infrared absorption properties
to visualize gases, particularly effective in industrial settings for detecting gas leaks by providing real-
time thermal images that highlight the location and extent of emissions. In contrast, LAS measures gas
concentrations by analyzing laser beam absorption at specific wavelengths, using tomographic
techniques to reconstruct gas distributions map. LAS generally offers higher accuracy in quantifying
gas concentrations due to precise wavelength-dependent measurements, suitable for long-range
detection and diverse environmental conditions. However, OGI provides immediate visual feedback for
rapid identification and localization of gas leaks, although it may be limited by environmental factors
affecting infrared imaging [5]. Laser spectroscopy techniques, such as tunable diode laser absorption
spectroscopy (TDLAS), have garnered significant development in the field of trace gas detection in
recent years due to their advantages of high sensitivity, precision [6].
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Principle of TDLAS

The laser of the TDLAS sensor operates near the wavelength corresponding to the absorption
spectrum of specific gas molecules, with absorption levels indicating the concentration of the target gas
[7]. Transmitted laser intensity based on absorption, scattering and reflectance models is defined as

1 (%) =10 (2)- K, (6)-(Kags (¥,1)- K )", )
where K, (I)=exp(—K-I) is the coefficient laser intensity attenuation according to the Rayleigh

scattering [8, 9], the K =32n3(u—1)2 /3N L* is the opacity coefficient, p is the refractive index, are
quantities experimentally measurable, A is the wavelength of laser, Nmoi iS the number of molecules per
unit volume, K, (y,l) =exp(—P-y-S(T)-¢(k)-I) is the coefficient laser intensity attenuation
according to the Beer-Lambert law [7], y is the gas concentration along the laser path, | is the laser path
length, P is the gas pressure, ¢() is the unity normalized line shape function, and S(T) is the line

mol

strength function of temperature, |, is output laser intensity, K, (0) is the surface reflection coefficient,

0 is the incidence angle of laser beam.
The average concentration of the optical path is determined by the relationship between the
incident and transmitted light intensities based on optical reflectance, scattering and absorption models

yz{ln[lo(k)-Kr(O)J'cose_Kj 1 | )

1L.(2) 2-H P-S(T)-o(1)

where H =1-cos6 is the high of TDLAS sensor.

For reconstructing 2D image gas distribution mapping, tomographic reconstruction algorithm is
used to solve ill-conditioned system of linear equations. Scanning the gas diffusion area to be measured
using a TDLAS telemetry sensor (Figure 7), which collects concentration data y along the laser paths at
multiple angles or intervals. Therefore, the whole region can be described by the vector Y and the mean
gas concentrations in each cell can form a column vector X. Their relationship can be written as

—

Y=L X+sl, ©)

where L= (Iu ) _ ~ the absorption path length value matrix that contains the absorption path length
1 /o<i<M,0<j<N

value I; ; of the i-th laser beam in the j-th cell matrix, X =(x0,...,xN71)T and x; are column vector

concentration and the averaged gas concentration in cell j and 1 is a column vector of ones of length
M, € is the measurement noise term, M is the number of laser beam, N is the number of grid cell [6].
B0
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Figure 7. Laser scanning parameters and discretization configuration for gas diffusion area. The yellow area
represents gas cloud

According to the measured matrix Y and the known absorption path length value matrix L, the
concentration distribution X can be inversely calculated by tomographic algorithms.
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Tomography algorithm

Least squares method (LSQR) is an iterative algorithm designed to solve large, sparse linear
systems and least squares problems. Tikhonov regularization is widely used to stabilize solutions of ill-
posed problems by introducing a regularization term that counteracts the amplification of noise [7].
Maximum-likelihood expectation maximization algorithm (MLEM) is an iterative method used to
reconstruct the image by maximizing the likelihood function. It is particularly useful in scenarios with
incomplete data. The method iteratively updates the solution to maximize the probability of the observed
data given the model. Simultaneous algebraic reconstruction technique (SART) combines relaxation
factors and iterative smoothing, providing better noise handling and convergence properties [6].

In order to evaluate the reconstruction quality of methane-diffusion distribution, the following
three evaluation indexes are used to quantify the agreement between the original concentration field and
the reconstructed result in this work. Three evaluation indexes: the normalized root mean square distance
(NRMSD), the normalized average absolute distance (NAAD) and the gas-distribution map similarity
coefficient (g) [6].

Experimental result

The optical path configuration affects the reconstruction accuracy. In general, increasing the
number of laser beams enhances reconstruction accuracy. However, to achieve an optimal balance
between accuracy and computational efficiency, a thorough optimization and selection analysis are
applied on the four laser scanning configurations illustrated in Figure 8.

s l il = '@ D
J l A | . Y i

e S22
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e
—_————

a) b)

5] 4 o = ESSEs

ey % » © P

c) d)
Figure 8. Laser-scanning coverage for the gas distribution mapping reconstruction based on a 16 x 16 grid
discretized. Configurations of laser scanning: a) Single fan-parallel beam scanning (SFPS), b) Double fan-
parallel beam scanning (DFPS), ¢) Triple fan-parallel beam scanning non-uniform distributed (TFPSN), d) Triple
fan-parallel beam scanning uniform distributed (TFPSU). The green lines represent the parallel-beam optical
paths. The red lines represent the fan-beam optical paths. The yellow area represents gas cloud.

Figure 9 shows the gas-distribution map similarity coefficient of different algorithms under 16 x
16 grid cells and different type of configurations of laser scanning.
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Figure 9. Gas-distribution map similarity coefficient of different algorithms under 16 x 16 grid cells and
different type of configurations of laser scanning

It follows from Figure 9, among the algorithms the MLEM consistently achieves the highest
similarity coefficient across all configurations. Furthermore, the TFPSN configuration yields the highest
gas-distribution map similarity coefficient compared to the other scanning configurations, regardless of
the algorithm used.

Conclusion

This paper presented a general review of gas distribution mapping using TDLAS, focusing on the
impact of laser scanning configurations and tomographic reconstruction algorithms. The findings
underscore the role of scanning configuration and algorithm selection in enhancing reconstruction
accuracy.

Among the tomographic algorithms, MLEM consistently achieved the highest gas-distribution
map similarity coefficient, demonstrating its robustness in handling complex and noisy datasets;

The TFPSN configuration provided the best reconstruction accuracy among the four tested
configurations, achieving a superior balance between coverage and computational efficiency.

By understanding the behavior of light interactions with gas molecules and surfaces, and
optimizing scanning parameters, this study offers significant advancements in the accuracy and
efficiency of GDM systems.
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AnnHoranus. C ygetoMm TpeboBaHHi 3akoHOAaTenbcTBa Pecydnmku benmapycs B cdepe 3aniuTsr
UHGOPMALUK TMPEIUIOKEeHA CTPYKTYpHas CXeMa, IOCPEACTBOM KOTOPOH BO3MOXKHA pealn3auus
mpoueayphbl 0663J’II/I'-II/IB3HI/ISI MEPCOHAJIBHBIX AJaHHBIX Ha 6336 METOAa HU3MCHCHHUA COCTaBa HWJIHU
CCMAHTHKU. IIaHHa)I CcXeMa OCHOBA Ha IPUMCHCHUUN Ha60pa JOBEPUTCIIbHBIX BEIYUCINUTCIIBHBIX 633,
pa3acieHun NEPCOHAIBbHBIX AAHHBIX Ha OTACJIbHBLIC OJIOKH H XapaKTepu3yeTcd AOCTaTOYHO
BBICOKHUM YpOBHEM HH(DOPMALIMOHHOI 6€30MaCHOCTH, YTO OTIPEJIEISETCS YCIOKHEHHUEM POLIEAYPhI
YaCTOTHOTO aHaJIM3a, KOTOPBI MOXKET OBITh MPUMEHEH CO CTOPOHBI HAPYIINTEISI HH(POPMAI[HOHHON
0e30MacHOCTH IO OTHOWICHHIO K OOC3JIMYCHHBIM MEPCOHANBHBIM JaHHBIM. Peanusanus
00e3IMYNBaHNs ePCOHANBHBIX JAHHBIX C MPHUMCHEHHEM NPEIOKEHHONW CXEMBI MPeIyCMOTpeHa
Ha  0a3ze  TPOrpaMMHBIX,  aNNAPaTHBIX  WIM  [POTrpaMMHO-alIlapaTHBIX  CPEACTB,
He TpeOyeT OOJNBIINX BBIYUCIHMTEIBHBIX MOIIHOCTEH CO CTOPOHBI O0OPYHOBaHHS JETHTUMHBIX
HOJIL30BATelIeH, MOJKET OBITh TPUMEHEHA K JTI0OBIM aTpHOyTaM MEPCOHAIBHBIX JAHHBIX K IIO3BOJISCT
COXPaHHTh TAKOE CBOWCTBO 00E3INUCHHBIX IEPCOHATBHBIX JaHHBIX, KaK MOIHOTA.

Kniouegvie cnosa: wHpOpMaLMOHHBIE CHUCTEMBI, TEPCOHANBHBIE NaHHBIE, 00e3INYMBaHHE
MEPCOHANBHBIX JAHHBIX, MCETOJbI OOC3THMUYMBAHMS MEPCOHAIBHBIX JAaHHBIX, METOJX H3MCHCHHUS
cocTaBa MM CEMaHTHKU.

BBenenne

B mHacrosiiiee BpeMs OgHOW M3 HauOOJee BaKHBIX 3aJay, PEIIaeMbIX MPU TMOCTPOSCHUU
WHQOPMAIMOHHBIX CHCTEM U 00paboTke cojepkaileiics B Hell mH(pOpMaIny, sIBISIETCS oOecrieueHne
3amuThl nHGopMmaruu [1-3].

HNubopMaImmoHHOW CHUCTEMOH Ha3BIBAIOT COBOKYIHOCTH OAHKOB JAaHHBIX, MH()OPMAIMOHHBIX
TEXHOJIOTHH U KOMITJIEKCa (KOMIUIEKCOB) MPOTPaMMHO-TEXHUUYECKUX CPEJICTB [4].

3amuTa MHOOPMAIIMH MOPa3yMeBaeT MPUMEHEHHUE KOMILJICKCA IPABOBBIX, OPraHU3aIIMOHHBIX U
TEXHHYECKUX  Mep, HalpaBJIeHHBIX Ha  O0ECleYeHHe  IEeJOCTHOCTH  (HEHM3MEHHOCTH),
KOH(UACHIIMAIBHOCTH, JOCTYITHOCTH M COXPAHHOCTH HH(popMaIuu [4].

B cootBercTBHE ¢ TpeOOBaHMAMM 3aKOHOJATENIbCTBA PecnyOnmuku Bemapyces [5, 6]
coOcTBeHHUK (Bhanmenen) WHMOOPMAIMOHHON CHUCTEMBI, TIpeAHa3HaueHHOW misi  00paboTKu
MEPCOHANLHBIX JaHHBIX (MH(GOPMAIUN OTPAHUYSHHOTO PACIIPOCTPAHEHUS/TIPEOCTABICHNS) 00s3aH
MIPUHUMATh MEPHI 110 00eCIIeUeHU 0 HH(OPMAITMOHHOM 0€30I1aCHOCTH MEPCOHAIBHBIX JJAHHBIX B CIIydae,
€CJIM TICPCOHANIbHBIC JIaHHBIE HE SIBJISIOTCS OOIIEHOCTYIMHBIMH, a OTHOCATCS K OMOMETPHUYECKUM,
TEHETHYECKUM, CIIEIUAILHBIM WJIH WHBIM NIEPCOHAILHBIM JTAHHBIM.

[lepcoHanbHBIMK ~ JaHHBIMH  SIBII€TCS  JitoOas  uHGOpMAIusi,  OTHOCSIIASACA K
UACHTU(OUIUPOBAHHOMY (U3UYCCKOMY JIMIy WM (PU3UYECKOMY JIMIy, KOTOPOE MOXET OBbITh
uaeHTHGUIIpoBaHo [5].

OusznuecKoe JHI0, KOTOPOE MOKET OBITh HICHTU(HUIIMPOBAHO, — 3TO GUIUIECKOE JIUII0, KOTOPOE
MOJKET OBITh MPSIMO HJIM KOCBEHHO OIPEICIICHO, B YaCTHOCTH uepe3 (paMuiInio, COOCTBEHHOE UMS,
OTYECTBO, IaTy POXKICHUS, UICHTU(DUKAIIMOHHBIN HOMED JINOO0 Yepe3 OJIUH UJIH HECKOILKO MPU3HAKOB,
XapaKTePHBIX JUIS ero (U3NYECKON, TICHXOJOTUYECKOH, YMCTBEHHOH, SKOHOMUYECKOU, KYJIbTYPHOH
WU CONMATBLHOM HIIEHTUIHOCTH [5].
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Jnsa obecneuennss nHGOPMALMOHHONW 0€30MACHOCTH IMEPCOHAIBHBIX JaHHBIX IIEJIECO00pa3HO
WCIIONIB30BaTh METOABI WX oOe3nmmumBaHus [6]. K 9mciay Takux METOZOB OTHOCAT METOJ M3MEHEHUS
COCTaBa MJTM CEMaHTHKH, CYITHOCTh PEATH3aI[H KOTOPOTO 3aKIF0YaeTcs B 0000IIeHNH, N3MEHEHUH HITH
yIaJIeHUH YaCcTH CBEJCHUH, O3BONSIONINX HACHTU(HUIMPOBATh CyObEeKTa MePCOHAIbHBIX JaHHBIX.

CyObeKT TepCOHaNbHBIX MaHHBIX — OTO (PU3WUECKOe JHI0, B OTHOIIEHHH KOTOPOTO
ocymIecTBIsieTCst 00paboTKa MepCOHANBHBIX JaHHBIX [5].

OO0e3nuuBaHue NEPCOHANBHBIX JAHHBIX YKa3aHHBIM BBIIIE METOAOM HE TpeOyeT Haludus
OOJNBIINX BBIYUCIUTENBHBIX MOIIHOCTEH, OTHAKO XapaKTepU3yeTcs CIEAYIOIMMH HeocTaTkaMu. Bo-
MIEPBBIX, yJAICHWE YacTH CBEICHHA, TO3BOJSIONINX HICHTH(QHUIMPOBATH CYOBEKTa MEPCOHATBHBIX
JAHHBIX, 0€3 WX COXpaHEeHWsS B OTHENbHOW 0a3e MaHHBIX MPHUBOAWT K yTpaTe TaKOTO CBOWCTBA
00€3TMYCHHBIX TMEPCOHANBHBIX JaHHBIX, KaK IOJHOTA. BO-BTOPBIX, MPOCTHIE 3aMEHBI HMCXOAHBIX
CHMBOJIOB TEPCOHANBHBIX JAaHHBIX OOE3MWYCHHBIMH COXPAHSET BEPOSTHOCTH  TOSBICHUS
COOTBETCTBYIOIINX CHMBOJIOB OOE3JIHMUEHHBIX MMEPCOHANBHBIX JAaHHBIX. B 3TOM ciyuyae HapyIIHTeNb
MHQOPMAIIMOHHOH 0€30IacHOCTH HMMEET BO3MOXKHOCTh, IIOJIYYUB JOCTYN K OOE3ITMYCHHBIM
MEPCOHANBHBIM JIaHHBIM, PACCUUTATh BEPOSITHOCTH MOSIBICHUSI OTACIBHBIX CUMBOJIOB M Pa3IMYHBIX HX
COYETaHWA, YTO IMTO3BOJIUT €MY PACKPBITh COIEPKUMOE JOBEPUTEINHLHON BEIUUCIHTENbHOM 0a3bl ([IBB).
B cBsi31 ¢ 3TUM LIeNbI0 JaHHON paboTHI SBISUIACH pa3paboTKa CXeMbl 00e3THYMBAHUS MIEPCOHATBHBIX
JAHHBIX, IOCTPOCHHON Ha 0a3e MeToJa M3MEHEHUs COCTaBa MM CEMaHTHKH, KOTOpas CBOOOAHA OT
HEJOCTAaTKOB CYIIECTBYIOIINX CXEM OOE3THMYMBAHUS MEPCOHATBHBIX AHHBIX M HEe TPeOyeT OOIBbIIIX
BBIYHCIIUTEIBHBIX PECYPCOB OT 00OPY/IOBAHUS JIETUTUMHBIX MTOJIE30BATENEH.

B kauectBe 00bekTa UCCIEJOBAHUS HCIIOIB30BaH METOJ W3MEHEHHUS! COCTaBa WIIM CEMAaHTHKH.
JlanHbIi MeTO] BHIOpaH B KadecTBE 00bEKTa UCCIEIOBAHUSA, IOCKOIBKY OH SIBIISIETCS] OTHAM U3 METOJIOB
00e3MMYMBaHNs TEPCOHANBHBIX JAaHHBIX B COOTBETCTBUM C TpeboBaHusiMu OrepaTHBHO-
aHaJIMTUYECKOro 1eHTpa npu [Ipesunenre Pecnyonuku benapych [6], SBISFOIIMMCS TOCY1apCTBEHHBIM
OpraHOM, KOTOPBIA OCYIISCTBIISAECT PEryJMPOBAaHUE JCATCILHOCTH 10 OOCCICYCHUIO 3alllMThI
WH(POPMAITIHL.

IIpemMeToM WCClIeMOBaHUS SBISUIACh pa3paboTKa CTPYKTYPHOH CXEMbI, peallu3yromiei
O6e3J’II/I‘II/IBaHI/IC NEPCOHAJIBHLIX OAaHHBIX HAa OCHOBC METOJAa M3MCHCHHA COCTaBa MJIM CEMAHTHUKHU C
npuMeHeHueM Habopa /IBb.

Peanu3zanusi MeToa N3MEHEHHA COCTABA WJIH CEMAHTHKHU

Ha puc. 1 mokaszana CTpyKTypHas cxeMa 00e3TUINBaHUS IEPCOHATBHBIX TAHHBIX, TOCTPOCHHAS
Ha 6a3e MeTo/1a I3MEHEHHUS COCTaBa WIIM CEMaHTHKHU.

3arpyska »  3arpyska JIBB
MePCOHAITBHBIX

JaHHBIX

v

Pazgenenue Ha
010K JIBB N

JIBB 1

O0e31n4eHHbIE
MePCOHANIbHBIE
JIaHHbIE

A

Puc. 1. CprKTypHaﬂ cxeMa 00€e3TMYNBaHUs NEPCOHATIBHBIX JaHHBIX, IOCTPOCHHAA
Ha Oa3se METOJla UBMEHCHUA COCTaBa NJIM CEMAaHTUKU C TPUMCHECHUEM Ha60pOB I[BB

CymHoCcTh (PYyHKIIMOHUPOBAHUS JaHHOH CXEMbI 3aKitouaeTcs B cieayromnieM. IlepcoHaibHbIe
JIaHHBIE, TMOJIeKaIe o0e3nmuunBaHuto, 3arpyxarwrT B JIBB, koropas comepxut Habop Ta0mwmIl
noncraHoBku JIBB 1, JIBb 2, ..., JIBb N. IlepconansHbie maHHBIe pa30MBalOT Ha OJIOKH, KOKIBIN W3
KOTOPBIX MTOCJIEA0BaTEIbHO 00e3mnumBaroT ¢ nomoiisio JIB6 1, IBE 2, ..., IBEN, JIBb 1, IBE 2, ...,
JBB N u T.1.

BaxxHo oTMeTuTh, uTO conepxumoe JIBB HeoOxomumo coXpaHATh B CEKpeTe W OOHOBISATH B
COOTBETCTBHH C TPEOOBAHUSAMH, IPEABABIIEMBIMI B MECTE IKCIUTyaTAITH HH(OPMAITMOHHON CHCTEMBI.

135



3akiIoueHne

Pa3zpaborana crpykTypHas cxema 00e3TMYHMBaHWS MEPCOHAIBHBIX JAHHBIX Ha OCHOBE Habopa
JIOBEPHUTENBHBIX BBIYUCIUTEIBHBIX 0a3, COJCPIKAIINX CUMBOJIBI MCXOHBIX TEPCOHATBHBIX JAHHBIX U
CUMBOJIBI 00€3JIMYCHHBIX TICPCOHATIBHBIX JTAaHHBIX.

[pemioskeHpl MPUHIHUITEI 00E3TMIHBAHUS IEPCOHATBLHBIX JaHHBIX HA OCHOBE METO/1a H3MCHEHHUS
COCTaBa WIIM CEMaHTHKH, 3aKJIOYalolIfecs B  KCIOJIb30BAHUM HAOOPOB  JIOBEPHUTEIBHBIX
BBIUMCIIMTEIBHBIX 0a3, YTO TO3BOJWIO TIOBBICHUTH YPOBEHb HH()OPMAIMOHHOW 0€30MacHOCTH
00€3TMYCHHBIX TICPCOHATBHBIX JAHHBIX 332 CYCT W3MCHCHUS BEPOSTHOCTH TOSBJICHUS CUMBOJIOB
00E3TMYCHHBIX TIEPCOHATBHBIX JIAHHBIX 10 OTHONICHUIO K COOTBETCTBYIOIIUM CHUMBOJIAM HCXOJHBIX
MEPCOHANBHBIX JAHHBIX.

STRUCTURAL SCHEME OF DEPERSONALIZATION OF PERSONAL DATA

A.M. TIMOFEEV, K.R. VOSKOVTSEVA, Y.A. KLINDUKHOV

Abstract. A structural scheme of personal data depersonalization is proposed. This scheme is based
on the method of changing the composition or semantics and complies with the requirements of the
legislation of the Republic of Belarus in the field of information security. The scheme uses a set of
trusted computing bases and division of personal data into separate blocks. This complicates the
procedure of frequency analysis, which can be applied by an information security violator in relation
to depersonalized personal data. The implementation of personal data depersonalization is provided
on the basis of software and hardware. At the same time, no large computing power is required from
the equipment of legitimate users. The scheme can be applied to any attributes of personal data and
allows preserving such a property of depersonalized personal data as completeness.

Keywords: information systems, personal data, depersonalization of personal data, methods of
depersonalization of personal data, method of changing the composition or semantics.
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AnHoTanusi. Pa3zpaboTraH CHMYyJIATOP CaMOOPTAaHM3YIOUIEWCS CETH TepeJadd JaHHBIX C
BO3MOXKHOCTBIO JETalbHOM HACTPOMKOHN U OLEHKH Ka4eCTBEHHBIX XapaKTEPHCTHK CHCTEMBI
mepenayd  JaHHBIX. [IpOBENEHO TECTMPOBAHHE CHUMYJSATOpPAa C Pa3IMYHBIMH  CETCBBIMH
TONOJOTHAMU. BEIMONIHEH CpaBHI/ITCJ'ILHI:II‘/II aHaJIu3 MOTCPb JaHHBIX.

Knioueevie crosa: ceTeBON CHUMYISTOpP, CAMOOPTaHU3YIOIIASACS CHCTEMA, CETEBas TOIMOJOTHS,
notepu AaHHbx, Matlab.

BBeaenne

Camoopranuzymommecs cetu nepenaur aaHHbeix (COC) mpencTaBisitoT cOO0O0H TEXHOJOTHIO,
KOTOpasi MO3BOJISIFOT CETSIM aBTOMATHYECKHM HACTPAaWBATHCS, ONTHMH3MPOBATH CBOM MapaMeTpbl H
aANITUPOBAThCS K HW3MEHSIONIMMCS YCIOBHSAM. JTO MEPCIEKTHBHAS TEXHOJOTHS C MHOXECTBOM
NPEUMYIIECTB, HO €¢ BHEPEHUE TPeOyeT TINATEIbHON OIIEHKH PUCKOB M 3aTpaT. J[Jis aHaIn3a CeTEBBIX
XapaKTepUCTHK KauecTBa Mepelayd MHPOpMAlUU HEOOXOJMMO BBIMOIHUTh CUMYIISALMIO Mepeaadn
MaKeTHBIX JaHHBIX MEXIy y3laMd ceTd. HemanoBakHyro poiib Urpaet cereBast Tormojorus. Ilepeqaya
JIAHHBIX B CAMOOPTaHU3YIOIIUXCS CETSX MOTIMHIETCS 3aKOHAM CHCTEM MacCOBOTo 00cyxuBanus. Kak
NpaBUIO, TaKUe CHCTEMbI CTPOSITCS MO mNpuHHumy cereit Ad-hOC, He HMMEIOUIMX TMOCTOSHHOI
ctpykryps [1]. TlpencraBnseT WHTEpeC BapWaHT MHOTOYPOBHEBOW Tomojoruu [2]. JIas TOHKO#M
HACTPOWKH ¥ aJanTallii CUMYJISIIUAK 110, TPeOOBAHMS aHaIN3a KaueCTBEHHBIX MMOKa3aTesel nepeaadn
JIAHHBIX HE00X0/IMMa Pa3paboTKa CETEBOr0 CUMYJISATOPA, KOTOPbI UMUTHPYET CETh Mepe/iavu JaHHbIX.

Hactpoiika TonoJsiornu

Ha HawyanpHOM 3Tare CTPOUTCS ABYMEpHAs PEIIeTKa Y3JI0B, KaXKIbI U3 KOTOPHIX OyJIeT HMETh
Oydep g xpaneHus nakeros. [lanee onpenenseTcs MaTpHIa CBSI3HOCTH, KOTOpast Oy/JIeT ONMUCHIBATS,
KaK y3JIbl B3aMMOJICHCTBYET C COCEIHUMH (BBEpX, BHHU3, BIEBO, BIpaBo). CXeMaTHYHO TOMOJIOTUU
TIpeJICTaBJIeHbI Ha puc. 1.

a 6 6
Puc. 1. CereBsle Tonosoruu; a — ad-hoc;
6 — OZIHOYPOBHEBAsI HEOPUEHTHPOBAHHAS, 6 — MHOTOYPOBHEBAST OPUEHTUPOBAHHAS
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Bo3MmoskHa HacTpoiika cleqyIoUIMX MapaMeTpOB CETH: pa3Mep pelIeTKH, pasmep Oydepa u
MHTEHCUBHOCTb IOCTYIUIEHUs makeToB. Ilo yMom4aHuio peasn3oBaHa CIEAYIOIIAs CTPYKTYpa Y3JIOB:
KaXIbpIH y3eJ XpaHUT HH(pOpMaIHIO O TEKYLIeM pa3Mepe Oydepa 1 KOIUIECTBE HOTEPSHHBIX TAKETOB.

AJropuT™Mbl padoThI

IMocTpoeHa TecTOBas CETh W3 Y3JIOB C OTpAaHWYEHHBIM OydepoM. ['eHepaliis BpeMeHH JI0
CIIETYIOIIEro MPUOBITHS TTaKeTa OCYIIECTBISIETCS paHIOMHO Mo mpaBuiy mpotokoia Aloha [3] ¢

MOMOIIIBIO BbIpakeHus t = e*,rae A — HHTCHCHBHOCTH MTOCTYTIIEHUS TTAKETOB (TTAaKETOB/C).

B OCHOBHOM IHKIIE CreHepHUpPOBaHHBIC MAKEThI MOCTYIAIOT B CiydaiiHbie y3iubl. Eciu Oydep
MIEPETOHEH, MTAKET TePSACTCS.

Anroput™M paboTH CUMYJISITOPA MPEAICTABICH B BUE OJIOK-CXEMBI Ha pHUC. 2.

Cosnarts
MATPULLY CEAIHOCTH

[
¥anol ¢ Oydpepame

Mony4MTE J3HHLIE OT Y2N0E

Yol oT 1 30N

HET a
bydep ceobomeH

CreMaare ocBODoKLEHHA Mepenats JaHHbE

OSHOEMTE M3TPHLY CERIHOCTH
OSHOBUTE cocToRHME Dydepos

aa

TEDALHK ERINONHEHE ¢

BoieecTi
PESYNETATH! CHMYTALAKM

KoHew, cHmymnALmm

Puc. 2. bnok-cxema anropurma paboThl CUMYJISTOPA

CpaBHeHMe pPe3yJIbTATOB MOIeIMPOBAHUS

B pE3YIbTATE CHUMYJIALUNU BBIBOJUTCIA I/IH(i)OpMaHI/ISI O TMOTEPAHHBIX IIAK€TaXx MW TCEKYLIEM
COCTOSIHHMHU KAXI0I0 y3Jia. PC3YJ'H>T3.TBI MNpeaACTaBJICHBI B Tabm. 1.
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Jlnst aHanM3a TOMOJNOTHI CaMOOPTaHU3YIOMICHCS ceTH OBUIO BBIMOJHEHO TPHUIIATh HUTEpaIluit
MOJICITUPOBAHUST PAOOTHI CETH, TI0 PE3YJIbTaTaM KOTOPBIX MPOAHAIN3UPOBAH OOBEM MOTEPh JTAHHBIX.
I'paduaeckn o0BeM OTEPh MPEICTABICH Ha pHUC. 3.

Tab6n. 1. PesyabTaTr onenku norepb B COC

[ToTepsiHHBIE AKETHI IloTepsiHHBIE TAKETHI [loTepsiHHBIE MAKETHI

Urepamus | Ad- | Muoroyposuesast | WUtepamms | Ad- | Muoroyposuesast | Utepamms | Ad- | MHoroypoBHeBas

hoc | opuentupoBanHas hoc | opuentupoBaHHas hoc | opuenTHpOBaHHas
1 22 14 11 22 23 21 25 28
2 21 17 12 22 23 22 26 28
3 29 18 13 33 25 23 28 28
4 19 19 14 25 25 24 21 29
5 25 19 15 17 25 25 27 29
6 31 21 16 20 25 26 34 30
7 32 21 17 25 25 27 38 30
8 18 21 18 20 26 28 21 32
9 33 22 19 32 27 29 23 32
10 24 23 20 29 28 30 18 35

40

=
(=}
gosr
c

20

151 MexoaHele aanHee Ad-Hoc

b NiHenHan annpokcumawis Ad-Hoc
® MexogHwele nadHse Multi-evel
Nnkentan annpokcumaurs Mult-level
10 L L T T T |
0 5 10 15 20 25 30

Arepaums

Puc. 3. Tlotepu nanusix (Tomonoruu ad-hoC 1 MHOTOYpOBHEBASI OPHEHTHPOBAHHAS )

3akiIouyeHne

Paspabotan cumynsTop JUIs OIIGHKM Ka4yeCTBEHHBIX IIOKa3areleld IMepeiadd  JaHHbBIX
camoopraHu3yronmecs: cetu. PeannzoBaHa (QyHKIMS MacmITaOMpPOBaHHS CETH, HACTPOWKH CETEBOMN
TONOJIOTHH U 3aJ€P’KKHU MEepelay MaKeToB AaHHbIX. CUMYIATOP MO3BOJISIET OLIEHUTh CTATUCTUYECKHE
MOKa3aTelld TOTePh MAaHHBIX IPH IMOCTPOSHUH CETel pPa3HBIX Tomoyoruid. OcTaeTcsi BO3MOXKHOCTH
paciiipenuss (QyHKIIMOHAIA CHMYJIATOPA C YYETOM CIEAYIOIIMX aCIIEKTOB: peajlu3aliysl Pa3IudHbIX
QITOPUTMOB ~ MapUIPyTU3alli¥, MOJCIMPOBAHUE PpA3UYHBIX THUIOB Tpaduka, Trpaduueckoe
MIPEACTABICHUE COCTOSIHUS CETH.
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MODELING THE TOPOLOGY OF A SELF-ORGANIZING NETWORK

T.V. PALUYAN, V. YU. TSVIATKOU

Abstract. A simulator of a self-organizing data transmission network with the possibility of detailed
adjustment for assessing the qualitative characteristics of the data transmission system has been

developed. The simulator has been tested with various network topologies. A comparative analysis
of data losses has been performed.

Keywords: network simulator, self-organizing system, network topology, data loss, Matlab
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RESEARCH ON RELATIVE LOCALIZATION OF MOBILE ROBOTS BASED ON
MONOCULAR VISION AND KNOWN TAGS
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Abstract. This paper proposes a monocular vision-based method for relative pose estimation
utilizing known-dimension tags. By equipping vehicle B with a rectangular red tag of precisely
calibrated dimensions, vehicle A acquires visual data through a monocular camera. Through image
processing and geometric model derivation, the proposed approach achieves accurate localization
of the target vehicle. The method demonstrates advantages including low computational complexity,
cost-effectiveness, and real-time performance, making it suitable for applications in autonomous
vehicles and robotic navigation systems.

Keywords: monocular camera, pose estimation, fiducial marker, image processing, relative
localization.

Introduction

With the continuous advancement of autonomous driving technology, visual perception, as one
of its core technologies, plays a vital role in autonomous navigation and localization. Common visual
sensors include monocular cameras, stereo cameras, and LiDAR. While stereo vision-based localization
methods can calculate depth information of target objects through binocular disparity, they suffer from
high hardware costs and significant computational complexity [1]. In contrast, monocular cameras have
been widely adopted in mobile robotics and related fields due to their advantages such as low cost,
lightweight design, and ease of installation [2].

In monocular visual localization, several studies have utilized reference objects with known
dimensions to facilitate relative position computation. Chen et al. [3] proposed a calibration pattern-
based monocular localization method that achieves positioning through geometric feature detection of
predefined markers. The vehicle localization problem addressed in this study operates within a
monocular vision framework. By attaching a rectangular tag of known dimensions to vehicle B, vehicle
A can determine the relative position of vehicle B through visual analysis of the captured tag image.
This approach provides a simple yet effective solution for collaborative robotics applications,
demonstrating significant potential in mobile robot coordination scenarios.

Methodology

1. Camera calibration.

The proposed approach is based on monocular camera-captured images of vehicle B, utilizing the
relationship between the known physical dimensions of the tag and its pixel coordinates in the image.
Assuming the rectangular tag attached to vehicle B has predefined dimensions and occupies a defined
pixel area in the image, the relative pose can be calculated through the following steps using perspective
geometry principles.

To enable the transformation from pixel coordinates in images to real-world coordinates, camera
calibration is first required. By capturing a series of calibration target images with precisely known
dimensions, both the intrinsic parameters (e.g., focal length, principal point coordinates) and extrinsic
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parameters (i.e., transformation matrices between the camera and world coordinate systems) of the
camera are derived.

2. Tag feature extraction.

Vehicle A captures images of Vehicle B and its attached tag using a monocular camera. Due to
the superior performance of the HSV color space in red object detection [4], the tag typically manifests
as a rectangular red region in the acquired images. The system first extracts the tag's contour through
image processing techniques (e.g., color threshold segmentation and contour detection). Subsequently,
dimensional attributes (e.g., length and width) and pixel coordinates of the extracted tag are acquired,
which serve as fundamental parameters for subsequent pose estimation calculations.

3. Pose estimation based on the EPnP algorithm.

The Efficient Perspective-n-Point (EPnP) algorithm is designed to compute the camera pose
(rotation matrix R and translation vector t) from n pairs of 3D spatial points and their corresponding 2D
image projections. These correspondences are governed by the perspective projection relationship

pizK[R“]Xia 1)

where p,=[u,,v,]' denotes the pixel coordinates of the i-th point in the image; X, =[X,.Y,,Z]
represents the 3D coordinates of the i-th point in the world frame; K is the camera intrinsic matrix, which
includes the focal length, principal point, and other calibration parameters; R is the rotation matrix
describing the orientation of the camera; t is the translation vector representing the positional offset of
the camera.

Experiments and results analysis

To validate the effectiveness of the proposed method, the following experiments were conducted:
A red rectangular tag of known dimensions was affixed to the rear of vehicle B, while vehicle A captured
images of vehicle B using a monocular camera. The tag contour was extracted through color threshold
segmentation processing, and the relative pose of vehicle B with respect to vehicle A was computed
using the aforementioned methodology. During the experiments, multiple image sets were acquired
under varying distances and angles. The pixel dimensions of the tag were measured and compared with
actual distances. Figure 1 illustrates the image dataset captured by vehicle A's camera.
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Figure 1. The relationship between the four coordinate systems

To comprehensively evaluate the accuracy of the proposed method, this paper conducts an
analysis of reprojection errors. The reprojection error quantifies the discrepancy between the projected
positions of reconstructed 3D world coordinates on the image plane and their corresponding actual
positions in the acquired images. This metric directly impacts positioning accuracy, particularly when
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calculating the relative position of Robot B with respect to Robot A, where the magnitude of these errors
significantly impacts the accuracy of the final position estimation. The calculated mean and maximum
errors are presented in Table 1.

Table 1. Average error and maximum error

Number 1-4 5-8 9-12 13-16 17-20 21-24 Average
0,92 0,84 0,74 0,58 0,58 0,97
0,43 1,05 1,12 1,02 1,02 0,82

Averageerror | '35 0,64 0,83 0,53 0,53 0,79 0,7633
1,14 0,68 0,91 0,36 0,36 0,59
1,04 0,95 0,81 0,64 0,07 1,06

Maximum 0,46 1,13 1,17 1,04 0,53 0,84 0.8104

error 1,44 0,69 0,87 0,56 0,87 0,82 ’

1,22 0,71 0,94 0,38 0,6 0,61

The experimental results demonstrate that the calculated position of vehicle B exhibits minimal
deviation from the ground truth, with a mean average error of 0,7633 pixels and a mean maximum error
of 0,8104 pixels. These findings indicate that when the reprojection error remains controlled within 1
pixel, the positioning accuracy sufficiently satisfies practical application requirements.

Conclusion

This paper presents a monocular vision-based relative pose estimation method utilizing known-
size markers, with experimental validation confirming its feasibility and effectiveness. The proposed
approach demonstrates computational efficiency and cost-effectiveness, making it applicable to relative
positioning tasks in automated systems such as mobile robots and vehicles.

While the method achieves computational simplicity and satisfactory real-time performance,
several limitations persist. For instance, the accuracy of marker extraction degrades significantly when
the marker occupies a small area in the image or when subjected to excessive viewing angle deviation.
Furthermore, environmental factors such as image noise and illumination variations may further increase
computational errors. Future work will focus on optimizing image preprocessing techniques and
enhancing marker detection algorithms to improve system robustness.
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Abstract. Synthetic Aperture Radar (SAR) imaging technology holds significant value in military
reconnaissance and civil maritime monitoring due to its all-weather and all-time imaging
capabilities. Ship detection, as a core task of maritime monitoring, plays a crucial role in ensuring
maritime safety, combating illegal fishing, protecting the marine environment, and military target
reconnaissance. However, inherent issues in SAR images, such as noise, the difficulty of detecting
small targets, and interference from complex sea conditions, pose significant challenges to the
design of ship detection algorithms. In recent years, the YOLO series of algorithms has continuously
evolved in SAR ship detection, with the latest version, YOLOv11, effectively enhancing detection
accuracy and efficiency through innovations such as lightweight design, multi-scale feature
modeling, and improved attention mechanisms. This paper starts with the key technologies in SAR
ship detection, providing a detailed analysis of the performance advantages of YOLOv11 and its
comparison with YOLOv10. The results indicate that YOLOv11 significantly outperforms
YOLOV10 in core metrics such as precision, recall, and mAP50, while also exhibiting faster
convergence and stronger generalization capabilities. Additionally, this paper explores the
application prospects of YOLOv11l in complex scenarios and proposes future optimization
directions regarding the physical modeling and adaptability issues of SAR images, providing
important references for solving target detection problems in complex environments.

Keywords: SAR ship detection, YOLOvV11, object detection algorithm.

Introduction

With the increasing global demand for the development of marine resources, maritime traffic
regulation, and military reconnaissance, the importance of marine monitoring has become increasingly
prominent. Ship detection, as one of the core tasks of marine monitoring, not only supports maritime
safety regulation but also plays a significant role in monitoring illegal fishing, protecting the marine
environment, and military target reconnaissance. However, traditional optical sensors are limited by
weather and lighting conditions, making it difficult to meet the requirements for all-weather monitoring.
Therefore, synthetic aperture radar (SAR), as an active microwave imaging technology, has become an
important tool in the field of marine monitoring due to its all-weather and all-time imaging capabilities.

Despite the significant advantages of SAR technology in ship detection, its application still faces
many challenges. First, the inherent speckle noise in SAR images poses a threat to target detection
accuracy; second, the low resolution limits the effective identification of small targets; additionally,
complex sea conditions and target occlusion further increase the difficulty of detection. Therefore, how
to utilize advanced algorithmic techniques to improve the accuracy and efficiency of SAR ship detection
has become a key issue in current research. This paper will discuss these challenges and explore the
development and application prospects of related technologies.

Core Technical Features of YOLOv11

YOLOvV11 demonstrates outstanding performance in various computer vision tasks, including
object detection, feature extraction, instance segmentation, pose estimation, object tracking, and image
classification, marking a significant breakthrough in real-time object detection technology. According
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to the literature, YOLOV11 significantly enhances feature extraction and object recognition capabilities
by introducing the following core components:

C3k2 Block: A lightweight design that replaces the traditional C2f block, reducing the number of
parameters while maintaining multi-scale feature fusion capabilities.

SPPF (Fast Spatial Pyramid Pooling): Enhances the model's robustness to object sizes through
multi-scale pooling.

C2PSA (Parallel Spatial Attention Convolution Block): Combines self-attention mechanisms
with parallel processing paths to strengthen global feature modeling.

These improvements enable YOLOV11 to perform better in tasks such as instance segmentation,
pose estimation, and oriented object detection, thereby expanding its application range in complex
scenarios like autonomous driving and industrial quality inspection. The structure diagram of YOLOv11
is shown in Figure 1.
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Figure 1. YOLOV11 structural diagram

YOLOvV11 combined with SAR ship detection images

YOLOvV11 performs excellently in SAR ship detection, mainly due to its multiple technical
improvements. First, it can simultaneously capture global features of large targets and detailed
information of small targets through a multi-scale feature pyramid and a dynamic anchor point allocation
mechanism, effectively addressing the issue of significant size differences in ships 0. Second, in
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response to the complex sea waves and clutter backgrounds in SAR images, YOLOv11 introduces an
improved attention mechanism and context information modeling, significantly enhancing its ability to
suppress background noise and reducing both false detection and missed detection rates 0. Additionally,
YOLOV11 adopts a lightweight design, with only 2,4M parameters, fast inference speed, and high
computational efficiency, meeting real-time requirements 0. This makes it highly applicable and reliable
in practical applications such as maritime safety monitoring. Overall, YOLOv11 provides strong
technical support for SAR ship detection with high precision, adaptability, and efficient performance.

Performance Comparison and Experimental Analysis

In this experiment, we used the SAR-Ship-Dataset. It is a dataset focused on ship target detection
in the field of SAR (Synthetic Aperture Radar) images, widely applied in the research and performance
validation of target detection algorithms. Its characteristics include scene diversity, target density, and
high-quality annotations, which support the testing and optimization of different algorithms'
generalization capabilities in complex backgrounds 0. We trained on this dataset using YOLOv10 and
YOLOV11, and their performance metrics are shown in Table 1.

Table 1.YOLO Model Performance Evaluation Table

Model P R MAP50 | mAP50-95
YOLOv10 0,906 0,869 0,947 0,613
YOLOv1l 0,927 0,898 0,967 0,613

Table 1 presents the performance evaluation results of the YOLO model across different versions.
By comparing four metrics: precision (P), recall (R), mAP50, and mAP50-95, it can be observed that
YOLOV11 shows significant improvements over YOLOV10 in the first three metrics. Specifically, the
precision of YOLOv1l increased from 0,906 to 0,927, indicating enhanced accuracy in object
recognition. The recall rate improved by about 3,34 %, demonstrating further expansion in the coverage
of target detection. The mAP50 improved by approximately 2,11 %, indicating that YOLOv11 has
higher detection accuracy with an loU threshold of 50 %. However, in the comprehensive accuracy
metric mAP50-95, both versions scored 0,613, showing no difference. Overall, YOLOv11 outperforms
YOLOV10 in core performance metrics, showcasing stronger object detection capabilities.

k ship 0.65

a
Figure 2. Ship detection comparison: a — detection results of YOLOv10m; b — detection results of YOLOv11lm

According to the images in Figure 2, the training and validation loss curves of the YOLOv10m
and YOLOv11m models in the SAR ship detection task reveal their performance differences. From the
box_loss curves for training in Figure 3, it is evident that the loss values of YOLOv11m are generally
lower than those of YOLOv10m, indicating that YOLOv11m has better fitting ability and lower error
in bounding box regression. Additionally, the training loss curves of YOLOv11m decline more quickly
and smoothly, suggesting that this model converges faster during training and has stronger
generalization capabilities. In contrast, the validation loss curve of YOLOv10m decreases more slowly
and tends to stabilize at higher loss values, which may indicate significant underfitting issues. Therefore,
overall, the YOLOv11m model demonstrates superior performance in the SAR ship detection task, being
able to complete object detection tasks more accurately.
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Figure 3. Training curves of the model: a — loss curve of YOLOv10m; b — the loss curve of YOLOv1lm

Conclusion

YOLOv11 demonstrates exceptional technical advantages in the SAR ship target detection task,
achieving a good balance between detection accuracy and speed. Experimental results indicate that,
compared to YOLOv10, YOLOv11 shows significant improvements in key performance metrics such
as precision, recall, and mAP50, with precision increasing by approximately 2,32 %, recall by about
3,34 %, and mAP50 by around 2,11 %. Additionally, the validation loss curve declines more quickly
and smoothly, indicating faster convergence and stronger fitting ability. These advantages enable
YOLOvV11 to quickly complete ship target detection tasks in complex backgrounds, showcasing greater
adaptability and generalization capabilities. However, despite YOLOv11l's technical performance
surpassing that of YOLOV10, its performance on the comprehensive metric mAP50-95 has not yet
broken through, reflecting ongoing challenges in physical modeling and adaptability to complex
environments in SAR image detection. Characteristics of SAR images, such as variations in target scale,
background interference, and scattering effects, increase the complexity of detection algorithms,
especially in scenarios with multiple scenes and densely distributed targets. Future research should
further optimize the algorithm's adaptability to complex physical environments and model the physical
characteristics of SAR images to enhance detection robustness and overall performance. Overall, the
technical performance of YOLOvV11 in SAR ship detection provides important references for subsequent
research and points the way to solving target detection problems in complex environments.
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AnHotanusi. B cratbe paccMoTpeHa BO3MOXKHOCTH HCIIOJIB30BaHHS HH(PPOBHIX JBOWHHKOB Ha
OCHOBE MYJIBTHATEHTHBIX CUCTEM JUISl YIPABJICHUS TPAHCIIOPTHBIMHU CETAMH M IIPOTHO3UPOBAHHUS
Meperpy3ok B HHUX. IIpUBEIEHBI MNpEeMMYyINECTBa BHEAPEHUS IHM(QPOBBIX JBOWHHKOB H
MYJIBTHATCHTHBIX CHCTEM IUIS YIPABJICHHUS MOTOKAMH B TPAHCIOPTHBIX CETSAX, OCOOCHHOCTH H
MPUHIUIIBI Pa0OTHI JaHHBIX TEXHOJIOTHH, & TAK)KE MEPCIEKTUBBI M BO3MOKHOCTH UX IIPHMEHEHUS B
Benmapycn. Omnmcan mnpuMep THHNOBOM IMECTHMEPHOW CTPYKTYpHl LH(PPOBOTO IBOWHHUKA,
NPUMEHSEMOH JUII MOJEIUPOBAHMS TPAHCIOPTHOM ceTu. IIpetokeH moaxon NpUMEHEHHS
areHTHOTO METO/a IIPHU CO3/aHWM CHUMYJISITOpPA TPAHCIIOPTHOM CETH C LENbI0 MOBBIIICHHS
3 PEeKTUBHOCTH MPUHSATHUS PEIICHUI IPU PETyINPOBAHUY TPAHCIIOPTHBIX MOTOKOB.

Kniouegvie cnosa: MyJbTHareHTHBIE CUCTEMbl, LU(POBbIC JBOMHUKH, TPAHCIOPTHBIE CETH,
MIPOTHO3HPOBAHUE TIEPErpy3KH, CUMYJINMA TPAHCIOPTHBIX IHOTOKOB, ONTHMHU3AIUS JBIKECHUS,
UHTEJUIEKTya bHbIM areHT, YIPaBIeHUE JBI)KCHUEM.

BBeaenne

MHoroareHTHbIe, WA MyJbTHareHTHble, cucTteMbl (MAC) TpeAcTaBisAOT COOOW OJHO U3
HaunboJiee TMEPCIEKTHUBHBIX HAMpaBJIEHHH B 00JACTH HCKYCCTBEHHOT'O WHTEJUIEKTa. JTH CHCTEMBI
WCTIONB3YIOTCSL ISl PEIICHUs] CIOXKHBIX 3a7ad, KOTOpble TPeOYIOT KOOPAWHAIIMM MHOMKECTBA
HE3aBHCHUMBIX areHTOB, B3aHMMOJIEHCTBYIOIIMX MEXKIy COOOH. ATeHT B JaHHOM KOHTEKCTE — 3TO
aBTOHOMHAs CYIIHOCTh (IIporpamMma, YCTPOHCTBO WJU pPOOOT), CHOCOOHAs BOCHPUHUMATh
OKPYKAOIIYIO Cpey, IPUHUMATH PEIIeHUs U JIEHCTBOBATh IS TOCTHKEHHS TIOCTABICHHBIX IENEH.
MAC HaxomsiT IpUMEHEHHE B PA3IMYHBIX 00JACTIX, TAKUX KaK POOOTOTEXHHKA, YIPABICHHE CETAMU,
BKJIFOYAsl TPAHCIIOPTHBIE, JIOTHCTHKA, KNOepOe30nacHOCTh U MHOTHE Apyrue [1].

HN3-3a pacTymiero HaceJeHus, OBICTPOTO POCTa YHCIIa TPAHCIIOPTHBIX CPEACTB U OTPaHUYEHHBIX
BO3MOXKHOCTEH paciiupeHus HHPPACTPYKTYphl TPaJWIMOHHBIE METOIBl YIPABICHHUS JIOPOKHBIM
JBIDKEHHEM TIEPECTaloT CIPABISITHCS CO CBOMMH 3ajadamu. VX HECocoOHOCTh pearupoBaTh Ha
CUTYallIO B PEKUME peaslbHOrO BPEMEHH MPHUBOJIUT K BOSHUKHOBEHHUIO MPOOOK HAa JIOpOTax, 3aCTOEB
Ha ’eJIe3HOIOPOKHBIX U MOPCKHX IMYTAX. DTO, B CBOIO OUEpe/lb, IPUBOANT K HEI(D(PEKTHBHOMY pacxomy
TOIUTNBA, CPBIBY CPOKOB IIEPEBO30K, YBEIMYEHHIO BHIOpOCa 3arps3HsomuX BemiectB. [losTomy B
HBIHEITHEE BPEMsI BHEIPEHHE WHTEIICKTYaJIbHBIX CHCTEM YIPABIEHUS TPAHCIOPTHBIMHU CETIMU
SIBIISIETCS OJJHUM W3 HanOoJee NMepCIeKTUBHBIX HANPaBJICHUH B TaHHOM cdepe.

Ilpu BHeApeHUU MHTEIIEKTyalbHBIX CHUCTEM, B TOM YHUCJIE U TPAHCIOPTHBIX, OYEHb BAXKHO
€O37aTh "TIOJIMTOH' — TECTOBYIO CPEy, KOTOPasi MOACIUPYET MPOIIECCHI, MPOUCXOASIINE B pPeaThbHON
¢usnueckoir cucreme. [lJisi 3TOr0 TPUMEHSIETCS TEXHOJIOTHS NUQPPOBBHIX ABOHHHUKOB. l{udposoit
neoitauk (LI/I) — 370 BUpTyanbHBIN ABOWHUK (DU3UYECKOTO OOBEKTA, CIIOCOOHBIN pabOTaTh C TaHHBIMU
B peXHME peajbHOr0 BPEMEHM JJIsi CO3aHUs CUMYIIIUN U MoJeNed mporHo3uposanusi. Pabora B
peanbHOM BpeMeHH, I POBU3AIIHS U TPOAKTHBHOCTH MO3BOJISIOT Oosiee 3P PEeKTHBHO ONTUMH3UPOBATH
paboTy TpPaHCHOPTHON CHUCTEMBI M OKA3bIBAIOT IIOJIOKHUTEIBHOE BIUSHUE HAa SKOHOMHYECKYH) W
9KOJIOTHYECKYIO YCTOMYNBOCTS [2].

[lenbto cTaThbu SIBISETCS HCCIIENOBAHUE BO3MOXKHOCTEW HUCIOIb30BaHusl TexHonoruu [IJI Ha
ocHoBe MAC B mpuMEHEHNH K TIPOTHO3UPOBAHUIO TTEPETPY30K B TPAHCIIOPTHBIX CETSIX.
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IIpoOseMa meperpy3ok B TPAaHCHOPTHBIX CETAX

I'maBHO#M mpo06iaeMOil CTaHAAPTHBIX METOAOB YIPABJICHHUS IOPOXKHBIM [IBUKEHHEM SIBIISETCS
HECIIOCOOHOCTh pearupoBaTh Ha TEKyIIee COCTOSHHE Ha JOPOIe M, COOTBETCTBEHHO, U3MEHATH CBOIO
KOH(HTYpaLuio (HanpuMep, TpoJ0DKUTEILHOCT CUTHAIOB cBeTodopa). C pocTOM YKCIIa YHaCTHUKOB
JOPOXKHOTO JIBHDKEHHSI KOJIMYECTBO BO3MOKHBIX COCTOSIHUM TPAHCHIOPTHOM CETH CTaHOBUTCS
Ype3BbIYAiHO BEIUKO, M I[O3TOMY NPHUMEHEHHE 3apaHee IOATOTOBICHHBIX IJIAHOB YIPABICHUS
TPaHCHOPTHBIMU TIOTOKaMH HE UMeeT OONBILIOr0 CMbICTa. Bo3HMKHOBEHHE HOBBIX COOBITHIT PUBOIAMUT
K TIOCIEICTBUSM, KOTOpBIE OBICTPO MEHSIOT BCE COCTOSIHHE CETH, B pe3yjbTaTe Yero IUIaHbl 110
peryInpoBaHuio Tpauka 4acTo OKa3bIBatoTCsA HEd(PPEKTHBHBIMHU.

SIBHBIM IIPOSIBIIGHHEM JAaHHOH MPOOJEeMbl SBJSIETCS MEperpys3ka TPaHCIIOPTHOH CETH. 3aTOpEI
NPUBOJIAT K OOJBIIOMY KOJMYECTBY HETaTHBHBIX 3(P(EKTOB: MOTEepsl BpEMEHHU Ha MepeABIKCHUE, POCT
BBIOpOCa  BBIXJIONIHBIX TIa30B, BO3HUKHOBEHHE aBapUHHBIX CHUTyalluH M MHOIOE€ JpYyTroe.
KnaccupunupoBaTs mneperpy3kd MOXXHO 110 IIPUYMHAM BO3HUKHOBEHHSI M IO  XapakTepy
pacrpoctpanenusi. OCHOBHBIMH pHYUHAaMU 3aTopoB siBisitoTcst AT, mmoxast opraHu3anys TBHKEHUS,
HeOJIaronpusTHeEIE TOTOAHBIE YCIOBUS, peMOHTHble pabotel. [lo xapakTepy pacmpocTpaHeHHUs
CYIIIECTBYIOT TaKHe 3aTOPBI, KaK TOYeYHBIE (IIpoOKa Ha KOHKPETHOM IEPEKpecTKe Wi cBeTodope),
nuHEeHHbIe (MpoOka Ha TMPOTSHKEHHOM YYacTKe, HalmpuMep, TOHHEISX MU MPOCHEKTax), BOJHOBBIC
(pe3koe TOpMOKEHHE OJTHOTO ABTOMOOUIISI BBI3BIBAET BOJIHY OCTAHOBOK), pETyJIsipHbIE (MacCOBBIH BbE3]
VI BBIE3]] aBTOMOOMIIEH B OZTHO BPEMs).

OCHOBHBIMH CIIOCOOaMHU IPOTUBOJACHCTBUS NPOOKaM SIBISIOTCS YIy4dLICHUE HHPPACTPYKTYpPhI
ropoja, U3MEHEHUE TPAHCIOPTHOM CETH, BHEAPEHUE TEXHOJOTUMH MOJEIUPOBAHUS W YIIPABICHMS
JOPOXXHBIM JBKeHHeM. Ecnu mepBele 1Ba crmoco0a HampaBieHbl HA CO3JAHME WM HM3MEHEHHE
3JIEMEHTOB CHCTEMBl JOPOXKHOTO [JBMXKEHHUS (CTPOMTENBCTBO HOBBIX JOpPOr, OOOpyAOBaHME
MEPEKPECTKOB, MEepecTpoiika YJuIl, OpraHu3alus MNEepeKphITUH), TO TMOCIEAHUN TMpeArnoaaraeT
UCIIOJIb30BaHUE YK€ CYLIECTBYIONIEH JKOCHUCTEMBI, YTO TPeOYeT HAMHOTO MEHBINIEro KOJIMYecTBa
JCHEeXHBIX M MaTepualbHbIX pecypcoB. Ha Tekymmii MOMEHT NEepCHEKTHBHBIM pEIICHHEM IS
yIpaBIeHHs CIOXKHBIMU TPAHCIIOPTHBIMU ceTsMu ctann MAC.

IIpumenenue MAC B TpaHCTIOPTHBIX CETAX

CymiecTByeT MHOXKECTBO Pa3IMYHBIX aBTOMATH3WPOBAHHBIX CHUCTEM YIIPABICHUS JTOPOKHBIM
nmemxerneM (ACY/1J1), koTopsle MOXHO KIacCU(PUIMPOBATH 1O Pa3IMYHBIM TpPHU3HAKAM: METOJ
ONITUMH3AIINY TIOTOKA B TPAHCIIOPTHON CETH, PETYIHPYEMbIE XapaKTEPUCTUKU CBETOPOPOB, THOKOCTh
MEPECTPOSHUS, WCIONb3yeMble METOABl JeTeKTHpoBaHWA. [lpu paccMOTpeHHH BO3MOXHOCTH
npumeHeHuss MAC B TpaHCHOPTHBIX CETSIX KIIFOYEBBIMH XapaKTEPUCTHKAMH SIBISIOTCS METOJ
ONTUMHM3AIINHU U THOKOCTH mepecTpoiiku [3].

MHorre KOMIOHEHTHI CUCTEMBI, HCIIOJIb3YEMbIE B YIIPABICHHH JOPOKHBIM JIBUKEHHEM, TaKHe
KaK cBeTO(OpHI, JATUNKA W ACTEKTOPHI JIBW)KCHUS, MOTOAHBIE W JIPYTHe JAaTYMKH, BUIACOKAMEPHI,
MPOEKTOPBI, MOXHO cJienaTh Oojieeé aBTOHOMHBIMH M, CII€JIOBAaTEIbHO, OOJiee aJalTUBHBIMU, €CIH
CMOJICTTUPOBATH MX B KAUYECTBE areéHTOB. 3HAHMUS O TEKYIIUX TPAHCIOPTHBIX MMOTOKAaX U OOIIHe JaHHBIE
(peMoHTHBIE pabOTHI HAa JOPOTE, aBapHH, MEPEKPHITUS W MpoYee) MOTYT OBITh COOpaHBI JIOKAIBHO
pETHOHAIFHBIMA (30HAJLHBIMHU) areHTaMH, KOTOpPhIE KOHTPOJHPYIOT 3(PGEKTUBHOCTH JIOPOKHOTO
JIBIDKEHUSI B KaXIIOM pernoHe (3oHe). Eciam coObITHE MOXET UMETh IMOCIEACTBHS Uil PaldOHOB,
HAXOJISIIMXCS TOJ] KOHTPOJEM COCEIHHMX 30H, COOTBETCTBYIOLIME areHTbl MOTYT OBITh
NPOMH(OOPMHUPOBAHBI C LENbI0 KOPPEKTHPOBKH M KOOPAMHAIMM CBOETO IUIAHA COOTBETCTBYIOIIUM
obpazom. [IpenmymiecTBO TakoW CHUCTEMBI 3aKIFOYAETCS B TOM, YTO W3MEHEHHUS M BMEIIATEIbCTBA
paccMaTpUBAIOTCSI Ha PETMOHAILHOM YPOBHE M HEMEJICHHO yCTpaHstoTcs. Ecnu 3TH coObITHs OymyT
UMETh IIOCIEACTBHUS Al KAaKUX-THOO JAPYTHMX PETHOHOB, TO TOJNBKO AareHThl, OTBEYAIOLIHE 3a
3aTPOHYTBIE PETHOHBI, JOJDKHBI OyIyT IeperuiaHupoBaTh CBOIO JAeATeNbHOCTh. CleoBaTesbHO,
cUCTeMa MOXET ropasz/io ObIcTpee pearupoBaTh W aJalTHPOBATHCS K HOBBIM CHUTyalusM. Bmecto
ABTOHOMHOW CHCTEMBI MOJICP’KKU MPUHATHUS PEILICHHUH, C TIOMOIIBIO areHTOB 3Ta MOJAEPKKa MOXKET
OBITH OKa3aHa B pexxuMe online [4].

Jpyrum  npeumymectBoM mnpumeHeHuss MAC sBisieTcsi BO3MOXKHOCTh POTHO3HPOBAHUS
Neperpy3oK TPAHCIIOPTHOW CETH Ha OCHOBE COOpaHHBIX JAaHHBIX. [IpOrHO3MpOBaHHE MO3BOJISIET
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MIPUHATH NPEBEHTUBHBIE MEPBI, HANIPABJICHHBIX HA ONTUMH3AIMIO TPAHCIIOPTHBIX NMOTOKOB. AHAJIN3
UCTOPUYECKHUX MAAaHHBIX B COUYETAHWH C TEKYLIMMH IIOKa3aTeNsIMH JAeT BO3MOXKHOCTH BBISABIATH
3aKOHOMEPHOCTH BO3HUKHOBEHHS IIEPETPY30K, YTO CHOCOOCTBYET MOBBIILICHUIO TOYHOCTH IPOrHO3HBIX
Mozeneil. 9To, B CBOIO OYepe/lb, MO3BOJUT CBOEBPEMEHHO BBINOJIHATH YIPABISAIOLINE BO3ACHCTBUA,
TaKMe KaK aJalTHUBHOE pErYIMPOBAaHHE CHUTHAJIBHBIX CBETO(OpPOB, AMHAMHYECKOE H3MEHEHHE
MapUIpyTOB OOIIECTBEHHOTO TPAHCIIOPTa UM HHPOPMUPOBAHKE BOJUTENEH Yepe3 HHTEIICKTYalIbHbIE
TPaHCHOPTHBIE CUCTeMBL. Kpome TOro, mporHozupoBaHue crnocoOCTByeT Oonee 3(h(eKTHBHOMY
TUTAHUPOBAHUIO JIOPOKHOM HMH(QPACTPYKTYpHI, MOCKOJIBKY BBISBICHHBIC Y3KHE MeECTa M 30HBI
NOBBIIICHHOM HAarpy3Kd MOTYT OBITh YYTEHBl IPH IPOEKTHPOBAHMM HOBBIX MarucTpaieil win
MOJEPHHU3ALNHU CYILECTBYIOIIUX.

Hecmotps nHa oueBunnbele npenmymiectBa MAC, HMEIOTCS CEpbe3HBIE CIOKHOCTH IS
uccienoBarenei u pa3padoTunkos. Kirrouesbie npo0ieMbl BKIIOYAOT BOIIPOCHI MacIITa0MPOBAaHUS AJIs
KPYIHBIX TOPOJOB, HWHTETpAIll C CYIIECTBYIOMIEH HHQPPACTPYKTYpoll W HaJeXHOH padoThl B
HEIITATHBIX CUTYalMsX, TaKUX KaK aBapull WM HEOIarompHsTHBIE TMOTOTHBIE YCIOBHA. BaxHO
OTMETHTH, YTO OOJIBIIMHCTBO TEKYIIUX UCCICI0BaHUI OCHOBAHbI HA KOMITBIOTEPHOM MOJIEIUPOBAHHH,
a HEe Ha pEalbHBIX YCIOBHAX OKCIUTyaTalldd, YTO OrpaHMYMBAET IOHUMAaHUE NPAKTHYECKOTO
npumenenuss MAC B cloxHO#M ropojackoit cpene. ['opoiackod Tpauk 3aBHCUT OT MHOXKECTBa
@aKTOpOB, BKJIXO4as IIOBCACHUC BOILI/ITCJ’ICI\/’I, HEMPECABUACHHBIC COOBITHS u OrpaHUYCHUA
uHpacTpykTypsl. i1 ycnemrHoro pa3sepreiBanust MAC B peasbHBIX YCIOBHSIX HEOOXOAUMO PEILINTh
pOoOIIeMbI MACIITAOUPYEMOCTH, COBMECTHMOCTH U KOOPAWHALIMU MEX Ty areHTamu [5].

Iu¢poBbie IBOHHUKHU JJIs1 TPAHCIIOPTHBIX CHCTEM

LIJ] B TpancropTHON MH(MPACTPYKType, KaK MPABHJIO, HMEET IIECTUMEPHYIO CTPYKTYpY, Kak
MOKa3aHo Ha puc. 1.
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Puc. 1. lllectumepHast cTpyKTypa Iu(ppoBOTO JBOMHHHKA

Takoit LI/] obbenuusier ¢usnyeckre OOBEKTHI U BHUPTYyaJbHbIE MOJENM C TOMOMIBIO “sypa
muQpoBoro ABOMHMKA" Al oOecriedyeHUs] B3aUMOACHCTBHSA C JaHHBIMH B pEaJbHOM BPEMEHH,
ONTUMH3ALIMU MOJISIIMPOBAHNSI M TIPOTHO3HOrO aHanu3a. DuU3nueckue TpPaHCIOPTHBIE CpPEACTBa
NPEJICTABIISIIOTCS. B UHTEPAKTHBHOM PEXKHME C BEICOKOW CTETIEHBIO TOUHOCTH.

Cuctema obecrieunBaeT B3aUMOACHUCTBHE C JaHHBIMH B PEKUME pPEATbHOTO BPEMEHH,
ONITUMH3ALIMIO MOJICIIMPOBAHMS M TMPOTHO3UpOBaHME ¢ nomompio siapa L[JI. OHa oxBarkiBaeT Bce
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aCIEKThl TPAHCIOPTHOW WHQPACTPYKTYphl, HAauWHAS OT IUIAHUPOBAHUS, MPOSKTUPOBAHUS U
CTPOUTENHCTBA U 3aKaHUMBAs IKCILTyaTallneil, TEXHHYECKUM 00CITy>)KHBaHHUEM H OOHOBIIEHUEM.

HcTouHUKOM NaHHBIX SBIAETCS (PM3WYECKUH OOBEKT, COCTaBISIONIMNA OCHOBY TPAHCIOPTHOM
uHPpacTpykTypsl. Crofa BXOIST Bce 0OBEKTHI, CBA3aHHBIE C TPAHCIOPTOM B peajJbHOM MUpE: JOPOTH,
MOCTBI, TPAHCIIOPTHBIE CPEICTBa, aBTOOYCHBIE CTaHIIUH, MOPOKHBIE 3HAKM M Tak jJaiee. Y BCEX
¢u3ngeckux OOBEKTOB HWMeeTcs CBOW HaOOp CBOWCTB, KOTOPBIH YUYMTHIBAETCS TIPH pacderax
MHQPaCTPYKTYpBl: MaTepuallbl, IPOYHOCTh, U3HOC, Pa3Mepbl U TaK jaanee. TpaHCIOPTHBIE CPeAcTBa
pa3NIn4aoTCs MO THUIIaM MOJeNeil, CKOPOCTH, TaCCaKUPOBMECTUMOCTH U HOpMaM BbIOpocoB. Kaxkapit
O00BEKT SABNSETCS aKTUBHBIM TUHAMHYHBIM 3JEMEHTOM, TECHO CBSI3aHHBIM C JKU3HBIO TPAHCTIIOPTHOM
cetu. L[/ mpemocTaBusieT OTpakeHHE PEaTbHOTO MHpA C MTOMOIIBI0 TAKWX JAaTYAKOB, KaK KaMephl,
uH}pakpacHble naTuuku, GPS, akcenepoMeTpsl U JaTYUKH TEMIIEPATYPHI.

BupryansHast Monenp SBIseTCS TIaBHBIM pabounM xKommoHeHToM LI/], Xpaus n mpexcraBiss
co00i1 odeHp TOYHOE OTOOpakeHue (PU3MUEecKOro MHpa B IJICKTPOHHOM BHaE. MoJenb UMHUTHPYET
MOBeJIcHNE, aTpUOYThl W B3aUMOACHUCTBHA (DHU3WYECKUX OOBEKTOB, YTO IO3BOJISIET MHPOBOAMTH
JUHAMUYECKOE MOJICIUPOBaHHUE MMPOU3BOIUTEIHLHOCTH HHPPACTPYKTYpHl. BupTyanbHas Moaens — 3T0
HE TPOCTO CTAaTHUYHOE TPEXMEPHOE MpPEICTaBIEHHE, OHA OXBAaTHIBACT JWHAMHUYECKOE ITOBEICHUE,
MEXaHHMUECKHE XapaKTePUCTUKH, CBOMCTBA MaTepHaioB U B3aUMOJACHCTBHE (DPU3NUECKUX OOBEKTOB C
OKpYKaIollel cpe1on.

DOTa uWHTerpanus MO3BOMSET NPOBOJUTH MOICIUPOBAaHHE, HAYMHAS OT IPOTHO3HPOBAHUSA
TPAHCTIOPTHBIX MMOTOKOB M 3aTOPOB B OIPENIEICHHBIX MECTaX W B ONpEeIEHHOE BpeMs M 3aKaHIMBast
MIPOM3BOAUTEIBHOCTRI0 M peakiuell KOHCTPYKIMM Ha OIpeleleHHble Harpy3Kd, a TaKxke
JIOIITOCPOYHBIMH TTOTPEOHOCTSMHU B TEXHUYECKOM 00CTyKnBaHUHU. KpoMe Toro, BUpTyalbHas MOAEITHh
OTKPBITA JUTS TIOAKITIOUEHUS K APYTUM MUGPOBBIM MOJEISM, HICTOYHUKAM JAHHBIX H MPHIOKEHUSM,
00BEIUHSACH B €AUHYIO IU(PPOBYIO IKOCUCTEMY.

ba3a naHHBIX NBOMHHMKA SBISETCA WCTOYHUKOM JIAHHBIX BUPTYaJbHOW MOJENH, MPEICTaBIIAsL
COCTOSTHHE, TIOBEJICHUE W IKOJIOTHIECKUN KOHTEKCT KXKIO0T0 (PH3NIecKoro 00heKTa, a TAKKE MTPOTHO3BI
1 00paTHYIO CBsI3b, KOTOPBIC (DYHIaMEHTAILHO YIPABJISIOT BCeH cucTeMOM. JlaHHBIE TaKKe BKIIIOYAIOT
HENpPEepBIBHBIM BBOJA B peXMME pealbHOI0 BpEMEHH, TaKOW KaK COCTOSIHHE TPAHCIIOPTHOTO MOTOKA,
MOBE/IEHNE TPAHCIIOPTHBIX CPEACTB M JTaHHBIE 00 OKpYXKAIoIIeH cpele, KoTopeie mo3BoisioT LI/ ¢
BBICOKOH TOYHOCTBIO OTpa)kaTh pealbHBIM MUp. Bce »Tm maHHBIE pa3HOOOpa3HBI, T€TEPOTEHHBI U
KpyMHOMAacCIITaOHBI [0 CBOEH MPHUPO/IE, TOCKOIBKY OHH MOCTYMAIOT OT Pa3HbIX JaTYUKOB M YCTPOUCTB,
KaXKI0€ U3 KOTOPBIX UMEET pa3Hbie (OpMaThl U CTPYKTYPY.

Anpo I cayxur mBwxymed cuinoi Bceil cuctembl. OHO oOpaOaTbIBaeT, aHaJIM3UPYET U
MHTEPIPETUPYET [aHHbIE, MOCTYMAIONINe OT JBOWHUKOB, AJS pealn3allud CHUHXPOHHOW pabOThI
¢du3nuecKkux 00BHEKTOB C BUPTYAIBHBIMU MOJICIISIMU B PEXKHME PEaTbHOTO BPEMEHHU. SApO BBITIONHSET
MOJISJTMPOBAHKE, ONITUMHU3AINIO TPAHCTIOPTHBIX TIOTOKOB, TIPOTHO3BI OTHOCHTEIHHO OYAYIIUX YCIOBUI
U WHTEJUISKTyallbHYI0 aHANMUTUKYy. [lepemoBble alrOpuTMBI B COYETAaHHH C KPYIMHOMACIITAOHBIM
AHAJIM30M JTaHHBIX MCIIONB3YIOTCS ISl 00eCIieYeHNsI BO3MOXHOCTEMN MPOrHO3UPOBAHUS, YTO TTO3BOJISET
ONTHMHU3HUPOBATh YIpPAaBIeHHE CUTHAJTAMH ¢ IUIAHUPOBAaHWE MAapIIpyTOB, a TaKXkKe Apyrue
AKCIUTYaTallMOHHBIE BO3MOXXHOCTH TPAHCIIOPTHOW CUCTEMBI.

[MpuknamHoli ypoBeHb MpeoOpa3yeT 3TH BO3MOKHOCTH B TIOJIE3HBIC TPWIOKEHHS ISt
MOJIb30BaTeNIell. OH BKIIOYAeT B ce0sl MHCTPYMEHTBHI M CEPBHCHI TOMJICPKKH TPUHSITHS PEIICHHM:
MOHHTOPHHT JIOPOKHOTO JABIKEHUS, IPOTHO3UPOBAHKE 3aTOPOB, PearupoBaHe Ha aBapUH F TOPOJICKOE
TUTAaHUPOBAHUE.

Hpyrue cepBUCH, KOTOpbIE TMIO3BOJISIIOT TPAHCIOPTHBIM MEHEKEpaM ¢ HACEJICHHIO
B3aumoJeiicTBoBath ¢ L[ ans momyueHus neHHo MHpopManun 00 yCIOBUSIX B pPeXXHME peabHOTO
BPEMEHH.

APIl-uaTepdeiicel MO3BOJNAIOT WHTETPUPOBATH JIPYIHE OOBEKTHI B CHCTEMY C TIOMOIIBIO
CTOPOHHUX TPHUJIOKEHHUH, TEM CaMbIM IPEJOCTaBIsAs pa3padOTYMKaM TMOKOCTh B CO3JAaHMH HOBBIX
MHCTPYMEHTOB Ha OCHOBE JITAaHHBIX M ()YHKIMOHANBHOCTH, BhITeKatomux u3 LIJ1.

YpoBeHb TOJAKIIOYCHUS! BBICTYNAET B POJHM TIOCPEAHUKA MEXIy (U3UYECKUM MHPOM H
BUPTYaJIbHOW MOJIENBIO, 00ECTIeunBas MOCTOSIHHBIA TTOTOK JAHHBIX MEXKIy KOMIIOHCHTAMH CHUCTEMBI.
OTOT ypOBEHb NOJIEP)KUBAET CHHXPOHU3ALMIO B pealbHOM BpeMeHH, no3Bossts LI/ TouHo oTpaxkaTh
TeKyIee cocTosiHue puznueckoit uHPpacTpykTypbl. OH OTBEYAET 32 IIEIOCTHOCTh U TOYHOCTH JTaHHBIX,
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UCIIOJIb3YS HAJC)KHbBIE MPOTOKOJIBI M TEXHOJOTHH JUIS YIIPaBJIEHUS OOJBIIMMH 00beMaMH Tepeaadun
JAHHBIX C MUHHUMAJIBHBIMU 3aI€P)KKAMH U TTOTEPSIMH.

BMmecTe miecThb  KOMIIOHEHTOB — O0pa3ylOT — €IMHYIO  CETh, KOTOpas  00ecCIe4nBaeT
(GYHKIIMOHUPOBAaHME  BCEM  TPAaHCIOPTHOW  HMH(PACTPYKTYphl, oOecrednBas CyLIIECTBEHHYIO
TEXHOJIOTUYECKYIO MOMIAEPKKY JUIA HEMPEPHIBHOTO, HHTEIUIEKTYATBHOTO U 3()(EKTUBHOTO PA3BUTHS
TOPOACKHX TPAHCIIOPTHBIX CHCTEM [2].

Hepcnexktubl npuMenenns L/l na ocnoe MAC 15151 IpPOrH03upoBaHus NEPEerpy3oK

I/l ¢ uHTErpUpOBaHHBIMH MHOTOAr€HTHBIMH CHUCTEMaMHU MPEJOCTaBISIOT BO3MOXHOCTH IS
MIPOTHO3WPOBAHUS U MIPEIOTBPAIICHHUS ITEPETPY30K TPAHCIIOPTHBIX ceTel. Takue ccTeMbl TTO3BOJISIOT
TECTHUPOBATh YIPABICHUECKHE PEIICHUS B BUPTYAIBHOH cpele Mepea WX peau3aliieid B peasbHOM
TPAHCHOPTHOM MOTOKE. ITO OCOOCHHO BAKHO IJIS MIPEJCKa3aHMsl KPUTHUECKUX CUTYaluH, TaKUX Kak
3aTOPHl HA MAarucTpalisix, Meperpy>KeHHOCTh Y3JIOBBIX Pa3Bsi30K WM pe3Koe yBenmdeHue Tpaduka B
oTpezieTIeHHbBIE YaChI MTHK.

Hcnonp3oBanue areHtHoro noaxona B L/l obecneunBaet pacnpeaeaeHHOE IPUHITHE PEIICHHUM,
KOTJa KaXIplil 3JeMEeHT — Oyap TO cBeTo(op, JAaTYUK WIM TPAHCIOPTHOE CPEACTBO — JIEHCTBYET
aBTOHOMHO, HO TIPH 3TOM KOOPAMHHUPYETCS C OCTAIBHBIMH YYaCTHHKAMH CHUCTEMBl. B KOHTEKCTe
MpEJICKa3aHusl Teperpy3oK 3TO TIO3BOJISIET MOJEIMPOBATh IOBEACHHE OTAEIbHBIX YYaCTHHUKOB
TPAHCIOPTHOW CHCTEMBI, TAKUX KaK aBTOMOOWIIHCTBHI, BOJUTEIH OOLIECTBEHHOTO TPAaHCIOPTa WA
MIENIEXO0/IbI, ¥ aHATM3MPOBATh UX COBOKYITHOE BIHSHUE Ha 00mIuii morok. Hampumep, ecimm B cucremy
MOCTYTIAIOT JTaHHBIE O POCTE WHTEHCUBHOCTH JIBIDKEHUS Ha OJTHOM M3 y4acTKoB moporu, MAC Moxer
ABTOMATHYECKH CKOPPEKTUPOBATH paboTy cBETO(OPOB, PEATIOKHUTH allbTEPHATHBHBIC MAPIIPYTHI U
JTakKe BPEMEHHO OTPaHUYUTH TOCTYII K TIEPETPYKEHHBIM YIaCTKAM.

Hns tpancnoptHOil cuctemsl benapycu BHeapenue MAC B L] TpaHCHOPTHBIX CETEN aKTyalbHO
C TOYKHU 3pEHHs ONTUMH3ALIMH CYLIECTBYIONEeH HHPpacTpyKTypsl 0e3 He0OXOAUMOCTH MacIITaOHOTO
CTPOUTENBCTBA. DTO MO3BOJUT aJalNTHPOBAThCS K pacTyLIed TpaHCIOPTHOW Harpy3ke M MOBBICUTH
MPOMYCKHYIO CIMOCOOHOCTh NOpor. OcoO0eHHO A(PGEKTUBHBIM CTAHOBHUTCS HCIOJIB30BAHHUE TaKHX
TEXHOJIOTHH I TPOrHO3MPOBAHUS MEPErpy30K B YCIOBUSAX MAaCCOBBIX MEPONPHUITHH, MPa3IHUYHBIX
JHEH WM copTUBHBIX coObITHH. /] MOTYT MOIEIMpOBATh CIICHAPUH, YUYUTHIBAIONIUE KaK TEKYIIYIO
3arpyKeHHOCTh JOPOT, TaK M HCTOPHYECKHE NaHHbIE O TpaduKe B aHAIOTUYHBIX CHUTYAIHSX, YTO
MO3BOJISIET 3apaHee BBISIBUTH MOTEHIMANEHBIC "'y3KHe MecTa" M pa3paboTaTh IUIaHbl UX Pa3rPy3KU.

OpnHuM U3 KITF0UeBbIX penmytiects komOuHanuu 11/] u MAC sBiiseTcsi BO3MOKHOCTh PabOThI ¢
OOJBIIMMY JAHHBIMH B PEXKHUME peasibHOTO BpeMeHH. CrcTeMa MOKET MHTETPUPOBATHCS C JaTYNKAMHU
JIBUKCHHS, BUJICOHAOIIOICHHEM, MOOWIIBHBIMY TPUIIOkeHUsIMU 1 GPS-Tpekepamu, 4ToOBI MTOTy9aTh
aKTyalbHYI0 MH(OpMAIHIO O COCTOSIHUM TPAHCIOPTHOW ceTH. Ha OCHOBe 3THX JaHHBIX aTOPUTMBI
MaIIMHHOTO OOyYeHHS MOTYT BBIABIATH 3aKOHOMEPHOCTH, IPEACKa3bIBaTh  BEPOSTHOCTH
BO3HUKHOBEHHsI TPOOOK U TMpeiaraTh Mepbl TPEABAPUTENFHOTO pPEAarnpoBaHHUA IS WX
npenorBpanieHus. Hanpumep, eciau ciucreMa oOHapyKHBAET, YTO B OIPE/ISIICHHOE BpeMs JTHS Tpaduk
Ha KOHKPETHOM MarucTpaiud HauyWHAeT pacTH, OHa MOXXET 3apaHee pPEeKOMEHIOBAaTh H3MEHEHHE
cBeTO(OPHBIX IIUKIIOB WM HHPOPMHUPOBATH BOJIUTENEH O HAIMYNH aJIbTEPHATUBHBIX MapIIPyTOB Uepe3
MOOWJIBHBIE TIPUIIOKEHUS.

IIJ1 urparoT KI04YEeBYIO POJIb B JOJITOCPOYHOM IUTaHMPOBaHUHU. OHM MO3BOJISIOT MOJIEIHPOBATh
MOCJIE/ICTBUASL M3MEHEHHs CBETO(OPHBIX IMKIOB, TECTHPOBATH PA3IMYHBIE CXEMbl OpTaHU3aIHUU
JIBUKEHHS, OLEHUBaTh A(G(EKTUBHOCTh HOBBIX MAapIIPyTOB OOIIECTBEHHOTO TpaHCIOpPTa U
MPOTHO3MPOBATh BIMSHHUE JOPOXKHBIX PabOT W BPEMEHHBIX OTpaHWYCHUI. B yCIIOBHSIX aKTHBHOTO
ydactus benapycu B MeXyHapOAHBIX TOPTOBBIX MapLIpyTax, 0COOCHHO B paMKax WHUIMATUBEI "OnuH
MOSAC, OAMH IWYTh', TaKW€ TEXHOJOTUH CTAHOBSTCS Ba)XKHBIM HHCTPYMEHTOM MJISl YIpPAaBJICHUS
JOTUCTHYECKUMHU mnoTokaMu. [/l Moryr mpeackasarb, Kak MW3MEHEHHS B TpPaHCHOPTHON
UHPPaACTPYKType WIH B IpaduKe rpy30NepeBO30K MOBIHSIOT Ha 3arpy>KEHHOCTh TPAHCIIOPTHBIX Y3JIOB,
U TIPEUIOKUTH ONITUMAJIBHBIE PELLICHUS ISl MUHUMU3ALUH 3a/1epiKEK.

BHeapenne Takux TEXHOJIIOTHI CONPSHKEHO C PAIOM BbI30BOB. OCHOBHOM NpoOieMoii siBisieTcs
UHTETrpaIys ¢ ycTapeBIUMH cucteMamu. J{iist s dekTrBHOM 00paboTKH OONMBIINX 00HEMOB JAHHBIX
HE0OXO0MMO UCTIOIH30BaHNE TPAHIMYHBIX BRIYHUCIICHHM, a T 00ecTieueHust KuOepOe30IMacHOCTH MOXKET
NPUMEHATHCS TEXHOJIOrUs OnokveriHa. Kpome Toro, yenemnoe GyHKIMOHUPOBAaHNUE CHCTEMBI 3aBUCUT
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OT KauecTBa BXOJIHBIX IAaHHBIX: YeM TOYHEe M TOJHEee HHQPOpPMAaLUs O TEKYLIEeM COCTOSHHU
TPAHCTIOPTHOM CETH, TEM BBIIIIE TOYHOCTH POTHO30B U 3((EKTUBHOCTH MPHHUMAEMBIX PEIICHUH.

Kom6unaanus 11J] 1 MHOTOareHTHBIX CHCTEM IPEACTABISIET COOOW MOIIHBIA WHCTPYMEHT IS
MIPEJICKa3aHNs W MPEJOTBPAILEHUs] IEeperpy30K TPAHCIOPTHBIX CETeH. DTO MO3BOJIAET HE TOJIBKO
pemars TeKymue NpobieMbl, HO W CO3[aBaTh YCTONYMBYIO TPaHCHOPTHYIO HH(PACTPYKTYpY,
CIIOCOOHYIO aIalITUPOBATHCS K Oy TyIIIUM BBI30BaM.

3akioueHne

Bueapenune L[] ¢ npumenenrieM MAC MOXeT 1aTh 3HAYUTENBHBIA UMITYJILC PA3BUTHIO B cepe
TPAHCIIOPTa, IOCKOJIBKY OTa KOHLENIUSA OTKPBIBAET BO3MOXXHOCTH IS MOHWTOPHHIA BCETO
JKU3HEHHOTO [MKJIAa TPaHCHOPTHON wH(pacTpykTypsl. bmaromapst passutuio UWT-rexHomorwmii
MOSIBJIACTCS IOCTYH K JAHHBIM O IOPO>KHOM JIBUKEHHH B PEAIbHOM BPEMEHH, UTO CO3Ja€T OCHOBY JUIS
MOJENUPOBaHUS U (HOPMHUPOBAHUS IETATBHOTO LU(POBOro OTOOpake€HMs TPAHCHOPTHBIX IOTOKOB B
pexkume online.

KnroueBoe mpeanoxenue — pa3zpadoTKa CUMYISITOpa, paboTalolero B peajbHOM BpPEMEHH, B
KOTOpPOM C MOMOUIBI0 ar€HTHOI'O0 MOJETUPOBAHMS BOCIIPOM3BOAUTCS U MPEACKA3bIBACTCS MOBEICHUE
JUHAMUYECKH CHUHXPOHU3UPYEMBIX HU(POBBIX KONMHA TPAHCIIOPTHHIX HMOTOKOB C UX MOCIEIYHOLIEH
ontuMH3anueil. B KkadecTBe HMCXOIHBIX AaHHBIX HCHONB3yeTcs uHpopmanus ¢ l0T-garynkos,
YCTAHOBJICHHBIX Ha JIOPOKHOU CeTH (HampuMep, Ha aBTOMarucTpajsax).

[Tpunmun pabotsl LI/ (cumynsTopa) OCHOBaH Ha MOCTOSHHOM KOPPEKTHPOBKE MOAEIBHBIX
CIIEHapHueB B COOTBETCTBHM C W3MEHEHWSIMH peabHOW JOpOXXHOW obcraHOBKH. OOpabaThiBas
MOCTYTAIOIIUE C JATYMKOB JaHHBIE B PEKUME PEalTbHOTO BPEMEHH, CUCTEMa CIIOCOOHA HE TOIBKO TOYHO
BOCIIPOM3BOJIUTh TEKYLIYIO JOPOKHYIO CHTYallMI0, HO W IPOTHO3UPOBATh BEPOSTHBIE TOYKH
BO3HUKHOBEHMS NTEPETrpy30K. biaromaps TakoMy Moaxoy CTAaHOBUTCA BO3MOKHBIM 3apaHEe BBIABIATh
MOTCHIMANBHO MPOOJEMHBIE YYacTKH AOPOKHOW CETH M CBOEBPEMEHHO IPUHUMATH MEpBI IS
npeAoTBpamieHus: 00pa3oBaHus 3aTOPOB. DTO MO3BOJSAET NMEPEBECTH YIPABICHUE TPAHCIOPTHBIMU
MTOTOKAaMH Ha NMPUHIMINAIBHO HOBBI YPOBEHB, I'I¢ PEIICHUS IPUHUMAIOTCSI HA OCHOBE IIPOTHO3HOTO
MOJIETTUPOBAHHUS.

Takass cuctemMa co3JaeT OCHOBY Ui BHEIPEHHMS HMHTEUIEKTyallbHBIX METOJIOB aHaJIM3a
TPaHCHOPTHOW HAarpy3kd, 4YTO MMEET KIIOYEBOE 3HAUCHHWE Ui MOBBILICHHS O€30MacHOCTH U
3¢ GEKTUBHOCTH TOPOKHOTO JIBIKEHUS. Pe3ysbTaTbl MOAEIMPOBAHHS OTKPBHIBAIOT HEPCIEKTUBBI IS
CO3/IaHMs KOMIUICKCHOM CHUCTEMBbl MOHHUTOPWHra TPAaHCIOPTHOW WHPpacTpykTypsl benapycu,
CIOCOOHOM ONepaTuBHO pearupoBaTh Ha H3MEHEHUS JOPOKHOM CUTYalHH.

DIGITAL TWINS FOR CONGESTION FORECASTING IN TRANSPORT
NETWORKS BASED ON MULTI-AGENT SYSTEMS

V.Y. MISHEPUD, V.O. SORKIN, M.Y. SHUHMAN, K.A. KHADZHYNAVA

Abstract. The article examines advanced technologies for managing transportation networks and
forecasting congestion. The primary focus is on digital twins, which enable the modeling of complex
systems, including real-world transportation networks, and multi-agent systems that facilitate
efficient real-time decision-making. The advantages of integrating digital twins and multi-agent
systems for traffic management are outlined, along with the key features and operational principles
of these technologies. The prospects and potential applications of these approaches in Belarus are
also discussed. A typical six-dimensional structure of a digital twin used for transportation network
modeling is described. Additionally, the implementation of an agent-based approach in the
development of a transportation network simulator is proposed, which is expected to enhance
decision-making efficiency in traffic flow regulation.

Keywords: multi-agent systems, digital twins, transport networks, congestion forecasting, traffic
flow simulation, movement optimization, intelligent agent, traffic management.
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Abstract. To improve the accuracy and real time performance of fall risk assessment, this study
proposes a feature selection method based on sorted metrics. The method evaluates previously
generated spatiotemporal features using correlation coefficient (CCF), bayes factor (BF), and self-
information index (SlI) to identify the most informative features. The results show that these metrics
play complementary roles in the feature selection process. CCF measures the linear correlation
between features and helps eliminate redundancy. BF emphasizes the statistical significance
between high-risk and low-risk groups. SlI captures distributional differences from the perspective
of information entropy. Comparative analysis across various metrics demonstrates that the combined
method achieves high accuracy across multiple performance indicators while significantly reducing
computational complexity.

Keywords: sorted metrics, fall risk, self-information index, bayes factor.

Introduction

Falls are a common and serious health issue among the elderly and individuals with neurological
disorders. They not only lead to physical injuries but may also trigger psychological fear, a decline in
quality of life, and increased medical costs. Therefore, developing an efficient, real time, and reliable
method for fall risk assessment has become a crucial research focus in the field of intelligent health
monitoring [1].

In recent years, with the advancement of wearable technology, gait analysis based on plantar
pressure sensors has emerged as an important approach for evaluating individual stability and motor
function. By analyzing spatiotemporal features associated with fall risk, researchers can identify
potentially high-risk individuals at an early stage, enabling timely intervention and prevention.

However, the large number of gait features generated by nonparametric models can lead to the
curse of dimensionality and may degrade model performance due to redundant or low-quality
information. Therefore, efficiently selecting the most discriminative key features from massive datasets
has become a core challenge in fall risk modeling.

To address this issue, this paper proposes a feature selection method based on sorted metrics,
which applies multiple evaluation criteria to progressively screen features, thereby optimizing model
performance and improving prediction accuracy. Compared with traditional feature selection methods,
this approach not only significantly improves accuracy but also enhances real time responsiveness and
model simplicity, making it highly suitable for practical applications.

Feature mining based on sorted metrics

Feature selection is a critical step in pattern recognition and machine learning. Its primary goal is
to reduce the number of input variables as much as possible without compromising predictive
performance, thereby lowering computational complexity and enhancing model generalization.
Traditional feature selection methods perform well when dealing with linear features or small datasets,
but they often suffer from information loss or overfitting when faced with high-dimensional, redundant,
or nonlinear feature structures.
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To address these challenges, this study introduces a sorted metrics method based on statistical and
information theoretic principles. This method offers strong interpretability and adaptability, allowing
flexible combination of various metrics suitable for different data distributions and feature types.
Specifically, the proposed method ranks and filters features through multiple stages using three core
metrics.

First, the correlation coefficient (CCF) [2] measures the linear correlation between features and
removes redundant ones based on a defined threshold. Common forms include Pearson coefficient,
Spearman rank coefficient, and Kendall Tau coefficient.

Second, the bayes factor (BF) [3], as a Bayesian hypothesis testing tool, evaluates the significance
of features between high-risk and low-risk groups. A smaller BF value indicates stronger discriminative
power.

Third, the self-information index (SII) [4] characterizes the variation in feature information based
on entropy, capturing the degree of surprise to reveal key differences between risk groups.

Based on these metrics, a three-stage selection strategy is implemented. The first stage uses CCF
to eliminate low correlation or duplicate features. The second stage employs BF to retain features with
strong group discrimination. The third stage applies Sll to select features with significant information
differences, resulting in the final feature subset.

This strategy optimizes the selection process from correlation analysis to statistical significance
evaluation and information density comparison, ensuring that the final features are representative,
independent, and highly predictive.

Experimental results and analysis

This section presents a detailed evaluation of the proposed sorted-metrics-based feature selection
approach by analyzing the performance of various metric-based methods. The comparison focuses on
three categories of metrics used in feature screening: correlation-based, statistical hypothesis-based, and
information-theoretic methods. The results are summarized in Figure 1 and evaluated using multiple
performance indicators, including accuracy, sensitivity, specificity, positive predictive value (PPV),
negative predictive value (NPV), and execution time.
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Figure 1. Performance assessment of multiple sorted-metrics based methods
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The first category includes methods based on the correlation coefficient, such as Kendall tau
correlation (KTC), multivariate distance correlation (MDC), and spearman correlation (SC). These
metrics quantify the level of association between features, making them useful for identifying and
removing redundant features during the initial screening stage. Among these, CCF demonstrates the
most consistent and robust performance. It not only achieves high classification Accuracy but also
maintains low computational cost, making it especially suitable for real time fall risk detection systems.

The second category consists of methods based on the bayes factor, including Cohen’s effect size,
the Mann Whitney U test (MWU), and the likelihood ratio test (LRT). These metrics evaluate the
difference in feature distributions between high risk and low risk groups using hypothesis testing
principles. Both BF and MWU show strong predictive power, with BF slightly outperforming others in
terms of Accuracy. However, MWU has longer Execution Time, which may hinder its practical use in
applications requiring fast responses.

156



The third category includes information theoretic methods, such as the coefficient of variation
(CV), Bhattacharyya distance (BD), and Kullback divergence (KL). These metrics assess the differences
in feature distributions based on entropy, divergence, and variability. SII performs competitively in this
category. Although it slightly lags behind CV in Sensitivity and NPV, SlI surpasses other methods in
Accuracy and shows a well-balanced performance across most criteria.

0.90

0.85

Accuracy
IS
~ @
u o

©
~
o

0.65

0.60

SMFS(Proposed) Sl CCF BF
Feature Selection Metrics

Figure 2. Performance assessment of hybrid and nonhybrid sorted-metrics based methods

In Figure 2 illustrates the relationship between fall risk prediction accuracy and the use of different
sorted metrics, including the proposed SMFS method and individual metric based on methods derived
from the three metrics: SII, CCF, and BF. The graph shows that both SIl and CCF achieve the same
level of accuracy. However, CCF selects 38 features, whereas Sll requires only 4, highlighting the
superior efficiency of Sl in reducing feature dimensionality. The proposed SMFS method achieves the
highest accuracy of 0,9, outperforming all single-metric approaches and clearly demonstrating the
necessity and effectiveness of SMFS.

In summary, the experimental results indicate that CCF, BF, and SlI consistently outperform other
metrics in selecting the most relevant and discriminative features for fall risk prediction. The
combination of these three metrics supports a multistep feature selection process that moves from
redundancy reduction to statistical separation and finally to information density enhancement. This
approach not only improves classification Accuracy but also ensures the selected features are efficient
for real-time implementation in wearable systems using plantar pressure data.

Conclusion

This paper proposes a feature selection method based on sorted metrics for fall risk assessment.
Experimental results demonstrate that the method achieves high prediction accuracy while reducing the
number of selected features and satisfying real-time computational constraints. Future work will focus
on enhancing multi-sensor data fusion and refining decision rules to develop more comprehensive
solutions for both clinical and home-based monitoring applications.
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ABTOMATHU3UPOBAHHASI CHCTEMA OBHAPY ) KEHWUSI AHOMAJIMH B
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Hocmynuna 6 peoaxyuro 01 anpens 2025

AnHoTanus. B Hactosmield paboTe pa3paboTaHa aBTOMAaTH3MPOBAHHAS CHCTEMa OMOBCINCHUS O
MOTEHIMATIBHBIX aTakax Ha cereBod Tpad¢uk. CucremMa crocobHa B peaqbHOM BPEMCHH
aHAM3UPOBATh Tpap@uK Ha MpeAMET HAMUWS aHOMANWH, XapaKTePHBIX U1 Pa3INYHBIX BHUIIOB
aTak, 9TO 3HAYUTEIHHO IIOBBIIIACT YPOBEHb HH(POPMAIMOHHON OC30MACHOCTH B YCIOBHUSIX
TIOCTOSIHHO PACTyIICH yTPo3bl CETEBHIX aTak.

Kniouegvie cnosa: wnpopManmoHHass 0€301acHOCTh, aHOMalMs, ceTeBas araka, Tpadduk,
ABTOMaTU3MPOBAaHHAs CUCTEMa, MAIIMHHOE 00y4eHue, python.

BBenenue

B coBpemenHOM Mupe, re 00BEMBI NeperaBaeMbIX TAHHBIX MOCTOSIHHO PacTyT, M CETEBBIC
TEXHOJIOTHH  CTAaHOBSTCS BcE Oojee CIOKHBIMH M MHOTO(QYHKIMOHAJIBHBIMH,  BOIIPOCHI
WHGPOPMAITMOHHOW O€30MaCHOCTH 3aHMMAIOT OJIHO W3 IICHTPAJILHBIX MECT B TOBECTKE IHS MHOTUX
OpraHmM3alMii ¥  WHAMBUAYaIbHBIX  Mojb3oBareneil. Cpeau  MHOTOYMCICHHBIX — acCIEKTOB
UH()OPMAITMOHHOM 0€30MacCHOCTH 0C000e BHUMAaHKE PHUBICKAIOT aTaku Ha ceTeBoit Tpadduk [1-3],
CIOCOOHBIE HAPYUIUTh HOPMalbHOE (QYHKIMOHHPOBaHHE HH(OPMAIMOHHBIX CHCTEM, MPHBECTH K
YTCYKE HJIKM IOTEPE AAHHBLIX, 4 TAKXKC K CYHICCTBCHHBIM q)HHaHCOBBIM IMOTECPAM. HpeaOTBpameHHe
TaKUX Yyrpo3 HMH(POPMAIMOHHON O€301MacHOCTH HEBO3MOXKHO 0e3 pa3paboTKu W BHEIPEHHS
CIICIIUAJIM3UPOBAHHBIX ABTOMATU3UPOBAHHBLIX CHUCTEM Ha OCHOBE MCTOJ0OB M CPCIACTB MAIIMHHOIO
o0yueHus [4-6].

ApxuTeKTypa pa3padaTbiBaeMoOil CHCTEMbI

ABTOMaTH3MPOBaHHAs cCHCTeMa OOHAapYyXEeHUsI aHOMalInil B ceTeBoM Tpaddurke peannsoBaHa Ha
BBICOKOYPOBHEBOM $I3BIKE MPOrpaMMHpPOBaHMs o0mIero Ha3HadeHusi Python u mpencrasnsier coOoi
KOMITJIEKCHOE pEIlIeHHEe, CIIOCOOHOE B PEKUME PEalbHOr0 BpPEMEHU aHanu3upoBaTh Tpadduk Ha
OpeaMeT HalWuusl MOTEHUUAIBHBIX aTak W aHOMAJIBHBIX JEHCTBUH. ApPXUTEKTypa CHCTEMbI
paspabareiBajach C Y4YeTOM HEOOXOJIUMOCTH OOecCreYeHHsi BBICOKOH MPOM3BOAMUTEILHOCTH,
MacITaOUPyeMOCTH U THOKOCTH B MHTErPAIIMH C CYIIECTBYIONIMMHU CETEBBIMH HHPPACTPYKTYPaMH.

KoMmoHeHTB! aBTOMAaTH3UPOBAHHON CHCTEMBI OOHAPYKEHHUsI aHOMAJINH B ceTeBoM Tpadduke:

1. Monynpb 3axBaTa JaHHBIX OTBEYAET 3a IEPEXBAT CETEBBIX MIAKETOB MOCPEICTBOM OMOIMOTEKH
Scapy. Scapy NO3BOJIS€T IETAIBHO AaHATU3WPOBATH CTPYKTYPY KaKIOTO ITaKeTa, YTO SBISETCS
KPUTUYECKH BKHBIM JUISI TTOCIIEAYIONIETO BBISIBICHUS aHOMAIIHH.

2. Monyne mpenBaputrenbHOH 00paboTku  mpeoOpasyeT ChIpble  JaHHbIE [AKeTOB B
CTPYKTYpUPOBaHHBIA (hopMar, MOATrOTaBIMBas WX K aHamu3y. Bkimodaer B ceOs QuIbTpamuio u
BaJIMJIAIIMI0 JaHHBIX, 00ECIeYMBas, YTO TOJILKO pejieBaHTHas HH(opMaims OyJeT mnepeaaHa Ha
CIEeAYIOLIUN ATal.

3. MoayIib MamHHOTO 00YYEHUS aHAIM3UPYET 00pa0OTaHHbIE JaHHBIE Ha TIPEIMET BhISBICHHUS
aHOMAJBHBIX IMA0JIOHOB OCHOBBIBASCh Ha anropurmax kiactepusaruu (KMeans). Vcmonp3oBanue
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oubmuorexu Sklearn nmo3BossieT 3¢ppeKTHBHO TPUMEHSTH CIIOKHBIE ANTOPUTMBI MALTMHHOTO 00YYCHUS
JUTSI OTIpEJIeTIEHUS] IIOTEeHIIHATBHBIX YTPO3.

4. Monynp JOTHPOBAaHWS 3alUCHIBAET BCE ICWCTBHAA M COOBITHS B CHCTEMe, OoOecredmBast
BO3MOXKHOCTb TIOCJICAYIOIIETO aHAN3a U ayJuTa 0€30MacHOCTH.

5. Tlonp30oBaTensckuii mATEPdENC peaaTn3oBaH NocpeACTBOM OMOIHOTEeKH TKinter 1 MpuUBEACH Ha
puc. 1. aTepdeiic mpeaocTaBiseT MOIb30BaTENAM JISTKUH JOCTYII K (PYyHKIIMOHATY CHCTEMBI, BKITFOYAs
3aIlyCK aHallu3a, IPOCMOTP PE3yIbTATOB U KOH(UTYpaIHIO HACTPOECK.

1 Cucrema oBHapyEHNA BHOMANWIT B CeTeBOM Tpaddmke

3anycTuTe aHanus

CoxpanuTte nor

Konwuecteo knactepos: |2

Momowe

Puc. 1. ITonp3oBaTennckuii HHTEpdEiic

Kaxapiii KOMIIOHEHT aBTOMATH3MPOBAHHON CHCTEMbl OOHApPYKEHHUS aHOMAJIUWA B CETCBOM
TpadpuKe CIIPOSKTHPOBAH TaK, YTOOBI 0OECTIEUNTh MaKCHUMAaIbHYIO d3PPEKTUBHOCTh i TOYHOCTH TIPH
UACHTH(PUKALUY TOTEHIMANBHBIX YTPO3. BaskHON 4acThIO CHCTEMBI SIBIISICTCS IPOBEPKA KOPPEKTHOCTH
IP-agpecoB ¥ MOPTOB, KOTOpBIE BBOAMT TMOJIb30BAaTENb. Bamupanust 3THX BXOJHBIX JaHHBIX
BBITOTHSIETCS C UCIOIB30BaHUEM PETYJISIPHBIX BRIPAKEHUH U TOTIOTHUTENBHBIX IPOBEPOK HA AUAINA30H
3Ha4YEeHU, YTOOBI TAPaHTUPOBATH, YTO aHAJIN3 OYIET BBHIIIOIHEH TOJBKO C KOPPEKTHBIMHU IapaMeTpaMHu.
Ha puc. 2 npezcrasiieHs! 1Be GYHKIUH, peaTn3yolIue Batuaamnuio [P-axpecoB u mopTos.

Puc. 2. TIpumep peanmuszanmu koja o Banumanuu [P aapeca u mopra

Oynknust validate ip(ip_address) npejpHa3HaveHa JJisi IPOBEPKH SBIISCTCS JIM BBEICHHAS CTPOKA
koppekTHeIM IPv4 ampecom. ®dymkmms validate port(port) mpoBepsieT, HaXOTUTCSA M BBEIECHHOE
3Ha4YeHUE MOpTa B JOMycTUMOM auamnazoHe (oT 1 mo 65535). Ot QyHKUMU SBISIOTCS KIIOYEBBIMU
KOMITOHCHTAMH CHCTEMbI BaJIMJIAllIM BXOJHBIX JaHHBIX, obOecrieunBas 0a30ByI0 0€30MacHOCTh U
KOPPEKTHOCTH JIAHHBIX, HCIOJIb3YEMbIX B JIaJbHEHININX ONEPAIUsIX CHCTEMBI.

159



ITocne nmpoBepku koppekTHOCTH [P-ampecoB 1 MopTOB, KOTOPHIE BBOAMT IMOJL30BATENh, CHCTEMA
HAYMHAET CBOIO paboTy ¢ 3axBaTta Tpadduka, KOTOPHIA MPOXOAUT Yepe3 ceTeBoit maTepdeiic. [locme
3axBaTa MaKeThl MPOXOST dYepe3 JTal TMPEABAPUTEILHOW 00pa0OTKH, TJIe OCYIIECTBISETCS HX
¢dunpTpanys U ctangaptusanus. Jlanee oOpaboTaHHbIC TaHHBIC HATIPABISAIOTCS B MOYJIb MAIIMHHOTO
o0y4yeHus, TJe MPOUCXOJUT aHAIU3 Ha MpeaMeT KiaccCupHUKanud Tpapuka HAa HOPMAaTbHBIA W
aHoOManbHBIA. B ciydae oOHapyxeHHs aHOMannu crucTeMa (UKCHpyeT coObITHE B JIoTax W 4Yepe3
MOJIL30BATENILCKHIA HHTEPQEHC onoBemaeT 00 3ToM aaAMUHUCTpaTopa (puc. 3).

7

3anycTiTe aHanns

CoXpaHuTs nor

2024-04-08 01:57:32 Ll
Anomaly detected: Source port: 443, Destination port: 54827, Packet
length: 1514, Protocol type: 54927, TCP flags: ACK, Timestamp:
2024-04-08 01:57:32
Anomaly detected: 5
length: 1514, Proto
Konuuecteo knacrepos: |2 2024-04-08 01:57:32
Anomaly detected: 35 o AHANW3 YENEWHO TaEEpPLIEH! rt: 54527, Packet
length: 1514, Proto , Timestamp:
2024-04-08 01:57:32
Anomaly detected: 5 rt: 54527, Packet
length: 1514, Proto |ACK, Timestamp:
2024-04-08 01:57:32
AHaNmM3 SaBepmeH.

rt: 54827, Packet
, Timestamp:

MomoLys

Puc. 3. Busyanuszanus pe3ynbTaToB aHAIH3a

3akiIo4yeHne

Takum oOpa3oM, pazpaboTaHHas aBTOMATH3MPOBAaHHAs CHUCTeMa OOHApY)KEHHsS aHOMAJWid B
ceteBoM Tpadduke TpeACTaBiIseT CcO0OM MOIIHBIH HMHCTPYMEHT Ui OOCCIICYCHHS CETCBOM
0e30MacHOCTH, CITIOCOOHBIN OMEPAaTHBHO PearupoBaTh Ha Yrpo3bl U MPEAOTBPAIATh BOSMOKHBIE aTaku
B peaJbHOM BpPEMEHH.

AUTOMATED SYSTEM OF ANOMALY DETECTION IN NETWORK TRAFFIC

ILA. TRETIAKOV, M.G. CHUMACHENKO

Abstract. In this paper, we have developed an automated system of notification for potential attacks
on network traffic. The system is able to analyze traffic in real time for the presence of anomalies
characteristic of various types of attacks, which significantly increases the level of information
security in the face of an ever-growing threat of network attacks.

Keywords: information security, anomaly, network attack, traffic, automated system, machine
learning, python.
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Abstract. Image classification has evolved from relying on handcrafted feature engineering to a
data-driven deep learning paradigm, with recent breakthroughs extending its capabilities to zero-
shot and few-shot learning scenarios. This paper introduces emerging paradigms for low-data
scenarios: (1) zero-shot learning methods, including multimodal models (e.g., CLIP) that align
visual and textual embeddings for open vocabulary classification and generative frameworks for
synthesizing features of unseen classes; and (2) few-shot learning strategies, such as meta-learning
(e.g., MAML), metric-based networks (e.g., ProtoNet), and fast adaptation techniques (e.g., Tip-
Adapter) that leverage pre-trained knowledge for fast adaptation. While these methods reduce the
reliance on labeled data, challenges remain in domain adaptation, fine-grained classification, and
computational efficiency.

Keywords: Image classification, Deep learning, Zero-shot learning, Few-shot learning, CLIP,
Convolutional Neural Networks (CNNs), Vision Transformers (ViTs)

Introduction

Image classification, the task of assigning semantic labels to digital images based on their visual
content, has become an essential task in modern computer vision. Its applications range from medical
imaging and autonomous driving to social media content moderation, driving the continuous demand
for accurate, scalable, and adaptable solutions. Traditional approaches are rooted in feature engineering
techniques such as scale-invariant feature transform (SIFT) and histogram of oriented gradients (HOG),
relying on manually designed descriptors combined with machine learning classifiers such as support
vector machines (SVM). While these methods are effective for constrained scenes, they face significant
limitations in handling real-world variations including occlusions, illumination changes, and viewpoint
changes due to their reliance on domain expertise and rigid feature representations.

The advent of deep learning marked a paradigm shift. Convolutional neural networks (CNNs),
exemplified by the breakthrough of AlexNet in the ImageNet competition, demonstrated an
unprecedented ability to learn hierarchical features directly from raw pixels. Subsequent architectures
such as VGGNet, ResNet, and DenseNet further improved accuracy through innovations such as
networks and deeper connections. Recently, Vision Transformers (ViTs) challenged the dominance of
CNNs by leveraging self-attention mechanisms to model global dependencies, achieving state-of-the-
art performance on large-scale datasets. However, these data-hungry models require large amounts of
labeled training data, which limits their remaining usefulness in scenarios where annotations are scarce,
expensive, or dynamically changing common challenges in medical, ecological, or industrial
applications.

To address these limitations, the field has increasingly focused on low-data schemes, particularly
zero-shot learning (ZSL) and few-shot learning (FSL). Zero-shot methods aim to classify unseen
categories by leveraging auxiliary information such as semantic attributes or textual descriptions, while
few-shot techniques adapt models to new tasks using minimal labeled examples. Pioneer methods in
ZSL, such as attribute embeddings and generative adversarial networks (GANSs), have laid the
foundation for bridging semantic and visual spaces. Meanwhile, meta-learning frameworks such as
model-agnostic meta-learning (MAML) and prototypical networks have redefined few-shot adaptations
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by learning transferable initialization parameters or similarity metrics. The advent of multimodal models
such as Contrastive Language-Image Pretraining (CLIP) has further revolutionized the field by unifying
vision and language through contrastive learning, enabling open vocabulary classification without the
need for task-specific fine-tuning.

Methods

As image classification tasks gradually shift from relying on large amounts of data to low-data
scenarios, a variety of innovative methods have been proposed to address the challenges of zero-shot
and few-shot learning. These methods significantly improve the generalization ability of models under
limited supervision through strategies such as multimodal alignment, meta-optimization, prototype
matching, feature generation, and lightweight adaptation.

These methods not only expand the boundaries of traditional deep learning but also provide
flexible solutions for dynamic needs in practical applications.

CLIP (Contrastive Language-Image Pretraining), developed by OpenAl, represents a paradigm
shift in image classification by unifying vision and language through multimodal contrastive learning.
The model jointly trains a visual encoder (e.g., Vision Transformer or ResNet) and a text encoder (e.g.,
Transformer) on a large dataset of image-text pairs, mapping both modalities into a shared embedding
space. Figure 1 shows the approach of their method. During inference, CLIP achieves zero-shot
classification by comparing image embeddings with text embeddings of user-defined class descriptions
(e.g., "satellite photo of a rainforest™), eliminating the need for task-specific fine-tuning. This approach
performs well in open vocabulary scenarios, allowing flexible adaptation to new categories via natural
language cues. However, its performance on fine-grained tasks (e.g., distinguishing between bird
subspecies) is still limited by the semantic granularity of the text cues, and biases in the training data
from the network can propagate to downstream applications.

(1) Contrastive pre-training (2) Create dataset classifier from label text

1 LT LT | LT . (LT -
! e TN (3) Use for zero-shot prediction

2 270 2715 - 2 AN 1
Image - )
Encoder L[5 bR LT LT H—» E'r’:é‘z?fer > L || LT

» Iy T Ty [IgTs | o |IyTy

Figure 1. Summary of CLIP's approach [1]

I;Ty

MAML (Model-Agnostic Meta-Learning [2]) is a foundational meta-learning framework that
solves the few-shot learning problem by “learning to learn”. Instead of training a model for a specific
task, MAML optimizes a set of initial parameters that can quickly adapt to new tasks with minimal
labeled examples. By training across scenarios of different tasks, the model internalizes a generalizable
initialization, enabling efficient fine-tuning using gradient updates on a small support set. While MAML
performs well in domains ranging from robotics to medical imaging, it is computationally expensive as
it requires second-order derivative computations during meta-training. Furthermore, performance
depends on the diversity and quality of the meta-training task distribution, which poses a challenge in
scenarios with limited task variation.

ProtoNet (Prototypical Network) simplifies few-shot classification by leveraging principles of
metric learning. For each class in the support set, the network computes a "prototype™ as the average
feature vector of its labeled examples. Figure 2 demonstrated the classification mechanism of the
prototype network in few-shot and zero-shot scenarios. During inference, a query sample is classified
based on its Euclidean or cosine distance to these prototypes in the embedding space. This approach
bypasses complex architectural modifications and instead relies on a well-structured feature space
learned through episodic training. The simplicity and efficiency of ProtoNet make it a popular baseline
for few-shot benchmarks, but its performance degrades when the support samples are noisy or
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insufficient to capture intra-class variation. Extensions to this framework, such as leveraging attention
mechanisms, have been proposed to enhance robustness.

Figure 2. Prototypical networks in the few-shot and zero-shot scenarios [3]:
a — few-shot scenario; b — zero-shot scenario

f-CLSWGAN (Feature-Conditioned Least Squares Wasserstein GAN [4]) tackles zero-shot
learning by synthesizing features for unseen classes, effectively transforming the problem domains into
a supervised learning task. By conditioning a Wasserstein GAN on semantic attributes or text
descriptions, the model generates synthetic visual features that mimic real data distributions. These
generated features are then used to train a classifier for unseen categories, bridging the gap between
semantic and visual. While this approach mitigates the “domain shift” problem common in zero-shot
learning, its success heavily depends on the quality and diversity of generated features. Imperfections in
feature synthesis, such as mode collapse or unrealistic variations, can propagate errors to downstream
classification.

Tip-Adapter [5] bridges the gap between large-scale pre-trained models and small-sample
adaptation by combining feature caching with lightweight neural networks. The approach stores pre-
trained image features of supporting examples in a key-value cache and then trains a small adapter
network to map query features to cached prototypes through non-parametric retrieval. This hybrid design
fully leverages the rich representations of models such as CLIP or ResNet while avoiding extensive fine-
tuning, achieving high accuracy with minimal computational overhead. The efficiency of Tip-Adapter
makes it particularly suitable for edge devices or scenarios that require fast deployment, although its
performance stagnates when the pre-trained features lack discriminative power for the target task.

These methods expand the boundaries of traditional deep learning and provide flexible solutions
for dynamic real-world applications.

Conclusion

Image classification has advanced from manual feature design to methods that work with little
data. New approaches, like aligning images with text or learning from a few examples, show promise
for real-world use. Challenges remain, such as reducing biases and improving efficiency. Future work
should focus on making models more adaptable, fair, and efficient. By addressing these issues, image
classification can better serve diverse applications, from healthcare to environmental monitoring, even
with limited resources.
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Abstract. This paper outlines the initial design considerations for a system aimed at processing and
analyzing network traffic data to detect anomalies using machine learning. The study explores
anticipated challenges in data preprocessing, scalability, and algorithm selection, emphasizing
the potential of unsupervised learning methods to identify unusual patterns in network traffic.
The proposed approach serves as a foundation for future development of anomaly detection systems.

Keywords: network traffic processing, anomaly detection, machine learning, system design
challenges

Introduction

Rising network traffic volume and complexity, driven by connected devices and digital services,
challenge security systems [1]. Modern networks process high-dimensional, variable data streams,
complicating anomaly detection [2]. Signature-based methods excel at known threats but fail against
novel attacks [3]. This research proposes a machine learning-based framework for adaptive network
traffic analysis, targeting the reliance of traditional methods on predefined signatures and static rules [4].
It leverages machine learning to detect subtle deviations without extensive labeled data, despite technical
and operational hurdles [5]. The framework focuses on three challenges: algorithm selection, large-scale
preprocessing, and real-time scalability. Unlike implementation-focused studies, it emphasizes
theoretical and architectural foundations for robust anomaly detection, contributing to data-driven
network security advancements.

Proposed System Architecture

This section outlines a modular architecture for the anomaly detection system, addressing
challenges from the introduction. It includes three components: data input/preprocessing, processing
layer, and output generation, designed for scalability and adaptability.

The data acquisition framework uses synthetic traffic data for initial validation, aligning with
practices in [6]. It incorporates features like temporal patterns and protocol distributions [7]. Operational
deployment faces data quality issues, with excessive traffic volume [8]. Adaptive preprocessing
pipelines normalize formats, preserving key features. Flexible interfaces support batch and streaming
data, meeting large-scale monitoring needs [9].

The processing layer employs a pipeline for analysis. Feature extraction uses dimensionality
reduction and z-score normalization to unify diverse metrics. The detection module supports multiple
algorithms, addressing varied attack vectors and ensuring adaptability, with flexibility for future
methods.

Output Generation and Alert Management

The output module uses a multi-tiered severity classification framework for network anomalies.
It generates normalized scores (0—1) based on deviations from baseline traffic, following visualization
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practices. Scores align with findings that consistent metrics aid decision-making [10]. Anomalies
scoring above 0.8 are critical, prioritized per research showing graduated alerts reduce cognitive
load [11]. Protocol-agnostic data structures ensure integration with analysis frameworks, retaining threat
context.

The system employs a stateless architecture, storing results in a format compatible with SIEM
(Security Information and Event Management) systems, supporting interoperability. Alert generation
uses correlation and aggregation to cut redundancy while preserving temporal links. Figure 1 depicts
the architecture, showing the relationship between input processing, analysis, and output components.

Input Processing Analysis Output Components
Data Collection Isolation Forest Visualization
Preprocessing Anomaly Detection Alert Generation

Figure 1. High-level system architecture

Machine Learning Approach

Machine learning outperforms signature-based methods in network anomaly detection, excelling
at zero-day and evolving threats. Unsupervised learning addresses the lack of labeled data in operational
networks, where attack vectors evolve rapidly. It detects anomalies by deviations from normal behavior,
offering scalability for novel threats.

The isolation forest algorithm enhances efficiency in high-dimensional traffic data [12]. It isolates
sparse anomalies with O(n log n) complexity, enabling real-time processing [13]. However, dynamic
traffic complicates model adaptation and threshold tuning, and opaque outputs hinder interpretability
for security responses. Our framework uses a hybrid approach with visualization. Figure 2 shows normal
vs. anomalous patterns in feature space, aiding decision-making. The isolation forest decision
boundaries highlight regions where anomalies deviate from normal traffic distributions. High-volume
attacks cluster in the upper right, while low and slow attacks appear in the lower left, demonstrating
distinct traffic behaviors. The shades of blue in the background represent varying anomaly scores,
with darker regions indicating areas more likely to be classified as normal, providing a visual guide
for decision-making.
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Figure 2. Conceptual visualization of normal versus anomalous traffic patterns

Challenges and Limitations

Implementing unsupervised anomaly detection in network traffic faces challenges beyond
algorithms, affecting accuracy and performance. Data quality is a hurdle in operational networks,
producing heterogeneous traffic with inconsistent sampling and missing values, cutting detection
accuracy. Robust preprocessing is needed to manage irregularities and retain anomaly indicators.
Feature selection is critical in high-dimensional traffic, with over 40 features identified [6]. Optimal sets
vary by attack type, requiring adaptive mechanisms. Scalability limits real-time analysis, with traffic
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over 100 Gbps straining resources [14]. Even optimized systems falter during spikes, needing efficient
algorithms and resource management. Parameter optimization in isolation algorithms impacts accuracy
by 15 % [15], complicated by dynamic traffic and no labeled data. Interpretability lags, with "black box™
outputs increasing alert investigation time by 73 % [16]. Adaptive tuning and explainable frameworks
are essential. Figure 3 shows these challenges’ overlap.

Data Quality
Ensuring clean, consistent,
and reliable data input
e ~
Interpretability Scalability
Making model decisions Managing growing data volumes
transparent and explainable and computational demands
Parameter Optimization Feature Selection

Fine-tuning model parameters Identifying most relevant variables
for optimal results for model performance

Figure 3. Interconnected relationship between key system design challenges

Conclusion

This research outlines a theoretical framework for network traffic anomaly detection, using
unsupervised learning in a modular design. It tackles limitations in current security methods
via algorithmic adaptability and flexible architecture. Key challenges identified include data quality,
feature optimization, scalability, parameter tuning, and interpretability, offering avenues to advance
network security analytics. Future work will involve empirical validation with operational data and
algorithm refinement based on performance metrics. This foundation supports robust anomaly detection
systems for emerging threats. Ongoing study of these challenges will enhance understanding of
unsupervised learning in network security.
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Annoranusi. CraThsi TOCBSIIEHA aHAIW3y COBPEMEHHBIX IPOTOKOJIOB ayTeHTH(UKAIUU |
aBTOpHU3alMU B OECHPOBOMHBIX CETSX, MX 0e30macHOCTH, 3(P(HEKTUBHOCTH M NMPUMEHUMOCTH B
pa3IMYHBIX CHeHapUAX. PaccMOTpeHBI Kito4YeBble cTaHmapTel, BKodas WPA3, EAP, OAuth 2.0,
OpenlID Connect, a Taxke metons! ympasienus gocrynoM (RBAC, ABAC, SAML). IIposencn
CPaBHHTEIBHBIH aHAIN3 IPOTOKOJIOB MO YPOBHIO 3aIUTHI OT KNOEpaTaK, MPON3BOJUTEIEHOCTH H
ynoOCTBY BHeIpeHHs. BBISBICHBI OCHOBHBIE MPOOJIEMBI, TAKHE KaK yS3BHMOCTH B YCTapeBIINX
CHCTEMaxX M CIOXXKHOCTh MHTETPALMM B TETEpPOTreHHbIE ceTH. IIpenoskeHbl peKOMEHAALMH II0
BEIOOPY IPOTOKOJIOB JJISi KOPIOPAaTHUBHBIX cerelt, myommanoro Wi—Fi u loT—yctpoticts. O630p
NOA4EPKUBAET HEOOXOMUMOCTh aJalTallid CYIIECTBYIOIIUX IIPOTOKOJIOB 0€30MacHOCTU |
pa3paboTKK HOBBIX pemeHuit 1uisi 3 (HeKTHBHOTO MPOTUBOCTOSHHUS COBPEMEHHBIM KHOEPYTrpo3am.

Kniouesvie cnosa: ayrentudukanms, apropusanus, oecrpoBoansie cetd, WPA3, EAP, OAuth 2.0,
kubepbe3onacHoCTh, yrnpasienue goctynoM, RBAC, ABAC, SAML, IoT.

BBeaenne

CoBpeMeHHBIII MHP HEBO3MOXXHO NpEACTaBUTH 0e3 OecnpoBOAHBIX TexHonormid. Ot
KOPIOPATUBHBIX O(HCOB JI0 YMHBIX JIOMOB, OT OOIIECTBEHHBIX MPOCTPAHCTB J0 MPOMBIIUIEHHBIX [0T—
cucteM — Wi—Fi u apyrue GecnpoBOIHbIE CETH CTall OCHOBOW HU(poBoit komMmmyHuKalmu. OHAKO,
yeM OOJbIle YCTPONCTB MOIKIIOYACTCA K CETH, TeM IIUpPE CTAaHOBHUTCS mosie A kubepyrpos. Ilo
JIaHHbIM aHanuTukoB Fortinet, B 2023 romy Oosee 70 % KOMIaHWi CTOJKHYJIUCH C WHIIMJCHTAMH,
CBSI3aHHBIMHM C YTEUKOW NaHHBIX 4epe3 yA3BHUMOCTH B cucreMax ayreHTH(ukamuu [1]. IIpu stom
TPaJULMOHHBIE METOJBI 3aIIMTHI, TAKHE KaK CTATHYHBIC MMAapOJIM WM YCTapeBIIME MPOTOKOJBI BPOJE
WEP (Wired Equivalent Privacy), naBHo mepectanu ObITh HaJEKHBIM LIMTOM. 3JIOYMBIIUICHHUKH
NPUMEHSIOT pa3HooOpa3Hble METOJbl aTak, HauWHasg ¢ TpyOoro mepedopa mapoiieil M 3aKaH4MBas
UCIIOJIb30BAaHUEM YSI3BUMOCTEH B MEXaHU3MaX ayTeHTU(HUKALMH U TPOTOKOJIaX 0OMEHa TaHHBIMH.

Ora npobiiemMa ycyryOisieTcsi pa3HOPOJHOCTBIO COBpeMeHHbIX ceTell. K oaHoi# Touke moctyma
MOTYT MOJKII0UAThCSI COTPYAHUKH C KOPIIOPATUBHBIMHA HOYTOYKaMH, TOCTH CO cMapT(OHAMU, TaTIUKU
YMHOTO 3/1aHHS U Ja’Ke aBTOHOMHbIE po00Thl. Kasknoe u3 3THX ycTpoicTB TpeOyeT HHANBUAYaILHOTO
noaxona K ymnpaBineHuto goctynoM. Hampumep, loT—ycrpoiictBa 3agacTyio He CHOCOOHBI
TIOJJICP’KUBATD CIIOKHBIE METOIBI ayTEeHTH(PHUKAIIUK N3-32 OTPAHUYCHHBIX BEIYMCIUTENBHBIX PECYPCOB,
a nyOonmuneld Wi-Fi B asponopTy Hykmaercst B OajaHce MEXIY O€30MacHOCTHIO U yIOOCTBOM ISt
TI0JIB30BATEINEH.

Lenb cTaThit — paccMOTPETh, KaK COBPEMEHHBIE TIPOTOKOJIBI ayTEHTU(UKAIIMHA W aBTOPU3AIIH,
takre kak WPA3 (Wi—Fi Protected Access), OAuth 2.0, EAP (Extensible Authentication Protocol),
OpenlD Connect u IEEE 802.1X, pemaroT KOHKpETHBIE 331a4M B Pa3IMYHBIX CLIEHAPUAX. AHAIIU3 3TUX
TEXHOJIOTHH TOMOTaeT OLEHUTh KOMIIPOMHCCHI MEXJIY YJI00CTBOM W 0O€30MacHOCTHIO, a TaKXkKe
OTIPEJICIIUTh UX JalIbHEUIINE TIEPCIIEKTUBBI B YCIIOBHAX PACTYIUX TPeOOBaHUH K KHOEpOE30MacHOCTH.

I'maBHOE BHUMaHUE yIEJIEHO TPEM KJIFOUEBBIM acIeKTaM: IBOJIIOLKH MTPOTOKOJIOB, TPAKTUIECKOH
MPUMEHUMOCTH W THOPUAHBIM ToaxoxaMm. HoBele cranmaptei, Takue kak WPA3 u EAP-TLS
1.3(Transport Layer Security), sddexkTuBHO 3aKpHIBAIOT MPOOETBI CBOMX IIPEAINIECTBEHHHUKOB,
obecrieurBas OoJiee HaJEKHYIO 3aIUTy. B TO ke BpeMsl pelieHus, KOTOpble HACaIbHO MOAXOIAT IS
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KOPIIOPATUBHBIX CETEH, YacTO CTaJKHBAIOTCSI C TpyaHocTsmu B loT—cpemax m3-3a orpaHuUYeHUi
pecypcoB. B oTBeT Ha 3TO CIIO)KHOCTh COBpPEMEHHBIX HMH(PACTPYKTYp TpeOyeT MpHUMEHEHUs
KOMOMHHPOBAHHBIX METOJIOB ayTeHTU(WKAWU W aBTOPH3AINH, KOTOpPHIE MO3BOJSIOT YYHTHIBATH
pa3Hoo0pa3ue yCTPOUCTB U CPe/l.

CraTesi TO3BOJUT TIIyOXKE TOHSATh, KAaK COBPEMEHHBIE IPOTOKONBI AyTEHTH(GUKAIUU M|
aBTOPHW3AIlMU OTBEYAIOT Ha BBI3OBHI ITHM(POBON SMOXH, AEMOHCTPHUPYS HX TOCTI)KCHUS W BBISBIISISA
obnacTv 11 JaTbHEHIIEr0 pa3BUTHS.

O030p coBpeMeHHBIX NPOTOKOJI0B ayTeHTH(PUKANMHA

BbecripoBogHbIE ceTH, B CHIIy CBOEH OTKPBITOM HPHUPOIBI, TPEOYIOT OCOOEHHO THIATEIHFHOTO
nogxona K ayreHtuukammuyu. CoBpeMEHHbIE IPOTOKOJIBI Pa3BUBAIOTCSA, YTOOBI IMPOTUBOCTOATH HE
TOJIBKO TPaIWIMOHHBIM YIpo3aM, HO M HOBBIM METOJaM aTaK, KOTOpbIe CTaHOBATCS BcE Oonee
n301pEHHBIMU. Cpean MHOKECTBA PEILIEHUH BBLACIISIOTCS. HECKOJIBKO KITFOUEBBIX CTAHAAPTOB, KXKIBII
13 KOTOPBIX 3aHMMAET CBOIO HUILY B 3aBUCUMOCTH OT TpeOOBaHM K 0€301acHOCTH, MaclITady CeT U
THITy YCTPOUCTB.

OmauM W3 HaubOollee 3HAYMMBIX IIaroB B J3BodONMH Oe3omacHoctd  Wi—Fi  cramo
nosieiienne WPAS3 B 2018 roxy. HoBblii MpoTOKOM pemiaeT JaBHAE IPOOIEMbI IPEBIAYIIETO CTaHIapTa
WPA2, BBI3BaBIINE CEPHbE3HYI0 KPUTHUKY H3-3a ero ys3BuMoctedl. WPA3 BBEn Texnonmormoo SAE
(Simultaneous Authentication of Equals), ycTpaHuBIIyto pruck aTak METOAOM Iepedopa maposieii, Takux
kak Pixie Dust. Kpome Toro, mpoTokon obecriednBaeT MEXaHU3M «COBEPIICHHOHN MPSIMON CEKPETHOCTIDY
(Perfect Forward Secrecy), rapaHTupys, 49TO Ja)xe NIpH KOMIIPOMETAIMH OJTOCPOYHOTO KITFOUa
37I0yMBINUIEHHUK HE CMOXET paciiu(poBaTh paHee rnepexBadcHHble naHHble. OTIeTbHOr0 BHUMAHUS
3acmyxkuBaeT QyHkius Wi-Fi Easy Connect, yrpormiaromas moKiro4eHne YCTPOWCTB 6e3 qucties —
OT YMHBIX JaMIOUYEK A0 NPOMBILIICHHBIX JaTYMKOB. OQHAKO, HECMOTpA Ha ImporpeccuBHOCT WPA3,
€ro BHEJPEHHE CTAJIKUBAETCS C PAJOM CIOXKHOCTeH. MHOTrHe OpraHu3alyy 10 CUX MOp HUCHONB3YIOT
o0opynoBaHKe, He TTOAJeP)KUBAIOIIEee HOBBIM CTAaHIAPT, & MACCOBBIN Mepexo1 TpeOyeT 3HAUYUTEIbHBIX
(MHAHCOBBIX U BPEMEHHBIX 3atpart [2].

Jns  KopmopaTWBHBIX cpell, TAe Oe30macHOCTh 4YacTo BakHee ymoOcTBa, ocragres
aktyanbHbiM EAP. T'nbkocte EAP mozBosnsier BHIOMpaTh W3 JAECATKOB METOJOB ayTEeHTHU(UKAIWH,
ajanTupysch K crenuduke wuHppacTpykrypbl. Hampumep, EAP-TLS, ocHOBaHHBII Ha B3aWMHOI
IpoBepKe cepTU(HUKATOB, 00ECIIEUNBACT BHICOUAMIINI YPOBEHb 3alMUTHI, HO TpeOyeT pa3BEPTHIBAHUS
PKI (Public Key Infrastructure), uTo MokeT ObITh H30BITOUHBIM JUIsl MaJIOTO On3Heca. B Takux cimydasx
yante npumenstorcs EAP-PEAP (Protected Extensible Authentication Protocol) wiu EAP-TTLS
(Tunneled Transport Layer Security), KOTOpbIe HCIOIB3YIOT TYHHEIUPOBAHKE JUTS 3AIUTHI YYETHBIX
JAHHBIX. JTH METOJAbl 0COOEHHO BOCTPEOOBaHBI B 00Pa30BaTEIbHBIX YUPEKACHUSIX M KPYITHBIX
KOMITaHUSIX, TJIe HEOOXOMMO OamaHCHPOBATh MEXKIY O€30MAaCHOCTHIO U MTPOCTOTON MAacIITAOUPOBaHHSI.
s cpex ¢ MOBBILICHHBIMU TPeOOBaHUAMHU K MOOMJIBHOCTH M MHOTO(AKTOPHOW ayTeHTHU(HUKALUN
ormmuno moxxoaut EAP-MSCHAPV2 (Microsoft Challenge Handshake Authentication Protocol),
KOTOPBIA 4acTO MCIOJb3yeTcs B komOuHaiuu ¢ PEAP s oGecrieyeHus IOTMOJIHUTEIBHOTO YPOBHS
3aLIUTHL, XOTS U 00J1aJaeT OrPaHNYEHUSAMHU B KOHTEKCTE YCTOMYMBOCTH K ONPEAEIEHHBIM BU/IaM aTak.
PazButne mnporokonoB EAP mnpopomxkaercsi, OTKpbIBass HOBBIE BO3MOXKHOCTH Jisi OOECIEYEHUS
0e30MacHOCTH ¥ MOBBINIEHHS 3PPEKTHBHOCTU CETEBBIX PEIICHUH.

WHTepecHbIl TpUMep KOHBEPIEHIIMU TEXHOJIOTHH JIeMOHCTpHUpyeT wucmojib3oBanue OAuth
2.0 u OpenID Connect B myOnu4HBIX OECTIPOBOAHBIX CeTsX. V3HawampHO pa3paboTaHHBIE IS
aBTOPHU3AllMM B BEO-TIPWIIOKEHUSIX, STH MPOTOKOJBl HANUTM IPUMEHEHHWE B CICHApHAX, LI
MOJIb30BaTENh JIOJDKEH TMONYYUTh BPEMEHHBIH JIOCTYII K CETH 4Yepe3 CTOPOHHEro IpoBaiinepa.
Hanpumep, npu nonkimrouenny k Wi—Fi B asponopty cucremMa MOXKET ITepeHaNpaBUTh MOJIb30BATENS Ha
cTpanuiy Bxoaa uepe3 Google mmu Facebook, ucnons3ys OAuth 2.0 ans nenerupoBaHust mpas. ITo
YIpOIIaeT MPOIIeCcC sl KOHEYHOTO IT0JIL30BATENS M CHIXKAST HArpy3Ky Ha MpoBaiijiepa, KOTOPOMY He
HYXXHO XpaHHUTh naposid. OmHaKo Takas MOZAENb HEcET PHCKH, CBA3aHHBIC C (PUIIMHIOM M yTEUKOH
TOKEHOB, YTO TpeOyeT [OMOJNHUTEIbHBIX Mep, TaKUX Kak oO0s3aTenbHas MHOrodakTopHas
ayTeHTHU(UKAIUS.

OtnenpHOTO yrioMuHaHus 3aciykuBaet cranaapt IEEE 802.1X, koTopslii ciiyUT OCHOBO# JUIst
KOHTPOJISI IOCTyNa B KPyHHBIX ceTsix. Ero apxurekTypa, BKIOYaromias TPH KOMIIOHEHTa — KJIMEHT,
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ayTeHTU(UKATOP U cepBep ayTeHTU(PHKAIUKW — OOECIeYMBAaET LEHTPAIM30BAHHOE YIIPABIICHHE
MOJUTHKAMHU 0€30MacHOCTH, MUHUMH3UPYS PHUCK HECAHKIIMOHWPOBAHHOTO 1ocTyma. Hampumep, B
yHuBepcuTeTckoM Kamiyce 802.1X MOXeT HCIONb30BaThCsA ISl CETMEHTHPOBAaHUSA Tpaduka
CTYACHTOB, MpernoAaBaTeNiel W aIMUHUCTPALMK, HANPAaBISIsL KAy Ipymnmy B oTaensHylo VLAN
(Virtual Local Area Network) mms moBbimieHHsT ypOBHsSI 0€30MaCHOCTH M ONTUMH3AIIHH CETEBBIX
pecypcoB. Emé ogHIM penMyIecTBOM SBISIETCS THOKOCTh CTaH/IapTa, IIO3BOJISIONIAS HHTETPUPOBAThH
€ro ¢ pasNUYHBIMH MEXaHu3MaMu ayTeHTuHukanuu, Takumu kak EAP-TLS win EAP-PEAP, uto
JIeNIaeT ero YHUBEPCaJIbHbIM MHCTPYMEHTOM JJISl pa3inuyHbIX HH(pacTpykTyp. OnHaKo, HECMOTpPs Ha
Haa&kHOCTh U d(dexTruBHOCTH, BHeApeHne 802.1X 3agactyro TpeOyeT 3HAYMTENbHBIX YCHIWH IO
aZlanTaliyl  CYIIECTBYIOIMNX CeTell W mnpeaBapuTensHoro oOydeHust IT—cmenmanncroB, dYTO
OTPaHUYMBAET €ro MPUMEHEHUE B MANBIX U CPEAHUX CETSIX.

OBONIONMS MPOTOKOJIOB ayTeHTHU(HUKAMKA OTpakaeT OOMMHA TPeHJ Ha IEepPCOHAIN3AINI0
6e3omacHoctu. Ecin paHbllie yHHBEpCAbHBIE PEIICHUST JOMUHUPOBAIH Ha PHIHKE, TO CETOIHS BHIOOD
METO/a 3aBUCHT OT KOHKPETHOTO KOHTEKCTa — OT THIA YCTPOICTBAa 110 YpPOBHS JOBEpUS K
MIOJIH30BATEII0. DTO CO3AaET HOBBIE BO3MOXHOCTH, HO M YCIIOKHSIET IPOCKTUPOBAHHE CETeH, TpeOys OT
pa3paboTUYNKOB TITyOOKOTO TOHUMAHUS KaK TEXHOJIOTHI, TaK U OW3HEC-TIPOIIECCOB.

HpOTOKOJ’lbI aBTOpHU3alluH

Ayrentudukanysi, o0ecreurnBaronias IpoBepKy NOJIMHHOCTH TTOJIb30BATENsI WA YCTPOUCTBA, —
JUIIb TepBBI pyOex 3ammThl OecnpoBogHOW cetd. Cleqyromuil KPUTHYECKH BaXKHBIH JTam —
aBTOpH3ALMS, ONpEAeNAIoNIas, Kakue pecypchl W B KakOM O0BEME IOCTYHHBI CYOBEKTY IHOCIe
ycrenrHoi nposepku. Ecin ayreHTH(UKAINS OTBEUAET HAa BOMIPOC KTO BBI?», TO aBTOPU3AIINS PEILACT,
«4TO BaM pa3pelIeHO AenaTb». B yclnoBusX, KOrja ceTd CTaHOBSTCA BCE Ooiiee CIOKHBIMH U
pacrpenenéHHbIMYA, METOABl YIPABICHHUS AOCTYIIOM 3BOJIIOLMOHUPYIOT, IMpedjaras peleHus s
Pa3HBIX YPOBHEH I'MOKOCTH U 6€30IaCHOCTH.

OnmuuM w3 Haumbosee pacmpoctpaHéHHbIXx moxxonoB octaércs RBAC (Role-Based Access
Control) — ynpapieH#e 10CTYIIOM Ha OCHOBE poJiell. Ero mpuHIHUIT MPOCT: KaX0MY IOJIb30BATEIIO WA
YCTpOMCTBY Ha3zHa4daeTcs poJib (HANpUMeEp, «COTPYAHUK», «TOCTb», «aJIMUHUCTPATOp»), KOTopas
ompejieNiIeT MpaBa JOCTyIla K CETEBBIM pecypcaM. B kopmopatuBHO# Wi—Fi—ceTr — 3TO0 MOXeT
03Ha4yaTh, YTO COTPYJHHMKH OTIENa Pa3pabOTKH MOIY4aroT JOCTYH K CEpBEpPaM C MCXOIHBIM KOIIOM,
TOTa KaK TOCTH OrpaHMYEHBl JMIIL BBIXOAOM B HHTepHET. IlpemmymectBo RBAC — B mpocroTte
aaMuHUCTpUpoBaHus. JloOaBlieHHe HOBOTO IMONB30BaTeNsi TpeOyeT JHIIb TPUCBOCHHS €My
COOTBETCTBYIOIIEH POJIN, a HE MHIUBHLyaIbHOM HACTPOWKH IpaB. OIHAKO 3Ta K€ IPOCTOTA CTAHOBUTCS
HEIOCTAaTKOM B JTMHAMHUYHBIX cpefax. Hanpumep, B yHUBEpcHUTETE, TI€ CTYAECHT OJHOBPEMEHHO MOXKET
OBITP UJIEHOM HECKOJBKHX HCCIEN0BAaTENbCKUX TpPYMI, pPYyYHOE YIPaBICHHE POISIMH OBICTPO
MIpeBpaIaeTcs B JIOTUCTHUYECKUNA KOIIMap.

AunprepratuBoii BeicTymaer ABAC (Attribute-Based Access Control) — ympasiierue 10CTymom
Ha OcHOBe aTpuOyToB. Bmecro xéctkux poieii ABAC yuyuThIBaeT MHOXECTBO MapaMeTpOB: THUII
YCTPOMCTBA, MECTOIIOJIOKEHHE, BPEMsI 3a1IpOca, YPOBEHb 0€30MacHOCTH COSIMHEHUS U aXKe JaHHBIE U3
BHEIIHUX CHCTeM (Hampumep, ctaryc nognucku u3 CRM). IlpeacraBbTe ymMHOE 37aHME, TOE JaTUUK
TEMIIepaTypsl TMONydYaeT MAOCTYN K OOJIa4HOM IuaTgopMe TOJBKO IpH HOAKIIOYEHUH dYepe3
3alMIIEHHYIO CETh, B pabouee BpeMs 1, €CIIH €T0 ITOKa3aHus He BBIXOAT 32 3a/JaHHbIH Tuama3oH. Takas
rpanynspHocTs AenaeT ABAC wupeansubiM ans loT—ceTeil, rae ThICAYM yCTPOWCTB C pPa3sHBIMHU
GyHKUMSAMH TPeOYIOT HHANBUAYAIBHBIX MOMUTUK. OHAKO 32 THOKOCTh npuxoauTcs miatuts: ABAC
TpeOyeT CIIOXKHOW MHPPACTPYKTYpPHI IS aHAM3a aTpHOyTOB B PEaJbHOM BPEMEHH, YTO YBEITMYHNBAET
Harpy3Ky Ha cepBepbl aBTopusanuu [3].

Oco0wrii cityqait — SAML (Security Assertion Markup Language), koTopslii pemaer npooieMmy
(henepaTUBHON aBTOPHU3AIMY B pacIpeIeIEHHBIX SKocucTeMax. SAML mo3BosisieT 0HO# opraHu3aIiu
JIeNIETUPOBaTh ayTeHTH(HKALMIO W aBTOPH3AlMIO JIOBEPEeHHOMY mpoBaiinepy. Hampumep, npu
HOJAKITIOUEHUU K mapTHEPcKoit Wi—Fi—ceTH coTpyHHK KOMIIaHHU-COUCKATENST MOXKET MCIOJIb30BaTh
yu€THbIE TaHHbBIE CBOEi KopropaTuBHOH Active Directory, He co3aBast HOBbIN akkayHT. SAML—TokeH,
MOMTMCAHHBIN MOCTABUINKOM YIOCTOBEPEHHH, COJAEPKUT BCIO HEOOXOIUMYIO0 HH(POPMAIIHIO O MpaBax
JIOCTYTIA, YTO YNPOIIAET KPOCC-IOMEHHOE B3aUMOJICHCTBUE. DTOT MOJXOJ] OCOOEHHO BOCTpeOOBaH B
00pa3oBaHUU M 3PaBOOXPAHEHUH, TAE YUPEKAECHHS 4acTO OOBEIUHSAIOTCS B KOHCOpLUUYMBI. OHAKO

170



SAML ysa3BUM K aTakaM Ha OCHOBE MOJJCIKH TOKCHOB, €CIU HE HCIOIB3YIOTCS CTPOTHE METOJIBI
MI(QPOBAHUS U PETYISIPHAS POTAIHS KITFOYEH.

WHaTepecHo HabmroAaTh, Kak 3TH TPOTOKOIBI KOMOWHHPYIOTCS B pEajbHBIX CIeHapHusax. B
KPYITHOM YHHBEPCHUTETE, HAIlPUMEP, MOXKET UCIONIb30BaThes cBsizka EAP-TLS mis ayrentudukanmu
MIPETIOIaBaTeNbCKUX M HCCIIEIOBATENbCKUX yCcTporcTB, ABAC 1 IWHAMHYECKOTO YIpaBIEHUS
JIOCTYTIOM K CTYAEHYECKHM pecypcaM Ha OCHOBE Kypca oOydeHHs W TeKymiero cemecrpa, a SAML —
JUTSL TIPEJOCTABJICHUST BPEMEHHOT'O JOCTYIa BHEUIHMM MPUTJIANIEHHBIM JISKTOpAM WJIA YY9aCTHHUKAM
KoH(epeHuu. Takas MHOTOCIOMHOCTH TIO3BOJISCT 3aKPBIBATh Pa3HbIC aCIEKThl 0E30MaCHOCTH, HO
co3maér puck koHpaukTa nonutuk. Hampumep, ecnmin RBAC orpannunBaeT AOCTYI CTYACHTOB TOJIBKO
K OOIenoCTymHBIM OnOMMOTeYHBIM MatepuaiaMm, a SAML-TokeH oT mapTHEPCKOro y4eOHOTO
VUPESKJICHUS 3alpalldBaeT pacIIUpPeHHBIC TpaBa, CUCTEMa JODKHA HMMETh YETKHE MpaBHIia
MIPHOPUTE3AIINH.

C yd4eroM IMOCTOSHHO PACTYIIEH CIOXHOCTH CETEeBBIX HH(PACTPYKTYpP, KOMOMHHPOBAHHBIH
moaxon, Brmrouaromuii dmeMeHTel RBAC, ABAC u SAML, cTaHOBHTCS HEOOXOIUMOCTHIO IS
oOecrieueHus HaIeXHOW 3aIUThl U THOKOCTH YIPABJICHUS JOCTYIIOM.

CpaBHUTeJIbHBIN aHAJIU3 IPOTOKOJIOB

O hekTHBHOCTH MPOTOKOJIOB ayTCHTU(HKAIIMU 1 aBTOPU3aLlUN HEBO3MOXKHO OLICHUTh B OTPHIBE
OT KOHTEKCTa UX npuMeHeHus. C pocToM dncia MOAKIIOUEHHBIX YCTPONCTB M YCIOKHEHUEM CETEBBIX
UHQPACTPYKTYyp BBIOOP NPOTOKOJOB ayTEHTU(UKAIMKH U ABTOPU3ALUU CTAHOBHUTCS KPUTHYECKU
BOXHBIM JUI1 oOecrieyeHHsi 0e30MacHOCTU. AHalIM3 KIIOYEBBIX INPOTOKOJIOB IEMOHCTPUPYET, Kak
TEXHOJIOTHH CTPEMSITCSI HAUTH OajlaHC MEXKAY 3alIUTOH U YA00CTBOM.»

WPAS3, 6e3ycioBHO, 331aéT HOBBIN cTaHaapT Oe3omacHoctH st Wi—Fi—cereit. Ero Mexanusm
SAE u coBeplieHHas! IpsiMasi CEKPETHOCTD AETal0T €ro NPaKTUIECKH HEYS3BUMBIM K aTakaM, KOTOpbIe
YCIIEUIHO dKCIUTyaTHpoBain ciaboctn WPA2. OnHako 3TH MpenMyIIecTBa TEPSIOT CMBICI, €CIIU B CETH
OCTal0TCA YCTPOMCTBA, MOJAEP)KUBAIOIINE TOJIBKO CTapble NMPOTOKOJbl. Hampumep, B reTeporeHHoi
cpene, Tie K OJHOW TOYKE JOCTYIa MOIKIIOYA0TCS COBPEMEHHbBIe cMapT(hOHBI U ycTapesmine loT—
JATYUKH, aIMUHHUCTPATOP BBIHYXKIEH JHOO MOAAEep)KHBaTh cMemaHHbii pexxum (WPA3-Transition
Mode), 1160 xKepTBOBaThH OE30MACHOCTHIO P COBMECTHMOCTH. DTO APKO WILTFOCTPUPYET KITFOUYEBYIO
JUIIEMMY: 1aK€ CaMblii IPOTPECCUBHBIN MPOTOKOJ Oecrosie3eH 6e3 MacCOBOro BHEIPEHUSI.

Ha srom ¢one EAP nemoncTpupyer yauButenbHyto THOKOCTh. Mertomer Bpoge EAP-TLS,
Tpedytomme nadpactpykTypsl PKI, naeanbHbl s 6aHKOB MIIM TOCYAapCTBEHHBIX YUPEXKICHUH, IIe
0e301MacHOCTh MPEBANMPYET HaJl CTOMMOCTHIO BHeA[peHus. B 1o e Bpemss EAP—-PEAP, ucnionp3yromuit
TyHHenupoBaHue nosepx MSCHAPV2, moaxoauT Ans yHHBEPCUTETOB WIH CTapTalioB, TIE BaXKHO
OBICTPO pa3BepHYTh 3almUTy Oe3 CIOXKHBIX HacTpoek. OJHAaKO YHHBEPCAIBHOCTh HE HCKIIIOYAeT
npoOjeM, CBS3aHHBIX C KOHQUTYpalued W yIpaBIeHHEM, KOTOPBIE CTAaHOBATCS KPUTHYECKAM
baxTopom I obecriedeHusI HaAEKHOCTU ceTu. VccnenoBanns MOKasbIBaoT, uTo a0 40 % yTreuek B
KOPIIOPaTHBHBIX CETAX CBs3aHbl ¢ omuOkamMu B HacTpoiike RADIUS-cepBepoB, KoTOpble 4acTo
HCIIONIB3YIOTCSl BMecTe ¢ EAP.

He menee BakxHO, 4TOOBI MPOTOKOJIBI HE TOJBKO O0ECHEUMBAIIN 3aLIUTY U TMOKOCTb, HO TAKXKE
CIOCOOCTBOBAIM YJIYyUIIEHHIO TOJIb30BaTeabckoro Bammoseicteus. OAuth 2.0 u OpenlD Connect,
nepeHecéHHbIe U3 BeO-cepbl B MUP OECIPOBOIHBIX CETEH, PEHIAlOT MPUHIUIMAILHO UHYIO 337134y —
VIIPOLICHUE MOJIB30BATEILCKOTO ONbITa. VX cuia — B CIOCOOHOCTH MHTETPHPOBATHCS C BHEITHUMH
npoBaiiiepaMy ayTeHTH(PHUKALUK, TAKUMH KaK COLUAIbHBIE CETH WM KopropatuBHble SSO-CHCTEMBI.
10 AeaeT uX He3aMEHUMbIMU s yOnnuHbiXx Wi—Fi—ceTeit B a3pomnopTax, TOProBeIX IEHTPAX HIIH
TOCTHHHIIAX, T/I€ TIOCETUTEIM OXKUAAIOT MTHOBEHHOTO NOcTyma 6e3 perucrparuu. OmQHAKO oOpaTHas
CTOpPOHa MeIaly — YA3BUMOCTh K (HUIIMHTY M arakaM Ha TOKEHbl. Eciu 370yMbINUIEHHHK
nepexBateiBaeT OAuth-TOKEH, OH MOXET HOJIY4UTh JOCTYH HE TOJBKO K CETH, HO M K CBA3aHHBIM
cepBucaM (HarmpuMep, MoUTe TOJIB30BaTeNs ). DTO TPpeOYyeT HOMOIHATEIBHBIX CIIOEB 3aUTHI, TAKUX KaK
OrpaHMYEHHE BPEMEHHM KU3HU TOKEHOB MM NpuBsizka K MAC—anpecy ycTpoicTBa.

Cpasaenue metonoB aBropuzaunu — RBAC, ABAC u SAML — packpeiBaeT emé oJuH Iiact
npotuBopeunii. RBAC, HecMOTpsl Ha MPOCTOTY, CTAHOBUTCS Y3KUM MECTOM B JTUHAMHYHBIX Cpenax.
Hanpumep, B craprane, rlie COTPYIHHKH YacTO MEHSIOT POJIH, IMOCTOSIHHOE OOHOBJICHHE TOJHMTHK
npeBpauaercsi B pyruHy. ABAC, HampoTuB, crpaBisieTcss C TakMMH CIEHapusMH, HO TpeOyeT
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3HAYUTEIILHBIX BBIYUCIUTEIBHBIX PECYPCOB AJISl aHaIM3a aTpuOyTOB B peaibHOM BpemeHu. B loT—
CETSX, TJIE THICSYU TATYUKOB TEHEPUPYIOT 3aPOCHI OJJHOBPEMEHHO, 3TO MOXKET IMPUBECTH K 3a/ICPIKKaAM
aBropuzanuu. SAML, Oynyun maeadpHBIM U (pelepaTUBHBIX CHUCTEM, CTAIKHBAETCSA C MPOOIEeMOit
JIOBEpHS MEXIy opraHmsauusmu. Ecin yHuMBepcuTeT-apTHEP He oOecleunBaeT NOJDKHBIA YPOBEHb
3alIUThl CBOUX YYETHBIX IAHHBIX, 3TO CTABUT MOJI YIPO3Y BCIO SKOCHCTEMY.

WurtepecHbii  keiic — ucnoas3oBanue 802.1X 8 npombiinuieHHbix  loT—cersx. Cranmapt
o0ecreyrBaeT LEHTPAIM30BaHHOE YIpaBICHUE IOCTYIOM, HO €ro peajlu3alusl Ha 3aBojax, Ie
o0opynoBanne paboTaeT B SKCTpEMalbHBIX YCIOBUSX (BBICOKas TeMIeparypa, BHOpalus), 4acTo
npuBoIUT K cbosm B pabore RADIUS—cepsepos (Remote Authentication Dial-In User Service). 9to
BBIHY)KJae€T MHXKCHEPOB UJITH Ha KoMIpomuce, 3amersist 802.1X Ha ynponiéHHbIC IPOTOKOJBI BPOJIE
Pre-Shared Key (PSK), uTo cHmKkaeT o0Iuii ypoBeHb O€30MaCHOCTH.

OOmass TEeHAEHINS TaKOBa: HE CYIIECTBYET «CEepeOpSHOW ITyNnm», CIIOCOOHOW 3aKpBITh BCE
crieHapuu. BrIOOp MPOTOKOIA HAMOMHHAET COOPKY IMasziia — HeOOXOAWMO COBMECTHTHh TpeOOBaHUS
0e30macHOCTH, OrpaHWYeHUs] MHQPACTPYKTYphl U OXHIAHHA MMoJib3oBaTenedl. Hanpumep, B ymMHOM
rOpoze, IZie THICSYN YCTPOHCTB OT YIAHMYHBIX KaMep A0 CUCTEM OCBEUICHUS! 00bEJUHEHBI B €IMHYIO CETh,
MOJKET WCIIONB30BaThCsl THOpuAHas Moxaenb: WPA3 mis mmdpoBanus manaerx, EAP-TLS mns
ayTeHTU(UKAIMHA KPUTHUECKU BaXXHBIX Y3710B 1 ABAC 11 AMHAMIYECKOTO YIpaBJIeHHs! JOCTYIIOM Ha
OCHOBE JMJaHHBIX C JaT4MKOB. TakuM o00pa3oM, BHEApPEHHE TMPOTOKOJIOB ayTeHTHU(OUKAUH U
ABTOpH3alMU TpeOyeT HE TOJNBKO TEXHUYECKOHW TOYHOCTH, HO W CTPATETMYECKOTrO MOAXOJa, T
0e30MacHOCTh, MPOU3BOJAUTEILHOCTh H YIOOCTBO OOBEIUHSIOTCS JJISi CO3MAHHS WHTETPUPOBAHHBIX
CEeTeBBIX pelIeHui OyayIero.

IIpoGJieMbl U BBI30BbI

Hecmotpss Ha mporpecc B pa3pabOTKe NPOTOKOJIOB, UX BHEAPEHHE B PEAJbHBIX YCIOBHUSIX
CTalIKUBACTCSl C PSAAOM CHCTEMHBIX CIOXKHOCTEH. DTH TPOOJIEMBI 4acTO HOCAT HE TEXHHUYECKHM, a
OpraHU3alMOHHBI MM MHQPACTPYKTYPHBIA XapakTep, YTO JIENaeT MX OCOOEHHO yCTOWYHMBBIMHU K
OBICTPOMY pEIICHUIO.

YHacieoBaHHbIE CHUCTEMbl W HMHEpIMs BHeApeHus. Jlaxke cample COBEpIIEHHBIE CTaHAAPTHI,
Takue kak WPA3, He MOryT MIHOBEHHO BBITECHUTH YCTapeBIIME TMpPOTOKONbL. [lo maHHBIM
uccnenosanust Avast (2023), 58 % poyTepoB B TOMAIIHUX CETSIX 10 CUX MOp Ucnonb3yroT WPA2, a 7
% — kputnuecku ys3BuMbii WEP [4]. B xoprmopaTHBHOM CEKTOpE CHUTYyallls HEHAMHOTO JIydIIle:
nepexo/l Ha HOBBIE CTaHAAPTHI TPeOyeT 3aMeHbl O0OPYAOBaHHWsS, MEPEeOOYUYECHHUS COTPYAHUKOB U
BpeMEHHBIX IpocTtoeB. Hanpumep, OonbHHUIIA HE MOXKET MO3BOJUTH ce0€ OTKIIIOYMTH CETh Ha BPEMS
murpauud ¢ WPA2 nma WPA3, Tak kak 3T0 mapanusyeT paboTy MOAKIIOYEHHBIX MEAMLMHCKHX
YCTPOMCTB. DTO CO3/IAET MOPOUYHBINA KPYT: YSI3BUMOCTH CTApPBIX CUCTEM OCTAIOTCS HEUCIIPABIEHHBIMH, a
HOBBIE TEXHOJIOTHU BHEJPSIIOTCS (parMeHTapHO.

CH0XHOCTD YIIPaBJICHUS B TeTEPOreHHbIX cpeaax. CoBpeMEeHHbIE CETH O0BEANHSIOT YCTPOHCTBA
C paluKaIbHO PAa3HBIMU BO3MOKHOCTSIMU: OT MOIIHBIX CEPBEPOB A0 JAaTYMKOB C MUKPOKOHTPOJUIEPAMHU
Ha 8—OuTHOHU apxurekType. [IpoToKoI, MAeanbHO TOAXOAIINN A ayTeHTU(DHUKAINKA CMapTHOHOB,
MoXeT ObIThb HempuMeHHMM K loT—ycTpoiicTBam W3-3a OrpaHMYEHHH MO HEPronOTPEOSICHHIO WU
BBIYUCIUTENbHON MomHocTH. Hanpumep, EAP-TLS, Tpebyromuii o6padorku X.509—cepTudukaros,
HepocTymeH s aenmépbix RFID—MeTok, 4To BBIHYKIACeT HUCIOIL30BaTh MEHEE 0€30IacHbIe METOIbI
BpOJie CTaTHYeCKux Kimoueil. Takas «IocKyTHas» 0e30MmacHOCTh CO3MaéT TOYKM BXOAA JUIA aTak,
0CcOOEHHO KOT'/Z1a 3JI0YMBILIJICHHUK LeJIEHAIIPaBICHHO aTaKyeT caMoe c1a0oe 3B€HO B CUCTEME.

Koniukt mexy ynoocTBoM u Oe3onacHocThio. [Tyonnunbsie Wi—Fi—ceTn — HarsisiiHbIi npumep
aToro mpotuBopeuns. C OTHOW CTOPOHBI, MPOBaiIEPhl 3aWHTEPECOBAHBI B MAaKCHMAJIBbHO MPOCTOM
MOJIKJIIOYEHHUH TOJIb30BATENEH: BXOJ] Uepe3 COLICETH, OJTHOpa3oBble SMS—Kobl, rocTeBble JOCTYyMbI. C
JIPYTOl — YIPOINEHUE TPOIIECCOB OTKPBIBACT ABEPH JUIs 3i0ynorpednenuit. B 2022 romy xommaHus
Kaspersky 3adukcupoBaiia pocT (UIIUHIOBBIX aTakK Yepe3 MoAIelIbHbIE CTPAHHIIBI BXOJIA B TTyOJIHYHBIE
Wi-Fi, rae nmonp3oBaTenu 100poBoIbHO BBOAWIM cBou yuéTHbIe naHHble OAuth. [TonbiTkn ycHIuTh
0e30macHOCTh (HarpUMep, BBECTH 0053aTENBHYIO IBYX(AKTOPHYIO ayTeHTU(PHKALIMIO) YaCTO IPUBOJASAT
K CHIDKEHHIO YHCIIa TIOAKITIOYEeHUH, YTO SKOHOMHYECKH HEBBITOJIHO JIJIsl On3Heca.

Opuanueckue wu perynsatopHsie Oapbephl. PazButne craHmapToB 0O€30MacHOCTH  YacTo
orepexaeT 3aKOHOJATEIbCTBO. DTO MPUBOIUT K CUTYaLUsIM, KOT/1a KOMIIAaHUU (pOpMaIbHO COOIIOAAI0T
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MPaBWJIA, UCTIONB3YS YCTapEBIIINE, HO CEpTU(UITUPOBAHHBIC pellieHus. boee Toro, B r100ambHBIX CETIX
MIPUXOIUTCS YUYUTHIBATh MPOTHBOPEUMBBIE TPEOOBaHUS pas3HBIX IopucauKiuii. Kuralickuii crangapTt
WAPI (WLAN Authentication and Privacy Infrastructure), o0s3aTenbHBIi A1 YCTPOMCTB,
MPOJAOIIUXCS B CTpaHe, HecoBMecTUM ¢ WPA3, 4To yCIIOXKHSIET CO3/JaHKe YHUBEPCATBHBIX TIPOTYKTOB
JUTSL MEKTYHApOIHOTO phIHKa [5].

Uenosedecknii (akrop. Jlaxxe camas mpomymMaHHass cucreMa O€30MacHOCTH MOXKET OBITh
CKOMIIPOMETHPOBaHA M3-32 OIIMOOK TOJIb30BaTeNeH WK aJMUHUCTPAaTOpoB. Kiiaccuueckuii mpumep —
MOBTOpPHOE McHonb30BaHue maponeld. CoriacHo crathe Enzoic, uccnenosanne Google mokasaino, uto
65 % ozl MOBTOPHO UCTIONB3YIOT MTAPOJIH Ha HECKOJILKUX CaliTaX, YTO CO3/IaeT 3HAUUTEIbHBIC PUCKU
s 6ezomacHoct [6]. B ciydae yTedkH 3TO MO3BOJISET 3JIOYMBINUICHHHKAM MOIydYaTh JAOCTYI K
KPUTHYECKU BaXKHBIM pecypcaM. C Ipyrod CTOpOHBI, aIMUHUCTPATOPHI YaCTO OCTABJISIOT HACTPOWKH
Mo yMoydaHwio (Hampumep, craHmapTHele yudérHble 3ammcu RADIUS—cepBepoB), uTO ympormaer
MIPOBEICHHE aTak Thma brute force.

OTHU BBI30BBI MOAYEPKHUBAIOT, YTO OE30MACHOCTH OCSCIIPOBOIHBIX CETeH HE MPOCTO TEXHUYECKAs
3aj1a4a, a KOMIUIEKCHas po0iieMa, TpeOyomias KOOPAHMHAIIMY MEX 1y pa3paboTunKaMu, peryisTopaMu
1 KOHEYHBIMH IOJIF30BATENSIMHU. Y CIIEIITHOE BHEIPEHHE COBPEMEHHBIX MPOTOKOJIIOB HEBO3MOXHO 0e3
yqéTa OKOHOMMHYCCKHX, COUIUAJIBHBIX U FOPUIUYICCKUX ACTICKTOB.

PexoMenaanum no BIOOPY NPOTOKOJIOB

Br160p npoTOKO0JIOB ayTeHTU(HUKALKMY U aBTOPU3ALUN HAIIOMUHAET OAOOP MHCTPYMEHTOB VIS
CJIO’)KHOI'O PEMOHTA: YHUBEPCAIBHBIX PELICHUH HET, HO €CTh YETKUE MPUHIIMIBL, KOTOPhIE IIOMOIal0T
n30eKaTh KPUTUYECKUX OIMIUOOK. DTH MPHUHIIMITEI OCHOBAHBI Ha 0allaHCe MEXKIY PUCKaAMU, peCypcaMmu
U TpeOOBAHUSIMH KOHKPETHOH 9KOCHCTEMBI.

i KOpHOpaTHBHBIX CETeH, Te yTedKa AaHHBIX MOXKET MPHBECTH K KaTacTPOPHUECKUM
MOCNEACTBUSAM, MPUOPUTETOM CTAaHOBUTCS MHOTOYpOBHEBas 3allUTa. 3Aech ONTHUMAaJbHa
komOunanus WPA3 u EAP-TLS, nononnennas ABAC mis ynpaeneHust  goctynoMm.  WPA3
obecreunBaeT COBPEMEHHOE MHM(pPOBaHUE W 3alIUTy OT OoQuaifH—arak, B TO BpeMs kak EAP-TLS,
UCTIONIB3YIOIINH CepTHU(HKATHI, UCKIIOYAET PUCKH, CBSI3aHHBIE ¢ yTeukoi mapoineid. ABAC B Takoit
cpefie TO3BOJISIET T’MOKO HACTPaNBATh MOJUTUKHU: HAIIPUMED, AOCTYI K (PMHAHCOBBIM CUCTEMaM MOXKET
NPEIOCTABIATECS TOJIBKO C YCTPOWCTB, MOAKIIOUYEHHBIX uepe3 VPN, m Toibko B pabouee Bpems.
OpHako Takasi cBs3Ka TpeOyeT 3HAUMTENIbHBIX WHBecTHUMi: pa3BéprbiBanne PKI mias EAP-TLS,
oOHOBJIeHHE HHPPACTPYKTYpHI AJsl nojyiepkku WPA3 u BHenpeHre cucTeM aHanmu3a aTpuOyTOB st
ABAC. [Ins cpeanero OusHeca anbTepHaTuBOod MoxeT crath EAP-PEAP ¢ Active Directory-
MHTErpanueil — MeHee 0e301acHbli, HO OoJiee MPOCTOI B HACTPOIKE BapHAaHT.

[TyOauunbie Wi—Fi—ceTi — 30Ha MOBBIIIEHHOTO PUCKA, Ilie 0€30MaCHOCTh YaCcTO MPUHOCHUTCS B
KepTBy ymobcTBy. B takux crienapusx OAuth 2.0 ¢ MHOTOGAaKTOpPHOM ayTeHTH()HUKAIIHEH CTAHOBUTCS
KOMIIPOMHUCCHBIM perienneM. Hampumep, kade MOXeT npemiokuTh roctsaM Bxof uepe3 Google wim
Apple ID, 4To cokpaiaer pucky XpaHeHHs TTapoJiel U YCKOPSET MoAKIoueHune. s JonoTHUTeThHON
3alIUTHl CTOMT OTPAaHUYUTH CECCHIO MO BPEMEHHU (Hampumep, 2 yaca) M HCIIONB30BaTh H3OJISIHIO
kiauenToB (Client Isolation), 4ToOBl NMPEZOTBPATHTh aTaku MEXIY YCTPOMCTBAaMH B OJHOW CETH.
WHuTepecHsiit mpumep — adsponoptsl, rae OAuth 2.0 koMOuHHPYIOT ¢ Teonokarmeii: goctyn Kk Wi—Fi
AaBTOMATHYECKH OTKIIIOYAETCs, KOIJa MOJIb30BaTeNb MOKUAAET 30HY TEPMHHAJIA, YTO CHHUYKAET PHCK
YAQIEHHBIX aTakK.

loT—ceTn — moxamy#, camblif CIIOKHBIH KeHC. Y CTpOICTBa BpoJie YMHBIX JaTYMKOB MM KaMep
YacTO HECIIOCOOHBI BBINIONHATH PECYpCOEMKHE OIlepalud. 37ech Ha IOMOIIb IPHUXOJIAT
CIeNMaIM3MPOBaHHbIe TIPOoTOKOJIbI, Takke kak WPA3 Easy Connect, kotopsiiit ucniosnb3yeT QR—kob1
w NFC ans 6e3omacHoi nepepaun kirodeid 0e3 BBOIa NaHHBIX MOJb30BaTeneM. [ aBTopu3anuu B
loT-—skocucremax a¢pdexrusen Lightweight ABAC, riae noinuTHKH yIpoueHsl 10 0a30BbIX aTpuOyTOB
(manpumep, «pazpemeénnsie [P-agpecay unm «BpeMeHHBIE OKHAa aKTUBHOCTHY). B yMHBIX JOoMax 3To
MOJKET BBIMJIAAETH TaK: YMHBIA 3aMOK IOJy4aeT AOCTYH K O0JIaKy TOJIBKO MPH MOJIKIIOUYEHHH 4epe3
3aIUIIEHHBIA KaHal M TOJNBKO Ui OTIPAaBKH yBEJOMIIEHHH, HO HE A M3MEHEHHUsl HacTpoek. s
npomebIiieHHoro 10T, Tae 3aepKKu HelOIMyCTUMBI, IPUMEHSIOT TpeayTeHTU(PHUKAIIUIO — YCTPOHCTBO
MOJTy4aeT BPEMEHHBIN TOKEH JI0 3aIyCKa, COKpaIast BpeMsl MOAKIIOUEHUSI.
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OCOOHAKOM CTOST THOpPHIHBIE CETH, OOBENUHSIOIINE KOpIopaTHBHbIE, MyOnuuHbsle U [oT-
YCTpOWCTBa, T/Ie CerMeHTalusi craHoBUTCSA d()(eKTHBHBIM pemeHneM. Hampumep, 60npHATIA MOXKET
HACTPOWTHh TpU BUpPTyanbHBIX cermMeHTa (VLAN): mepBblif mnpenHasHadeH A MEAHIIMHCKOTO
obopynoBanus ¢ ucnoiszoBanueM WPA3 u EAP-TLS nmns goctyna MCKITIOYUTEIBHO K JIOKATBHBIM
cepBepam; BTOPOM co31aH TSl MMalMeHTOB U TocTel, rae npumensercs OAuth 2.0 ¢ meperanpaBieHueM
Ha TIOpPTaJll W M30IIHEH OT BHYTPEHHHX PECypCOB; TPETHH HCIIONb3yeTCs IS aIMHHHUCTpPAIWH,
obecrieunBas komOunaumio EAP-PEAP u RBAC gans pmoctyma K cucTeMaM — YHpaBiIeHUS
MenuimHckumu nanasivMu (EHR).

KiroueBoe mpaBmiio — pe3epBupoBaHme. Jlaxke WacalbHBIC NMPOTOKOIBI, Takue Kak WPA3,
TpeOyIOT aNbTePHATHBHBIX METONOB (Hampumep, muHammuueckux PSK) mms KpUTHYECKH BaKHBIX
YCTPOKCTB, OCOOCHHO €CJIM OOHOBJICHUS HEBO3MOXKHBI.

MOHHTOPHHT ¥ afanTaIus 0CTal0TCI OCHOBON 0€30MacHOCTH. AYIUT, aHAIN3 )KYPHAJIOB M TECTHI
Ha IPOHMUKHOBEHHE MMOMOTAIOT CBOEBPEMEHHO YCTPAaHUTh YA3BHUMOCTH. Hampumep, dacThie MOMBITKH
nogoopa EAP-PEAP — curnan k nepexony Ha EAP-TLS unu ycuneHuro 6JIOKHPOBOK.

3akiIouyeHne

BecnpoBoanbie ceTn nepecTany ObITh IPOCTO KAHAIOM IIEpEIavy JaHHBIX — OHU NIPEBPATUINCh
B CIIO)KHBIE DKOCHCTEMBI, TZie TEepPeceKaroTcsi MHTEPECchl IOJIb30BaTesieid, YCTpOWCTB M OH3Heca.
CoBpeMEHHBIC TIPOTOKOJIBI Ay TEHTHU(UKAIIMY U aBTopu3aiuu, Takue kak WPA3, EAP-TLS unu ABAC,
JIEMOHCTPHUPYIOT, YTO 0€30MaCHOCTH OOJIbIIE HE MOXKET OBITh MA0IOHHOHN. Kak sl MpOTOKOJ perraeTt
KOHKpeTHYI0 3a1auay: WPA3 3akpeiBaer Bexosble ysa3Bumoct Wi—Fi, EAP obecniedunBaeT ruOKOCTh 7St
KopropatuBHbIX cpen, a OAuth 2.0 Ganancupyet MexIy yA0OCTBOM U PHCKAMHU B ITyOIUYHBIX CETSIX.
OpHako ux 3PEeKTHBHOCTh 3aBUCUT HE TOJIBKO OT TEXHUYECKOTO COBEPILEHCTBA, HO U OT KOHTEKCTA, B
KOTOPOM OHH IPUMEHSIOTCSL.

I'maBHBII ypOK, KOTOPBIA MOKHO H3BIIEYb M3 HBOJIOIMU 3THX CTAaHIAPTOB, — 0E30MaCHOCTH
TpeOyeT TOCTOSHHOHN amanTainud. YTPO3bl, KOTOPBIE Ka3aluCh TEOPETHUYECKHUMH IISATH JIET Hazal
(mampumep, ataku Ha loT depe3 monnenbHBIE TOYKM [AOCTYIA), CETONHS CTAlId IOBCEIHEBHON
peanibHOCTBIO. [Ipu 3TOM Tmporpecc He Bcerja CBSi3aH C CO3JAaHHEM HOBBIX MPOTOKOJIOB — HWHOT/A
JIOCTAaTOYHO TPAMOTHOW KOMOHMHAIMH CYIIECTBYIOMIMX PELICHUH. Y cIemHble KeWchl, Oyab TO YMHBIN
rOpoA WM pacnpenenéHHas KOpIopaTuBHasl ceTh, OObEANHIET OJHO: MHOTOYPOBHEBAs 3allUTa, Il
ayTeHTU(UKALMSL, aBTOpU3ALMS U MU(poBaHre pabOTAIOT KaK YacTH €IUHOTO MEXaHU3Ma.

OnHako Jaxke camble COBEPIICHHBIE TEXHOJOTUH OECCHIIbHBI TIepe] JIByMs BBI3OBAMH:
YyeNnoBeYecKUM (aKTopoM M uHepuued BHeapeHus. llomb3oBaTeny, HCMONB3YIOLINE OIUHAKOBBIC
napoyu 1t paboueil u JOMalIHed CeTH, WM KOMIIAaHWH, OTKJIabiBaromue nepexon Ha WPA3 u3-3a
CTOMMOCTH OOHOBJICHHSI, CO3/IalOT PHCKH, KOTOphIe HE YCTPaHUTh Ha YPOBHE IMPOTOKOJIOB. OJTO
MOJYEPKUBAET HEOOXOIUMOCTh HE TOJIHKO TEXHOJIOTUYECKUX, HO U OPraHn3alMOHHBIX M3MEHEHHUI — OT
00y4YeHHUs COTPYTHUKOB J0 IIEPECMOTPA PEryJIATOPHBIX TPEOOBAHUIA.

[lepcnexTHBBI pa3BUTHsI IPOTOKOJIOB BUIATCSA B IBYX HanpasieHusix. [lepoe — ynpomenue 6e3
notepu Oe3onacHocTH. [Ipumepsl Bpoge WPA3 Easy Connect niu unrerpanuu OAuth ¢ buomerpueit
MOKAa3bIBAIOT, YTO YyAOOCTBO M 3alllMTa HE BCETAa B3aUMOHMCKIIOHAONUIM. BTOpoe — aganTuBHOCTS.
MaimHHOe 00y4deHHe M aHajiu3 MOBENCHMS YK€ HAUMHAIOT HCIIOJIb30BATHCS ISl JUHAMHUYECKOTO
W3MEHEHUS TIOJIMTHUK JOCTYIA, U B OYAYIIEM 3TO MOXKET cTaTh cTaHnapToM. Hampumep, ceTb, KoTopas
ABTOMATHYECKH Y)KECTOYaeT ayTeHTH(PHUKALMIO IPHU 00HAPYKEHUHU TIOJ03PUTENBHON aKTUBHOCTH, WU
loT—ycTpoiicTBO, BpeMEHHO OJIOKHpYIOLIeecs TMPH OTKJIOHEHHH OT THIHWYHOTO CLEHapus
WCTIOJIb30BaHMSL.

B xoneuHoMm wurore, 0e30mMacHOCTh OECHPOBOMHBIX CETEH — 3TO HE KOHEYHas IIeb, a
HENpepBIBHBIN nporecc. TexHonoruu OymyT MEHSTHCS, YIPO3bl — HBOJIIOIMOHUPOBATh, HO MPUHLIUI
OCTaHeTCsl HEM3MEHHBIM: 3alluTa JOJDKHA OBITh HE CJIOXKHEe, YeM cama aTaka. Tompko Torma y
3JIOYMBIIIUIEHHUKOB HE OCTaHETCS IIIaHCOB.
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MODERN AUTHENTICATION AND AUTHORIZATION PROTOCOLS IN
WIRELESS NETWORKS

E.V. BEGLIAK, U.A. MARTSINKEVICH

Abstract. The article analyzes modern authentication and authorization protocols in wireless
networks, focusing on their security, efficiency, and applicability in various scenarios. Key standards
such as WPA3, EAP, OAuth 2.0, OpenlD Connect, as well as access control methods (RBAC,
ABAC, SAML), are examined. A comparative analysis of protocols is conducted based on their
resilience to cyberattacks, performance, and ease of implementation. The study identifies critical
challenges, including vulnerabilities in legacy systems and integration complexity in heterogeneous
networks. Recommendations are provided for selecting protocols for corporate networks, public
Wi-Fi, and 10T devices. The review highlights the need to adapt existing security protocols and
develop new solutions to effectively counter modern cyber threats.

Keywords: authentication, authorization, wireless networks, WPA3, EAP, OAuth 2.0, cybersecurity,
access control, RBAC, ABAC, SAML, loT.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU
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OBECHEYEHUE MTHO®OPMAIIMOHHOM BE30IMMACHOCTH MMEPCOHAJIBHBIX
JAHHBIX ITPH UX OBPABOTKE B UTHOOPMALIMOHHbBIX CUCTEMAX

AM. TUMO®EEB?, M.A. TABT'EHB?, A.C. SHKOBEI?

1 — Benopycckuii 2ocydapcmeennulii ynugepcumem uHpopmamuxu u paouosnekmpouuxu, Pecnyonuxa benapycy,
2 — Hayuonanvheiti demckuil mexuonapk, Pecnybauxa benapyce

Hocmynuna 6 peoaxyuro 1 anpens 2025

AnHotanusi. Pa3paboTaHa CTpyKTypHasi cxeMa I'eHepalMy HICHTH()UKATOPOB, IIOCTPOCHHAs Ha
0aze cummerpuaHoro OmouHoro cramapra ['OCT 28147-89. IlpumeHeHHe 3TOTO CTaHAApTa
ABISIETCS  00fA3aTENBHBIM [UII BCEX OpraHM3anuid u npeanpustuii PecryOmmkm  bemapycs,
OCYLIECCTBIIIIOINX KpUNTOrpadMyeckylo 3amuTy wuHpopManuu. B mnpeanoxeHHOW cxeme
CEKPETHBIMHU IMapaMeTpaMH SBIIIOTCS KIIOY IIH(POBAHUS NAaHHBIX ATHHOH 256 OuT m 8 y3710B
3aMEHBI, COJepXKaluXcsi B OJoKe MOACTaHOBKH. IIIM(pPOTEKCTHI, MOIy4YEeHHBIE C ITOMOIIBIO
T'OCT 28147-89, wucmomp3oBaHBl B KadecTBE IICEBIOCIYYaifHOW BEMHMYWHBI. Pa3paborana
CTPYKTYpHasi cxema Jeo0e3/IMuMBaHusl [EPCOHANBHBIX JAHHBIX, KOTOpas, Kak M cXema
00e3MMYMBaHus MEPCOHANBHBIX JAAaHHBIX, MmocTpoeHa Ha Oa3ze ['OCT 28147-89. D10 mo3Boauio
BBINIOJHUTH NPOLEAYPY [e00C3IMYMBAHUS aHAJIOTHYHBIM 00pa3oM, Kak M MNPOLEAYpY
0o0e3MMYMBaHUA, YTO YHOPOCTWIO pealu3alldio pa3paboTaHHBIX CXeM, B CPaBHEHHH C
CYIIECTBYIOIIUMH.

Knouesvie cnosa: WHGOPMAllMOHHBIE CUCTEMBI, IEPCOHANbHBIC JaHHBIE, 00€3NIUYUBAHHE
MEPCOHATBHBIX JIaHHBIX, METOABI O00E3TMYMBAHHA IIEPCOHAIBHBIX MNAHHBIX, METOJ BBEACHUS
UICHTU(HUKATOPOB.

Beenenue

B mHacrosmiee Bpems OJHOW K3 BaXKHEHIIMX 3a/a4, pelIacMbIX MPH TPOCKTUPOBAHUU
COBpEMEHHBIX MH()OPMAIMOHHBIX CHCTEM, SIBIIIETCS oOecrieueHne WHGOPMAIMOHHONW 0e3011acHOCTH
MEPCOHANBHBIX JaHHBIX [ 1-3].

[Mon mepcoHanbHBIMU JAHHBIMH OyJieM TMOHHMMAaTh JIOOYI0 WH(QOPMAIHIO, OTHOCALIYIOCS K
UACHTU(OUIUPOBAHHOMY (U3UYECKOMY JHIy WIH (QU3NIECKOMY JIMIy, KOTOPOE MOXET OBITh
uneHTuduImpoBaHo [4].

OTMeTuM, 4TO JUIS 3TOTO IIeJIecO00pa3HO BBIMIOMHATH OOE3IMYMBAHUE H JcO0E3THMUUBAHUE
JOOBIX ITEPCOHANBHBIX JaHHBIX, 32 HCKIFOUSHHEM OOIIeIOCTYITHBIX MEPCOHANBHBIX TAHHBIX [5].

B cootBercTBUU ¢ TpeOboBaHUAME 3aKOHOaTenbcTBa PecryOmiku benapych oHAM U3 METOJIOB
00e31MYMBaHus MIEPCOHANBHBIX JaHHBIX SBIISIETCS METOJl BBEJCHHs HICHTU(HUKATOpoB. CYIIHOCTH
peayM3alii JAaHHOTO METOJa 3aKIJIIOYaeTcss B TOM, YTO MEPCOHAIbHBIE TaHHBIE, ITO3BOJISIONINE
UACHTU(OUIIUPOBATh CYOBEKTa TIEPCOHAIBHBIX JAHHBIX, 3aMEHSIOT WX WJASHTH(PHUKATOpaMu C
MOCJIEAYIOUIMM CO3JaHNEM TaOIULIbI COOTBETCTBHSL.

W3BecTHBIE CIIOCOOBI peanu3alu 00e3TUYMBaHHS MTEPCOHANBHBIX JAHHBIX HAa OCHOBE METO/a
BBEACHUS HIEHTU(UKATOPOB [6—9] moapazyMeBalOT HMCIIOJIL30BaHUE B KauecTBE HIAECHTH(UKATOPOB
X3UIMPOBAHHBIX 3HAYEHUH MEPCOHANBHBIX JAaHHBIX. DTO HE MO3BOJSET Ae00E3TUUUTh NEPCOHANBHBIE
JlaHHBIE 03 3HaHMSI TaOJIHII COOTBETCTBUS, YTO SIBIAETCS HEJOCTATKOM clioco0oB [6—9]. B cBsi3u ¢ aTuM
HEeNbI0  JIAHHOM pa0oThl  SIBISUIOCH  pa3paboTaTh CTPYKTYpHBIE CXEMbl OO0E3JIMYMBaHUS U
Jne00e3TMUMBaHNs IEPCOHANIBHBIX JAHHBIX HA OCHOBE METO/Ia BBEACHUS HACHTU(HKATOPOB.

B kadectBe 00BEKTa WCCICNOBAaHUS HWCIOJNB30BaH CTaHAAPT WIM(QPOBAHHS JIAHHBIX
I'OCT 28147-89. Jlanaplii cTaHAApT BBHIOPAH B Ka4eCTBE OOBEKTa HCCIIENOBAHUS, MOCKOJBKY OH
SIBIISIETCS. OJTHUM M3 0053aTENBbHBIX alrOPUTMOB KPUNTOrpaUYecKoro npeoOpa3oBaHus JaHHBIX IS
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BCEX oOpraHuzanuii u mnpennpustuii PecnyOnuku bBemapych B COOTBETCTBUH C TpeOOBaHUSMH
OneparuBHO-aHAIMTHYECKOTO IIeHTpa pu [Ipesnnente Pecnyonmku benapycs [5].

[Ipenmerom  uWccnemoBaHUS — SBISUIOCH — YCTAHOBUTH — KPUNTOrpadUUECKUE  OMEpaIldH,
MO3BOJISIONIUE BBITIOJHUTh 00E3TMYMBAHUE M JCO0C3TMUMBAHIE MEPCOHAIBHBIX JTAHHBIX HA OCHOBE
METOJIa BBEJIEHUS MACHTU(UKATOPOB, KOTOPHIE HE TPEOYIOT 00s3aTEeIHHOTO HMCIIOIB30BAHUS TaOIHUI]
COOTBETCTBHSI.

Peanusanus MmeToaa BBeeHU WICHTH(PUKATOPA

Ha puc. 1 mnoka3aHbl CTpyKTypHBIE CXE€Ma, pEalU3yIOIMe MPOLEAYpPhl BBIYUCICHUSI
UAECHTH()HUKATOPOB U MEPCOHANBHBIX JaHHBIX.

K [Tt ][ s | K [T+ ][ 8 |
v A A v v
I'OCT 28147-89 I'OCT 28147-89
T T
Wnentuduxatop IlepconanbHble
JIAaHHBIE
[lepconansubIe T
TTaHHBIC Unenruduxarop
a 6

Puc. 1. CTpyKTypHBIE CXEMBI. @ — IPOLIELYPHI BEIYUCICHUS HACHTH(UKATOPOB;
0 — TIpoLeAyPHI BHIYUCIICHNUS TIEPCOHATBHBIX TaHHBIX

CxeMa Jie00€3MTMYMBAHUS NIEPCOHANBHBIX JIAHHBIX (YHKIMOHUPYET CXOXKHUM 00pa3oM, Kak H
cxeMma 00e3IMINBaHusl, 32 HCKIII0UeHUEM ciietyomero. B mpouecce neobe3inurBaHus Ha IEPBbI BXO
6moxa 'OCT 28147-89 nonatotcs panee chopMHpPOBaHHBIE CEKPETHBIN KpunTorpadguueckuid kimou K
U y3JIbI IOJICTAHOBKH S, a Ha BTOPO BXOJI — OJIOKM OTKPBITOTO TEKCTA 15, KOTOPBIE OBLIN HCIIOIB30BaHbBI
npu obe3nuunBanud. Ha Beixone 6ioka 'OCT 28147-89 dopmupyrorcst mmudppoTekcTsl 1, KOTOpbIE
UCIIOJIB3YIOTCS B Ka4eCTBE MCEBIOCTYYaliHBIX OCIeA0BaTeIbHOCTEH. Jlagee BBIIOMHSIOT CI0KEHUE TI0
MOJyJTt0 2 OJIOKOB MHUGPOTEKCTOB Ty M UACHTU(UKATOPOB, YTO TO3BOJISICT BOCCTAHOBUTH MCXOIHBIC
NepcoHaNIbHBIC JlaHHbIE. [Ipoliecc MOBTOPSAETCS 0 TeX IMOp, Moka He OyAyT oOpaOOTaHbI BCe OJIOKH
UACHTH(PHUKATOPOB.

BaxHO OTMETHTH, YTO cxeMa Je00e3TMYMBAHUS TEPCOHANBHBIX JAaHHBIX, MPEAJIOKEHHAS B
HacCTOsIIEH paboTe, He TpeOyeT HCIIOIB30BaHMUs TAOIHIl COOTBETCTBHSI, YTO BBITOJTHO OTIUYAET IAHHYIO
CXeMy, [0 CPaBHEHHIO C cymiecTByrommmu [6-9].

3akiIoueHne

[Ipu peanuzanmmu MeTOJa BBEICHUS HACHTU(GHUKATOPOB YPE3BBIYAMHO BaXXHO MPUMEHSTH
AITOPUTMBI M MaTeMaTUYEeCKHE BBIYHCIEHHUS, KOTOPHIE ITO3BOJISAT HE TOJIBKO MPEoO0pa3OBHIBATH
MEPCOHANLHBIC JaHHbIE K BUAY HWACHTU(GUKATOPOB (00€3TMYMBATHL MX), HO W BBIYUCIUTEIHHO
BBITIOJIHUTh OOpaTHYIO MPOLEAYPY, T.€. Ha OCHOBE HMJICHTHU(HUKATOPOB PACCUUTHIBATH MEPCOHAIBHbIC
JTaHHBIE.

B pamkax BBIIOJHEHHBIX MCCIEAOBAaHUN pa3paboTaHa CTPYKTypHas CXeMa TeHepaluu
UACHTU(OUKATOPOB, MOCTPOEHHAas Ha 0Oa3ze cuMMerpuyHoro OmouHoro cranmapra ['OCT 28147-89.
[IpuMeHeHHe 3TOro CTaHmapTa SBIAETCS O00A3aTEJbHBIM I BCEX OpraHu3alluil ¥ MIPEANpUATHI
PecriyOnukun  bemapych,  OCYIIECTBISIOIIMX — KPUNTOTpaUUYECKYr0  3alIUTy  HH(QOPMAIIHH.
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B npemoxxeHHOM cxeMe CEKpETHBIMU TapaMeTpaMu SBISIFOTCS KITFOY IIHU(PPOBAHUS JTaHHBIX JITUHON
256 OuT u 8 y37OB 3aMeHbI, coJiepKanuxcsl B 0Joke nojactaHoBKH. [IIudpoTekcThl nenonbp30BaHbl B
KAaueCTBE MCEBIOCITYYAHON BETUYHHBI.

Pa3pabotana cTpykTypHas cxema Ae00e3TUUMBaHMs MEPCOHANBHBIX JAaHHBIX, KOTOpas, Kak H
cxema 00e3TMIUBaHKs TTePCOHANBHBIX JaHHBIX, TocTpoeHa Ha 6aze 'OCT 28147-89. 310 m03BOIHIIO
BBITIOJTHHUTD MPOLIEAYPY ACO0E3THINBAHIS aHAJIOTHIHBIM 00pa3oM, KaK U MpoIeaypy 00e3THIrBaHusl.
Takum 00pa3zoM, peaar30BaB MPOrpaMMHOE OOecTieueHHe sl 00e3TMINBaHUs IEPCOHAIBHBIX JaHHBIX,
TIOSBIISIETCS BO3MOXKHOCTh HCIIOJIB30BATh 3TO K€ MPOrpaMMHOe obecreyeHre Aisl Ae00e3TMInBaHus
MEPCOHANBHBIX JaHHBIX, YTO YIPOIIAET NPAKTHYECKYI0 pEean3alri0 CXeM OOE3NYNBaHUA U
JIle00e3TMYNBaHUS TIEPCOHATBHBIX JAHHBIX.

ENSURING INFORMATION SECURITY OF PERSONAL DATA
WHEN PROCESSING THEM IN INFORMATION SYSTEMS

AM. TIMOFEEV, M.A. TAVGEN, A.S. YANKOVETS

Abstract. A block diagram of identifier generation based on the symmetric block standard
GOST 28147-89 has been developed. The application of this standard is mandatory for all
organizations and enterprises of the Republic of Belarus engaged in cryptographic protection of
information. In the proposed scheme, the secret parameters are a 256-bit data encryption key
and 8 replacement nodes contained in the substitution block; ciphertexts are used as a pseudorandom
value. A structural scheme of depersonalization of personal data has been developed, which, like the
scheme of depersonalization of personal data, is based on
GOST 28147-89. This made it possible to perform the depersonalization procedure in the same way
as the depersonalization procedure.

Keywords: information systems, personal data, depersonalization of personal data, methods of
depersonalization of personal data, method of introducing identifiers.

Cnncok Jurepatypsl

1. Bopona B.A. buomerpuueckas uaentudukanus snanocta. M., 2023,

2. Komnmmas M. 3amura cereit. [Togxon Ha ocHOBe aHaim3a qaHHbex. M., 2020.

3. Ocranenko I'.A. MH(popMaIOHHbBIE OTIEpaMi U aTakd B COIMOTEXHHYECKHX CHCTEMax: OPTaHW3aIOHHO-
MPaBOBBIC ACTIEKTHI IpoTHBOACHCTBIS. M., 2020.

4. 3akoH Pecnyomuku benapychk ot 7 mMas 2021 r. Ne 99-3 «O 3amuTe nepCOHANBHBIX JAHHBIX) [ DIEKTPOHHBIH
pecypc]. — Pexum pocryma: https://pravo.by/document/?guid=12551&p0=H12100099. — Jlatra nocryma:
28.02.2025 r.

5. IIpuka3 OnepaTHBHO-aHATUTHYECKOTO LieHTpa npH [Ipesunente Pecniyonuku benapycs ot 10 nexabps 2024 r.
Ne 259 «O6 nzmenennu npuxa3os OnepaTuBHO-aHATUTHYECKOTO IeHTpa npu Ipesunente Pecrry6nuku benapych
ot 28 maprta 2014 r. Ne 26 u ot 20 dempans 2020 r. Ne 66» [DnekTpoHHBI pecypc]. — Pexum moctyma:
https://www.oac.gov.by/public/content/files/files/law/prikaz-0ac/2024%20-%20259.pdf. — Jlara mocryma:
28.02.2025 r.

6. Raghunathan, S. The Complete Book of Data Anonymization: From Planning to Implementation. CRC Press,
2013.

7. Ali, J., Dyo, V. Practical Hash-based Anonymity for MAC Addresses [Onextponnsiii pecypc]. — Pexum
nocryna: https://arxiv.org/abs/2005.06580. — [lata nocryma: 28.02.2025 r.

8. Determe J.-F., Azzagnuni S., Horlin F., De Doncker P. MAC Address Anonymization for Crowd Counting
[OnexTponnblii pecypc]. — Pexxum nocryma: https://arxiv.org/abs/2009.09876. — ara goctyna: 28.02.2025 .

9. European Data Protection Supervisor. Introduction to the Hash Function as a Personal Data Pseudonymisation

Technique [OnexTponHBIi pecypc]. - Pesxum JI0CTyTIA: https://www.edps.europa.eu/
sites/default/files/publication/19-10-30_aepd-edps_paper_hash_final_en.pdf, cBoGomueiii. — J[lara mocryma:
28.02.2025 .

178


https://arxiv.org/abs/2005.06580
https://arxiv.org/abs/2009.09876
https://www.edps.europa.eu/sites/default/files/publication/19-10-30_aepd-edps_paper_hash_final_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/19-10-30_aepd-edps_paper_hash_final_en.pdf

TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

UDC 004.021

RESEARCH ON DEPTH ESTIMATION FOR MONOCULAR CAMERAS BASED ON
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Abstract. This study presents a monocular camera-based depth estimation method that estimates
the distance between a vehicle and the camera using the camera's intrinsic parameters, distortion
correction, and the size of the object in the camera’s image. The method involves detecting a red
rectangular tag with a known size positioned behind the vehicle, calculating its image width, and
then using the camera's focal length and the tag's actual dimensions to estimate the depth. This
approach does not rely on additional hardware sensors but achieves accurate distance estimation
through image processing techniques, providing a potential solution for low-cost depth estimation.
Experimental results demonstrate that the method is both accurate and computationally efficient,
making it suitable for practical applications.

Keywords: depth estimation; monocular camera, image processing, distortion correction, label
recognition.

Introduction

Depth estimation represents a critical research direction in computer vision and robotics. Depth
information finds extensive applications in autonomous driving, robotic navigation, augmented reality,
and related technologies. However, traditional depth acquisition methods such as LiDAR and stereo
camera systems often involve high costs and complex installations. Monocular cameras, as cost-
effective and widely available devices, have emerged as vital tools for depth estimation with
advancements in image processing techniques. Monocular-based depth estimation approaches not only
significantly reduce hardware costs but also simplify system architectures.

Existing monocular depth estimation methods can be broadly categorized into two classes: deep
learning-based approaches and traditional geometry-modeling methods utilizing camera calibration.
Deep learning methods typically employ trained neural networks to automatically extract image features
and directly predict depth maps. Nevertheless, these approaches require substantial annotated training
data and demand high computational resources, making them challenging to meet real-time
requirements [1]. In contrast, traditional methods estimate depth by combining camera intrinsics with
physical models, deriving depth from object dimensions in images [2]. This paper proposes a depth
estimation method based on known dimensional markers. By detecting red rectangular tags in images
and integrating the camera's focal length with the tag's physical dimensions, the proposed approach
enables effective depth estimation for mobile vehicles.

Related work

Depth estimation has become a research focus in computer vision. Early methods primarily relied
on multi-sensor systems such as stereo vision and LiDAR, which required additional hardware support
and suffered from complex system architectures and high costs. To reduce costs, many studies have
begun exploring monocular camera-based depth estimation approaches.

Monocular depth estimation methods can be broadly categorized into geometry-based and
learning-based approaches. Geometry-based methods utilize camera models and assume relationships
between object dimensions in images and their actual depths [3]. Zhang et al. [4] proposed a technique
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that calculates depth using camera intrinsic parameters obtained through calibration and known object
dimensions. Similarly, Chen et al. [5] developed a method to estimate depth by analyzing variations in
object width within images, leveraging known object dimensions and camera focal length.

With advancements in deep learning, an increasing number of Convolutional Neural Network
(CNN)-based methods have emerged for monocular depth estimation in recent years. Lee et al. [6]
demonstrated promising results using deep learning networks to extract depth information from
monocular images. Although these approaches can achieve high accuracy in specific applications, they
typically require large-scale annotated datasets, substantial computational resources, and lengthy
training processes.

This study integrates geometric models with image processing techniques, utilizing camera
intrinsic parameters and known object dimensions in images for depth estimation. The proposed method
eliminates dependence on deep learning networks, features lower computational overhead, enables real-
time processing, and achieves high accuracy under specific operational constraints.

Methodology

The core concept of this approach lies in depth estimation through establishing the relationship
between known object dimensions (specifically the width of the red rectangular tag) and their
corresponding imaging dimensions in the captured image. Based on camera calibration where the
intrinsic parameters and distortion coefficients are predetermined, we derive the distance using the
following geometric model. Let f denote the camera focal length, W represent the physical width of the
tag, and w indicate the imaged width in pixels. The depth D of the object can then be calculated using
the formula

W
—=.

D 1)

1. Camera calibration and Distortion Correction.

Camera calibration serves as the foundation for depth estimation methods based on intrinsic
camera parameters. The calibration results comprise the intrinsic matrix (K) and distortion coefficients
(distCoeffs). The intrinsic matrix typically contains information such as focal length and principal point
coordinates, while the distortion coefficients are used to correct radial and tangential distortions caused
by the lens. Prior to image processing, distortion correction is first performed using the calibration
results to eliminate lens-induced artifacts. The cv2.undistort function in OpenCV is employed to
implement image distortion correction.

2. Camera calibration and Distortion Correction.

Red markers in images are detected through color space conversion. The image is converted from
BGR color space to HSV color space, where predefined HSV thresholds are applied to extract red
regions. Morphological operations are subsequently performed to remove noise, followed by contour
detection to identify marker positions and dimensions. The marker width (w) is obtained by calculating
the bounding rectangle of the detected contours. Once the marker width is determined, the depth can be
computed using the camera intrinsic parameters and the physical width of the marker through the
aforementioned formula.

Experiments and results

To validate the effectiveness of the proposed method, we constructed an image dataset containing
vehicles and red markers for experimental verification, as illustrated in Fig. 1. Each vehicle in the images
is affixed with a red rectangular marker of known dimensions (3 cm edge length) on its rear. The
camera’s intrinsic parameters and distortion coefficients were obtained through calibration tools.
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Figure 1. Image dataset

Table 1 presents the depth estimation results for the images.

Table 1. Depth calculation results

Image Number Calculating Depth (m) Actual Depth (m) Error (%)
car0001 0,4994 0,12
car0002 0,4967 0,5 0,66
car0003 0,4914 1,72
car0004 0,6006 0,1
car0005 0,5967 0.6 0,55
car0006 0,5816 ’ 3,07
car0007 0,5638 6,03
car0008 0,7015 0,21
car0009 0,6909 0.7 1,3
car0010 0,6757 ’ 3,47
car0011 0,6611 5,56
car0012 0,8061 0,76
car0013 0,7991 0,11
car0014 0,7854 0,8 1,83
car0015 0,7922 0,98
car0016 0,7595 5,06
car0017 0,9098 1,09
car0018 0,9098 1,09
car0019 0,8922 0,9 0,87
car0020 0,8922 0,87
car0021 0,8752 2,76
car0022 0,9989 0,11
car0023 1,0098 0,98
car0024 0,9989 1.0 0,11
car0025 0,9989 i 0,11
car0026 0,9776 2,24
car0027 0,9572 4,28

The experimental results demonstrate that the red marker-based depth estimation method can
accurately determine the distance between the vehicle and the camera. As shown in Table 1, the minor
discrepancies between calculated and actual depths confirm the effectiveness and high precision of this
approach. The primary sources of estimation errors were identified as positioning inaccuracies of
markers in captured images and residual errors from distortion correction. Extensive image testing
revealed a root mean square error (RMSE) of 0,02 meters, indicating superior measurement accuracy
for practical applications.

Conclusion

This paper proposes a monocular camera-based depth estimation method that utilizes red
rectangular tags with known dimensions to measure the distance between the camera and the target
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vehicle. Experimental results demonstrate that the proposed approach achieves computational efficiency
and high accuracy, fulfilling the requirements for real-time depth estimation. Future research may focus
on enhancing the robustness of tag detection algorithms in complex environments.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU
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HEPCIHEKTUBBI UCITIOJIb30BAHUA MOBUJIBHBIX uCETEfI HOBOI'O
ITOKOJIEHMUSA B UHTEPHETE BEIIEU
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Benopycckuii cocyoapcmeennblii ynusepcumem ungpopmamuxu u paouodnekmponuku, Pecnybauxa Benapyce

Hocmynuna 6 peoaxyuro 21 mapma 2025

AHHoTanusa. PaccMaTpuBaroTcsl KJIIOUYEBBIE acleKThl pa3BuUTHs VHTepHeTa Bellel B KOHTEKCTE
MOOMJIBHBIX CETEi HOBOTO TOKOJIEHUsI. AHAIU3UPYIOTCS X MPEUMYLIECTBA, IPOOIEMbl BHEIPEHHS
Y BO3MO>KHBIE HANPABJICHUs JAIBHEHIIETO COBEPIIEHCTBOBAHUS.

Kniouesvie cnosa: HWHTCPHET BCH.[Cﬁ, MOOUIIbHBIE CCTH, ICepclava MAaHHBIX, I/ICKYCCTBeHHHﬁ
HUHTCIIJICKT.

BBenenue

CoBpemennble TexHosoruu HMurepuera Bemelt (IoT) cTpemuTenbHO pa3BHBAIOTCA, HAXOId
IPUMEHEHUE B PA3INUYHBIX cepax AEATeNbHOCTH. B MPOMBIIIJIEHHOCTH CEHCOPBI U KOHTPOJIIECPHI
o0ecreyrBalOT MOHUTOPUHT OOOPYZOBaHMS W ONTHMH3ALUIO TPOU3BOACTBEHHBIX TIpOIEeCCOB. B
TOpOJCKO WH(ppacTpykType perienus [oT moMOraroT ymnpaBisiTh OCBEIICHHEM, OTCIICKUBATH
JBIDKEHHE OOIIECTBEHHOIO TPAHCIOPTa M NMPENOCTABIATh MH(POPMALUIO O JOPOXKHOW CHUTyaluH, a
TaKXXe KOHTPOJIUPOBATh 3KOJIOTHYECKYI0 0OCTaHOBKY. B MeauuyHe Hocumble ycTpoicTBa O3BOIISIOT B
pealbHOM BPEMEHH CIIEIUTH 33 )KM3HEHHBIMH [TOKa3aTeNIIMU MallMeHTOB, a B TOBCEIHEBHOM KU3HU BCe
OONBLIYI0 TOMYJNAPHOCTh HPUOOPETAIOT yYMHBIE JIOMa C TOJOCOBBIMU TIOMOIIHUKAMH U
aBTOMATHU3MPOBAHHBIMH CHCTeMaMHu Oe3omacHocTH [1].

Tupoxoe pacnpocrpanenue [oT Tpedyer apdexkTrBHON NIepenaun U 00pabOTKU JaHHBIX, YTO, B
CBOIO Ouepe/ib, MPEIBIBISET BHICOKHE TpeOOBaHHSA K cereBoil MH(MpacTpykType. [ns obecredenus
cTa0WIbHOW  pabOThl MWJIJIMOHOB — TOJKJIIOYEHHBIX  YCTPOHCTB  HEOOXOAWMBI  TEXHOJIOTHH,
obecrieyrBarolIre BEICOKYI0 CKOPOCTh Iepeadn nHpopMaIuu, MUHUMAIBHBIE 33ICPKKH H ITOIIICPIKKY
00JIBIIOTO KOIMYECTBA OJJHOBPEMEHHBIX coeqMHEeHN. FiIMeHHO nmoaTomMy pa3Butue MHTepHEeTa Bemieit
HEPa3pbIBHO CBSA3aHO C 3BOJIOLHMEH MOOWIBHBIX CETEH, B 4aCTHOCTH, ¢ BHexpeHueM msroro (5G) u
MEPCIIEKTUBHOTO TiecToro (6GG) MOKOJIeHHI, OTKPHIBAIOIINX HOBBIe BO3MOKHOCTH st [oT. B cBsizu ¢
3TUM aKTyaJbHBIM SIBIISETCS M3yUeHHE KIIIOUEBbIX aCleKTOB pa3BUTHA MHTepHEeTa Belleil B KOHTEKCTe
MOOMJIBHBIX CETeH HOBOTO MOKOJICHHS, HMX IPEHMYLIECTB, HpoOIeM BHEAPEHUS U BO3MOXKHBIX
HaIpaBICHUN COBEPILICHCTBOBAHMSI.

0030p TexHoaoruii UnTepHeTa Belei

WHTepHeT Belei npecTaBiseT CO00M KOHIICIIIUIO, B paMKax KOTOPOH (PU3MUYECKUE YCTPOHCTRA,
OCHAIIICHHBIE JTaTYNKAMH, MHUKPOKOHTPOJUIEpPAMHM U CPEACTBAMM CBS3H, B3aUMOJEHCTBYIOT APYT C
IpyroM u ¢ obnaunbiMu 1atdopmamu. OcnoBHoil npuniun loT 3akmovaercst B coope, nepeaaye u
aHalM3e JaHHBIX C IeNTbI0 aBTOMATH3aIlMH IPOIECCOB M MOBBIMICHHS S(PQPEKTHBHOCTH PaOOTHI
pasnnunbix cucteM. Cetn [oT BkIIOYarOT MMPOKUI crieKTp TexHonorui, Takux kak LPWAN (Low-
Power Wide-Area Network), Wi-Fi, Bluetooth, Zigbee, u coToBbIe ceTH, Kax/aast U3 KOTOPhIX HMEET
CBOM mpeumytiecTsa u orpannyenns. Hanmpumep, LPWAN oTnnyaercs HU3KUM 3HEPromoTpedieHueM
1 OOJBIIION 30HOM MOKPBITHS, HO UMEET OTPaHHUUEHHYIO NMPOMYCKHYIO CIIOCOOHOCTD, B TO BpeMsI Kak
Wi-Fi obecnieunBaeT BEICOKYIO CKOPOCTB IepeIaull IaHHBIX, HO TPEOYIOT 3HAYUTEIBHBIX YHEPro3arpar.
CpaBHeHHe Tpex HanOoJiee HCIOIb3YEMBIX TEXHOIOTHI pHUBEeHO B Ta0m. 1.
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Ta6n. 1. CpaBHeHue cereii HHTepHeTa Bewmeii

[Tapamerp

LPWAN

Wi-Fi

MoOunpHas ceTh

Junanazon

OueHb mMpokuii (10
HECKOJIKHX KHIIOMETPOB)

OrpaHu4eHHBIH (10
HECKOJIBKUX COTEH METPOB)

Hupoxwuii (10 AECATKOB
KHJIOMETPOB)

CkopocTb nepefiauu JaHHbIX

Hwuskas (mo 100 Kout/c mns
HEKOTOPBIX TEXHOJIOTHIA)

Cpenunsist (o 1-10 ['6ut/c
JUTSE TTOCITIETHUAX
CTaHJIapTOB)

Bricokas (o 1 I'out/c
st 4G, go 10 Tout/c mst
5G)

DHepronoTpedeHue

OueHb HU3KOE
(ONTUMHU3UPOBAHO IS
JUTUTETIBHOM paboTHl OT

Oarapeii)

Cpennee (HeoOxoanMa
MIOCTOSTHHAS SHEPTUs 115
paboTer)

Cpennee (B 3aBUCHIMOCTH
OT TEXHOJIOTHH)

Konuuectso ycTpoiicTs

QOueHb 00JIBIIOE
KOJIMYECTBO YCTPOMCTB Ha

OrpaHu4eHHOe KOJINYECTBO
YCTpPOMCTB Ha TOUKE

IMoieprxKa MUJUTHOHOB
YCTPOHCTB (0cOOEHHO

OJIHOH siueiike ceTu JO0CTyna 5G)
Ouenb Bbicokas (ot 1 go 10 Huskas (10 HECKOIBKUX Cpennsist (MEeHbILE 15
3anepxka CEKyH) MUJUTACEKYH]T) 5@, 10 HECKOIBKUX
MHJUTHCEKYH)
Pabora B ynaneHHBIX Jomamssist 1 oducHast cetn MoOWITBHEIN HHTEPHET,
[Mpumenenue MecTax ABTOHOMHEIC

TPaHCIOPTHBIC CUCTEMBI

Tun coenuHeHUsS

He TpebyeT mocTossHHOTO
HOJIKIIFOYEHHS, CBA3b 110
Mepe He0OXOIMMOCTH

[TocTostHHOE COeAMHEHHE,
BBICOKOCKOPOCTHAS
nepeavya JaHHBIX

ITocTostHHOE
MIOAKIIOYCHHIE, BBICOKAS
MOOHIIBHOCTD

CTOUMOCTH

OOBIYHO JELIEBIIE I
YCTpOICTB (HU3Kas
CTOUMOCTb TOJKITIOUCHHSI)

CTOMMOCTh YCTaHOBKU
MOKET OBITh BEICOKOH ISt
KPYIHBIX 00BEKTOB

Bricokast cTouMOCTb 1151
oJib30BaTelielt (rara 3a
MOOWIBHBIH Tpaduk)

I'maBHOM nenbto MHTEpHETA BEllEH SIBISETCS MOBBILICHUE YPOBHS aBTOMAaTU3aLUU MIPOLIECCOB,
MUHUMH3AIMS YEeJIOBEYECKOr0 y4yacTHs B PYTHHHBIX 3aJadax M ONTHMH3ALMA HCIOJIb30BaHUS
pecypcoB. B mpomeimierHoctr (Industrial [oT) mcmonp3oBaHne WHTEINIEKTYadbHBIX IAaTYUKOB U
KOHTPOJIJIEPOB MO3BOJISIET OTCIEKHUBATH PabOTy 000pYIOBaHMS B peaJbHOM BpeMeHH. Tak, TaTuuKH
BUOpallMd Ha MPOU3BOJCTBEHHBIX JIMHUSX MOTYT (UKCUPOBATh aHOMalWMK B pPadOTe MallWH,
MIpeJICKa3bIBas MOJIOMKH JI0 TOTO, KaK OHH ITPOU30MAYT.

B cenbckoM xo3siicTBe yerpoiicTBa MHTEpHETA Belel IUPOKO MPUMEHSIOTCS ISl ONTUMHU3ALUH
MPOLIECCOB TPOM3BOJACTBA. JlaTUMKHM, yCTAHOBJIEHHBIE B IIOYBE, MOTYT H3MEPSTH TEMIepaTypy,
BJIQ)KHOCTb, YPOBEHb MUTATEIBHBIX BEIIECTB, YTO MO3BOJIIET aBTOMATHU3UPOBATh MOJIMB U yAOOpeHue
pacTeHHil. Y MHBIE yCTPONCTBA AJI1 MOHUTOPHHTA COCTOSIHUS )KUBOTHBIX € IIOMOIIBIO YUIIOB U JaTYNKOB
AKTUBHOCTH JAIOT pepMepaM BO3MOXKHOCTh OTCIICKUBATh 3JOPOBbE U NOBEACHUE CKOTA.

B 3apaBooXpaHEHHH WCIONB3YIOTCS YMHBIE OpacieTsl U MOHHUTOPBI Ui HaONroIeHHs 3a
CepJIEYHbIM PUTMOM, apTepUaNbHBIM JIaBJICHHEM W YPOBHEM KHCJIOPOAa B KPOBH. DTH YCTPOMHCTBa
COOMPAIOT IaHHbIE B PEAIbHOM BPEMEHH M OTHPABIISIOT UX MEAULIUHCKUM CHEIHUAINCTAaM Ui OBICTPOTrO
pearupoBanus. Hampumep, yMHBIE WHTaJIATOPHI MOTYT OTCJEKHBAaTh HCIOIb30BAHHE JIEKapCTB
aCTMaTHKaMH{ M aBTOMaTHUYECKH COOOIIAThH Bpavy O HapyIICHHUAX B PEIKUME UX IPUMEHEHHS.

B tpancnopre texHonoruu IoT HaxoasaT mprMeHEHHME JUIsl CO3/IaHUSl YMHBIX TPAHCIOPTHBIX
CHCTEM, BKJIIOYas ONTHMHU3ALMIO [JBIDKEHHS W TOBBIIIEHHE O€30MaCHOCTH Ha J0porax.
WHTenneKTyanbHble CUCTEMBl YIpaBleHUs TpaQHUKOM COOHMPAIOT JaHHBIE O IUIOTHOCTH JBHXKEHHUS,
NPOTHO3UPYIOT NPOOKH, IMO3BOJISIS MEPEHANpaBlATh TPAHCHOPT B O0XOI 3arpy’KEHHBIX YYacTKOB.
ABTOHOMHBIE TpPAHCIIOPTHBIE CPEIACTBA HCIOJB3YIOT JAaTYUKKA JAJs MOHHUTOPHHIa JOPOXKHON
00CTaHOBKM B pPEaJbHOM BpPEMEHH, a CHCTEMBI OTCIICKHBAHHS TPY30B MO3BOJIAIOT OTCIEKHUBAThH
MECTOIIOJIO)KEHHE W COCTOSHUE TOBAapOB, YTO TMOBBIMIAET S((EKTUBHOCTh  JIOTUCTHKH.
PacnipoctpanenHsblil cimydail ucnosnb3oBaHus TexHosoruii loT — oTciexuBaHWe COCTOSHHS IIWUH U
npeayNpexkIeHHs BOJUTENEeH 0 HEOOXOAMMOCTH TEXHUIECKOTO 00CITYKUBAHNSI.

OnHOM W3 KITIOYEBBIX TEHACHIWH B pa3BUTHH VIHTEepHeTa Bemiel SBIAETCS WHTETPAIH
TEXHOJIOTHH HcKyccTBeHHOro wuHteiuiekra (MM). Brnaromapss MammHHOMY OOyY€HHIO W aHAIM3Y
0OJBIINX TaHHBIX TAKHE YCTPOICTBA MOTYT HE TOJIBKO cOOMpaTh MH(OPMAIHIO, HO M IPOrHO3UPOBATH
Oynymirie coOBITHS, aJanTHPOBATHCS K HM3MEHSIOIIMMCS YCIOBUSM W TPHHUMATh aBTOHOMHEBIE
pewenus. Hanpumep, B cdepe OezomacHocTH Kamepsl ¢ MM mMoryt pacno3HaBaTh MOTEHIMATbHBIC
yrpo3bl U pearupoBaTh HAa HUX 0€3 ydacTus 4eaoBeka. B MpOMBINUIEHHOCTH aJlTOPUTMBI MAIIMHHOTO
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o0ydeHUsl aHATM3UPYIOT JAHHBIE C JATYUKOB W TO3BOJISIFOT ONTHUMH3UPOBATH MPOU3BOJCTBCHHEIC
MIPOIIECCHI, CHIKAs 3aTPATHI U TIOBBIMIAS TIPOU3BOIUTEIEHOCTD.

HecMmotps Ha oueBugHBIE TpenmMytnecTBa loT, CymecTBYIOT 1 ONIpe/IeIeHHbIE OTPAaHUYEHUS B €T0
npuMeHeHur. OMHOW W3 TVIABHBIX MPOOJieM SBISICTCS OE30MAaCcHOCTh JaHHBIX, TTOCKOJIBKY OOJIBIIOS
KOJIMYECTBO TOAKITIOYCHHBIX YCTPOMCTB yBEIMYMBACT YA3BUMOCTh CeTel mepea kuOepaTakamu [2].
Kpowme Toro, Beicokast 3aBucHMOCTh [0T 0T cTaOMIIBHOTO MHTEPHET-COeTNHEHUS JIeTaeT HEOOXOTMMBIM
pa3BUTUE MOIIHOM WHGPACTPYKTYpPHI CBs3H. PemreHue 3THX mpobieM TpeOyeT HCIOIb30BaHUs
COBPEMEHHBIX METOJIOB 3alllMThl HH()OPMAIMK, TAaKMX KaK CKBO3HOE IU(POBAHUEC MAaHHBIX WU
ayTeHTHUKAIuUsA ycTporucTB. C y4eToM ITHX acleKTOB CTAHOBHUTCS OYEBHIHBIM, UTO JajbHEHIee
pasButue loT HeBO3MOXXHO 6€3 COBEPIICHCTBOBAHHS CETEBBIX TEXHOJOTHIA, YTO JEJIaeT MOOWIBHBIC
CETH HOBOTO ITOKOJICHUS BAXKHBIM (DaKTOPOM €TI0 SBOJIOIUH.

MoOujabHbIE€ CeTH HOBOI'0 MOKOJIEHHS

Pazamma mexmy 4G m 5G 3akmrodaeTcsi B HECKOJBKHX KITFOUYEBBIX ACHEKTaX, KaCArOIIUXCS
CKOpPOCTH TIepellaud AAaHHBIX, apXUTEKTYpbl CETH, MPOIYCKHOH CIIOCOOHOCTH, BPEMEHH OTKIIMKA U
CIOCOOHOCTH PaboTaTh C OONBIINM KOJTUYECTBOM YCTPOHCTB.

B 4G makcumanbHas CKOpOCTh Miepeadd JaHHBIX JoCTUraeT okono 1 ['0ut/c mis ckaunBaHus 1
100 Mo6ut/c ans 3arpy3kd. OTH CKOPOCTH BIOJHE JOCTATOYHBI JUIS OOJBIIMHCTBA COBPEMEHHBIX
NPUWIOKEHUH, TaKUX Kak MOTOKOBas Mepeaada BHUACO WM 3arpy3ka BeO-CTpaHHI, OJHAKO OHHU HE
COOTBETCTBYIOT TpeOOBaHMAM 33134, TJIe TpeOyeTcs mepeaava OOIbIIX 00bEMOB TaHHBIX WIIH BBICOKAs
MpomycKHas cniocoOHocTh. B 5G ckopocTh nepenayn JaHHBIX 3HAYUTENHHO BhIMIe, ocTtruras 10 ['out/c,
YTO B 3HAYMTENBHOH CTereHn oOecreunBaeTcs 3a cueT npuMeHeHus TexHomoruii MIMO (Multiple
Input, Multiple Output) u Massive MIMO [3].

MIMO — 5To TeXHONOTHsI, HCTIONB3YIOMIAasl HECKOJIBKO aHTEHH Ha Iepearoleil 1 MpUHIMAIoIIei
CTOpOHAX JUIsl YBEJIWYEHHS MPOM3BOJUTEIBHOCTH CHUCTEMBI 0O€3 HCIIONb30BAHUS JTOTIONHUTEIBHBIX
YacTOTHBIX pecypcoB. C IMOMOIIBIO 3TOH TEXHOIOTUH BO3MOKHO OTHOBPEMEHHO MepejaBaTh HECKOIBKO
HE3aBUCHMBIX IOTOKOB JAHHBIX, YTO 3HAYUTEJILHO YBEIMYMBAECT OOLIYIO MPOIYCKHYIO CIIOCOOHOCTH
kaHaja. B uerBeprom mokonenun MIMO yxe npumeHsieTcs, HO OrpaHHYMBAETCS OTHOCHUTENIBHO
HEOOJIBIIUM KOJMYECTBOM aHTEHH, OOBIYHO 10 BocbMHU. Massive MIMO, B cBOIO o4epelb, SBISACTCS
ycoBepiieHCTBOBaHHON Bepcuern MIMO, koTopas MCHONb3yeT OT BOCBMH JO HECKOJBKHUX COTEH
AHTEHH, YTO CXEeMaTHYHO OTOOpakeHo Ha puc. 1.

MIMO Massive MIMO
| - %%XHAKK“~
Transmitter ; Receiver XX X X >< % >< %
(TX) ‘ \ . (RX) VOV YEVE NS

X KK S5 X

| RAKKX

RRAXRXXKXXKXAKXXX

ny%%XX%
MEX KM KKK

ae ad ..-..

Puc. 1. Cxema pa6otsr MIMO u Massive MIMO

3anepxxka B 4G cocraBiser okoio 30-50 MMWITMCEKYHZ, YTO SBJSETCS MPUEMIIEMBIM IS
OOJIBIIIMHCTBA HpHHO)I(eHHﬁ, OIHAKO IJId HEKOTOPBIX KPUTHUYECKHU Ba’KHBIX TeXHO.HOI‘PIﬁ, TaKuX KakK
aBTOHOMHBIC aBTOMOOWIM WJIM MCTAHIIMOHHOE YIpaBJICHHE pPOOOTaMH, TpeOyeTCs 3HAYUTEIHLHO
MeHbIas 3axepxkka. B 5G 3amepkka cHmkaercs 10 | MWDIMCEKYHABl WIH JaXe HIKE, YTO
oOecrieynBaeT MPaAKTUYCCKU MT'HOBEHHBIN OTKJIHK, 9YTO KpaﬁHe BaXXHO 1JIA HpHJIO)KeHHﬁ, Ta€ CKOpPOCTh
PeaKIyy UMEET pellaoliee 3HaueHHe.

[IponyckHast ciocOOHOCTh U TIOTHOCTh MOJAKIIIOUEHUH TaKKe 3HAUYUTEIbHO YBEIMYMBAIOTCS B
5G no cpaBuenuto ¢ 4G. CeTH 4eTBEPTOrO MOKOJCHHS CIIOCOOHBI MOAICPIKUBATH HECKOJIBKO THICAY
YCTPOMCTB Ha KBaJpPaTHBIA KHJIOMETP, B TO BpeMs kKak 5G MoxeT oOciayXuBaTh A0 | MUIIHOHA
YCTPOWMCTB Ha KBaJPATHBIA KWJIOMETpP, YTO KPUTHYHO IS CIEHApHUEB MAacCOBOI'O TOJKIFOYCHUS
ycTpoiictB. KpoMe Toro, msitoe moKoJeHUe UCIOJIb3yeT ropas3zo 0oJiee MUPOKHA CIEKTp 4acToT, oT 24
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10 100 I'T', 9To MO3BOJSET YBETMUUTH MPOITYCKHYIO CIIOCOOHOCTH CETH U ONTUMU3UPOBATh paboTy B
YCIIOBHUSIX BBICOKOH IUIOTHOCTH yCTpPOWCTB. B cpaBHeHmm ¢ 4G, KOTOpOE HCIONB3YeT YacTOTHBIC
nmuamnazonsl ot 700 MI'm mo 2,5 I'T'm, 5G obecrreunBaeT 0ojiee BEICOKHE CKOPOCTH TepeIad TaHHBIX H
MOKAa3bIBAET JIYUIYIO MPOU3BOIUTEIBLHOCTD B YCIOBHUX TyCTOHACEIEHHBIX TOPOJIOB.

ITepciextrBbl 6G CBSI3aHBI C YIYUIICHASIMHA B TE€X XK€ 00JIACTSIX, YTO U MPENbIAYIINE TTOKOJICHUSI.
Oxwunaercs, 9to cetu 6G OyayT HCMOTB30BaTh TEpPArepIeBhIi U CyOTeparepIieBslii Tana3oHbl 4acToT,
YTO MO3BOJIUT 3HAYUTENBHO PACIIMPUTH CIIEKTPAIbHBIE BO3MOKHOCTH M 00ECTICUUTh 00Jiee BHICOKYIO
MPOMYCKHYIO CIOCOOHOCTH 1O cpaBHeHuIo ¢ 5G. IIporHosupyercs, 4To CKOpOCTh Nepeadn JaHHBIX B
cetsix 6G Oynmer BapsupoBaThes oT 100 I'6ut/c mo 1 TOmT/c, YTO MO3BONUT TEepenaBaTh OIPOMHBIE
00bemMbl WHGOpPMAIINH B PEATbHOM BpPEMEHH W TMOAJEPKUBATh HOBBIE BBICOKOMPOW3BOJUTEIHHEIC
TIPHJIOKCHUSI.

OpnHOM W3 KITIOYEBBIX 33/ad ISl MIECTOTO TMOKOJEHHS SBISETCS IOCTH)KEHHE CYIIECTBEHHO
MEHBIIIeH 33/IeP>KKH TIPH 1epenade JaHHbIX. [[maHupyeTcs, 9To ypoBEeHb 3aIeP>KKH CMOXKET OITYCKAThCS
10 MukpocekyHz (okono 0,1 Mc), 4TO 3HAYMTENBHO MPEBOCXOIUT MOKa3aTenu cereil SG u oTKpoer
HOBBIC BO3MOXHOCTH JUISi KPUTHYECKU BAXKHBIX CHCTEM CBSI3M, JMCTAHIMOHHOTO YIPABJICHUS U
MIPHUIIOKEHUH, TPEOYIOINX MITHOBEHHOTO OTKJIHKA.

Kpome Toro, obecrnieueHre BhICOKON HEprod(h(HEKTUBHOCTH OCTAéTCs MPUOPUTETHOU 3amadyei
it 6G, 0COOEHHO B YCJIOBUSIX YBEJIMYEHHUS YHCIA TMOAKIIOYEHHBIX YCTPOWCTB U POCTa 00BEMOB
nepenaBaeMbIX JaHHBIX. J[1s 3QexTHBHOTO ympaBieHHs CIOXHOW HH(PAcTpyKTypoul cereir 6G
MIPEIoJIaraeTcsl UCIOIb30BaHNE CUCTEM HMCKYCCTBEHHOTO MHTEIUIEKTA, CIIOCOOHBIX ONMTHMH3UPOBATH
pacripenenieHie pecypcoB, yIpaBisaTh TpahUKOM U POBOIUTH MIPETUKTHBHOE 00CITYKUBAHHE CETH.

Ananus pasputusi UHTEepHeTa Bellei

Ilepexom k MOOWJIBHBIM CETSM IIATOTO ITOKOJICHUS SBISETCS BaXXHBIM DITAllOM B Pa3BUTHU
Wutepnera Bemieil, obecrieunBas CyIIECTBEHHbIE MPEUMYIIECTBA B CKOPOCTH MepeAayd JaHHBIX,
HAJSKHOCTA COCIMHEHUM U IUIOTHOCTH MOAKIIOUCHHH. B oTinuYme oT mpenblayux mokoiaeHui, 5G
MpeIaraeT 3HAYUTETFHO MEHBIYIO 33/IEPXKKY M BBICOKYIO MPOMYCKHYIO CIIOCOOHOCTBH, YTO IENAeT
BO3MOXHBIM MTHOBEHHBI OOMEH JaHHBIMH MEXJIy ycTpoiicTBamu MHTepHeTa Bemiel, 0COOCHHO B
KPUTHUYECKH BOKHBIX CUCTEMAaX, TAKUX KaK aBTOHOMHBIM TPaHCIOPT M IPOMBILIUIEHHAS aBTOMATH3aLIs.

OpnuM u3 npeumyinectB BHeapeHus 5G B [oT sBisercs moanep:Kka MacCOBOM CBSI3U MEXIY
ycrpoiictBamu (Massive Machine-Type Communications, mMTC). DTa TeXHOJOrHs IO3BOJSIET
MOJKIII0YaTh MWJUIMOHBI JIATYMKOB M WHTEIUIEKTYANbHBIX YCTPOMCTB, YTO MOKHO HCIOJIb30BAaTh B
TOpOJICKOH HH(MPACTPYKTYpE, JIOTUCTHKE U CEITLCKOM X03stiicTBe. Hampumep, B ropogax cetu 5G MoryT
obecrnieunth d(h(HEeKTHBHOE YIIpaBIIEHUE JOPOKHBIM JIBUKCHUEM H HHTEIUIEKTYyallbHOE pacrpeaelieHne
9HEPropecypcoB, 4YTO MPHUBEAET K CHIKEHHIO 3aTpaT M MOBBHIIMICHUIO KadecTBa ku3Hu [4]. B chepe
JIOTHCTUKH ATO CHOCOOCTBYET ONTHMH3AIMHU IIETIOYEK OCTABOK, 00eCIeurBas TOUHOE OTCIICKUBAHHE
TPY30B B PEATLHOM BpPEMEHH, aBTOMATH3AIUIO CKJIAJICKAX IPOLECCOB U 3(PPEKTUBHOE YIIPABICHUE
TPAHCIOPTHBIMU CPEJACTBAMH, UTO CHIXKAET U3IECP>KKU U MOBBIIAET CKOPOCTh TOCTABKH.

Kpome BnusiHust Ha MHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTHH, pa3BuThe loT Ha 6aze 5SG okaxer
BO3JICICTBHE HAa HSKOHOMHKY W COIMAIBHYIO cdepy. YIydlieHne CBS3U IO3BOJIUT PACHIMPUTH
TeJeMEIUITMHCKIE YCIYTH, TIOBBICHTh Ka4€CTBO JUCTAHIIMOHHOTO 00pa3oBaHus. B mMpoMBIIILIEHHOCTH
TIOBBIIIIEHHE CKOPOCTH Tepelaydl JaHHBIX M HAaJeKHOCTH COEJMHEHWH NpPUBEAET K YCKOPEHHOM
IUQPOBHU3ALMHI MTPOU3BOJICTB M BHEJIPEHUIO KOHIICTIIIMHA «yMHBIX (HaOpUK», TPeOYIONMX MPUMEHEHHUS
I0T, WCKyCCTBEHHOrO WHTEIUIEKTa, ABTOMAaTH3WPOBAHHBIX CHUCTEM VIpaBICHHS W OOJadHBIX
TEXHOJIOTHUM.

OmHako mepexoa K HOBBIM IOKOJIEHUSM MOOWIIBHBIX CET€H COMPSDKEH M C PAIOM MpoOIIeM.
OCHOBHOH M3 HHX SBJISETCS HEOOXOIUMOCTb 3HAYMTEIILHBIX MHBECTULUN B MOJEPHHU3ALMIO CETEBOM
WHQPACTPYKTYPHI, BKJIIOYAs YCTAHOBKY HOBBIX 0a30BBIX CTaHIMA M Pa3pabOTKy COBMECTUMBIX
yctpoiictB. KpoMe Toro, yBenmdeHne ducia MOAKIIOYEHHBIX YCTPOWCTB CO3AAET JAOMOJHUTEIHHBIE
pucku 171 KnbepOe30omacHOCTH, TpeOysl BHEAPEHHsI HOBBIX CTaHAApTOB 3alUTHl JaHHBIX. Bricokue
SHEPro3arparbl YCTPONCTB, paboTaromux B ceTsx 5G, Takke NpeACTaBIIOT NpodieMy, 0cOOEHHO B
CITyJasx, Koraa TpeOyeTcs JoNroBpeMeHHast aBTOHOMHas paboTa TaTYMKOB U CEHCOPOB.
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3akiIoueHne

MoOuIIbHBIE CEeTH MATOTO MOKOJEHUS OKAa3bIBAIOT 3HAYMTENLHOE BIIMSHHE HAa pa3BUTHE
WuTepHera Bemei, npenoctabiisis Ooniee 3PPEKTUBHBIC U HAJICKHBIC MEXaHU3MBI MEpeaull JaHHBIX.
Wx BHeApeHue MO3BOJISAET 3HAYUTEIBHO PACHIMPUTh (YHKIIMOHAIBHBIC BO3MOKHOCTH [0T-yCcTpoKicTB,
TIOBBINIAET YPOBEHh aBTOMATHU3AIIMH TIPOIIECCOB M 00eCIeunBacT MTHOBEHHBINH 00OMeH nH(opMarue B
peanmbHOM BpeMeHW. OJIHAKO JNaNbHEHIee pa3BUTHE 3TUX TEXHOJOTHU TpeOyeT pelieHus psjaa
TEXHHYECKUX U SKOHOMUYECKHX IMPOOJIeM, BKIIIOYAs MOACPHHU3AINI0 MH(PACTPYKTYPHI, CHIDKCHUC
SHEPronoTPeOICHUS U MOBBIIICHUE YPOBHS 0€30IIaCHOCTH JaHHBIX. B Omkaiiime roisl KIYeBbIMU
HaIpaBIEHISIMI HUCCIIEJOBAaHUN CTaHYT pa3padoTka Oosee sHeprodp(HeKTUBHBIX PENICHUH, YCUIICHUE
3alUThl CETEBBIX COCJANHEHUN W WHTerpays MHTepHeTa Belei ¢ UCKYCCTBEHHBIM WHTEJUICKTOM JIs
co31aHus 00JIee NHTCIUICKTYAIbHBIX U aBTOHOMHBIX CUCTEM.

THE PROSPECTS FOR NEXT-GENERATION CELLULAR NETWORKS IN THE
INTERNET OF THINGS

V.A. KRAGEL, M.V. ROMANYUK

Abstract. Key aspects of the development of the Internet of Things in the context of next-generation
mobile networks are explored. Their advantages, problems of implementation and possible
directions of further improvement are analyzed.

Keywords: Internet of Things, mobile networks. data transmission, artificial intelligence.
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TEXHOJIOI'dHd NEPEJAYU U OBPABOTKH HWHPOPMALUU

10.

11.

12.

13.
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CBEJEHUSA Ob ABTOPAX

bapcykesuu Cepreit
Hukonaeuu

bernax Exkarepuna
BanepreBna

borym Puxapn [lerpoBuu

Babumesuu Anecs
CepreeBHa

Ban Bonbnu

Bacrotuu Anpapeit
JAmutprueBny

Beprens Unbs Bagumosuu
Bumnsikos Biiagumup
AnaTtonbeBny

Bockosuesa Kpuctuna
PaxnmoBHa

I'o Huusn

JlaBeimoBa Hanexma
CepreeBHa

Hans 13e1doH

Hpo6ort Cepreit
Bukroposnu

— HH)KEHEP-TPOrPaMMHUCT, HIEHTP UHPOPMATH3ALNHT U
WHHOBAIIMOHHBIX Pa3pabOTOK

— UHXXEHEP — IPOrpaMMUCT NIEPBOM KaTEropuu OTesa
ceTeBbIX TexHoJoruii LlenTpa nnpopmaruzanuu u
WHHOBAIIMOHHBIX pa3paboTok BI'YUP, accucrent
Kaeapbl BEIYUCINTENBHBIX METOJIOB U
nporpammupoBanusi bBI'YUP, maructpant kadenps
MPOEKTUPOBAHUS HHPOPMALMOHHO-KOMITBIOTEPHBIX
CUCTEM.

— JI.T.H., IOLIEHT, 3aBeayIOmuii kagenpoit
BBIYMCIIUTENbHBIX cucTeM U cerei [lonoukoro
rOCyJapCTBEHHOTO YHHUBEPCUTETAa MIMEHU EBppocunnmn
TTonouxon

— CTyAEHT Kadenpbl UHPOKOMMYHUKAIIMOHHBIX
texHosoruit BI'Y1P

— CTYJIeHT Kadeapbl THHOKOMMYHUKAITMOHHBIX
texHosoruit BI'YUP

— CTYJIeHT Kadeapbl THHOKOMMYHUKAITMOHHBIX
texHosoruit BI'YUP, texuuk-konctpykrop OAO
«IIeneHr»

— CTYJIEHT Kadeapbl IPOrpaMMHOTO 00ecIieueHus
nH(popMalMoHHbIX TexHonoruit bBI'YHP

— JI.T.H., ipogeccop Kadeapsl
MH()OKOMMYHUKAIIMOHHBIX TexHosoruit bI'YUP

— ydauiascs yupexaeHusi 00pa3oBaHUs
«HamoHabHbINA JETCKANA TEXHOIAPK» 110
HanpasieHuto «MHpopmaloHHast 6€301MacHOCTh
— acnupaHT Kadenpsl THPOKOMMYHHKAIIMOHHBIX
texHosiornii bBI'YHP

— K.T.H., JOUEHT Kadeapbl ”HPOKOMMYHHKAITMOHHBIX
texgosiorui bI YUP

— cTyAeHT Kadeapsl ”HHOKOMMYHUKAIIMOHHBIX
texgosiorui bI YUP

— K.T.H., JIOIEHT, IeKaH (aKyIbTeTa HHPOPMAITMOHHON
oeszonacuoctu bBI'YUP



14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

3opbko Muxaun MBanoBuY

HrunateeBa CseTiiana
AJlekcaHIpoBHA

Katko Mapus OneroBna
Kimunyxos fpocnas
AnekceeBud

Ko6sx Urops [lerpoBuu
Koctpunkuii Butanuii
Biragumuposuy

Kparens Bagum
AnexkcaHapoBu4

Kpacnonpoumsa Bukrop
Biragumuposuy

Kypunosuu AHnpeit
Biragumuposuy

Jlesonenko MBan MUropesny

JIn Xao
JIutBunoB Cepreii
Brnagumuposuu

JloBenkuii Muxani
KOpbeBuu

JIro [3s1xanb

Ma II31r0Hb

Makeitunk Exarepuna
I'enrnanbpeBHa

— aCCUCTEHT Kadenpbl THPOKOMMYHHKAITHOHHBIX
texHozioruii bI'YHUP

— CTapIIMii MpernogaBaTenb Kadeapbl BBIMUCIUTEIbHBIX
cucreM U ceteit [Tonorkoro rocyiapcTBeHHOI0
yHuBepcureta umenn EBppocunnn [Tomonkoit

— MarucTpant Kadeapsl THPOKOMMYHHUKAITHOHHBIX
texHosioruii bI'YHUP

— yJamuncs yupexIeHus 00pa3oBaHus
«HanuoHanbHBIN AETCKUM TEXHOMAPK 10
HamnpasiieHuto «MHpopMamoHHas 0€30MacHOCTH

— IONEHT KadeAphl SJCKTPOHHBIX BRIYUCIUTEIHHBIX
manl BI'YUP

— cTaplIMii mpenojaasatelib Kadeapbl aBTOMOOUIBHOTO
TpaHcnopra I10101KOro rocy1apcTBEHHOro
yHuBepcureta umenu EBppocunnu Iomornkoit

— CTYJIeHT Kadeapbl IPOrpaMMHOr0o o0ecrieyeHus
nHpopManMOHHbBIX TexHoJoruii BI'YUP

— 1.T.H., ipodeccop kadenpsl HHPOPMAITMOHHBIX
cucreM ymnpasiieHus bI'Y

— cTaplIMii mpenojaBaTels Kadeapsl
MH(POKOMMYHUKAITMOHHBIX TexHonoruit BI'YHUP

— CTyAeHT (hakynbTeTa HHOOPMAIIMOHHON
6e3onacHoctu BI'YUP, TeXHUK-KOHCTPYKTOP
OAO «Ilenenr»

— acupaHT Kadeapbl HHPOKOMMYHHKAITMOHHBIX
texHogorui bI'YUP

— 3am. qupekropa OO0 «HOBP»
— accUCTeHT Kadeapbl HHPOKOMYHUKAIIMOHHBIX
texHoaoruit bI'YUP

— CTYJIeHT Kadeapbl THHOKOMMYHUKAITMOHHBIX
texHoaoruit bI'YUP

— accucTeHT Kadeapbl HHPOKOMMYHUKAIIMOHHBIX
texHosioruii bI'YHP

— CTapIIMii MpenojaBaTelb Kadeapsl
MH(POKOMMYHUKAITMOHHBIX TexHosoruit BI'YHP
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31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,
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Maxkcak Makcum FOpbeBuu

MapkoB Anekceit
Hukomnaesuu

MapuunkeBuy Biiagucias
AHTOHOBHUY

Muranesuy Cepreit
AJleKcaHIpOBHUY

Mumenyn Brnagucnas
IOpreBuu

Hryen Ban bace
Hecrepenkos Cepreit
HukonaeBuu

ITonysH TarbsiHa
BiagumupoBHa

[IpynHuk Anexcanap
MuxaiinoBuu

IIpae IIbmo XmnaiHar
PobaueBckuii Anexcanap
JAmMutpuesny

Pomanrox Makcum
BanepseBuu

Pomynkun fIkoB
Buxkroposuu

Pycakosnu Biiagumup
Huxkomaesuu

C. Ban

— MarucTpanT Kageapsl THPOKOMMYHHKAITMOHHBIX
texHozioruii bI'YHUP

— M.T.H., CTapIlIui TIPeroaaBareb Kadeapbl
nndopmaruku bI'VIP

— BEeIIYLUI HHKEHEP — 3JEKTPOHUK OTJIEJIa CETEBBIX
texHosoruit Llentpa nndopmatuzanuu u
WHHOBAIIMOHHBIX pa3zpaborok BI'YUP, accucrent
Kaeapbl IEKTPOHHBIX BBIYUCIUTENIBHBIX MALINH
BI'YUP, maructpant kadeaps
MH(POKOMMYHUKAIIMOHHBIX TEXHOJIOTUI.

— M. T. H., CTApIIM{ IpenogaBaresb Kadeapbl
nadopmaruku bI'VIP

— CcTylIeHT (hakynbTeTa HHHOPMAITMOHHBIX TEXHOJIOTHIMA
u ynpasienus bI'YUP

— acriupaHT Kadeapbl HHPOKOMMYHHKAITHOHHBIX
texuonorui bBI'YUP

— K.T.H., IOUEHT Kadeapbl IPOrpaMMHOT0 0OecreueHus
MH(POPMAIIMOHHBIX TEXHOJIOTHIA

— acniupaHT Kadeapbl THPOKOMMYHHKAITMOHHBIX
texgosiorui bI YUP

— K.T.H., A0I. Kadeapbl MH)KEHEPHOUH MCUXOJIOTUU U
spronomuku bI'YHUP

— MarucTpant kadenpsl HHHOPMAIIMOHHBIX
panurexnonoruiit BI'YUP

— CTyAeHT (hakynbpTeTa HHHOPMAIIMOHHON
oeszonacuoctu BI'YUP

— MarucTp, aCCUCTEHT Kadeapbl UHHOPMATHKH

— CTapIIMi MpenojaBaTelb Kadenpsl
MH(POKOMMYHUKAITMOHHBIX TexHonoruit BI'YHUP

— CTapIIMii MpernojaBaTelb Kaeapbl IEKTPOHUKI
BI'YUP

— MarucTpant kadeaps! 3amuThl nHGopmaruu bI'YHP
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46.

47.

48.

49.
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51.

52.

53.

54,

55.

56.

o7.

58.

59.

CaBonesckas Maprapura
OnerosHa

Canyk Cepreit
MuxainoBug

Cemenuenko Exarepuna
AnpapeeBHa

Cupotko Cepreit iBanoBuu

CutHukoB Ajekceil
BiagumupoBuy

Ckanosy6 Kcenus
AJnekcanapoBHa

Copkun BceeBonon
Oerosuu

CrapoBoiTOB AseKCaHIp
AnexkcaHapoBu4

CronsipoBa Buosnerra
BuranneBHa

Cron Illyan
AKosup Cronp XyaHb
Tasrenp Makcum

AJnexceeBuu

Tumodeer Anexcanap
MuxanioBny

TomameBnu Huknra
AnexkcaHapoBU4

TperbsikoB Uropb
AnexkcaHapoBUY

— cTyAeHT (hakyabTeTa MH()OPMAIIMOHHBIX TEXHOJIOTUI
u ynpasienus bI'YUP

— K.T.H., IOUEHT, 3aBEAYIONINNA Kadeapoil FIeKTPOHUKI
BI'VHP

— MarucTpanT Kageapsl BBIYUCIUTEIbHBIX CUCTEMBI U
cerelt [101011KOT0 TOCYIapPCTBEHHOTO YHUBEPCUTETA
umenn EBppocunun Iomorkoit

— K.T.H., JIOIEHT, 3aBeAYIONINI Kadeapoit
nadopmaruku bI'VIP

— umxenep-nporpammuct OUT LHUMP BI'YUP

— CTYACHT KadeIpbl AIEKTPOHHBIX BHIYMCIUTEIbHBIX
mamua BI'YUP

— CTyZAEHT (hakynbTeTa HH(GOPMALUOHHBIX TEXHOIOTHH
u ynpasinenus bI'YHUP

— acnupaHT Kadenpbl HHOOPMAIIMOHHBIX CUCTEM
ynpasienus bI'Y

— cTyJleHTKa (pakynbTeTa MH)OPMAIIMOHHBIX
TEeXHOJIOrWH 1 ynpasienus bI'YHP

— cTyAeHT Kadeapsl UHHOKOMMYHUKAIIMOHHBIX
texgosiorui bI YUP

— noueHT kadeapbl HHPOKOMMYHUKAITMOHHBIX
texHojoruii BI'YUP, x.T.H.

— yUaluncs yapexaeHus: o0pa3oBaHUs
«HannoHaIbHBIN IETCKUM TEXHOIAPK) IO
HarnpasiieHuto «MHpopmanmonHas 6€30MacHOCTb
— KaHJIUJIaT TEXHUYECKUX HAYK, TOIEHT, IOIEHT
kadenps! 3amuTel nHpopmanuu BI'YUP

— CTYIIEHT YETBEPTOr0 Kypca CIEeIHaTbHOCTH
BBIUMCIIUTENIbHBIE MAILIMHBI, CHCTEMBI U CETH
[Tomonkoro rocy1apcTBEHHOTO YHUBEPCUTETA UMEHH
EBdpocunnu INomnorkoit

— K.T.H., JIOIl., 3aM. JIeKaHa 110 Hay9HOU paboTe, TOIEHT
kadenpel paguoGu3nku 1 THPOKOMMYHHKAITHOHHBIX
texHonoruit ®I'bOY BO «J/loneukuit
rOCYJapCTBEHHbIN YHUBEPCUTET
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61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.
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Xamxunosa Kcenus
AJlekcaHIpoBHA

Xamkuaosa Hatanbs
BiagumupoBHa

[IBeTkoB Buktop IOpbeBuu
Yenukosa Buoserra
BukropoBHa

Yepuukona Jlonura
AJlekcaHIpoBHA

Uepnsisckuit Kupuin
Dnyap1IoBUY

Usxan Cront

Usxan Un

Uxao lyn

YymaueHko Makcum
I'enHanbeBUY

Ysus UMuH

[IIBas Anexkcanap
AneKkcaHIpoBUY

[yxman Makcum FOpreBuy
SukoBery Anexcanap
CepreeBuu

SApmomt Anekcanap
JAmMutpuesny

— cTyleHTKa (pakynbreTa HH(HOPMAIIHOHHBIX
TexHoJoruil u ynpasienus bI'YP

— CTapIIHii penoaaBaTelb Kadenapsl
MH(OPMALIMOHHBIX TEXHOJIOTHI aBTOMAaTU3UPOBAHHBIX
cucrem bI'YUP

— I.T.H., podeccop, 3aBeayromuil kadempoi
MH(POKOMMYHHMKAITMOHHBIX TexHosoruii BI'Y P

— CTapIIHii penoaBaTelb Kadeapsl
MH(POKOMMYHHMKAITMOHHBIX TexHoJorudi BI'Y P

— CTyAIeHTKa (aKyIbTeTa HHPOPMAITHOHHBIX
TexHoJoruil u ynpasienus bI'YP

— CTYACHT KadeIpbl AIEKTPOHHBIX BHIYHCIUTEIBHBIX
mamma bBI'YUP

— cTyAeHT Kadeapbl HHHOKOMMYHUKAIIMOHHBIX
texgosiorui bI ' YUP

— cTyAeHT Kadeapbl HHHOKOMMYHUKAIIMOHHBIX
texgosiorui bI YUP

— cTyAeHT Kadeapbl HHHOKOMMYHUKAIIMOHHBIX
texgosiorui bI YUP

— MarucTpaHt Kadeapsl paguou3uKu U
MH()OKOMMYHUKAIIMOHHBIX TexHosoruii ®I'bOY BO
«/loHenkuit rocy1apCTBEHHBIN YHUBEPCUTET»

— acnupaHT Kadeapsl THPOKOMMYHHKAIIMOHHBIX
texHosiornii bBI'YHP

— CTYZAEHT (haKkyibTeTa HHHOPMALIMOHHON
6e3onacuoctu BI'YUP

— CTYZACHT (haKkyibTeTa HH)OPMALIMOHHBIX TEXHOJIOTUI
u ynpasiienus bI' YIP

— yUYaluncs yapexaeHus: o00pa3oBaHUs
«HannoHaIbHBIN IETCKUM TEXHOIAPK) 110
HanpasiieHuto «MHpopmalmoHHas 6e30MacHOCTb
— unxenep-nporpammuct OUT MNP BI'YUP



