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This paper examines the influence of the neural network on cybersecurity. Their combination (artificial intelligence and cybersecurity) has
many different aspects of application. The use of machine learming methods is naturally common, but the tasks and results achieved to date
are completely different.

Today the role of artificial intelligence in any field of activity is significant. Many are concerned about
the security of deploying this technology, as almost no one understands the encryption of user data or the
company’s neural network.

Cybersecurity is the protection of digital data, networks, and devices from unauthorised access,
attacks and information leaks. The digital world is becoming more complex every year, and cyber threats are
becoming more sophisticated. Hackers use advanced attack techniques that require new solutions to detect
and prevent them. Artificial intelligence plays a key role in today’s cybersecurity allowing us analyse huge
amounts of data, detect anomalies and block suspicious activity in real time.

Cybersecurity tasks include preventing and detecting attacks, investigating and analysing threats, and
training and modeling systems. Attack prevention is an effort to reduce the number of vulnerabilities contained
in software [1].

Deep learning is also actively used in the area of android malware detection [2]. This paper outlines a
system developed through funding provided by the Chinese government's grant for key technological
advancements. One study presents a comprehensive comparative analysis of deep learning models for
detecting malicious applications. The research demonstrates that the proposed deep learning architectures
outperform classical machine learning methods in terms of accuracy and efficiency in identifying malware. The
authors also address data bias and propose a hybrid approach that combines static, dynamic, and visual
analysis methods for malicious code detection [3]. All such works have practical applications; for instance,
Microsoft 365 Defender leverages deep learning algorithms to enhance its capability to identify and mitigate
threats effectively [4].

Attack detection involves identifying suspicious behaviour and reporting it as it occurs. The goal is to
respond attacks quickly, including determining the magnitude of attack, closing the entrances for attackers and
eliminating vulnerabilities (backdoors, etc.) that could be exploited by the attacker.

Obviously, searching for unknown attack patterns can potentially lead to a large number of false
positives [5]. The generally accepted opinion is that the main problem with detecting suspicious activity is
precisely to find the right balance between ensuring sufficient coverage by seeking accurate security warnings
and the number of false alarms.

The following areas can be highlighted regarding the use of machine learning for attack warnings:

1) priority setting for warnings of potential attacks [6];

2) recognising multiple hacking attempts over time that are part of larger and longer-term hacking
campaigns [7];

3) detection of malicious software activity, both within the computer and in the network [8];

4) the identification of a malicious software stream being deployed through a particular organisation.
These are so-called Living off the Land (LotL) attacks — cyber attacks in which the attacker uses legitimate
software in the organisation to perform an attacking action [9];

5) identifying automated approaches to mitigate the consequences of attacks when rapid response is
required to prevent the spread of an attack. For example, an automated system can disable network
connection and block the device if a sequence of warnings is found which is recognised as being associated
with ransomware activities [10].

Artificial intelligence techniques are also used in high-level threat analysis. Among other things, neural
networks are used for cyber-hacking, including for the evaluation of existing security systems. The term
offensive Al is associated with carrying out attacks. Figure 1 provides an overview of the attack vectors using
machine learning systems on the MITRE threat matrix (Adversarial Tactics, Techniques, and Common
Knowledge) — open database of cyber tactics, techniques, and procedures (TTP), developed by MITRE. It
helps cybersecurity professionals analyse the cyber threats, develop protection strategies and identify threats.

701



61-a HayyHas KoHgbeperuus AcniupaHmos, Mazucmparnmoe u CmydeHmoes BI'YUP,

MuHck 2025
k=
s
t
E g 5
S S £ §
1~ e -
§ 5 Buus3 g
we S & ® 08 % € ¢ £ e £
g3 c EXzEw 82 83
53559 SpPprrris El't>§
5 5@ % T 5 T o © = £ xploit £ =
=20 ¢ E Stealth 3 8 = & ¢ € 8 & poS S
Se &3 Sadaadag g Development t 3
2 " 3P E a7 @
Campaign 2 3 & > §§
g o
Resilience & =

MITRE ATT&CK
Tactics (enterprise)

|
.

~— -~ oo
Social g = e
i ing® £ T g E
Engineering = 5 ¥ _ 2z go%"'éﬁﬁ
6= ¢ o 2 g =
£ & 2 g S Cdt"!c;éﬂsé
;gii% Automation € c = . . o Eg reen'aﬁzagé
Egs53dE S8 cgs ¢ lnformationagé Theft 2 5 2 85
Eas ER O ZTEE " = "G 2 49
e a @ BE w8 g 8 Gathering% 3 “ £S5 33
° SBEESE € 3 g Baw
2 "‘ga’ct’ﬁ EEO o E
'5“2;30 b 3
B ¥ € E 5
T8 IEC 8
EZF 0 x
< Q’g
=}

Figure 1. Machine learning in cyber attacks. Areas of attacks using Al

We can look at the tools that protect against cyber threats without using artificial intelligence. Product
categories include:

1) intrusion detection and prevention systems (IDPS). Basic algorithms for network traffic analysis,
detection of anomalies and detection evidence of unauthorised access. These systems can recognise both
known and previously unknown attacks;

2) solutions for threat analysis and management. MITRE ATT&CK tools are used to identify links
between different cyber incidents and patterns. Such solutions help analysts to react even faster to threats
and take effective action;

3) malware protection systems. These products use machine learning technologies, including deep
learning, to classify and identify malicious objects. They are able to detect even complex, encrypted and
polymorphic types of malware.

At present, there are numerous diverse solutions for safeguarding against cyber threats. Many cyber
attacks need to be identified and classified to train artificial intelligence to recognise them. Only after these
steps the neural network can effectively protect any system from such threats. In conclusion, artificial
intelligence has been quite successful with some cybersecurity challenges. However, it cannot solve all the
problems: unpredictable attacks appear every year. Cybersecurity professionals will be in demand and not
replaced by artificial intelligence.
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