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AnHoTauus. B YCNoBUAX CTPEMUTESTbHOIO Pa3BUTUA TEXHOMOTn 1 BO3pacTatoLLen rnobanusaumm sawmra nepcoHarnbHbIX AaHHbLIX NPUHUMaET
Kno4yeBoe 3Ha4eHne B XXU3HW COBPEMEHHOIo obuecta. B gaHHow pa60Te aHanmM3npyeTca KoMnekc MEPONPUSATUA, HaNPaBieHHbIX Ha OXpaHy
KOH(puAEHUMansHoCT, LEeNoCTHOCTU 1 AOCTYNHOCTU MHpopMaLmK, CBSI3aHHOW C nHanBUaOyymom. AKTyaJ'IbHOCTb Tembl obOCHOBaHa TeEM
haKToM, YTO Kaxabl rpakaaHUH OCTaBnseT LUMGPOBOM cnef B pasnuyHbIX cdepax AesTenbHOCTU, KOTOPbIN MOXET ObITb UCMONbL30BaH Kak B
Lensix obecrieveHus: 6esonacHocTu 1 y,EI,OGCTBa, TaK N Ona MaHMnynaumMm unu HapyleHusa npae 4YernoBeka. PaccmatpuBatoTcs coBpeMeHHbIe
yrpo3bl, CBA3aHHble C 06p360TKOl7I NepCcoHalbHbIX OaHHbIX, Takue Kak KVI6epI'IpeCTyI'IHOCTb, YTEYKU MHopMaumMM 1 HemnpaBoMepHoe
ucnonb3oBaHve AaHHbIX. MogvepkvsaeTcs HeobXoaMMOoCTb BHeApeHus adhdEKTUBHBIX CUCTEM 3aLUMThbI, BKIOMAs 3akoHoAaTerNbHbIe Mepb,
TEXHOMOTUM LUMCOPOBAHNSA U MPAKTUKA ynpaeneHna OaHHbIMW, 4yTObbI 0GEecneynTb He TOrbKO 3awuTty npaeB rpaxaaH, HO 1 KOMIMJEKCHY0
6e3onacHocTb MHPOPMALIMOHHOIO MPOCTPaHCTBa B LIEIOM. PaboTta umeeT uenblo OCBETUTH BaXXKHOCTb 3aLLMTbl JIMYHOW MHdopMaLmm B

YCIOBYSIX LMGOPOBOI TpaHchopMaLyv oBLLECTBA M NPEONOKUTL PEKOMEHAALIMM MO YIYULLIEHWO CyLLIECTBYHOLLMX MOAXOAOB K €€ 3aLuuTe.

KnioueBble crnoBa: nepcoHarbHble AaHHble, 3allunTa AaHHbIX, KOH(pVI,D,eHLI,VIaJ'leOCTb, LIeNIOCTHOCTb, AOCTYNHOCTb, LI,VICprBOVI cnen,

UHopMaLMOoHHas 6e30MacHOCTb, rnobanu3aumsl, TEXHUHECKMIA NPOrpecc, KMBEPNPECTYNHOCTL, YTeUKW MHAOopMaLMK, LIMEPOBaHME AaHHBLIX

. BeedeHue. B ycrnoBusix CTpeMUTENbHOrO TEXHUYECKOrO Nporpecca v rinobanvsauum nHgpopmaums o
NNYHBIX OAHHBIX TPaX4aH CTAHOBUTCS BCe Boree ya3BuUMOon. 3alumTa nepcoHanbHbIX AaHHBIX — 3TO KOMMIEKC
MEepOonpuUsTUA, HanpaeBreHHbIX Ha obecneyeHne KOHOUAEHUNANBHOCTU, LENOCTHOCTM U AOCTYMNMHOCTH
WHopMaLMK, OTHOCALLENCH K HAMBUAYyymy. B coBpeMeHHbIX peanusax Kaxabii N3 Hac ocTaBnseT LumMdpoBon
cnef, KOTopbI MOXET BbITb MCNONBb30BaH kak B JOOpoXenaTenbHbIX, Tak U B HeO0OpOoKayeCTBEHHbIX LEnsiX.
Moatomy achdhekTnBHANA 3aLLmTa NePCOHasbHbIX JAaHHbIX CTAHOBUTCS HEOOXOAMMOCTBIO HE TONbKO Ans
cobrnogeHns npae rpaxaaH, Ho 1 ans obecneveHns 6e30nacHOCTM MHGOPMALMOHHOIO MPOCTPaHCTBA B
uenom. JlnueHsnpoBaHne esTensHOCTU B 061acTv 3awpmThl NEPCOHanbHbIX AaHHBIX MTPaET KITHYEeBYHO POrib B
perynuposaHum 3aTou cdepbl. Hannume nuueH3mmn yaocToBepsieT, YTO OpraHM3auusi COOTBETCTBYET
YCTaHOBMEHHbIM 3aKOHOM TpeboBaHMAM 1 cTaHgapTam 6e3onacHoCcTu, 1 rotoBa B3sTh Ha cebs
OTBETCTBEHHOCTb 32 0OPabOTKy 1 3aLLUTY NePCOHanNbHbIX aHHbLIX KNMEHTOB. JIMLIEH3MPOBaHME He TOMNbKO
NOBbILLAET YPOBEHb JOBEPUSI CO CTOPOHbI KITMEHTOB, HO M CO34AET 300POBYI0 KOHKYPEHTHYIO Cpeay,
CrnocobCTBYS YyuLLEHMIO OOLLEN NPaKTMKK 3aLlmTbl AaHHBIX B CTpaHe. Llenb AaHHOM cTaTbn — paccMoTpeTb
TpeboBaHMSA 1 NPaKTUKY NIULIEH3NPOBAHKS B cdhepe 3aLmTbl NEPCOHANBHBIX AAHHbIX, @ TAKKe BbIABUTb
0COBEHHOCTM U CIIOKHOCTH, C KOTOPbIMW CTalKMBAKOTCH OpraHn3aummn B npouecce nonyyeHns nuueH3nm. Mel
npoaHanuavpyeM CyLLeCcTBYoLLEee 3aKOHOAATENBbCTBO, MPOLEeAypbl TMLIEH3UPOBaHMS U UX BIIUSIHWE Ha
cobniogeHne npas rpaxaaH, MOCTaBMB akLEHT Ha BaXKHOCTW KOMIMITEKCHOTO MOAX0Aa K 3aLLuTe NepcoHarbHbIX
OaHHbIX B YCINOBNAX COBPEMEHHbIX BbI30OBOB.

OcHoegHast yacmb. B Pecnybnuke benapycbh 3alimTy NepcoHanbHbIX AaHHbIX perynmpyet 3akoH oT 7
masa 2021 roga Ne 87-3 «O 3awmre nepcoHarnbHbIX OAaHHbIX». QTOT 3aKOH OMnpenensieT OCHOBHbIE MPUHLMMbI
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06paboTKM [aHHbIX, BKMOYasi 3aKOHHOCTb, AOBPOCOBECTHOCTb M MPO3PAYHOCTb, a TakKe MpaBa CyObEKTOB

OaHHbIX 1 06513aHHOCTM OnepaTopoB. 3akOH BBOAUT Mepbl, TpebytoLume OT onepaTopoB YETKOro onpeaeneHuns
uenen obpaboTku, COBMOAEHUA MPUHLMNOB MUHMMU3ALMM LaHHbIX U yBeOOMIIEHUA CyOBbEeKToB O Lensix
06paboTku. Takke 0603HavYeHbl TpeboBaHMS K OpraHn3aLum U TEXHUYECKON 6e30NacHOCTU AaHHbIX.

["ocyaapCTBEHHbI HAA30p OCYLLECTBISIOT CneunanM3npoBaHHble OpraHbl, TakMe kak MUHMCTEepCTBO
AHTVMMOHONMOSILHOIO PErynMpoBaHUS 1 TOProBNW, KOTOPbIE MPOBEPSIOT COOMoAeHME 3akoHOoOaTenbCTBa U
NMLLEH3MPOBaHMS, a Takke NPUMEHSIIOT CaHKLUMK 3a HapylueHusi. KpoMe Toro, 3akoH NpefocTaBnseT cyobekTam
BO3MOXHOCTb 06palLaTbCs B MPaBOOXPaHUTENbHbIE OpraHbl MPY HapyLLEHWN UX NPaB.

JInueHsmpoBaHue B obnactn o6paboTku 1 3aLmThl NepcoHanbHbIX AaHHbIX B Pecnybnuke benapycbs —
BaXHbIA MpPOLIECC, KOTOpbIM obecneynBaeT COOTBETCTBME OpraHvM3auvin 3akoHOAaTemnbHbIM TpeboBaHUSAM.
Mpouenypa nuueH3npoBaHUs co3gaeT OGesonacHylo cpeny Ans obpaboTkym NepcoHanbHbIX AaHHbIX U
MOBbILLIAET AOBEPUE MPaXKAAH K KOMMAHUSM.

OpraHuzauum, Takve kak 0aHKM, TeneKOMMYHUKAaUMOHHbIE KOMMaHUM U MeAyupexaeHusi, npoxoasT
NIMLEH3MOHHYIO MpoLeaypy u3-3a 3HauuMTenbHoro obbema obpabaTtbiBaeMbiX OaHHbIX. Hanpumep, ©aHku
00s13aHbl  Mony4YaTb JfMUeH3uM ansg paboTbl C MNepcoHanbHbIMM - AaHHLIMW  KIIMEHTOB, a MeAULMHCKME
yupexaeHuss genatoT 310 Ana cobnogeHns TpeboBaHM Mo 3awmTe gaHHbIX O 300poBbe. [py nonyyeHun
NMLLEH3MN KOMMAHUM CTarkuBakTCs C psgoM npodnem.

OpgHo n3 rnaBHbIX TPYOHOCTEN $BNSIETCA HeOoCTaTodHas OCBEOOMIIEHHOCTb O TpeboBaHMsAX
3aKoHoZaTeNnbCTBa M NpoLeccax NMUEH3NpoBaHus. YacTo opraHmM3anmmn He 3HatoT, Kakne JOKYMEHTbI HYXXHbI U
Kakne Lwarn criegyeT npeanpuHsTb. Takke HeobXooumblA ayauT BHYTPEHHEeN OOKyMeHTauuMu U MNpakTuk
00paboTKM AaHHbIX MOXET TpeboBaTb 3HAYMTENbHBIX PECYPCOB U BPEMEHMW.

Ons ycnewHoro nonyyYeHuss JfMUEH3UM KOMMNaHUSIM PEKOMEHAYETCS U3yYnUTb 3aKOHOAATENbCTBO WU
NMoaroToBUTb HEOOXOAMMYIO OOKYMEHTaUMIO, BKIMOYAs BHYTPEHHME WMHCTPYKUMU U MONUTUKY Ge3onacHoCTy.
MpenBapuTenbHbI ayauT TeKyLMX MNpakTUK 0BpaboTkM OaHHbIX Takke MOMOXET BbisiBUTb Cnabble mecTa.
O0yyeHue coTpyaHUKOB 0DECneynT NX OCBEAOMIIEHHOCTb O BaXKHOCTM COBMIOAEHUSA HOPM 3aKOHOAATENbLCTRA.
KoHcynbTaums ¢ akcnepTamm Unun puandeckumm KOHCYyNbTaHTaMN MOXET 3HAUYMTENbHO MOBbLICUTb LUAHChI Ha
yCreLHoe NPOXOXAEHWE NTULIEH3NPOBAHMSI.

KomnnekcHbIi mogxod K nogrotoBke obecneunT achdeKkTUBHYO OeATenbHOCTb B 00MacTy 3aluumThbl
nepcoHanbHbIX AaHHbIX. OpraHusaumm 00si3aHbl paspabaTbiBaTb BHYTPEHHWE WHCTPYKUUM W MONOXEHUS,
perynupyowmue nopsgok obpaboTkm M 3awmuTbl NEepCOHanbHbIX OaHHbIX. OTU JOKanbHbIE aKTbl LOSDKHbI
onpegensaTb npoueaypbl MOMyYeHUst cornacus CyObEeKTOB AaHHbIX, MeToAbl obecneveHnss 6e30MacHOCTM
MHdopMaLMK, a Takke nNpasBuna AoCTyna K NepcoHarnbHbIM AaHHbIM.

[okyMeHTbI Takke OOMMKHbI COAepXXaTb MHCTPYKLMM MO NPOBEAEHNIO OLIEHOK PUCKOB M pearpoBaHuio
Ha MHUMOEHTbI, CBSI3aHHbIE C YTEYKOM AaHHbIX. BHegpeHne Takmx aktoB nomoraeTt obecneunTb cobniogeHne
3aKoHOAATENbCTBA, MWHUMU3VMPYET PUCKM W MOBLILLIAET YPOBEHb 3alUyUTbl MEpPCOHarbHbIX AaHHbIX B
opraHu3auun. JIMueH3npoBaHne UrpaeT KIoyeByo porib B COBMNOOEHUN 3aKOHOAATENBCTBA O NEPCOHANbHbIX
OaHHbIX, TaK Kak OHO TpPebyeT OT opraHusauuMi BbIMOMHEHMS CTpOrMx TpeboBaHWI U cTaHOapToB B obnactu
00palboTKM 1 3aLLMTbI OAHHbIX.

Mpouecc nuUEH3NpPoBaHWs nomoraeT ybeguTbCs, YTO KOMMaHUM WUMEKT Heobxooumble Mepbl
©e30nacHOCTH, YTO, B CBOKO OYepenb, CHIDKAET PUCKM YyTeYEK N HECAHKLIMOHMPOBAHHOMO JOCTyna. Baanmoceasb
MeXay JMUEH3UPOBAHMEM W KAYeCTBOM 3alUUTbl [aHHbIX 3aK/o4aeTcs B TOM, YTO JIMLEH3MPOBAHHbIE
opraHu3auum  obOblMHO  npeacTaBnAlT  Oonee  BbICOKUA — YPOBEHb  COOTBETCTBMS  TpeboBaHMSAM
3akoHogaTtenbcTBa. OHM 0653aHbI NPOBOAUTL perynsipHble ayauTbl, 0GHOBMNATE CBOM BHYTPEHHWE pernamMeHThbl
W ynyywaTb TEXHOMOrmm 3aluTbl AaHHbIX, YTO CNocoOCTBYeT 6ornee HaaeXHOW 3alute nepcoHarbHOW
WMHpopmaLmm.

19



61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.
OTBETCTBEHHOCTb 3a HapyLUeHUEe 3aKOoHOOATENbCTBA O NEPCOHanbHbIX AaHHbIX MOXET BKIoYaTb Kak

aOMUHVCTPATUBHbIE, TaK W YrornoBHble caHkumu. K HuM OTHOCATCA LWwTpadibl, MPUOCTaHOBIEHWE WUNA
aHHYNMpoBaHVe NULIEH3MI, a Takke BO3MOXHbIE CyaebHble UCKN CO CTOPOHbI CyOBEKTOB AaHHbIX. ITU Mepbl
NMOAYEPKMBAIOT BaKHOCTb COOMIOOEHMS HOPM  3alUUTbl  MEepcoHarnbHOM MHOpMauum U CcnocoocTByoT
MOBbILLEHWNIO 0BLLIEN OTBETCTBEHHOCTM B 3TOM 0bnacTtu.

Takum o00pa3oM, IULEH3NPOBaAHWE SIBMSIETCA KOYEBbIM 3reMeHToM obecrieveHns cobnogeHus
3aKoHOAAaTeNbCTBA O 3alUMTe NEepPCOoHarnbHbIX AAHHbIX, MOAHMMAsT ypOBEHb 0€30MacHOCTU N OTBETCTBEHHOCTU
opraHusauun. B panbHeMwem oXuaoaetca pasBUTUE 3akoHOOATENbCTBA C aKUEHTOM Ha COBPEMEHHbIE
TEXHOMOrMM N COOTBETCTBUE MEXAYHAPOAHbIM CTaHaapTam. PekomeHayetcs GU3HECY akTMBHO rOTOBUTBLCS K
NULEH3MPOBaHMWIO U BHEAPSTb BHYTPEHHUE pernaMmeHThl, B TO BPeMS Kak opraHam BnacTtu crnegyet obHOBMATb
3aKOHOAATENLCTBO M MOBbILIATb OCBEAOMIIEHHOCTb HAaceneHns o BaXKHOCTU 3aLLUMTbl NEPCOHANbHbIX AaHHbIX.
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