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AHHOoTauus. [aHHas paboTa nocesilleHa WCCNEAoBaHWMIO Ha Temy WCMOMNb30BaHWSi TEXHOMOMM  WUCKYCCTBEHHONO WHTENnekra B
VHPOPMALIMOHHON GE30MacHOCTU M UX BRWSIHWIO Ha MOBLILLEHWE YPOBHS 3alUMTLI AaHHbIX. Takke GyAeT pacCMOTPeHbl Takue acrekTbl, Kak
NPenMyLLIECTBa WCMOMb30BaHWSI UCKYCCTBEHHOO MHTENneKkTa B MHopMaLUMoHHOM 6e30MmacHOCTH, Kak OH MOMOraeT MpW 3aliuTe OT HOBbIX

BMaoos KI/I68paTaK 1 npeaoTepaLleHnn NCnorb3oBaHNA BPEAOHOCHbLIX NporpamMmm.

WckycctBeHHbln nHTennekt (M) — aTo mMoluHas TeXHOMorus, kKotopasi moMoraeT crieumanictam cgepbl
MHPOPMaLIMOHHON Ge30mnacHOCTVM aBTOMaTU3MPOBaTb PYTUHHbIE 3a4a4Yu, MOeHTMMUMPOBATL U pearnpoBaTh
Ha yrposbl B HaMMeHbLUNE CPOKW, a Takke MOBbIWATb TOYHOCTb CBOMX AEUCTBUA ANS YKPEMNNEHUS YPOBHS
6e30MnacHOCTM OT pasnMyHbIX Npobrem 1 kubeparak.

MckycCcTBEHHBI MHTENNEKT [oKasan CBOK BaXHOCTb B Gopbbe ¢ npobremMamu MHOpMaLMOHHO
GesonacHocTi, npepfaras paspaboTky «MHTennekTyanbHbIXx AreHToB» AN 9deKTUBHOrO peLleHus
KOHKpeTHbIX 3afdad GesonacHocT. «/HTennekTyanbHbli AreHT», B BUAE anmnapaTHoro Wnu nporpaMMHOro
obecneyeHnsi, paspaboTaH ANs MOBbILEHUS BEPOSITHOCTM [OCTVMXKEHUSI OnpederieHHOM Luenu us-3a ero
CNocoBHOCTM HabnoaaTb, YYUTLCA M NPUHUMATL MpoaHarnM3MpoBaHHble pelleHus. ATu «MHTennekTyarnbHble
AreHTbl» MOTYT OGHapyXuBaTb HEQOCTaTKM B CIOXHbIX CTPYKTypax Koda, BbISIBNATb HeoObluHble 06pasuipl
BXOAa nonb3oBaTeneil U faxe pacrnosHaBaTb HOBble TWUMbl BPEAOHOCHbLIX MPOrpamMm, OTMYalOWMXCS OT
TPaAMLUMOHHBLIX METO0B OOHAPYKEHWS.

BHyTpu «UHTennekTyanbHble AreHTbl» 06pabaTbiBaloT OrpPOMHblE 0GbEMbl AaHHbIX AMNs U3y4YeHus U
NOHUMaHWSA NaTTepHoB (LWabnoHoB). Koroa oHM OTKpbLIBAOTCS B CMCTEMAaX 3allMTbl, areHTbl MPUMEHSIIOT CBOU
3HaHWSA, aHanNM3upys Bxoaslive OaHHble, BKIoYasi paHee HeU3BECTHYH0 MHApopMaLIMIO.

MpumeHenne NN B knbepbe3onacHOCTU MOXET ObiTb LieHHbIM M 3¢pheKTUBHBIM MOAX0A0M, HO, Kak U
nobaa TexHomnorMsl, oHa WMeeT CBOW [OCTOMHCTBA M HedocTaTku. XOTs aBToMaTu3auusi U MPUHOCUT
3HauMTENbHbIE NMPEUMYLLECTBA, BaXXHO HATK BanaHc 1 coveTaTb e€ ¢ YerloBEeYeCcKon aKcnepTnson. CuHeprus
MeXZy aBTOMAaTU3MPOBAHHLIMM WHCTPYMEHTaMW W OMbITHBIMK creuuanucTammM no  KubepGesonacHocTU
HeobxoOMma ANs CO3daHUA HaOeXHOW 3aluMTbl OT PasHOOOpPasHbIX U MOCTOSIHHO MEHSIIOLLUMXCA KMGepyrpos.
Mcnonb3oBaHe MCKYCCTBEHHOTO MHTENNeKTa B KubepGe3onacHOCTU Mo3BonisieT adhekTUBHO NpeodoneBaTb
CIOXHOCTU, C KOTOPbIMW CTaslKMBAOTCA OpraHM3auyn, U 3HaYUTeNbHO YyrydllaTb MX YpoBeHb 6e3onacHoCTH.
BoT psig npenmyLLecTs, KOTopble aBToMaTM3aLUUs MOXET NPeasiokuTb:

— OhhEeKTMBHOCTb M CKOPOCTb. ABTOMAaTU3aALMS MOXET 3HAYMTENbHO YBEMUUYUTbL CKOPOCTb U
addpekTMBHOCTL  kMGepbesonacHoCcT. ABTOMATU3MPOBaHHbIE CUCTEMbl MOMyT ObICTPO aHanuaupoBaTb
OrpOMHble 06beMbl AaHHbIX, 0GHapYXMBaTb Yrpo3bl U pearpoBaTh Ha NpobrnemMbl ropasao buicTpee, Yem npu
PYYHbIX MeTodax. ATa CKOPOCTb KpaiHe BaxkHa B CTOb GbICTPO MEHSIIOLLIENCS 06CTaHOBKE;

— CHIKeHMe YernoBeyeckoro doaktopa. ABTOMAaTV3aLMs MOMOraeT YMEHbLUMTb PUCK YEeroBeYeckom
OLLUMOKM, YacTo ABNSAOLENCA NPUUMHON KNBepuHLMOEHTOB. ABTOMAT3MPOBaHHbIE CUCTEMbI MOTYT CriedoBaTh
3apaHee onpederneHHbIM MpPoToKonam 6e30nacHoCTU, MUHUMU3UPYS BEPOSITHOCTb OLUMGOK, KOTopble MOoryT
NPVUBECTU K YA3BUMOCTSIM CUCTeM Ge30MacHOCTY;

— KpyrrnocyTouHbli MOHUTOPWHI U pearvpoBaHue. ABTOMAaTU3VMpPOBaHHbIE Mepbl knbep6esonacHoCTM
obecneynBatoT NOCTOSAHHBIA MOHUTOPUHE CETel U cucTeM, obecneunsast akTUBHYIO 3alUMUTY OT NOTEHLIMANbHbIX
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yrpo3. 910 6auTenbHoe HabrngeHue CroXHO NoaaepXuBaTb BPYYHYH), OCOBEHHO B GOMbLUMX U CMOXHBIX

WH(POPMALMOHHBIX TEXHOMOTUSX;

— Macwrabupyemocts. ABTOMaTU3MpPOBaHHbIE CUCTEMbI MOIYT ferko MacwrtabupoBaTtbcs Ans
06paboTkM Gonblworo obbema AaHHbIX U pasnuyHbIX 3agady 6esonacHocTn. OTa MacTabupyeMocTb KpanHe
BaXXHa Ansi opraHM3aLnin C CNOXHON MHAPACTPYKTYPOr 1 BonbLIMM 06bEMOM CETEBOIO TPadUKa;

— PyTuHHbIE 1 noBTOpPSOLIMECS 3agayn. ABTOMaTM3aLmUsi XOPOLLO NOAXOAUT OS5 BbIMOSHEHUS PYTUHHBIX
1 MOBTOPSAIOLLMXCA 3aad, NO3BOMSASA YEroBEeYECKMM creupanictam no knbepbesonacHoCTM cocpenoToUmThC
Ha Boree CnoXHbIX U CTpaTernyeckux acnekrax 6esonacHOCTU. OTO NOBLILLAET YAOBNETBOPEHHOCTL PaboToOM 1
NCMONb3YyeT YeroBEYECKy0 IKCNepTUdy Tam, rae oHa Havbonee Heobxoamma.
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PucyHok 1.MMpeumyujecmea ucrnionb3os8aHusi N e kubepbesonacHocmu

Kak n 6bino ynomsiHyTO Bbille, B UCMOSb30BaHUN NCKYCCTBEHHOTO WHTEMMNEKTa, Kak 1 B Nobon Apyron
TEXHOIOrMM NPUCYTCTBYHOT CBON HEAOCTaTKU:

— CHwkeHne nopora Bxoda Ans 3MOYMbILNEHHMKOB. WICKYCCTBEHHbBIA WHTENNEKT npeacTaBnset
OMnacHoCTb ANnst MHAOPMAaLMOHHON 6e30MacHOCTM TeM, YTO CHWPKaeT MOpor 3HaHWM, HeobXoauMbIX Ans
CO3J4aHnsa 3royMbILLIIEHHVMKAMN BPEOOHOCHOro NporpamMmmHoro obecneverus. Takum obpa3omM OH He TOSbKO
NMOMOraeT CrpaBIsiTbCA C Yyrpo3amu, HO U caM CTUMYIUPYET YBENUYEHUE UX KONUYECTBA.

—3aBMCUMOCTL  OT  [daHHbIX W anroputMoB. McCnonb3oBaHWE MWCKYCCTBEHHOTO MWHTENNEeKTa B
nHdopMaLMoHHON Be3onacHocTn TpebyeT NOCTOSIHHOTO OOHOBMNEHUA 6a3 OaHHbLIX U anropUTMOB, YTO MOXET
ObITb 3aTPyOHUTENBHO M B CrlyYae aTaku 3M0YyMbILUNEHHUKOB Ha 3TU PECypCbl, MOXET NMPUBECTM K OOMbLUMM
yrpo3am ansi 6esonacHocTu.

— lNoBbIWEHHasa 0NacHOCTb AJ1s1 HEMOArOTOBIIEHHbBIX NOSIb30BaTENEN.

—YcuneHne crnoxHocTn kubepyrpo3. C  MCMOMb30OBaHMEM WU YBENMUYMITACH BaXKHOCTb  Hann4usi
KBanMmUMpoBaHHbIX crneumanmcToB no kmbepbesonacHoctn. OgHako rmodanbHbIA CNpoc Ha 3TUX IKCNEPTOB
3HauMTENbHO MpeBbILaeT npeanoxenune. CormacHo uccnegoaHuto 2022 roga o knbepbesonacHoCTM OT
(ISC)?, B Mupe HabnogaeTtca aeduumt B 3,4 MUNNMOHA CneLmManncToB no knbepbesonacHoCTy.

— Bonee cepbesHble yrposbl. [10 Mepe yBenu4eHus CroXXHOCTU UCKYCCTBEHHOIO MHTENMeKTa Bo3pactaeT
W CIOXHOCTb Kunbepyrpo3. MoxXeT BO3HUKHYTb CUTyalus, Korga OnbITHbIN KMBGEepnpecTynHWUK MCnonb3yeT
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WHCTPYMEHT WCKYCCTBEHHOTO WHTENneKkTa [ANnd COo3[aHusi BbICOKO MepPCOHanu3MpoBaHHOrO COOBLLEHMS

cnupdmmnHra. 9To coobLueHne, naeansHO BNMUCLIBAsiCb BO BHYTPEHHWUIA CTUMb KOMMYHUKALMW OpraHm3auuu,
MOXET 0OMaHyTb faxe caMbix OAUTENbHBLIX COTPYAHMKOB, HE FOBOPSI YXKE O PSiAOBbLIX MOMNb30BaTENSIX.
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