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AHHOTALMSA. B cratbe paccMaTp1BaloTCA BOMPOCH! PEAnM3aLin 1 YSI3BUMOCTY OfIHO- U MHOTOChaKTOPHOI ayTeHTUdMKALMA.
[MpoBenéH NpaKTU4ECKUI aHarM3 BO3MOXHOCTEIN 3KClyaTaumm MeXaH13MOB MHOMOGhaKTOPHOWM ayTeHTudukaumm Ha BeG-caiiTax ¢
ucrnornb3oBaHMeM crieumanuavposaHHoro 1O Burpsuite. B 3akmiodeHuy aBTop npepnaraeT HECKOMNbKO pekoMeHOaumin no

BHEOPEHMIO MHOrOhaKTOPHOM ayTeHTUdVKaLmmM Ha BeD-canTax Ans npeaoTBpaLLeHns BO3HUKHOBEHWS OMNCaHHbIX YSA3BUMOCTEW.
KntroueBble CNoBa: AyTteHTudrkaLms, yA3BUMOCTH, 3KCTyaTaLys.

MHorocaktopHaa  ayteHTudmkaumsa  (multi-factor  authentication, MFA) —  pacwwupeHHas
ayTeHTMmKaumsa, MeTod KOHTPONs AOCTyna, B KOTOPOM MOMb3oBaTento Ans MofyyYeHus Joctyna K
WHcopmaLmMn HeobxoaMMo npeabsBuTe Gonee OOHOro «AoKasaTenbCTBa MexaHu3ma ayTeHTMdumKaLmmny.
Cpeon Bcex pekomeHgaumi no obecneyeHno GesonacHOCTM AOCTyna, MHOrodakTopHas ayTeHTudmkaums,
Be3ycrnoBHO ABNseTCA 0QHON M3 Hambonee YacTo BCTpevatomxes [1].

YA3BMMOCTM ayTeHTU(MKaLMM OKa3biBaloT Cepbé3Hoe BnusiHMe Ha 6e3onacHoCTb MHOPMAaLMOHHOIO
pecypca. Ecnv 3noymblneHHNK 06xoauT ayTeHTUdMKauuio 1 nonyvaeT AOCTYN K YY4ETHOM 3anncu Opyroro
nonb3oBartens, OH Mony4aeT [AOCTyn KO BCeM [aHHbiM U YHKUMSIM, KOTOpbiMM  obriagaet
CKOMMNPOMETUPOBaHHas y4YéTHasd 3anucb. Ecnm ypaétca ckomnpomeTvpoBaTtb YYETHYIO 3amnvCb C BbICOKUM
YPOBHEM MPUBUNETIN, HaNpUMep, YYETHYHO 3anMCb CUCTEMHOMO aAMUHUCTPATOPa, OHW MOTYT NOMYyYMTb NOSHbLIN
KOHTPOMb HaJ BCEM NMPUIOXKEHWEM M MOTEHLMANbLHO NOMYyY T AOCTYM K BHYTPEHHEN MHAPACTPYKTYpe.

MHorve BebG-camTbl MonaraloTCs  WUCKIMIOYMTENbHO HA  OAHOMAKTOPHYH — ayTeHTMdMKaUMio C
MCMonb30BaHWeM napons Ans ayTeHTuduvkaumm nonb3oBaTenen. OgHako OHa sBnseTcs HebesonacHom,
MOCKOMbKYy Maponu MOryT OblTb CKOMMNPOMETUPOBaHbLI Pa3nuMyHbIMKM cnocobamun. Hanpumep, cornacHo
uccneposaHuio Verizon Data Breach Investigations Report 3a 2023 roa, 82% yTeuek AaHHbIX Oblnn CBsi3aHbI C
YernoBeYyecknM (PakTopoMm, BKIOYas MCMOMb3oBaHME Cnabbix unv ykpagaeHHbix naponen [2]. SdpdekTuBHbIM
CnocobomMm MOBLICUTb 3aALUMLLEHHOCTb Mpouecca ayTeHTUdUKkauum SBNSeTCH BHeAPEeHUEe MHOroakTopHon
ayTeHTupmkaumm. Xota npoBepka OMoOMeTpuyeckux pakTopoB MOXET ObiTb HeuenecoobpasHa Ans
bonblunHCTBa BEG-CanToOB, BCE Yallle BCTPeYaeTCcs kak obs3atenbHas, Tak u HeobssaTenbHas AByxdakropHas
ayTeHTudmkaumsa (2FA), ocHOBaHHas Ha KOMOWHaUMK (DaKTOPOB «4TO Bbl 3HaeTe» (Maposfib) U «4TO y Bac
ecTby. OBbIYHO 3TO BKIMOYAET BBOA TPaAAMLMOHHOTO NMapofsi U BPEMEHHOrO Koda NpPOBEPKW, MOMYYEHHOro C
M3NYECKOro YCTPOMCTBA, HAXOASALErocs BO BNaAeHMn Nonb3oBarens.

BOnbLUMHCTBO YyA3BMMOCTEN B MEXaHMU3MaXx ayTeHTUUKaLMM NPOSBIIAOTCS B OOHOM U3 ABYX CMOCOGO0B:
MexaHu3Mbl ayTeHTUdMKauum cnabbl, MOTOMY YTO OHM HE MOTYT afeKBaTHO 3aWWTUTL OT arak MeTogoM
nepebopa wnM xe eCTb JOrMyeckne HedocTaTkn unn  owunbkn  peanusaumn, KOTOpble MO3BONSIOT
3710YMBbILLIIEHHMKY MOMHOCTBIO OBOWTU MeXaHu3Mbl ayTeHTUdMKaummn. MIHoraa aT0 Ha3biBaeTCA «HapyLUEHHON
ayTeHTumrkaumnen».

HecmoTpsi Ha TO, YTO MHOrAA 3MOYMBILLIIEHHUK MOXET MOSTyYMTb OAUH (haKkTop, OCHOBaHHbIV Ha 3HaHUSX,
Hanpumep, Naporb, BO3MOXHOCTb OAHOBPEMEHHOIO MOMyYeHUsi APYroro aktopa U3 BHELIHEro MCTOYHUKA
3HauUTENbHO MeHee BeposTHa [3]. o aTon npuunHe aByxdakTopHasi ayTeHTudunkaumsa 6onee 6esonacHa, Yem
opHodbakTopHas ayTeHTudukaumus. OgHako, Kak 1 nobass mepa Ge3onacHOCTU, OHa Ge3onacHa HaCTOJbKO,
Hackonbko GesonacHa eé peanusaums. 1Noxo peanu3oBaHHy ABYX(AKTOPHYK ayTeHTUUKALMIO MOXHO
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06OWTN NNK axe NOMHOCTLI0 0BOMTK, TaK e Kak N OOHOAKTOPHYO ayTeHTUUKaLUMIO.

WHoroa peanusaums OBYX(aKTOPHOW ayTeHTUdMKALMU HECOBEpPLLUEHHa A0 TakoW CTeneHu, Yto eé
MO>XHO MOSHOCTLIO 06oMTK. ECnun nonb3oBaTento cHavana npegnaraeTcsa BBECTU Naporb, a 3aTemM BBECTU KOA
NOATBEPXKAEHMS HA OTAENbHOW CTpaHuLe, nonb3oBaTtenb (PakTUYEeCKM HaxoouTCsi B COCTOSHUM «BOLLEN B
cucTeMy» OO TOro, Kak OH BBEN KoA noarBepxaeHus. B aTtom criyyae ctout npoBepuTb, CMOXETE U Bbl
HaNpsaAMyl0 NepenTM K CTpaHuLaMm «TONbKO ANfis BXOo4a B CUCTEMY» MOCMe 3aBeplUeHWs NepBOro Luara
ayTeHTupmkauun. iHoroa Bel MoxeTe 0bHapyXnTb, YTO BEG-CalT HA caMOM Aerne He NpoBepseT, BbIMOMHUMM
Ny Bbl BTOPOW LLAr nepes 3arpy3kon CTpaHuLbI.

YA3BUMOCTM MHOrohaKTopHOM ayTeHTUMKaLum, CBsA3aHHbIE C OLLMBOYHOM NTOMMKOM npoLecca.

Hanpumep, ecnv nocne Toro, kak nonb3oBaTernb 3aBepLUMI NepBbI 3Tan BxoAa B cMcTemy, Be6-cant He
npoBepsieT AOMKHBIM 06pa3oMm, UTO TOT Xe NOoNb30BaTerNb 3aBepLUAET BTOPOM 3Tan ayTeHTMduKaLmu.

Hanpumep, nonb3oBaTenb BXOAWUT B CUCTEMY CO CBOMMU OObIMHBIMW YYETHBIMW OAHHBIMWA Ha MEpPBOM
Lare cnegyroLmm obpasom:

POST /login-steps/first HTTP/1.1

Host: vulnerable-website.com

username=carlos&password=qwerty

3ateM um npucsBavBaetca ann cookie, OTHOCALWMACA K WX YYETHOW 3anucu, npexage Y4em OHU
nepexoasaT Ko BTOPOMY 3Tany npoLecca BXo4a B CUCTEMY:

HTTP/1.1 200 OK
Set-Cookie: account=carlos

GET /login-steps/second HTTP/1.1

Cookie: account=carlos

Mpw oTnpaBke KoA4a NOATBEPXKAEHMSA 3anpoc NCNONb3yeT 3TOT dhawin cookie, YTobbl onpeaenuTb, K Kakon
YYEeTHOW 3anucy nonb3oBaTerb MNbiITaeTcs Nony4nTb AOCTYN:

POST /login-steps/second HTTP/1.1
Host: vulnerable-website.com
Cookie: account=carlos

verification-code=123456

B aTtom clhy4ae 3N10yMbILUNIEHHUK MOXeT BOWTK B cucTtemy, UCcnonb3ysa CBOU yYeTHble JaHHble, HO 3aTeM
M3MEHUTbL 3HadeHne channa cookie Ha noboe NpoM3BONBHOE MMS MOSMb30BaTENsl MpW OTNpaBke Koaa
nogTeepxaeHus. account

POST /login-steps/second HTTP/1.1
Host: vulnerable-website.com
Cookie: account=victim-user

verification-code=123456

OTO uYpesBblMalMHO OMacHO, €Cru 3MOYMbILUSIEHHVK 3aTeM CMOXeT MofobpaTb Kog Bepudmkaumm,
MOCKOIbKY 3TO MO3BOMUT €My BXOAUTb B YYETHbIE 3aMMCU MPOM3BOSIbHBLIX MOSIb30BATENEN, OCHOBLIBASCH
WCKITHOYMTESIBHO Ha UX MMEHM nornb3oBaTtens. MM aaxke He HykHo ByaeT 3HaTb Naporb Nonb3oBaTess.
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YA3BUMOCTM MHOropaKTopHOM ayTeHTUMKaLUn, CBA3aHHbIE CO cnabbiMn MeXaHU3MaMu.

Kak n B cnyyae ¢ naponsmu, Beb6-cantbl AOMMKHbI NPUHUMAaTh Mepbl AN npenoTspalleHusa nogdopa
koga nposepkn 2FA. 310 0COBEHHO BaXKHO, MOTOMY YTO KOA 4YacTo npeactaBnsieT cobon npoctoe 4 unu 6-
3Ha4yHoe uucno. bes HagéxHom 3aWwnTbl OT Nnepebopa B3nomaTtb Takon KO HECIOXHO.

HekoTtopble Beb-canTbl MblTalOTCA NPeaoTBpaTUTb 3TO, aBTOMATUYECKM BbIXOOA M3 CUCTEMbI, €Cnu
nornb3oBaTenb BBOAUT OnpeaenéHHoe KOMMYEeCTBO HernpaBuIibHbIX KOAOB MOATBEpXAeHWUs. Ha npaktuke ato
Hea(pPEKTNBHO, MOTOMY UTO MPOABUHYTLIA 3MOYMbILUNIEHHNK MOXET [axe aBToMatu3vpoBaTb ITOT
MHOrOCTyMNeH4aThbIn NpoLecc, co3gas Makpock! And Burp Intruder. [lna aTon Lenu Takke MOXHO UCMONb30BaTh
yanuHutens Turbo Intruder.

MogBoas wtorn, JaanM HEKOTOPbIE PEKOMEHAAUMM NO BHEAPEHMIO MHOrO(akTopHOW ayTeHTudmkaumm
Ha Beb-canTax Ona NpeaoTBPALLEHUst OMUCaHHBLIX YA3BUMOCTEW. MTak, OHWM BKMOYAOT BbIOOP Hag&XHbIX
meTopoB MFA, Ttakmx kak FIDO2, npunoxeHusi-ayTeHTMmKaTopbl U push-yBeooMIieHMs C NoATBEPKAEHEM
HoMepa, nsberas MeHee npeanoYTUTENbHLIX BapuaHToB Bpode SMS-kogos u email-kogos, peanusaumio MFA
C MMaBHOW WHTErpauven, npoCTbiM MPOLECCOM HAaCTPOWKW, NPEANOXEHWEM HECKONbKMX BapuaHToOB U
BesonacHbIX pe3epBHbIX METOAOB, a Takke 6e3onacHoe XpaHeHWe CeKpeTHbIX KIYen u 3awmTy oT obxoda
MFA, obecneveHve yaobctBa MCMONb30BaHMS Yepe3 BO3MOXHOCTb 3arOMMHAHUSA YCTPOWCTB U afanTUBHYHO
MFA, obyyeHne v nogaepxKy nonb3oBatenen ¢ MHopmMupoBaHvem o BaxHocTu MFA v npegoctaBneHvem
WHCTPYKUMI, a Takke NOCTOAHHOE COBEPLUEHCTBOBAHNE Yepe3 MOHUTOPWIHI, perynspHoe obHOBNEeHNe 1 ayant
6esonacHocTn. BHegpeHne MFA nomoraeT npegoTBpatuUTb atakM C MCMOMNb30BaHWEM YKPaOEHHbIX YYETHbLIX
OaHHbIX, PULLKHF, aTaku Tuna "4enoBek nocepeauHe", atakm Ha CeaHCbl U BHYTPEHHUE Yrpo3bl, 3HAYUTENBHO
nosblwas 6esonacHocTb Beb-cavTa.
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