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Hayunwiii pyxoeodumens: botinpag O.B. — kanouoam mexHu4eckux Hayx, 3a6e0youuti kagpeopoi

s3auumol UHOOPMAYULY, OoYeHm

Annoraims. B Matepranax /1okiaia IpeIcTaBIeHbI pe3ybTaThl aHam3a yrpos IP Spoofing, poBeieHHOTO ¢ HCMOJIE30BaHHeM
cumysstropa GNS3. 11 IpoBeeHUsT YKa3aHHOTO aHaI|3a ObLT pa3paboTaH BUPTYaILHBIN MAKET, COCTOSIIIHM 13 YCTPOHCTB
HapyIIHTEEL, NeJIeBOTO YCTPOHCTBA M MapIIpyTH3aTopa. MccenoBanue cocTosuio U3 onucanus nposefenus IP Spoofing, a Tatoke
TIOCTIS/ICTBSI KHOSpaTAKH [UIs1 Oe30IIaCHOCTH CeTH. B pesynbTaTe aHam3a GbUTH NPSIJIONKEHB] PeKOMEHIAIAN JULS ITOBBIITSHUS
VPOBHSI 3AIUIIIEHHOCTH HHMOPMAITHOHHBIX CHCTeM. [0y TeHHbIe pesy IbTaThl MOT'YT ObITh ITOJIC3HBI JUBI CHEIUATHCTOB B 00IACTH
3aIMUTHL HHYOPMAIMH U pa3paboTKH 5h(eKTHBHBIX Mep 110 IPEIOTBPAIISHHUIO ITONOOHBIX YIPO3, 4 TAKKE [T YITyIIeHHS
6e30IIaCHOCTH CeTeBBIX KOMMYHHKAITHHL.

Kmouessle ciioBa. Cetepble kubepartaku, [P Spoofing, GNS3, VMware, iptables, Wireshark.

Beenenne. Ilpotoxon IP mnpemHasHaueH st oOecredeHWsi coemuHeHust XocToB. IIpoTokon
obecrieunBaer mepenady OJIOKOB NAaHHBIX, HA3bIBAEMBIX AEHTarpaMMaMd MEXKIy OTIIPAaBHTEIEM H
TIOJTy9aTesIeM, Y3JIbl KOTOPBIX UISHTH(HULMPYIOTCS aapecaMu (puKcupoBaHHOH anmmHbL Ha pucynke 1
nokasas (popmar 3aronoska makera IP.
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Pucynok 1 — @opwmar 3aronoska nakera IP

B nomsix Source Address u Destination Address yka3pIBaroTcst agpeca HCTOUHUKA U HA3HAUSHUSL.

AxTyanpHOCTE TIpoOnemMel cereBoii araku IP Spoofing ocraercss BbICOKOH H3-3a HCIOJIB30BAHUS
HAPYIIUTEISIMU [Tl OHJIAHH-MOLIEHHUYECTBA, KPAXHM JIMYHBIX JAHHBIX W HApYIIEHUs pabOThI
KOPITOPATHBHBIX BEO-CATOB M cepBepoB. Tarske Takas araka sBJsieTCsl OCHOBOH apyrux arak (DDoS,
MITM u wmackupoBka OoTrer-ycTpoiictB). B xome mposemenmst IP Spoofing anpec ucrodHmka
HAPYLIUTENs] MEHSAETCSl Ha TIOAETbHBIN, 4TOOBI CKPBITh peayibHbIN IP-ampec M co3mare BHAMMOCTH

JIETMTUMHOI'O IOAKJIHOYCHUA K CETU.
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Lenp naHHOH Hay4HOW paboThI COCTOsIA B aHaM3e 3(PQPEKTHBHOCTH METOAOB 3alUTHI OT yrpo3 IP
Spoofing. [TpakTrdeckas 3HAUMMOCTb PE3YJIBTATOB JAHHOTO UCCIIENOBAHHUS COCTOUT B BO3MOKHOCTH HX
NPUMEHEHHST B LENAX MOBBIIEHUS 3(P(EeKTUBHOCTH aliropuTMOB (PUIBTPALMM TTAKETOB U CO3IAHUS
COBPEMEHHbBIX CUCTEM IPEAOTBPALLEH S aTaK.

OcHoBHAas1 YacTb. JJ1s1 M3ydeHus: MpUHUMIOB nepenayun [P-makeToB Oblia CO31aHa JIOKAJIBHASI CETh B
BUPTYaJIbHOM TaObOpaTOpHK, IOCTPOSHHOH ¢ UCToTb30BaHueM cumyJisitopa GNS3.

Cxema BupTyaspHON Jaboparopun, noctpoenHoit B GNS3, npuBenena Ha pucyake 2. B ee cocras
BXOZIUT CJIeNyroLIee 000pyIOBaHue:

— maprpytusarop Cisco ¢7200;

— kommytarop (Swith1);

— kommbrotep HapymuTessi ¢ OC Alpine Linux (AlpineLinux);

— xommbroTep skepTBbl ¢ OC Alpine Linux (AlpineLinux-victim);

— xommbroTep ¢ orpanndennaoit OC (VPCS).

R1

Switch1

PC1

\A'Pineunux-vicﬁm

192.168.2.2/24

192.168.1.2/24

AlpinéLinux

4"

192.168.3.2/24

Pucynok 2 — Cxema BUpTYaJIbHOH J1a00paTOpHH, MOCTPOSHHON
¢ ucnoJib3oBaHueM cumyJsitopa GNS3

B pamkax uccnenosanusi ObIT pacCMOTPEH creHapuii ¢ nmoameHol [P-anpeca u nposenennem DDoS-
araku Ha ycTpoictBo ¢ orpannuenHoi OC. s npoenenus: kubepataku HEOOXOIMMO U3MEHHUTH [P-
anpec uepes m3MeHeHue 3HaueHust nonst Source Address B 3aromoBke IP-makera. B Tomomormu
nokaneHOM cetu B GNS3 onpenenens! cneayromue [P-anpeca:

1) 192.168.1.2 — ycrpotictso xeptsbl (AlpineLinux-victim);
2) 192.168.3.2 — ycrpoticreo Hapymmurens (AlpineLinux),
3) 192.168.2.2 — ycrpotictso ¢ orpanuuenHoi OC (VPCS).
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Ha ycrpolictBax HapymuTens W LENeBOW MAaIIWHBI ObUT YCTAHOBJIEH WMHCTPYMEHT iptables.
Ha ycrpoiictee AlpineLinux ¢ MOMOIIBIO KOMaHABL, MPEACTABICHHON HAa PUCYHKE 3, ObLI M3MEHEH
IP-anpec ncrounuka B IP-nakerax.

# iptables -t nat -A POSTROUTING -p icmp —] SNAT --to-source 192.168.5.2

Pucynok 3 — Komanna i usMeHenus anpeca HCTouHuka B IP-nakere

Ha pucynke 4 mpuBeneHbl MOJydeHHbIE C MOMOINBIO aHajm3aropa Tpadpuka Wireshark ceenenust o
MaKkeTax, OTMPAaBJIEHHBIX B Xofe peammsaimy ycremHoi DDoS-araku, mpu  kotopoit  Obuta
OCYLIECTBJICHA 3aMEHa afjpeca HCTOUYHHUKA MPH OTIPABKE MAKETOB C YCTPONCTBA HAPYLIUTEJ.

2 2.591342 . 5 5 ICMP 98 Echo (ping) request id=0x0@58, seq=8/0, tt1=63 (reply in 5)
5 2.610314 92. 3 92. § ICMP 98 Echo (ping) reply  id=0x0e5s, /0, ttl=64 (request in 2)
6 227 9 ICMP 70 Destination unreachable ( t e)
ICMP 98 Echo (ping) request id=6x@058, /256, tt1=63 (reply in 8)
ICMP 98 Echo (ping) reply 1d=0x06858, seq=1/256, tt1=64 (request in 7)
ICMP 7 nation unreachable (Host unreachable)
ICMP 9 (ping) request id=0xP858, seq=2/512, tt1=63 (reply in 12)
2 ICHP 98 Eche (ping) reply id=0x0058, seq=2/512, ttl=64 (request in 11)
il - ICMP 7@ Destination unreachable (Host unreachable)
.2 : 2 ICMP 98 Echo (ping) request id=8x@658, seq=3/768, ttl=63 (reply in 15)
15 5.616647 2
1

16 5 306

ICMP 98 Echo (ping) reply i1d=0x0858, seq=3/768, ttl=64 (request in 14)
.2 IcMP 78 Destination unreachable (Host unreachable)

b Frame 5: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
» Ethernet II, Src: Private 66:68:00 (00:5 6 ), Dst: ca:01:4c:fc:00:00 (ca:@1:4c:fc:00:00)
* Internet Protocol Version 4, Src: 192.168.2. t: 192.168.5.2

100 .... = Version: 4

. 9181 = Header Length: 28 bytes (5)

Differentiated Services Field: 8x8@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 84

Identification: @xe8b2 (59570)

x2, Don"t fragment

...0 0000 °0eP eeBd = Fragment Offset: @

Time to Live: 64

Protocol: ICMP (1)

Header Checksum: @xc9al [wvalidation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.2.2

Destination Address: 192.168.5.2

[Stream index: @]
b Internet Control Message Protocol

Pucynok 4 — CenieHust 0 makeTax, OTIIPaBJIEHHBIX B X0f€e peannzauuu yerneiHoi DDoS-ataku

Mertonp! 3amurse ot yrpo3 IP Spoofing BrroUaroT:

— MOHUTOPHHI CE€Tel Ha PeAMET NOAO3PUTENbHON aKTUBHOCTH,
— WCTIOJIb30BAaHNE ayTEHTHU(PUKALIUH,

— UCIOJIb30BAHUE MEKCETEBOrO SKPaHa,

— prurouenne Unicast Reverse Path Forwarding (URPF) Ha maprupyrusaTopax it moucka oOparHoro
MapIIpyTa NaKeTos,
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— OrpaHrYeHue IOCTYIA K CeTEBbIM pecypcam (HacTpoiika access-list).

IMomxon k 3ammure ot yrpo3 IP Spoofing, ocHoBaHHBI Ha ucmoyb3oBaHuu access-list u URPF nHa
MapLIpyTH3aTopax At (prisTpaimu Tpaduka, MPUBEAEH Ha PICYHKE 5.

t1#sh access-list

18 permit ip 192.16 192.168.2 : {4 matches)
28 permit ip 192.16 192.168. 3. € {12 matches)
3@ deny ip any any

p FILTER_TRAFFIC in

ip verify unicast rewverse-path
duplex half

I
interface FastEthernetl/@

ip address 152_.168.1.1 255.255.255.8
ip access-group FILTER_TRAFFIC in

ip verify unicast reverse-path

FastEthernet2/8
addre 52_168. 255.255.255.8
ip verify unicast reverse-path
duplex half

Pucynok 5 — Hacrpoiika access-list 1 mpoBepka MapIipyTa nakera

Mexanmsm padotsl Unicast Reverse Path Forwarding Bkmouaer B cebst mpoBepKy MapinpyTta makera B
TabnuIe MapIIPyTH3ALIIH, €CIIH aIpec UCTOYHHKA BXOMSIIErO MAKeTa CYIIECTBYET, TO OCYIIECTBIISIETCS
MIOMCK OOpaTHBIX MAPLIPYTOB K apecy UCTOYHUKA, €CIN HaiiieH nHTepdeiic, KOTOPBIi COOTBETCTBYET
uHTepdeiicy monyueHus, TO MaKeT IMPOIYCKAeTCs], B THOM ClTydae OTOPaCchIBAETCSL.

Pesynbrare! aHanm3a Tpaduka npy BKIFOYEHHON (PUITBTpaIiy TAKETOB IPUBENIEH HA PUCYHKE 6.

-896275 192.168.5. 192.168.2. ICMP 98 Echo (ping) request id=0xB889, seq=8/8, ttl=63 (reply in 5)
.927704 ; 2. x o ICMP 98 Echo (ping) reply 1d=0x8089, s

112 92 -2 9216 2 ICMP 78 Destination unreachable (Communica admi tively filtered)
915986 . B < 5 ICMP 98 Echo (ping) request id=8x8089, s (reply in 8)
915986 : 2 ' S ICMP 98 Echo (ping) reply i x0089, s (request in 7)
9 9 =

W

o [T

o & oo ~
(VY - BN

9 > 9 5 ICMP 78 Destination unreacha Communice admi tively filtered)
916578 . 5. . 2. ICMP 98 Echo (ping) request i (reply in 11)
916578 5 = . e ICMP 98 Echo (ping) reply i1d=0x8089, s 512, ttl=64 (request in 18)

o
=

12 5 - 9 2.2 ICMP 7@ Destination unreachable (Communica i tively filtered)

14 11.128433 E: 5 = o ICMP 98 Echo (ping) request id=0x0@08a, 3 (reply in 15)

15 11.128433 ICMP 98 Echo (ping) reply id=0x008a, (request in 14)
16 11.156775 LT 2z ICMP 7@ Destination unreachable (Commun Imi vely filtered)
17 12.151722 i .5. 3 A ICMP 98 Echo (ping) request id 3 (reply in 18)
18 12.152712 : - ICMP 98 Echo (ping) reply i1d=0x0088a, =64 (request in 17)
19 12.1 92. ] 192. Pl ICMP 70 Destination unreachable (Communication administratively filtered)

Pucynok 6 — Pesynbrarsl ananmmza tpaduka npu GUIbTPALIH TAKETOB
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3axmouenne. Ha ocHoBe MPOBEACHHDBIX I/ICCJ'IGI[OBaHI/Iﬁ MOJKHO CACIaTh CJICOYIOIIUE BBIBOADBL.

1. Perynsaproe mposenenne ananmmsza 3(Q¢GEKTHBHOCTH METOIOB 3aIUTHI OT yrpo3 HMH(POPMALMOHHON
0€30MacHOCTH SIBJSIETCS BXHBIM MEPOTIPHATHEM, HAINPABICHHBIM HA TOBBIIICHHUE 3aIUIEHHOCTH
UH(POPMAIMOHHBIX CHCTEM.

2. IlpumeHenne Takux TexHosorui, kak (umerpaims tpaduka, Unicast Reverse Path Forwarding, a
TaKKe CIHUCKOB KOHTPOJA pAoctyma obecneunBaeT 3((EKTUBHOE BBIIBICHHE W OJIOKHPOBKY
MOJIENbHBIX TAKETOB, YTO CIOCOOCTBYET 3aliuTe MaHHbIX. HacTpoiika STUX HMHCTPYMEHTOB
NPENOCTaBISIET BO3MOKHOCTh aHAJIM3HUPOBATH CETEBYIO aKTUBHOCTh M pa3pabarbiBath >(PQeKTHBHBIE
MepBI 3aIIUTHI OT yrpo3 kudepataku [P Spoofing.
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Annotation. The article presents the results of an IP Spoofing threat analysis performed using GNS3 simulator. For this analysis, a
virtual mockup consisting of the intruder's devices, target device and router was developed. The study consisted of a description of TP
Spoofing as well as the effects of the cyber-attack on network security. The study's findings yielded recommendations to enhance the

security level of information systems. The results obtained may be of use to information protection specialists, in order that they
might develop effective measures to prevent such threats, as well as for improving the security of network communications.
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