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Annorauusi. B MaTtepvianax goknaga npeacrasneHbl pesynbtarbl aHanmsa yrpos IP Spoofing, npoBeAeHHOro ¢ MCnonb3oBaHMeM cuMyrnsTopa
GNS3. [ns npoBefeHUsl ykasaHHOTO aHanmaa Obin paspaboTaH BUpTyarbHbI MakeT, COCTOSILLMIA U3 YCTPOWCTB HapyLUMTENs, LeneBoro
YCTpOVCTBa U MapLupyTu3atopa. ViccnenoBaHue coctosino w3 onucaHusi npoeeaeHust IP Spoofing, a Taike nocredcTsust kubepatakv anst
6e3onacHocTn ceTn. B pesynbrarte aHanmsa Obinv NpeanioxeHbl pekoMeHAaUumMn s NOBbILEHWS YPOBHS 3aLLMLLEHHOCTU MHAPOPMaLIMOHHBIX
cucteM. MNonyyeHHble pedynbTatbl MOTYT ObITb NOME3HbI Ars CNeLManicToB B 06nacTy 3awmTbl UHGopMaLmn 1 paspaboTkn ahEKTVBHBIX Mep
Mo NPeAoTBPALLEHMO NOAOOHBIX Yrpo3, a TaloKke Ans yny4lleHns 6e30macHOCTY CETEBbIX KOMMYHVKaLIMIA.

Kimouessie cioBa. CeTeBble knbepataky, IP Spoofing, GNS3, VMware, iptables, Wireshark.

Beepenue. [poTtokon IP npegHasHaveH ans obecneyenus coeamHeHuss xoctoB. [lpoTokon obecneunsaet
nepegady 6110KOB AaHHbIX, Ha3blBaeMbIX AenTarpaMmmamMn Mexgy oTnpaBuTeNeM 1 nonyyaTenemM, y3anbl KOTOpbIX
NAEeHTUULMPYIOTCS agpecammn MKCUpoBaHHOW AnnHbl. Ha pycyHke 1 nokasaH chopmat 3aronoska naketa IP.
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Version | IHL | ToS Total Length
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Source Address

Deestination Address

Options I Padding

PucyHok 1 — ®opmam 3acosnoska rakema IP

B nonsx Source Address n Destination Address yka3sbiBatoTca agpeca MCTOYHMKA U Ha3HaYeHWS.

AKTyanbHOCTb Npobnembl ceTeBon ataku IP Spoofing octaeTcs BbICOKOWM M3-3a MCMONb30BaHUSA HapyLLUTENSIMU
AN OHNAaNH-MOLLEHHNYECTBA, KPaXn NUYHbIX JaHHbIX U HapylleHus paboTbl KOpnopaTuBHbIX BeDG-calToB U
cepBepoB. Takke Takas ataka siBnseTcs ocHoBon apyrmx atak (DDoS, MITM 1 mackupoBka 6GOTHET-YCTPOCTB). B
xoge nposedeHusi IP Spoofing agpec uCTouYHMKa HapylMUTENs MEHSIETCS Ha NoagernbHbIA, YTOObl CKPbITh
peanbHbIn IP-agpec 1 co3gatb BUAMMOCTb NEMMTUMHOIO NOAKIOYEHUST K CETU.

Llenb gaHHom HayyHoW paboTbl cocTosna B aHanmuse achdhekTMBHOCTM METOAOB 3awumThl OT yrpo3 IP Spoofing.
npaKTI/I'-IGCKaﬂ 3HA4YMMOCTb pe3ynbTaTtoB AaHHOro uccregoBaHUA COCTOUT B BO3MOXHOCTU UX NMPUMEHEHUA B
Lensx nosbleHns 3heKkTMBHOCTN anroputMoB UMLTPALUN MaKETOB M CO3[aHUA COBPEMEHHBLIX CUCTEM
npenoTBpaLLleHns aTak.

OcHoBHasi 4acTb. [nsi u3yyeHus npuHUMMOB nepedayn |IP-nakeToB Obina co3gaHa nokanbHas ceTb B
BMPTYarnbHOM nabopatopmm, MOCTPOEHHOW C UCMOSb30BaHMEM cumynaTopa GNS3.

68



61-5 Hay4yHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2025 e.
Cxema BupTyansHon nabopatopum, noctpoeHHon B GNS3, npvBegeHa Ha pucyHke 2. B ee coctaB Bxogut

cnepyoLLee obopyaoBaHuve:

— mapwpyTtusatop Cisco ¢7200;

— kommyTaTop (Swithl);

— komnbtoTep Hapywwutens ¢ OC Alpine Linux (AlpineLinux);
— komnbtoTep xepTebl ¢ OC Alpine Linux (AlpineLinux-victim);

— KOMNboTEp ¢ orpaHnyeHHon OC (VPCS).

R1
3 —_ Switch1
PC1 / g \AlpineLinux-\rictim

192.168.2.2/24
192.168.1.2/24

AlpinéLinux

S

192.168.3.2/24

PucyHok 2 — Cxema supmyaribHol rtabopamopuu, nocmpoeHHoU ¢ ucronb3o8aHuem cumynsmopa GNS3

B pamkax uccnegoBaHus Bbin paccMOTpPeH cueHapun ¢ nogmeHon IP-agpeca v nposegeHnem DDoS-atakn Ha
ycTponcteo € orpaHmdeHHon OC. [Ona nposBegeHus kubepatakum Heobxognmo uaMeHuTb |P-agpec uepes
n3MeHeHue 3HadeHus nons Source Address B 3aronoske IP-naketa. B Tononorvm nokansHon cet B GNS3
onpegeneHsl cregyowwme IP-agpeca:

1) 192.168.1.2 — yctporncTso xepTBbl (AlpineLinux-victim);

2) 192.168.3.2 — yctpowcTso HapyLmTens (AlpineLinux);

3) 192.168.2.2 — ycTpowcTBo ¢ orpaHndeHHon OC (VPCS).
Ha ycTtponcTBax HapylumTens v LeneBo MalluvHbl Obin YCTAHOBIEH WHCTPYMEHT iptables. Ha yctponictee
AlpineLinux c NMOMOLLIbHO KOMaHpbl, npeacTaBneHHON Ha pUCyHke 3, Obin N3MEHEH
IP-agpec uctouHuka B IP-naketax.

/ # iptables -t nat -A POSTROUTING -p icmp —'| SNAT --to-source 192.168.5.2

PucyHok 3 — KomaHOa 0risi usmeHeHus1 adpeca UcmoyHuKa 8 IP-nakeme
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Ha pucyHke 4 npuBeaeHbl Nony4veHHble C MOMOLLBI0 aHanusatopa Tpadmka Wireshark ceepeHns o nakertax,

OTMpaBneHHbIX B X0Ae peanusaumm ycnewHon DDoS-aTtaku, npu KoTopo Bbina ocyLlecTBneHa 3ameHa agpeca

WCTOYHMKA NpW OTMNpaBKe MNAKETOB C YCTPOWCTBA HapyLUUTENSI.

.591342 .5. . B 98 Echo (ping) request id
p. 9 98 Echo (ping) reply id=
70 Destination unreachable

98 Echo (ping) request id=

98 Echo (ping) reply id

7@ Destination unreachable

98 Echo (ping) request id

98 Echo (ping) reply id

70 Destination unreachable

Echo (ping) request id

Echo (ping) reply id

estination ur hable

Frame 5: E
Ethernet II, Sr 6:68: 0 9 : :01:4c:fc:00:00 (ca:01:4c:fc:00:00)
Internet Protocol i
0180 .... = Vers H
. 8191 = Header Length 26 bytes (5)
Differentiated Services Field: @x8@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 84
Identification b2 (59570)
Flag @x2, Don't fragment
800 = Fragment Offset: @

Protocol:
Header Check xCE idation disabled]
[Header che status: Unverified]
Source Add 192.168.2.2
Destination Address: 192.168.5.2
[Stream index: @]
Internet Control Message Protocol

-9x0058, seq=0/0, tt1=63 (reply in 5)

=0/@, ttl=64 (request in 2)

0x6658, seq tt1=63 (reply in 8)
-6x0058, seq tt1=64 (request in 7)
(Host unr
=0x0058, seq tt1=63 (reply in 12)
=0xP058, seq tt1=64 (request in 11)

(Host unrea

-0xP858, seq tt1=63 (reply in 15)
=6x0058, se ttl=64 (request in 14)

(Host unrea

PucyHok 4 — CeedeHusi 0 nakemax, omrnpaesieHHbIX 8 xo0e pearnu3ayuu ycriewHol DDoS-amaku

MeTogp! 3awmThl OT yrpo3 IP Spoofing BkntoyatoT:

— MOHWUTOPUHT CETEN Ha NpeaMeT NoA03PUTENBHON aKTUBHOCTY;
— MCMONb30BaHMe ayTeHTUdMKaLuK;

— UCMOMNb30BaHME MEXCETEBOTO IKPaHa;

— BkmtoveHme Unicast Reverse Path Forwarding (URPF) Ha mapLupyTusatopax
NakeToB;

— OorpaHu4eHne JOCTyna K CETEBbIM pecypcam (HacTporika access-list).

Onsi noucka obpaTHOro MapLupyTa

Mogoxon k 3awmrte or yrpo3 IP Spoofing, OCHOBaHHbIM Ha wucnonb3oBaHMM access-list u uRPF Ha

MapLupyTusatopax ans dunstpaummn Tpaduka, npueeaeH Ha pucyHke 5.

Rl#tsh access-list
Extended IP access list FILTER TF"‘FFI'L
18 permit ip 192.168.1.0 ¢
permit ip 192.168.2.0 0.6

255 (4 matches)
55 (12 matches)

deny ip any any (19 matcl _5__}
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intertace FastEthernet

255.255.255.0
oup TRAFFIC in
unicast reverse-path
duplex half
|

68.1.1 255.255.255.0
-group FILTER TRAFFIC in

unicast reverse-path

: ) 5.255.255.08
ip verify i verse-path

duplex half

PucyHok 5 — Hacmpolika access-list u nposepka Mapwpyma rnakema

MexaHunam paboTbl Unicast Reverse Path Forwarding BkntoyaeT B cebsi npoBepky mMapLupyTa naketa B Tabnuue
MapLLpyTU3aLum, ecrnm agpec UCTOYHMKA BXOASLLErO naketa CyLLEeCTBYET, TO OCYLLECTBMAAETCA Nouck obpaTHbIX
MapLLPYTOB K agpecy UCTOYHMKA, eCrnn HaAeH NHTEPENC, KOTOPLIN COOTBETCTBYET MHTEPMENCyY NoMyYeHus, To
nakeT NponyckaeTcs, B MHOM Crlydyae OoTbpackiBaeTcs.

PesynbTtatel aHanmsa Tpadmka npu BKIOYEHHON hmUnbTpaLmm NakeToB NPUBEAEH HA PUCYHKE 6.

2 3.896275 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0x00889, seq=8/6, ttl=63 (reply in 5)

5 3.927764 192.168.2.2 192.168.5.2 ICMP 98 Echo (ping) reply i1d=0x0089, seq=0/6, ttl=64 (request in 2)

6 3.974412 -2.1 192.16 -2 IcMp 7@ Destination unreachable (Communication admini y filtered)
7 4.915986 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0x8089, seq=1/256, ttl=63 (reply in 8)

8 4.915986 192.168.2.2 192.168.5.2 ICMP 98 Echo (ping) reply 1d=0x0089, seq=1/256, ttl=64 (request in 7)
9 4.959386 L2.1 192.168.2.2 ICMP 70 Destination unreachable (Communication admini. tively filtered)
10 5.916578 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0x@089, seq=2/512, ttl=63 (reply in 11)
11 5.916578 192.168.2.2 192.168.5.2 ICMP 98 Echo (ping) reply i1d=0x8889, seq=2/512, ttl=64 (request in 18)
12 5.932284 2 -2.1 192.16 -2 IcMP 78 Destination unreachable (Communication admini tively filtered)
14 11.128433 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0xP@8a, seq=8/8, ttl=63 (reply in 15)

15 11.128433 .2.2 192. 2 ICMP 98 Echo (ping) reply 1d=0x008a, seq=0/06, ttl=64 (request in 14)
16 11.1 5 L2.1 192.168. ICMP 7@ Destination unreachable (Cc ication admini y filtered)
17 12.1 2 .5.2 192. .2 ICMP 98 Echo (ping) request i (reply in 18)
18 12.152712 2.2 192. . ICHP 98 Echo (ping) reply i , st in 17)
19 12.166758 -2.1 192.16: -2 IcMP 70 Destination c n admini filtered)

PucyHok 6 — Pe3ynibmamel aHanu3a mpacdbuka rpu guribmpauyuu rnakemos
3akntoveHune. Ha ocHoBe NpoBeAEHHBIX UCCIEA0BaHNI MOXHO cAenaTthb criedyoLlme BobiBOAb!.

1. PerynspHoe npoBefeHne aHanmusa 3@eKTMBHOCTM MEeTOAO0B 3aliMTbl OT  Yrpo3  MHAOPMaLMOHHON
0es3onacHOCTM  SABMSIETCA  BaXHbIM ~ MEPOMPUSTUEM, HaMPaBMEHHbIM Ha  MOBbIWIEHVE  3ALUMLLEHHOCTU
WHAOPMALIMOHHBIX CUCTEM.

2. MNpvmMeHeHne Taknx TexHOMoruW, kak cunbTpauus Tpaduka, Unicast Reverse Path Forwarding, a Taike
CMMCKOB KOHTPOMs AocTyna obecneunBaeT adpdekTMBHOE BbisIBIiEHNE 1 BNOKMPOBKY NOAAENbHBIX MAKETOB, YTO
cnocobcTByeT 3alumTe OaHHbIX. HacTpomka 3TuxX MHCTPYMEHTOB MpefoCTaBnsieT BO3MOXHOCTb aHanmMsnpoBaTb
CEeTEeBYI0 aKTMBHOCTb U pa3pabaTtbiBaTb aheKTUBHbIE MEpbI 3aLUmMThl OT yrpo3 kubepataku IP Spoofing.
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ANALYSIS OF PROTECTION METHODS AGAINST IP SPOOFING
THREATS USING GNS3
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Annotation. The article presents the results of an IP Spoofing threat analysis performed using GNS3 simulator.
For this analysis, a virtual mockup consisting of the intruder's devices, target device and router was developed. The
study consisted of a description of IP Spoofing as well as the effects of the cyber-attack on network security. The
study's findings yielded recommendations to enhance the security level of information systems. The results
obtained may be of use to information protection specialists, in order that they might develop effective measures to
prevent such threats, as well as for improving the security of network communications.

Keywords. Network cyber-attack, IP Spoofing, GNS3, VMwatre, iptables, Wireshark.
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