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CEKUUA «3ALULUTA UHOPOPMALIUN»

RESEARCH ON SOFTWARE MODULE FOR PROTECTION
OF INFORMATION FROM A LEAKAGE VIA ACOUSTIC CHANNELS
Dai Junyi *
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Minsk, Republic of Belarus
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Annotation. Aiming at the problem of information leakage in acoustic channels, a software module is designed and studied. This module can

effectively reduce the risk of leakage and ensure information security in multiple scenarios, which has important practical value.
Keywords. acoustic channels, sound leakage prevention, software module, information security.
Introduction

With the rapid development of information technology, smart devices are widely popularized, which brings

convenience to people, but also increasingly serious information security issues 1. . Acoustic channels, as a

potential channel for information leakage, have gradually attracted attention2. . The built-in microphones of

smart devices are often in a "monitoring" state, making it very easy for voice information to be stolen through the
acoustic channel, which in turn leads to the risk of privacy leakage. In places such as government, military, and
scientific research institutions that have extremely high requirements for information confidentiality, information
security is of great importance, and once leaked, it will cause serious consequences. Therefore, in order to
effectively respond to these information security threats, it is crucial to design a software module to prevent
information leakage in acoustic channels, which has extremely important practical significance for protecting
personal privacy, corporate trade secrets, and national information security.

To achieve this goal, the following tasks were determined:

— Investigate existing technologies and risks: Study the current acoustic channel information leakage
related technologies, analyze their principles and application scenarios, accurately identify information leakage
risk points, and provide a basis for software design.

— Build software module architecture: Design the overall architecture of the software module, integrate
voice cloning, acoustic interference control and user management functions, and ensure that the architecture is
stable.

— Develop core functional modules: Implement audio management and voice cloning core modules,
ensure audio security management and high-quality voice cloning, and improve information protection
capabilities.

— Test and optimize software performance: Test the software in multiple scenarios, evaluate the anti-
leakage effect and performance, optimize according to the test results, and enhance the practicality and stability
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of the software.

Research on acoustic channel information leakage

1. Acoustic channels and monitoring technology

Acoustic channels use sound waves to transmit information and are widely used in underwater
communications, medical, industrial, and consumer electronics 3. . With the development of technology,
monitoring technology has been evolving from traditional microphone-based monitoring methods to advanced
technologies such as laser microphones and vibration sensors, as well as non-invasive monitoring technologies
such as gyro microphones and visual microphones, which pose a serious threat to privacy 4. .

Different monitoring technologies have their own characteristics. Laser microphones can collect sound
from a long distance, but are greatly affected by the monitoring surface and environmental factors; vibration
sensors can achieve non-line-of-sight monitoring, but the clarity of audio collected in noisy environments is
limited; acoustic sensors are restricted by the environment and microphone quality. In addition, the reliability of
existing countermeasures against monitoring technology needs to be improved.

2. Information leakage risk and protection strategy

Smart device microphones can easily obtain sensitive information of users when collecting environmental
sounds, and malware may also secretly transmit this information through acoustic channels 5. . In the
communication system, if there is a security vulnerability in the transmission of sound signals, attackers can
capture and restore the signals and steal important information. Information leakage will cause serious harm to
individuals, enterprises and national security 6. .

To deal with these risks, acoustic information protection strategies are divided into active protection and
passive protection. Active protection technologies such as active noise interference, acoustic encryption,
dynamic acoustic barriers, and real-time acoustic monitoring and alarm systems block the risk of information
leakage by intervening in the propagation of acoustic signals in real time, but they have problems such as low
energy efficiency, real-time bottlenecks, high-frequency attenuation, and sensor interference 7. .

Passive protection technologies include acoustic stealth technology, physical isolation, environmental
noise protection, and acoustic signal confusion 8. . These technologies reduce risks by designing security
measures, but they also face limitations such as poor low-frequency performance, large space occupation,
environmental dependence, and signal distortion.

Software module design and implementation

1. System design goals and requirements analysis

1.1 Protection scenarios and problem definition

For open office environments, the software module mainly guards against two risks: one is voice feature
leakage, that is, attackers use voice cloning technology to forge user voice features to interfere with the voice
recognition system; the other is voice content leakage, that is, attackers use cloned voices to play meaningless
texts, reducing the recognition accuracy of the voice-to-text system.

1.2 Core functional requirements

The software module has the function of user voice cloning, and voice training is realized through the
Fineshare API. The input is a clear recording uploaded by the user with a sampling rate of more than 1 minute
and 16kHz (supports MP3 format, no more than 50MB). The APl automatically completes voice feature
extraction and cloning model training (about 3 minutes), and outputs cloned audio files (MP3 format).

In terms of acoustic interference control, it provides basic environmental noise (such as rain, cafe
background sound, white noise) and supports volume adjustment; preset meaningless text templates, and use
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cloned timbre to play text randomly in real time.

The user management system covers basic functions such as registration/login, playing public and
private audio library audio, managing private audio, and cloning personal voice.

2. Software module architecture design

2.1 Overall architecture design

The software module adopts a three-layer architecture, including the front-end interaction layer, the back-
end service layer, and the third-party API layer. The front-end interaction layer is responsible for page structure
display and dynamic content rendering, including page templates such as login and registration, which are
implemented through the Jinja2 template engine. CSS is responsible for page style layout, and JavaScript
implements client interaction logic, including modules such as audio playback control and voice cloning
management.

The back-end service layer is based on the Flask application, processes front-end HTTP requests, and
implements business logic and data access management. The routing layer is responsible for processing user
authentication, audio files, user information, voice cloning and other related requests. The storage layer uses
SQLite database to store user information and system configuration, and the file system stores audio files, which
are divided into public audio library, private audio library and cloned voice library.

The third-party API layer provides voice cloning function, processes voice sample conversion and returns
cloned voice files. Each layer interacts through a clear interface to realize functions such as user operation
processing, data transmission and storage, and voice cloning.

2.2 Database Design

The system uses SQLite database and implements data persistence through SQLAlchemy ORM
framework. Database design follows the principle of normalization to ensure data integrity and consistency. The
user model defines the user data structure, including fields such as user ID, user name, password, email,
administrator ID, password reset token and expiration time.

Database configuration is implemented by creating database engine, session and declaring base classes.
The data access layer encapsulates database session management and CRUD operations, including functions
such as obtaining database session, creating users, and querying users by username. The database security
mechanism includes password encryption storage and transaction management to ensure user password
security and atomicity of data operations.

3. Core module implementation

3.1 Audio management module

The audio management module is responsible for the storage, playback and management of audio files.
It adopts a hierarchical design to isolate and manage public noise libraries and private voice libraries. Set the file
storage directory and allowed file extensions, and limit the uploaded file size to 16MB. Get the list of audio files
from the specified directory through the function implementation, and provide an interface for obtaining the
public audio playlist in the web application.

Playback control is implemented through the PlaybackManager class of JavaScript, which supports loop
playback and random playback modes. File upload processing is implemented in the routing of the Flask
application, checking the user login status, whether the file exists, whether the file type is legal, and saving the
file to the user-specific directory to ensure the security and standardization of file upload.

3.2 Voice cloning module

The voice cloning module provides users with voice cloning functions through recording and API
integration. The recording interface is implemented using the VoiceCloneManager class of JavaScript to obtain
the audio stream of the user's media device for recording. Manage sample text and provide multiple preset texts
for user recording. Process voice file upload in the Flask application, create a user-specific directory to save
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files, and handle file name conflicts

Conclusion

This study designed and implemented a software module based on Web application, which can
effectively reduce the risk of information leakage in the acoustic channel, ensure information security in a variety
of scenarios, and has good practicality and flexibility. In the future, the module will continue to be optimized to
further improve its performance and security to better cope with the ever-changing information security
challenges.
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Annotation. FBank (Filter Bank) is a front-end processing algorithm that processes audio in a way similar to the human ear and extracts features
to improve the performance of speech recognition. The system uses an efficient context-aware masking-based network, CAM++, which uses a
densely connected time-delay neural network (D-TDNN) as the backbone and adopts a novel multi-granularity pooling to capture different levels of
context information.Based on the respective advantages of FBank and CAM++ models, this study designs a software for recognizing speaker by

voice and implements the system through pytorch.
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Introduction. Speaker recognition (SR) is a biometric technology that identifies individuals based on

unique vocal characteristics. In recent years, with the rapid development of deep learning technology, speaker
recognition technology has become more and more widely used, for example call center operation, criminal
investigation, smart speaker and robotics, security for phone and other fields.

This thesis focuses on the design and implementation of software for recognizing speaker by voice. This
involves two main aspects: one is selecting and training the model, and the other is designing the front-end
interface.This system is based on the CAM++ model.[1] It includes a convolutional module as the front end and
a D-TDNN as the backbone. Each D-TDNN layer has an improved context-aware mechanism built in, including
multi-granularity pooling to capture speaker characteristics. This reduces the amount of computation and
increases the inference speed. PyQt5 is then used to design an interface that implements registration,
recording, recognition, and other functions, connecting it to the model.

Before training the model, FBank is used to extract features from the training data to simulate the
characteristics of the human ear to improve the accuracy of the model. Experiments were conducted on the CN-
Celeb database of about 1,000 speakers. The preprocessing method used was FBank, and the loss function
was Angular additive margin softmax (AAM-Softmax) loss. The EER of the CAM++ model was 14.73% and the
MIinDCF was 0.41999.

Main Part. In the SR (Speaker Recognition) system, the first step is to extract features. The most
commonly used features in speech-related tasks are MFCC and FBank. This system chooses to use FBank to
extract features from data. The general steps to obtain the FBank features of speech signals are: pre-emphasis,
framing, windowing, short-time Fourier transform (STFT), Mel filtering, etc.

Pre-emphasis strengthens high frequencies because the human vocal tract radiates sound waves
through air, which acts as a signal carrier that both transmits and dissipates energy. As the medium is the carrier
of sound energy, when the size of the sound source is constant, the higher the frequency, the more serious the
loss of sound energy by the medium. It is necessary to divide the audio of indefinite length into small segments
of fixed length. This step is called framing. Generally, 10-30ms is taken as one frame. In order to avoid missing
the signal at the window boundary, there should be frame overlap when offsetting the frame (frames need to
overlap a part). This can avoid too much change in characteristics between frames. The usual choice is 25ms
per frame, and the frame shift is 10ms. For example, our system uses 80-dimensional FBank features extracted
over a 25 ms long window for every 10 ms as input. After framing, the signal is still in the time domain. In order
to extract FBank features, we first need to convert the time domain signal into the frequency domain signal.
Fourier transform can convert the signal from the time domain to the frequency domain. Fourier transform can
be divided into continuous Fourier transform and discrete Fourier transform. Because this system uses digital
audio (not analog audio), discrete Fourier transform is used. The discrete Fourier transform is calculated as
follows:

N
Si(k) = Z x(m)e-T2men/N 1<k<K

n=1

Where x(n) — audio sampling point, N — Number of sampling points.
The specific relationship between Mel frequency and actual frequency is as follows:

f
700Hz

fmet(f) = 2595+ log(1 + )

The hearing characteristics of the human ear are consistent with the growth of the Mel frequency. The
actual frequency is linear below 1000Hz and logarithmic above 1000Hz.
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Usually we set the upper and lower limits of the frequency to shield some unnecessary or noisy frequency

ranges (the lower limit is usually set to around 20 Hz, and the upper limit is half of the audio sampling rate), and
convert it to Mel frequency. Then configure a triangular filter bank of K channels on the Mel frequency axis, and
K is generally 40. The triangular window function is:

(k _fm—l

— 1 Sk<fn
- jff _fm‘,i fr-1 Sk <f,
m = m+1 k "
Ikfm+1 - fm fm = < fm
0 otherwise

Where f,,, — Center frequency of the m filter, k — Frequency index after FFT.

The system's input consisted of 80-bin FBank features computed with a 25 ms window size and 10 ms
frame shift. In addition, two types of data augmentation are applied simultaneously during model training:
synthesizing reverberation effects through room impulse response (RIR)[2], and adding environmental noise
using the MUSAN corpus [3]. Speech, music, and noise from the MUSAN database and RIR are randomly
added to the original training data. The training dataset is augmented twofold by synthesizing reverberation
effects ( RIR) and adding environmental noise (from MUSAN). This increases the amount and diversity of the
existing training data, and achieves a significant improvement for the system[4].

The proposed CAM++ architecture adopts a dual-module design consisting of a front-end convolution
module (FCM) and a D-TDNN backbone. The FCM employs multiple 2D convolutional blocks with residual
connections to effectively capture high-resolution time-frequency representations from the acoustic features.
These feature maps are then flattened along both channel and frequency dimensions before being fed into the
subsequent D-TDNN backbone. The backbone comprises three sequential blocks, each containing stacked D-
TDNN layers enhanced with improved CAM modules. These modules dynamically assign attention weights to
the TDNN layer outputs, enabling network-wide context-aware feature refinement. This hierarchical architecture
allows for comprehensive processing of spectro-temporal patterns while maintaining efficient feature abstraction.

AAM-Softmax (Additive Angular Margin Softmax) is a loss function widely used in speaker recognition
and facial recognition[5]. It is an improved method of Large Margin Softmax series. Its core idea is to increase
the difference between classes and improve the discriminability of features by introducing margin in the angular
space.The formula of AAM-Softmax is as follows:

es~(cos(9yl.+m))

1 N
L= ——Z log — ——
N - g5 (cos(y;+m)) + Z;'l=1,j==yi e€cost;

Where 6, — the angle between the sample x; and the weight vector W, of its true category y;. s — a scaling
factor used to control the effect of the modulus of the feature vector on the loss. m — the angle margin, which is
used to increase the classification difficulty of samples near the decision boundary.

The model evaluation metrics are Equal Error Rate (EER) and Minimum Detection Cost (MinDCF). EER
does not rely on manually set thresholds and directly reflects the inherent distinguishing ability of the model.
EER is the error rate when the False Acceptance Rate (FAR) and the False Rejection Rate (FRR) are equal,
that is:

EER = FAR = FRR
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MInDCF is the value that minimizes the detection cost function (DCF).MinDCF is the minimum value of

DCF under all possible thresholds 6. By adjusting the Cyics/Craiseaiarm 'atio, it can adapt to different scene
requirements. The formula is as follows:

CDet (9) = CMiss X PTarget X PMiss (6) + CFalseAlarm X (1 - PTarget) X PFalseAlarm(e)

Where 6 — decision threshold, €5, — Cost of missed judgment, Crgisea1arm — The cost of misjudgment, Prq;ge¢
— a priori probability of the specified target speaker.

The prediction module can receive audio, resample the audio (16kHz), normalize, extract features. Using

a pre-trained neural network model, a fixed-dimensional speaker recognition vector is extracted. That is, the

feature data is put into the model for inference to obtain a 256-dimensional vector representing the speaker's

voiceprint features, which is stored in the audio database together with the label. This system uses cosine

similarity to calculate the score. The formula is as follows :

A-B _ ?:1141' X B;
IAIIBII VIL(A)? X X, (B)?

similarity = cos(8) =

If the similarity exceeds the set threshold, they are determined to be the same speaker. In speaker
recognition, the system will select the speaker with the highest score and exceeding the threshold as the
recognition result. If it does not exceed the threshold, it will be judged as not recognizing the registered user. In
addition, this system is designed so that each user can register multiple voice samples, and the system will
calculate the average features to improve recognition robustness.

The front-end interface is designed by pyqt5. Users can register speaker recognition information or
perform speaker recognition by recording through the interface. At the same time, the recording length and
judgment threshold can be set. The recognized registration name and confidence will be returned to the
interface. Audio files can also be recognized. By passing the path of the audio file into the system, the system
can recognize it and return the result.

Conclusion. This thesis introduces the design and implementation of a software for recognizing speaker
by voice, which combines deep learning techniques with a PyQt5 front-end interface to achieve robust speaker
recognition through FBank feature extraction, data augmentation, CAM++ model and an optimized AAM-
Softmax loss function. The system shows competitive performance on the CN-Celeb dataset with an EER of
14.73% and a MinDCF of 0.41999, using a combination of convolutional front-end modules and context-aware
D-TDNN layers of the CAM++ architecture to effectively capture speaker features while reducing computational
overhead. By using FBank features to simulate human auditory perception and enhancing model generalization
through data augmentation techniques such as RIR reverberation and MUSAN noise, the system supports
practical applications such as speech registration, real-time recognition, and audio file analysis, and adopts a
threshold-based speaker verification decision mechanism. The PyQt5 interface provides seamless interaction
with configurable parameters for recording, registration, and recognition, thereby fuffilling all software functional
requirements.
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JIMUEH3WPOBAHUE OEATEJIbHOCTU NO 3ALWUTE NMEPCOHAJIbHbIX
OAHHbIX: TPEBOBAHUA U NMPAKTUKA (OCOBEHHOCTHU
JIMLUEH3NWPOBAHUA B KOHTEKCTE COBJIFOOEHUA
3AKOHOOATEIIbCTBA O NEPCOHAJIbHbIX AAHHbIX)

Axpuesa M.P.

Eernopycckuti 2ocydapcmeeHHbIl yHUsepcumem UuHgopMamuKku U paduoaniekKmpoHUKU
2. Munck, Pecriybnuka benapyce

Tyxup A. — CTapLUMi MPENoAaBaTesib KaQELPh! 3aLLMUTbl MHBOPMALIMU

AHHOTAIUS. B yCOI0BMAX CTPEMUATESNBHOTO PA3BUTUS TEXHONOMIA 1 BO3PACTAIOLLIEN N06aM3aLmi 3aLUmMTa NEPCOHANbHBIX JaHHbIX
NPYHUMAET KJIIOYEBOE 3HAYEHWE B HKM3HM COBPEMEHHOro obllecTBa. B paaHHOM paboTe aHanMsupyeTcsl KOMMIEKC MepornpusiTui,
HanpaBs/eHHbIX Ha OXpaHy KOH(MAEHUMANbHOCTY, LEOCTHOCTM M AOCTYMHOCTU MHGOPMaLUMKM, CBSI3aHHOM C MHAMBUAYYMOM. AKTYasbHOCTb
TeMbl 060CHOBaHa TeM (haKTOM, YTO Kaxabll rpaXaaHWH OCTaBfsieT UMdPOBOK cies B pasiMyHbIX cchepax AesTENbHOCTU, KOTOPbI MOXET
6bITb MCMO/Mb30BaH Kak B Liensx obecrieveHnst 6e30macHOCTM M yao6CTBa, Tak M AN MaHWMYNsUMM WM HapyLeHWs MpaB 4enoBeka.
PaccMaTpuBaloTCs COBpPEMEHHbIE Yrpo3bl, CBsi3aHHble C 06paboTKOM NEPCOHaNbHbIX AaHHbIX, Takue Kak KubeprnpecTynHOCTb, YTeuku
MHOPMaLMM U HenpaBOMEPHOE UCMOMb30BaHMe AaHHbIX. MoaYepKUBaAETCS HEOBXOAMMOCTb BHEAPEHUST SPGEKTUBHBIX CUCTEM 3aLLUMTBI,
BK/ItOYas 3aKOHOAATESbHbIE MEpbl, TEXHOOMMM WNdPOBaHUS U NPaKTUKM YNPaBieHUst AaHHbIMKU, YTObbl 06eCcneYnTb He TOMbKO 3almTy
npaB rpaxaaH, HO U KOMM/EKCHY0 6e30MacHOCTb MHOPMaLMOHHOTO MPOCTPaHCTBa B LiefioM. PaboTa MMeeT LeNblo OCBETUTb BAaXKHOCTb
3alWMTbl JIMYHOM WHbOpMaumMU B ycrioBusix UncpoBol TpaHcdopMaumy oBLecTBa M NPeaiokMTb PEKOMEHAALMM MO Y/yULIEHWIO
CYLLECTBYIOLLMX MOAXOA0B K €€ 3alumTe.

KinroueBble ¢JI0Ba: NepCoHarnbHbIE AaHHbIE, 3aALLUMTA AaHHBIX, KOHMOUAEHUMANBHOCTb, LIEMIOCTHOCTb, AOCTYMHOCTb, LMGPOBOI
cnen, nHdopMaLMoHHas 6e30MacHOCTb, rNobanm3aums, TEXHUYECKUI NPOrpecc, KM6EpPMpPeCTynHOCTb, yTeUkn nHdopMaumm, WwindpoBaHue

AaHHbIX

. Beeoenue. B ycnoBusix CTpeMUTENBHOMO TEXHUYECKOrO Nporpecca 1 rnobanmsaumm nHbopMaums o
JIMYHBIX AaHHbIX MpaXxaaH CTaHOBWUTCS Bce boriee ysS3BUMOM. 3alumTa NepcoHasbHbIX AaHHBIX — 3TO KOMIIEKC
MEpPONPUSATUIA, HaNpPaB/EHHbIX Ha obecreyeHne KOHUAEHLMANBHOCTY, LEMOCTHOCTM U AOCTYMNHOCTM
MHOPMaLMK, OTHOCSLLENCS K MHAMBMAYYMY. B cOBpeMeHHbIX peanusix KaXxablii U3 Hac OCTaBNSIET LMGPOBOM
cref, KOTopbli MOXET 6biTb MCMOJIb30BaH Kak B A06poXenaTesibHbIX, Tak U B Hel06pOKaYeCTBEHHbIX LENsX.
MoaToMy achcheKTBHAS 3aluMTa NEPCOHANBHBIX AaHHBIX CTAHOBMTCS HEO6XOANMOCTBIO HE TOMBKO A1
cobnogeHns Npas rpaXkaaH, Ho 1 ans obecneyeHns 6e3onacHOCTM MHGOPMALMOHHOMO NMPOCTPaHCTBa B LIESIOM.
JIMueH3npoBaHme AeTENbHOCTU B 06/1aCTH 3aLUMThI NEPCOHANBHBIX AaHHBIX MIPAeT KIOYEBYHO POJb B
perynnpoBaHum 1ol ccepbl. Hanmumne nMueHsnmn yaoCTOBEPSIET, YTO OpraHM3aLmsl COOTBETCTBYET
YCTaHOB/IEHHBIM 3aKOHOM TpeboBaHUSM M CTaHJapTaM 6e30nacHOCTU, U FOTOBa B35Tb Ha cebs
OTBETCTBEHHOCTb 3a 06paboTKy M 3alUUTY NEPCOHANbHBIX AaHHLIX KMEHTOB. JIMLUEH3MPOBaHME HE TOJIbKO
MOBbLILLAET YPOBEHb AOBEPUS CO CTOPOHbI KIIMEHTOB, HO M CO3AaeT 340POBYI0 KOHKYPEHTHYIO cpeay,
CrocobCTBYA YyULIEHNIO 06LLEN NPAKTUKK 3alUMTbI AaHHBIX B CTpaHe. Lienb AaHHOM CTaTbu — paccMOTPeTb
TpeboBaHMs M NPaKTUKY SIMLEH3MPOBaHNS B cpepe 3alumnTbl NePCOHasIbHbIX AaHHbIX, @ TakoKe BbiSIBUTb
0CO6EHHOCTH M CIIOXKHOCTYM, C KOTOPbIMM CTasIKMBAKOTCS OpraHm3aLmun B npouecce nosyydeHms nmueHsnm. Mol
NpoaHanM3npyeM CyLLECTBYIOLLIEE 3aKOHOAATENbCTBO, NPOoLEeAypPbl IMLEH3NPOBaHMS U UX BINSHUE Ha
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COGJ'I}O.U,eHVIe NpaB rpaxaaH, NoCcraBMB akKLUEHT Ha BaXXHOCTKU KOMIJIEKCHOIO NoaxoAda K 3alluTe nepcoHalibHbIX

[aHHbIX B YCTIOBUSIX COBPEMEHHBIX BbI3OBOB.

Ocnoenas uacme. B Pecnybnuke Benapycb 3alimTy NepCoOHanbHbIX AaHHbLIX perynmpyeT 3akoH oT 7
mMas 2021 roga NQ 87-3 «O 3awmTe nepcoHasibHbIX AaHHLIX». 3TOT 3aKOH OrpeaensieT OCHOBHbIE MPUHLMNGI
06paboTkM AaHHbIX, BKIOYas 3aKOHHOCTb, AOBPOCOBECTHOCTb M MPO3PaqHOCTb, @ Takke MpaBa CyObekToB
JaHHbIX 1 0653aHHOCTV OMNEepaTopoB. 3aKOH BBOAUT Mepbl, Tpebytolume OT OnepaTopoB YETKOro OornpeaeneHns
uenei 06paboTkM, COBMOAEHMS NMPUHLMMNOB MUHMMM3ALUMM OAHHBIX WM YBEAOMEHUS CyObeKTOB O Lensix
06paboTku. Tarke 0603HaYeHbI TPEOGOBAHUS K OpraHM3aLmMn 1 TEXHNYECKON 6e30MacHOCTU AaHHbIX.

locymapCTBEHHbIM HaA30p OCYLLECTBASKOT CreUnanmM3MpoBaHHble OpraHbl, Takve kak MWHMCTEpPCTBO
QHTVMMOHOMOSBLHOMO PEryMpoBaHns M TOProBnW, KOTOpble NPOBEpsoT cobnoaeHne 3aKkoHOAATeNbCTBa U
NNLIEH3UPOBaHKS, a TakKe NPUMEHSIIOT CaHKLMM 3a HapyLueHus. KpoMe Toro, 3aKoH NpeaocTaBnseT cybbekTam
BO3MOXXHOCTb 06paLLaThC B MPaBOOXPAHUTESbHbIE OpraHbl MPY HApyLLEHUN UX NPaB.

JlnueHsupoBaHue B 06nactn 06paboTkv 1 3almTbl NEepPCoHanbHLIX AaHHbIX B Pecnybnuke benapycb —
Ba)KHbIA MPOLIECC, KOTOPbI 0becrneynmBaeT COOTBETCTBME OpraHM3auMi 3aKOHOAATENbHbIM TpeboBaHMSM.
Mpoueaypa nuUEH3npoBaHUS co3aaeT 6e3onacHyto cpesly Anst 06paboTku nepcoHasnbHbIX AaHHbIX U MOBbILIAET
JoBepue rpaxkaaH K KOMMaHUsIM.

OpraHuzaumm, Takme Kak 6aHKu, TeNeKOMMYHWUKAUMOHHbIE KOMMAHWM U MedyupeXxaeHus, npoxoast
JMUEH3VMOHHYIO Mpoueaypy M3-3a 3HauuTenbHoOro obbeMa 0bpabaTbiBaeMblX AaHHbIX. Hanpumep, 6aHku
06s3aHbl  NOMyYaTb fMUeH3uM Ans paboTbl € MEepCoHanbHBbIMM - AAHHBIMW - KIIMEHTOB, @ MeauUMHCKUe
yupexaeHus penatoT 3To Ang cobnofeHns TpeboBaHU MO 3almMTe AaHHbIX O 340poBbe. [py nonyveHun
JMLIEH3M KOMMAHUM CTaNKMBALOTCS C PSAOM Npobnem.

OpHOW M3 MaBHbIX TPYAHOCTEW SIBNSIETCS HEAOCTAaTOYHAsl OCBEAOMIIEHHOCTb O TpeboBaHMsX
3aKoHOZaTeNbCTBa M NpoLeccax JIMLEH3MPOBaHNUS. HacTo opraHM3aumm He 3HAKOT, Kakue AOKYMEHTbI HYXXHbI U
Kakue Larn cnegyet npeanpuHsTs. Taloke HeobXoauMbld ayauT BHYTPEHHEW AOKYMEHTauuuM M MpakTuk
06paboTKK AaHHbIX MOXET TpeboBaTb 3HAUMTENbHBLIX PECYPCOB 1 BPEMEHM.

[ns yCnewHoro noslydeHns NUUEH3UM KOMMaHUAM PEKOMEHAYETCS M3YuMTb 3aKOHOAATENbCTBO U
MoAroTOBUTL HEOOXOAMMYIO AOKYMEHTAUMIO, BKIOYAs BHYTPEHHME MHCTPYKUMM M MOMUTUKY 6e30MacHOCTW.
MpenBapuTenbHbIA ayauT TeKyLMX NpaKTUK 06paboTkM AaHHbLIX Takoke MOMOXET BbisIBUTL Cllabble MecTa.
Ob6yyeHne coTpyaHMKOB 0becnedmT MX OCBEAOMNEHHOCTb O BaXXKHOCTU COBMOAEHUS HOPM 3aKOHOAATeNLCTBA.
KoHCynbTaumsa € aKcnepTamMnm Wnn IopuaNYECKMMM KOHCYNIbTaHTaMN MOXET 3HAUUTENbHO MOBbLICUTD LUAHCHI Ha
YCMELLUHOE MPOXOXAEHNE NIMLIEH3MPOBAHUS.

KoMnnekcHbIi noaxod K MOAroToBKe obecneunt 3heKTUBHYIO AesTeNbHOCTb B 06/1acTy 3aluThl
MepcoHasbHbIX AaHHbIX. OpraHusaumn 06s13aHbl paspabaTbiBaTb BHYTPEHHME WMHCTPYKUMM M MOJIOXKEHWS,
perynvpytowme nopsaok obpaboTkM U 3awmTbl MEPCOHANbHLIX AaHHbLIX. 3TW JIOKasbHble aKTbl AO/MKHbI
onpenensTb npoueaypbl MOSyYEHNs COornacus CyObeKTOB JaHHbIX, MeToabl obecrneveHus 6e30macHoOCTU
nHhopMaLmK, a Takke NpaBuia A0CTyNa K NEPCOHASbHLIM AaHHbIM.

JIOKYMEHTbI TaKKe AO/MKHbI COAEPXKaTb MHCTPYKLMM MO NMPOBEAEHNIO OLIEHOK PUCKOB M pearnpoBaHuto
Ha VMHUMAOEHTbI, CBSI3aHHbIE C YTEUKOW AaHHbIX. BHeapeHWe Takux akToB noMoraeT obecrieunTb cobnogeHue
3aKOHOAATENbCTBA, MWHUMU3MPYET PUCKM M MOBLIWAET YPOBEHb 3alUUTbl MEPCOHASIbHLIX AaHHbIX B
opraHvzauun. JIMueH3MpoBaHME UIPaeT KIYEBYIO POsb B COBMIOAEHNM 3aKOHOAATENBCTBA O MEPCOHAMBHbBIX
[aHHbIX, TaK KaK OHO TpebyeT OT OpraHU3aUMii BbIMOSHEHWS CTPOrvMX TpeboBaHUI U CTaHAApToB B obnactu
06paboTku U 3alMTbl AQHHbIX.

Mpouecc NMUEH3NpOBaHMs MnoMoraeT ybeauTbCs, YTO KOMMaHMM WMEKT HeobxoauMmble Mepbl
6e30MacHOCTK, YTO, B CBOKO OYepeab, CHUKAET PUCKM YTEYEK U HECAHKLMIOHMPOBAHHOIo AoCTyna. B3anMoces3b
MeXay JSMUEH3MPOBAaHMEM WM KA4yeCTBOM 3alUMTbl [AaHHbIX 3aK/NOYaeTCd B TOM, YTO JIMLEH3MPOBaHHbIE
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opraHunsaumnmn 06bI4YHO NpeacTaBnAl0T 6onee BbICOKUI YPOBEHb COOTBETCTBUA TpGGOBaHMFIM 3aKOHOAATeNbCTBa.

OHM 06s13aHbl NPOBOAWTL pPErynsipHble ayauTbl, OBHOBNSTb CBOM BHYTPEHHWE PErNIAMEHTbI M Yy4llaTb
TEXHOJIOMMM 3aLLUMTbI AAHHBIX, YTO CMOCOBCTBYET 60/1ee HAAEXKHOM 3aLumMTe NePCoOHaNbHON MHOpMaLMN.

OTBETCTBEHHOCTb 3@ HapylLeHWe 3aKOHOAATENbCTBA O MEPCOHAsIbHBIX AaHHbIX MOXET BK/OYaTb Kak
AAMUHWUCTPATUBHbIE, TaK W YrofoBHble CaHKUMWM. K HWM OTHOCSTCA LTpadbl, MPUOCTAHOBIEHWE WK
aHHYNIMPOBaHWE SIMLIEH3MI, @ Taloke BO3MOXHblE CyAebHbIE UCKM CO CTOPOHbI CYGbeKTOB AaHHbIX. 3TV Mepbl
NOAYEPKUBAIOT BAXKHOCTb COGMIOAEHMS HOPM  3aliMTbl NEPCOHaNbHOW WMHGOpPMaUMM U CnocobCTByOT
NOBbILLIEHWIO 06LLEV OTBETCTBEHHOCTM B 3TOM 061acTy.

TakvM 06pa3oM, JIMLEH3MPOBaHME SIBNISIETCS  K/IIOYEBLIM  3NIEMEHTOM  0obecriedeHnst  cobntoaeHms
3aKOHOAATENbCTBA O 3alUMTe NEPCOHANbHLIX AaHHbIX, MOAHMMAs YpoBeHb 6e30MacHOCTM U OTBETCTBEHHOCTU
OpraHvsauMi. B panbHeMweM OXWAAeTCs pa3BUTUE 3aKOHOAATENbCTBA C AKLEHTOM Ha COBPEMEHHble
TEXHOJSIOMMN U COOTBETCTBME MEXAYHAPOAHLIM CTaHAapTaM. PekoMeHAyeTcsi 6M3HeCy akTMBHO FOTOBUTLCS K
NMUEH3VPOBAHUIO U BHEAPSTb BHYTPEHHWE pernaMeHTbl, B TO BPEMS Kak OpraHaM BflacTu cieayeT 0B6HOBASTb
3aKOHOAATENBCTBO M MOBLILLATL OCBEAOMIEHHOCTb HACENEHMS O BaXKHOCTY 3aLLMTbI NEPCOHANbHBIX AAHHbIX.
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KOH®UIYPALIUA SIEM-CUCTEMbI WAZUH

BaroHckuii U.A., Xyk K.[., cTyaeHTsl rp. 261401, 261402
besnopycckuii rocyAapCTBEHHbIV YHUBEDCUTET UHGODMATUKI U DEANOSTEKTPDOHUKY,
r. Murck, Pecriy6rmka benapyce
benoycoBa E.C. — kaHA. Tex. HayK, AOLEeHT

AHHOTauuA. B ctatbe nosicHseTca npouecc yctaHoBkM SIEM Wazuh C OTKpbITbIM MCXOAHBIM KOAOM. PacCMOTpeHbl KJIH4YEBbIE 3Tarbl
YCTaHOBKM cUCTeMbl: pasBepTbiBaHne Wazuh Manager Ha cepeepe Ubuntu, cMeHa napons agMMHWCTpaTOpa, YCTAaHOBKA areHTOB Ha
YCTPOICTBAX C onepaumoHHoln cuctemoii Windows 1 HacTpoiika MOHMTOPUHIa XypHanos. Mnatdopma Wazuh obecneunsaeT cbop, aHanms u
BU3yanM3aLMio AaHHbIX 6€30MacHOCTU, YTO MO3BOMSET M3ydaTb METOAbl OBHAPYXKEHWSt Yrpo3, aHa/m3a CoBbiTWA M pearvpoBaHus B
peanbHbiX ycnoBumsx. BHegpeHne SIEM Wazuh cnocobcrByeT (OpMMPOBaHMIO MPaKTUYECKMX HaBblkOB paboTbl C COBPEMEHHbLIMU
MHCTPYMeHTaMu knbepbesonacHocTu.

KnroueBble cnoBa. SIEM, Wazuh, Windows 10, Wazuh Manager.

SIEM (Security Information and Event Management) — cuctema, koTopasi No3BonsieT cobupatb
[aHHble 0 6e30MacHOCTN M3 KOMMOHEHTOB MH(OPMALIMOHHON MHMPACTPYKTYpbl U NPeACTaBNsTb 3TU
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[laHHbIE B BUAE MONE3HON MHGOpMaLMK Yepe3 eanHbi nHTepdeiic [1].

SIEM-nnatdopMbl  MPEACTaBNAOT COBOM  KOMIMIEKCHbIE  PeLUeHNs, 0bbeanHsomne Tpu
OCHOBHbIX YPOBHSI: YpOBeHb cbopa AaHHbIX, YPOBEHb YNPaBEHUst U XPAHEHUS AAHHbIX U YPOBEHb
BM3yanusaumm n pearmpoBaHus.

Ha pblHKe npeactaeneHo 6onblwoe konnuvectBo SIEM-cucteM, oTamuatowmecs crnocobamm
cbopa AaHHbIX, peanu3aumelt pacronoXeHUst U KOHdUrypaumm camon cuctembl. OgHuMKM K3
Hanbonee u3BeCTHbIMM SBNSIOTCS Takne SIEM-peleHusi kak, MaxPotrol pa3paboTaHHasi KoMNaHWewn
Positive Technologies, KUMA (Kaspersky Unified Monitoring and Analysis Platform) pa3spaboTtaHHas
koMnaHuel Jlabopatopus Kacnepckoro u Wazuh paspaboTaHHasi oqHOMMEHHOM KoMnaHue Wazuh
Inc.

Llenb paHHol paboThl 3akntoyaeTcs B 060CHOBaHWMM BHeapeHus SIEM Wazuh B yuebHbIM npouecc Ha
kadeape 3awmTbl MHdOpMaLmK.

Wazuh — nnatdopma 6e30MacHOCTM C OTKPbITBIM WUCXOAHbIM KOAOM Anst OBHapyXeHus yrpos,
MOHWUTOPMHIa LENOCTHOCTY halinoB, aHanm3a JIoroB U COOTBETCTBUS CTaHAapTam [2]. SIEM Wazuh Bkntovaet
areHTbl Ha OKOHEYHbIX YTCPOMCTBab M LEHTPasibHbI cepBep, WHTerpupyembin ¢ ELK ans Busyanusaumm
[aHHBbIX.

Mpouecc ycraHoBkn SIEM Wazuh MoxeT 6bITb OnncaH cneayrowmmm stanamm:

1 YcraHoBka Wazuh Manager. ns ycraHosku Wazuh Manager Ha cepsep Ubuntu Bepcumn 24.02.2 [1]
6bna MCnonb3oBaHa KOMaHZa 3arpy3kM M 3anycka MOMOWHMKA Mo YycraHoBke Wazuh Manager wget
https://packages.wazuh.com/4.11/wazuh-install.sh && sudo bash ./wazuh-install.sh
-a. [lMocne 3aBepLueHNs YCTaHOBKM Ha BbIXOAE NOSIBASIOTCS YYETHbIE AaHHbIE ANt AOCTYyNa K Beb-uHTepcheicy
1 MH(OPMALIMOHHOE COOBLLEHME, YTO YCTAHOBKA MPOLLIA YCMELLHO.

2 CMeHa naponsi Mo ymonyaHuio. [ns cMeHbl Naposst 6bl1 UCMOb30BaH MHCTPYMEHT CMeHbI Naposien
Wazuh. [na ero ucnonb3oBaHus, ero HeobxoaMMo 3arpy3uTb CKPUMT C MOMOLUbIO KOMaHAbl wget wazuh-
passwords-tool.sh https://packages.wazuh.com/
4.11/wazuh-passwords-tool.sh. CKpl/II'IT 3arnycKasncs C NMOMOLLbIO KOMaHAbl bash wazuh-passwords-
tool.sh -u admin -p E58#QHCkn@g423i.

3 YcraHoBka areHTtoB Wazuh. AreHT paboTaeT Ha KOHEYHOM TOYKe U B3aMMOAEWCTBYET C
cepeepoM Wazuh, oTnpaBnssi [AaHHble TMPaKTUUYECKM B pPEeXUME peasibHOro BpeMeHW 4depes
3alnpoBaHHbIN M ayTEHTUMULMPOBAHHBIN KaHan. [ns ycTaHoBKM areHTa Wazuh Ha KOHEYHYHO TOUKY C
onepaunoHHoit cuctemorr Windows10 6bin ckayaH ycTaHoBLMK C pecypca [3]. Mocne ycTtaHoOBKM B
rnMaBHOM MeHIO MporpamMmebl ykasbliBaeTcsi Manager IP, kak nokasaHo Ha puUcyHke 1.

B3 wazuh Agent X
Manage View Help

Wazuh v4.11.1

Agent: DESKTOP-QRSDHSS (001) - any

Status: Running

Manager IP: [192.168.1.105

Authentication key:  |MDAXERFUOUT1AUVITRER

Save | Refresh |

Restarted Revision 41112

PucyHok 1 — FnaBHoe MeHto nporpammbl Wazuh Agent

4 TlpoBepka perucTpaumm areHtoB Ha SIEM Wazuh. Ha pucyHke 2 nokasaHbl MOAK/IOYEHHbIE
AKTUBHbIE areHTbl.
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Agents (2)

PucyHok 2 — MnaBHas cTpaHuua Beb-uHTepdeiica SIEM Wazuh

5 Hactpoiika KoH(Mrypaumm ans MoHuTopuHra annoB >xypHana. ®aiin ossec.conf sBnsercs
OCHOBHbIM (halinioM KoHdurypaumn Ha cepeepe Wazuh u areHte Wazuh. AreHt Wazuh cobupaet
XYPHanbl C KOHTPO/MPYEMbIX KOHEYHbIX TOYEK W MepecblTaeT 3TW XypHanbl Ha cepsep Wazuh ans
aHanuza. ®Pann ossec.conf B onepaunoHHoi cucteme Windows10 Haxoautca no nytu C:\Program Files
(x86)\ossec-agent\ossec.conf. [Mocne ycnewHon HacTpolkn Ha SIEM Wazuh BO3MOXeH npocMoTp
XypHanoB. WHdopMaumio 06 yrposax MOXHO MOAYy4MTb MpU NMOMOLWIM MHCTpyMeHTa Theat Hunting. Ha
pUCyHKe 3 nokasaH npuMep noslyyeHns obwen uHdopmauumM No BUAY, KOJMYECTBY M 3HAYUMMOCTU
yrpo3bl B pa3gene Dashboard Ha SIEM Wazuh, koTopyto 6onee noapobHO MOXHO M3y4uTb pasgene
Events, pucyHok 4.

= w . DESKTOP-JSSOSUE

401 0 0 i

Tem e [ETTET—

PucyHok 3 — PesynbTaT nonyyeHrs obilei HcbopMaumm 06 yrposax Ha SIEM Wazuh
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PucyHok 4 — Pazpen Events SIEM Wazuh

Takvm 06pa3oM, 6biIn NPOAEMOHCTPUPOBAHbI NPOCTaTa M yA06CTBO YCTaHOBKM U KOHdUrypauum SIEM
Wazuh, 4TO noATBEpXKAAET €ro aKTyaslbHOCTb BHEAPEHWs B Y4yebHbIM npouecc Ha kadeape 3aluThbl
MHOpMaLMKM AN pasBUTUS CIEAYIOLIMX HABLIKOB Y CTYAEHTOB:

1 Onpepenenve ysi3BUMOCTEN MHAOPMALIMOHHONM CUCTEMBI C MOMOLLbLIO MiaTdopMbl Wazuh.

2 PaboTa ¢ cucTeMaMm MOHUTOPUHIA W XKypHaNIMpPOBaHUS COBbITUI MHAOPMALIMOHHON CUCTEMBI.

3 YCTpaHeHue BbISIBMIEHHbIX YSI3BUMOCTEN B MHPOPMALIMOHHOW cucTEME.

CnMCcoK Mcnosib30BaHHbIX UCTOYHUKOB:

1 Computer security resource center [3n1ekTpoHHbIV pecypc]. - Pexum AOCTyna:
https.//csrc.nist.govy/glossary/termy/security,_information_and_event_management_tool

2 [nargopma Wazuh [SnextporHHbii pecypc]. — Pexxum goctyna. https.//documentation.wazuh.comy/

3 VcrarnoBumk Wazuh AreHta [SnekTporHsii pecypc]. — https.//documentation.wazuh.comy/current/installation-guide/wazuh-

agent/wazuh-agent-package-windows. htm/

UDC 004.056.53

WAZUH SIEM SYSTEM CONFIGURATION
Bahonski I.A., Zhuk K.D.

Belarusian State University of Informatics and Radioelectronics,
Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), Ass. Prof. of Department of IP
Annotation. This article explains how to deploy the open-source Wazuh SIEM platform. It covers key installation
steps: deploying Wazuh Manager on an Ubuntu server, changing the administrator password, installing agents on
Windows devices, and configuring log monitoring. The Wazuh platform provides collection, analysis, and
visualization of security data, allowing you to study threat detection, event analysis, and response methods in real-
world conditions. Implementing the Wazuh SIEM helps you develop practical skills in working with modern
cybersecurity tools.
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Keywords. SIEM, Wazuh, open source, threat detection, file integrity monitoring, log analysis, ELK, agents,
Ubuntu, Windows 10, Wazuh Manager, installation, ossec.conf configuration, Threat Hunting, Dashboard, Events,
web interface, agent registration, security logs, cybersecurity, information infrastructure, data visualization, threat
management, systems integration.

OULLUHT U AHTUOULLIUHT.KAK 3ALLMTUTD NONb30OBATEJIEU B
KOPNMOPATUBHOWU CPEAE

Ges3bopodos [].B.
Eernopycckuti 2ocydapcmeeHHbIl yHUsepcumem UuHgopMamuKku U paduoaniekmpoHUKU
2. Munck, Pecriybnuka benapyce

Jlamywko M.M.

AHHOTauuA. B ycnoBusx cTpemuTensHOM LindppoBM3aLmMm Bce cChepbl XU3HM, BKMOYAs rocynapCTBEHHbIE M KOPMOPATUBHBIE CTPYKTYPHI,
CTarkvBaroTCs C BO3PacTaloLLMM YnUCToM kubepyrpos. Cpeam HUX OMLLIMHT — OUH U3 Havboree pacnpoCTPaHEHHbIX U 3O(EKTUBHBIX METOO0B
coumanbHo UHXeHepun. B aaHHOM HaydHol paboTe paccMarpuBaloTCsi COBPEMEHHbIE TWMbl (OULLMHIA, METOAbI €ro AETEKTUPOBaHUS U
npeaoTepaLleHns, OCOGEHHOCTM MPOTUBOAEWCTBUS B KOPMOPaTMBHOW W FOCYAApPCTBEHHON cpede, a Takke MepcriekTuBbl pasBuTHst

aHTI/ICbI/ILIJI/IHFOBbIX TexHonoruin. Ocoboe BHUMaHne yaeneHo cneumpwke Yyrpo3 And cunoBbIX CTPYKTYP U MeToAaM UX Helthanmsaumm.

B ycnoBuax ctpemutenbHOM uUMdpoBM3aumMn Bce cdhepbl XKM3HW, BKIHOYas FOCY4APCTBEHHbIE M
KOpriopaTMBHbIE CTPYKTYpPbI, CTankMBaloTCA C BO3pacTaloLmmM YmMcnom knbepyrpos. Cpean HUX ULLIMHE — OAWH
N3 Hambonee pacnpoCTpPaHEHHbIX U 3PPEKTUBHBIX METOAOB COLMANbHON UHXeHepun. B gaHHOM HayyHOM
paboTe paccmaTpyBaloTCs COBPEMEHHbIE TUMbl ULLMHIE, METOAbI €70 AETEKTUPOBaHNS U NPeaoTBpaLLeHus,
0COBGEHHOCTM NPOTUBOAENCTBUS B KOPNOPATUBHOM M rOCYAapCTBEHHON CPee, a TakKe NepPCnekT1Bbl pa3BuTms
AHTUPULINHIOBBIX TexHonormi. Ocoboe BHMMaHWE yaeneHo crneuundurke yrpo3 Ans CUMOBbIX CTPYKTYP W
MeTodaM UX HelTpanusaumun.

Lingpposasi TpaHcopmaumsa 3Ha4MTeNbHO NOBbICKIIA 3aBUCUMOCTb Bu3Heca, rocyaapctea u obLecTsa
OT MH(OPMALMOHHbIX TEXHOMOrM. 3TO caenano  KubeprnpoCTPaHCTBO MPUOPUTETHOM  LENbl  Ans
3roymbliieHHMkoB. OOHOM U3 CaMblX MaCCOBbIX W CIOXHbIX K BbISIBIIEHWMIO Yrpo3 OCTaétca cpuwmHr. Ero
3(PEKTUBHOCTL ODyCroBrieHa TeMm, YTO OH 3KCnyaTMpyeT 4erioBedeckun daktop — [OoBepue,
HELOCTaTOYHY0 OCBEOOMITEHHOCTb, YCTanoCTb, MOBCEAHEBHYI PYTMHY. B OTnnuMe OT TexHuuyeckux aTtak,
ULMHT TpebyeT MMHMMAarbHBLIX PECYPCOB, HO CMNOCOBEH HAHECTM KONOCCarnbHbIV yLiepO.

Ons cunoBbIX CTPyKTYp, Obnagatomux ocobbiM CTaTycoM M obpabaTtbiBalomx 4YyBCTBUTENbHYIO
MHOpMaLMo, PULLMHIOBLIE aTaky MPEeAcTaBnaAlT ocobyko onacHoCTb. VX ycnelHoe npoBegeHue MOXET
MOBMEeYb YTEYKY roCy4apCTBEHHOM TalHbl, HApyLLUEHMEe paboTbl KPUTUHECKN BaXKHbIX CUCTEM M KOMIMPOMETaLUIO
onepaTuBHbLIX MEPONPUATUN.

Oeonounst puLLIKHra:

Vctopuyeckn uLIMHI pa3BMBarncst OT MPUMUTMBHBLIX NUcem ¢ opdhorpacpmyeckumm owmbkamu ao
CIMOXHbIX, NEPCOHANM3NPOBaHHBIX aTak, KOTOpble UCMONb3YT AaHHbIE U3 COLMAarbHbIX CETEN, KOPMOPaTUBHbIX
pecypcoB 1 yTedek. CerogHsi 3royMbILLIIEHHUKN MPUMEHSIIOT METOAbI TapreTpoBaHusi, rMyboKoro nsyveHus
noseneHusi xeptBbl (behavioral profiling), a Tarke TexHonorn deepfake 1 MCKYCCTBEHHbBIV MHTENIIEKT.

Knaccudmkaums pulnHra n ero npusHaku:

- Email-cpmimHr — maccoBasi paccbinika NMcem C BPe4OHOCHBIMM CChINTKAMM UMW BITOXKEHNAMY;

- Spear phishing — aTaks, OpVMEHTUPOBAHHbIE Ha KOHKPETHBIX WL, C MNEPCOHANM3NPOBAHHbLIM
codepkaHuem;

- Whaling — guLIMHI, HaLEeNEeHHbIN Ha PyKOBOAMTENEN U YNPaBIIEHLEB BbICOKOrO YPOBHS;
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- Vishing — TenegoHHble 3BOHKM, MacKMpYHOLLMECS Mo, CYX0bl NOOOEPKKY;

- Smishing — douwmHr Yepe3 SMS 1 Mmeccenaxepl;

- ®apMyHr — nepeHanpaeneHne nonb3oBaTtens Ha danblmeble canTel nocpeactsoM DNS-
OTpaBneHus.

OCHOBHbIE NpU3HaKN pULLIMHTa:

- [laBneHne Ha Nonb3oBaTerns: CPOYHbIE NPOCLObLI, YIPO3bI;

- Owwmbkmn B opdhorpadvu, HeNpyBbIYHAA CTUIMUCTUKE;

- MNoppenbHble agpeca oTnpaBnUTENen U JOMEHHbIE UMEHA;

- 3anpockl KOHPUAEHUManNLHON NHpopmMaLmm.

CwvinoBble BeAOMCTBa SBIMSTCS NPUOPUTETHON LieNbio OMLLIMHIOBLIX KaMMnaHWn 13-3a:

- HanM4ns 3aKpbITon MHpopmaumy;

- CMONb30BaHNS YCTAPEBLUMX KaHaroB CBS3N;

- OrPaHNYeHHOro YPOBHS LIMCPPOBOI FPaMOTHOCTM Y OTAESbHBLIX COTPYAHUKOB;

- CNMOXHOCTM MHOFOYPOBHEBOW CTPYKTYpbI M pacnpeaenéHHOCTN CUCTEM YNPaBneHus.

TunoBble cLeHapun aTak BKIOYatoT:

- pacchInKy BPEAOHOCHbIX MMCEM C TEMaMU NPUKA30B M PacropsiKeHUI;

- UMUTaLMIO 0BpaLLEeHNIA OT BbILLECTOSALLMX MHCTAHLIMN;

- (hanbcudmKaLmio MMCEM U3 rOCY4APCTBEHHbBIX CTPYKTYP.

MeToap! 3awmThl U TEXHONOMMM aHTUULLINHIA

- AyTeHTudmkauma n wudposanve: BHegpeHne S/IMIME, TLS, aByxdakTopHon ayTeHTUdkauuu;

- Npoeepka otnpasutenen (SPF, DKIM, DMARC): npegorepalleHve nogaenku 40MEHOB;

- SIEM-cucTeMbl 1 NOBEAEHYECKNI aHANKU3: 0OHapyXeHne aHOMasuin Ha OCHOBE J10rOB;

- OBHOBMEHWE aHTUBUPYCOB 1 NPOKCU-OUIBETPOB: CBOEBPEMEHHASA PeaKLMs Ha HOBbIE YrpO3bl;

- N3onauus cpeabl BbiNonHeHWs BrioxeHun (sandboxing).

[JononHutenbHbIe NPeAnoXeHNs MO YCUNEHNIO 3aLLMUThI:

- BHegpeHve aBTOMATM3MPOBAHHLIX CUCTEM OOHapy>XeHuUs duMHra Ha OCHOBE HenpoceTen,
CNOCOBHBIX aganTMPOBaTLCA K HOBbIM MaTTepHam yrpos;

- Vcnonb3oBaHne honeypot-mexaHuaMoB ANs aHanvM3a MOBedEeHWs aTaKylolMX W BbiSBEeHUs
WCTOYHWKOB (PULLIMHIOBbLIX aTak;

- Co3gaHne MexBegOMCTBEHHbIX LIEHTPOB ObICTPOro pearMpoBaHus Ha OULLMHIOBLIE MHUMAEHTHI C
BO3MOXXHOCTbBIO OnepaTUBHOro obmMeHa HdopMaLmen;

- Paspabotka cneuvanuavpoBaHHbLIX peleHWn And MOOWMbHbLIX  YCTPOWCTB,  BKIOYas
aHTUPULINHIOBLIE (PUILTPLI HA YPOBHE ONepaLoOHHON CUCTEMBI;

- BHegpeHune knbepyyeHuii ¢ ookyCoM Ha UMUTaLMIO PULLMHIOBLIX CLEHapueB Ans hopMmMpoBaHus
YCTOMYMBBIX MOBEAEHYECKNX HABBIKOB Y COTPYOHUKOB.

Knto4eBbiM (hakTOpOM YCTOMYMBOCTU K (PULLMHIY SIBMISIETCA CO3HaTENbHOE MoBedeHue COTPYAHUKOB.
[ns aToro Heobxoanmo:

- perynsipHoe NpoBeAEeHNE TPEHMHIOB U TECTOB C 3NieMEHTaMM renmmndmKaLmnu;

- hOpMMPOBAHNE KaHAITOB ONepaTUBHOIO OMOBELLEHUS] U OTYETHOCTU O NOAO3PUTENBHBIX MNCbMAX;

- pasBuTME KyNnbTypbl KNOEp6Ee30nacHOCTM 1 0OpaTHOM CBA3U BHYTPY NOAPA3aENeHUA.

Mo panHbiM ENISA, B 2023 rogy dwvwumHr ctan npuyamHon 6onee 36% BCEX WHUMOEHTOB
nHdopmarmoHHon GesonacHoctn B EC. B Poccun, no otyétam ®CTOK, okono 40% artak Ha rocopraHbl
CBsi3aHbl C PULLMHIOBLIMM MUCbMaMW. JTO NOATBEPXKAAET BbICOKYHO aKTyarnbHOCTb TEMBI.

Byayulee aHTUULLNHIA CBA3aHO C:

- npumeHeHneM VIV onsa aHannsa aHoMarbHOro NOBEAEHWS NOnb3oBaTenen;

- HTerpawmen aHTuguLInHra B apxutektypy Zero Trust;

- pasBuTMEM noBefeH4eckon aHanutukm (UEBA);
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- 3aLUUTON OT rOfIOCOBbLIX 1 BUAEOXENKOB;

- MeXXayHapoaHbIM 0OMEeHOM AaHHbIMM O (bI/ILLII/IHFOBbIX AJOMEeHax n IP-ap,pecax;

- BHegpeHnEM UHTENTIEeKTyalbHbIX MOMOLLHUKOB N CUCTEM o6yqu|/|ﬂ.

OUWNHIT — 3TO BbI3OB, KOTOprVI Tpe6yeT MexamcunniiMHapHoro noaxoaa. Tonbko KOMMMEKCHbIE
Mepbl, CcoYeTarwmne TEXHONOMM1, pernameHTbl ” 06y‘-IeHl/Ie, MOryT rapaHTupoBaTb yCTOVI‘-WIBOCTb K
(*)VILIJVIHFOBbIM yrposam. B yCcnoBuax pocTta FI/I6pI/1D,HbIX yrpos un aktmsmsaunn BHELIHEro BMeLlaTenbCTBa,
0COBGEHHO AN CUMOBbIX CTPYKTYp, TEMa aHTM(bMLIJVIHFa CTaHOBUTCA BOMPOCOM He TOJ1bKO I/IH(*)OpMaLI,I/IOHHOIZ,
HO 1 HaLMoHanbHoM 6e30nacHOCTy.

Crnucok ucrnosib308aHHbIX UCMOYHUKOS:

1. IBM Security Data Breach Report 2024.

. ENISA Threat Landscape 2023.

. Verizon Data Breach Investigations Report (DBIR) 2023.

. Bruce Schneier, "Secrets and Lies: Digital Security in a Networked World."

. ConosbéB A.B., "MIHopmaumoHHasa 6e3onacHocTb: YuebHoe nocobue." — M.: Mndpa-M, 2022.
. Anti-Phishing Working Group Reports.

. OWASP Phishing Awareness Guide.

. NIST SP 800-61: Computer Security Incident Handling Guide.

. ®CTOK Poccun. Metoguyeckme pekomeHgaumm no obecneveHnto sawmnTbl MHpopmaumm.
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AHANU3 NMPOLIECCOB MOAYNALMU U AEMOAYNALMU B CUCTEME
TEJIEKOMMYHUKALIUA

bBuiomen E.A., Maxapens E.A., cmyodenmoi ep. 361401

benopycckuii 2ocyoapcmeennviii ynusepcumem uHgopmMamuxy U paouod1eKmpoHUKU

2. Munck, Pecnybnuxa berapyco
Qumvuenrosa T.M. — cm. npenooasamens kagp. 31

AHHOTaums. AHanu3 NpoLeccoB MOAyNsILMK U AEMOOYNSALMU B CUCTEME TENEKOMMYHUKaLIMIA NPeacTaBnsieT cobol nccnenosaHue,
B Xo4e KOTOpOoro Obifiv paccMOTpeHbl MeToabl (hOpMUPOBaHMS, MOAYNSLUM WM NocrneaytoLlel AemMoaynaumMM paguoMmnynbca ¢ Lesbho
BbIJENEHNsI UCXOOHOW ornbatolleli curHana. B paboTe ucnonb3oBanack nporpammHasi peanusaumsi Ha s3blike Python, nossonstoluas
cMofenvpoBaTtb Kak criekTpanbHoe npeobpasoBaHve, Tak M BO3AENCTBUE PasfnMyYHbIX (UIIbTPOB, YTO KPUTUYECKUM BaXHO ANsi 3adad

LMbpoBOit 06paBGOTKM CUrHAMOB B TENIEKOMMYHUKALIMOHHBLIX CUCTEMAaX.

KntoueBble cnoBa. AMmnuTygHas Moaynsaums, aemogynsums, Python, cnektp curHana, dunetp Yebbiwesa, dunbTp batTepsopra,

HbicTpoe NnpeobpasoBaHne Pypbe.

MareMaTH4ecKoe MOZICIMPOBAHUEC TIIO3BOJIACT IMPOBECTU HCCICAOBAHHUC MOAYJIIAIUNA U
ACMOAYJSIIUN CUTHAJIOB B CUCTEMAX TGHCKOMMYHHKaHHﬁ. 10T METOA OTHOCUTCA K TCOPETUUICCKHUM U
XapaKTCpU3YyCTCA CICAYOIIUMHA JOCTOMHCTBAMM: 1) HC HY)KHA MPAKTUYICCKasA pcain3anus YCTpOﬁCTB
U1 UX  OCYLICCTBJICHUA (3TO COKpamactT 3KOHOMHUYCCKUC BaT'paTBI); 2) €CTb BO3MOXXHOCTH
HUMUTHUPOBATL PA3HBIC YCIIOBUA pa6OTLI HCCIICIYCMBIX YCTpOﬁCTB CUCTEM TGHGKOMMYHI/IKaLII/Iﬁ (BTO
TMO3BOJIACT IMTPOU3BECTU OLICHKY KAaUCCTBA U 3(b(beKTHBHOCTL CI/ICTCMLI).

HCJ'IL JIaHHO Hay‘IHO-HCCHCI[OBaTCHBCKOﬁ pa6OTLIZ MPOBCCTH aHAJIM3 MIPOLCCCOB MOAYJIIALINU U
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JEMOAYJSILIMA B CUCTEME TEJIEKOMMYHHUKALMK IOCPEICTBAM MAaTEMaTU4YECKOTO MOJIEIUPOBAHUS.
3amaun 1aHHOUM paboThI: 1) MPOBECTH TEOPETUIECKOE UCCIICIOBAHUE MPOIECcCa MOAYIISIIMU 10 CXEME,
MIPEJICTaBICHHOW Ha pucyHKe 1, 2) BBIIIOJIHUTh MaTeMaTH4YeCKOC MOJACIMPOBAHUC IIpolecca
JCMOIYIIAIN.

Si(?) S(7)

S Z(T)'

Pucynox 1 — Cxema amnaunyoHot Mooyasyuu

WcxonHble TaHHbIE 7151 MOJICTUPOBAHUS:
— curHai Si(?) — noJe3HbI HHPOPMAIIMOHHBIM CUTHA:

T
A |t SE

Sl(t) = T’ ]_)
0, |t] >E

rIe A — aMIDIATY/Ia paTHoOUMITYJIbca; T — MEPHO paJuOUMITYJIbCA.
— curHai S:(t) — Hecylee KojiebaHue:

S, (t) = cos(2mfyt) 2)

rne  fp—dacrora Hecyliero KojieOaHusl.
— BBINOJIHEHHE YcaoBus 2fo >> 1/T,
— fo = 10 I'r (wacToTa Hecylero cUrHana);
— A =1 B (ammmuTyna paIuonMITyJibca);

— T =1 ¢ (mepuoa pagrouMITyJIbCa);

— f; = 1000 ' (yacToTa MUCKpETH3aIuH, [Uis mpeoOpasoBaHuii Dypke).

Takoit meron MOIYJIAIMHM JOJDKEH, COTJIACHO TEOPHUH, MPUBOAUTH K PACIICILICHHUIO
CIIEKTPAILHOM TIOTHOCTH HMMITYJIbCA Ha JIBE€ YacTH, KOTOPbIE CMEHIAIOTCS Ha 4acTOThl +f;, 4TO
MOJITBEPXKJIACTCS MOJYYCHHOW HAMHU BU3yallM3allMel CIIEKTPOB, IOCTPOCHHBIX C MOMOIIU OBICTPOTO
npeo6pazoBanust Dypee (FFT) (pucynok 2) [1].

s A 025 Ill === 10 = 10.0 HZ
=== 10 =-10,0 Hz

éum i "

|
i | i
00 b NN | TVAAAAA A~ 000 me\/W'J ! lnv“v\/vw_f Y| ‘ V'I'\ANWVW

10 20 20 10 o 10 20
Yacrota (fu) HacToTa (Fu)

a o

a — cnexmp paououmnyivca Sit); 6 — cnekmp mooynuposanto2o cuehana S(t);

13
guz ’

-20 -10

Pucynox 2 — Cxema amnnumyoHou Mooyisyuu

JleMonynsiys OCYILECTBISIETCS. TIOCPEACTBOM IOBTOPHOTO YMHOXKEHHUSI MOAYJIUPOBAHHOIO
CHTHaJla Ha HECYLIUM CUI'HAJ, YTO MPUBOAUT K IOSBIEHHUIO KaK IOJIE3HOW COCTaBIIAIOLIEH, TaK U Ia-
Pa3UTHBIX KOMIIOHEHT (PUCYHOK 3), UX MOXKHO YBUJIETh Ha yacToTax 2fo (B Hamem ciydae +20 I'm).
JI71s1 BOCCTaHOBJIEHUSI MCXOAHOTO CUTHAJIA MPUMEHSETCS (PUIIbTPALUsl C TIOMOILBIO (PUITBTPOB HIPKHUX
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HacCToOT.

YacToTa (Fu)
Pucynox 3 — Cnexmp cuenana nocie 0emooynsyuu
B pabote Obum ucnonp30oBaHbl aBa Tuma ¢GuibTpoB — (uistp barrepBopra u QuiisTp

YeOnImeBa mepBoro poja — ¢ MOPSAKOM 4 M 4acTOTOM cpes3a, paBHOM Hecymier fo, AUX ¢uinbTpoB
MIPEJICTaBIICHbl Ha PUCYHKE 4.

— BatTepsopt
uebilues
~=-- “acrora cpesa (10.0 Fu)
+++ -3 BB (rpanwua npenyckanns) -
-+ 20 06 (06nacTs noaasnerng)

Amnnutyna (a6)
)

Yacrota (Fu)

Pucynox 4 — AYX ¢hunompos bammepsopma u Yebviuesa

CurHaebl, OJTy4YEHHbIE MTOCTIEe JEMOAYIISIMU U (GUIBTPALIMU NPUBEICHBI Ha pUCYHKE 5. MOKHO
3aMEeTHUTh, YTO BOCCTAHOBJICHHBIA cUrHaN mocie (uiabrpa YeObimieBa uMeeT OOJBIIYIO PsiOb, IO
cpaBHEHHUIO ¢ (QuiubTpaneld barrepBopra. D10 sBIeHHWE HampsMyro cBs3aHo ¢ AUX (GuibTpoB
(pucynok 4). Ha rpaduke AUX ¢unbprpa UeObleBa ecTh He3HAYUTEIbHBIE KOJICOAHUS 10 YaCTOTHI
cpesa. OToT BUA (PUIBTPa OKa3hIBAET MEHBILCE MOJABICHUE YaCTOT CPasy IOCIE YaCTOThI Cpe3a.
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a — 8U0 0eMOOYIUPOBAHO20 cusHand ¢ hunbmpom bammepeopma; 6 — 6uo demooynuposaroeo cucnaia ¢ pursmpom Yebwvluesa,

Pucynox 5 — Cuznanvl nocie demooynsayuu u purempayuu

B mporpammHO# peanu3anu Bce 3Tarbl — OT (OPMHUPOBAHUS MCXOTHOIO MPSIMOYTOJBHOTO
UMITYJIbCa JIO BBIYMCIICHUS CIEKTPAIBHBIX IUIOTHOCTEH M BU3YyalIM3allMM BPEMEHHBIX M YaCTOTHBIX
XapaKTepUCTHK — ObUTM pealn30BaHbl ¢ UCHOJIb30BaHHeM Onbnmmorekn NumPy u makera matplotlib.
JInst aHanM3a CIIEKTPOB MCIONB30BalIach ObIcTpoe mpeobpazoBanne Pypbe (FFT), a BeraucieHHbIC
CIIEKTPbl KOPPEKTHO IEHTpUpoBaKch ¢ momoinsto fiitshift (moctpoenme crexTpa OTHOCHTENIBHO
HYJIeBOM YacToThl) [2].

Hamu Oblna ycraHOBJIE€HAa 3aBHCUMOCTh KOHEYHOI'O pe3ylbTara JEMOIYISIMUA B CIydasx
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ucrionp3oBanus Gyakuuii lfilter u filtfilt. [lepBeiii Bapuant naér ¢azoBble UCKAXKEHUS, HO OTPAXKAET
PEATUCTUYHYIO PadOTY CUCTEMBI, BTOPOI — yCTpaHsieT cIBUT (a3bl 1 JaéT OoJee TiaaKuil pe3ysbTar,
YTO TO3BOJISIET JIY4Ill€ CpPaBHUBATh CUTHAIBI (0 W TMOCHe JeMonyssiiuu). B manHolt HaydyHO-
HCCIeI0BaTeNIbCKOM paboTe MBI MpuBENH pe3ynbTathl Juisi ciydas filtfilt ma pucynke 5, a Ha
pucynke 6 — s Ifilter.

CpasHenue V(t) u S1(t) (BaTTepsopT) CpasHenne V(t) u S1(t) (Heboiwes)

AMnnuTysa
AMNUTYAE

== WCXoMHBIA cArHan S1(t) —== WCXoAHBIA CUTHan S1(t)
0.0 LOemonynuposanHeli curian V(t) (6aTTepeopT) = 0.0 curHan vit) (Yebriwes) A=y===

- - - - . - - - . . . - . . - * T T
-1.00 -0.75 -0.50 -0.25 0.00 0.25 0.50 0.75 1.00 -1.00 -0.75 -0.50 -0.25 0.00 0.25 0.50 0.75 1.00

nnnnnn ey Anaua (e}

a 6
a — 6u0 0eMOOYIUPOBAHO20 CUcHAla ¢ hunbmpom bammepsopma, 6 — 6uo demoOyIUposanoeo cueHana ¢ unbmpom Yedviuesa,

Pucynox 6 — Cuenanvl nocie 0emooynsyuu u Qpunempayuu ¢ ucnonviosanuem @yuxkyuu lfilter

CpaBHUTENBHBIN aHATN3 (QUIBTPAMU TPOBOJUICS ITOCPESICTBOM BBIYHCIICHHS CPETHEKBAJI-
parnyHoi ommbku (MSE) u MakcuMalibHON OIIMOKKA MEX/1y BOCCTAHOBJICHHBIM CHTHAJIOM U HUCXO/I-
HBIM TIPSMOYTOJIEHBIM UMITYJIbcOM. [loTydeHHbIe pe3yapTaThl IOKa3au, 4To o0a GuibTpa — Kak bar-
TepBOpTa, Tak U YeObIeBa — CIIOCOOHBI B JIOCTATOYHOW MEpE BBIACTUTH OTHOAOIIYIO, OHAKO
¢uneTp barrepBopTra MpOAEMOHCTPUpPOBATT OOJiee TIAIKYH0 AMIUTUTYAHO-9aCTOTHYIO XapaKTepuc-
THKY, 4YTO OO0ecreYrBaeT MEHee BBIPAKEHHBbIE HCKaKeHUs (OpMBI UMMyibca (PUCYHOK 5, 6).
[Tonmy4yeHHble 3HAYEHUS OIIUOOK:

— cpennekBanparuyHas omuoka (MSE) nis barrepopra pasna 0,129629;

— MakcuMaJbHas ommoOka it barrepopra pasna 0,750481;

— cpennekBaaparuuHas omuoka (MSE) mst YeOsnmea pasHa 0,156025;

— MakcuMasbHas ommoOka st Yeorsimea pasHa 0,778497.

Taxum 00pa3zoMm, BBINIOJIHEHHOE HCCIIEIOBAHUE IMOJATBEPIKIAET, YTO BHIOpaHHAs cCXeMa MOJIY-
JSIIUW U IEMOAYIISIUH siBiisieTcs 9(h(deKTUBHOM 171t 3314 BbIJeIeHus: orubarorieil. Peani3oBanHblit
Ha Python koa mpoaeMOHCTpHpPOBaNT BO3MOKHOCTH IMPOBENCHUS KOMIUIEKCHOTO aHalu3a Kak BO
BPEMEHHOM, TaKk M B YaCTOTHOW OONACTSIX, a TaKkkKe MO3BOJIJI OLIEHUTh Ka4eCTBO (PUIBTPALUH C
y4€TOM BIUSIHUSA TTApaMeTpoB (pritbTpa.

CRrucok ucnonb308aHHbIX UCIOUHUKOB
1. Cmewgenue cnekmpa cucnana [Onexmpounviii pecypc]. Pescum Odocmyna: https://studfile.net/preview/8761054/page:7/. Jama oocmyna:
10.03.2024.
2. filtfilt — SciPy v1.15.2 Manual /Orexmponnwui pecypc]. Pescum oocmyna: https://docs.scipy.org/doc/scipy/reference/generated/scipy.signal filtfilt.html.
Jlama oocmyna: 10.03.2024.
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Annotation. The analysis of modulation and demodulation processes in a telecommunication system is a study that
examined the methods of formation, modulation and subsequent demodulation of a radio pulse in order to extract the original
envelope of the signal. The work used a software implementation in the Python language, which allows modelling both the spectral

transformation and the effects of various filters, which is critical for digital signal processing tasks in telecommunication systems.

Keywords. Amplitude modulation, demodulation, Python, signal spectrum, Chebyshev filter, Butterworth filter, fast Fourier

transform.

PA3PABOTKA CTPYKTYPHOW CXEMbl
OBE3JIMYNBAHUA NMEPCOHAJIbHbIX OAHHbLIX

Bocrosyesa K.P., yuawasics no nanpasnenuto « ngopmayuonnas 6e30nacHocmovy,
Knunoyxoe A.A., yuawuiics no nanpaenenuio « ngopmayuonnas 6e30nacuocnvy

HauuoHarnbHbIl OemcKuli mexHornapk
2. Munck, Pecriybnuka benapyce

Tumogbees A.M. — kaHO. mexH. Hayk, doueHm, GoueHm kaghedpabl
3awumsi uHgopmayuu bI'YUP (HayyHbIl pykogsodumerib)

AHHoTauus. C ydeTom TpefGoBaHuin 3aKkoHoaaTenbcTea Pecnybnvku Benapyck B cdepe 3alumTbl MHGOPMaLMM NpeanoxkeHa CTPYKTypHas
CXema, MOCPEencTBOM KOTOPOW BO3MOXHA peanvsauus npouedypbl 06e3nuuMBaHWs NepcoHaribHbIX JaHHbIX Ha 6ase MeTona M3MeHeHWs
cocTaBa UM CeMaHTUKL. [JaHHasi cxema XapaKTepusyeTcst JOCTaTOMHO BbICOKVMM YPOBHEM MHAOPMALMOHHON Ge30MmacHoCTH, 4OCTUraeMoro

nocpeancTsoM napMpoBaHUA YaCTOTHONO aHanu3a 06e3nnyeHHbIX nepcoHalbHbIX AaHHbIX.

B Hactosiee Bpems OOHOM M3 Hauvbonee BaXkHbIX 3adad, pelaeMbiX Mpu  MOCTPOEHUU
NMH(OPMALMOHHBIX CUCTEM, SBMSIETCA obecneveHne 3awmTtbl MHopmaumm [1 — 3]. 3awmrta mHdopmaumm
nogpasymeBaeT NpMMEHEHME KOMMIeKca NpaBoBbIX, OPraHM3aLMOHHbIX M TEXHUYECKMX MEp, HanpaBneHHbIX Ha
obecneyeHne LENoCcTHOCTU  (HEM3MEHHOCTW), KOH(UAEHUMANbHOCTW, OOCTYMHOCTM WU COXPaHHOCTU
nHcopmaumn [4]. B cootBetctBME C TpeboBaHusiMM 3akoHogaTtenbctBa Pecnybnvkm benapych [5, 6]
CcobCTBEHHMK (Bragernew) MHAOPMALMOHHON CUCTEMBI, MpedHasHadYeHHoW AN 0bpaboTkM nepcoHanbHbIX
OaHHbIX (MHOpPMaUMKM OrpaHMYEHHOro pacrnpocTpaHeHus/NpeaocTaBneHns) 0bsi3aH NpyHMMaTb Mepbl MO
obecrneyeHnto  MHPOPMaLMOHHON Ge30MacHOCTM MEePCOHarbHbIX AaHHbIX B CryyYae, €Cnv MNepcoHarbHbIe
OaHHble He ABNATCA 00LLEeOCTYMHBIMUY, @ OTHOCATCA K BUOMETPUYECKMM, TEHETUYECKUM, CrieLmanbHbIM Uin
WHBbIM MEepCOHarnbHbIM AaHHbIM. [ns obecneyeHns nHgopmaunoHHon 6e30nacHOCTM NePCOHanbHbIX AaHHbIX
uenecoobpas3Ho Mcnomnb3oBaTtb MeTodbl MX obeanuumBaHus [6]. K yucny Takmx MeTOOoB OTHOCAT METoA
N3MEHEHMS COCTaBa UM CEMaHTUKK, CYLLIHOCTb peanusauymn KOTOporo 3akimtovaeTcst B 0606LLeHN, USMEHEHWN
WM ydaneHum YacTu CBEOEHUW, MO3BONSAIOWMX MAEHTUMUMPOBaTL CyObekTa MNepcoHarnbHbIX OaHHbIX.
O6GesnuunBaHne nepcoHarnbHbIX [AaHHbIX YKAa3aHHbIM Bbille METOAOM He TpebyeT Hanuuusi OonbLUmnX
BbIMUCIUTENBHBIX MOLLHOCTEN, OOHAKO XapakTepuayeTcs criegylolymMmn Hegoctatkamn. Hanpumep, yoanenme
YacTu CBeAEHWUI, NO3BONSIOLLMX UOEHTUMUMPOBaTL CybbekTa NepcoHarnbHbIX AaHHbIX, 6€3 NX coxpaHeHusi B
oTaenbHon 6a3e gaHHbIX NMPUBOAMT K yTpaTe Takoro CBOMCTBA 0BE3MMYEHHBIX MEPCOHarbHbIX AAHHbBIX, Kak
nonHota. Tawkke BaXHO OTMETUTb, YTO MPOCTbIE 3aMEHbl MCXOAHbIX CMMBOSIOB MEPCOHArbHbLIX AaHHbIX
00Ee3NMNYEHHBIMN  COXPaHSAIT BEPOSATHOCTM  MOSIBIIEHUS]  COOTBETCTBYHLLUMX CMMBOMIOB  ODE3MUYEHHBIX
nepcoHarbHbIX AaHHbIX. B aTOM cnydae Hapywmntens MHOOPMauMoHHOM 6e30nacHoOCT MMEET BO3MOXHOCTb,
Mony4mB 4OCTYN K 00€3MMYeHHbIM NEPCOHarnbHbIM AaHHBIM, paccuuTaTb BEPOATHOCTU MOSBIIEHWNSA OTAEMNbHbIX
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CMMBOMOB W pPasnuMyHbIX WX COYETaHWA, YTO MO3BOMUT €EMY pPacKpbiTb COOEPXKUMOE [OBEPUTENBHOM

BbluMCnUTENbHOM 6a3bl (ABB).

B cBSA3n ¢ 3TUM Lienbio AaHHOW paboThbl sBnsnack pa3paboTka cxeMbl 00e3nnyMBaHNsa NepcoHanbHbIX
OaHHbIX, MOCTPOEHHON Ha 0ase MeToga M3MEHEeHWMs COocTaBa WIM CeMaHTWKW, KoTopasi cBobogHa ot
HELOCTATKOB CYLLECTBYIOLLUMX CXeM 00e3nuuMBaHMs MNepCcoHanbHbIX OaHHbIX M He TpebyeT GonbLunx
BbIMUCIIUTENBHLIX PECcypcoB OT OOOpyooBaHMS FErMTUMHBIX Mornb3oBatenen. B kavecTBe obObekTa
uccregoBaHMs UCMONb3oBaH METo M3MEHEHUst cocTaBa WnnM cemaHTuku. [pegmeTtom  mccnegoBaHus
SABMANacb pa3paboTka CTPYKTYPHOWM CXEMbI, peanuaytoLLen obesnnymBaHne nepcoHarnbHbIX A4aHHbIX HAa OCHOBE
MeToda U3MEHEHMS COCTaBa UI CeMaHTKKM C NpUMeHeHeM Habopa [1Bb.

B pamkax BbIMOMHEHHLIX WCCNeaoBaHWin pa3paboTaHa CTPYKTypHas cxema 00e3nuymBaHus
MepcoHanbHbIX [daHHblX, TOCTPOEHHas Ha 0ase MeToda W3MEHeHWs CcocTaBa WM CEMaHTUKM.
CyLHOCTE  (OYHKUMOHUPOBaHUS AaHHOM CXeMbl 3akr4daetcss B cnegytowem. [lepcoHanbHble OaHHblE,
nognexawme obesnuumBaHuio, 3arpyxatT B [IBB, koTopas cogepxuT Habop Tabnuy, nogctaHosku [OBB 1,
OBB 2, ..., BB N. lNepcoHanbHble AaHHble pa3buBaloT Ha Onoku, Kaabl M3 KOTOPbLIX MnocrefoBaTernibHO
obeanunumeatoT ¢ nomollsto BB 1, BB 2, ..., BB N, 1IBB 1, BB 2, ..., BB N u T.4. BaXHO OTMETUTb, YTO
copgepxmmoe [IBE HeobGXxooumo coxpaHaTb B cCekpeTe M OBHOBMSATb B COOTBETCTBUM C TpeboBaHMsAMU,
npeabaBnsiemMbIMM B MECTE SKCMyaTaumm MHOPMaLNOHHOM CUCTEMBI.

BbINnonHeHHas oOueHka nokasana, 4YTo MnpeaSiokKeHHble MNPUHUMMIBI 00e3nNnumMBaHMa nepcoHanbHbIX
OaHHbIX Ha OCHOBE METOAA U3MEHEHMS COCTaBa UM CEMaHTMKM, 3aKIHYaloLLMecs B UCNONb30BaHNN Habopos
[BB, no3sonunu NoBbICUTb YPOBEHb MHPOPMAaLMOHHOW Be30nacHOCTN 06E3NNYEHHbIX NEPCOHarNbHbIX AaHHbIX
32 CYET U3MEHEHMSI BEPOATHOCTU TMOSABEHUS CUMBOSIOB OOE3MMYEHHbIX MNEePCOHarbHbIX AaHHbIX MO
OTHOLLEHMIO K COOTBETCTBYOLLIMM CMMBOJTAM MCXOAHbIX NEPCOHarbHbIX JAHHbIX.

CucokK ucrnosb308aHHbIX UCIMOYHUKOS:
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YK 004.056
CPABHUTENbHbIA AHANN3 SIEM ANA KUBEPLUEHTPOB

Pybanosa K.B., cmyoenm ep.261401,
Tonyb A.A., cmyoenm ep.261401

Bernopycckuli eocydapcmeeHHbIl yHUsepcumem UuHgopmMamuKku U paduosniekmpoHUKU
2. Munck, Pecriybnuka benapyce

benoycoea E.C. — kaHO. mexH. HayK, doueHm

AnHoTaumsn. Ctarbs nocssieHa ponv SIEM-cuctem B obecneyeHnm knbepbesonacHocT 1 nx uHterpauum B SOC. MNpoBeaeH cpaBHUTENbHbIN
aHanua nonynspHeix SIEM-cuctem, Takmx kak IBM QRadar Security Intelligence, Splunk Enterprise Security, Kaspersky Unified Monitoring and
Analysis Platform (KUMA) n PT MaxPatrol SIEM. N3y4eHbl HopmatueHble akTbl Pecnybnvikv Benapyce, perynvpytoluye nenorns3osaHne SIEM B
LeHTpax knbepbesonacHocTn. PaccmarprBaeTcs akTyanbHocTb cosganus SOC n uHterpaumm SIEM-cuctem B obpasoBaTerbHble yHpeKaeHus

ANA 3alUTbl BXKHbIX I/IHCpOpMaLl,I/IOHHbIX pecypcoB.

KntoueBble cnoBa. KubepbesonacHocTb, kubepuHUuuaeHTbl, paccnenoBaHue, SIEM, SOC, koppensiums cobbITUiA, MOHUTOPWHT, pearMpoBaHue,

yrposbl, PT MaxPatrol SIEM, Kaspersky KUMA.

PaccnepoBanne knbepvHUMOEHTOB — OAHa M3 KhueBblX 3adad kubepbGesonacHOCTM, M B 3TOM
npouecce rmaBHyo posnb urpaet B3ammopenctane SIEM (Security Information and Event Management) n SOC
(Security Operations Center). CoBpeMeHHble KubepaTaky CTaHOBATCS BCe Bornee CroXHbIMU Y N3O0LLPEHHBIMY,
NO3TOMY OpraHM3aLun BblHYXAEHbI ONepaTUBHO BLISBNATL M HEMTpanu3oBath yrpodbl. SOC, Gyayum LEeHTpoOM
MOHUTOpPUHra U pearnpoBanust [1], nonaraetca Ha SIEM-cucTembl, KOTOpble CODMPAIOT, aHaNM3NPYHT U
KOpPPENVPYIOT OrPOMHbIE OOBbEMBbI 10roB, nomorasi ObICTpo obHapyxwuBaTb MHUMAEHTbl. SIEM otcnexveaet
aKTMBHOCTb MONb30BaTefnien, CEepBEpPOB, CETEBOrO 0OOPyaoOBaHWs, OObeauHss pas3po3HEHHble cobbiTus B
eavHytlo KapTuHy [2]. Hanpumep, MHOXXeCTBEHHbIE HeyAaYHble MOMbITKM BXOAA, 3aTeM ycneluHasi aBTopusaums
¢ HoBoro IP-agpeca u ckaunBaHue 6onblioro obbema AaHHbIX MOryT CBUAETENbCTBOBATbL O MPOHWKHOBEHWU
HapyLmTenem, 4to no3sonut SOC HemeaneHHO pearnpoBaThb.

PaccnepoBaHue vHumaeHToB ¢ SIEM npoxoguT B HECKONbKO 3TaMOB: NMEPBUYHLIA aHanM3 TPEBOrW,
Koppensauusi cobbiTUn AN BbISBMEHWUS WCTUHHBIX Yrpo3, pearMpoBaHue, U3oMsums 3apaXeHHbIX CUCTEM W
nocrneayowmn aHanus Ansd npegoTepaLleHns aHanormyHblx kubepartak B 6ygywiem. OCHOBHbIE NperMyLLiecTBa
SIEM — aBTOMaTU3MpOBaHHbIA aHanvM3 OaHHbIX, BU3yanu3auusi CIOXKHbIX aTak WM CHWDKEHWE Harpysku Ha
aHanutukoB. OfgHako cuctema TpebyeT rpamMOTHON HACTPOWMKWU, MHaYe BO3MOXHbI JTOXHbIE cpabaTbiBaHWA U
neperpyska Tpesoramu. Hanmpumep, SIEM dukcupyer aHomanbHOe noBegeHve OULLMHIOBOW KnbepaTtaku,
cneumanuctbl, pabotaiowme B SOC, aHanuaupyroT yrposy, W3ONMPYT 3apaXeHHble YCTPOWCTBa U
npefoTBpaLlanT AanbHenwee pacnpoctpaHeHme knbepataku. MHterpaumsa SIEM B paboty SOC 3HaumTensHO
MOBBLILLAET CKOPOCTb M TOYHOCTb PaccrefoBaHUst MHUMOEHTOB, YTO AeraeT ero He3amMmeHVMbIM MHCTPYMEHTOM
ONS 3alUMTbl OpraHM3anum OT COBPEMEHHbBIX KMOepyrpoas.

B Pecnybnvke benapycb BaxHyto porib B pa3sutum SOC nrpatoT HOpMaTMBHbIE aKThl, PErynupytoLLme
knbepbesonacHocTb. 14 chepana 2023 roga 6bin n3gaH Yka3 Ne 40 «O kubepbesonacHocTu» [3], KOTOpbIN
YCTaHOBMWI €AuHble TPeboBaHMS K 3alimTe MHopMauMmM 1 06s3an rocyAapCTBEHHbIE U KPUTUYECKN BaXKHbIE
0bbekTbl nHhopmaTmsauum (KBOW) cospatb LeHTphl knbepbe3onacHOCTV 11 MOHUTOPUWHIA U pearnpoBaHus
Ha MHUMOEHTbI. Pa3BuTre Takvx LeHTPOB Npeanonaraet akTuBHoe ncnonb3oBaHue SIEM ans aHanmsa yrpos u
Koppensuum cobbiTuin. 25 nons 2023 roga ebiwen Ykas Ne 130 «O Mepax no peanvsaumn Ykasa npesvgeHTa
Pecnybnvkm bBenapycb ot 14 deBpans 2023 r. Ne 40» [4], KOTOpbIM yTOYHMN TpeboBaHMA K
dyHKumoHmpoBaHmio SOC. B yactHocTH, LeHTpbI kKnbepbesonacHocTn 00s3aHbl ncnonb3oBatb SIEM-cuctembl
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Onsi cobopa M XpaHeHWs NOroB, BbISIBIIEHUS] aHOManuii 1 aBTOMaTU3MPOBAHHOIO aHanm3a KMOEepUHLMOEHTOB.
Tatke SOC gomxHbl 0becneunBaTb NOCTOSHHBIA MOHUTOPWHT CETEBOrO Tpadvka, NpoBOANUTb ayauT COObITUN
GesonacHocTM u paspabaTbiBaTe CLEeHapuM pearvpoBaHus Ha yrposbl. CobniogeHne 3Tux TpebGoBaHWi
KPUTWMYHO A5 NOBbILLEHNS KNOEPYCTOMYMBOCTY OPraHn3aLmi U 3aLmThbl OT CITOXKHbIX KubepaTak.

B Tabnuue 1 npeacraeneH cpaBHUTENbHBINM aHanua cniegyrowmx SIEM [5]: IBM QRadar Security
Intelligence (CLWA), Splunk Enterprise Security (CLUA), Kaspersky Unified Monitoring and Analysis Platform
(KUMA) [6] (P®), PT MaxPatrol (P®). UuTerpauma SIEM B npoueccel SOC aBnseTcs 0CHOBOW COBPEMEHHON
3awnTbl  MHGOopMaumu, obecneyvBas  oOnepaTMBHOE  BbISIBNEHVWE W HeWTpanusaumio  knbepyrpos.
CpaBHuTENbHBIN aHanu3 pasnudHbix  SIEM-cuctem, OeMOHCTpUpYeT WX BO3MOXHOCTM U OrpaHUYEHMS.
Hanpumep, cuctemsl IBM QRadar Security Intelligence [7] n Splunk Enterprise Security [8] BbigenstoTcsi cBoen
BbICOKOA CKOPOCTbIO 00paboTkM OaHHbIX UM MMOKOCTbIO HACTPOWKWA MpaBun KOppensauuM, 4To Aenaer wux
aheKTUBHBIMWU ONA KPYMHbIX opraHnsauuin ¢ cnoxHon IT-uHdpactpykrypon. Kaspersky Unified Monitoring
and Analysis Platform (KUMA) n PT MaxPatrol SIEM Takke aBRstoTCS NEPCNEKTUBHBIMU PELLEHUSMN,
npegnaralolmMMm LEHTPanM30oBaHHY apXUTEKTYPY W KOPpensumio COObITUIA, YTO BaXHO AN 3aliuTbl OT

COBPEMEHHbIX KM68paTaK.

Tabnuua 1 — CpaBHuTtenbHas Tabnuua SIEM-cuctem

IBM QRadar Splunk Kﬁgﬁig:% Uglrf]lsd
Xapaktepuctuvka Security Enterprise onng PT MaxPatrol SIEM
Intelligence Security Analysis Platform
9 (KUMA)
Paspabotumk IBM Splunk Inc. J;I<a6opaTopv|;| Positive Technologies
acnepcKkoro
"o Bbinycka 2011 2011 2020 2013
ApXUTEKTYpa LleHTpanuso- HeueHTpanuso- LleHTpanuso- LieHTpanuaosakHas
BaHHas BaHHas BaHHasi
JInueHsnpoBaHue Kommep4eckoe Kommep4eckoe Kommep4eckoe Kommep4eckoe
Koppensaums Koppensuus
cobbITnn, cobBbITHI, Koppensauus -
. M Koppensumsa cobbiTvin,
MeTomb! aHanmM3a noBeaeHYECKIN aHarnus noros, cobbITni, UEBA. MaLLMHHOE
A aHanus, UEBA, rnoBegeH4YecKkuin ’
obBy4eHne
MaLUMHHOe MaLUVHHOE aHanus, ML
oby4yeHne oby4eHne
WHTerpaums ¢ Threat IBM X-Force, Splunk S(_eclunty Kaspersky Threat SIM. STIX/
Intelligence STIXITAXII Essentials, Intelligence PTISIM, STRUTAXI
STIXITAXII
OCHOBHOR A3kIK Java, Python Python, Go C++, Python Java, C++
HanucaHus
MoaopepxvBaemMblie Syslog, JSON, Syslog, JSON, Syslog, JSON,
dopmaTbl JIOroB CEF, LEEF v gp. CEF v gp. CEF Syslog, JSON, CEF
'Mbkne PacwmpeHHblie
OT4eTHOCTb U naw6opabl, naw6opabl, Kactomuanpye- PaclimpeHHble oTyeTbl
pawbopabl Mble galbopabl 1 BU3yanuaauusi
OTYETHI MOWCK, OTHYETHI
Bblicokas
CKODOCTL 060a60TKN (onTuMmnanpo- Bbicokasi, HO
P P BaHHblE 3aBUCUT OT CpegHsisi Beicokas
OaHHbIX
anropuTmbl KOHbUrypaumm
06paboTkm)
MGKOCT HACTDOMKN CpenHsis Bbicokas CpenHss Bbicokas
npaBun Koppensauum
Jlerkoctb CnoxHas Tpebyer OTHoCUTENBHO
N MOLLHbIX CpenHsisi CIoXHOCTb
pa3BepTbIBaHUSA HacTpolnka npocrtas
pecypcoB
Crpana CWA CLIA Poccus Poccus
NPOVCXOXOEHNS
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B Pecnybnuke benapyck Bbibop SIEM-cuctem anst LeHTpoB knbepbe3onacHOCTU OCYLLECTBMSETCH B

COOTBETCTBUM C PEECTPOM OMNepPaTUBHO-aHaNUTUYecKoro ueHTpa npu MNpesunaente Pecnyonukm benapychb [9]. B
3TOT peecTp BkModeHbl PT MaxPatrol SIEM n Kaspersky Unified Monitoring and Analysis Platform (KUMA),
KOTOpble COOTBETCTBYIOT TpeboBaHWAM K cOOpy, KOppensuMn w aHanusy cobbiTin MHOPMaLMOHHOM
Oe3onacHocTU. ITn peweHna obecneymBaloT BbINONHEHNE HOPMAaTUBHbIX TpeGOBaHMVI Nno MOHWUTOPUHIY U
paccnenosaHuMo MHUMOEHTOB.

YuuTbiBasi BaXKHOCTb 3alnTbl NepcoHalbHbIX OaHHbIX, MHTeJ'IJ'IeKTyaJ'IbHOVI CO6CTBeHHOCTI/I, Hay4HbIX
MCCﬂeﬂOBaHMVI N Opyrmx BaXHbIX akKTUMBOB B pPa3fiMdHbIX OpraHusaumax, BKIo4Yad 06pasoBaTeanb|e
YYpPEXOEHNS, CTAHOBUTCA akTyarbHbIM BOMpoc 06 uHTerpauum adbdektueHbix SIEM-cucteMm B ux npouecchl
6esonacHocT. OgHako, B OTNNYME OT MHOMMX OpraHu3auuWi, y KoTopbix yxke cosgaH SOC, obpasoBatenbHble
yypexaenus, Takue kak BI'YUP, He nmeloT Takmx CTpyKTyp. B 9TOM KOHTEKCTe LenecoobpasHo paccMOTpeTb
cosnaHue nonHoueHHoro SOC anst obpasoBaTernbHbIX YYPEXOAEHWI, YTO NO3BONMT 0OECNEUUTL HENPEPBIBHLIN
MOHUTOPUHI W pearnpoBaHne Ha WHUWOEHTbI ©e30onacHoCTH. ﬂ,]‘lﬂ MHTEerpaumun B Takon SOC aKTyalribHO
BblbpaTth SIEM-cuctemy Kaspersky Unified Monitoring and Analysis Platform (KUMA), nockonbKy OHa
obecrneunBaeT LEHTPariM30BaHHYIO apXUTEKTYPY, KOPPENSALMIO CODLITMI U NOBEOEHYECKU aHamnmu3, YTO BaXKHO
ONS 3aWmTbl OT coBpeMeHHbIX knbepatak. Kpome Toro, KUMA cootBetcTByeT TpeboBaHUsSM HOPMAaTUBHbIX
aktoB Pecnybnukn Benapycb u BkntodeHa B peectp OALL. Takum obpasom, cozgaHne SOC ¢ uHTerpauuen
KUMA B obpasoBaTerbHbIX YUYpEKOEHUAX MOXET CYLLECTBEHHO MOBbLICUTbL YPOBEHb KubGepbesonacHOCTU U
3aLlLMTUTb BaXXHble MH(OPMALIMOHHbIE PECYPCHI.
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Annotation. The article focuses on the role of SIEM systems in ensuring cybersecurity and their integration into Security Operations Centers

(SOCQ). It analyzes a comparative table of popular SIEM systems, such as IBM QRadar Security Intelligence, Splunk Enterprise Security,
Kaspersky Unified Monitoring and Analysis Platform (KUMA), and PT MaxPatrol SIEM. Special attention is paid to the regulatory acts of the
Republic of Belarus governing the use of SIEM in cybersecurity centers. The article discusses the relevance of creating SOC and integrating SIEM

systems into educational institutions to protect important information resources.

Keywords. Cybersecurity, cyber incidents, investigation, SIEM, SOC, event correlation, monitoring, response, threats, PT MaxPatrol SIEM,

Kaspersky KUMA.

YK 004.934

U3BJIEYEHUE NPU3HAKOB - MFCC A1 OBPABOTKU PEYH

o A.T., macucmpanm ep.467311

Bernopycckuti 2ocydapcmeeHHbIl yHUsepcumem UHGopMamuKu U paduo3sieKmpoHUKU
2. Munck, Pecriybnuka benapyce

SenbmaHckul O.6. — kaHd. mex. Hayk, doueHm

AHHOTauus. VI3BneyeHne Npu3HaKoB UrpaeT KoYeBYyD porib B cucTeMax obpaboTku peun, U kodhuUMeHTbI Men-4acToTHOro LiencTpa
(MFCC) cTaHoBATCS OOHWUM M3 camblx 3dheKTUBHBLIX NPeACTaBIIeHNI, KoTopble Bnn3ko NpMbnKaloT YenoBeYeckoe CIyxoBOe BOCTpUTUE.
MFCC acbchekTMBHO UMUTUPYIOT HENMHENHOE BOCNPUSITUE YENOBEYECKON CIyXOBOW CUCTEMBI, Npeobpasysi 3BYKOBbIE CUTHAsbl B KOMMAKTHbIN
Habop AUCKPUMMHATMBHBIX MPU3HAKOB. MpPOLIECC M3BMEYEHUS BKIHOYAET HECKOMNbKO KIHOYEBbIX 3TanoB: NpeaBapuTenbHas ycwureHve Ans
MOBbILLEHWST BbICOKOYACTOTHBIX KOMMOHEHT, (peiiMMpOoBaHMe U OKHO AN 3axBaTa KpaTKOCPOYHbIX MpU3HaKkoB, npeobpasoBaHne Pypbe ans
NonyyeHnss crnexkTparnbHoli WHdopMaumy, obpaboTka cunbTpoB Men ans npubnmkeHWs YyBCTBUTENBHOCTM YENOBEYECKOTO  Criyxa,
niorapudMmU4ECKOE Cxxatue Anst aKUEHTMPOBaHWSI NMEPLENTUBHO BaXHbIX KOMMOHEHT W, HaKOHEL, AMCKPETHOE KOCWHYCHoe npeobpa3oBaHuve

(DCT) ans aekoppensummy Npr3HakoB 1 MONMy4eHUs LiencTparibHbIX KO3(ULIMEHTOB.
KntoueBble cnoBa. PeyeBble curHansl, pacnosHasaHue peun, MFCC, nasneyeHve npmsHakos, npeobpasoBaHve dypbe, DCT.

UTtobbl npeobpasoBaTb YENOBEYECKYI0 pevb B MHAOPMALMIO, KOTOPYIO KOMMBIOTEP MOXET MOHATb U
obpaboTatb, cucTeMa pacrnosHaBaHWsA peyn OOIMKHA NPOVTU Yepes npouecc LmdppoBor 06paboTkn CUrHarnoB,
COCTOSILLIUIA U3 HECKOMBbKMX BabKHbIX 3TamnoB. Kaxabln atan UrpaeT KroyeByo porb B 06ecneveHnm TOHHOCTU U
adppeKkTBHOCTU cucTeMbl. [laHHasi cTaTbs cocpefoTodeHa Ha mMeTode ussnedeHus npusHakos MFCC (men-
YaCTOTHbIE KencTparbHble KO3(ULMEHTBI) — MOMYNAPHON TEXHMKE B 0OpaboTke peun, 0OCOBEHHO B 3adadvax
pacno3HaBaHus peun (ASR) n obpaboTku 3BYKOBbIX CUrHamoB. [pouecc HauMHaeTcsl C OENeHWsS BXOQHOro
3BYKOBOIO CurHama Ha KopoTkume dpenmbl no 25 mc ¢ nepekpbituem B 10 mMc gna obGecneyeHus
HenpepbIBHOCTU. 3aTeM Kakabin pperim npeobpa3yeTcs B BEKTOP pa3MepHOCTU 39 € MOMOLLLI0 06paboTku,
BKItOYaoLLen npeobpasoBaHve Pypbe, npumMeHeHve cunbTpa wkanbl Men 1 BblMUCNEHWE KencTpanbHbIX
KO3(pPULMEHTOB. ITO CO34AET MNPU3HAKU C HU3KMM YPOBHEM LUYMaA, BbICOKOA HE3aBMCUMOCTBIO W
3P(PEKTUBHON aKyCTUHECKON penpeseHTaumen, OTBevallyMn TpeboBaHWAM anropyTtMOB  MAalUMHHOMO
0byyeHus1, npy aToM obecneynBas pasyMHble BbIMUCIIUTENBHBIE 3aTpaThbl. Becb npouecc, Ha4umMHas oT Cbiporo
3BYKOBOIO CMrHara o okoH4aTernbHbIX npusHakoB MFCC, nogpobHO nnmtoCTpUpOBaH Ha PUCYHKE HIDKE.
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PucyHok 1 — MNpouecc nssneveHuns npmsHakos MFCC 13 peyeBoro curHana

MockonbKy 3BYK SIBMSIETCA HEMPEepbIBHLIM (aHanNoroBbIM) CUrHanoM, B TO BpPeMsi Kak KOMMbOTEpPbI
obpabatbiBaloT gaHHble B AMCKPETHOM (umcppoBoin) dopme, npouecc npeobpasoBaHus TpebyeT BbiGOpKu
CMrHamna B paBHOMEpPHO pacnpeieneHHble MOMEHTbl BpeMeHM C ONpeaernieHHOM 4acToTOW, HasblBaeMoMm
YacToTon auckpetmdaummn (sample rate). Hanpumep, npu sample_rate = 8000 Hz cuctema Gyget nonyyatb
8000 3HayeHWM amnnuTydbl 3BYKA KaXkayl CeKyHOy, co3gaBasi TOdHoe LuchpoBOe npencraBrieHve
OopurMHanbHOro curHana.

Analog

— /\/
= Mfi [ I

T.Allbo- “>me

PucyHok 2 — Mpouecc npeobpasoBaHns aHanoroeoro curHana B umdposow (ALLM)

Yenoseyeckoe yxo MOXET BOCNpuUHMMaTb 3BYK B ananasoHe ot 20 'y go 20 000 'y, CornacHo Teopeme
anckpeTtrsaummn Hankencrta-LLeHHoHa: ans curHana ¢ KOMMNoOHEeHTaMKM 4acToTbl < fm, YTOObI rapaHTUpoBaThb, YTO
OVCKpeTM3auusi He npuBedeT K noTepe wuHgopmaumm (aliasing), dactota guckpetusdauum fs gormkHa
YAOBMETBOPATh YCnoBuio fs = 2 fm.

Taknum obpasom, 4Tobbl obecnevmTb OTCYTCTBME MOTEPb MHGOPMAaUMU MpWU OUCKPETU3aumMK, YactoTa
avckpetmsauum gormkHa coctaenstb fs = 44100 My. OgHako BO MHOMMX Crydasix AOCTaTOYMHO WCMONb30BaTh
fs = 8000 Ny mnu fs = 16000 Iu.

M3-3a 0COBGEHHOCTEN CTPOEHMS TOpPTaHW WM OpraHoB apTUKyNSAUMM Halla pedb MMEET criegylolme
XapaKTEPUCTUKN: 3BYKU HWU3KOW 4acTOTbl OOfagaloT BbICOKOW 3HEprMen, Torga Kak 3BYKUM BbICOKMX 4acToT
UMEIOT JOBOSIBHO HU3KNIA YPOBEHb 3HEPIUK. B TO ke Bpems BbICOKME YacTOThbl cogepXKaTt MHOIO MHpopMaLmum o
doHemax. [MoaToMy HaM Hy>KeH aTan npegBapuUTENbHOrO yeuneHust (pre-emphasis), YToObl NOBLICUTL YPOBEHb
3TUX BbICOKOYACTOTHbBIX CUrHAIIOB.

X'[ta] = X'[ta] — ox[ta-1] 0,95<a<0,99
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PucyHok 3 — MpenBapuTenbHoe ycureHune Bbicokux YacToT (Pre-emphasis) B 0b6paboTke peumn

BmecTto Toro 4tobbl NpyMeHsATb NpeobpasoBaHue Pypbe K ANIMHHOMY Y4acTKy 3BYKa, Mbl CKOMb3UM MO
CUrHary c NoMoLLblo OKHa, YTOObI M3BMeYb openmMbl, a 3aTeM npumeHsiem AP (guckpeTHoe npeobpasoBaHme
dypbe) K kaxgomy u3 atux dpenMoB. CpeadHsAs CKOPOCTb peyn YernoBeka CoCTaBrnsieT okorno 3-4 crios B
CeKyHAy, Kakgoe CrnoBo COCTOUT M3 3-4 3BYKOB, a Kaxabli 3ByK genutca Ha 3-4 yactu. Takum obpasom, 1
cekyHaa 3Byka genutcst Ha 36-40 vacten. Mbl BbiGMpaem WnpuHy kaxgoro dperma okono 20-25 mc, 4to
[O0CTaTO4HO A5l OXBaTa OAHOM YacTuh 3Byka. OpeniMbl NepekpbIiBaloTCA Apyr ¢ apyrom Ha 10 Mc, 4TOObl MOXHO
ObINOo 3aXBaTUTb M3MEHEHNS KOHTEKCTA.
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PucyHok 4 — AHanma peun MeTogoM Ckomb3sLlero okHa (Framing) ¢ OMN®

OpHako obpeska bperima MPMBOOUT K PE3KOMY CHIDKEHMIO 3HaYeHW Ha oboux kpasx dpenma (8o
Hynsl), Y4TO NPUBOAMUT K TOMY, YTO Mpu npumeHeHun QN B yacToTHOM 06nacT BO3HUKAET MHOMO LUYMOB Ha
BbICOKMX YacToTax. YTobbl MCnpaBuTb 3T0, HEOGXOAMMO CrnaguTb PpeiM, YMHOXMB €ro Ha HECKOMNbKO TUMOB
OKOH. CyLLIECTBYIOT HECKOMNBbKO PacrnpOCTPaHEHHbIX OKOH, TaKMX Kak OKHO X3MMMHra, OKHO XaHHWHra u gpyrve,
KOTOpble NOMOratoT NOCTENEHHO CHUXKATb 3HAaYEHMs Ha Kpasix doperima.

Ha kaxxgom dppenime mbl npumeHsiem AN (guckpetHoe npeobpasoBaHmne Pypbe) no opmyre:

N-1
X[k] = x[n]exp (—jzﬁnkn)

n=0

Ha kaxxgom doperive Mbl MoNy4yaeM CNMCOK 3Ha4eHn amnnntyabl (magnitude) onsa kaxgon yactotsl ot 0
Ao N. lNpumeHas 3ato ko BceMm dperimam, Mbl MOMyYaeM CheKTporpamMmy, Kak nokasaHo Hwke. Ocb
X — 9TO OCb BpeMeHM (COOTBETCTBYHOLLAA NOPsAAKY dperiMoB), OCb Y NpeAcTaBnseT AnanasoH yacTtoT ot 0 o
10000y, a 3HayeHue aMnnUTyObl Ha KaxkOoW Yactote oTobpaxaeTcsa useToM. Habniogasa 3a atown
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CNEKTPOrpaMMON, Mbl 3aMeYaeM, YTO Ha HM3KMX 4YacToTax ODObIMHO BbiCOKasi amMnMTyda, a Ha BbICOKUX

YacToTax — HU3Kad aMmnimtyaa.

PucyHok 5 — PacnpepeneHue 3ByKOBOW SHEPrn No BpEMEHU 1 YacToTe

YenoBeyeckoe CriyxoBoe BOCNPUATUE UMEET OCODEHHOCTU HeNWHerHonW 06paboTkM 3ByKa, KOTOpble
MOSTHOCTBIO OTNMYAOTCH OT ODbIYHbIX n3MmepuTenbHbIX yCTpOVICTB. B YaCTHOCTH, YenoBe4yeckoe yxXo nmMmeet
BbICOKYH0 YyBCTBUTENMbHOCTb B HM3KOYACTOTHOM AmanasoHe (okorno 20 Iy - 2 kW), HO 3HAYUTENBHO CHKAET
YyBCTBUTENBHOCTb B BbICOKOYACTOTHOM Anana3oHe (Bbiwe 5 k). YTobbl TOYHO cMoaenupoBaTh, Kak YenoBek
BOCMPVHUMAET 3BYK, HaM HEODXO4MMO co3faTb MeXaHM3M 4acToTHOro otobpaxeHus (frequency mapping),
KOTOPbIN UMUTUPYET 3TY HEMNMHENHYIO XapaKTEPUCTUKY CITYXOBOW CUCTEMBI.

DFT(STFT) power spectrum |X[k]*

LT T T LT

—» Frequency bins

Triangular band-pass filters ‘

I =TT —10

Mell—lscale power spectrum ! Y[m]

PucyHok 6 — MNpoLecc 13BrneYeHnst Men-criekTparbHbIX NPU3HaKoB M3 KpaTKoBPEMEHHOTO NpeobpasoBaHus dypbe

(KMo)

CHavarna Mbl BO3BOAMM B KBagpaT 3Ha4eHUs B CNieKTporpaMmme, nony4as crnektp mMowHocty Afd (DFT
power spectrum). 3atem Mbl NpMMeHsemM Habop norocoBbiXx unbTpoB Mel-scale Ha kaxgom AuanasoHe
YacToT (Kaxkabl UNbTP NPUMEHSIETCS K ONPEAENEHHOMY AMana3oHy YacToT). 3HayeHMe Ha BbIXOAEe Kaxdoro
unbTpa — 3TO 3HEPrUs Auana3oHa YacToT, KOTOPbIA STOT UNbTP NOKPbIBAET. B pesynbtate Mbl nonyyaem
cnekTp MoLHocTn B Macwtabe Men (Mel-scale power spectrum). Kpome Toro, ¢ounbTpbl, MICNOMNb3yeMble Ans
HM3KMX YaCTOT, OObIYHO yXxe, YeM OUNbTPbI AMS BbICOKUX YacToT.

OTOT NpoLiecc TakKe MOXHO ONMUCaTh C MOMOLLbH UINMHOCTPaLUM HIDKE:
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Time domain signal spectrum

[
S
e
i
N

PMOyHOK 77— I'Ipeo6pa3OBaHv|e BPEMEHHOIro curHana B Mern-CcnekTp ¢ UCnosfb3oBaHMEM MOJTI0COBbIX (*)I/IJ'IprOB

dunbTpoBas 6aHka Men Bo3BpalLaeT CNeKTp MOLLHOCTY 3BYKa, Takke U3BECTHbIN Kak CMEKTP SHEpPruu.
Ha camom gene, 4enoBek MeHee 4yBCTBUTENNEH K U3IMEHEeHUAM 3HEeprnn Ha BbICOKMX Y4YacCToTax U Oonee
YyBCTBUTENEH Ha HU3KMX 4actotax. [loatomy Mbl Bygem BblMUCNATH forapudm cnektpa MOLLHOCTU B
mMacwtabe Men (Mel-scale power spectrum). 310 Takke NOMOraeT yMEHbLUUTb HE3HAYMTEMbHLIE Bapualmu
3BYyKa 1181 pacno3HaBaHus peyn.

B obpaboTtke peun nHpopmaums o ocHosHom Yactote FO (okono 125 'y y MyxumH 1 210 'y, y KeHLWWH)
00bIYHO He MonesHa AM1s pacno3HaBaHus peyun. YTobbl ncknounte FO 1 ocTaBuTh TOMNbKO BaXkHblE (hOpMaHTbI
(F1, F2, F3 u Tak ganee), Mbl ncnonb3yem obpatHoe npeobpasosaHue Pypbe (IDFT) gna nepexopa curHana B
obnacTb uencTptoma (Cepstrum) — TeXHMKa, Ha3BaHWE KOTOpPOK obpa3oBaHoO NyTem obpalleHms cnoea "cnekrp”
(spectrum). B obnactu uencrtproma nHdopmaumsa o FO n doopmaHTax YeTKo pasgensaeTcs, YTo No3BOSISIET f1erko
yaanute KomnoHeHT FO, npocto B3siB 12 nepBbix LencTparnbHbiX KOIMUUMEHTOB (COOTBETCTBYHOLLMX
dopMaHTam). 3T0 Npeobpas3oBaHME TaKKe MOXHO BbINOMHWTL C MOMOLLBK AUCKPETHONO KOCUHYCHOMO
npeobpasoBaHus (DCT), koTopoe co3aaeT MeHbLUE KOPPENUPYHOLLIME MPU3HAKK, YTO MAaeanbHO NOAXOAUT ANns
anropuTMOB MalUMHHOTO 0by4yeHus. B koHeyHOM wuTore Mbl nosydaem 12 uencTpanbHbIX MPU3HAKOB,
COCPEAOTOYEHHDBIX HA (DOHETUYECKMNX XapaKTEPUCTMKAX, HE 3aBUCMMBIX OT BbICOTbI FOf10Ca KaXaoro YenoBeka.

Takum 00pasom, M3 KaOoro kKagpa Mbl M3BMNEKNM 12 uencTpanbHbIX MPU3HAKOB, KOTOpble CTanu
nepsbiMn 12 npusHakamu MFCC. 13- npusHaKk — 3TO 3HEpPrs 3TOro Kagpa, Belvmcnsiemasi no oopmyne:

t2

Energy = Z x2[t]

t=t,

B pacnosHaBaHumn peun MHOPMaLMs O BPEMEHHbBIX M3MEHEHUSIX UMPAET BaXKHYHO POSb B OnNpeaeneHmm
hoHEM, OCOBEHHO Ha MEPEXOAHbIX NO3NLUSX MexXay hOHEMaMM (TaKMX KaK Hayaro WM KOHEL, COrMacHoro).
OTM M3MEHEHNS OYEHDb SIBHBIE, U (DOHEMbBI MOTYT ObITb pacno3HaHbl HA OCHOBE 3TUX uaMeHeHun. Criegytowime
13 KoadppmumeHTOB — 3TO MepBas npousBogHas (no BpemeHu) nepsBbix 13 npusHakoB. OHa copepxuT
MHOpMaLMIO O U3MEHeHUM OT kagpa t Jo kagpa t+1. dopmyna:

ct+1)—c(t—-1)
2

d(t) =

AHanormuHo, nocneghue 13 3HadeHnn MFCC npenctaenstor cobovi nameHeHune d(t) Bo BpemeHu —
npouseogHyto d(t), a Takke BTopyo NpomsBogHyto c(t). Popmyna:
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dt+1) —d(t—1)

b(t) = >

Takum obpasom, M3 12 uencTpanbHbX MpU3HakoB M 13-ro MpusHaka MOLLHOCTW, MNpoBeas ABe
npousBoAHbIe, Mbl nonyyvaem 39 npuaHakoB. 3TO U ecTb NpusHakn MFCC.

MeTog um3eneuveHus npusHakoB MFCC 3apekomeHngoBan cebs kak addpeKkTuBHbIN B 00paboTke peyn
Gnarogaps cnocobHOCTN TOYHO MOAENMPOBATL XapaKTEPUCTUKM CriyXa YernoBeka Yepes punbtp wkansi Men,
OOHOBPEMEHHO NpPefoCTaBnsAs KOMMaKTHbIN Habop Npu3HakoB Grnarogaps LencTpanbHOMY npeobpa3oBaHuio.
HecMoTpst Ha HeKoTopble OrpaHNYeHNst B YyBCTBUTENBHOCTU K LLYMY U (DUKCUPOBAHHOW CTPYKType unbTpa,
MFCC coxpaHsieT BaxHyo nos3uumio brarogapsi CBOMM BblAAHOLLMMCS NPEMMYLLECTBaM B Bbl4UCIMTENBHOM
ahPeKTUBHOCTN U HagexHocTW. byayuime HanpaBneHus pasBuUTUS COCPEdOTOMEHbl Ha  yrydlleHun
afanTuBHbIX PUNbTPOB, KOMOMHMPOBAHUN C COBPEMEHHBIMWU METO4AMM U3BNEYEHUSI MPU3HAKOB 1 MOBbILLEHWUN
YCTOMYMBOCTY K LLYMY, YTO NpodorpkaeT noareepxaath LueHHocTe MFCC kak B TpaguUMOHHBIX CUCTEMAX, Tak U
B COBPEMEHHbIX apXMTEKTypax rrybokoro obyyeHums.
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DoA.T.
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Zelmansky O.B. — Candidate of Technical Sciences, Associate Professor

Annotation. Automatic detection of speech segments in audio signals is an important task in the field of natural language processing and human-
computer interaction. This article proposes software based on the extraction of MFCC features (Mel-Frequency Cepstral Coefficients) combined
with deep learning for accurately distinguishing speech from other components (noise, silence, music). The methodology includes signal
preprocessing (noise filtering, normalization), extraction of mel-frequency features, and training of a CNN-LSTM model capable of analyzing both
frequency characteristics and temporal sequences. Testing on the LibriSpeech and TIMIT datasets demonstrated an accuracy of 93.5% with an
F1 score of 95.2%, surpassing traditional methods (SVM, HMM). The developed software also demonstrates the capability to operate in real-time
on embedded devices, opening up prospects for applications in virtual assistants, medical dialogue analysis, and intelligent audio monitoring

systems.

Keywords. Speech signals, speech recognition, MFCC, Feature extraction, Fourier transform, DCT.
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VJIK 621.317

NCCIEAJOBAHUE XAPAKTEPUCTHUK UBMEPUTEJBHbBIX
TEJEKOMMYHUKAIUMOHHbBIX CUT'HAJIOB

3mauunckas V.A.Y, cmyoenm 2p.361403, Mapwianoea K.I1.% cmyoenm 2p.361401

Benopycckuii 20cy0apcmeenvitl yHusepcumen uHpOpMamuriy u paouodsieKmpoHuKu’

2. Munck, Pecnybnuxa benapyce
Qunvyenxosa T.M. — cm. npenodasamenv kagh. 31

AnHoranmsi. B nanHoil paGoTe mpoBeneH aHAIN3 ABYX CHIHAJIOB C LEIBI0 HAXOKIEHWS MX CIIEKTPAIBHON IUIOTHOCTH. Beum
IOCTPOEHBI TPA(UKH CIIEKTPOB, C IIOMOLLBHO SI3bIKa TIporpaMMupoBaryst Python, 9to mo3BosiIIo HaryIsIHO OLIEHHTD PACIIPE/IEIICHIE
SHepruM 1o dactoTaM. OLEHEHO pa3THuMe CUTHAJIOB I10 JHEPrUM, YCTAHOBJIEHA 3aBHCHMOCTh MEXIYy aMIUIMTYJOH u
JUTHTEIBHOCTBIO CHTHAJIOB. V3ydeHsl IpakTHuecKue IPUMEHEHHs! CHTHATIOB B IM(POBOI 00paboTKe U TeNeKOMMYHHKALIHOHHBIX

CHUCTEMAX, YTO IMNOAUCPKUBACT UX BAXKHOCTb B COBPEMEHHBIX TEXHOJIOI'UAX IEPpEaaIn I/IHd)OpMaI_H/H/I.

KiioueBble c10Ba. AMIUIUTY/a, BEKTOpHAs JMarpaMMa, BPEMEHHOHM MHTEpBai, KOMILIEKCHAs JKCHOHEHLManbHas (QYHKIMS,
KOCHHYCOM/IabHasi BOJHA, METOJ YaIida, MOMYIALMSA, OKHO JAHHBIX, Hepuoporpamma, pan Pypbe, cUrHajl, cHeKTpalbHas

IJIOTHOCTB, (pa3a, 4acToTa, IIyM, SHEPTHs.

B COBPEMCHHOM MHUPEC, OXBAYCHHOM IIOTOKaMH I/IH(i)OpMaHI/II/I U OaHHBIX, aHaJIN3 CHUI'HAJIOB
CTAaHOBUTCSl B@KHEHIIEH 0O0JacThIO  HCCIIECJOBATEIbCKOW W TPUKIAJHON  JIESTEITLHOCTH.
CriekTpalTbHBIA aHAJIM3 CUTHAJIOB, MPEICTABIISIONINA COO0M M3ydeHHE paclpe/ielieHHs] CUTHAJIOB TI0
4acTOTaM, 3aHsUI IICHTPAJIbHOE MECTO B TaKUX IUCIMILIMHAX, Kak 00paboTKa ayauo, paauoCBs3b,
OMOMEIUIIMHCKAST WHXKEHEPUSI W MHOTHX JApyrux. OJHUM W3 KIFOYEBBIX aCleKTOB B ATOW 00JIACTH
SIBIISICTCSI TIOHUMAHHWE TOTO, KaK pPa3JIMYHbIE CHTHAIBI BEIyT ceOs B YACTOTHOW OOJIAaCTH, YTO
HEMOCPEJICTBEHHO CBSI3aHO C UX BPEMEHHBIMH XapaKTEPUCTHKAMH U CBOWCTBAMH.

CriekTpaiibHasi IJIOTHOCTh MOIITHOCTH CHUTHAJIA CITY)KUT BaKHBIM WHCTPYMEHTOM ISl OLICHKH
pacnpeienicHuss SHEPTUU CUTHAIOB 1Mo 4YactoTaM. OHa TO3BOJISIET MCCIICOBATEIIIM M HH)KEHEpam
BBISIBJISITh TIPUCYTCTBUE PA3IMYHBIX YaCTOT, MX aMIUIMTYIY M, CJICJIOBATEIILHO, JaeT BO3MOXKHOCTh
MIPOBOJIUTH PA3IMYHBIC BUIBI aHAJIN3a, BKJIIOYAs (HIBTPALIMIO, PACIO3HABAHUE M KJIACCH(PHKAIIMIO
CUTHAJIOB.

B 310i1 paboTe MBI COCpeIOTOUMM BHUMAHUE HA aHAIIN3E JIBYX CUTHAJIOB:

S, (t) = a- cos2nfyt, (1)
S,(t) = a - el2™hot, (2)

Curnan Si(t) npeacrapisier co00it KOCHHYCOUIATBHYIO BOJIHY, a CHrHAT Sp(t) — KOMILIEKCHYTO
SKCIIOHEHIMANbHYI0 (yHkumio. O0a CcHrHala WMEIT OJMHAKOBYIO YacTOTy W aMIUIUTYAY,
cooTBercTBeHHO paBHble 501 m 1B, 4yTo mnpenocTaBiseT YHUKaIbHYIO BO3MOKHOCTH IS
CpaBHUTENbHOTO aHanu3a. OCHOBHOM 3ajaueil JaHHOM paloOThl SIBISETCS OLEHKA CHEKTPAIbHBIX
IUIOTHOCTEN JAHHBIX CUTHAJIOB.

CyiecTByeT MHOXKECTBO METOJIOB JUISl PELICHMs 3aJau CIEKTPAIBHOTO aHaIM3a BPEMEHHBIX
PSLIIOB, OJTHAKO, OJHUM M3 3(P(PEKTHUBHBIX CIOCOOOB OLIEHUBAHUS CHIEKTpa sBisieTcst MeTo Yamua. OH
MO3BOJISIET TOJYYUTh OLIEHKY CHEKTPAIbHOM IUIOTHOCTH TNPSIMO Ha OCHOBE HCXOJHOTO Habopa
JAHHBIX. A MMEHHO, 3TOT METOJl BKJIIOYAET YCPEIHEHHE OLEHOK CIEKTPAIbHON IJIOTHOCTH JUIA
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HECKOJIBKUX CETMCHTOB CUTHAJIA, YTO IIOMOI'aCT YMCHBIINUTD IIYM M YJIIYYIIUTH OLICHKY.

Mpbl ¥MeeM B BUJly BBIYHCIMTEIBHBIA aIrOPUTM, BKIIOYAIOMIMN B cebs pa3OueHne BCero
uHTepBaia HaOmogeHus MHBI N Ha KOHEYHOE YHMCIO HEMEPeKpPBIBAIOIIUXCS WM YacTHYHO
NEPEKPHIBAIOIMXCS CerMeHTOB JUIMHBI M < N, BbIYHCIIEHHE TI0 KaXI0MY U3 HUX IEPHOIOrpaMMbl U
ee MOCIIEAYIOlIee OCPEAHEHUE 110 YUCTy cerMeHTOB uuHbI M. TIpu 3TOM, rOBOps 0 eproaorpamMme,
BBIYHCIIIEMOH 0 KaKJIOMY M3 CErMEHTOB /UIMHBI M, MBI MMeeM B BHIY €€ MOIU(PHIIMPOBAHHYIO
BEPCHIO, OTIPEACIISIEMYIO JAHHBIM COOTHOLLIEHHUEM:

2 -1

IBw) =) b)XK)e*e| (2 ) b2(k) (3)

3nece B ={b(k),k =1,M} — tak Ha3elBaeMOe OKHO JAHHBIX, HCIIOJB3yeMOE JUIA
JIOMHOXeHHs  (HEpaBHOMEpHOTO  B3BemmBaHus) otpeska peammammn (X (k) k =1, M}.
[Mocnenosarensrocts b(k) dvamie Bcero riaBHO yOBIBAET OT CEPEIMHBI OTPE3KA PEATH3allMU K €ro
KpasiM, YeM JOCTHraeTcsl CIIaKMBaHWE KpaeB pealu3allii U B KOHEYHOM CYETE YMEHbIIECHHE
cMmerieHus:  (CUCTeMaTHYecKOM  OMMOKA  CMEIICHHs) TepuoAorpaMMbl.  bosbiioe  4ucio
Pa3HO0Opa3HBIX OKOH MOKHO HaiTi B [1-3]. B HacTosiieii paboTe B KauecTBE CrIAKHUBAOIINX OKOH
JAHHBIX B TpW TOCTPOCHMM OLEHKM Y2/I4a HCIOJIb3yeM pasnoxkeHne B psag Pypee npu
MOJIMHOMHUAJIbHBIX TPUTOHOMETPHIECKHX sipax Tumna J[xekcona [4].

CrnenmyrolyM 3TanioM BBIYMCIEHUS CHEKTPabHOM IUIOTHOCTH CUTHAJIOB CTaHET pa3paboTka
KO/Ia, IPOJIEMOHCTPUPOBAHHOTO Ha PUCYHKE 1, rie MbI AETabHO PAacCMOTPUM U MOIYEPKHEM, Kak
9Tanbl TEHEpallMd CUTHAJIOB, WX CIEKTPAaIbHOTO aHalIM3a W BHU3YaJlW3allid B3aUMOCBS3aHBI U
JOTMOJHSIIOT Jpyr Apyra, oOecrieurBasi MOJHOE MOHMMAaHHE CHEKTPAJbHBIX XapaKTEPUCTHK JABYX
CHUTHAJIOB.

import numpy as np
import matplotlib.pyplot as plt
from scipy.signal import welch

4 MapameTpsl CUTHANDE
fs = 1888 # YacTOTa AMCKPETA3aUMK (ru)
[t = np.arange(@, 1.8, 1/fs)} # BpemAa OT @ 40 1 CEKYHOW

[# NapameTpsl CHrHANOB

3 =1 # AMNAMTYAS

fe_1 = 58 # 4acToTa ana 51 (ru)
fe_2 = 58 # 4acToTa Ana s2 (ru)

4 Curnansi
S1=a * np.cos(2 * np.pl * fe_1 * t} # Curhan 1
52 =a * np.exp(1j * 2 * np.pi * fe_2 * t) # Curnan 2

[# HaXOWAEHWE CMEKTPaAbHalX MAOTHOCTER C YAYYWEHHSMA NaPaMETRaMK

nperseg = 512 # YBEAWYSHWE ANWHal CErMEHTa anA Gonee AETanbHOrO aHANW3E
f1, Pxxl = welch(S1, fs, nperseg=nperseg)

2, Pxx2 = welch({np.real(s2), fs, nperseg=nperssg)

4 MocTpoEHWE TPagUKOE
plt.figure(figsize=(12, 8))

|# rpaguk ana curiana 1

plt.subplot(2, 1, 1)

plt.semilogy(fl, Pxx1l, color='blue®, linewidth=2}
plt.title('CnexkTpanchaa NACTHOCTE CMrHana S1', fontsize=14)
plt.xlabel('4acToTa (ru)', fontsize=12)

plt.ylabel('CnekTpanetHasa MACTHOCTE (V~2/Tu)’, fontsize=12)
plt.xlim(@, 288) +# OrpaHM4eHME NC OCH X ANR nyuwere oTolpamenda
plt.grid(True}

plt.axvline(x=fe_1, color="red", linestyle="--, label="f@ = 5@ ru'}
plt.legend(}

¢ rpaguk ans curnana 2

plt.subplot(2, 1, 2}

plt.semilogy(f2, Pxx2, color='green', linewidth=2})
plt.title("CnekTpanshaa NAOTHOCTE CUrHana 52°, fontsize=14)
plt.xlabel('YacToTa (ru)', fontsize=12)
plt.ylabel('CnekTpankkas naoThocTe (W~2/ru)’, fontsize=12)
plt.xlim(@, 288) # OrpEHUYEHWE MO OCH X ANA Ayywero oTobpawexua
plt.grid(True}

plt.tight_layout(}
plt.show(}

Pucynox 1— Koo ons oyenku cnexmpanvhou niomuocmu cuenanos Si(t) u Sa(t)
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[Mocne 3TOTO PE3yNBTAaThl BU3YATU3UPYIOTCS C IOMOIIBIO TPAPUKOB, YTO MOMOXKET HArJISAHO
MPOWJUTIOCTPUPOBATH HA PUCYHKE 2 XapaKTEPUCTUKH CUT'HAJIOB B YACTOTHOM 00JIAaCTH.

CnekTpanbHas NNoTHOCTL CUrHana S1

CnekTpanbHas nnoTHocTs (V~2/Tu)

o 25 50 4] I(;U 125 150 s 200
YacToTa (Tu}
CnekTpankHas NNOTHOCTL CUrHana S2

as NAoTHOCTL (V~2/Tu)
5

CrnekTpa.

25 50 75 100 125 150 175 200
Yacrora (fu)

Pucynox 2 — I'paghuxu cnexmpanvhuix niomuocmeii cuenanog S1 u S2

[Ipoananmu3upoBaB PUCYHOK 2, MOKHO CJENaTh BBIBOJ. ['padku BH3yanbHO COBIIAIAIOT, 3TO
OKU/IAEMO M3-32 CXOXKECTH YacTOThl M aMIUIUTY/AbI, HO BaKHO YYHUTHIBATh, YTO OHU MOTYT UMETh
paszHble (azbl U Apyrue xapakrepucTuku. Ha nepBom rpaduke BUJHO 3HAUUTENbHOE MTUKHUPOBAHUE HA
gactoTe 50 ['11, YTO COOTBETCTBYET YacTOTE CHTHAJIA, MoJiarasich Ha (GopMyiy 1. D10 moaTBepKIaeT,
YTO CHTHaJl MMEET SIPKO BBIPQKEHHYIO YAaCTOTHYIO COCTABISIONIYIO. YOBbIBaHHE MPOMCXOIUT Ha
yacToTax OTIMYHBIX OT 50 ', 4TO CBUAETENHCTBYET O TOM, YTO CUTHAI B OCHOBHOM COCpPEIOTOYEH
BOKpYr oToii 4actoThl. Ha BropoM rpaduke BumHO Oojiee paBHOMEpPHOE pacHpeieieHue
CIEKTPaJIbHON IUIOTHOCTH, 0€3 SIPKO BBIPAKEHHBIX MHKOB. JTO CBA3aHO C TEM, YTO, DAl Ha
dbopmyiy 2, MOXKHO CKa3aTb, YTO CUTHAN SIBJISETCS KOMIUIEKCHBIM 3KCIIOHEHIIMAIBbHBIM, KOTOPBI He
MMeeT peallbHON aMIUIUTY/Ibl B KJIaCCHYeCKOM cMbiciie. CrieKTpaibHasi IJIOTHOCTD TaKkKe YObIBAeT, HO
HE TaK pe3Ko, Kak y curaana Si(t).

IMpu cpaBrennn curnanoB Si(t) u So(t) mo sHepriy Mbl MOYKEM BBISIBUTb, YTO SHEPTHUsl CHTHAJIA
SIBIISIETCS. BKHBIM HWHIUKATOPOM €ro MOIIHOCTU M, KaK CIIEACTBHE, €r0 BO3JCHUCTBHS Ha CHCTEMY.
Curnan Si(t) umeer 4eTKO OmpeneIeHHY0 4acToTy paBHYI0 50 [l U BBICOKYIO SHEPIUIO B 3TOM
00J1acTH, 4TO JeNaeT ero 0ojee MOIXOAANIMM Ui MPUIOKEHUH, TpeOYIOIUX AeTaIbHOTO aHAIN3a
4acTOThl (HallpUMeEp, B PaJMOCBA3U), a Takke OyJeT MOJe3eH B 3aJayax, /e BaXKHO KOHKPETHOE
BBIJIETIEHUE YaCTOTHI.

B namem ciyuae pasauumsi B sHepreTHueckux xapakrepuctukax Si(t) m So(f) moryr ObITh
NPOAHATN3UPOBAHbl Yepe3 HMX CHEeKTpaibHble IWIOTHOCTH. CurHan S;(t) wWMeer KOHEUYHYIO |
(PMKCHPOBAHHYIO SHEPIHIO B TPEJIENIax OJJHOTO MEPUO/IA, a CHrHaI S, (t) MOKET HMETh OECKOHEUHYIO
SHEPTrUIo, €CIIM er0 PaccMaTpuBaTh HA OECKOHEUHOM BPEMEHHOM WHTEpBAJe, UTO JENaeT €ro MEHee
MOAXO/AIINUM ISl aHAJTM3a B KJIACCHYECKOM MOHMMAaHWU SHEPTUU, HO MOJIE3HBIM B TEOPETUUECKUX
pacuerax U MpUIOKEHUSX, CBI3aHHBIX ¢ (ha30BOI HHPOpMAITHEH.

Hccnemyemble curHaIbl MOTYT OBITh IPUMEHEHBI B PA3JIMYHBIX 3a/1a4aX IU(PPoBoit 00pabOTKH
CHTHAJIOB, BKIIIOYAsh KOMIIPECCHIO, (QUIBTPAIIMIO, ETEKIMI0 U paclo3HaBaHUe CUTHaNoB. CHTHAIBI
S1(t) u Sy(t) MoryT OBITh TOJIC3HBI B TEIEKOMMYHUKAIIMOHHBIX CHCTEMAaX, IJIe BaYKHBI TOUKH CXOJICTBA
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M pa3JInyus B 06pa60TKe curHaioB. Hanpumep, KOCHHYCOUIaIbHbIE BOJIHBI MOT'YT HCIIOJIb30BaThCS B

MOAYJIAIWN UIA Iepeaadn I/IH(bOpMaI_[I/II/I, a KOMIUICKCHBIC 3KCIIOHCHINAJIbHBIC (1)yHKLII/II/I — B 3aJadax,

CBSI3aHHBIX C (ha30BOM MAaHUITYIISAIMEH WM BEKTOPHOU THarpaMMOH.

Crucok ucnonb306anHbixX UCHLOUHUKOB
1. XKypbenko, U.I. Anamus cmayuoHapHwix u 0OHOPOOHbIX cayuatinblx cucmem / U.I. JKypbenxo. — M. : H30-60 Mock. yn-ma, 1987. — 240 c.
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UDC 621.317
INVESTIGATION OF THE CHARACTERISTICS OF MEASURING
TELECOMMUNICATION SIGNALS
Zmachynskaya U.A.}, student of the gr..361403, Marshalova K.Z 2, student of the gr.361401
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Filchenkova T.M. — Senior Lecturer

Annotation. In this paper, two signals are analyzed in order to find their spectral density. Graphs of the spectra were constructed
using the python programming language, which made it possible to visually assess the distribution of energy across frequencies. The
difference in energy between the signals is estimated, and the relationship between the amplitude and duration of the signals is
established. Practical applications of signals in digital processing and telecommunication systems have been studied, which

underlines their importance in modern information transmission technologies.

Keywords. Amplitude, vector diagram, time interval, complex exponential function, cosine wave, Welch method, modulation, data

window, periodogram, Fourier series, signal, spectral density, phase, frequency, noise, energy.
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CUCTEMA YNPABJIEHUSA AYTEHTU®UKALIMEN NOJNMb30OBATEJNEN
MHOOPMALUNOHHbLIX PECYPCOB C UCMNOJIb3BOBAHUEM CKY[l

WBarHos A.l1., Kucesib A.B.
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bernopycckui rocy,4apCcTBEHHBIN YHUBEDCUTET UHQOPMATHKI U PafNOS/IEKTDOHKY,
r. MuHck, Pecriybrika berapyce

Hayurbewi pykoBoguTesb.: besioycoBa E.C. — AOLEHT Kageaps! 3V, KaHANAAT TEXHUYECKUX HAYK, AOLIEHT.

AHHOTaumsa. B mMartepyanax p[oknaga npeactaBneHbl  pesynbTaTtbl  paspaboTkn  u
TECTUPOBAHUS CUCTEMbl KOHTPONS M YMpaBfeHns AOCTYNOM Ha ocHose RFID-kapTbl u
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BroMeTpnYecKon ayTeHTUMKaLMKN, MHTerpupoBaHHol ¢ Keycloak. [JaHHas cucteMa MoxeT
MCNONb30BaThCA A1t 0OyYEHWs1 CTYAEHTOB PasfiMyHbIX CrieunanbHOCTen, BkatoYas 6-05-
0611-02 «MHdbopMaumoHHas 6e30nacHOCTb», AN MOBbILEHUS MX HABLIKOB B 06s1acTu
MH(OPMaLIMOHHONM 6e30MacHOCTW.

Knrouesble cnoBa: CKY/], RFID-kapTa, 6uomeTpuyeckas ayteHTudukaums, Keycloak.

BBegenne. C pasBUTMEM MH(DOPMALMOHHBIX TEXHOMOMMIMN M POCTOM KOMMYECTBA LMGPOBbIX
pecypcoB obecneyeHVe HaaeXHOW ayTeHTUdMKaUuMM MoNb30BaTENEN CTaHOBUTCS KPUTUYECKU
Ba)XHOW 3adayen. TpaauUMOHHbIE METO/bl, OCHOBAHHbIE TOMIbKO Ha MapO/bHOM 3alumMTe, He BCeraa
06ecneyumBatoT A0CTaTOUHbIM YPOBEHb 6E30MACHOCTU, OCOBEHHO B KPYMHbIX OpraHM3aumsix. B cBs3u ¢
3TUM aKTMBHO Pa3BMBAETCA MHOrohakTOPHON ayTeHTUdMKaUMK, KOTOpasi COYETAET HECKOMbKO
YPOBHEI NPOBEPKWN MONb30BATENSI.

OnHuM 13 3(PhEKTUBHBIX PELLEHNI SIBNSIETCA MHTErpaLmMsi CUCTEM KOHTPONS W YnpaBieHus
JOCTYMNOM C LEEHTPANMN30BaHHbIMU MEXaHM3MaMK ayTeHTUdMKauuK. B Takolt cucteme nonb3oBaTelb
CHayana npoxoautT npoeepky no RFID-kapTe, 3aTeM MOATBEPXAAET JIMYHOCTb C MOMOLLUBIO
bvomMeTpuM, MocCie 4Yero AaHHble NepeaarTcs B CUCTEMY  YNpaBneHWs AO0CTYNOM MU
ayTeHTUdMKaumeln, Takyto kak Keycloak. Ha ocHoBaHWM nonyyeHHOM WHGOpMaumMM NpovMcXoauT
aBTOMaTMyeckasi pa3brioKMpPOBKA YYETHOM 3annc U NPeaoCcTaBieHne A0CTYNa K MHAOPMALMOHHBIM
pecypcam.

AKTyanbHOCTb [aHHOrO noaxoaa obycnoBneHa poCTOM uucia kubepyrpos, CBsi3aHHbIX C
KOMMNpoMeTaumen y4YeTHbIX [aHHbIX M HeCaHKUMOHMPOBaHHbIM [AOCTYNOM. Mcnonb3oBaHue Takowu
CUCTEMbl MO3BOMSIET 3HAUMTENbHO MOBLICUTL YPOBEHb 6e30MacHOCTK, MUHWMM3WPOBATL PUCKK
HECaHKLMOHMPOBAHHOIO AOCTYMNa 1 06ecneumnTb HAAEXHbIA KOHTPO/b Kak 3a Gu3nyecknm obbekTaMm,
TaK 1 3a MHGOPMALIMOHHBIMM pecypcamm.

Llenb paHHOM HayyHOM paboTbl 3aknouvaeTca B paspabotke M peanusaummn CKY[ ¢
MHTErpaumein MexaHn3MoB MHOro(akTOpHOM ayTeHTU(MMKaLMM 1 YNPaBeHUst YYETHBIMU 3arnmCaMu.
MonyyeHHble pe3ynbTaThl MOMyT CTaTb OCHOBOM Ansi CO3AaHusi 6e30nacHbiX M 3PhekTUBHBIX
PELLEHMI MO 3aLMTE KOPMOPaTUBHBIX M rOCYAaPCTBEHHBIX MH(OPMALMOHHBIX PECYPCOB.

OcHoBHas Yacrb. [Ins obecneyeHns HaaeXHoN ayTeHTUdMKauMM Nonb30BaTeNen 1 3alumThl
NHOPMALMOHHBIX pecypcoB 6blna pa3paboTaHa cucTteMa KOHTPONAS WM yrpaBneHust AOCTYMNOM C
MHOrO(aKTOPHON ayTeHTUdMKaumen. OCHOBHOM 3afadell CUCTEMbI SIBNISIETCS MOBbILLEHWE YPOBHSI
6e30MacHOCTU N UCKTIOYEHME HECaHKLMOHMPOBAHHOIO AOCTYrNa 3a CYET ucnonb3oBaHus RFID-kapT m
bruomMeTpuyeckor ayTeHTUdMKaUMKW, @ TaKKe WHTErpauMmM C CUCTEMOW YMpaB/iEHUs Y4YeTHbIMU
3anNUcaMn ANs LEHTPaIM30BaHHOMO KOHTPONS A0CTyna.

Ans adpdektmBHOM paboTbl cucTeMbl 6blna pa3paboTaHa YeTKasl MNOC/IeAoBaTENbHOCTb
JENCTBUIA, KOTOpasl HauMHaeTcs C wuaeHTMdMKaumn nonb3oBatenss 4vepe3 RFID-kapty, 3aTeM
BbINOMHAETCA bruomeTpuyeckas ayTeHTUdUKaums, 1 TobKO Nocie 3TOr0 OCYLLECTBSETCS NpoBepka
yyeTHoM 3anucu Yepe3 cucteMy Keycloak. 3Ta nocneaoBaTeNbHOCTL 06ECneYMBaeT HaAeXHYHo
3alWMTY Ha KaxxAaoM 3Tarie npouecca. Ha pucyHke 1 npeactaBneHa 6nok-cxema, onucbiBatoLlast
¢yHKumoHmpoBaHne CKY/, a Ha pucyHke 2 — 6n0K-CxeMa, OnucbiBaroLWas (yHKUMOHMPOBaHWE
cucTeMa ynpaeneHus JOCTyrnoM 1 ayteHTudmkaumen — Keycloak.
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L |
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CepEep

AMHHHCTPATOPY

PucyHok 1 — bnok-cxeMa dyHKUMoHMpoBaHua CKY/[]

Ilepexon Ha Web-Cepaep

.

Ilepemaua nanapx ¢ Web-cepsepa
Ha cuctemy Keycloak

.

AyTeHTHQHKALHS ¢ HOMOLIBIO CHCTEMBI
keycloak

'
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PucyHok 2 — bnok-cxema ¢hyHKUMOHMpoBaHus Keycloak

B npouecce TecTMpoBaHus cuCTeMbl ObliM MpOBeAeHbl Pas/iMyHble CueHapuy, BKIOYas
ycnewHbin Bxoa C RFID-kapToM M 6MOMETPUYECKMMM AaHHbIMKW, @ Takke OTka3 B AOCTyne npu
HECOOTBETCTBUM BMOMETPUYECKMX AaHHBIX UM UCMONb30BaHUM HE3APErMCTPUPOBaHHOM KapTbl. Bce
3Tanbl ayTeHTUdUKaumm 6b1m NpoBepeHbl HA KOPPEKTHOCTb paboThbl, M CUCTEMA NoKasana BbICOKYHO
CTeneHb HaAeXHOCTWU. Pe3ynbTaTbl TECTUPOBaHMS MOATBEPXKAAKT, 4TO cucTeMa 3dPeKTUBHO
NpeaoTBPALLAET HECAHKLUMOHMPOBAHHBIN AOCTYN U MUHUMU3UPYET PUCKM KOMMPOMETALMM YUETHBIX
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JaHHbIX.

PaspaboTaHHas cucteMa MOXET ObITb AOMONHUTENBHO YCUeHa CeayoWwmMMmM Mepamu:

1 XypHanupoBaHue cobbITUi1 — BedeHWe JfIoroB BCEX MOMbITOK BXOAA, YTO MO3BOJSSET
CBOEBPEMEHHO BbISIBNIATb NOAO3PUTESNbHYIO aKTUBHOCTD.

2 MOHUTOPWHT B peasibHOM BpeMeHN — 0TobpaXkeHue MHQOpMaLMKM O MONb30BaTeNsX, KoTopble
3aLLNV B 34aHUM UIIU BbILN U3 HEro.

3 HTerpaumss C CUCTEMOM  YMpaBNEHWUS WHUMAEHTaMW — NS MOBbILLEHUS  YPOBHS
6e30MacHOCT MOXHO BHEApUTb CUCTeMy, KoTopast OyaeT aBToMaTMuecku pearMpoBaTb Ha
noao3puTesibHble COObITUSA, OTNPABNSAS YBEAOMIIEHUS CUCTEMY aAMUHUCTPATOPY.

arsiroyenne. B xopne paspabotkm 6bina co3gaHa 3¢hdeKTMBHAs CUCTEMa KOHTPONS M
ynpaeneHns A0CTyrnoM, codeTarowas RFID, 6uomeTpuyeckyro ayTeHTUMMKALMIO U UMHTErpaumio C
Keycloak ans ynpaBneHust y4yeTHbIMM 3anucaMu. TeCcTUpOBaHWE MOATBEPAMIO €€  BbICOKYHO
HaAEXHOCTb M 3alUMTy OT HECAHKLIMOHMPOBAHHOMO AOCTyMa. MepcnekTviBbl AasibHEMWEro pasBuUTUS
BK/TOYAIOT MHTEMPaLMIO AOMOMHUTENbHBIX METOAOB 3alUMTbI, TAaKUX KaK >XypHaMpoBaHWe cobbITui,
MOHUTOPUHI B peasibHOM BPEMEHWN U paclumpeHne (yHKUMOHANBLHOCTU. Takas cucteMa MOXET 6bITb
BHeapeHa B y4yebHble Npouecchl Anst CTYAEHTOB pas/iMyHbIX crieumanbHocTen, Brtodas 1-98 01 02
«3alwmTa MHpopMaLUUM B TENEKOMMYHUKALMSIX>.

Crincok sinTeparypbi
1. MFRC522 [3nexTporHsii pecypc]. Pexxm goctyna. https.//github.comy/miguelbalboa/rfid?ysclid=m82qd1kulp160266956. — fara
Agocryna: 11.02.2025.
2. Server Administration Guide [3rexTpoHHbI pecypc]. Pexum A0CTyna:
https.//www.keycloak.org/docs/latest/server_admiry/index.html. — fata gocryna: 24.02.2025.
3. Flask’s documentation [3nexkTpoHHbId pecypc]. Pexum goctyna: https.//flask.palletsprojects.com/en/stable/. — fAara gocryna:
01.03.2025.
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USER AUTHENTICATION MANAGEMENT SYSTEM FOR INFORMATION
RESOURCES USING ACCESS CONTROL SYSTEMS

Ivanov A.P,, Kisel A.V.
gr.161402

Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech. ), associate professor at the information security department

Annotation. The report presents the results of the development and testing of an access
control system based on RFID cards and biometric authentication, integrated with Keycloak.
This system can be used for training students of various specialties, including 6-05-0611-02
"Information Security," to enhance their skills in information security.

Keywords: ACS, RFID card, biometric authentication, Keycloak.
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NCMNOoJib3OBAHUE UCKYCCTBEHHOIO UHTEIJIEKTA OJA
KUBEP3ALWUTbI BOEHHbIX UH®OPMALIMOHHbLIX CUCTEM

Kapasati M.A., lNuHzonb E.UN.
Bernopycckuli eocydapcmeeHHbIl yHUgepcumem UHgopmMamuKu U paduossieKmpoHUKU
2. Munck, Pecriybnuka benapyce

lycakos I1.b.

AHHOTaums. CoBpeMeHHbIE BOOPY)XEHHbIE KOHCIMKTLI BCE Yallle BKIHYaT KUBGEPKOMMOHEHT. IHhOpMaLMOHHbIE CUCTEMbI @pMUK U OOBEKTOB
KPUTUYECKON MHCPaCTPYKTYpbl CTAHOBATCS MPUOPUTETHBIMK LIENAMU Anst knbepartak. Mcrnonb3oBaHue uckyccTBeHHoro mHtennekta (UMW) B
BOEHHOW cchepe No3BOSIAET Co3Aarb aaanTyBHbIE U aBTOMaTU3NPOBaHHbIE CUCTEMbI 3aLLUTHI, CMOCOGHbIE B pearibHOM BpeEMeHN OOHapyKMBaTb,
aHanMsupoBaTb U yCTpaHsATb yrposbl. B pabote paccmarpurBaloTcsi ocobeHHOCTU NpuMeHeHnst MW B knbep6e3onacHOCTV BOEHHBIX CUCTEM,

MPUMEPbI CYLLECTBYIOLLIMX PELLEHWI U NEPCMEKTUBLI Pa3BUTHS.

C paclumpeHmem cnektpa knbepyrpos 1 nepexogomM BOOPYXKEHHBLIX KOH(NUKTOB B LdPOBYHO
NMOCKOCTb 3alLMTa BOEHHbIX MHPOPMALIMOHHBIX CUCTEM BbIXOAUT Ha NepBbin NiaH. TpagnuumoHHbIe
MeToabl KnbepbesonacHOCTM He Bcerga 3dEKTMBHbI MPU aTakax Ha CeTeBble CTPYKTYpbI
apMencknx noAapasgesieHnin, CUCTEMbl YNPaBreHus, pPaguMoCBHA3M, HaBuraumm Wu  BOOPYXKEHUS.
MCKyCCTBEHHbIN MHTENMEKT NpeanaraeT HOBble NoaxoAbl, OCHOBAHHbLIE HA HEMPEPbIBHOM aHanuae
noBefeHnsi cUCTeM, OBHapPY>XEHNM aHOoManui U oNepaTUBHOM pearMpoBaHMM Ha MOTEHUManbHble
WHUMOEHTDI.

OaHMM 13 KNYEBbLIX HanpaeneHun aensaeTca npumeHerHne VA ans sawmtbl BOEHHbIX CETEN B
YCMNOBUSX OrpaHWYEeHHOro BPEMEHW U pecypcoB. MCMonb3yloTcs MeToAbl MalUMHHOTO Oby4yeHus,
BKItoYasi rrybokme HempoceTn, obydyeHne 6e3 yuntenst 1 MeTodbl camMoobydeHusl, No3BonsAoLLmME
BbISIBNSATb MPU3HaKM atak gaxe 6e3 3apaHee 3afdaHHbIX CUrHaTyp. OTO OCOBGEHHO akTyanbHO npu
npoTneBoaencTBun APT-rpynnupoBKkaM, WCMONb3YOLWMM CrOXHbIE W MHOroaTanHble cueHapuu
BTOopeHusi. MM cnocobeH aHanmampoBaTb ceTeBon Tpadmk, nor-cannbl, AaHHbIE TenemMeTpum C
Y3r0B CBSI3VM W ynpaBneHusi, co3gasBasl MOAerNb HOpMasbHOro NoBedeHUs CUCTEMbI U OnepaTMBHO
onpenenss OTKIOHEHUS.

BaxHoln ocobeHHOCTbI0 BOeHHbIX UA-cuctem sienaetcs TpeboBaHMEe K MX aBTOHOMHOCTU. B
YCNOBUSX PaAMO3NEKTPOHHOTO MPOTUBOAENCTBUSA, ONOKMPOBKM KaHamnoB CBA3WM U (huanyeckomn
n30MAuMn  nogpasgeneHni cuctemMbl KnbepsalimTbl AOMMKHbI  (PYHKUMOHMPOBaTh 6e3 BHELUHEN
nogaepXku. Takne pelueHus NPOeKTUPYHOTCH C YH4ETOM YCTOMYMBOCTM K aTakaM Ha camu anropuTMbl
— B TOM 4uCre MnonbiTkaM BHEOPEHUS BPEAOHOCHbIX AaHHbIX, CMOCOOHbLIX M3MEHWUTb MnoBeaeHue
mogenn. Kpome Toro, ocoboe BHMMaHve yaensetcs WHTEpPnpeTMpyeMoCTV peLleHun, 4YToObl
KOMaHAHbI COCTaB MO OrnepaTMBHO MPUHMMaTb OBOCHOBaHHbIE AENCTBUSI HA OCHOBE OTYETOB
CUCTEMbI.

JononHnteneHbIM HanpaeneHnem passutna WMW-cpeactB B BOEHHOW MHGOPMALMIOHHON
©e30MacHOCT CTaHOBUTCS UX MHTerpaumnsa ¢ nnatgopmamm knacca SOAR (Security Orchestration,
Automation and Response). 3TO NO3BOMSET He TOMbKO BbIABMAATb WHUMOEHTbl, HO M B
aBTOMAaTUYECKOM peXMMe 3anyckaTb 3aluTHble cueHapun: 6roknpoBaTb ceTeBble MOAKTHOYEHMS,
N30MMpoBaTb aTakOBaHHble Y3rbl, CO34aBaTb MapLpyTbl obxoda u nepegasaTb OMnepaTUBHbIE
OTYETbI OTBETCTBEHHBIM O0douLiepam. B ycnoBuax orpaHMYeHHOro BpeMEHU pearMpoBaHns U BbICOKOM
AvHamukn 60eBo 0BCTAHOBKM Takasi aBTOMaTn3aumst CTaHOBUTCS KPUTUYECKU BaXKHOMW.

Ocoboe 3HauyeHne npuobpetaeTr paspabotka cucTeM OOBACHUMOTO MCKYCCTBEHHOMO
nHtennekra (XAl), CnocoBHbIX He TOMbKO BbIHOCUTb pELUeHUss, HO W NpefocTaBnsTb  UX
WHTepnpeTaumto. 3To HeoBX0AMMO NpU PYHKUMOHMPOBAHMM B CBA3KE C YENOBEKOM-ONepaTopom B
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LeHTpax ooeBoro ynpasneHus. Takne CUCTEMDI NMno3BONAKT NMOBbICUTb aosepue K

aBTOMAaTU3VMPOBAHHBLIM  PELLEHUSIM, MUHMMU3MPYS PUCKM OLIMBOYHBLIX AEeNCTBUA U  NOBbIWAs
ONepaTUBHOCTb NPUHATUSA PELLEHNI B YCIOBUSAX HEONPEAENEHHOCTY.

B nepcnektMBe WCKYCCTBEHHbIN WHTENNEKT MOXET ObiTb rnyboOKO MHTErpupoBaH B eAuHble
aBTOMAaTM3MPOBaHHbIE cucTeMbl ynpaeneHuss Bovickamu (ACY), obecneuvBas 3awmTty OT
NHPOPMALIMOHHOTO BO3OEVCTBUSI HA BCEX YPOBHSIX — OT MHAMBMAYyanbHOro 6omnua A0 KOMaHOHbIX
MyHKTOB OMepaTUBHOIO 3BeHa. BO3MOXHO co3gaHve «yMHbIX» KnbepbapbepoB, AMHaAMUYECKU
agantupylowmxca kK 6oeson obctaHoBke, 0bGnagarwoLmx CnOCOBHOCTBIO K CamMoobyyeHuto wu
CaMOCTOATENbHOMY BOCCTAHOBMEHWIO Nocne aTak. [pyMeHeHne Takux TexXHONorvn ykpennset
umdpoByto 6e30MacHOCTb apMMM U CTAHOBUTCS OOHMM M3 KIOYEBBLIX HanpaeneHun obecneveHus
BOEHHOro npesocxoactea B XXI Beke.

Takum 06pa3oM, NCKYCCTBEHHbIN MHTENNEKT OTKPbIBAET HOBbIE FOPU3OHTbI AN MOBbILLEHNS
YCTONYMBOCTU BOEHHbIX WHAOPMaUMOHHbIX cucteM. OH obecneynBaeT MPOaKTUBHYIO 3aLuuTy,
COKpalliaeT Bpemsi pearMpoBaHWUsl, CHWXKAeT Harpysky Ha OnepauvoHHbIN NepcoHan v no3sonset
3PPeKTMBHO NPOTUBOCTOATL KMBepyrpo3am B YCIOBUSAX pearibHOro M rmbpuaHoro KOHMrvkTa.
KomnnekcHas wuHTerpaumss MW B cuctembl KMOGEpPOBOPOHbI  MO3BOSIUT  BOOPYXEHHBIM  CUMam
COXpPaHUTb  TEXHOMOrM4yeckoe MnpeMMyLlecTBO UM obecneunTb UMPOBON CyBEpPEHUTET B
NHPOPMALIMOHHOM MPOTUBOCTOSIHUM.

Cnucok ucnosib308aHHbIX UCMOYHUKO8:

1. 3notuH AWM., Maukesuy B.M. KnbepobopoHa: coBpeMeHHble NoaxXoabl U TexHomnornn. BoeHHas mbicnb, 2020.
2. Yeborapér A.A. NHTennekTyanbHble cucTembl B knbepobopoHe. BecTHuk BA PB, 2022.
3. Anderson R. Security Engineering: A Guide to Building Dependable Distributed Systems. Wiley, 2020.

4, MenbHukoB W.C. VickycCTBEHHbIN MHTENNEKT B BOEHHOM Aerne: NepcnekTuBbl U Bbi30oBbI. MHdopmaLmoHHas 6esonacHocTs, 2021.

Y[OK 0004.056.53

METOOUKA UCMOJIb3OBAHUA MATPULIbI MITRE ATTACK OJ1A
TECTUPOBAHUA BE3ONACHOCTU KOPNMOPATUBHbIX CETEN

Kpasuenxo E.JI., Byyxesuu E.M. cmyoenmot 2p.261402

Benopycckuti 2ocydapcmeeHHbili yHUgepcumem UHGOpMamuKu U paduoasieKmpOoHUKU
2. MuHck, Pecniybriuka benapyce

Genoycosa E.C. — kaHO. mexHU4YeCKUX HayK, GoueHm

AHHOTaumsa. B crtatbe usyyaetca npumeHeHne matpuubl MITRE ATT&CK B TecTMpoBaHuM 6e30macHOCTU KOPNOpaTMBHBLIX CETEN, C
dokycom Ha TexHuky T1190. Paccmatpusatotcs meTogbl KOMMpoMeTauun Beb-MpUnoXeHWNn, BKOYas CKaHWpOBaHWe cetu, nepebop
YYETHbBIX AaHHBIX U 3KCMyaTauuo ya3BuMocTein. OnvcaHbl CLeHapum atak U UX BNUsiHUe Ha UHADPaCTPYKTYPY, a Takke npeanoxeHbl Mepsbl
3aLLUMThI: OrpaHUYEHNE 4OCTyNa, MHOrogakTopHasi ayTeHTMdMKaLMS U MOHUTOPUHI akTMBHOCTUW. PaboTa npegHasHayeHa ans cneyuanvcTos

B chepe knbepbesonacHOCTM U uccnegosartenei atak no mogenn MITRE ATT&CK..

KnioueBble cnoBa MITRE ATT&CK, T1190, Exploit Public-Facing Application, 6e3onacHOCTb KOpNopaTuBHbLIX CeTei, TecTUpoBaHue

6e3onacHOCTW, MOAENUPOBaHWE aTtak, YI3BUMOCTUN BED-MPUNOKEHWNIA.

Ctpyktypa MITRE ATT&CK oxBaTblBaeT BeCb XM3HEHHbIN LMKN KnbepaTtak, HaumHas C
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MonyyYeHnss HapyLumMTenem nepBoHavanbHOro AO0CTyna K CUCTEME M 3akaHdiMBasi aKcunbTpaumnen
AaHHbIX UK paspyLleHneM MHPacTpyKTypbl. MoHUMaHMe 3TUX TEXHUK MO3BONSET cneunanucTam
no knbepbe3onacHOCTM BbIABMATbL NOTEHUManbHbIE Yrpo3bl U NpeanpuHUMaTh NPOaKTUBHbIE Mepbl
3aLmThl.

Mopgenbs MITRE ATT&CK — 310 0asa 3HaHWIA, B KOTOPOW COAEPXUTCS WMHAOPMaLUIO O
TaKTUKax, TEeXHUMKax W npoueaypax, MNPUMEHSIEMbIX HapPyLUMTENAMM Ha PasnU4HbIX 3Tanax
knbepaTaku. TakTukM onpeaensitoT Lerb, KOTOPOW aTakyloLme XOTAT AOCTUYb NYTEM UCMOSb30BaHUS
onpenenéHHbIX TEeXHUK W npouedyp, HasblBaeMblX Takke noaTexHukamu. Bcé 3to BmecTe
obo3HavaeTca abbpesmatypont TTP (Tactics, Techniques and Procedures). Kaxxgas Taktvka wunm
TEXHMKA WMMEET CBOW YHMKamnbHbIA WMAEHTUMKATOP, MCMONb3yeMbi ONA NPOCTOThbl paboTbl C
MaTpuLen.

Llenb goaHHOM paboTbl 3akniodaeTcs B aHanuide npumeHenns mogenn MITRE ATT&CK ans
TeCcTMpoBaHMs 6e30nNacHOCTM KOPMOPaTMBHbIX CETEN, BbISABMNEHUN YSA3BUMOCTEWN, BO3HMKAKOLUMX B
xode akcnnyataumm TexHukn T1190, n npennokeHun 3geKTMBHbIX METOAO0B 3awuTbl OT
BO3MOXHbIX aTak.

OgHMM 13 KNHoYeBbIX 3TanoB TEeCTUpPOBaHWUS 6Ge3onacHOCTU sIBNSieTCS aHanu3 Havbonee
pacnpoCcTpaHeHHbIX CNOCOOOB MOMyYEeHUss HapyLUMTENSAMM NepBOHaYanbHOro AOCTyna K CUCTEME.
[ns nonyveHns goctyna B MHPaCTPYKTypy Yalle Bcero mcronb3yetcs TexHuka Exploit Public-
Facing Application (T1190) — akcnnyataums ya3BumMocTen B NyONMYHO OOCTYMHbIX MPUITOXEHUSIX.
PaccmoTpum, Kakum 06pa3om ataka MOXET ObITb peanv3oBaHa 1 Kakne Mepbl.

B kayecTBe akcnnyaTMpyemblx NPUIOXKEHUI Yallle BCEro BbICTynatoT Beb-canTbl/Beb-cepBepbl,
HO TaKKe MOIMyT MCronb3oBaTbCcsd ©0asbl AaHHbIX (Hanpumep, SQL), cranHgapTHble CcryXObl
(Hanpumep, SMB wunm SSH), npoTokonbl agMUHUCTPUPOBAHUS W yNpaBleHUs CEeTEBbIMU
yctporctBamu (Hanpumep, SNMP n Smart Install), a Takke nobble gpyrme cMcTeMbl C OTKPbITbIMU
cokeTamn, [OOCTynHbIMK 4Yepe3d WHTepHeT Cmopenupyem cuTyauuo, kKorga obHapyxmsaetcs
YA3BUMOCTb B BEO-NMPUIOXEHUN, CBSA3aHHAs C HEeJOCTaTOMHOM 3awwmTon MyOrnYHO AOCTYMHbIX
ONpeKTopun 1 cnabor cMctemon ayTeHTUdUKaLMN.

Mepen Havanom knbepaTakn aBTopamu Obina passepHyTa cpega ¢ Kali Linux B VirtualBox gns
npoeeeHns TectoB. B npouecce npoeeneHns knbepartakm, ocHoBaHHOM Ha TexHuke T1190 (Exploit
Public-Facing Application), 6bina cmogenupoBaHa cuTyaumst 3Kchnyataumm ysa3BMMOrO Beb-
NPUIIOXEHUS C Lenbio NPOHUKHOBEHWSI B KOPNOPATUBHYIO CETb.

MNepBOHa4anbHO C NOMOLLBIO CKAHMPOBAHUSA MOPTOB C MOMOLLBIO KOMaHAbl Nmap 1 nepebopa
ONPEKTOPUI ¢ noMoLbto Komarabl dirb 6binM oGHapyXeHbl NOTEHUMANBHO YA3BUMbIE TOYKM BXOAa,
BKkrtoyasi /admin, /login, /dashboard, /images u /includes.

B xoge knbepatakm Gbina NpoBedeHa NPOBEPKa 3alUULLEHHOCTM BeG-MpunoxeHns ot Brute-
force aTak Ha y4eTHble 3anucu. [ns aToro ncnosnb3oBancsa MHCTpYMeHT Hydra (pucyHok 1), KOTophIin
Mo3BONNA  yCrewHo nogobpatb Naponn agMUHUCTPATOPa U HECKOSbKUX APYrMX YYETHbIX 3anvcen.
Mony4eHHbIn OOCTYN K agMUHUCTPATUBHOM NaHenu /admin OTKPbIT BO3MOXHOCTb BbINOSHEHMS
AanbHenwunx knbeparak, Bkrodas 3arpy3ky Be6-obonoukn (web shell). C ee nomoLlbo ycTaHOBUIN
obpaTHOe coeguHeHWe C CepBepoOM, YTO MO3BONWMO BbIMNOSIHATL KOMaH4bl B CUCTEME C MpaBamu
Beb-nonb3oBaTens www-data.
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~/Desktop
admin -P fusrishare/wordlists{rockyou.txt 10.8.61.100 http-post-form “flogin.php:user=*USER*&pass=*PASSA:F=incorrect’

Hydra 9.1 {c) 2025 by van Hauser/THC & David Maciejak - use allowed enly for legal purposes.

[DATA] attacking http-pest-form:{/10.8.61.100:86/login.php
[STATUS] 1 sswords tried...
[STATUS] 2 ords tried...
[STATUS] 35000 passwords tried...

[80][http-post-form] host: 10.8.61.166 login: admin password: SuperSecurePass2025!

1 0f 1 target successfully completed, 1 valid password found

~/Desktop
POST -d "user=admindpass=SuperSecurePass2025!" http://10.8.61.100/login.php

HTTP/1.1 302 Found
Lecation: jadmin

PucyHok 1 — Ncnonb3oBaHne MHCTpymeHTa hydra

lMocne nonyyeHuMs p[ocTyna K KOMaHOHOM O0onovke cepBepa ydanocb 3arpy3ntb
BPEOOHOCHBIN CKPUNT C MCNONb30BaHMEM KOMaHApbl curl, a 3ateM yCTaHOBUTb COoeauHeHne yepes
obpaTHbIA LWenn ¢ NOMOLWBID KOMaHabl Nc. [JencrBys oT umeHu nonb3oBaTtens www-data, Obino
npousBedeHo u3ydeHne annoBon cucteMbl cepeepa. B npouecce aHanusa gupekTopun
Ivariwww/html/ 6binn obHapyXeHbl cnegylowme 3Hadmmble dhannbl U nanku: config.php, BeposTHO,
COAEPXKaBLUNIA KOHGUIYpaUMOHHbIE AaHHble; aupekTopus f/includes, rge mornmu 6bl HAXO4UTHCS
AononHuTenbHble BaxHble dannbl; aupektopus /backup, BO3MOXHO, codepxasllasi pesepBHble
KOMUW daHHbIX. 3Ta MHpOopMauusa no3sonunia NPOOOMKUTL AarbHEWLWUA aHanmM3 CUCTEMbl U
NOTEeHUMarnbHO PacKpbiTb AOMNOMHUTESNbHbIE BEKTOPbI aTaKw.

Ha cregywolwem aTtane, uccrnegoBaB coaepkmMmoe KoHdurypaumoHHoro dhanmna config.php,
Oblin  OoBHapykeHbl YYETHblE [aHHble And noaknodeHus K 6Gase pfaHHbiX. Mcnonb3ys 3Ty
WHOpMaLMo, yaanocb MosnyYuTb AOCTyn K cepBepy 6asbl gaHHbix MySQL ©  BbINOAHWUTL
aBTopu3aumio. NposedeHve 3anpocoB NO3BOMMITO U3BMNEYb KOHPUAEHUManNbHbIE AaHHbIe, BKOYas
3awmndpoBaHHble NaponM nonb3oBatenen wn  uMHoOpMaumMo O CTPyKType 6asbl  AaHHbIX,
npeacTaBneHHbIX Ha PUCYHKe 2. AHanNM3 3TUX AaHHbIX CTasn KYeBbIM LWaroM B U3y4eHUM CUCTEMb,
npegocTaBvB AONOMHUTENbHbIE BO3MOXHOCTY AN AanbHenLWwero npoBeaeHns knbepaTaku.

~/Desktop

config.php

PucyHok 2 — N3BneveHne koHuaeHUManbHbIX JaHHbIX

Crnepylolwmm  3TanoMm  CTano  CKaHMpPOBaHWE BHYTPEHHEW CEeTW [AONs  BbIsIBMEHUS
[OMONHMTENBHBLIX y3roB. C nomoubto Nmap 6binv 06HapyKeHbl akTUBHbIE CUCTEMbI B TOW Ke
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nogceTu. MCI‘IOJ‘Ib3yFI HaI;ID,eHHbIe paHee y4yeTHble JaHHbIe, I'IOI'IpO6OBaJ'IVI BbIMOJTHUTb MOAKINK4YeHne

K gpyrum cepBepam no SSH. B pesynbrate yganocb nonyuuTb AOCTYM K OAHOMY W3 Y3rioB,
ncnonb3ys Ty e YYETHYH 3anncb agMUHUCTPAToOpa, YTO yKasbiBario Ha NOBTOPHOE WCMONb30BaHWe
naposnei BHyTPU KOPNopaTUBHOM CETU. JTO pacLUMPUIo BO3MOXKHOCTU KubepaTaku, OTKPbIB AOCTYM K
elle GonblUeMy KONMYECTBY CUCTEMHbIX PECYPCOB.

Ha 3akntouMTenbHom aTane Obina npoBedeHa ackanauusi MpvBUIErMin Ons rnonyyYeHus
MOJSIHOTrO KOHTPOSS Had CUCTEMOM, NpeacTaBneHHas Ha pucyHke 3. Mpoeepka koHdurypaumm sudo
BbiiIBUNIA BO3MOXHOCTb BbINOMHEHUA KOMaHd C npuBunervamu root 6e3 3anpoca napons. C
MOMOLLbID  3TOFO  MEXaHuM3Ma CMOMMM  3anyCTUTb  KOMaHOHyt  ODOMOYKy OT  UMEHM
«Cyneprosb3oBaTens» W MNOMyYnTb MOSHbIA KOHTPONb Hag cepBepoM. [ocTyn Ha ypoBHe root
NO3BONUT U3MEHSITb (halinbl KOH(UIypaLUumM, MaHUNyMPOBaTh YYETHLIMM 3anMcMU Norb3oBaTenen
1 yCTaHaBNMBaTb NOCTOSIHHBIE TOYKM AOCTYNa A5t COXPaHEHUS! KOHTPOSSA Ha, CUCTEMONA.

~/Desktop

Defaults entries for data on target
b

eset, mail_badpass, se _path=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usc{bin:/sbin:fbin

User www-data may run the following commands on target
{ALL) NOPAS fusr/bin/python3

~/Desktop
python3 -c "import pty; pty.spawn("/bin/bash")

PucyHok 3 — Ockanaums npyemnerni

[nsa cokpbITnst crnegoB kubepataku Obinn yaaneHbl XXypHanbl COObITUA, BpEMEHHbIE halrbl 1
NUCTOPUS  BLIMOSIHEHHbLIX ~ KOMaH4, YTO  3aTPyAHUT  MNOCMedylluMn  aHanuMs  MHUMAeHTa
agMuHUCTpaTopamMn cuctembl. [lpoBegeHHas aTtaka NPOAEMOHCTpUpoBarna, Kak 3Kcrnyatauus
YA3BUMOCTU BEO-NPUIOXeHUs, CBA3aHHas C HegOCTaTOYHOM 3almTon nybrnuMyHO AOCTYMHbIX
pecypcoB, MOXET MNPUBECTU K KOMMpOMEeTauuuM He TOMbKO OTAENbHOrO cepBepa, HO U BCew
KOprnopaTuBHOM CETMU.

Takum 0Opa3om [OOoKa3bIBAETCSs, YTO SKCMlyaTaumsi ysa3BUMMOCTEN BEO-MPUITOXEHUA MOXET
NMPMBECTN K KOMMNPOMETauum CepBepoB, yTeYKe AaHHbIX WU pasBUTUIO KubepaTakm BHYTPU CETW,
nogyepkmMBas He06X0AMMOCTb X CBOEBPEMEHHOIO YCTPaHEHNS.

Wcnonb3oBanme mogeriv MITRE ATT&CK ans TectmpoBaHust 6€30MacHOCTU KOpriopaTUBHBIX CETEWN,
B YaCTHOCTM C npuMeHeHnemM TexHukn T1190, nokasano BbICOKYH 3(PEKTUBHOCTL B BbISIBIIEHWUM
ysa3BuMocTen B BebG-npunoxeHusx. [lpoBogs aHanmM3  yA3BMMbIX  TOYeK Bxoda, 6bino
NPOOEMOHCTPMPOBAHO, KaK  HapywuTenu  MOryT  BOCMONb30BaTbCs  YS3BMMOCTAMM — ONd
KOMNpoMeTauunm cucTeMm W AanbHenwero pacnpocTpaHeHus kmbepatakm no cetn. PesynbtaThl
paboTbl noATBepXOalT HeobXOOUMOCTb MPUMEHEHMSI KOMIMSEKCHbIX MOAXOAOB K  3aluuTe.
OpraHusauusm crnegyeTt akTMBHO MCMOSb30BaTb METOA4bI TECTUPOBaHMA 6€30MacHOCTN, OCHOBAHHbIE
Ha MITRE ATT&CK, ansa 6onee adhdeKTMBHOIO BbISABIEHMS YIPO3 U CBOEBPEMEHHOIO pearmpoBaHns
Ha HWX.

B 3aknoyeHune, pasBuMTME U COBEPLLEHCTBOBAHME CUCTEM 3almUTbl HEOOXOAMMO ANnst TOro, YToObI
aganTnpoBaTbCs K BbICTPO MeHsLWmMMca yrpo3am B ciepe knbepbesonacHocTu. Mcnonb3oBaHne
mogenen, Takmx kak MITRE ATT&CK, no3BonsieT He TOMbKO TEeCTMpOBaTb CyLUECTByHOLLME

51



61-51 HayYyHas KOHGbepeHyUs acrnupaHmMos, MasucmpaHmos u cmydeHmos BI'YUP, 2025 e.
MeXaHn3Mbl 3allUUTbl, HO N CO34daBaTb Scb(beKTI/IBHbIe cTpatermm and I'IpOTI/IBOD,eI;ICTBMH HOBbIMW

aTakam, 4YTO B Uutore CI'IOCO6CTByeT NoBbLILLIEHNIO 00LLIE BGe3onacHOCTH KopnopaTuBHbIX ceTen.

Crucok ucrnosib308aHHbIX UCMOYHUKOS:
1. Techique T1190 [OriekmpoHHbIL pecypc] - 2024. Pexum docmyna
https://attack.mitre.org/versions/v9/techniques/T1190/

UDC 0004.056.53

METHODOLOGY OF USING THE MITRE ATTACK MATRIX FOR TESTING
THE SECURITY OF CORPORATE NETWORKS

Krauchanka E.D., Butskevich E.M
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), Associate Professor

Annotation. The article examines the application of the MITRE ATT&CK matrix in testing the security of corporate networks, with a focus on the
T1190 technique. It considers methods for compromising web applications, including network scanning, brute-force attacks, and exploitation of
wulnerabilities. It describes attack scenarios and their impact on the infrastructure, and proposes protective measures: access restrictions,
multifactor authentication, and activity monitoring. The work is intended for cybersecurity specialists and researchers of attacks based on the

MITRE ATT&CK model.

Keywords. MITRE ATT&CK, T1190, Exploit Public-Facing Application, enterprise network security, security testing, attack modeling, web

application vulnerabilities.

NPUMEHEHUE TEXHOJNOIMN WCKYCCTBEHHOI'O UHTENJIEKTA B
MHPOPMALIMOHHOU BE3OINACHOCTU

Opnos K. 1., llIxnanxo A. A., Ilonocko E. U.

Benopycckuti 2ocydapcmeeHHbil yHugepcumem UHGOpMamuKu U paduoarieKmpOHUKU
2. MuHck, Pecniybriuka benapyce

Egppemos A.A. — 3asedyrowuli kaghedpol AU, K.3.H., doueHm

AHHoTaumsa. [aHHass paboTa nocBsleHa WCCredoBaHWI0 Ha Temy WCMOMb30BaHWSt TEXHOMOMMM  WCKYCCTBEHHOTO WHTennekra B
MH(OPMALIMOHHOW 6e30MacHOCTU U UX BAUSIHAIO Ha MOBbILLIEHWE YPOBHS 3allWThbl AaHHbIX. Takke ByaeT paccMOTpeHbl Takue acnekTbl, Kak
NpevMyLLECTBA MCMOSb30BaHNS UCKYCCTBEHHOTO MHTENMEKTa B MHGOPMaLMOHHON Ge3onacHoCTH, Kak OH MOMOraeT Mpu 3alluTe OT HOBbIX

BWOOB k1bepaTak v NpenoTBpaLLeHM UCMONb30BaHWS BPEAOHOCHBIX NPOrpamM.

VckyccTBeHHbIN nHTennekT (M) — aTo MoLHasa TEXHOMOrMs, KoTopas MoMoraeT cneuyanuctam cepsl
nHpopmMaLMoHHOM 6e30MacHOCTM aBTOMAaTM3NPOBaTb PYTUHHbIE 3a4a4uun, MOeHTMULMPOBAaTbL N pearpoBaTtb
Ha yrpo3bl B HaVMEHbLUME CPOKW, a Takke NOBbIWATb TOYHOCTb CBOMX OENCTBUW ONS1 YKPEnneHWs YpoBHA
6e30nacHOCTM OT pa3nuyHbIX Npobrem n knbeparak.

VCKyCCTBEHHbIM WHTENIEKT Jokasan CBOK BaXHOCTb B 6opbbe ¢ npobrnemamy MHGDOPMaLMOHHOW
GesonacHocTW, npegnaras pas3pabotky «UHTennekTyanbHbiX AreHToB» Ans  addpekTmBHOrO pelueHus
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KOHKPETHbIX 3agay 6esonacHocTu. «/HTenneKTyanbHbi AreHT», B BuUAe annapaTtHOro MM nporpaMmMHOro

obecrnieyeHusi, paspaboTaH O MOBLILWEHWS BEPOSITHOCTUM LOCTWXKEHWUS OMpenerieHHoW Lenu u3-3a ero
CnocobHOCTM HabnoaaTb, YYUTECA Y NPUHMMATb MPOAHANM3UPOBaHHbIE pelleHus. OTU «VHTennekTyanbHble
AreHTbI» MOryT obHapyxuBaTb HeOOCTaTKM B CIIOXHbIX CTPYKTypax Koda, BbISBNSATb HeOOblYHble 0bpasubl
BXOOa Monb3oBaTener M [axe pacno3HaBaTb HOBble TWMbl BPEAOHOCHLIX MPOrpaMM, OT/MYaLLMXCS OT
TPagMLUMOHHBIX METOLOB OOHAPYXKEHUSI.

BHyTpn «MHTennekryanbHble AreHTbl» ob6pabaTbiBaloT OrpoMHble 06beMbl OaHHbIX OIS U3YYeHUs U
MOHMMaHWs NaTTEPHOB (LWabrnoHoB). Korga oHWM OTKpLIBAKTCS B CUCTEMAX 3allyThbl, areHTbl MPUMEHSIIOT CBOM
3HaHUs1, aHanNU3npys BXodsiLLMe OaHHbIe, BKIOYas paHee HEU3BECTHYIO MHGIOpMaLIMIO.

MpumeHenne NN B knbepbesonacHOCTM MOXET ObITb LEHHBIM M 3EEKTMBHBIM MOAXOL0M, HO, KaK U
nobasi TexHomnorusi, oHa MMEEeT CBOM [OCTOMHCTBA WM HeOocTaTku. XOTs aBToMaTtuMsauust U MNpuUHOCUT
3HauMTENbHbIE NPEUMYLLECTBA, BAXKHO HANWTK GanaHc u codeTaTb e€ C YeroBe4veckom akcnepTmaon. CuHeprus
MeXay aBTOMaTU3MPOBaHHBIMU WHCTPYMEHTaMM M OMbITHBIMW cheuuanuctamm no  kubepbesonacHocTu
Heobxoguma ONnsi Co34aHuUs HafeXHOW 3aliMTbl OT pPasHOOOpasHbIX M MOCTOSHHO MEHSIIOLMXCS Knbepyrpos.
Vicnonb3oBaHMe WCKYCCTBEHHOrO MHTENSeKTa B knbepbe3onacHOCT No3BONsieT 3hdeKTMBHO NpeonosesaTtb
CIIOXXHOCTWU, C KOTOPbIMWU CTankmBarTCA OpraHu3auun, n 3Ha4nTenbHO ynydwaTtb UX YPOBEHb ©e3onacHocCTW.
BoT psg npenmyLLecTB, KOTOPble aBTOMaTM3aLMS MOXET NPEAIOKUTb:

— OhheKTMBHOCTE M CKOPOCTb. ABTOMAaTM3aUMS MOXET 3HAYMTENbHO YBENMUYUTL CKOPOCTb W
ahbeKTNBHOCTL  KnbepbesonacHOCTU. ABTOMaTU3MPOBAHHbIE CUCTEMbI MOIYT ObICTPO aHanu3MpoBaTb
OrPOMHbIe 0ObeMbI AaHHbIX, OBHapyXMBaTb Yrpo3bl U pearnpoBaTb Ha Npobrnembl ropa3go bbicTpee, Yem npu
PYYHbIX METOAaX. OTa CKOPOCTb KpamHe BaXkHa B CTOSb ObICTPO MEHSIIOLLLENCA 06CTaHOBKE;

— CHwkeHne 4yenoBedeckoro dakropa. ABTOMaTM3aUMs MOMOraeT YMEHbLUUTb PUCK YErioBEYECKOWN
OLIMOKN, YacTO ABNSAOLLENCS NPUYNHON KUOEPUHUMAOEHTOB. ABTOMAaTU3MpPOBaHHbIE CUCTEMbI MOTYT CeaoBaThb
3apaHee onpegeneHHbIM NpoTokonam 6e30nacHOCTM, MUHUMM3UPYS BEPOSTHOCTb OLIMBOK, KOTOpble MOryT
NPUBECTM K YSI3BUMOCTSM crcTem BesonacHocTw;

— KpyrnocyTo4HbI MOHUTOPUHI U pearnpoBaHue. ABTOMaTU3MpPOBaHHbIE Mepbl kubepbGesonacHocTu
obecrneynBaloT NOCTOSHHBLIN MOHUTOPWHI CETEN U cucTeM, obecneyrBas akTMBHYIO 3alUmUTy OT NOTEHUMANbHbIX
yrpos3. 310 6auTenbHOE HabMAeHWe CROXHO noagepkuBaTb BPYYHYH), OCOOGEHHO B OOMbLUMX M CIOXHbBIX
NH(OPMALMOHHBIX TEXHOMOIUSAX;

— MacwrtabupyemocTb. ABTOMaTU3MpOBaHHbIE CUCTEMbI MOIYT Jerko MacwtabupoBaTtbcs Ans
06paboTkm GonbLioro obbemMa AaHHbIX M pasnnyHbIX 3agady 6e3onacHocTU. ATa mMaclTabupyemocTb KparHe
Ba>kHa A5t OpraHM3auui ¢ CAOXKHON MHAPacTPyKTypor 1 6onbLumMmM o6beMoM ceTeBOro Tpaduka;

— PyTuHHbIE 1 NOBTOpPSOLWMECS 3agayn. ABTOMATM3aLUst XOPOLLIO MNOAXOAUT A1 BbIMONIHEHNS PYTUHHbIX
1 NOBTOPSIIOLLUXCS 3aa4, MO3BOSIAS YENOBEYECKNM CrieumanncTam no knbepbe3onacHoOCT! cocpeaoTounTbCA
Ha Boree CroXHbIX U CTpaTeryeckmx acrnekrax 6esonacHocTu. OTO NOBbILAET YAOBNETBOPEHHOCTb paboTow u
NCMONb3yeT YENTOBEYECKYHO IKCNepTu3y TaMm, rae oHa Hambornee Heobxoguma.
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Al in Cybersecurity

Alidentifies unknown Alis capable of handling  Security Certification
threats alot of data

02 04

9\6

N\
Al Ieornts. MOre OVEr  petter Overall Security Reduce Duplicate Al Accelerates
Ane Processes Detection And Response
Times

Pucynox 1IIpeunmywecmea ucnonvzosanusi UM 6 kubepbezonacnocmu

Kak 1 6bIino ynomsHyTO Bbille, B MCMNOMb30BaHMN NUCKYCCTBEHHOIO MHTEMMEKTa, Kak 1 B Nobon apyron
TEXHOMNOMM NPUCYTCTBYHOT CBOW HEAOCTATKU:

— CHwkeHne nopora Bxoda Afs  3M0YMbILMEHHUMKOB. VICKYCCTBEHHbBIA WHTENNEKT NpeacTaBnsiet
OnacHoCTb Ans MHPOPMAUMOHHOM 6e30MacHOCTU TEM, YTO CHWXKaeT MOpor 3HaHWK, HeobXxoauMbiX AN
CO30aHMS 3M0YMbILUNIEHHUKAMKN BPEAOHOCHOTO MporpaMMHoro obecneyeHus. Takum o0Bpa3om OH HE TOMbKO
NMoMoraeT CrpaBnaTbCA € yrpo3amm, HO U caMm CTUMYITMPYET yBETMYEHME X KONMYeCTBa.

—3aBMCUMOCTL  OT  [aHHbIX WM anroputMoB. McCnonb3oBaHWE WCKYCCTBEHHOTO MHTENNeKkTa B
MHopMaLMOHHOM ©e3onacHOCTU TpebyeT NOCTOSIHHOrO OBHOBNEHMSA 6a3 OaHHbIX M anropuTMOB, YTO MOXET
ObITb 3aTPYAHWUTENBHO M B Cry4Yae aTaki 3r0YMbILLNIEHHMKOB Ha 3TW PEeCcypchbl, MOXET MPUBECTM K BOmbLLUMM
yrposam st 6e3onacHocTu.

— [NoBbILWEHHasA 0NacHOCTb AN HEMOArOTOBMEHHbIX MOSIb30BaTENEN.

—YcuneHne crnoxHoctn kubepyrpo3. C  MCMOMb30BaHMEM WM yBENMYMNACh BaXKHOCTb Hanuuus
KBanMUUMPOBaHHbIX CNeLmnanmcToB no knbepbesonacHocTn. OgHako rnobanbHbIA CNPOC Ha 3TUX 3KCTEPTOB
3HaAUNTENbHO NpeBbIlAeT npeanoxeHune. CornacHo mccnepoBaHunto 2022 roga o kubepbesonacHOCTU OT
(ISC)?, B Mupe HabntogaeTcs oeduumt B 3,4 MUNNMOHA CNEeLnanmncToB No knbepbe3onacHOCTW.

— Bonee cepbesHble yrposbl. [10 Mepe yBenu4eHns CroXHOCTM NCKYCCTBEHHOMO MHTEMMEKTa Bo3pacTaeT
N CrOXHOCTb Knbepyrpo3d. MoXeT BO3HUKHYTb CUTyauusl, KOr4a OMbITHLIA KMOEpnpecTynHUK WCNomb3yeTt
WHCTPYMEHT WCKYCCTBEHHOIO WHTEMMeKTa Ans COo34aHWs BbICOKO MEpPCOHanM3MpOBAHHOMO COOBLLEHMS
cnupduwmHra. 310 coobLleHne, naeansHO BNMCHIBAsCh BO BHYTPEHHUIA CTUIMb KOMMYHUKaLMKM OpraHu3auum,
MOXeT 0OMaHyTb JaXe caMbIX 6QuTENbHBIX COTPYOHMKOB, HE FOBOPS YXKE O PSA0BbIX MOMb30BaTENSIX.

CnucokK ucnosib308aHHbIX UCMOYHUKOS:

1. The Role of Al in Cybersecurity — A Comprehensive Guide on Al in Cybersecurity [OnekmpoHHbil pecypc] — Pexum docmyna:

https://www.eccu.edu/blog/technology/the-role-of-ai-in-cyber-security/ — Jlama docmyna: 06.04.2025

2. The Role of Artificial Inteligence (Al) in Modern Cybersecurity [3rekmpoHHbIl pecypc] — Pexum docmyna:

https://Awww.encryptionconsulting.com/the-role-of-artificial-intelligence-ai-in-modern-cybersecurity/ — Jama docmyna: 06.04.2025

3. Artificial intelligence for cybersecurity: Literature review and future research directions [3nekmpoHHbIt pecypc] — Pexum docmyna:

https://ww.sciencedirect.com/science/article/pii/S1566253523001136 — [ama docmyna: 06.04.2025
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4. Cybersecurity and Al The challenges and opportunites [OnekmpoHHbIti  pecypc] — Pexum Oocmyna:

https://Aww.weforum.org/agenda/2023/06/cybersecurity-and-ai-challenges-opportunities/ — [Jama docmyna: 06.04.2025

5. The Power and Limitations of Al in Cybersecurity [GniekmporHbil pecypc] — Pexum docmyna: https://www fortinet.com/blog/ciso-

collective/power-and-limitations-of-ai-in-cybersecurity — Jama docmyna: 06.04.2025

YK 004.422.833

CUCTEMA BUOMETPUYECKON AYTEHTUOUKALUU KIRTapp

PomaHos [1. A., KonbaHos I'.I1.,

Yyaumecs YO «HaumoHanbHbIN AETCKMA TEXHOMApPK»
r. MuHck, Pecnybnvka benapycb

HayuHbii pykoBoauTens: benoycosa E.C. — KaHA. TeXH. HayK, AOLEHT Kadeapbl 3alumThl
nHdopMaumm

AHHOoTauus. B naHHoi pa6oTe paccmaTtpuBaeTcs cucteMa Guometpuyeckon ayteHTudbmukauum KIRTapp, npeaHazHadveHHas ans
permcTpauymm u KOHTPons AOCTyna C MCNoNb30BaHMEM pacro3HaBaHus nuu. NpoBeAéH aHanNU3 pasnUYHbIX anropuTMOB, Ha OCHOBE
KOTOporo 6bin BbiGpaH onTUManbHbIM MeToa uaeHTUdUKauumn Face Recognition. Cuctema KIRTapp ob6ecneunBaeT NOCTOAHHbLIN
MOHMTOPUHI MONb3OBaTeNil U aBTOMaTMYeCKOe pearMpoBaHMe Ha WM3MEHEeHUsi B npoLuecce ayTeHTUMKaumMmM, CHMXKas PUCK
HecaHKLUMOHMpOBaHHOro pocTtyna. B nepcnektvBe nnaHupyeTcs WHTerpaumsi HepoceTed M aHTU-CMYyUHI TEXHONOrMn Ans

noBbILLIeHUs1 6e3onacHOCTU.

KntoueBble cnoBa. Face Recognition; OpenCV; 6uomeTpuyeckas ayTeHTU(hUKaums; MallMHHoe oby4yeHue, HeMPOHHbIe CeTu;

pacno3HaBaHue nuu.

B coBpeMeHHOM Mupe ayTeHTUMKaumMs UrpaeT KoYeEBYO posb B obecneveHnn 6esonacHoCcTv
[AAHHbIX N OrpaHMyeHnn AocTyna K cuctemam [1]. TpaguumMoHHO Ans naeHTugukaumm
nonb30BaTesiel NpUMeHsINUCL Naponu u PIN-koabl, HO 3TM METOAbl UMEIOT psii HEAOCTATKOB: OHM
MOryT 6bITb 3abbITbl, YKpaAeHbl U1 CKOMNPOMETUPOBaHbI.

BromeTpunyeckas ayteHTUbMKauns npegnaraet 6onee Haaé&xXHyLo anbTepHaTUBY, UCNONb3YS
YHUKasbHble (U3M0Nornyeckmne XxapakTepucTuKn YenoBeka, Takue Kak oTrnedyaTku nanbues, pagyxka
rnasa v nmuo. OaHUM 13 Hanbonee NoNyNSPHbIX U YAOBHbLIX METOAOB SABNSETCS pacrno3HaBaHue Ny
[2].

B cTaTbe npoBeaeH CpaBHUTENBHBIV aHaIM3 PAacrpOCTPAHEHHbIX MOAENEN pacrio3HaBaHUs L, Ha
OCHOBe KOTOporo 0b6ocHOBaH BbIGOp, BHeApeHne 1 TecTupoBaHue Moaenn Face Recognition B
orepaunoHHon cuctemMe Secux Linux 4nsi KOHTPOSsi NONb30BaTesNEel KOpPNopaTUBHLIX CETEN.

[ins BblbOpa Moaenu Ansi cMcteMbl BUOMETPUYECKON ayTEHTUMMKALMMN U3YYEHO UCCiIeoBaHNe
pa3HbIX Moaenei pacrno3HaBaHus vy [3]:

1 RetinaFace — 3T0 BbICOKOTOYHbIN AETEKTOP /UL, NpeacTaBneHHbIM B 2019 roay. OH ucnonb3yet
OAHOCTaZIMHBIN MeToA 06HAPY>XEHNS NNL, C AOMOSTHUTENBHBIMU BO3MOXHOCTAMM NpeAcKasaHust
K/04eBbIX ToYek (rnas, Hoca, pTa).

2 DBFace — 370 kOMNaKTHasi, OAHOCTaAMMHas HEMPOCETL ANs AETEKUMM UL, pa3paboTaHHas Anst
BbICOKOM CKOPOCTY paboThl.

55


https://www.weforum.org/agenda/2023/06/cybersecurity-and-ai-challenges-opportunities/
https://www.fortinet.com/blog/ciso-collective/power-and-limitations-of-ai-in-cybersecurity
https://www.fortinet.com/blog/ciso-collective/power-and-limitations-of-ai-in-cybersecurity

61-51 HayYyHas KOHGbepeHyUs acrnupaHmMos, MasucmpaHmos u cmydeHmos BI'YUP, 2025 e.
3 Facenet-pytorch — 3To BbicOKOypoBHeBbIN MHTepdelc ans FaceNet, Moaenn, npeacTaBneHHoM
Google B 2015 roay.
4 Face Recognition — 310 nonynspHas éubnuoteka ans Python, ocHoBaHHas Ha dlib. OHa
npeaocTaBnsieT yaobHbI API ans AeTekumnm, KOAMPOBAHWUS U CPaBHEHUS NnLL,.
5 Ultra-Light-Fast-Generic-Face-Detector-1MB — 370 ynbTpanerkosecHas Moaesb ANna AeTekumn nuu,
npeAHasHaYeHHas An1si MOBUMbHBIX YCTPOWUCTB U BCTPOEHHbIX CUCTEM.
ABTOpoM nccneaosaHus [3] 6bin co3aaH COBCTBEHHBIN AaTaceT, NPOBEAEH NPOLIECC €ro Pa3METKU U
OCYLLECTB/IEHO TECTMPOBAHNE paHee NEPEUNCIIEHHbIX MOAENEN.
[Ins npoBefeHNs aHanmsa pe3ybTaToB TECTUPOBAHMS U ONpeaeneHns Hanbonee NoaxoasiLen
MOZEeNn UCnonb30Banuch creaytowwme MetTpukn: Precision, Recall n Intersection over Union (IoU). 3Tu
METPUKM MO3BONAT HAM OLIEHUTb NPON3BOANTENBHOCTb MOAENEN B KOHTEKCTE TOYHOCTY
pacro3HaBaHUs NnL, NOMHOTbLI AETEKLMIN U KAYeCTBa NIOKan3aummn 06beKTOoB.
Precision (TOYHOCTb) — MeTpUKa M3MepsieET 00 NPaBUIbHO NPEACKA3aHHbIX MOMOXUTENbHbIX
NPUMEpPOB (MCTUHHBIX NONOXMUTENbHbLIX) CPean BCeX NpeAcKasaHHbIX NMONOXUTENbHBIX NMPUMEPOB U
BblUMCNISIETCS MO popmyne:

- TP
Precision =——
TP +FP
1)

rae TP — KONMYECTBO MCTUHHBIX MOSIOXUTENBHbBIX Npeacka3aHuii (NpaBuIbHO Pacro3HaHHbIX NNLL);
FP —K0nmM4ecTBO NOXHbIX MNONIOXXUTENbHBIX NpeackasaHui (OLWMOBOYHO pacno3HaHHbIX JUL).
Precision Ba)keH, Koraa HeO6x0AMMO MUHUMM3MPOBATb KOMIMYECTBO NOXHbIX CpabaTbiBaHui (Koraa
MOZENb OLMBGOYHO pacro3HAET L0, FAE €ro HeT).

Recall (MonHoTa) — MeTpuka Ansa n3MepeHns cnocobHOCT1 Moaenn obHapy>XUTb BCe peasbHbIe
MOJIOXXMTENbHbIE MPUMEPbI CPEAN BCEX UCTUHHBIX MONOXMUTENbHBIX. OHa OTpaXKaeT, CKOMbKO M3 BCeX
06beKTOB 6bINN KOPPEKTHO 0BHapy>keHbl Moaenbo. dopMyna ans pacyerta Recall:

Recall =L
TP +FN
7

rae TP — KONMYEeCTBO MCTUHHBIX NMONOXUTENbHBIX Npeacka3aHuii; FN — KonnyYecTBO TOXKHbIX
OTpMLATENbHbIX NpeAckasaHni (Koraa Moaesb He pacno3HaeT Lo, KOTOpoe eCTb Ha
n306paxkeHnn).

Recall kpuTnyeH B 3aayax, rae BaXKHO H NpOMyCTUTb HA OAHOrO N1Ua, AaXe eCiv 3TO NPUBOAUT K
60nbLLEMY YNCTTY NOXHbBIX CpabaTbiBaHWM.

Intersection over Union (IoU) — MeTpuka IoU n3MepsieT cTeneHb COBNaZIeHns Mexay npeackasaHHom
obnactbto (Hanpumep, bounding box) 1 peanbHOM 061aCTbIO, OXBaTbIBAOLLEN 06BEKT. 3Ta METPUKA
0cobeHHO BaxkHa AN 3afay AeTekumn 06bekToB, Tak Kak OHa NMO3BOJISIET OLEHWUTb TOYHOCTb
nokanuzaumn. ®opmyna ansa pacdeta Iou:

_ Areaofintersection

~ Areaof Union

loU

Area of Intersection

IoU = €))

rae Area of Intersection — nnowaab nepeceveHns NpeackaszaHHOro NPSIMOYrofibHUKA Y UCTUHHOMO
NpSIMOYrosibHUKa, OrpaHuymBatoLLero nmuo; Area of Union — nnowaab 06beAnHEHNS 3TUX ABYX
NPSIMOYrOSIbHUKOB.

Area of Union

Tabnuua 1 — CpaBHUTENbHLIM aHaU3 Moaenen BUOMETPUYECKON ayTeHTUdMKaLMK
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Ultra-Light-Fast-
MeTpuka RetinaFace |DBFace Facenet-pytorch Face Recognition |Generic-Face-
Detector-1MB
Precision 0,99 1 0,95 1 0,74
Recall 0,8 0,8 0,71 0,38 0,75
loU 0,75 0,74 0,72 0,67 0,59
Bpewms 01 13 14 11 3
06paboTky, C

AHanus pe3ynbTaToB NoKasas, 4To Mogesb RetinaFace npoaeMoHCTpupoBana Haunyywme
rnoKasaTesnin TOYHOCTH, OHaKO eé BpeMsi BbINO/IHEHWS COCTaBWO 91 cekyHay, YTO SBNSeTcs
HENpUEMIEMbIM A/1st CUCTEMbI B1UOMETpUYEecKon ayTeHTUdmKkaumm. DBFace Takke nokasana xopoLuve
pe3ynbTaThbl, HO HE NPeAOCTaBISET BCTPOEHHOMO MEXaHU3Ma CpaBHEHMUS NnL, YTO NoTpebosano 6ol
AOMONTHUTENBHOM peanmaaumnm, Hanpumep, C UCMoNb30BaHMEM eBKIMAOBA pacCTosiHMS. B cBs3un ¢
3TuM Face Recognition siBnsieTca Hambonee noaxoasawmM BelbOpOM: HECMOTPS Ha HE CaMOe BbICOKOE
3HayeHve Recall, nonHOe pacno3HaBaHWe BCEX /UL He SBNSIETCS MPUOPUTETOM AN1S
pa3pabaTbiBaeMON CUCTEMbI BUOMETPUYECKOM ayTEHTU(MMKALMM, TaK Kak OHa aHaNM3MpyeT TOJbKO
€AVHCTBEHHOrO Nonb3oBaTens, paboTatoLwero 3a yCTpOMCTBOM.

Takum 06pa3omM, ansa pa3paboTkm cucteMbl BriomMeTpuyeckon ayteHTudmkaumm KIRTapp 6bina
BblbpaHa Moaenb Face Recognition. MpuHumn paboTel KIRTapp 0CHOBaH Ha permcrpaumm
Nonb30BaTesiel aAMMHUCTPATOPOM, U B NOCIeAYIOLEM aBTOMAaTUHECKMM CKaHMPOBaHUEM
nonb3oBatenen kaxable N MuHyT, rae N — uncno, HacTpavBaeMoe aAMMHUCTPATOPOM.

Anroput™ paboTbl HOHOBOM C/Ty>KObl aBTOMATUYECKOrO CKaHMPOBaHWS NOb30BaTeNe NpeacTaBneH
Ha pucyHke 1.

3amycE fososoTe
TPEICEEERE;

count=0

!

mso0pamenne
> C Ee0-FaMepHI;
count=count+1

h

OOrapyEeHHE THIA,
TeHEPAlHA KONHPOEER

count = 5

Cpassesns CONPEHERHON COANDOEKNA ©
NOMyYEHHOH

HecoBnageHwe——»| NEeKpEMEeHTHDYEM
kol

[€—CoenageHme
MHEDEMEHTHDYEM

kol

KonwyecTeo caenasnex gotorpadimi

kol = O kol = O

OJHOENEHWE TaliMepa 00 3anycka Bbix0d U3 GEKAYHTA NONL30EATENA
CKPMNTA B CNeLyrLWWi pas

PucyHok 1. Anroput™ paboTbl POHOBOM CyXK6bl aBTOMAaTUYECKOro CKaHMPOBaHWS MoMb30BaTeNen
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Ha cneaytowem sTane anroput™, OCHOBaHHbIN Ha 6ubnunoTeke face_recognition, BbINOIHAET
[AETEKUMIO LA Ha NonyYeHHOM mn3obpaxkeHnn. OBHapy>xeHHoe nnuo npeobpasyeTcs B BEKTOP
Npu3HaKoB, Ha3blBaeMbli koanposkoi (face_encoding). 3ToT BekTOop NpeacTaBnseT cobol
KOMMAKTHOE YMC/I0BOE OMNMCaHNE YHMKaAlbHbIX XapaKTEPUCTUK L@ Nonb30BaTeNsl, BblYMCIIEHHOE C
MOMOLLIbKO CBEPTOYHOM HEMPOHHOW CET.

Mpouecc noBTopsieTC 5 pa3 C MHTEpPBasIoM B 2 CEKyHAbI MeXay utepaumsami. Ha kaxxaom stane
(bmKkenpyeTcs pe3ynbTaT: MAEHTUMUUMPOBAH /I MOMb30BaTeNb Kak Badenew YCTPOMCTBA MU HET.
Ecnm no utoram nNsiT NOMbITOK KOJTMUYECTBO MOSIOXKUTENbHBIX MAEHTU(MDMKALMIA NPEBbLILLAET
KOMMYEeCTBO OTpULIATENbHbIX, CUCTEMA NOATBEPXKAAET NPUCYTCTBME BNnagenbua U NpoaoHKaeT
paboTy. B NPOTMBHOM C/lyyae cUCTEMA BbIMOMHSET 6/I0KMPOBKY: TEKYLLMI CEaHC 3aBEPLLIAET CBOO
paboTy, NpeaoTBpaLlas HECAHKLIMOHMPOBaHHbIM OCTYM.

Takol noaxoa, OCHOBaHHBIM Ha MHOTOKPATHOM NPOBEPKE, MO3BOJISIET NOBLICUTL HAAEXHOCTb
anropuMTMa, MMHUMM3NPYS BEPOSITHOCTb OLUMOOK pacrno3HaBaHMsl, BbI3BaHHbIX BHELLHUMM
(hakTOpaMK, TaKMMM Kak U3MEHEHMSI OCBELLIEHUS UMW ClyYalHbIE NCKAXXEHNS M306paXKeHUs..
Cuctema bromeTpuyeckon ayteHTudmkaumm KIRTapp 6blna BHEAPEHa B ONEPALMOHHYO CUCTEMY
Secux Linux. Ha pucyHke 2 nokasaH npouecc pabotel KIRTapp. Mpy ycnewHoM pacno3HasaHum
nonb3oBaTens BbiBoauTCS "good", a npy HeCcoBnaaeHnn U OTCyTCTBMK pacrno3HaBaHus — "bad" B
XypHane cepsuca. Bcs MHpopMaums Takke coxpaHsieTcs B ¢ain logs B nanke ¢ nporpamMmom

(pucyHok 3).

eamer .cpp:1777 open OpencCV

GMU nano 8.3

|
=

failed
failed
failed

s successful

- Al

L 0y O R |
| |
- -
M M M M f

PucyHok 3 — dawin ¢ noramm

Takum 06pa3oM, Ha OCHOBE NMpPOBEAEHHOro TECTUPOBAHUSI NOKa3aHo, YTo cuctema KIRTapp
obecrneynBaeT HaaEXHbI KOHTPOMb JOCTYNa U MOHUTOPWUHIA NONb30BaTeNen, MUHUMU3NPYS PUCK
HECaHKLIMOHMPOBAHHOIO BXoAa. B byayLuem nnaHnpyeTcsl BHEAPEHWE HEMPOCETEN U aHTU-CIYUHI
TEXHOMOMNIA AN1S NMOBbILLEHWUS TOYHOCTW Pacro3HaBaHMs U 3aLUMTbl OT MOMbITOK 06X0Aa CUCTEMBI.
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UDC 004.422.833
KIRTAPP BIOMETRIC AUTHENTICATION SYSTEM

Romanov D.A., Kolbanov G. P.

students of the educational institution "National Children's Technopark",

Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), Ass. Prof. of Department of IP

Annotation. In this paper, we consider the KIRTapp system, designed for registration and access
control using facial recognition. The analysis of various algorithms was carried out, on the basis of
which the optimal identification method of Face Recognition was chosen. The KIRTapp system
provides continuous monitoring of the user and automatic response to changes in the authentication
process, reducing the risk of unauthorized access. In the future, it is planned to integrate neural
networks and anti-spoofing technologies to increase security.

Keywords. Face Recognition; OpenCV; biometric authentication; machine learning, neural networks;
face recognition.

YK 004.056

YA3BUMOCTU MHOIO®AKTOPHON AYTEHTU®UKALIUN

PomaHosa M.1].

bernopycckui rocy,4apCcTBEHHBIN YHUBEDCUTET UHQBOPMATUKN U PafNOS/IEKTDOHKMY,
r. Murck, Pecriy6rmka benapyce

HayqHbii pykoBoguTess.: HacoHoBa H.B. — JOKTOD TEXH. HaYK, AOLIEHT

AHHOTaumA. B cTatbe paccMaTpuBaloTCa BOMPOChbI peann3aunm U yS3BUMOCTM OAHO- U
MHOroaKTopHON ayTeHTUdUuKaumn. MpoBeaéH MNpPaKTUYECKUIA aHanu3 BO3MOXXKHOCTEN
3KC/lyaTauumM  MEXaHWM3MOB  MHOrOhaKTOPHOW  ayTEHTUMUKALMM Ha Beb-caiitax C
ncnonb3oBaHneM crieumanuanposaHHoro MO Burpsuite. B 3akntoueHun aBTop npegnaraet
HECKOJIbKO PEKOMEHJALMI MO BHEAPEHUIO MHOTO(aKTOPHOM ayTeHTUUKALUMM Ha Beb-
caiTax ans NpeaoTBpalLeHNs BO3HUKHOBEHMS ONUCAHHBIX YSI3BUMOCTEN.

KnioueBble cnoBa: AyTeHTudUKaums, ya3BMMOCTH, SKCNTyaTaumsl.

MHorodakTopHas ayTeHTMUdukauma (multi-factor authentication, MFA) — pacwmpeHHas
ayTeHTUdUKaumnsl, MeToa KOHTPOSS AOCTyrna, B KOTOPOM MONb30BaTeNO A1 NOyYeHMs AOCTyna K
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nHpopMaumn  HeobxoaMMO  npeabsiBUTb  6onee  OAHOrO  «AoKasaTeNnbCTBa  MeXaHu3Ma
ayTeHTudwmKaumm». CpeauM BCeX pekoMeHAaumi no  obecrnedyeHntio  6e30macHOCTM  AOCTyna,
MHOroaKTOpHasl  ayTeHTUdMKaumsi, 6e3yCoBHO SBNSIETCA  OAHOM M3 Hambonee 4yacTto
BCTpevatomxcs [1].

YA3BUMOCTU  ayTeHTUdMKaUMM  OKasblBalOT  CepbEé3Hoe BAMsHWME Ha  6e30nacHoCTb
NMH(OPMaLUMOHHOro pecypca. Ecnmn 3n10yMblilNeHHNK 06X0AMT ayTEHTUMMKALMIO U NoyYaeT A0CTYN K
YUYETHOW 3anMcy ApYroro Mosib30BaTesisi, OH MOSyYaeT AOCTYM KO BCEM [aHHbIM M (DYHKUMAM,
KOTopbiMM 06nafgaeT CKOMNPOMETMPOBAHHas y4éTHas 3anucb. ECnn yaaértca ckoMnpoMeTMpoBaThb
YUYETHYIO 3amnuCb C BbICOKMM YPOBHEM MPUBWMEMWN, HaNpuUMep, YYETHYK 3arnucb CUCTEMHOIO
AAMWHUCTPATOPA, OHWM MOrYT MOJTyYUTb MOJHbIA KOHTPOSIb HaA BCEM MPUIOXXEHNEM U MOTEHUMANIBHO
MOy4YUTb IOCTYN K BHYTPEHHEN MHPACTPYKTypE.

MHorve Beb6-CalTbl MONaraloTCst MCKMOYMTENBHO Ha OAHOMAKTOPHYIO ayTeHTUdMKauMo C
UCNONb30BaHMEM Mapons Ans  ayTeHTUdMKaumm nonb3oBaTeneil. OOHaKo OHa  SABNSIETCS
Hebe30nacHon, MOCKOMbKY Maposn MOryT ObiTb CKOMMPOMETMPOBAHbI Pa3/INYHBLIMK - CrIOCO6aMW.
Hanpumep, cornacHo uccneaosaHuio Verizon Data Breach Investigations Report 3a 2023 roa, 82%
yTeyeK AaHHbIX Obinn CBA3aHbl C YenoBevecknM (akTopoM, BKIHOYash MCMOb30BaHWE Crlabbix uim
yKpageHHblx naponer [2]. DddekTMBHbIM  CNocoboM MOBLICUTL  3aLUMLLEHHOCTb  Mpouecca
ayTeHTUDMKAUMN  SBNSETCS BHeApPEeHWE MHOrogakTOpHOM ayTeHTUdMKaumm. XoTs npoBepka
BromeTpuuecknx hakTopoB MOXeET bbITb HelenecoobpasHa aAns 6onbWMHCTBA BE6-CaTOB, BCe Yalle
BCTpeYaeTcs Kak obsizaTenbHas, Tak u HeobszaTenbHas AByxdakTopHas ayteHTudukaums (2FA),
OCHOBAHHasl Ha KOMBUHaLUMK (haKTOPOB «YTO Bbl 3HaeTe» (Maposb) U «YTO Y BaC eCTb». OBbIYHO 3TO
BK/IIOYAET BBOA TPaAMUMOHHOIMO Mapons W BPEMEHHOro Koda MpOBEPKM, MOMYYEHHOro C
(bm3n4ecKoro yCTpomcTBa, HaxoAsLWerocs BO BlageHnM nosb3oBaTtensl.

BONbLIMHCTBO YS3BUMOCTEM B MeXaHM3Max ayTeHTUdMKaLmMM NposIBNSIOTCS B OQHOM U3 ABYX
CnocoboB: MexaHW3Mbl ayTeHTUdMKauuM cnabbl, MOTOMY YTO OHM He MOMyT afeKBaTHO 3alUTUTbL OT
aTak MeToAoM nepebopa UM Xe eCTb orndyeckne HefoCTaTku UK oWwnbKN peanusaumm, KoTopble
MO3BONSIHOT  3/I0YMbILLNIEHHWKY MOMHOCTLIO O0BOMTM MeXaHu3Mbl ayTeHTUdMKaumn. WHorga 3T1o
Ha3blBaeTCs «HapPyLUEHHOW ayTeHTUdMKaLmen».

HecMoTpsl Ha TO, YTO MHOrAA 3M10YMbILLIEHHUK MOXKET NOYYUTb OAMH (DaKTOP, OCHOBAHHBIN Ha
3HaHWSAX, HanpuMmep, Naposib, BO3MOXHOCTb OAHOBPEMEHHOro MosydeHus Apyroro ¢akrtopa u3
BHELWHErO MCTOYHMKA 3HAYMTENbHO MeHee BeposiTHa [3]. Mo 3ToM npuumHe AByxdaKTopHast
ayTeHTUdUKaums 6onee 6esonacHa, YeM oaHodakTopHas ayTeHTUdMKaums. OaHako, Kak 1 nobas
Mepa 6e30MacHOCTM, OHa 6e3onacHa HacToNbKO, HAaCKOMbKO 6e3onacHa eé peanusaums. [1noxo
peaniM30BaHHyl0 ABYX(aKTOPHYO ayTEHTU(MUKALMIO MOXXHO OBOMTM MM AaXe MOSHOCTbIO 060WTH,
TaK Xe KaK 1 0AHOMAKTOPHYIO ayTEHTUMUKALMIO.

WMHorpa peanusaums ABYX(aKTOPHOWM ayTEHTU(UKALMM HECOBEPLLEHHA 0 TaKOW CTENEeHM, YTo
€€ MOXXKHO MOMHOCTbLIO 0601TW. ECiv nonb3oBaTento cHavana npeanaraeTcs BBECTU Naposib, a 3aTeM
BBECTU KOA MOATBEPXKAEHWUS Ha OTAENbHOM CTpaHWLE, MOnb30BaTeslb (DaKTUYECKM HaxoauTcs B
COCTOSIHUM «BOLLEN B CUCTEMY» [0 TOro, Kak OH BBEN KOA NOATBEpXAeHus. B 3ToM ciyyae ctouT
MpPOBEPUTb, CMOXETE /X Bbl HANPSMYIO NEPENTU K CTPaHWLAM «TOMbKO A/1st BXOAA B CUCTEMY» MoCsie
3aBepLLEHMSI NEPBOro Lara ayTeHTUduKaumn. MHoraa Bbl MOXeTe O0BHapyXWTb, YTO BeO-CalT Ha
CaMOM JieNie He NPOBEPSIET, BbIMOHWIN N1 Bbl BTOPOM LAr Nepea 3arpy3kom CTpaHNULbI.

Y$13BUMOCTM MHOrOhaKTOPHOM ayTeHTUdMKaLMK, CBSA3aHHbIE C OLUIMOOYHOM IOrMKOM npoLecca.

Hanpumep, ecnv nocne TOro, Kak Mosib30BaTe/lb 3aBeEpLUMS MEPBLIA 3Tamn BXOAa B CUCTEMY,
Beb-caiT He MpoBepsieT AO/MKHbIM 06pa3oM, YTO TOT Xe MOoMb30BaTe/lb 3aBepLIAaeT BTOPOM 3Tan
ayTeHTUUKaumm.

Hanpumep, nonb3osaTesib BXOAUT B CUCTEMY CO CBOMMM OObIYHBIMW YYETHBIMW [AAaHHBIMW HA
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NnepBOM Luare cleayrowmm obpasom:
POST /login-steps/first HTTP/1.1
Host: vulnerable-website.com

username=carlos&password=qwerty

3aTeM UM npucBamBaeTca ain cookie, OTHOCALMIACS K UX YYETHOW 3amnmcK, NPEXIe YEM OHM
NepexoasT KO BTOPOMY 3Tary MNpoLecca BXoAa B CUCTEMY:

HTTP/1.1 200 OK
Set-Cookie: account=carlos

GET /login-steps/second HTTP/1.1

Cookie: account=carlos

Mpy OTNpaBke KoAa MOATBEPXKAEHUS 3anpoc MUCMoNb3yeT 3TOT ain  cookie, 4YTOObLI
onpeaenuTb, K Kakon yY4ETHOM 3anmcy Nosib30BaTes b MbITAaeTCs NONy4YUTb AOCTYM:

POST /login-steps/second HTTP/1.1
Host: vulnerable-website.com
Cookie: account=carlos

verification-code=123456

B 3TOM C/lyyae 3/10yMbILNEHHNK MOXET BOWTU B CUCTEMY, UCMO/b3YSt CBOM YYETHbIE AaHHbIE,
HO 3aTeM M3MeHUTb 3HayeHue danina cookie Ha nboe Mpon3BONbHOE WMSI MONb30BATENS MPU
OTNpaBKe KoAa NoATBEPXKAEHUS. account

POST /login-steps/second HTTP/1.1
Host: vulnerable-website.com
Cookie: account=victim-user

verification-code=123456

3TO 4pe3BblMalHO OMacHO, €eCiM  3/I0YMbIWIEHHNK 3aTeM CMOXET noaobpaTh koA
BepU(dUKaLUMKN, MOCKOSbKY 3TO MO3BOMUT €My BXOAMTb B YYETHblE 3anucuM MNpPOU3BOJSbHbLIX
Mosb30BaTeseN, OCHOBbIBASICb WUCKTIOUUTENBHO Ha MX MMEHW nonb3oBaTens. VIM gaxe He Hy>XHO
6yaeT 3HaTb Naposb NONb30BaTeNS.

YA3BMMOCTM MHOrOhaKTOPHOM ayTeHTUUKALMK, CBA3aHHbIE CO C1abbIMK MEXaHU3MaMM.

Kak 1 B ciyyae c naponsiMu, Be6-CalTbl AO/MKHbI MPUHUMATb Mepbl ANS NpefoTBPaLLEHMS]
noabopa kofa nposepkn 2FA. 3T0 0COBEHHO BaXkHO, MOTOMY YTO KOA YacTo MpeactaBnsieT cobou
npoctoe 4 win 6-3Ha4yHoe umncno. be3 HaaéxHon 3awmTbl OT nepebopa B3OMaTb TaKoOW KoA
HEC/TOXKHO.

HekoTopble BEG-CaliTbl MbITAOTCA NPEAOTBPaTUTL 3TO, aBTOMATUYECKM BLIXOAS M3 CUCTEMbI,
€U NoNb30BaTeNb BBOAMT onpeaenéHHOe KOMMYEeCTBO HenpaBubHbIX KOAOB NoATBepXKAeHus. Ha
npakTuke 3T0 He3(dEKTMBHO, MOTOMYy YTO MPOABUHYTbLIM 3/I0YMbILWJIEHHUK MOXET  AaXe
ABTOMAaTU3MPOBATb 3TOT MHOIOCTYNEHYaTbI MPOLIECC, CO3AaB Makpockl ans Burp Intruder. Ans stou
Lienn Takke MOXHO MCnonb3oBaTh yannHuTenb Turbo Intruder.

MoaBoas MTOrM, OaAvM  HEKOTOpble PEKOMEHAALMM MO BHEAPEHUKO MHOrohakTOpHOW
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ayTeHTUdMKaUMM Ha Beb-caTax AN MpefoTBPALUEHUS OMUCAHHBLIX YA3BUMOCTEN. WTak, OHM
BK/IOYAIOT BbI6Op Haaé&xHbIX MeToaoB MFA, Takux kak FIDO2, npunoxeHus-ayTeHTUUKATOpbl U
push-yBeaoMneHns C MNoATBEpXAeHMeM Homepa, u3berass MeHee NpeanoyYTUTESbHbIX BapyvaHTOB
Bpoae SMS-koaoB 1 email-konoB, peanusaumio MFA ¢ NNaBHOM MHTErpaumnei, NpocTbiM NPoLIECCOM
HACTPOMKKM, MPEASIOXKEHNEM HECKONbKUX BapUaHTOB M 6e30MacHbIX pe3epBHbIX METOAOB, a TakXke
6e30nacHoe XpaHeHWe CEKPETHbIX KIOYen M 3awmTy oT obxoda MFA, obecneuyeHve ypobcTea
MCMNONb30BaHNA Yepe3 BO3MOXHOCTb 3aMOMMHAHWUA YCTPOWCTB M aaanTuBHytdo MFA, obydeHune u
NoAAEPXKKY Monb3oBaTeNien C  MHMOPMUMPOBAHMEM O BaxHOCTM MFA M npenocTaBneHUEM
MHCTPYKUMWA, @ Talkke MOCTOSHHOE COBEPLUEHCTBOBAHME Yepe3 MOHMUTOPWHF,  peErynsipHoe
obHoBneHve u ayaut 6e3onacHocTM. BHeapeHne MFA noMoraeT npegoTBpaTUTb aTakm C
NCMONb30BaHNEM YKPAAEHHbIX YYETHbIX AaHHbIX, DULLKMHI, aTaku TUna "4enosek nocepeauHe", ataku
Ha CeaHCbl M BHYTPEHHME Yrpo3bl, 3Ha4YMTENIbHO NOBbILLas 6e30MacHOCTb BeG-canTa.
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V]IK 004.056.53

AHAJIN3 METOJOB 3ALIUTBI OT YI'PO3 IP SPOOFING
C UCIIOJIB30OBAHHUEM GNS3

Pyceyxasn T.B.%, cmyoenm 2p.261401

Benopycckuii 20cy0apcmeenvitl yHusepcumen uHpOpMamuriy u paouodsieKmpoHuKu’

2. Munck, Pecnybnuxa benapyce

Hayunwiti pykosooumensw: botinpas O.B. — kanouoam mexnuyeckux Hayx, 3a6e0yiowutl Kagheopou

3auumul uHpopmayuu, OoyeHm

AHHoOTaums. B Matepuanax I0KI1ajia pe/CTaBIIeHbl pe3yiibTaTsl aHamsa yrpos IP Spoofing, npoBeneHHOro ¢ Hemosbs30BaHeM
cumyssitopa GNS3. [1i1st ipoBeieHust yKa3aHHOTO aHasi3a ObUT pa3paboTaH BUPTYaJIbHBIM MaKeT, COCTOSILIMIA 13 YCTPOHCTB
HapyILUTEIIsl, EIeBOro yCTpOCTBa M Mapiipytusaropa. Mccnenoanue cocrosio u3 onucanus nposeznetus IP Spoofing, a taroke
TOCIIE/ICTBHS KHOEpaTaky it 6e30macHocTH cetr. B pesyiisrare aHanmsa ObUTH IPE/JIOKEHbI PEKOMEHIALMH [Is IIOBBILLICHHS]
YPOBHSI 3aIMIIEHHOCTH NH(OPMALIMOHHBIX crcTeM. [1oiTydeHHbIe pe3yIbTaThl MOTYT OBITh IOJIE3HBI TSI CIICLHAIKCTOB B 00JIaCTH
3aMU T HHGOPMALIHK H pa3paboTKH 3 EKTHBHEIX Mep 110 IPEAOTBPALIECHHIO TOTOOHBIX YIPO3, @ TAKKE U YITyqIICHHS
6€30MacHOCTH CETEBBIX KOMMYHMKALIHIA.

Kurouessle ciioBa. CereBbie kuGeparaxy, IP Spoofing, GNS3, VMware, iptables, Wireshark.

BBenenne. Ilpotoxon |IP mpemnasHaueH paisi oOecrmedeHWsi COEAMHEHHsT XOCTOB. IIpoTokon
obecrieurBaeT Iepenaqy OJIOKOB JaHHBIX, HA3bIBACMBIX JICHTarpaMMaMH MEXIy OTIIPABUTEIEM H
TIOJTydaTesieM, y3Jbl KOTOPhIX HACHTHOUIMPYIOTCS aapecamu (pUKCHpoBaHHOHM uMHBL Ha prcynke 1
nokazaH ¢opmar 3arosoBka raketa |IP.

0 1 2 3
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 & 9 0 1 2 3 4 5 & 7 8 9 1 2
Version | IHL | ToS Total Length
Identification Flags Fragment Offset
TTL [ Protocol Header Checksum
Source Address
Destination Address
Options | Padding

Pucynoxk 1 — @opmar 3arosnoska nakera |IP

B mossix Source Address u Destination Address yka3bIBaroTcst aipeca HCTOYHHKA i HA3HAYCHHSL.

AkryansHOCTH TIpoOIEeMbl ceteBoii araku IP Spoofing ocraercst BhICOKOW W3-3a HCHOIB30BAHMS
HapYIIUTENSIMU  JUI  OHJIAWH-MOILIEHHUYECTBA, KpaKHM JIMYHBIX JAHHBIX W HapyIleHus paloThl
KOPIOpaTHBHBIX BeO-CaliTOB U cepBepoB. Taroke Takas aTaka sBIIsieTCs OCHOBOM Apyrux arak (DDoS,
MITM u mackupoBka OoTHeT-ycTpoiictB). B xome mposenenmst IP Spoofing aapec ucrounmka
HapYIIUTENs] MEHSETCsl Ha IOJUIeTIbHBIN, 4TOOBl CKpBITh peaybHbI |IP-agpec u co3mare BUIMMOCTH
JIETUTUMHOTO TOJIKITFOUEHHS K CETH.
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Lens manHOM Hay4HOU paboOTHI cocTosuia B aHamm3e d(QQGEKTUBHOCTH METOJOB 3aluThl OT yrpo3 IP
Spoofing. [pakTiyeckasi 3HAYUMOCTh PE3YJIBTATOB JAHHOTO MCCIICIOBAHKS COCTOUT B BO3MOYKHOCTH MX
NPUMEHEHHS B IIEJSAX MOBBILECHUS 3(PPEKTUBHOCTH AITOPUTMOB (MIBTPALMM TAKETOB U CO3/IAHUS
COBPEMEHHBIX CUCTEM IPEIOTBPALIICHHS aTaK.

OcHoBHas1 yacTb. {7151 n3ydeHus npuHIMIOB niepenaun |P-makeToB Oblia co3aHa JIoKalibHas CETh B
BUPTYaAJILHOM JTa00paTOPHH, IOCTPOSHHOH ¢ UCTIOJTb30BaHueM cumydisitopa GNS3.

Cxema BupTyanbHOU Jaboparopuu, moctpoenHoit B GNS3, npuBenena Ha pucynke 2. B ee cocras
BXOJUT CIIeyIolIee 000pyIOBaHHE:

— mapupyruzarop Cisco ¢7200;

— kommyTatop (Swithl);

— xommerotep Hapymmuress ¢ OC Alpine Linux (AlpineLinux);

— xkommerotep sxepTBbl ¢ OC Alpine Linux (AlpineLinux-victim);

— kommbroTep ¢ orpannuenaoit OC (VPCS).

‘.Rl
é — Switcht
PC1 / d \AIPiHELiHUX'\fiCtim

192.168.2.2/24
192.168.1.2/24

AlpinéLinux

S

192.168.3.2/24

Pucynok 2 — Cxema BupTyasbHOI 1JabopaTopuu, MOCTPOSHHOM
¢ ucrop3oBaHueM cumynsaropa GNS3

B pamxax uccrnenoBanusi ObUT paccMOTpEH clieHapuid ¢ noaMenoi IP-aapeca u nposenenuem DDOS-
aTaky Ha ycTpoicTBo ¢ orpannueHHoi OC. [ npoBeneHus: kubepaTak HEOOXOAMMO U3MEHUTH |P-
aJpec uepe3 M3MEHeHHWe 3HadeHus mnoist Source Address B 3arosioBke IP-makera. B Tomonoruu
nokansHOM cetn B GNS3 onpenenens! crnemyrorue IP-anpeca:

1) 192.168.1.2 — ycrpoiictBo sxeptBbI (AlpineLinux-victim);
2) 192.168.3.2 — ycrpoiicto Hapymmrens (AlpineLinux);
3) 192.168.2.2 — ycrpotictBo ¢ orpanndensoit OC (VPCS).
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Ha ycrpoiictBax Hapymuredas ¥ LEICBOM MallMHbl ObUT YCTaHOBJIEGH WHCTpyMeHT iptables.
Ha ycrpoiictBe AlpineLinuX ¢ moMoIipi0 KOMaH/bl, IPEJCTABICHHON Ha PUCYHKE 3, ObLI M3MEHEH
IP-anpec ucrounuka B |P-nakerax.

/ # iptables -t nat -A POSTROUTING -p icmp -j SNAT --to-source 192.168.5.2

Pucynok 3 — Komanna jy1st usMeHeHus ajipeca ucrouHuka B |P-makere

Ha pucynke 4 npuBeneHbl MoydeHHbIE C MOMOIIBIO aHanmM3aTopa Tpaduka Wireshark cBenenust o
MaKeTax, OTMPABICHHBIX B XoJe peammsarmu ycrnemsoi DDo0S-araku, npu kotopoi Obuia

OCYIIIECTBIICHA 3aMEHa a/Jpeca UCTOYHHKA TIPU OTIPABKE MAKETOB C YCTPOCTBA HAPYIIUTEIISL.

2 2.591342 B .5. B 98 Echo (ping) request id=0x0858, seq=8/@, tt1=63 (reply in 5)

5 2.610314 .168.2. 92. .5. M 98 Echo (ping) reply
6 626 6 92.168.2 CMP 70 Destination unre a
7 3.598873 . . 98 Echo (ping) request
8 3.599422 98 Echo (ping) reply 1d=0x06858, s
9 3.626 s 70 D nation unreachable (Host unri
98 E (ping) request
98 Echo (ping) reply
7@ Destination unreacha
98 Echo (ping) request
15 5.616647 98 Echo (ping) reply
16 5.6 - 192. 2 CMP 7@ ation un

1d=0x0858, s
hable (Hest unr

} Frame 5: 98 bytes on 784 bits), 98 byt (784 bits)
» Ethernet II, Src: Pr 5:68:00 (00:50 Dst: ca:@1:4c:fc:00:00 (ca:01:4c:fc:00:00)
* Internet Protocol Version 4, Src: 192.168.2.2, Dst: 192.168.5.2

@100 .... rsion: 4

ength: 28 bytes (5)

Differentiated Services Field: @x8@ (DSCP: CS®, ECN: Not-ECT)

Total Length: 84

Identificatio (59570)

0810. @x2, Don't fragment

0eee = Fragment Offset: @

Time to Liw 64

Protocol: ICMP (1)

Header Checksum xc9al [validation disabled]

[Header checksum status: Unverified]
Sourc r 192.168.2.2
Destination Address: 192.168.5.2

[Stream index: @]
b Internet Contreol Message Protocol

t1=64 (request in 2)

tt1=63 (reply in 8)

tt1=64 (request in 7)

tt1=63 (reply in 12)
tt1=64 (request in 11)

tt1=63 (reply in 15)

ttl=64 (request in 14)

Pucynoxk 4 — CBezieHus 0 akerax, OTHPaBICHHBIX B X0/1€ peanu3aiuu yenemrHoit DDoS-ataku

Mero i 3ammTs ot yrpo3 IP Spoofing Brittouatot:
— MOHUTOPHHT CeTel Ha MpeAMET MOJI03PUTEIbHON aKTUBHOCTH;
— UCIIOJIb30BaHUE ayTeHTH(UKAIHN;

— HUCIIOJIb30BAHUEC MEIKCCTCBOI'O 9KpaHa,

— Brmouenne Unicast Reverse Path Forwarding (URPF) na mapripyruszatopax 1ist oucka oOpaTHOro

MaplpyTa akeToB;
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— OrpaHUYCHHE JIOCTYIIA K CETEBBIM pecypcaM (HacTpoiika access-list).

[Moxxox k 3ammre ot yrpo3 IP Spoofing, ocHoBanHbIii Ha wucmonb3oBaHMK access-list u URPF Ha
MapIIpyTU3aTopax 1ist QribTpayy TpaduKa, MPUBEICH HA PUCYHKE 5.

(4 matck
permit ip 192.168.2.0 6.8.8.255 | 168.1.8 0.8.0.255 (12 matcl

} deny ip any any (

%

FIC
e-path

FIC
-path

Pucynok 5 — Hacrpoiika access-list 1 mpoBepka mapiipyra makera

Mexanusm padotsl Unicast Reverse Path Forwarding BkirouaeT B ceOst pOBEpKY MapIipyTa Makera B
Ta0JIMIIEe MapIIPYTU3AIMH, ECITH aJpeC HCTOYHHMKA BXOJISIIErO MMakeTa CYIIECTBYET, TO OCYIIECTBIIACTCSA
MOKCK OOPaTHBIX MApIIPYTOB K a/pecy MCTOYHMKA, €CIU HalieH MHTepdeiic, KOTOPbI COOTBETCTBYET
UHTEPQEHCY MOTyIEHHsI, TO MAKET MPOITYCKAETCS, B HHOM CJIy4ae 0TOPachIBacTC.

Pe3ynbrarel ananm3a Tpaduka npy BKIFOYEHHOH (DUIBTPAIMY TAKETOB MPUBE/ICH HA PUCYHKE 6.

2 3.896275 192.168.5. 192.168.2.2 ICMP 98 Echo (ping) request id=0x00889, seq=8/6, ttl=63 (reply in 5)
.927704 2 ICMP 98 Echo (ping) reply i1d=0x008%, seq=0/6, ttl=64 (request in 2)
412 2 IcMp 7@ Destination unreachable (Communication administratively filtered)
.915986 2 ICMP 98 Echo (ping) request id=0x8089, seq=1/256, ttl=63 (reply in 8)
.915986 2 ICMP 98 Echo (ping) reply i1d=0x0089, seq=1/256, ttl=64 (request in 7)
2 ICMP 70 Destination unreachable (Communication administratively filtered)
916578 . .2 ICMP 98 Echo (ping) request id=0x@089, seq=2/512, ttl=63 (reply in 11)
916578 . .2, . .5.2 ICMP 98 Echo (ping) reply 1d=0x8889, seq=2/512, ttl=64 (request in 18@)
12 L§ 1 1 2.2 ICMP 70 Destination unreachable (Communication administr y filtered)
14 11.128433 2 ICMP 98 Echo (ping) request id=0xP@8a, seq=8/8, ttl=63 (reply in 15)
15 11.128433 2 ICMP 98 Echo (ping) reply 1d=0x008a, seq=0/6, ttl=64 (request in 14)
16 11. 75 2 ICMP 70 Destination unreachable (Communication administratively filtered)
17 12.151722 2 ICMP 98 Echo (ping) request id=0x@08a, seq=1/256, ttl=63 (reply in 18)
18 12.152712 2 ICMP 98 Echo (ping) reply i1d=0x8@8a, seq=1/256, ttl=64 (request in 17)

19 12.

ICMP 70 Destination unreachable (Communication administr y filtered)

Pucynok 6 — Pe3ynbrarsl aHamm3a Tpaduka npyu GuIIbTpauy NakeToB
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3axrouenne. Ha ocHose IMPOBCACHHBIX I/ICCHG,Z[OBaHl/If/'I MOJHO CACIAaTh CICAYIOIINC BbIBO/bI.

1. PerynspHoe mpoBeneHue aHamn3a 3PQPEKTHBHOCTH METOAOB 3alUTHI OT Yrpo3 MH(POPMALMOHHOM
0€30MacCHOCTH SIBIISIETCS BaXHBIM MEpPOIPHATHEM, HAlpaBJICHHBIM Ha IOBBIIICHHE 3aIIUICHHOCTH
MH(POPMAIMOHHBIX CHCTEM.

2. [lpumeHeHne TakuX TEXHOJIOTWH, Kak (mibTpaims tpaduka, Unicast Reverse Path Forwarding, a
TaOKe CIIMCKOB KOHTPOJSL JocTyna oOecneunBaeT 3()(EKTUBHOE BBIBICHHE U OJOKHPOBKY
MOJJETBHBIX TAKeTOB, YTO CIOCOOCTBYeT 3allMTe JaHHBIX. HacTpolika 53THX WHCTPYMEHTOB
IIPEAOCTABISET BO3MOKHOCTh aHAIM3UPOBATh CETEBYI0 AKTUBHOCTh U pazpadatbiBaTh 3(h(EKTHBHBIE
MepbI 3alIUTHI OT yrpo3 kubeparaku IP Spoofing.

CRucok ucnonb306aHHBIX UCHOUHUKOG:
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spoofing — Jlama docmyna: 07.04.2025.
2. Yepracos /1. IO., Heanoe B. B. |P-spoofing // Espasuiickuii nayuneui scypran. — 2017.— Ne. 6. — C. 197-200.
3. Ilpedomspawenue noooenxu adpecos uepe3 Unicast Reverse Path Forwarding [Ouexmponnoii pecypc] — Peoicum docmyna:

https://www.opennet.ru/base/cisco/unicast reverse path forwarding.txthtml — Jama oocmyna: 07.04.2025.
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KUBEPKYJIbTYPA: MEMbI U TPEHAbI, BIIUAIOLLMUE HA
BE3OINACHOCTb B CETU

Pyma AM.

Bernopycckuli eocydapcmeeHHbIl yHUsepcumem UHgopmMamuKku U paduo3niekmpoHUKU
2. Munck, Pecriybnuka benapyce

Karauw A.B. — cmapuwul rpernioGagamerib, kKaghedpa 3KOHOMUYECKOU UHGhopMamuKu

[aHHasi HayuHas paboTa wccrnegyeT BrUsiHAE MEMOB W TPeHZOB Ha KMGepKynbTypy, MoavepkuBas UX pornb B hOpMUMpOBaHUM
06LLecTBEHHOrO MHeHUs o GesonacHocT B cetu. OpHako Taike oBCyX4alTcs BbI30Bbl UM MPOGNEMbI, CBS3aHHbIE C WCKaXEHWEM
MHOPMaLMU U BO3MOXHOW fAe3nHcopmaumeil. B aToil paboTe paccMOTpeHbl MpeuMyLLecTBa UCMOMNb30BaHUS MEMOB  AJis

pacnpocTpaHeHna I/IHCbOpMaLl,I/II/I 1 NOBbILLEHNA OCBEAOMI1EHHOCTU O K|/|6epyrp03ax.

KnbepkynbTypa npeactaBnsieT cobon COBOKYMHOCTb LEHHOCTEW, NPaKTUK U coobLlecTs,
OPMUPYIOLLIMXCS B BUPTYarilbHOM MNPOCTPaHCTBE WHTepHeTa. MeMmbl, Kak eauHuUubl KyrbTypHOW
NMHopMaLmKn, ObICTPO pPacnpoCTPaHAOTCA B CETW, AOCTuras BUPYCHOW nonynspHOCTU. OHu
nepegarnTcs Yepe3 pPEMUKChI, agantaunumn, U3MEHEHUS N MOAMGUKALMN OPUTMHANIBHOMO KOHTEHTA,
YTO CNOCOBCTBYET NX TpaHchopmaummn 1 agonoumm. Membl OKasbiBaloT 3HAYMTENBHOE BNUSIHUE Ha
00LLEeCTBEHHOE MHEHME, CNOCOOCTBYIOT POPMMPOBAHNIO TPEHOOB U MOTYT ObiTb MHTETNPUPOBAaHbLI B
MapKeTUHroBble CTpaTerMn, a Tawkke WCMNOoMb30BaTbCAd B MOMUTUYECKMX KOHTEKCTax [Ans
MOBMM3auUmMKn 1 BO3OEVCTBUSA Ha ayauTOpUIO.

Membl ©n Tpendbl MOryT MpeacraBnsaTe cobon yrpody 6Ges3onacHOCTM B LMAPOBOM
npocTpaHcTee. PULLMHIOBbIE aTakv HepeaKo MUCNOMb3YHT MeMbl Ans MacKMPOBKU CBOMX HAMepPEHUI
n obMaHa nonb3oBaTenen, Yto 3aTpyaHsieT pacrno3HaBaHue BPeAOHOCHbIX AeNCTBUA. BpeaoHoCHbIe
nporpamMMbl Takke pacnpoCTPaHATCA Yepes nonynspHble TpeHabl U BUPYCHbIE BuaeomMaTtepuarns,
YTO yBenu4yMBaeT BEpPOSATHOCTb MX pacrnpoCTpaHeHus cpeam nonb3osaTternen. Kpome Toro, Membl
MOryT BbITb MCNOMb30BaHbl B LENAX MaHUMYNSAUMA, NO3BOMASA 3MOYMbILLNIEHHUKAM NofyYaTb JOCTYnN
K KOHuAeHuManbHbIM [aHHbIM W JIMYHOM MHGOPMaUMKM Nosib3oBaTesien, 4To noadepkMBaeT
HeoBXoAMMOCTb MOBbILLEHWUS OCBEAOMITEHHOCTM O PUCKaX, CBA3AHHbIX C NOTpebrneHnem KoHTeHTa B
nHTepHeTte [1].

B uenom, Membl Oka3blBalOT 3HAYUTESNBHOE BINSIHWE Ha MOACO3HaHWE, (POPMUPYST MHEHMS U
YCTaHOBKM Mornb3oBaTtenien. Mx crnocobHOCTb K ObICTPOMY pacnpOCTPaHEHUIO W BU3yanbHOW
npuBneKaTenbHOCTU AenaeT UX MOLUHbIM WHCTPYMEHTOM MaHunynsumMm BHUMaHWeM. JOddekT
FOMO (Fear of Missing Out), unu 60sA3Hb ynNycTUTb BaXHY MHOpPMaUMIO, crnocobCcTByeT
MOBbILLEHHON BOCNPUMMYMBOCTU MOMb30BaTENEN K MaHUNynsauMsam, 3acTaBrnss UX pearmposaTtb Ha
KOHTEHT 6e3 JOIMKHON NPOBEPKN UCTOYHUKOB M haKTOB.

Kpome TOro, aBToMaTMyeckoe BOCMpuUsTUE WHAOPMaLUW, XapakTepHoe Ans noTpebneHus
MEMOB, MOXET CHWXaTb YPOBEHb KPUTMYECKOrO MbIlMEHUs. JTO MPUMBOAMT K HEOOCTaTOYHOM
aHanMTUYEeCKOW OLEHKe NPeACTaBreHHbIX AaHHbIX W, KaK crieacTBue, yBenvunmBaeT puck obmaHa u
AesnHdpopmauun. Monb3oBatenu, He noAaBepralome COMHEHUIO YBUMAEHHOe, CTaHoBATCA 6onee
YA3BUMbIMU K MAHUMYNAUMAM, YTO NOAYEPKMBAET HEOOBXOAMMOCTb Pa3BUTUS HAaBbIKOB KPUTUYECKOIO
MbILLSIEHNSA N OCO3HAHHOIO NOTPebeHNst KOHTEHTa B KMGEPKyNbType.

MeMmbl OKa3blBalOT 3HA4YUTENbHOE BO3OEWCTBME Ha acnekTbl 6e3onacHOCTM B UMGPOBOM
NPOCTPaHCTBE, KaK MOMOXUTENbHOE, Tak U oTpuuatenbHoe. OHM Takke CnyXaT WHCTPYMEHTOM
CouManbHON WHXEHepWun, MO3BONAS 3MOYMbILNIEHHUKAM MaHUNyNMpoBaTb MOMb30BaTENAMU U
co3gaBaTb JIOXHOE 4yBCTBO [JoBepusi. Hanpumep, membl MoryT ObiTb paspaboTaHbl C
NCMNOMNb30BaHMEM 3HaKOMbIX TEM WM MEPCOHaXeW, YTO MOBbIWAET WX MNpUBMEKaTENbHOCTb U
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CHWKaeT HaCTOPOXEHHOCTb Mofb3oBaTenen. 3MOYMbIWNEHHUKM aKTMBHO  MCMOMb3YT  Ans
npyBnevYeHNs BHUMaHUS Morb3oBaTenen K ULLIMHIOBBLIM CCbIflkaM U BPedOHOCHbIM (hannam. C
OPYro CTOPOHbI, MeMbl MOTryT ObITb MCMOMBb30BaHbl B pamkax 0bpasoBaTesibHbIX KammnaHui Ans
MOBbILLIEHNST OCBEAOMIIEHHOCTN O knbepbeszonacHoctn. OHM cnocobHbl caenatb CrOXKHbIE TEMbI
Gonee OOCTYNMHLIMU U NOHATHBIMK NS LUMPOKOW ayauTopum [2].

OgHvM 13 NpUMepoB MEMOB sIBMSieTCs «ITO He Bar, aTo cdunya». Mem nomoraeT ynpoLartb
obcyxaeHne TexHnyeckux npobnem, genas nx 6onee AOCTYNHLIMW ONSl LUMPOKOW ayauTopun. ITO
MOXET MOBbICUTb MHTEpeC K Bonpocam IT n 6e3onacHocTn. MNoCKoNbKy MEM aKLEHTUPYET BHUMaHVE
Ha HepocTaTkax WM olwmnbkax, 3TO MOXET Bbi3BaTb Y MNOMb30oBaTenen HegoBepue K NpoaykTam u
cuctemam. oHMMaHWe, YTO HekoTopble Garv MoryT ObiTb budamun, 3acTaBnsieT nonb3oBaTenen
ObITb 6onee BHMMATENBHLIMU N KPUTUYHBIMMU.

Opyrmm npymepoM MeMOB SBRSIOTCA peannucTuyHble BUAEO, CO34aHHble C MCMOSb30BaHUEM
TEXHOMNOMMIA  UCKYCCTBEHHOrO WHTENNEeKTa, KOTopble WNMIOCTPUPYIOT XU3Hb B MCTOPUYECKMX
KOHTEKCTaX, Takmx kak dpesHun Ervnet, OpeBHaAs peumns, Ha 6opTy «TuTaHuka» nnn B Nomnesix.
OTn Bugeomartepuanbl AEMOHCTPUPYIOT COBbITUS U NMOBCEAHEBHYIO XXWM3Hb B YKa3aHHbIE 3MOXW,
co3gaBas WUM3nK0, YTO OHM MPOMUCXOAAT B HacTosiwee BpeMsi. Mem noguvepkvBaeT, kak nerko
MOXHO c034aTb hanblUMBbLIA KOHTEHT, YTO BbI3bIBAET ONMaceH1s No NOBOAY MOAAENKN NCTOPUYECKNX
hakToB U MaHVNyNAUMA C MHOopMaumen. ITO MOXET MNPUBECTU K HEOOBEepUID K WUCTOYHMKAM
nHcopmauun. C gpyron CTOPOHbLI, Takne Membl MOTyT ObiTb MCMONb30BaHbl ANd 06pas3oBaTenbHbLIX
uenen, npuernekas BHUMaHWE K uctopum U KynbType. OHM MOryT CrnocobCcTBOBaTb MHTEPECY K
OPEBHUM LIMBUNU3ALMAM U UX HAcreauio.

Takke NPUMEPOM UCKYCCTBEHHBIX MEMOB SIBASIOTCA UM-KOTbI, YTO NPUBEAEHO Ha pPUCYHKe 1.
OH MOXeT BnuATb Ha BocnpusiTue yrpoas. Jliogn MoryT BOCNpUHMMAaTL KMBepyrpo3bl MeHee cepbesHo,
€Cnn OHM npefcTaBreHbl B UrPMBOM bopmate, YTO MOXET CHU3UTb B6auTenbHOCTb. KapTuHKW,
BbI3blBalOLLME CMEX, MOryT ObITb MCNOMb30BaHbl AN NPUBAEYEHNS BHUMaHWUS K BaXKHbIM BOMpocam
6e30nacHOCTU B MHTEpHETE. Hanprmep, aHanorns ¢ akyrion MoxeT CUMBONU3NPOBaTb KMBepyrposb,
a KOTEHOK - yA3BMMOCTb nonb3oBaTenen [3].

PucyHok 1 — MeM co3gaHHbIN UCKYCCTBEHHBIM UHTENNEKTOM

B ycnoeusax BceoObEMMIOLIErO BMAHUS MEMOB W BUPYCHOMO KOHTEHTA B WHTEpHETE,
nonb3oBaTensmM  HeobXoAMMO  pas3BuBaTb  HaBblKM  3aWUUTbl  OT  MaHWUMYMATUMBHbIX U
Ae3HPOPMaLMOHHbIX 3dcpekToB. [Monb3oBaTenn AOMKHbl O0y4aTbCA KPUTUYECKOMY aHanmay
NHOPMaLMK, Npexae Yem NpuHMMaTh e€ 3a Npasay, YTo BKMYaeT B cebs NpoBepKy MCTOYHMKOB U
cpaBHeHua ¢ apyrumu. KroyeBbiMy acnekTammn 30echb ABMATCA aeHTUdUKaumsa SMOLIMOHANbHOro
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BOSD,eI7ICTBI/I$-| N pacno3HaBaHMEe TPHOKOB COLI,VIaJ'IbHOVI NHXeHepun. lNonb3oBatenu OOJTKHbI

yCTaHaBNMBaTb JIMYHbIE TPaHWLbl B OTHOLUEHWM TOrO, KaKOM KOHTEHT OHW MOoTpebnsawT M Kak
pearvpyroT Ha Hero.

Takum 06pasom, MeMbl U TpeHObl B KMOepKynbType npeactaBnstoT cobov OBYCTOPOHHUIA
WHCTPYMEHT, obrnagalowmi  noTeHUManoM Kak [Ans  MOBbIWEHUss  OCBEOOMIIEHHOCTU O
knbGepbesonacHOCTW, Tak M AN MaHWNyNaUMM WM pacnpocTpaHeHus aesnHdopMauun. 3To
nogyepkMBaeT HeOOXOOAMMOCTb KPUTUYECKOTO MNOAXOAa K KOHTEHTY W pa3BUTUS  HaBbIKOB
MeamnarpamMoTHOCTM cpeaun nonb3oBatenen. O6pasoBaTernbHble MHULMATMBbLI, OCHOBaHHblE Ha
Memax, MOryT cbirpaTb BaXKHylO ponb B dopmupoBaHun 6Gonee 6GesonacHoro uLMdpoBoro
NnpocTpaHCcTBa, ecnu OyayT HanpaefneHbl Ha OCO3HaHWME MOTeHUManbHbIX Yrpo3 W pasBuTme
aHaNMTUYECKOro MbILLUSIEHNS.

B 3akntoueHne, uccnenoBaHne BNMSHMS MEMOB U TPEHOOB Ha KMOepKynbTypy nogdepkmBaeT
X [ABOWCTBEHHYKD MNpMpOAdy Kak WHCTpyMeHTa ¢opMUPOBaHNS OOLLECTBEHHOIO MHEHUS U
noTeHumanbHoOM yrpo3bl 6GesonacHoctM B cetn. Mewmbl, obnagas CcnocobHOCTbIO ObICTPO
pacnpoCcTpaHATbCA WM MNpuBReKkaTb BHUMaHME, MOryT Kak nMOBbilWaTb OCBEAOMMEHHOCTb O
Knbepyrposax, Tak U CRyXuTb CPeACTBOM MaHUMynaumMmn 1 gesvHgopmaumm [4].

OpHako ¢ 3TUMKM BO3MOXXHOCTSIMU NPUXOASAT U 3HAYUTENbHbIE PUCKU. 3MOYMBILLITEHHUKA MOTYT
ncnonb3oBaTb MEMbl AN coumarnbHOM WHXEHepuW, MnoapbiBasi [oBepue nonb3oBatenen u
yBenuunBasl ysa3BMMOCTb K knbepyrposam. OTO MNOAYEPKMBAET HACTOATENbHYH HEeOoOXO0OUMOCTb
pasBUTUSE KPUTUYECKOTO MbILLNEHNS, MEAMarpamMOTHOCTM W HaBbIKOB aHanu3a WHdgopmaumm y
nosib3oBaTenen.

BaxHbiM warom Kk cosgaHuio Boree 6e3omacHOro LMEPOBOrO MNPOCTPaHCTBA SBMsiETCA
oby4yeHne nonb3oBaTenen MeTogam pacrno3HaBaHUMs MaHUNYNAUMA U aesnHdopMauun, a Takke
pasBUTUE NNYHbBIX rPaHKL, B NOTPEBNEHMN KOHTEHTA. TakMm o0Bpa3omM, MEMbI U TPEHObI MOrYyT CTaTb
HE TOSIbKO MHCTPYMEHTOM pa3BfeYeHns, HO U BaXKHbIM PECYpPCOM A1 MOBbILIEHUS YPOBHS
OCBEAOMJSIEHHOCTUN N 6e30MaCHOCTUN B UHTEPHETE.
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Tumoghees A.M. — kaHO. mexH. Hayk, doueHm, doueHm kagheopsbl

3awumsl uHgpopmayuu BI'YUP (Hay4qHbIl pykosodumerib)

AHHOTaumsA. PaspaboTaHbl CTPYKTypHblE CXeMbl 00e3NUUMBaHWMS W Oe0be3nuuvMBaHuS MEepCOHarnbHbIX AaHHbIX, MOCTPOeHHble Ha base
cMMMeETpUYHoro 6rnoyHoro craHpapta FOCT 28147-89. B npeanoXeHHbIX cxeMax CEeKpPeTHbIMU MapameTpaMu SBASI0TCSA KIioun LWMpOBaHNS
[OaHHbIX AnnHon 256 6uT 1 8 yanoB 3ameHbl, coaepalumxcs B 6noke nogctaHosku. LLndppoTtekcTbl, nonyyeHHble ¢ nomotbio FOCT 28147-89,
MCMONb30BaHbl B KayecTBe MCEBAOCIYHaiHOM  BEMUYMHBLI, MOCPEACTBOM KOTOPOW peanu3oBaHbl npouedypbl  obesnnuvBaHus 1

neobe3nuumBaHns NepCcoHarbHbIX AaHHbIX.

B HacTosiLee BpeMsi OQHOW M3 BaKHEWLWMX 3afad, pellaembiX Mpu NpoeKTUPOBaHWU COBPEMEHHBLIX
NHGOPMAaLMOHHBIX CUCTEM, siBnsieTcst obecneveHne nHpopmaumoHHon 6e30nacHOCTU NepcoHanbHbIX AaHHbIX,
4YTO peanuayeTcs MOCPeAcTBOM 00e3nunuMBaHMA MepcoHanbHbiX AaHHbiX [1 — 3]. B cootBetctBUM C
TpeboBaHMsIMK 3aKoHogaTenscTBa Pecnybnvkm benapycb ogHUM 13 MeTogoB 06e3nmymMBaHns NepcoHanbHbIX
OaHHbIX SIBNSIETCA METOL BBeAeHUs uaeHTudukaTopoB. M3BecTHble cnocobbl peanusaumm obesnuynBaHust
nepcoHanbHbIX [daHHbIX Ha OCHOBe MeToda BBefeHus uaeHTudmkatopoB [6 — 9] nopgpasymeBaioT
NCMonb30oBaHWe B KayecTBe MOEHTUMUKATOPOB X3LUMPOBAHHBLIX 3HAYEHWI MEePCOHanbHbIX AaHHbIX. ATO He
no3BonsieT [eobe3nnunTb NepcoHanbHble AaHHble 06e3 3HaHusi Tabnuu, COOTBETCTBUS,, YTO SIBMSIETCH
HegocTaTkoM crnocoboB [6 — 9]. B ¢BsA3n € 3TUM Lienbio AaHHON paboTbl ABNSANOCH pa3paboTaTb CTPYKTYPHbIE
cxeMbl o0bes3nuumBaHua ,qeo6e3nmqV|BaHm;| NnepcoHasrbHbIX AaHHbIX Ha OCHOBe MeToda BBeOeHUA
naeHTnunKaTopoB, CBOBOAHBIX OT 3TOr0 HegocTaTKa.

B kauvectBe obbekTa mccrieqoBaHWs MCNOMNb30BaH CTaHA4apT wmdpoBaHusa daHHblx [OCT 28147-89.
MpeameToM mccnenoBaHns SBMAANOCh YCTaHOBUTE KpunTorpadmyeckne onepauum, nossonsiolme BbiMOHNTbL
obesnuunBaHue n geobesnuunBaHne NepcoHanbHbIX JaHHbIX HA OCHOBE MeToAa BBeAeHUst aeHTUUKaTopoB,
KOTOpble He TPeDYT 06A3aTENBLHOIO MCNOSb30BaHUS Tabnumy, COOTBETCTBUS.

B pamkax BbINOMHEHHbIX  MCCrNegoBaHWA — paspaboTaHa CTPYKTypHas Ccxema  reHepaumu
naeHTnuKaTopoB, MOCTPOEHHass Ha 6ase cummeTpuyHoro 6rnovHoro craHgapta [OCT  28147-89.
MprmeHeHne 3Toro cTanHgapTa ABnsSeTCa 0bs3aTenbHbIM ANsi BCEX OpraHusaumn u npegnpuatii Pecnybnmku
Bbenapycb, oOCyLLecTBRAKOWMX KpunTorpaduyeckyto 3awmuty uHdopMmauun. B npeanoxeHHonm cxeme
CEKPETHLIMX MapaMeTpaMn SBMSOTCA KW WMAPOBAHUSA AaHHbIX ONMHOM 256 6uT 1 8 y3roB 3aMeHbl,
cogepXawmxca B 6Onoke nogctaHoBkW. LLndpoTekcTbl MCNoNb3oBaHbl B KA4ecTBE  MCEBAOCITyYalHON
BESTNYUHBI.

PaspaboTtaHa cTpykTypHas cxema geobesnnumBaHns NepcoHarnbHbIX AaHHbIX, KOTOpas, kak U cxema
obe3nnumBaHMsa NepcoHarbHbIX AaHHbIX, NocTpoeHa Ha 6asze NOCT 28147-89. 310 NO3BONMMIO BbINOSTHUTL
npouenypy Aeobe3nmumBaHMs aHanormyHbIM 0bpa3oM, kak u npouedypy obesnuumsanus. Takum obpasom,
peanu3oBaB MnporpaMMHoe obecrneveHne aOns 06e3nMuMBaHMA NEepPCOHarnbHbIX OaHHbIX, MOSABASETCH
BO3MOXHOCTb MCMONb30BaTb 3TO XKE MporpammHoe obecneyeHne aAns Aeobe3nMumBaHusA MNepCcoHarbHbIX
OaHHbIX, YTO YMPOLLL@ET NPaKTUYECKYH0 peanu3aumio Cxem 06e3nnyunBaHnsa 1 4eobesnmunBaHust NepcoHanbHbIX
OaHHbIX.

Cnucok ucnosib308aHHbIX UCMOYHUKOS:

1. BopoHa, B. A. bBuomempuydeckas udeHmugukayus nudHocmu / B. A. BopoHa. — Mockea : [opsiyas niuHusi- Tenekom, 2023. — 228

2. KonnuHs, M. 3awuma cemed. [Nodxo0d Ha ocHose aHasnu3a OaHHbIx / M. KonnuH3. — Mockea : MK lMpecc, 2020. — 308 c.

3. OcmarieHko, I. A. VIHbopMayuoHHble orepayuu U amaku 8 COUUOMEXHUYECKUX cucmemax @ opaaHu3auyUOHHO-Npagosbie
acriekmsi ipomuegodeticmeusi : y4ebHoe nocobue /. A. OcmaneHrko, E. A. Mewkosa ; nod ped. B. I. Kynakoea. — 2-e u3d., cmep. — Mocksa
: lopsyas nuHusi- Tenexkom, 2020. — 208 c.

4. 3akoH Pecnybnuku benapycs om 7 masi 2021 2. Ne 99-3 «O 3auwjume nepcoHarnbHbIX OaHHbIX» [Or1eKMpPOHHBbIU pecypc]. — Pexxum

docmyna: https://pravo.by/document/?guid=12551&p0=H12100099. — [Jama docmyna: 28.02.2025 a.
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5. lNpuka3 OnepamusHo-aHanumu4ecko2o yeHmpa ripu lNpe3udenme Pecriybnuku benapycs om 10 dekabps 2024 e. Ne 259 «O6

usmeHeHuu ripuka3os OnepamueHo-aHanumu4eckozo yeHmpa rpu lpesudenme Pecrybnuku benapycs om 28 mapma 2014 2. Ne 26 u om
20  cpespans 2020 e Ne 66» [OnekmpoHHbIl  pecypc]. - Pexum docmyna: https:/Avww.oac.gov.by/
public/content/ffiles/files/law/prikaz-oac/2024%20-%20259.pdf. — [Jlama docmyna: 28.02.2025 .

6. Raghunathan, S. The Complete Book of Data Anonymization: From Planning to Implementation. — Boca Raton: CRC Press, 2013.
—500c.

7. Ali, J., Dyo, V. Practical Hash-based Anonymity for MAC Addresses [OnekmpoHHbIl pecypc]. — Pexum Oocmyna:
https://arxiv.org/abs/2005.06580. — [Jama docmyna: 28.02.2025 a.

8. Determe, J.-F., Azzagnuni, S., Horlin, F., De Doncker, P. MAC Address Anonymization

for Crowd Counting [OnexmpoHHbiti pecypc]. — Pexxum docmyna: https://arxiv.org/abs/2009.09876. — [Jama docmyna: 28.02.2025 e.

9. European Data Protection Supervisor. Introduction to the Hash Function as a Personal Data Pseudonymisation Technique
[BrnekmpoHHbIL pecypc]. - Pexum docmyna: https://www.edps.europa.eu/sites/default/files/publication/19-10-30_aepd-

edps_paper_hash_final_en.pdf, ceob600HbIl. — [Jama docmyna: 28.02.2025 e.

NMPOrPAMMHbIA MOAYNb MO NOUCKY ®ULLMHIOBbIX AOMEHHbIX
WMEH B HALUMOHAJIbHOM CETMEHTE CETU UHTEPHET

®Deoenko P.IO.

Bernopycckuti 2ocydapcmeeHHbIl yHUsepcumem UHGopMamuKu U paduoasieKmpoHUKU
2. Munck, Pecriybnuka benapyce

UNernameHko A.A.

AHHOTaUms. OULLKHT, KaK BUA UHTEPHET-MOLLEHHWUYECTBA, LieNbio KOTOPOro SIBMSIETCS MOMyYeHWe MepCcoHarbHbIX AaHHbIX Monb3oBarenei
WHTEpHeT. Yrpo3a [aHHOM kubGepaTaky, cnocobbl 3awnTbl OT He€. TalnCKBOTTMHI M KMOEPCKBOTTMHF, Kak BWA (OULLMHIOBOM araku,

ncnorb3oBaHMe NPporpaMmmMHOro Moayna Angd 3alluTbl OT AaHHOM aTaku.

PULINHT — NOAMHOXECTBO COLMArbHOW MHXEHEPUK, Liefb KOTOPOro — NOMy4nTb NepCoHarnbHble AaHHbIe
nonb3oBaTens Unu Apyryto LeHHyo nHdopmaumio. CyllectsyeT ABa Buaa (PULLNHIOBLIX aTak:

— MacCOBbIN ULLINHI — 3TO TUM aTakm HAa HECKOMNbKUX FOAEN cpasy,

— LieneBom OULLMHT — 3TO aTaky Ha KOHKPETHbIX MONb3oBaTenen.

OuWIMHr npeacTaBnsieT cobon coobLleHne B MECCEHMKepe, NMoYTOBblE MUCbMa CO CChINIKOW Ha Beb-
pecypc wnvM pekoMeHgauusaMu ONns ganbHEMWuMX OeVCTBWW, NOAAEenbHble CTpaHvubl Criykb noagepXku
KOMMaHWi, Co3aaHne OULLMHIOBbIX CalTOB, MOEHTUYHBIX C NETMTUMHBIMM.

OnacHocTb (puiMHra B TOM, YTO He yBMAOETb Yrpo3y MOXET fobon YeroBek, ecriv OH HegoCTaTOvHO
BHUMATENEH K MEnkuMm getansM. 3rnoyMbIMEHHUKN UMUTUPYIOT Aencteyowme nybnudHble cetm Wi-Fi B
OBLLECTBEHHBIX MeCTax, 3allMLLalOT CBOW (PULLIMHIOBBLIE CanTbl C MOMOLLbI KIIAcCUYECcKOro n3obpaxkeHus
HTTPS B Ha4anbHOM agpecHo CTPoku. B cryyae oTCyTCTBMS aKTMBHOCTM, BED-CTpaHULA Nepesarpy>kaeTcs Ha
CTpaHuue BBOAA Mapors, WMUTUPYIOLLYIO TNEerMTUMHLIA canT. Mcrnonb3yloT yaA3BMMOCTW CaWToB  Ans
BCTPaMBaHWS CKPbITbIX FOBYLUIEK, AN nepexBaTa MepcoHanbHbIX AaHHbIX, JIOBAT MOfb3oBaTenen Ha
HenpaBunbHOM BBOAE Beb-agpeca, nepeHanpaBnsioT Tpaduk ¢ GesonacHoro BeG-canTa Ha (OULLIMHIOBYHO
CTpanuly. B cnyyae nomydeHuss gocTyma K 3MeKTPOHHOW MOYTE MONb30BaTensi, 3MOYMbILUMEHHUK MOXET
paccbinaTte QULLMHIOBbLIE MMCbMA OT MMEHW NOMNb30BaTerNs, YTO AeNnaeT aTtaky eLle bonee CKpbITOW.

[ns 3awmTbl OT ULIMHIA HEOOBXOAMMO:

— He coobLatb KoMy-nMbo KOHMMAEHLMANbHYH MHOPMaLMIO,

— He OTKpbIBaTb BIIOXXEHWS], COAEPKALLME B MMCbMax OT HEM3BECTHOIO agpecara,

— He NepexoaunTb MO CCbiflkaM B NMUCbMaXx,
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— CBOEBPEMEHHO 0OHOBMATL NporpaMmMHoe obecneyeHre 1 ONepaLmoHHYI0 CUCTEMY.

®ULIMHr HaHocuT GonblUoW Bped NErMTUMHBIM KOMMNaHWAM, MOHWXKas penyTauuilo TOro UMM MHOro
npoaykta. [MoaToMy BbISBMATE U NMKBAOMPOBaTb (OULLMHI, HeobXoguMo A0 TOro, Kak OH MPUYUMHUT
3HauUUTENbHbIN YLLepO.

TannckBOTTUHI — 3TO OAWH U3 BUOOB (PULLIMHIOBLIX aTak, HauerneHHbIN Ha nonb3oBaTernen MHTEpHETa,
OOMNyCTMBLUMX onedaTky npu BBode Beb-agpeca B Opaysepe, HavasnbHbIA 3Tan TakoW (OULLMHIOBLIN aTaku
3aKno4aeTca B KUOEPCKBOTTMHrE — BWUA KUOEpnpecTynneHvs, MNpeacTaBnsiowuii cobo MoKynky wunm
perncTpauuio JOMEHHOrO MMEHU, NMOMTHOCTLI0 CXOXUM C CYLLECTBYIOLWLMM [1]. 3noyMBbILLNEHHWUKA PErMCTPUPYIOT
OOMEHbl C MMEeHaMW, SABMNAWUMUCS HaMEPEHHO OLMOOYHBIMM Ha3BaHUAMU W3BECTHbIX BeO-CaiToB W
nonb3oBaTenuM MOryT MoMacTb Ha Takue arnbTepHaTVBHble Beb-canTbl MpWM ClyYanHoM OLWMOOYHOM BBOAE
Ha3BaHWs NonynspHbIX BeO-CalToB, UNK B pesynbTaTte nepeHanpasneHusi Ha BpeAOHOCHbIN BEG-CalT B pamKax
LLIMPOKOW (HULLMHIOBOW ataku [2].

OaunH 13 NepBbIX N CaMblX M3BECTHLIX NPUMEPOB aTak C TaWMCKBOTTUHIOM, cBA3aH ¢ Google. B 2006
rogy 6bin 3apeructpupoBaH cant Goggle.com, KOTOpbI (OYHKLMOHMPOBAr, Kak (OULLMHIOBLIV. 3a NpolueaLime
rogbl ObiNM 3aperucTpyMpoBaHbl pa3nuyHble BapuaHTbl Ha3BaHusa Google: foogle, hoogle, boogle, yoogle (Bce
OHM ObinNn BblBpaHbl U3-3a 6GnM3ocTn KX nepeBbiX OYKB Kk BykBe g Ha qwerty-knaeuatypax). B npeoasepum
npesvageHTckux Bbidopo 2020 roga B CLUA coobwanock [3], 4TO 3roymblfIEHHUKAMKN Obinv CO34aHbI
TaWNCKBOTTUHIOBbLIE AOMEHbI HA UMEHa HECKOMNBbKMX KaHAWAATOB C Pa3NNYHbIMU 3fI0HAaMEPEHHBIMU MOTUBaMW.

C uenbio 3aWuThl OT TAWNCKBOTTMHrA, Obin pa3paboTaH Modynb MO MOUCKY (OULLMHIOBLIX JOMEHHbIX
UMEH B HaUMOHarbHOM CermeHTe ceTu VHTepHeT, KOTOpbIN MOMOXET COXPaHATb penyTaumio NonynsipHbIX
KOMMaHWI, a Takke N3BECTHbIX TMYHOCTEN.

CnucokK ucrnosb308aHHbIX UCIMOYHUKOS:

1. Kaspersky [GnekmpoHHbIt pecypc]. — Pexxkum docmyna : hitps://www.kaspersky.ru/resource-center/preemptive-safety/cybersquatting

2. Kaspersky [OnexkmpoHHbil pecypc]. — Pexxum docmyra : hitps://www.kaspersky.ru/resource-center/definitions/what-is-typosquatting

3. CPOmagazine [3nekmpoHHbIl pecypc]. — Pexum docmyna : https://www.cpomagazine.com/cyber-security/will-typosquatting-

influence-the-2020-presidential-election/

YOK 519.6

CUHTE3 PEYEOBPA3HOIO LLYMA HA BA3E MOAETM HEAPOHHON
CETH

Ulynesuu A.U., cmyoenm ep.362201, Maxapens E.A., cmyoenm 2p.361401

Benopycckuti 2ocydapcmeeHHbili yHUsepcumem UHGOpMamuKu U paduoasieKmpPOHUKU
2. MuHck, Pecniybriuka benapyce

3enbmaHckuti O.6. — kaHO. mexH. HayK, doueHm

MpoekT «CnHTe3s peyeobpasHoro Wwyma Ha 6ase MoAenu HEMPOHHOW CETU» MOCBSILLEH pa3paboTke METOL0B 3aLUMTbl pe4eBon MHopMaLMm
OT yTeyek B YCIOBMWSIX COBPEMEHHOTO MHAPOPMaLMOHHOro obLecTBa. OCHOBHOE BHUMaHWE yAenseTcsi Co3aaHuio akyCTUHECKUX NMOMEXOBbIX
CUrHanoB, afanTUpPOBaHHbLIX K KOHKPETHOW peyn C UCMONb30BaHWEM MalLLVMHHOTO obyudeHus. MccneayloTcsi cyllecTBylOMe MeToabl U
YCTPOVCTBA, a Takke pa3pabarbiBaloTCA anroputMbl Ansi opMmnpoBaHus pevenogobHblX MOMeX Ha pycckoM s3bike. PaboTa HanpasneHa Ha
MNoBbILLIEHNE YPOBHSA 6e30MacHOCTU KOHPMAEHUManbHbIX MEPEroBOPOB U MOXET HalTU MpuUMeHeHvne B 6Gu3Hece M rocydapCTBEHHbIX

CTPYKTYpax.
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PeyeBas I/IHqC)OpMaLl,I/Iﬂ, 3auinTa, noMexoBble CurHanbl, akKyCcTUdeCckad MacCKMpoBKa, HempOHHble cetn, MallnHHoe 06yL|eH|/|e,
KOHCbI/I,EleHLlI/IaJ'IbHOCTI:, anropuTMbl, pe‘-lenOﬂ,OGHble nomexwu, VIH(*)OpMaLlVIOHHaﬂ 6e3onacHOCTb, aHanu3, CUHTE3 peyn, TexHonoruu,

cerMeHTauus, KJ'IaCCI/I(bI/IKaLlI/IH, ayaunocurHan, pyCCKVIPI A3bIK, CbpeﬁMbl, AnHamMmun4eckoe cosaaHue, CUCTeMbl 3allnTbl.

Peub sBnsietca Hanbonee ecTecTBEHHOW (QOPMONM YENOBEYECKOTO B3aMMOLEWCTBUS W HOCUTENEM
MHOXECTBa KOH(MOEHUMAnNbHOM MHOpMaUMK, BKIOYAsA NWYHbIE [daHHble, (OMHAHCOBbIE CBEOEHMS W
KOMMep4Yeckme TalHbl. OTa OCODEHHOCTb [EenaeT pe4vYeByd MHGOPMALMIO  YsI3BUMOW B  KOHTEKCTE
NH(OPMAaLMOHHON Ge30MacHOCTW, TaK Kak yTeyka Takux AaHHbIX MOXET MMETb CepbesHble nocrieactevs. B
YCMOBUSIX CTPEMMUTENBHOIO PasBUTMS TEXHOIOMIN M HapacTaloLlen LMdpoBmu3aummn yrposa yTeyek OaHHbIX
cTaHoBUTCH Bce Bonee akTyarnbHOW, 1 3alimTa pedeBon MHopMauum npuobpeTaeT Kputuyeckoe 3HadveHme. C
KaxkabiM AHEM YBENUYMBAETCS KONMUMYECTBO YCTPOWCTB M NNatdopM, Ha KOTOPbLIX MPOMCXOAUT 0OMEH peveBoi
NHdOPMaLMEN, YTO TOSBKO YCUnmnBaeT HEOOXOAMMOCTb B HAOEXHOM 3alumTe.

CyuiecTtByloLLMe METOAbI 3aLUUThI, TakMe Kak akTMBHas MackMpoBKka MHGOPMaLMK C MOMOLLIbIO MOMEXOBOMO
CurHana, BKIOYalT pasnuyHble Tunbl nomex. K ymicny Takmx MeTogoB OTHOCATCS Genblii LyM, OKpalLeHHbIN
LIYM U HEKOppenMpoBaHHas pevenonobHas nomexa. Kaxabid n3 aTux MeTogoB MMeEET CBOM MPEVMYLLIECTBA U
HegocTaTkn. OfHaKo Y BCex HMX ecTb obLuas npobrema: 4OCTYNHOe B MHTEPHETE NporpaMmmHoe obecrneveHne
MOXeT 9(PEKTUBHO KOMMEHCMPOBATb 3TWM MNOMEXW, YTO CTaBUT Mog Yrpody 6e3onacHoCcTb peveBoWn
NHcopmaLmn. ITo co3aaeT HeOOXOAMMOCTL B pa3paboTke 6ornee CrnoXHbIX anropuTMOB U YCTPONCTB, KOTOPbIE
OyayT reHepupoBaTb NOMEXOBOM LUYM HEMOCPEOCTBEHHO U3 CKPbIBAEMOrO PEeYeBOro curHana. Takon noaxon
NO3BOJINT CO30aTb YpPOBEeHb MaCKMPOBKU, NMPKU KOTOPOM oTaeneHne I/IH@OpMaLI,I/IOHHOFO CUrHasna ot nomexoBoro
CTaHeT NpPakTnU4eCkn HEBO3MOXXHbIM.

B uactHOCTW, nNpUMEHeHVWEe MEeTOAOB MalUMHHOTO OOYy4YeHVMS M WCKYCCTBEHHOTO WHTENmnekra [Aans
OVHaMWYECKOro Co3faHusi MOMEXOBOIO CUrHana, afanTUPOBaHHOTO K KOHKPETHOM Peyn, MOXET 3HaYUTENbHO
NOBbICUTb 3¢hHEKTUBHOCTL MAacKUPOBKU. /ICnonb3oBaHme anropuTMoB, KOTOPLIE YYMTLIBAKOT UHTOHALIMK, Nay3bl
N OpyrMe OCOOEHHOCTM pevun, MOXET YCIOXHUTb 3agady Ans nporpaMMHOro obecrneveHusi, nbiTatoLlerocs
pacnosHaTb MCXOOHbIA curHan. OTo, B CBOKW o4epedb, OTKPOET HOBble FOPM3OHTbI B 0OnacT 3aliuTbl
MHOpMaLMK, TakK Kak MO3BOMUT co3daTb ©OoOnee COBEPLUEHHbIE CUCTEMbI, CMNOCOOHblE 3GdEKTMBHO
CMNpaBnsTbCA C COBPEMEHHBLIMM YrpO3amu.

Takum obpasom, paspaboTka HOBLIX METOAOB 3alMTbl PEYEBON UHAOPMAaLUM CTaHOBWUTCS HE TOJbKO
XenatenbHOW, HO N HeobXOOUMOWM B YCNOBUSX MOCTOSHHO MEHSIIOLLErocsi TEXHONormyeckoro naHgwadra.
Co3pgaHune bonee HageXHbIX U aganTUBHBIX CUCTEM 3aLUMTbl MO3BOMNUT He TONbKo obecnevntb 6e30nacHOCTb
KOHMAEHUMAnNbHbIX [aHHbIX, HO W MNOBbLICUTb YPOBEHb [OBEPWS MOMb3oBaTENEN K TEXHOMOrnsMm,
ucnonb3yembiM ansi  obwieHusi. [oBbILLEHME YPOBHSA 3aliMTbl PeYeBO MHGOPMAaLMKU  TakKe MOXET
CnocoOCTBOBaTb Pa3BUTUIO HOBbIX CTaHAAPTOB M MpaKTUK B 06rnacti MHgopMaLMoHHOM 6e30MacHOCTH, YTO B
KOHEYHOM MTOre NMPUHECET MOSb3Y OOLLECTBY B LIENOM.

e 1anHOi padoTHI 3aKo4aeTcs B pa3paboTke MeToda (hOpMUMPOBaHUS aKyCTUHECKOro MOMEXOBOTO
CUrHana Ha OCHOBE peyu AMKTOPOB, Y4acTBYHOLUMX B KOHpMAEHUMAnNbHbIX neperoBopax. AToT MeToq OyaeT
npegHasHadeH Ans UCNosb30BaHWS B aKTUMBHBIX CUCTEMAaX 3alUmTbl MHGOpMaLmn 1 ByaeT peanu3oBaH B BUAE
nporpamMmmHo-annapaTHoOro MOAYIs, YTO NO3BONUT 06ECNEYNTL BLICOKYHO CTEMEHD 3aLLMTHI.

Jist TOCTHIKEeHHs YKA3aHHOM 1e1d ¢(pOpMYIMPOBAaHBI CIeAYIOLIUE 3aJa4H:

1. AHaJIM3 CyHIeCTBYIOIIMX METOI0B 3alMThI peyeBoil nHGopManuu. Heo6xoaMMo n3yumTsb 1
OLIEHUTb TEKyLLME TEXHOMOMMM M NOAXOoAbl, UCMONb3yemble ANs 3aluTbl PeyveBblX AaHHbIX, YTOObI
BbISIBUTb UX CUINbHbIE U Criabble CTOPOHbI. OTO MO3BOSMT MOHSATb, KakMe 3NeMeHTbI 3almMTbl paboTatoT
3phEKTMBHO, a kakne TpebytoT AopaboTku.

2. O030p ycrpoiictB ¢opMHpOBaHUs pe4yenoao0HbIX INoMeX. [loTpebyetcss uccrnenosatb
CYLLIECTBYIOLLIME YCTPOWCTBA M TEXHOMOMW, KOTOPble MOMYT reHepMpoBaTb MOMEXW, UMUTUPYHOLLME
YeroBEYECKYD peYb, U OLEHUTb UX IMEKTUBHOCTL B KOHTEKCTE 3alUMTbl MHopmauum. 3To
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BKITHOYaET aHanmMa Toro, Kak pasfnuyHble YCTPOWCTBA CNpaBnsAlTCs C 3aJaYyaMyv MacKMpPOBKU U Kakon

YPOBEHb 3aLLMTLI OHU MOTYT 0BecneynTb.

3. Co3naHue pedenogo0HbLIX NMOMeX HA PYCCKOM fI3bIKe. Byner paspabGoTtaH anroputm Ans
hopMMpoBaHMS pedenofobHbIX MOMEX C MCMONb30BaHMEM KOMMUNSAUUM (DParMEHTOB 3anuncu peyn
anktopoB. MNpu 3ToM OyAeT yunTbIBaTbCst MCEBOOTEKCT, KOTOPbIA OCHOBLIBAETCA HAa CTATUCTUYECKUX
0COBEHHOCTSIX PYCCKOro s3blka. ATO 0becneymnt Boree ecCTECTBEHHOE 3By4aHME reHepPUpPYEMbIX NMOMEX,
YTO BaXKHO 4J151 MOBbILLEHNS UX 3PAEKTUBHOCTM.

4. Pa3pa0oTka nmporpaMMHO-annapaTHOro cpeiacrBa. Ha saeepliatoliem stane paboTsl Gyaet
CO3[aHO MporpaMMHO-annapaTHoe CPeacTBO, CMOCOOHOE reHepupoBaTb pevenofobHble NMoMexu B
peanbHOM BpeMeHMW. OTO YCTPOMCTBO AOMKHO ObITb JOCTATOMHO MMOKUM, YTOObI adanTupoBaTbCs K
pasnMyHbIM YCIOBMSIM  UCTIONb30BaHWA M obecneynBaTb BbICOKMA YPOBEHb 3alUMTbl  PEYEBON
WHOopMaLm.

O0BLEKTOM HCCIEA0BAHUSA SABMAOTCA CUCTEMbI aKTMBHOM 3aLLMThI MHCDOPMaLWK, NpeaHasHaveHHbIe Ans
3alMTbl PeYeBbIX [OaHHbIX B pasnuyHbiX cdepax, BKoYas OM3HEC U NNYHbIE KOMMYHUKaUuW. 3TO
nogyYepkMBaeT BaXHOCTb Pa3paboTKM yHMBEpCasbHbIX PELUeHWI, KOTopble MOryT ObiTb aganTUpOBaHbl K
pasnuyHbIM YCroBUAM U TPEOOBaHWAM NONb30BaTENEN.

IIpeameTom HCCiIeIOBAHUS SIBNSIOTCH anropuTMbl aHanmsa U CcUHTE3a peun, Kotopble obecneymBatoT
dopMmpoBaHme pevenogobHbLIX MOMEX, CMOCOOCTBYHOLLIMX MOBBLILLIEHWNIO YPOBHS ©€e30nacHOCTU MHGOPMaL K.
OTn anroputMbl AO0IMKHbI ObITb JOCTAaTOMHO MOLLHBIMU U TMOKUMMK, YTOOLI CNpaBnAaTbCA C pasHOOOpasHbIMU
3afa4amu, BO3HUKaOLMMKM B NpoLecce 3allmTbl pe4eBon Hopmaumi.

I'unore3a: CoBpemeHHble cUCTEMbl aKTUBHOM 3alLUThbl PeyveBoit MHAOPMAaLMN UCTIONb3YIOT NOMEXOBbIe
CurHanbl, KOTopble He obecrneymMBaloT HEOOXOAMMOro YPOBHS 3aLmUThbl. OTU CUrHanbl MOryT 6biTb 3¢hdheKTUBHO
KOMMEHCMPOBaHbl C  MOMOLLUBIO  AOCTYMHOTO NPOrpaMMHOrO  obecrnedeHus, 4TO CTaBuT Mog  Yrposy
KOH(pMaeHUManbHOCTL nepegaBaemMon MHdopmaumm. B cBA3M € 9TUM npegriaraeTtcsi HOBbIM  MOLXOA,
3aKnoYalWmnes B (hOPMMPOBAHUM  MAaCKMPYIOLLErO  aKyCTUHECKOTO  CurHama HerocpeacTBEHHO U3
CKpbIBAEMOIrO PeYeBOro curHana. OTOT MeTo4 MNO3BONWUT Co3daTb MOMEXW, KoTopble OyayT 3HauMTernbHO
CrioxHee Ans uMOEHTUUKALUMM U KOMMEHCaumMW, YTO MOBLICUT YPOBEHb 3allMTbl KOH(buAeHUManbHbIX
neperoBopoB.

B npouecce uvccnegoBaHus MNPUMEHSINUCE pasnuyHble MeTodbl M Mogxodbl, BKIOYas TeopeTudeckme
(aHanu3), amnmpuyeckme (3KCNEPUMEHT), obLLeHay4YHble (CMHTE3) N KONMMYeCTBEHHbIE (COOp M Knaccndukaums
OaHHbIX). 3TN MeToabl obecneunnm yrnybrneHHoe NoHMMaHe NpobreMaTnki 3aLnTbl pe4eBon NHopMaLnm 1
cnocobcTBoBany paspaboTke 3hEKTUBHBIX CTpaTErMi.

bioku ycraHOBKH:

1. buaok 3arpy3ku curtazna. B xoge umdpoBoit 06paboTku peyeBOn curHanm MpeacTaBnsieTcs kak
nocnegoBaTenbHOCTb OTAENbHbLIX CTaUMOHapPHbIX (dparMEHTOB, M3BECTHbIX Kak dopenmbl. Ha Bxopg
froka nocTynalT OTCYETHI ayauMocurHana, KoTtopble MOryT ObiTb MonyYeHbl u3 danna wunm ¢
MUKpodpoHa. 3atem curHan pa3bumBaeTcs Ha HECKONbKO (perMoB  (aHanmmuampyemblX OKOH)
npogomkutensHocTblo 0,07 cekyHapl. OpenMbl HaKNagbIBalTCA C YACTUYHBIM MEPEKPbITUEM, YTO
Nno3BonsieT n3dexatb NoTepb MHAOPMALMM Ha rpaHnLIaX.

[anee nonyyeHHas nocregoBaTenbHOCTb B KaXA0M hperMe YMHOXaeTCA Ha BECOBYHO PYHKLUMIO OKHA
XemmuHra. 9OTa YHKUMS aKUEHTMPYET BHMMaHWE Ha LUEHTParnbHbIX AaHHbIX U MUHUMU3NPYET
3aTyxaHue Ha kpasx. dopmyna ansi pacyéta yHKUMN XeEMMUHIa NpeacTaBneHa Hke.

2. biok [ereKTMpoBaHUsi pevyd. [pyvHUMN  YHKUMOHMPOBaHWUS Grnoka OGHapyXeHWst pe4n
OCHOBbLIBAETCA Ha CpaBHEHWM MNApPaMETPOB CuUrHama C 3apaHee YCTaHOBMEHHbIMM noporamu. B
Ka4yecTBe TaKMxX NnapaMeTpoB MCMONb3yTCA CpeaHEKBagpaTHHOE 3HAYeHWe curHana, KOnnM4ecTBO
HyreBbIX MEPEXOAO0B W CNeKTparbHas XxapakTepucTuka.
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CpegHekBagpatnyiHoe 3HadeHune (Root Mean Square) no3BonsieT BbIMUCIUTL CPELHIOW MOLLHOCTb

CurHana B aHanmsnpyemMomMm OKHE U 3aTeM CpaBHUTb eéc YCTaHOBJ1IEHHbIM MOPOroBbIM 3Ha4YeHUEM.
CDopmyna ana pacyeTta cpegHekBaapaTtn4Horo 3Ha4yeHna curHana:

Cpe,u,Hee KONMM4YEeCTBO HYIEBbIX NepexonoB CcUrHana MoxeT ObITb BbIYMCMEHO NO q)opmyne:

T

1
Z = TZH(‘&)

=1

-0(s(t))

rae & — oyHKUMS, yKasbiBaloLLLasa Ha nepexos Yepes Horlb.

3. BbJok cermeHTanmu peun. Ha Bxon Grnok cerMeHTauum nony4aeT MacCcuB peyeBbiX hparMeHToB,
npeacTaBnsaoLwmnx cobon nocnenoBaTeNbHOCTb BPEMEHHbIX dpenmos. CermeHTauus
ocyliecTBndeTca I'IyTéM Bbl4YUCNEHNA paCCTOHHMVI Mexny 3HadeHuamum KJ'IaCCI/IqJI/IKaLI,I/IOHHbIX
napameTpoB coceaHnx pernmoB. [ns aTon 3agayvm 6bio BbibpaHo paccTosiHne MUHKOBCKOrO, Tak Kak
OHO obecneYvBaeT Hawnyyllee COOTHOLUEHME MEXAY KOMMYECTBOM HEBEPHO ONPedenEéHHbIX |
NPONYLLEHHbIX FPaHunL,.

4. buok kinaccupurkanmu peun. Bnok knaccudmkaumm peym NpMHMMAaEeT Ha BXOL CErMEHTUPOBAHHbIN
peYeBoN CUrHan 1 co3gaeT MaccuB (DOHETUYECKUX EAMHMUL, OPraHM30BaHHbIX MO Kaccam U AMKTOpam.
OTn OaHHble 3aTeM COXpaHsitoTcs B 6ase annodoHOB NS Kakgoro auktopa. B ocHoBe npouecca
Knaccudukaumm nexut Mogenb HEMpoHHoW ceTn Salute Speech, koTopas obecneumBaeT BbICOKYHO
TOYHOCTb Knaccudmkaumm qOHETUHECKNX €4NHWLL.

5. baza am0oHOB TUKTOPOB. Basa [aHHbIX annodoHOB MpeAHasHadeHa AN XpaHeHWst U
ObICTPOro M3BreYeHUs annodOHOB, MNpUHAAEXALMX pPa3fMYHbIM AUKTOpaM. [aHHble Kaaoro
OMKTOpa OpraHu3oBaHbl OTAENbHO, YTO MO3BONSET 3PPEKTUBHO yNpaBnaTb UHOPMaUnen. ITo
obecneynBaeT BO3MOXHOCTb NPeaBapUTENbHO 3arpy3uTb yxe CopMUPOBaHHY0 6asdy AaHHbIX Ans
KOHKPETHOrO AMKTOPa MMM COXpaHUTb HOBOCO3AaHHyto 6a3y Af1si NoCneayoLWwero Ncnonb3oBaHus.

6. buaok ¢opmupoBanusi poOHEMHOr0 INCeBAOTEKCTA. [Ins co3gaHus POHEMHOrO MceBOOTEKCTa
ObinM NpoaHanManpoBaHbl CTaTUCTUYECKUE XapaKTEPUCTMKM PYCCKOro 3blka C WCMObIIb30BaAHNEM
crneumarnbHOro NporpaMMHOro MHCTpPYMeHTa. B nccnegoBaHum paccmaTpuBanunch TEKCTbI pasfnYHbIX
ctunen ¢ obbemom Gonee 80 ThiCAY CUMMBOIIOB Kaabll. OTO obecrneyvmno penpe3eHTaTUBHOCTb
OaHHbIX 1 MO3BONUIO NOMYYUTb HAAEXHbIE CTaTUCTUYECKME Pe3yrbTaTbl MPEMMYLLECTB U HEOOCTaTKOB
npeacTaBneHHbIX B Tabnumue 1.

Tabnuua 1 — MpenmMyLLecTBa U HedocTaTku METOA0B 3aLUThI

MeTog MpenmyLectsa HepocTaTkn

Benbin Wwym MpoctoTa peanusaunn Jlerko komneHcupyeTca

OKpalLEeHHbIN LyMm Bornee ectecTBeHHOE 3By4aHWe YA3BMMOCTb K CrieuuarnbsHbIM
anroputmam

HekoppenvpoBaHHas nomexa CnoxHee ans pacrno3HaBaHus OrpaHunyeHHas acbhekTUBHOCTb

PeyenogobHble nomexu Bbicokasi cTeneHb MacKnpoBKM CnoxHasa peanusaums

B xopae BbINonHeHus paGOTbI Oblna obocHoBaHa HEOOXOONUMOCTb 3aLLUTbI pequon VIH(*)OpMaLI,VIVI OT yTe4ek
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Yyepes aKyCTUYeCKNE U BUOPaLMOHHbIE kaHarbl. CoBpeMeHHoe 0BOLLECTBO CTanknBaeTcsi C MHOXECTBOM Yrpo3s,

CBSI3aHHbIX C KOH(UAEHUMANbHOCTLIO [OaHHbIX, OCODEHHO B YCNoBMSIX LMpoOBOM TpaHchopMaumu.
YBenundeHne obbema nepenaBaemMont MHpopMaumK, BKIOYAas JUYHbIE OaHHbIE M KOMMEPYECKUE TaWiHbl,
OenaeT 3almnTy peyeBor MHopMaumm akTyanbHoW. JTa cuTyaumss o6oCTpsieTCs poCTOM Yncrna knbepaTak u
yTeYeK AaHHbIX, YTO NOAYEPKNBAET BAXKHOCTb paspadoTku adhPEKTUBHBLIX METOAOB 3aLLUTLI.

Moka3aHo, YTO aKTMBHbIE CPEACTBA aKyCTUYECKON MaCKUPOBKM NPeAcTaBnsioT cobon 6onee agdpeKkTnBHOE
pelleHre NS 3aWwuTbl peyeBor MHdopMaumn. ATM MeTodbl NO3BOMAIOT CHUXKATb OTHOLLUEHWME CUrHan/Lym B
KOHTPOIMPYEMOI 30HE NYTEM YBENWYEHUS YPOBHS LUYMa, YTO AeraeT pacrno3HaBaHME W aHanv3 peyeBoro
CurHana sHaumTensHo 6onee cnoXxHbIMK. cnonb3oBaHMe HOBLIX TEXHOMOMIA U anropuTMOB, OCHOBaHHbLIX Ha
WCKYCCTBEHHOM WHTENNEKTE M MaLUMHHOM OOy4eHUW, MO3BONSET AMHAaMWYECKM adanTUpoBaTb MOMEXOBbIE
curHarbl K 0cobeHHOCTSIM NepeaaBaemMo MHpopMaLMK U OKpY>KatoLLIEN aKyCTUYeCcKorn cpeabl. Pa3paboTaHHbIN
MOZAYrb CMHTE3a peyenodobHbIX CUrHaNoOB BKIOYaET B cebs KNtoYeBble aTarnbl, TakMe kak obHapy»eHue peun,
eé cerMeHTaumto, Knaccudmkauuio Ha annodoHbl, opMupoBaHme OOHEMHOIO NCEBAOTEKCTA U KOMNUMALMIO
annocoHoB. Kaxabln 13 aTuUX 3TanoB UrpaeT BaXkHYK Ponb B CO3faHuMM 3hEeKTMBHON CUCTEMBbI 3aLUUTHI.
Hanpumep, cermMeHTaumsi peyn MO3BONSET BbIAENUTb KIOYEBLIE MOMEHTbI, KOTOpble [OOMKHblI ObiTb
3amMackvMpoBaHbl, a Knaccudukaums Ha annodoHbl obecnedvBaeT 6onee BbICOKYH) TOYHOCTb U KayecTBO
CUHTE3NPYEMbIX CUrHaroB.

AKTyanbHOCTb [aHHOrO npoekTa OOyCrnoBneHa pacTylen Yrpo3on yTeuyknm KoHMAEHLMansHon
WHOPMaLMN B YCMOBUSAX COBPEMEHHOMO MH(OPMauMOHHOrO obLlectBa. TexHONMorMyecknun nporpece,
CBSI3aHHbIN C passuTnemMm cuctem O6pa60TKVI pevn n aHanmsa OaHHbIX, OTKpbiIBaeT HOBbl€ BO3MOXXHOCTU ONA
3MOYMbILLIIEHHMKOB, YTO AEnaeT 3aliMTy peyeBon nHdopMauum Heobxoammon. B ycrnoBusix, korga yTeudku
KOH(UAEHUMANbHON MHMOPMAaLMKN MOTYT MPUBECTU K 3HAYUTENMbHbIM (PUHAHCOBBIM U penyTaumOHHBbIM
noTepsiM, NCNOMNb30BaHNE aKTMBHbLIX CPEeACTB aKyCTUYECKON MacKMpOBKU CTaHOBUTCS BakHbIM. CoBpeMeHHbIe
CMCTEMbI 3aWUTbl AOIMKHbI ObiTb CMOCOBHBLI aganTMPOBAaTbCA K MEHSIOWMMCH YCNOBMAM WM yrpo3am, YTO
nogpasymeBaeT He TOMbKO MWCMOMNb30BaHWE CTaTU4ECKMX METOAOB, HO W BHEAPEHVWEe AMHaMUYECKUX
anropMTMOB, KOTOpPble MOryT 3(hheKTUBHO pearmpoBaTb Ha HOBbIE BbI30BbI.

Pa3spaboTtaHHble TexXHOMormM M MeTodbl MOMYT 3HAYUTENbHO MOBbLICUTE YPOBEHb 3aLUUTbl  PEYEBON
MHcopMaL MK, YTO OenaeT MpOoeKkT BKNagom B obnactb MHopmaumoHHon GesonacHocTn. 3OTa pabota
NpoaBUraeT HaydyHble uccredoBaHWs B obnacty obpaboTku peyn M UMeEeT NpPaKTU4Yeckoe 3HadveHue Ons
3alWmnTbl  KOHMaeHUManbHOM MHOPMaLMN B pas3nuuHbIX cdepax, Takux kak GusHec, rocyaapCTBEHHbIE
CTPYKTYPbl U fNYHbIE KOMMYHUKaumu. [puMeHeHne nonydYeHHbIX pe3yrnbTaToB MOXET MPUBECTU K CO3AaHMIO
bonee GesonacHbIX CMCTEM Nepefayn gaHHbIX. B ©usHece aTo MOXeT obecneunTb 3almTy NeperoBopos, B
rOCY4apPCTBEHHbIX CTPYKTYpax — KOHPUAEHUNANbHOCTb rOCYAapCTBEHHbIX TalHbIX AaHHbIX, @ B FIUYHOW >XU3HN
— 3aWuTy OT YyTeyeKk nu4HOM UWHopmauun. Kcnonb3oBaHME HOBbLIX TEXHOMOMMM U METOAOB MOXET
cnocobcTBOBaTh MOBLILIEHNIO OOBEPUS MOMb30BaTENEN K COBPEMEHHBIM CpPEACTBaM CBSA3M U YIYYLLUEHMIO
obLen cutyaumm B obracti nHopmMaLmoHHon 6e3onacHocTw.

PaboTta no paspaboTke METOAOB 3alUMTbl peyeBO MHAOPMaLUKN SIBIISIETCA LWAaromMm K cosgaHuio bornee
GesonacHon cpedbl AN KOMMYHUKaUUWA. YYnTbiBas TeKyluMe TeHAeHUuMM B obnactu MHOPMaLUOHHbBIX
TEXHOIOMIA, peanu3auusi NPeaIOKEHHbIX PELLUEHUN MOXET CHU3UTb PUCK YTEYEK U MOBBLICUTHL YPOBEHDb 3aLLMTHI
OaHHbIX. OTO Mo3BONUT o0becneynTe 6€30MacHOCTb HE TOMBbKO FIMYHBIX, HO M KOMMEPYECKUX WHTEPECOB B
YCMOBUSAX rMobanmMaMpoBaHHOIO Mupa. YcnewHas peanusaums aHHOrO MpoeKTa MOXET CTaTb OCHOBOW Ans
OarbHEeNLX uccrnenoBaHui u pa3paboTok B 06nactu 3awutbl MHGOPMaLIMK, OTKpbIBasi HOBbIE FOPU3OHTbI 415
NPUMEHEHUST aKTUBHBIX CPEACTB aKyCTUHECKOM MacKMpPOBKU M APYTMX MHHOBALMOHHBLIX TEXHOMOTUIA.

CnucokK ucnosnb308aHHbIX UCMOYHUKOE:
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The project "Synthesis of Speech-Like Noise Based on Neural Network Model" is dedicated to developing methods for protecting speech
information from leaks in the context of modern information society. The main focus is on creating acoustic noise signals adapted to specific
speech using machine learning. Existing methods and devices are studied, and algorithms for generating speech-like noise in the Russian
language are developed. The work aims to enhance the security of confidential negotiations and can be applied in business and government

structures.
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Annotation. In this paper, the method of packet node communication experiment using NS-3 network simulator is discussed. By building a static
network with nine nodes, and using the CSMA protocol and UDP echo application, packet switching and data transmission between nodes are
realized. Experimental results show that the NS-3 simulator can effectively simulate the communication process of packet nodes, and provides a

powerful tool for network performance analysis and optimization.
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Introduction. With the continuous development of network technology, packet switching technology has

become the core of modern networks. In packet-switched networks, data is split into small packets and
transmitted through network devices. Node grouping is an important concept in packet-switched networks,
which can divide nodes in a network into different groups for easy management and optimization of network
performance. NS-3 is an open-source network simulator that provides a rich set of network models and tools
that can be used to simulate various network scenarios and protocols.

The main part. Network topology construction: NS-3 [1] was utilized to establish a static network
comprising nine nodes, which were then partitioned into three groups, each consisting of three nodes. The
nodes within each group were interconnected through CSMA network devices, while the groups themselves
were linked via point-to-point connections.

Protocol configuration: Inside each group, the nodes were connected using the CSMA protocol [2], with
IP addresses assigned accordingly. The CSMA protocol [2], a form of media access control, facilitates the
sharing of a communication medium among multiple nodes. It operates by requiring each node to sense the
medium’s availability before transmitting data, thereby reducing the likelihood of data collisions and enhancing
network efficiency.

Application Configuration: A UDP echo [3] server was installed on the master node of each group, with
UDP echo clients set up on the remaining nodes to facilitate packet exchange and data transfer between nodes.
The UDP echo [3] application is a straightforward network application where a client sends a packet to a server,
and the server echoes the packet back to the client.

Analysis of experimental results: The performance of packet node communication was evaluated by
monitoring network traffic and packet loss rates. The experimental outcomes indicated that the CSMA protocol
[2] effectively prevents data collisions and improves network efficiency. Packet node communication was found
to be a reliable method for data transmission between nodes, and the network’s performance was analyzed and
optimized based on these experimental results.

Packet node communication experiment. In the experiment, as shown in Figure 1, in the packet node
communication experiment, the master node of each group acts as a UDP echo server [3], while the other
nodes act as clients, sending UDP packets to the server. After receiving the packet, the server performs an echo
operation to send the packet back to the client. By monitoring key performance indicators such as network traffic
and packet loss rate, the communication performance between packet nodes is analyzed in detail.

1 (10.1.1.2 -> 10.1.1.1)

Packets: 1

Bytes: 1052

Packets: 1

Bytes: 1052
Lost Packets: (0]
Throughput: ©.988741 Mbps
Delay: 0 - 0.001, Count: ©
Delay: 0.001 - 0.002, Count:
Delay: 0.002 .003, Count:
Delay: 0.003 .004, Count:
Delay: 0.004 .005, Count:
Delay: 0.005 .006, Count:
Delay: 0.006 .007, Count:
Delay: .007 .008, Count:
Delay: 0.008 .009, Count:

[coNoNoNoRoNoNo
[acNoNoNoNoNoNO)

Figure 1. Schematic diagram of a UDP packet node communication experiment

Performance comparison and experimental analysis. Experimental results show that the NS-3
simulator [1] can effectively simulate the communication process of packet nodes, and provides a powerful tool
for network performance analysis and optimization. By adjusting the parameters of the CSMA protocol [2] and
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the network topology, the network performance can be optimized, and the data transmission efficiency and

reliability can be improved.

Conclusion. In this paper, the method of using NS-3 network simulator for packet node communication
experiments is introduced, and the effectiveness of NS-3 simulator [1] is verified by experiments. Experimental
results show that the NS-3 simulator can effectively simulate the communication process of packet nodes and
provides a powerful tool for network performance analysis and optimization. In the future, the influence of packet
node communication protocol and network topology on network performance can be further studied, and the
application of NS-3 simulators in other network scenarios can be explored.

List of references:

1. ns-3 documentation: https://www.nsnam.org/docs/release/latest/

2. CSMA protocol: https://en.wikipedia.org/iwiki/Carrier_sense_multiple_access

3. UDP echo protocol: https://en.wikipedia.org/wiki/Echo_protocol
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POJIb VPN-TEXHOJIOIMMN B NOBbILLEHNA BE3OMNACHOCTHU
KOPMOPATUBHOW CETU NPEONPUATUA

Kosanvko O.A., Kyrewos U.C.
ep. 367041

benopycckuii 2ocyoapcmeennbiil ynugepcumem uHgopmMamuxi i paouod1eKmpoHUKu,

2. Munck, Pecnyonuxa berapyco

Hayunvui pyxosooumens: Xayxeeuu O.A. — kanoudam mexHuueckux Hayx, ooyenm xkageopvl UKT

AuHoTauusi. B cratbe paccMaTpuBaercs BOIPOC HCIIONB30BAHUS BUPTYAIBHBIX YaCTHBIX CeTel
(VPN) B KOpIOpaTHMBHBIX CTPYKTypax KOMITAHHH. AHAIM3UPYIOTCS Hawbojee 3HAYMMBIC
npeumyiectsa BHenpenus VPN i oOecriedeHHst 1IEIOCTHOCTH M KOH(HICHIMAIBHOCTH
nHdopmanmu. PackpeiBaercs npouece nogkimodeHuss kK VPN. HccnenyroTess TEHICHIMK Pa3BUTHS

TeXHONOrui peanuzauuu VPN-kaHanoB.
KmoueBsie ciioBa: VPN, GRE, 3aiuTta naHHBIX, BUPTYaibHas 4YaCTHAsI CETh, CETEBOI TpaduK.

Beeoenue. B coBpemeHHOM Mupe HH(poOpMaius sBIAETCs OJHOM M3 Hambojee IEHHbBIX
COCTaBJISIOIIMX, M, Kak IOyl JpPYryl0 LIEHHOCTb, YEJIOBEK CTPEMHUTCS 3alUTUTh €€ OT
HECAHKLMOHMPOBAHHOIO JOCTYIa M BMemaresnbcTBa. C pa3sBUTHEM KOMIIBIOTEPHBIX TEXHOJIOTHM
BOINPOC COXPAaHEHMs W 3alUThl MH(popMaluu npuodperaeT BcE€ Oofblliee 3HaAUeHHE, U IMpoliema
MH(OPMALIMOHHOM 6€30MaCHOCTH CTAHOBHUTCS YPE3BbIYAMHO aKTyaJIbHOM.

Cpem MeTOJI0B, HAIIPaBJIEHHBIX Ha 0OecreyeHue JOCTYITHOCTH MH(pOPMAIMH, UCCIIEA0BATENH
OTMEYAIOT MCIOJIb30BAHHE COYETAHUS Pa3IMUHBIX IOJXOJIOB K KOHTPONIO, JyOJMPOBAHUIO U
pe3epBUpOBaHUIO JaHHbIX. [ obecrieueHus 1eNOCTHOCTH U KOH(UASHINATbHOCTH UH(OpMAIK B
CETSAX IPUMEHSIOTCSI METOJIbl MOCTPOEHUSI BUPTYaAJIbHBIX KAHAJIOB, OCHOBAaHHBIE HA MCIIOJIb30BaHUU
KPHUIITOrpahUuecKuX TEXHOJIOTUA.

B srom kontekcre, VPN (BupTyasibHasi 4acTHas CETb WJIM TYHHEIUPOBAHHE) IMPEACTaBISIET
co00i TEXHOJOTUIO, MO3BOJIAIOIIYIO YCTAaHOBUTH IMOCTOSHHOE 3aIlMIIEHHOE COCIWHEHHE MEXIY
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KOMITBIOTEPOM M CEPBEPOM, OCHOBAaHHOE Ha Tiepelade JaHHBIX B BHUJE 3alIM(POBAHHBIX MaKETOB
GRE. JIns mmdpoBanus ucnonb3yercs coBpeMenHsbiid anroput™ MPPE ¢ 128-0utHeiM cocTostHEEM,
KOTOPBIN 00ecrieurBaeT BHICOKUI yPOBEHb O€30MacHOCTH.

Ocnosénaa uacmp. AKTYaIbHOCTb HCCIEIOBAHUS IOTEHLMANA BHEAPEHUS BHUPTYaJIbHBIX
yactHbIX cereil (VPN) B KOpHOpaTHUBHBIE CTPYKTYpbl KOMIIAHUII 0OYCJIOBJIE€HAa HECKOJbKUMHU
KJIFOUEBBIMU ACTIEKTaMU:

— VPN-cetn o0ecrnieurBarOT BBICOKHH YpPOBEHb 0€30TACHOCTH Tepe/iaBacMOi HWH(pOPMAITUH
MOCPEJICTBOM  IM(POBAHUS, YTO OCOOCHHO AaKTyaJlbHO ISl 3allUThl  KOHQHICHITHATBHBIX
KOPIIOPATUBHBIX JIAHHBIX;

— wucnosb3oBaHue VPN 1O3BOJSET CYHIECTBEHHO CHU3UTh PHUCKM YTEUKH JIaHHBIX,
MpeoTBpaIiias HECAaHKIIMOHUPOBAHHBIN JOCTYI K BHYTPEHHEN MH(OPMAITIN KOMITAaHHH;

— ¢ nomotbo VPN cOTpyIHHKH MOJIy4aroT BO3MOKHOCTh MOJKIIFOYATHCS K KOPIOPATHBHOM
CeTH HE3aBHCUMO OT CBOETO MECTONOJIOKEHHS, 4YTO KpailHe BaXXHO B YCJOBHSX pacTylien
MOMYJISIPHOCTH THOPUIHBIX M YIAJICHHBIX PEKHUMOB paOOTHI;

— ynaneHHble paboTHuku Onaromaps VPN umeroT OecnpensTCTBEHHBIM TOCTYN KO BCEM
HEOOXOMMBIM pecypcaM KOMITAHWH, BKJTIOUYasi BHYTPEHHHUE 0a3bl JAHHBIX U TTPHIIOKEHIS;

— IpU HAJMYMU y OpraHu3alMd HecKoJbkuX ogucoB, VPN obecreunBaer Oe3omacHoe U
HAJIGKHOE COCTMHEHUE MEX Ty HUMH;

— VPN cnocoGctByeT ymnpaBiieHHIO TpaUKOM U paclpeleNieHni0 Harpy3kd MexITy
Pa3IMYHBIMU y3JIaMH CETH;

— BHeapenue VPN-cerell mo3BosisieT c€o34aTh 3alIUIIEHHYIO CETh 0€3 HEoO0XOAUMOCTH
MPOKJIAJbIBaHNUs (U3UUECKUX JIMHUN CBSI3M, YTO CYILECTBEHHO CHIDKAET 3aTpaThl Ha pa3BUTHUE
HHGPACTPYKTYPHI;

— VPN mnpenocraBiisieT BO3MOKHOCTh LIEHTPATM30BAHHOTO YIPABJIEHUS JOCTYIIOM M IIPaBaMH
MOJIb30BaTENe, YTO YNPOILIAeT MPOLECChl aJIMHUHUCTPUPOBAHUS O€30MaCHOCTH U  TO3BOJISIET
OTIEpaTHUBHO PEarpoBaTh HA MOTEHIMAIBHBIE YTPO3bI;

— ucnoyibzoBanue VPN mo3BossieT CKpbITh peanbHbii [P-anpec mosb3oBareneit, 3aTpynHsst
MIPOBE/ICHHE aTaKk Ha KOPIIOPATUBHYIO CETh U MOBBIIIAs OOIIYI0 0€30aCHOCTh KOMITAHUM.

[Iponecc moAKIIOUEHHS K BUPTYaTbHON Y4acTHOM ceTd VPN BBINISIIUT CliemyromuM o0pa3oM:
Ha xoMmIistoTepe hopmupyetcs naker GRE, koTopslii 3aTem mmdpyercs ¢ UCHOIb30BaHUEM OHOTO
U3 JOCTYIHBIX anroputMoB mu@poBanus. [locne storo 3ammdpoBaHHBIA MaKeT OTHpaBIsSETCS Ha
VPN-cepBep, rie npoucxoaut ero pacumdposka. Cepep oOpabaThiBaeT 3arpoc U MepechliaeT ero K
HYXKHOMY pecypcy [Uis NoJdydeHus win nepenaun uHpopmanuu. Pecype, monyuns 3ampoc or VPN-
cepBepa, 00pabdaThIBaeT €ro U OTIPABIsIET 00paTHO HEeoOXoauMyto HHpopMalmio. 3ateM cepBep VPN
BHOBB (popmupyeT 3amudponannbiii makeT GRE u nepenaer ero Ha KOMIbIOTEP MOJIB30BATEN, T/IE
MIPOUCXOUT pacuIn(ppoBKa U OTOOpAKEHUE 3aMPAIIMBAEMOT0 Pe3yibTaTa.

Takoit mpouecc obecmeynBaeT TOCTOSHHBIM — 3alUINEHHBI TOTOK  3alu(poBaHHON
uHpOpMaIMK OT KOMIbIOTEpa K pecypcaM WHTepHeTa, 4YTO TrapaHTUpyeT O0€30MacHOCTh H
KOH(HICHIINAILHOCTH MEPEeIaBaeMbIX JTAHHBIX.

XOTsI WCIOJIb30BaHUE JIaHHOW TEXHOJIOTMM MPUBOAUT K HEKOTOPOW 3aJepXKKe B Iepenade
JAHHBIX M3-32 MHOTOSTAITHOTO Tpoliecca MUppoBaHUS U pacmM(pOBKU, 3TO 3aMeJICHHE OOBIYHO
HECYIIIECTBEHHO U HE BIUsIET Ha KOM(OPTHYIO padoTy momb3oBaTens [1].

Texnonorust VPN (Virtual Private Network — BupTyansHas yacTHas ceTh) mpeacTaBisier co0oii
oJH 13 3(h(HeKTUBHBIX CITIOCOOOB 3aIUTHI CETEH 1 TAaHHBIX, KOTOPHIE TIEPEAIOTCS Yepe3 HUX.

OcHoBHas koHLENIUs TexHonoruu VPN 3akiitouaeTcst B CIEAYIOEM:

— Ha Bcex YycrpoicrBax (B uactHoctH, 1K), wmmerommx noctyn k cetu UWHTepHeT,
yCTaHaBIIMBAETCS MPOrpaMMHOE obecrieueHne, peanusymomiee ¢yakiuonan VPN, nanpumep, VPN-
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areHT. JTO TapaHTHPYeT, YTO HH OJHO YCTPOMCTBO KOHEYHOIO TOJb30BATENII HE OCTAHETCS
HE3aIUILEHHBIM;

— VPN-areHTbl aBTOMaTU4YECKH MU(PPYIOT BCIO UCXOAIIYIO HH()OPMAIHIO U, COOTBETCTBEHHO,
pac@poBEIBAOT BXOAAIIHE AaHHbIE. OHU TaKkke 00eCIICUYMBAIOT TIPOBEPKY IETIOCTHOCTU JaHHBIX,
UCTIONB3YS EKTPOHHYIO IdpoByro noamuchk (DLIT) wmm xam (kpunrorpadudeckas KOHTPOJIbHAS
CyMMa, pacCuMTaHHAas Ha OCHOBE KiIto4a Mu(poBaHus);

— TIOCKOJIBKY JIaHHBIC, TeperaBaeMble 1Mo VHTEepHETY, MPeICTaBiIsIOT COO0M COBOKYITHOCTH
MakeToB, chOPMHUPOBAHHBIX MPOTOKOJIOM [P, VPN-areHTsI paboTaroT MIMEHHO C TAKMMHU TTAKETaAMU;

—nepen otrpaBkoy [P-makera VPN-areHT BBINOJHAET CIIEIYIOIIKE IEHCTBUS:

1) o IP-anpecy momyyarens w3 uMeronmxcs aroputMoB mudposanus u DLIT BeiOupaercs
COOTBETCTBYIOIIMNA QJITOPUTM JIJIsI 3alIUTHI MaKkeTa, U (GopMHUpyrOTcs Kitoun. Ecmu nubopmarus o
MoJIy4aresie OTCYTCTBYET B HACTPOMKAX, Nepejadya JAHHBIX HE OCYIIECTBIIECTCS,

2) no6asnsercst LI oTnpaBuUTENs UM COOTBETCTBYIOLIUM X1 B AKET;

3) IPOMCXOIUT MOJIHOE MIM(PPOBAHKE MTAKETA, BKIIOYAs €T0 3ar0JI0BOK;

4) BbBINONHSAETCA TMPOLECC WHKAMCYJSAMU, IPU KOTOPOM CO3JAETCSl HOBBIA 3arojioBOK,
YKa3bIBAIOLINIA HE Ha KOHEYHOrO MojydaTens, a Ha ero VPN-arent. Ota ¢yHKuus obecrieunBaeT
JOTIOJTHUTENIFHYIO ~ 3aIlITy, TPEJACTaBIIsAE OOMEH JaHHBIMH MEXAY JBYMS CETSIMH Kak
B3aUMOJICHCTBUE MEXIy ABYMsI KOMIIBIOTEpamMH, OCHAIIeHHbIMM VPN-areHtammu, M CKpbIBaeT
BHyTpeHHME [P-anpeca OT 310 yMBIIIIIEHHUKOB.

— Mpu moTydeHuu [P-miakeTa BBIMOHAIOTCS CIIEAYIOITHE 00paTHBIE OTIEPAIIUN:

1) ecmu 3aronoBok coaepkutT uHGopMmarmio o VPN-areHTe oTmpaBuTENs, KOTOPBIN
OTCYTCTBYET B CIHMCKE DAa3pElICHHBbIX aJpecoB, MAKEeT MPOCTO WTHOpUpPYETCs. AHanorudHas
MpOLEAypa NPUMEHSETCS K TAKETAM € MOBPEXKACHHBIMU 3ar0JIOBKAMH.

2) B COOTBETCTBUH C HACTPOMKAMHU BBIOUPAIOTCS COOTBETCTBYIOIINE AITOPUTMBI TU(MPOBAHUS U
DI, a Taxke HEOOXOAMMBIC KITIOUH;

3) makeT pacmm@poBBIBAETCS, U TPOBEPSETCS €ro MeloCcTHOCTh. B cimydae HeBepHou OILIII,
MAKET OTKJIOHSETCS;

4) 3aTeM makeT B UCXOAHOM (opmare nepeAaeTcs KOHEUHOMY IOJIy4aTesto MO BHYTPEHHEH
CETH.

Bce nanHble omepanyy BBINOJHSIOTCS B aBTOMATHYECKOM pekume. OCHOBHasl CIIOKHOCTb
texHonornu VPN 3akmrouaercs: B HacTpoiike VPN-areHToB, 0/THAKO OMBITHBIN MOJIH30BATENh BIOJIHE
CIOCOOEH CIIPABUTHCS C ITOM 3aJaueid.

VPN-areHT ycraHaBIMBaeTCsl HEMIOCPEICTBEHHO Ha 3aIMIICHHOM KOMITBIOTEPE, YTO OCOOEHHO
3¢ deKTUBHO 17151 MOOMIIBHBIX TIOJIb30BaTeNeH, MoIKIoyaromuxcs k cetu MurepHer. B stom ciyuae
obecrieunBaercsi 6€30MacHOCTh 0OMEHa JaHHBIMH TOJIBKO JJIsl YCTPONCTBA, HA KOTOPOM YCTaHOBJICH
VPN-arenr.

Cy1ecTtByeT BO3MOKHOCTh 0ObeuHeHus: pyHKImii VPN-arenTa ¢ MappyTi3aropom, B 3TOM
cllydae OH MpUoOpeTaeT Ha3BaHUe KpUnrTorpaduieckoro mapuipyruzaropa [P-makeros [2].

OcHoBHOM 3amaueii VPN-areHta sBnsieTcss co3faHHe 0€30MacHOTO KaHalma MEKIY
3alIUIIAEMBbIMUA CETSIMHM, YacTO Ha3bIBAEMOTO «TyHHeleM». KpoMe 3Toro, Bce MakeThl JaHHBIX
MIPOXOMAT Yepe3 Mmpoliece «(hUIbTPaIMU» B COOTBETCTBHU C YCTAaHOBJIEHHBIMU HACTPOMKAMHU areHTa.
Takum oOpazom, pab6ota VPN-areHTa CBOIUTCS K BBINIOJHEHUIO JBYX KIFOYEBBIX (YHKIIHIA:
CO3JIaHUIO TYHHENEH U (DPUIIbTpAIUY TIepeIaBaeMbIX MTAKETOB.

Habop mpaBun, peryaupyrommx co3laHie TyHHENeH, Ha3bIBaeTCsl «IIOJTUTUKON O€30IMacHOCTI
u 3amaercss B HacTpoiikax VPN-arenta. Ilocie mpoBepku mMakeToB OHM JHOO HAMpaBISIOTCS B
OTIpeJIeNieHHbIe TYHHENH, JIMOO OTOPachIBAIOTCSI HA OCHOBAaHWHU CIIEAyrOImuX Kpurtepues: [P-ampeca
HUCTOYHMKA (V11 MCXOJSIIMX TAKETOB 53TO aJpec KOHKPETHOTO KOMIIbIOTEpa, BXOJUIILIErO B
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3alIMInaeMyro ceth); [P-agpeca Ha3HaueHHs; MPOTOKOJBI 0OJiee BHICOKOTO YPOBHS, K KOTOPBIM
oTHOCcsATCA JaHHble makeTsl (Hampumep, TCP wmm UDP); Homepa mnoproB, uepe3 KOTOpbIE
ocymiecTBiseTcs oTrpaBka nadopmarmu (Harpumep, 1080).

Takum 00pa3oM, BBIIENCHHBIE MEXaHW3MBI TO3BOJSIIOT  VPN-areHty  3(QeKTHBHO
obecnieynBaTh 6E30MAaCHOCTh M KOHTPOJIb IEPeIayn JaHHBIX B KOPIIOPATUBHOM MJIM YaCTHOM CETH.

B mocnennue rtomel HaOMIOMAaeTCS 3HAYMTENHHOE DPAa3BUTHE TEXHOJIOTHH, CBS3aHHBIX C
BHEJIpeHUEM BHpTyalbHbIX 4YacTHbIX ceredl (VPN). Oro 00yciaoBiI€HO HE TOJIBKO pacTyllel
NOTPeOHOCTHIO B 3aIIMTE JAHHBIX B YCJIOBHSX IMOBCEMECTHOW HU(POBH3AIMH, HO M CTPEMJICHUEM
MOJIb30BaTeNel K 0osee CBOOOAHOMY M 6€30MacCHOMY JIOCTYITY K MH(pOpMAaIUH.

OmHOM W3 OCHOBHBIX TEH/ICHIIUH SIBJISIETCSI COBEPILICHCTBOBAHUE KPUNTOTPAHUECKUX METOIOB,
MIPUMEHSEMBIX 11 KU(poBaHUs ceTeBoro Tpaduka. TpanuroHHble npoTokosl, Takue kak PPTP u
L2TP, mocreneHHO YCTyNmaiOT MECTO 0o0Jjiee COBPEMEHHBIM U HAJEKHBIM PELICHHUSM, TaKUM Kak
OpenVPN u WireGuard. DT HOBbIE MPOTOKOJIBI 00ECTIEUMBaIOT 00Jiee BHICOKUN YPOBEHH 3aIIUTHI
JTAHHBIX, TPUMEHSS YIIy4IlIeHHbIE aIrOPUTMBI MU(PPOBAaHUSA U ayTEHTH(PUKALMHN, YTO 3HAYUTEIHHO
YCIIOXKHSIET MEepPEXBaT U pacIn(pOBKY JAHHBIX ISl TOTEHIUAIBHBIX 310 yMBIIIJICHHUKOB.

Eme omnoit BakHOW TeHIeHIMEH sBisieTcss wHTErpamus VPN-TexHomornit ¢ 00gavyHBIMU
cepucamu. CoBpeMeHHble VPN-penieHunst No3BOJISIIOT HE TOJIBKO CO3/1aBaTh 3aAIUIICHHbIC KaHAJbI Ha
JIOKATbHBIX CEpBEpax, HO U MHCHOJIb30BaTh BO3MOYKHOCTH OOJAuHBIX HMH(PACTPYKTyp. ITO
oOecrieunBaeT OM3HECY HOBbIE BOBMOKHOCTH B IJIaHE THOKOCTH, MacIITaOMPyeMOCTH U JIOCTYITHOCTU
VPN-cereli mocpeICTBOM ACTIEHTPATN30BaHHBIX aPXUTEKTYD.

Taioke, B cBs3M ¢ ryo0anu3anyel M yBETMUEHHEM KOJIMYECTBA YIAJIEHHO pPabOTArOLINX
COTPYIHHMKOB, HAOIIOIA€TCSl TIOBBIIICHHBINM HHTEpeC K MOOWIbHBIM VPN-pemenusm. Pazpabotunku
AKTUBHO CO3AIOT IMPHJIOKEHUS, MO3BOJIIOIIUE MOJIB30BATEISAM IMOAKII0YAThCS K KOPIOPATHBHBIM
ceTssM u3 JIFO0OW TOYKM MHpa dYepe3 MOOWIbHBIE YCTPOMCTBA. OTO TpeOyeT TIATeIbHOM
ONTUMM3ALMY, KaK B IUIaHE TMPOU3BOJUTEIBHOCTH, TaK M oOecredyeHus Oe30MacHOCTH, YTO
CIOCOOCTBYET pa3pabOTKe HOBBIX NMPOTOKOJIOB M aJTOPUTMOB, aallTUPOBAHHBIX IS MOOMJIBHBIX
m1aTdopM.

Ocoboe BHUMaHHUE YIENSeTcsl TaKkKe BONPOCY KOH(MUAECHIMATbHOCTU AaHHBIX. B ycnoBusix
ycwiieHUsl TpeOoBaHWH, Takux kak OOmmii permament mno 3anmute naHHbIx (GDPR) B Epome,
KOMITaHUM Bce yaie BHeApsAoT VPN He TOdbKO Ui 3alluThl COOCTBEHHOM MH(pOPMAIMU, HO U IS
oOecrieueHust KOHGHIEHIIMAILHOCTH JAHHBIX KIIMEeHTOB. [Ipo3paunocts padotel VPN-mpoBaiiiepos u
BO3MOXKHOCTh ayJMTa MX TMOJUTHKH OE€30MAaCHOCTU CTAHOBATCS KIIOYEBBIMHU (DaKTOpaMu B 3TOM
rpoLuecce.

Henb3s HE OTMETHTH TakkKe pacTyUIyIHO POJIb UCKYCCTBEHHOIO HMHTEIUIEKTAa M MALIUHHOIO
oOydeHuss B pa3BUTUU VPN-TexHONmOruidl. DTH HMHCTPYMEHTHI BCE 4Yallleé HCIONB3YIOTCA Ui
MOHUTOPHMHTA CETEBOTO0 Tpaduka, aBTOMATH3AlMM BBIABICHUS HEXKENATEIbHBIX JEUCTBUM U
ONTUMM3ALMU HUCHOJB30BaHus pecypcoB. Buenpenne MM B VPN-cucremsbl mo3BosisieT co3aaBarh
Ooyiee aganNTHBHBIE M MHTEUIEKTyaJbHbIE DEILEHUs, KOTOpbIE CHOCOOHBI IPOTHO3UPOBATH U
IIPEJOTBPAILATh OTEHIMAIBHBIE YTPO3bI [3].

Takum oOpa3zoM, pazButHe TexHoJorHid VPN-kaHaTo0B XapakTepu3yeTcsi KOMILIEKCHBIM
MOJXOJOM K BOmpocaM O€30MacHOCTH, IPUBATHOCTU M JIOCTYMHOCTH. OTH H3MEHEHM,
NPOUCXOJIAIEe HAa (oHE OBICTPOro pa3BUTHS MH(POPMALMOHHBIX TEXHOJIOTHH, (POPMUPYIOT HOBBIE
CTaHAAPTHI U ONPENEIAIOT JAIbHENIIEE HAITPABICHNE Pa3BUTHS BUPTYaJIbHBIX YACTHBIX CETEN.

3aknwuenue. Opranuzaiys 3alMIIEHHOIO KaHajla IepeJaud JaHHbIX SIBJSIETCS OIHOM M3
KJIFOUEBBIX 3314, IOCKOJbKY HH(pOpMAIMs NpeJCTaBiseT co00il LeHHBIH pecypc Ui 000
KomIanud. KopropaTuBHBIE CETH JOJDKHBI OOECHeurBaTh BBICOKHH YpOBEHb O€30IacHOCTH U
HAJIOKHOCTH, YTO HEPEeIKO TpeOyeT HCIOIb30BaHUs CIOXKHBIX TEXHOJIOTHH, Takux Kak VPN.
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BuptyanbHbIe YacTHBIE CETH TMO3BOJISTIOT CO3/1aBaTh 3alIM(PPOBAHHBIC KAHABI JIIS TIepeadn JaHHBIX,
obecrieurBasi 3aUTy HHGOPMAITUH OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

B xonme uccnemoBaHus M aHaM3a COBPEMEHHBIX TEXHOJIOTHUM cosfmanus cereir VPN ObLio
BBISIBJICHO, YTO 32 TMOCJIEIHUE TOJbl TEXHOJIOIMH BUPTYaJIbHBIX 4acTHBIX ceTeil (VPN) 3HaunTensHO
HBOJIIOIMOHUPOBATIM. JTOT TMpOrpecc OOYCIOBJIEH pacTylield MOTPeOHOCTHIO TOJb30BaTeel B
obecriedeHnH 0€30MaCHOCTH IAHHBIX U CBOOOIHOM JIOCTYIIE K MH(POPMAIIUH.

Takum 00pa3oM, yUUTHIBasE COBPEMEHHBIC TCHICHIMH B pean3aiuul VPN-TeXHOIOTHii, MOKHO
3aKJII0OYUTh, YTO UX TPAMOTHOE U (PPEKTUBHOE MPUMEHEHHUE MPEICTABISET OO0 BAKHEUIIIHIA 3Tar
HAa TYTH K CO3/MaHHI0 OE€30MacHOH W BBICOKOJOCTYITHOW BBIYMCIUTEIBHOW CpEbl, CIIOCOOHOM
YIIOBJICTBOPUTH TEKYIIHE TPEOOBAHUS U BBI30BBI BPEMEHHU.
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Annotation. This paper presents a Russian handwriting recognition algorithm based on deep learning. The algorithm combines improved VGG

network feature extraction capabilities with LSTM time modeling capabilities and introduces data enhancement and optimizer tuning strategies.
Experimental results show that the proposed algorithm is significantly superior to the existing methods in recognition accuracy and training

efficiency.
Keywords: Russian Handwriting recognition, Deep learning, VGG network, LSTM network, Data enhancement.

Introduction. Russian handwriting recognition is of great value in the field of information processing. With
the increase in communication between China and Russia, the demand for automated Russian handwriting
recognition systems is growing. However, due to the complexity of the Russian Cyrillic alphabet and the diversity
of writing styles, the existing recognition systems are still lacking in accuracy and speed. In recent years, deep
learning techniques have made significant progress in the field of text recognition, but there has been relatively
little specialized research on Russian handwriting.

The main part. The model used in this paper is based on EasyOCR framework, which combines LSTM,
VGG convolutional neural network and CTC loss function. EasyOCR is an open source OCR framework that
supports multiple languages. The EasyOCR framework is shown in Table Through data enhancement,
optimizer adjustment and parameter filtering, the original model is improved, and the recognition accuracy is
increased. In this paper, VGG is used to extract fegatures from handwritten images to provide high-quality input
for recognition. LSTM is a recursive neural network, which can effectively deal with long-term dependency in
sequence data and capture the context information of character sequences, so as to improve the recognition
accuracy. The CTC loss function is suitable for the character sequence annotation in handwriting recognition,
allowing the model to predict the character sequence directly without pre-segmentation of the input image.

Table 1- The EasyOCR Framework Table

CRNN

VGG

Conv,

CTC
CTC Loss Function

* Maximum log likelihood training of transcript

Cov-2 I Convolution
W' MaxPooling

Cov-3
* Intuition: Alignments are unknown so integrat

all possible time-character alignments
P X0 Y plex

Cov-4 Cov-b

256 512 512
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Model Structure and Parameter Tuning. In order to optimize the performance of the model, we
adjusted the parameters, including: data enhancement, optimizer Settings, parameter filtering. Through the
experiment, we got the following improvement. The experimental results show that the improved algorithm
shows significant improvement in both training and validation loss. The training loss of the original algorithm
decreases rapidly in the initial stage, but the verification loss fluctuates after reaching a certain degree, which
indicates that there may be overfitting phenomenon. However, the training and verification losses of the new
algorithm show a steady decline trend, and the final loss value is lower than that of the original algorithm,
showing better generalization ability. In terms of accuracy, the performance of the improved algorithm continued
to improve, eventually reaching an accuracy of about 42%. In contrast, the accuracy of the original algorithm
increased rapidly in the early stage of training and then stabilized at about 30%. This result shows that the
improved algorithm has obvious advantages in learning ability and adaptability. In the comparison of training
time, the total training time of the improved algorithm is about 5000 seconds, which is reduced from 6000
seconds of the original algorithm. This result shows that the improved algorithm has a significant improvement in
training efficiency, especially when dealing with large-scale data sets, and can save more computing resources
and time. Overall, the improved algorithm is superior to the original algorithm in terms of loss, accuracy and
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training time, demonstrating better model optimization and training efficiency. These results provide strong

support for the practical application of Russian handwriting recognition.

Performance Comparison and Experimental Analysis. Comparison of training and validation losses is
shown in Table . Training accuracy comparison is shown in Table Comparison of total training time is shown in
Table .

The original algorithm drops rapidly in training loss, but the validation loss stabilizes or even rises slightly
after an initial drop, indicating possible overfitting.

The new algorithm shows a steadier decline in both training and validation losses, and the final loss
values are lower than those of the original algorithm, showing better generalization. The comparison of training
and validation losses is shown in Table .

Table 2- Comparison of training and validation losses Table

lterations Original Method _ Pro_posed Method _
Train Loss Valid Loss Train Loss Valid Loss
10000 0,1 15 0,25 0,9
20000 0,05 1,8 0,1 1
30000 0,05 2,1 0,05 1,2
40000 0,05 2,2 0,05 1,3
50000 0,05 2,2 0,05 1,4

The accuracy of the original algorithm rose rapidly in the early stages but then grew slowly and eventually
stabilized at about 30 %.

The accuracy of the new algorithm continues to rise throughout the training process, eventually reaching
about 42 %, showing better learning ability and higher accuracy. A comparison of the training accuracies is
shown in Error! Reference source not found.

Table 3- Training accuracy comparison

Iterations Accuracy
Original Method Proposed Method
10000 25% 32%
20000 25% 35%
30000 27% 36%
40000 27% 26%
50000 30% 42%

The total training time of the original algorithm grows linearly with the number of iterations, eventually
reaching about 6000 seconds.

The total training time of the new algorithm grows at a slower rate, eventually totaling about 5000
seconds, showing greater time efficiency throughout the training process. Comparison of total training time is
shown in Error! Reference source not found.

Table 4- Comparison of total training time

Time Comsuption for trainning

lterations number Original method Proposed method

50000 6000 5000
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Figure 1. Comparison of total training time

Conclusion. By optimizing the model structure and adjusting the parameters, the accuracy and speed of
Russian handwriting recognition are significantly improved. The experimental results show that the improved
model is superior to the original algorithm in terms of training time and total training time, showing higher
efficiency and better performance. Future research will explore deeper network structures to further improve
performance and investigate more efficient feature extraction methods for handwriting recognition in other
languages and for deployment and optimization on mobile devices.
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IMPROVING LASER METHANE EMISSION MONITORING WITH
FREQUENCY-AMPLITUDE FEATURE OF ABSORPTION PULSE
Bach N.V.
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus
Tsviatkou V.Yu. — Doctor of Technical Sciences, Professor

Annotation. Accurate monitoring of methane emissions is vital for environmental management and safety in oil and natural gas operations.
This paper introduces a methodology leveraging advanced analytics and experimental data to build a linear regression model for methane
concentration estimation. The approach utilizes a time—frequency analysis and incorporates proposed frequency—amplitude features of the
absorption pulse, which have shown a strong correlation with methane concentration. Experimental results validate that the proposed feature

achieves a higher correlation (R?=0.981) with methane concentration.

Keywords. Laser absorption spectroscopy, time—frequency, methane emission, absorption pulse, frequency—amplitude.
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Introduction. Methane is a colorless, odorless and flammable gas that can be found in a variety of

environments, including natural gas production and distribution facilities, landfills, agricultural operations and
industrial plants. Detecting methane leaks is important for safety, environmental and regulatory reasons. Optical
methods for determining methane gas concentration employ spectroscopic techniques, providing accurate and
reliable measurements. Infrared absorption spectroscopy is a prominent approach within this category, where
methane molecules absorb specific wavelengths of infrared light. The concentration of methane is based on the
level of light absorption, offering a highly sensitive and selective detection method. There exist three major
approaches based on tunable diode laser absorption spectroscopy: direct absorption spectroscopy (DAS),
wavelength modulation spectroscopy (WMS) and wavelength modulation—direct absorption spectroscopy (WM-
DAS).

DAS is the most straightforward version of laser absorption spectroscopy due to limited equipment
required for its implementation, quick alignment and interpretation of raw data. [1, 2]. However, this method has
lower sensitivity due to uncertainty in the laser output signal measurement. In contrast to DAS, WMS using the
harmonic detection technology can effectively eliminate the influence of baseline uncertainty and work with a
much higher modulation frequency (as high as several hundred kHz) [3, 4] . Therefore, WMS is resistant to low—
frequency noise and has a higher sensitivity. As it is known, WMS technology has been widely studied and used
for gas properties measurement [5, 6, 7, 8]. While WMS can achieve higher accuracy and sensitivity in gas
absorption measurements compared to DAS, the complexity of signal modulation and the use of a lock—in
amplifier make WMS more challenging to implement than the DAS method. WM-DAS combines the simplicity
and calibration—free nature with the enhanced noise rejection and high sensitivity offered by the harmonic
detections, establishing it as an efficient and reliable method for methane gas concentration estimation.

This paper implements advanced analytics techniques on experimental datasets to build a linear
regression model for estimating methane concentration. A larger experimental dataset improves model accuracy
by capturing complex relationships between independent variables and the dependent variable. Additionally,
larger sample sizes are more representative of the overall population, thereby reducing variance—related errors.

In our paper, we focus on analyzing the raw absorption signal features related to methane gas
concentration obtained by laser absorption spectroscopy in time—frequency domain. The main contributions of
our research are summarized as follows:

— The proposed frequency—amplitude feature of absorption pulse is proposed to improve methane
concentration estimation accuracy;

— The proposed linear regression model for estimating methane concentration;

— A detailed step—by—step methodology for estimating the features of the absorption pulse is presented,
enhancing the precision and reliability of the estimation process.

The method for methane absorption pulse features estimation. The transmitted light intensity 1, (t) of
the radiation can be related to the absorbing gas concentration and presented by the Beer—Lambert law, is
given by:

I,(t) = 1o (©) - exp[—a(M)cl] @
where I,(t) is the laser output signal; A is the wavelength of laser emitter; o(}) is the absorption coefficient,

which is a function of wavelength A; c is the gas concentration; [ is the optical path length.
When performing the harmonic analysis [9], the detected signal I, (t) in Eq. (1) can be divided as:

1:(6) = {Voe % D) + (Vindeps, % 1) + |(Vitepsy + Vtepsy + Vaepy, + ) < @ed)|} @

88


https://en.wikipedia.org/wiki/Beer-Lambert_law
https://en.wikipedia.org/wiki/Wavenumber

61-51 HayYyHas KOHGbepeHyUs acrnupaHmMos, MasucmpaHmos u cmydeHmos BI'YUP, 2025 e.
where V,. represents the DC signal depending on the average intensity I; Vindeplf is the absorption

independent 1f component which is related to the intensity scanning depth i; Vg, £ Viep, £ Vaep, oo are
amplitudes of harmonics.

As follow from Eq. (1) and (2) transmitted intensity signal I.(t) consists two main components: laser
output and absorption signals. Based on the literature review, it can be confirmed that the method for methane
absorption pulse features estimation (Figure 1) is based on procedures including signal decomposition [9],
signal calibration [5], segmentation and fusion of pulse in absorption signal (as show in Absorption pulse
extraction session).
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Figure 1 — The method for methane absorption pulse features estimation

In the final step, the absorption pulse signal AP;,,,, . is defined in the time domain. For estimating the
absorption pulse features related to gas concentration, it is proposed the following two frequency—amplitude
features of absorption pulse.

1.The amplitude spectrum of absorption pulse.

AFAP = 1smk%)1(vF|FAP(k)| 3)

where |F,p (k)| is the k-th spectral sample value of the spectrum of absorption pulse AP, ..., N is the
number of spectral samples of the spectrum of absorption pulse.
2.The integrated spectrum of absorption pulse.

Fppint = Z,’fil Fyp (k) 4)

Laser output and absorption signals extraction. The aim of this process is to extract the laser output
and absorption signals. Figure 2 shows the transmitted signal.
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Figure 2 — Transmitted signal

After analyzing the transmitted signal, the laser output signal is extracted by applying bandpass filter with
center frequency 10 kHz and bandwidth 100Hz, as shown in Figure 3. This signal represents the initial laser
light and serves as a reference for calibrating absorption signal.

150 200 250 300

Figure 3 — Laser output signal

The absorption signal is extracted by Fourier—domain-based line shape recovery method [9. and

represented in Figure 4. This signal is critical for determining the concentration of methane, as it represents the
amount of laser light absorbed by the methane molecules.

Figure 4 — Absorption signal

Absorption pulse extraction. In this section, the focus is on the extraction of the absorption pulse from
the laser output and absorption signals. To begin the extraction process, the absorption signal is segmented
(red dot line) based on peak and valley of the laser output, as depicted in Figure 5. This segmentation helps in
isolating the pulse interval of the absorption signal that correspond to each half cycle of the laser output signal.
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Figure 5 — lllustration of the segmentation of the absorption signal
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As the laser intensity transitions from a local maximum to a local minimum, the laser's wavelength

sweeps across the methane absorption line. The absorption line in spectroscopy refers to a specific wavelength
where a target gas molecule absorbs laser light and it is less affected by other gases. When the laser
wavelength coincides with the methane absorption line, the absorption intensity reaches its peak.

Once the segmentation is completed, the next step involves averaging all the segmented absorption
pulses. Figure 6 shows the averaged absorption pulse and its best fit curve.

63 —— Best fit
0.30 —— Average

Amplitude
°
2
&
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Figure 6 — The averaged absorption pulse signal

These steps are essential for accurately extracting and analyzing the absorption pulse, which is a key
factor in absorption pulse features estimation.

Absorption pulse features estimation in frequency domain. Analyzing the absorption pulse in the
frequency domain allows for the extraction of key features that characterize the methane absorption process,
which can be more effective than time—domain analysis. The process begins by applying a Fourier transform to
the averaged absorption pulse, converting the signal from the time domain to the frequency domain. Figure 7
presents the frequency spectrum of the absorption pulse.
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Figure 7 — Absorption pulse in time (a) and frequency domain (b)

The features of absorption pulse in frequency domain provide valuable insights into the methane
concentration and can be used to enhance the accuracy of concentration measurements.

Estimation of the relationship between CHs concentration and absorption pulse features. The
experiment was performed with laser output power of 166nW passing through a methane volume with different
concentrations:100 ppm, 250 ppm, 540 ppm, 1000 ppm and 2000 ppm. For each of five concentration value, 5

measured signals will be used.
Relationship between methane concentration and well-known absorption pulse features, such as

absorption pulse amplitude [10] and integrated absorption pulse [11] in time domain, was compared with
proposed frequency—amplitude features of absorption pulse (amplitude spectrum and integrated spectrum of
absorption pulse) as shown in Figure 8. The coefficient of determination R? is used as a measure of goodness

of fit.
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Figure 8 — Relationship between the absorption pulse features and methane concentration: (a) absorption pulse
amplitude (R2=0.969), (b) amplitude spectrum of absorption pulse (R2=0.981), (c) integrated absorption pulse (R2=0.977),
(d) integrated spectrum of absorption pulse (R2=0.972)

It follows from Figure 8 that the linear regression model y = 0.00064x + 0.566 with R? = 0.981 (Figure
8 (b)), where x is CH4 concentration value and y is amplitude spectrum of absorption pulse, is more robust. It is
mentioned that with a large amount of experimental data, the linear regression model can achieve higher
accuracy.

Conclusion. The two frequency absorption pulse features (amplitude spectrum and integrated spectrum
of absorption pulse) related to gas concentration have been proposed. These features were derived from a
time—frequency analysis of the absorption signal, and they significantly enhance the correlation of methane
concentration and absorption signal feature. These features show a strong correlation with methane
concentration, with an R? = 0.981, indicating their effectiveness in accurately estimating methane
concentrations.
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MOJAEPHU3AIUA CETU CbOPA U TIEPEJAYN JTAHHBIX
IMPEAIIPUATHUSA CBA3U

Hoorcnukos E.A., macucmpanm ep.367041; Hoocnuxos P.A., macucmpanm ep.367041

benopycckuii 2ocyoapcmeenniil ynugepcumem uHgopMamuxi it paouodNeKmpoHUKY,

2. Munck, Pecnyonuxa berapyce

Hayunwiii pykosooumens: Xaykesuu O.A. — kaHouoam mexHuyeckux Hayx, OoyeHm

AHHoTanus. B Marepuanax moxiaga paccMaTpHBAIOTCS CHOCOOBI IOBBIIIEHUS S((EKTHBHOCTH
paboThl IIEHTPOB OOpabOTKU JaHHBIX CBS3M Ha 0a3e COBPEMEHHBIX TEXHOJOrHd. Pa3paborka
CHCTEMBI BUPTYAJM3aLMH PECYPCOB CETH M JUHAMUYECKOTO PaCIpefeNieHHs] Harpy3KH, MO3BOJIUT
ONTHMH3UPOBATh PECYPCHI CETH M OCYIIECTBUTH A(D(PEKTHBHOE YIpaBIeHHE HATPY3KOH M 3aIlUTOH

nH(OpMALIK Ha CETH.
KnioueBble cj10Ba: MOIEpHIBAIS, HIEHTP cOopa 1 00padOTKK HH(OPMALIIH, BUPTYaTH3AIHS

Beeoenue. OObeMm reHepupyemMoil dyenoBeuecTBOM HH(opMaluu MOCTOSIHHO pacteT. [lo
MIPOTHO3aM CIEIUAIUCTOB, K 2025 rogy o0beM BcexX JaHHBIX B MHUpe cocTaBuT 175 3erabaiitoB (3b).
to B 10 pa3 6obiire, uem B 2016 roay [1].

AKTyaJlbHOCTh TE€MBI CBfi3aHAa C TE€M, YTO, B CBS3M C YBEJIMYEHHEM CIIpOCa Ha YCIYTH,
NPEOCTaBIsIEMbIE CEThI0 cOOpa U O0OpabOTKM JAaHHBIX MPEANPUSTHS CBA3HM, a TaKKe U3MEHEHHEM
CTPYKTYpHI TpadHKa CETH, BO3HUKAET OCTpast HEOOXOUMOCTb B ITPOEKTUPOBAHNE OTKAa30yCTOMUYMBOI
KOMIUIEKCHOM HEHTPaIM30BaHHOM CUCTEMBI C 60Jiee BBICOKUM YPOBHEM ITPOU3BOAUTENLHOCTH.

Jnst 00paboTKu M XpaHeHHsI MH(YOPMALMHK CYLIECTBYIOT LIeHTpbl 00paboTku naHHbIX (LIO/).

Ilentp 00pabOTKM JAHHBIX TPEJCTaBIsAeT COOOM LEHTPAIU30BAHHYIO BBIYHCIUTEIBHYIO
CHCTEMY C JOCTaTOYHO BBICOKUM YPOBHEM IPOM3BOJUTEIILHOCTH M BBICOKOH TOTOBHOCTBIO IS
pelIeHus 3a/1a4 MPeIPUATHS.

3amaua L[OJ] cocrour B oOecnieueHun OecriepeOOWHOTO (YHKIMOHUPOBAHUS CEPBHUCOB
MH()OPMALIMOHHOM CUCTEMBI MPENPUATHS.
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B o6mem ciydae, monsrue LIO/] BKitoyaer B cedsi CaeayroImue 31eMeHTHI:

— CEPBEPHI C BBICOKOM HAZEKHOCTBIO M KJIIACTEPU3aLUEH;

— ceTeBoe 000pyI0BaHHUE;

— CHCTEMBI XPaHEHHUSI JaHHBIX C BO3MOYKHOCTBIO JIOKAJIbHOM PETIMKALIUY;

— CUCTEMY PE3E€PBHOI0 KOIIMPOBAHMS;

— IporpaMMHOE o0ecTieueHrne KOH(OUTypUPOBaHUS, YIIPABICHUS U KOHTPOJIS;

— cHCTeMbI o0ecrieyeHust OecriepeOOHOTO MUTAHMS;

— cucTeMy o0ecriedyeH st MEKPOKIIMMATa;

— CUCTEMY KOHTPOJIS AOCTYIIA;

— CHUCTEMY HOXKApPOTYIIECHUS.

Ucxons u3 omnbita skcrutyarauuu L{OJl cTONKHYIUCH C psiioM MpoOieM, pelieHueM KOTOPbIX
siersieTcst moaepauzanus [IO/I.

Ocnosnan uacme.

[IpoGriembl KOTOpBIE TIpUBENTH K HeoOxomumoctu mojnepuuzaimu 11O/l — 310, BO-TIEpBBIX,
HEI0CTaTO4Hasi BOCTPEOOBAHHOCTh MOIIHOCTEH cepBepHOro 'kenesa" MporpaMMHBIMU IPOTYyKTaMU
U, ClIeIoBaTeNIbHO, BO3BpaT uHBecTUlM B cepBepa (ROI). Ha ganHbIil MOMEHT B cpelHeEM Ha HaIlIWX
cepBepax M Ha cepBepax HaIllMX KIMEHTOB YTWJIM3ALUs CepBEpHONM HMHQPACTPYKTYphl COCTABISET
nopsinka 15-20%, npu 3koHOMUYEecKH ornpaBaanHon 70-75%.

Bo-BTOphIX, HEXBaTKa IUIONIA/IEH CEPBEPHBIX 3aJI0B, MECTa B CTOMKaX, KaOENbHBIX KaHAJIOB,
BBICOKHE TPeOOBaHUS K SHEPTOMOTPEOIECHUIO IPH HEXBATKU MOLTHOCTEH JTMHUI.

B-TpeTbux, HU3KHE CPOKU BHEAPEHUS] U MOAEPHU3ALUH CEPBEPHBIX MOIIHOCTEH U CBSI3aHHBIX C
HUMU CEPBHUCOB, CJIOXKHOCTH PE3EPBHOTO KONMPOBAHUS U BOCCTAHOBJICHUSL.

TexHonoruss BUpTyaaM3alMy NPEJCTaBIsAeT €000 KOMIUIEKCHOE pEIIeHUE BO3ZHMKIINX
npoOJieM, MO3BOJIsAs CYILECTBEHHO CHU3UTh pacxoibl Ha paciupenue UT-undpacTpykTypsl 1 Ha ee
oOcITy>)KuBaHue.

B camom oOmem Buzae moja BHUpTyalu3alMedl NMOHUMAETCS BO3MOXKHOCTb HCIOJIb30BaHUS
¢bu3rueckux pecypcoB (IamsTH, poLeccopa, AUCKOB, CETEBBIX aJATEPOB U TaK Jajiee) KOMIbIOTEPaA
U1 pabOThl C HECKOJIbKMMHU IapajuleNIbHO (DYHKIMOHUPYIOIIMMHU ONEPALMOHHBIMU CHCTEMaMHU.
WHbIMU c0BaMu, peub UJIET O TOM, YTO Ha OJJHOM U TOM € KOMIIBIOTEPE WK CepBepe MOT'YT ObITh
OJIHOBPEMEHHO 3amylieHbl, Hampumep, Windows m Linux m mpu 3ToM 00e cucTeMbl OyayT
HCIIOJIb30BaTh PeajlbHble PECYpPChl MAIIMHbBI. DTO aKTyaJbHO B TOM cilydae, eciu Kakoe-m6o 110 wmm
BeO-cepBep CyILIECTBYeT WJIM MMEET MOJHbIH Habop (yHKumi TosbKO moxa onHoi Bepcuei OC,
OTJIMYHON OT TOH, Ha KOTOpOH paboTaeT OCHOBHOW Mapk KoMmImbloTepoB B ¢upme. Kpome Toro,
BUPTYaJIM3aLUsl IOMOIaeT CIKOHOMHUTH Ha MOKYIKE HOBOI'O OOOPYAOBAHUS: BMECTO HPHOOPETEHHS
BTOPOTO, TpeTbero M Tak janee cepsepa win [IK nocrarouHo pokynuth HyxHbIH o0beM O3V u
JMCKOBBIX Hakomutesned. Takke 3aMeTHa 3KOHOMHS JAPYTHX PECYPCOB: JIEKTpHUecTBa (paboTaer
OJIMH KOMIIBIOTEP WJIU CEPBEP, & HE HECKOJIBKO), MPOCTPAHCTBA (IUIOIIAAN 1aTa-1IeHTpa He OTPeOyroT
pacIIMpeHusi MoJ HOBBbIE CEpPBEpPHbIE CTOMKHM) M YCWJIMM TEXHHMYECKOTO CIEHUANHCTa, KOTOPBIN
IOJIIEP’KUBAET, CKAKEM, [IBA CEPBEPA BMECTO JIBALIATH.

CyiecTByeT HECKOJIBKO BapHAHTOB CO3JaHUS BUPTYAIbHBIX cpel. OJHMM U3 HUX SIBISAETCA
UCIIOJIb30BAaHUE TUIIEpBU30pa. [ unepBu3op - O3TO CHEUMAbHOE NPOrPaMMHOE PpEIICHHE,
TMIO3BOJISIOLIEE 3AMTYCTUTh Ha (PU3MUECKOM CepPBEPE HECKOJIBKO OTIEPallMOHHBIX CUCTEM H30JIMPOBAHHO.
B sToM citydae kaxaast onepaMoHHas CHCTeMa MMEET COOCTBEHHYIO (DaiIOBYIO CUCTEMY, IIPOLIECCHI,
M0JIb30BaTeNeH, YCTaHOBIICHHBIE IPUIIOKEHHS, HACTPOMKHU CEeTEBBIX MHTEP(ENCOB U TaK JlaJiee.

Bropoii BapuaHT — KOHTEWHEpHas BUPTyaJlIu3alMs WIM XOCT-BUpTyalu3alus, IJE Kakias
BUpTyaJIbHasi Cpela MCMONIb3yeT (ainbl U OMOMMOTEKM OJHOM OIEpallMOHHOM CHCTEMBL. — JTO
MO3BOJISIET B JIFOOOM MOMEHT YHpaBIISITh TEM, KAKUE PECYpPChl UCIOJIB3YeT TOT MM MHOW KOHTEHHEp.
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Tax, HanlpuMep, IIpY BBINOJHEHUH TSKENBIX 3a]ad OJIHA BUPTYyasbHas CPEla MOXKET 3aeliCTBOBAThH
BCE IIPOLIECCOPBI CEPBEPA, a HE OIPAaHMUYMBATHCSI OJHUM, BBIICIAEMBIM Ha BUPTYAJIbHYIO MAIIHUHY.
COOTBETCTBEHHO, 3T CHUCTEMbl MOXKHO OOCHYXMBaTh IO OTIEIBHOCTH (HampHMep, MPOBOJUTH
MIEPEHOC WM KOITMPOBAHKE TAHHBIX) 0€3 OCTAaHOBKHM CaMOT0 CepBepa, Ha KOTOPOM OHH 3aIyIeHbI[2].

JIByMss KpyNHEMIIMMM HUIpOKaMH, MPEJOCTABISIIOIIMMHE  PEHIEHUs] [0 BUPTYyalIU3alUU
UH(PACTPYKTYphl, sBIsIOTCS KomMmanuun VMware u Microsoft. O0e KoMmmaHuu mpeyiararor
pasnUYHbIE TMOAXOJBl K OpraHM3alliil BHPTYAIbHOH HMHQPACTPYKTYphl W TPEIOCTABISIOT
COOCTBEHHBIN HA0OP (PMPMEHHBIX TEXHOJIOTHI M PEIICHUH B 001aCTH BUPTYaIN3aINH.

B pesynbrare BBINONHEHMS PabOTHI B TECTOBBIX mHemsix Ha obopymoanmu [[OJ] Obuia
pa3BépHyta cucteMa ESX cepBepoB, 00beuuéHHas oqauM vCenter Server.

bnaronaps ucnons3zoBanuto Texnosornit VMware vMotion u Microsoft Live Migration 6bu1a
OCYILIECTBJICHA MUTPAITHSI PSAJIa CITY>KEOHBIX CEPBEPOB C pabOTAIOIIUX MAIIMH C OJTHOTO (PU3UIECKOTO
y3J1a Ha JIPyroil B pealbHOM BpPeMEHHU 0€3 OCTAHOBKU U MPOCTOS CIYKO. ITO MO3BOJMIO JTOOUTHCS
BBICBOOOXKJICHUSI psila CEpPBEPOB, YIUIOTHUB HArpy3Ky Ha JIpYyrux, a Takke JOOUThCS OoJbliIe
Ha/I&KHOCTH 3a CUET CO3/1aHMS PE3E€PBHBIX KONUM U 1a0JI0HOB BUPTYaJIbHBIX MAIIHH.

IIpu stoM, ucnonbs3oBanne ESX cepBepa MO3BONSET YNPOCTUTh HW3MEHEHHME KBOT KaK Ha
napameTpbl CPU 1 onepaTBHOM MaMATH, TaK M HA UCITOJIb30BaHUE JMCKOBOTO IMPOCTPAHCTBA.

ESX mno3Boisier KOHTpONIMpOBaTh M JAWHAMUYECKH TM€PEepacHpesieNiiTh BbIUUCIUTEIbHbIC
pecypchl CepBEpOB BUPTYyaIU3alMy (IPOLIECCOPBI, MaMsATh, MUCKHU) MPU MOMOIIHM MYJIOB PECYpCOB
(Resource Pool).

CoBpemeHHasi apXUTEKTypa CETH OpraHU3alldil MPEeIOCTaBIIIeT MHOXKECTBO CEPBHUCOB U
MacitTadupyemMa 0 COTeH Y3JIOB M ThICSY TOJIb30Bareneil. AJIMHHUCTpaTopaM HEOOXOIUMO
CEerMEHTHPOBATh CETh M3 COOOpaKEHHWM OE30MacHOCTH W yIpaBlIeHUs TpadUKOM, YTO HE BCEraa
MOXXET OBbITh JOCTH)KMMO TPAIUIIMOHHBIMH petieHnsMU. ESX 1mo3BossieT mpon3BOAUTh HACTPOHKY
BUPTYaJbHOTO KOMMYTAaTopa M YHPAaBJIATh JOTMYECKUMH PECYpCcaMH CETH, BMECTO (H3HMUECKHX.
Hcnonb3ys BUPTyalnu3aluio, MOSBISIOTCS JOMOJHUTENbHBIE BO3MOXHOCTU MO CErMEHTHPOBAHHIO
CETU OTHOCHUTENBHO HYXJ MOJb30BaTeleld U IPYIIl, ¢ MPUMEHEHUSIMU OTAEIbHBIX PErIaMEHTOB U
MOJIUTUK OE30MaCHOCTH.

Jnist TeCTOBBIX 1IeJeH, MPHU MOCTPOSHUU CUCTEMbI BUPTYaIU3allMK OTAENIbHBIX cepBrcoB L{O/]
ObLIM KCIOJb30BaHbl Pa3HbIE NUMCKOBBIE Hakomurenud — oT BHyTpeHHUX SATA auckos, o cuctem
XpaHeHus TaHHbBIX, padoTtarontux mo uHrepdericam SAS, iISCSI u Fibre Channel. ITpu moaepuuzaium
O/l paumoHanbHO HMCHONB30BaTh YK€ UMEIOIIUECS JUCKOBbIe MaccuBBL. TakoBbiM siBisiercst HP
EVA 8000.

CosmectHoe wucnonn3oBanne HP EVA 8000 u VMware mo3BossieT HOOUTBCS TMOKOCTH
nonkioueHus cepsepoB no uHTtepdeiicam SAS, iSCSI u Fibre Channel, a taxke ux coueraHusM;
JOCTYI K BBICOKOTIPOM3BOJUTEIILHOMY XpaHWIHIy (pabotatomee Ha OJIOKOBOM YpOBHE),
MacmtadupyemMomy ¢ (haitoBoit cucteMoit VMware it MOIAEPKKU 3allPOCOB OT BUPTYAIbHBIX
MAIllMH ¥ MHOTOYHCIICHHBIX MPUJIOKEHU; TIOTY4UTh COATAHCHPOBAHHYIO MTPOU3BOAUTENFHOCTD KaK
JUIsL TPaH3aKIMOHHBIX, TaK U JUIS TOCIeI0BaTeNbHBIX MpHiioKeHuH, Bkiroyas Exchange, SQLServer,
Oracle, Sharepoint, 63karn- u aita-cepBepsbl.

Takum o00pa3oMm, HCIONB30BaHWE BHPTyaIM3allMd Ha Oa3e TexHoysormn VMware ¥
KJIacTepu3alMy JaHHBIX Ha auckoBbix MaccuBax HP EVA 8000, obecneumBaeT CyIIeCTBEHHYIO
HKOHOMMUIO Ha amnapaTHOM OOecTieueHUH, 00CTyKMBaHUH, TIOBBIIACTCS THOKOCTh MH(PACTPYKTYPHI,
YIPOILAET MPOLEAYPY PE3EPBHOTO KOIMTMPOBAHMS U BOCCTAHOBJIEHUSI TIOCIIE COOEB.

3aknwuenue. MojepHU3alusl TOCTPOEHUsT ceTH cOopa U 00pabotku nmaHHbix [1O]]
MPENPUATUS CBA3U 3aKIIOYAETCd B TOM, YTO OHAa IIO3BOJIAET ONTUMM3HMPOBATH PECYPCHI CETH,
peann3oBaTh €€ MacIITabupyeMocTh, JO0OUThCA AP(EKTUBHOTO yIpaBlICHUS] HArPY3KOW U 3aIlUTON
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HH(bopMauI/H/I Ha ceTd. Mcronb30BaHUE CUCTEMBI BUPTYAIM3ALMH IT03BOJISIET CYIIECTBEHHO COKPATUTH
BPEMEHHBIE M3JEPKKH Ha PA3BEPTHIBAHUE HOBBIX CEPBEPOB, YIPOCTUTH IPOLIECC MUTPALUUA U
PE3CPBHOTO KOIIMPOBAHU JaHHBIX.
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MODERNIZATION OF THE COMMUNICATIONS COMPANY'S DATA
COLLECTION AND TRANSMISSION NETWORK
Nozhnikov E.A., gr.367041; Nozhnikov R.A., gr.367041
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Khatskevich O.A. — PhD in technical sciences, associate professor

Annotation. The materials of the report consider ways to improve the efficiency of communication
data centers based on modern technologies. The development of a network resource virtualization and
dynamic load balancing system will optimize network resources and implement effective load
management and information protection on the network.

Keywords: modernization, information collection and processing center, virtualization
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COMPARISON OF YOLOV12 AND YOLOV11 IN SAR IMAGE SHIP
DETECTION
WANG W.Q., ZHANG X. (group 263111)
Belarusian State University of Informatics and Radioelectronics, Republic of Belarus
MA J. — Assistant in Department of Infocommunication Technologies.

Annotation: This study evaluates the performance of YOLOv12 in SAR image target detection compared to
YOLOvV11. Experimental results demonstrate that YOLOV12 outperforms YOLOV11 in detection accuracy
(mAP50 and mAP50-95), small target detection, and complex background processing, exhibiting faster
training convergence and stronger generalization ability. The study validates the advantages of YOLOvV12 in
SAR image target detection.

Keywords: SAR image; target detection, YOLOV12, performance comparison.
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Introduction. Synthetic Aperture Radar (SAR) images play a crucial role in target detection
tasks due to their all-weather and all-day imaging capabilities. However, SAR image characteristics
such as speckle noise, complex textures, and small target distribution pose challenges to detection
models. As the latest version of the YOLO series, YOLOvV12 introduces the Area Attention module
and Residual Efficient Layer Aggregation Network (R-ELAN), further enhancing global modeling
capability and feature aggregation efficiency. This study aims to evaluate YOLOv12's performance in
SAR image target detection and compare it with YOLOV11 [1]. The key improvements in YOLOv12
over YOLOV11 include the introduction of Area Attention module for enhanced global dependency
capture in complex scenes, implementation of R-ELAN for optimized multi-scale feature fusion,
enhanced Anchor-Free mechanism for simplified target box generation, and improved small target
detection capabilities.

Experimental Methods and Results. The evaluation of model performance was conducted
using several key metrics, including mAP50 (mean Average Precision at loU threshold 0.5), mAP50-
95 (mean Awverage Precision across loU thresholds from 0.5 to 0.95), and various training losses
including box regression loss, classification loss, and distribution focal loss. The experimental results
revealed significant performance improvements in YOLOv12 compared to YOLOv1l. Training
metrics showed that YOLOv12 achieved lower box loss values, indicating more accurate target
localization and faster convergence during training [2]. The classification loss was also notably
reduced, demonstrating improved accuracy in target classification. Validation results further confirmed
YOLOvV12's superior performance, with lower validation box loss indicating stronger generalization
ability in Figure 1.

Performance comparison between the two models showed that YOLOv12 consistently
outperformed YOLOV11 across all evaluation metrics. The improved mAP50 and mAP50-95 scores
demonstrated enhanced detection accuracy, particularly under strict loU thresholds. YOLOv12
exhibited superior capabilities in handling complex backgrounds and detecting small targets, which are
crucial challenges in SAR image processing [3]. The model showed faster convergence during training
and demonstrated more robust performance across various testing scenarios.

Dataset Split

Figure 1 — Comparison Workflow Diagram of YOLOv11 and YOLOV12 for SAR Image Target Detection

YOLOv12 outperforms YOLOvV11 across all evaluation metrics. During both training and
validation phases, YOLOv12 demonstrates significantly lower loss values (Box Loss, Cls Loss, and
DFL Loss), indicating faster convergence and stronger generalization capability. Additionally,
YOLOvV12 achieves substantial improvements in precision, recall, as well as core metrics such as
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mMAP50 and mAP50-95, which comprehensively validates its enhanced detection performance in
Table 1.

Table 1. Comparison of YOLOvV11 and YOLOV12 Performance Metrics

Metric YOLOv11 YOLOv12 | Improvement

Train Box Loss Higher Lower Faster convergence, more accurate localization
Train Cls Loss Higher Lower More accurate classification

Train DFL Loss Higher Lower Better distribution predictions

Val Box Loss Higher Lower Stronger generalization ability

Val Cls Loss Higher Lower More stable classification performance
Val DFL Loss Higher Lower Stronger generalization ability
Precision Lower Higher Lower false positive rate

Recall Lower Higher Lower false negative rate

mAP50 Lower Higher Higher detection accuracy

mAP50-95 Lower Higher Better performance under strict loU

Conclusion. Through comprehensive experimental validation, YOLOv12 has demonstrated
significant advantages in SAR image target detection tasks. Compared to YOLOv11, it shows notable
improvements in detection accuracy and robustness, particularly excelling in small target detection and
complex background processing. Although its inference speed is slightly lower than YOLOvV11, it still
meets real-time detection requirements. The research findings provide important references for the
development of SAR image target detection technology, suggesting that YOLOvV12's architectural
improvements effectively address the unique challenges posed by SAR image processing. Future
research can further explore the application of YOLOv12 in more SAR image tasks (such as semantic
segmentation and change detection) and combine multimodal data (such as optical images and SAR
images) to further improve the detection performance.

List of references:
[1]. YOLO: You Only Look Once / J. Redmon., A. Farhadi. // ARXiv preprint arXiv:1506.02640. 2016.

[2.] Efficient Real-Time Object Detection with Attention Mechanisms / Z. Ge., S. Liu., F. Wang., et al. // arXiv preprint arXiv:2308.12345. 2023.
[3]. SAR Image Target Detection Using Deep Learning Methods / Z. Zhang., H. Sun. // IEEE Transactions on Geoscience and Remote Sensing.
2021.
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Annotation. Synthetic Aperture Radar (SAR) imaging technology holds significant value in military reconnaissance and maritime monitoring due
to its all-weather and all-time imaging capabilities. Ship detection, as a core task of maritime monitoring, plays a crucial role in ensuring maritime
safety, combating illegal fishing, protecting the marine environment, and military target reconnaissance. However, SAR images inherently suffer
from noise, difficulties in detecting small targets, and interference from complex sea conditions, which pose challenges to the design of ship
detection algorithms. In recent years, the YOLO series of algorithms has continuously evolved in SAR ship detection, with the latest version,

YOLOV11, significantly improving detection accuracy and efficiency through innovations such as lightweight design, multi-scale feature modeling,
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and improved attention mechanisms. This paper analyzes the key technological features of YOLOvV11 and its performance advantages in SAR

ship detection while exploring its application prospects in complex scenarios and future optimization directions.
Keywords: SAR ship detection, YOLOvV11, object detection algorithm.

Introduction. With the growing global demand for ocean resource development, maritime traffic
management, and military reconnaissance, ship detection has become increasingly important. SAR, with its
active microwave imaging technology, overcomes the limitations of traditional optical sensors affected by
weather and lighting conditions, making it an essential tool for maritime monitoring. However, the inherent
speckle noise, low resolution, and target occlusion in SAR images under complex sea conditions increase the
difficulty of detection. Therefore, leveraging advanced algorithms to improve the accuracy and efficiency of SAR
ship detection has become a key research focus. As the latest version of the YOLO series, YOLOv11 achieves
breakthroughs in both accuracy and efficiency through a series of technical improvements, demonstrating
stronger adaptability in complex scenarios.

Main Content. YOLOv1l excels in object detection tasks, with its technical enhancements primarily
reflected in three aspects. First, the C3k2 module adopts a lightweight design to replace the traditional C2f
module, reducing the number of parameters while maintaining multi-scale feature fusion capabilities. Second,
the Fast Spatial Pyramid Pooling (SPPF) enhances the model's robustness to various target sizes through muilti-
scale pooling. Lastly, the Parallel Spatial Attention Convolution Block (C2PSA) combines self-attention
mechanisms with parallel processing paths to strengthen global feature modeling. These improvements enable
YOLOv11 to perform exceptionally well in tasks such as instance segmentation, pose estimation, and oriented
object detection, particularly in complex scenarios like ship detection.

YOLOv11 performs excellently in SAR ship detection, mainly due to its multiple technical improvements.
First, it can simultaneously capture global features of large targets and detailed information of small targets
through a multi-scale feature pyramid and a dynamic anchor point allocation mechanism, effectively addressing
the issue of significant size differences in ships 0. Second, in response to the complex sea waves and clutter
backgrounds in SAR images, YOLOv11 introduces an improved attention mechanism and context information
modeling, significantly enhancing its ability to suppress background noise and reducing both false detection and
missed detection rates 0. Additionally, YOLOv11 adopts a lightweight design, with only 2.4M parameters, fast
inference speed, and high computational efficiency, meeting real-time requirements Error! Reference source
not found.. This makes it highly applicable and reliable in practical applications such as maritime safety
monitoring. Overall, YOLOv11 provides strong technical support for SAR ship detection with high precision,
adaptability, and efficient performance.

Performance Comparison and Experimental Analysis. In the SAR-Ship-Dataset, the performance
comparison between YOLOv11 and YOLOv10 is shown in Table .

Table 2.YOLO Model Performance Evaluation Table

Model P R mAP50 | mAP50-95
YOLOv10 | 0.906 | 0.869 | 0.947 0.613
YOLOv11 | 0.927 | 0.898 | 0.967 0.613

YOLOv11 improved by 2.32%, 3.34%, and 2.11% in precision, recall, and mAP50, respectively, but
showed no improvement in the overall metric mAP50-95. Additionally, the training and validation loss curves of

YOLOv11 decline more quickly and smoothly, indicating faster convergence and stronger generalization ability.

Conclusion. YOLOv11 demonstrates outstanding technical advantages in SAR ship detection tasks.
Experimental results indicate that it significantly outperforms YOLOv10 in key metrics such as precision, recall,
and mAP50, while also achieving faster convergence and stronger adaptability. However, its performance on
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the comprehensive metric mAP50-95 still requires improvement. Future research should focus on further

optimizing the algorithm's adaptability to complex physical environments and enhancing the physical
characteristic modeling of SAR images to improve detection robustness and overall performance.

List of references:
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BNUAHUE ANFOPUTMOB CXKATUA OAHHbLIX HA
NMPOU3BOAUTEJIbHOCTb BEB-NMPUNOXEHUA
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Hayqnbii pykosogutess. LlleBuyk O.. — KaHAMAAT TEXHMYECKUX HayK, AOLEHT Kageapel MKT

AHHOTaumMa. B MaTepvanax AOKnaja pacCMaTpyBAETCS BAWSIHWE anropUTMOB OKaTust
[aHHbIX Ha MPOM3BOAUTENBHOCTb BEG-MPUIOXKEHWA. TPONCXOANT CPaBHEHWE OCHOBHBbIX
METOAOB OKaTusl, Taknx kak Gzip, Brotli n Zstandard ux 3dpdeKkTMBHOCTL B CHWDKEHWM
obbeMa nepefaBaeMblX AaHHbIX W BAMSHMUE Ha CKOPOCTb  3arpy3kuM  CTpaHuu,.
PaccMaTpmBaloTc  3KCNepuMeHTasbHble  pe3yfbTaThl M pekoMeHaauum Mo Bbibopy
ONTMMasIbHOIO anropuTMa B 3aBUCMMOCTU OT OCOBEHHOCTEN BES-MPUOXKEHUS.

KnroueBble cnoBa: ©kaTve AaHHbIX, npoussoauTensHocTb, Gzip, Brotli, Zstandard,
CKOPOCTb 3arpy3kH, lossless anroputmel, lossy anroputMel

BeedeHue. B HacTosiLLiee Bpemsi yIyudlLEHWE KIMEHTCKOrO OMnbiTa MMEET MepBOCTENEHHOE 3HauyeHue
AN NMOBbILLEHWsS] BOBITEYEHHOCTMN U OOCTWXKEHUS yerexa B 6usHece. OQHUM U3 BaXKHEMLLMX acMeKTOB, KOTOPbIN
CYLLECTBEHHO BIVSIET Ha YAOBMNETBOPEHHOCTb KIMEHTOB, SIBISIETCS CKOPOCTL 3arpy3ku Beb-caiita [1].

B ycrnoBusix pacTylleil KOHKYPEHLMW W CTPEMIIEHUS] K yOepXaHWIo Torib3oBaTenen, ynydlleHve
KIMMEHTCKOro OMnbiTa CTaHOBUTCS OAHOM M3 KoueBbIX 3aaady GuaHeca. [Nonb3oBatenu oxuaaloT MIHOBEHHOMO
OTKIUKA W MriaBHOM paboTbl BEG-caNToB. HECOMHEHHO, CKOPOCTb 3arpy3Kki KOHTEHTA UIpaeT peLuatoLLylo porb
B BOCMpUSITUM BeG-pecypca U BIMSIET Ha €0 YCNeX.

Beb-npunoxeHnst nepegaloT  OrPpOMHOE  KOMWYECTBO  [AaHHbIX, BKIOYas TEKCTOBble — (aiinbi,
N300paxkeHnsl, BUOEO U Opyrve pecypchl. Bbicokas Harpyska Ha ceTb MOXET 3amednivTb 3arpy3ky CTpaHwul,
0COOEHHO Ha YCTPOWCTBaX C HU3KOM MPOMYCKHOM CMOCOOHOCTHI0 coeauHeHusl. [ns npeodoneHust aTux
orpaHMYeHnn pa3paboTumnKky Bee Yallle NpuberatoT K UCMONb30BaHMIO anropUTMOB CXKaTUS AaHHbIX.

Vcnonb3oBaHWe anroputMoB CXaTusi MO3BONSIET YMEHbLUMTL OObeM nepeaaBaemblx haiirnos, 4TO
COKpaLLaeT BPeMsi 3arpy3ku CTpaHuLL U CHWKaeT NoTpebrneHne ceTeBoro Tpadguka. ATo 0COBEHHO BaXKHO Mpu
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nepefave TEKCTOBbIX AaHHbIX, Takux kak HTML, CSS, JavaScript n JSON.

CxaTve AaHHbIX NO3BOMSET CYLLECTBEHHO COKPaTUTL 0O0bEM NepefaBaemMblx hansoB, YTO NPUMBOANT K
YMEHBLLEHWIO BPEMEHM 3arpy3ku, ONTMMM3auMM MNoTpebreHuss ceTeBoro Tpadouka M MOBbILWEHWIO OOLLEN
NPOV3BOANTENBHOCTM NPUINOXEHUST. DTa TEXHOMNOMMSA 0CODEHHO akTyarnbHa Ans MOOUMbHBIX MOOKIOYEHNI, rae
CKOPOCTb MHTEPHETA MOXET ObITb OrpaHn4eHa.

Ha cerogHsILLHWIA feHb Hanboree nonynspHLIMA anropuTMammn cxaTus ans Be6-npunoXxeHnin ABNsiHoTCA
Gzip, Brotli n Zstandard. KaxgbIn 13 HUX MMeET CBOM OCOOEHHOCTM, TakMe Kak YPOBEHb CXaTusl, CKOPOCTb
JEKOMMNpPEeccnn 1 Harpyska Ha BblHMCIIUTENbHbIE pecypchbl. Bblbop nogxogsiero anroputma 3aBUCUT OT
MHOXecTBa (DaKTOPOB, BKIHOYas XapakTepUCTUKM cepBepa, TpeboBaHMS K CKOPOCTM 06paboTkM OaHHbIX U
noaaepxky 6paysepamu.

MpaBunbHbLIA BLIOOP anropuMTMa CxaTusi 3aBUCUT OT MHOMMX (DaKTOPOB, BKIIOYas XapaKTepUCTUKK
obopynoBaHusi cepBepa, TpeboBaHUs K CKOPOCTU 00paboTKM AaHHbIX U NOSOEPXKKY anroputMoB Opaysepamu.
Kpome Toro, BaxkHbIM acrekToM SIBNSeTCs HaxoxaeHne GanaHca Mmexay CTENeHb KOMNPeccum 1 BO3MOXHOW
Harpy3Komn Ha cepBepHOE U KIMEHTCKoe 06opyaoBaHue.

OcHogHast yacmb. CxaTue AaHHbIX NpeacTaBnsieT cobov MpouLecc YMeHblueHust x obbema 6es
notepu MHoOpMauMn C Uenbio ONTUMM3aUMK nepedadn n xpaHeHusi. B koHTekcTe Beb-mMpunoXeHun 3To
NOo3BONIAET CHU3UTb Harpy3ky Ha CeTb, YMEHbLUUTb BpPeMsA 3arpy3kuM CTpaHuL U, KakK cneacrteume, noBbICUTb
yAo0CTBO B3aMMOLENCTBUA NOMb30BaTeNs C CUCTEMOWN.

CyuecTBytoT aBa TMna cxaTus: 6e3 notepsb (lossless), ¢ notepsamu (lossy).

Lossless anroputMmbl cokpallaloT pas3vep AdaHHbiXx 6e3 u3MmeHeHus wux cTpyktypbl (Gzip, Brotli,
Zstandard). Lossy anroputMbl MCMOMb3YKOT YaCTUYHOE yaaneHne nHopmMaumm Anst 3HaUUTENbHOrO CHUXKEHUSI
obvema (JPEG, WebP, MP3).

Paccmotpum anroputm cxkatusi Beb-koHTeHTa Gzip. OH ABRSeTCsa O4HUM M3 CaMbIX MOMYISIPHbIX W
[AaBHO UCMOb3yeMbIX arropuTMoB cxaTus B Beb-paspaboTke. OH Gbin paspaboTtaH B 1990-x rogax u ¢ Tex nop
3apekomeHaoBan cebsi kak HageXHbIN N 3PEKTUBHBIN MHCTPYMEHT O7151 YMEHbLUEHMS O0ObeMa TEKCTOBbIX
OaHHbIX B UHTEPHET-NPUIIOKEHUSIX.

Gzip obecneunBaeT 3Ha4YUTENBHOE COKpalleHMe obbema AaHHbIX, 0CODEHHO AN TEKCTOBLIX (DanroB,
Takux kak HTML, roe npomcxogut yMeHbLUEHME M3ObITOYHOCTUN 3a CYET yaaneHust NMOBTOPSIOLLMXCS CUMBOJSIOB
n cTpyktyp; CSS, rge oxatmio nogaatoTcs CTUNK, CoAepKallme 4acTo MOBTOPSAOLUMECS KIOYU U 3HAYEHWS;
JavaScript, rge ynakoBbIBalOTCS OJIMHHbIE LIEMOYKM CUMBOSIOB, KOMMEHTapuu U npobenbl. B pesynbrare,
ucnonb3oBaHve Gzip MOXeT cokpaTuTb pasmep dainnos Ha 60—80% B 3aBUCUMOCTY OT CTPYKTYPbl AaHHbIX.

Paccmotpum paspabotaHHbin Google anroputm Brotli. Ero npemmyliectBamm siBnseTca nogaepxka
OOMbLUMHCTBOM COBPEMEHHBIX Opay3epoB, onTMMM3auusi Ans Beb-pecypcoB, ynyyleHHOe Cxatue Mo
cpaBHeHuo ¢ Gzip, 0coBEHHO A8 TEKCTOBbLIX (DaoB.

OpHon n3 kntoueBbix ocobeHHocTen Brotli siBnsieTca ero cnocobHOCTb MCNOMb30BaThb KOAMPOBaHME
Huffman — meTop, KOTOPbIN OCHOBLIBAETCA Ha BEPOATHOCTHOM aHanmse. Yacto BcTpedaoLwmecs CMMBOSbI U
dpasbl Nony4yalT KOPOTKME KOAbl, a pedkue — bonee AnvHHbIE, YTO MO3BONSET MUHUMU3MPOBATL OO
00beM JaHHbIX.

Tarke Brotli ncnonesyet 3apaHee 3agaHHbIV CnoBapb, coAepXallui YacTto BCTpevaroLlmecs gpasbl 1
BbIPXXEHWS!, KOTOPble OCOBEHHO akTyarbHbl a9 BeO-koHTeHTa. Hanpumep, dpasbl n3 HTML-pasmeTkn nnm
JavaScript-koga MoryT ObiTb ynakoBaHbl B 6oree komnaktHbli dopmart. 3Ta 0COBEHHOCTb MO3BONSET
anroputmy pabotaTb ObicTpee n adpdekTBHee, Yem Gzip, 0COBEHHO C TEKCTOBLIMM hannamu.

Zstandard — cpaBHUTENBHO HOBbLIM anropuTM, paspaboTaHHbIi Facebook. OH opueHTuMpoBaH Ha
ObICTPYHO KOMMPECCUIO U JEKOMIMPECCUIO, YTO AeNaeT ero yAoOHbIM AN CEPBEPHBIX MPUIOXKEHNIA.

OTOT anropuTM CoveTaeT MOKOCTb U BbICOKYHO MPOM3BOAUTENBHOCTb, YTO AENAET ero yHMBEPCasbHbIM
WHCTPYMEHTOM [ANs1 pasnuyHbiXx cueHapueB. OpQHOWM M3 KIOYEBLIX OCOOEHHOCTEN anropytma SBMSIETCS
BO3MOXHOCTb PErynMpoBaTb YPOBHM KOMMpeccMn B AduanasoHe oT 1 o 22, nossonss paspaboTyukam
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aganTvMpoBaTb npouecc nof 3agjayvn. Huskue ypoBHM oGecrneymBaloT MakCUMarbHyl CKOPOCTb 00paboTku

OaHHbIX, YTO BaXKHO 715t TPUMOXEHWI, paboTaloLwmx B pearibHOM BPEMEHN.

BbiCokne ypoBHM KOMMPECCHM MO3BOSSAOT AOCTUYb 3HAYUTENBHOIO YMEHbLLEHNS 0Obema halnsos, YTo
0ocobeHHO MornesHo npu nepegaye GonblnX 06LEMOB AaHHbIX. Briarogapsi BbICOKOM CKOPOCTU KOMMPECCUN U
aekomnpeccun, Zstandard OeMOHCTpUpPYET OfHY W3 MNyudlMX MPOM3BOLAMTENBHOCTEN CPEOM COBPEMEHHBIX
anropMTMOB, YCMELLHO CMNPaBrsisicb ¢ 06paboTkon MHGOpMaLMK B pearibHOM BPEMEHM.

Vicnonb3oBaHMe cCXaTusi [aHHbIX MO3BONSET [AOCTUYb  3HAYUTENBHOIO YMEHbLUEHUS obObema
nepegaBaeMon MHAOPMaLMK, YTO NPUBOAUT K CredyloLwmM YIy4YLIEHUSIM: COKpaLLLEHWe BPEMEHWN 3arpy3km —
yMeHbLUeHne pasmepa cannos Ha 30-80% CcHwxaeT 3agepxkv Npy nepegade AaHHbIX MO CETW; CHWXKeHWe
HarpyskM Ha cepBep — nepefaya CxkaTbiX AaHHbIX YMeHbLUaeT obbem nepegaBaemoro tpaduka, CHUKas
NCMonb30BaHME MPOMNYCKHOM CNOCOBHOCTM; ONTUMM3ALIMS MOBUIbHBIX NOAKIOYEHNIA — KOMMNPECCcusi 0COBEHHO
Ba)KHa Ansi Norb3oBaTtenen ¢ MefieHHbLIMIU U HecTabunbHbIMKM coeguHeHusiMU. O4HaKO Ype3MepHoe cxxaTme
MOXET MPUBECTM K YBENUYEHUIO Harpy3kuM Ha MpoLeccop cepBepa M KIWEHTa, YTO OCOBEHHO KPUTUYHO ANist
PECYPCOEMKMX MPUINOXKEHMIA. [103TOMy BaXKHO HaxogouTb GanaHC MeXay CTeneHbl) CKaTUsS U CKOPOCTbHO
06paboTkM AaHHbIX.

Gzip obecnedvBaeT cpegHWn ypoBeHb CxXaTus MpU BbICOKOW CKOPOCTM Komnpeccuu n gekomnpeccun. OH
LLUMPOKO NoaaepKMBaeTcs bpaysepamu 1 cepeepaMy 1 NoaxXoauT AN AUHAMUYECKUX OaHHbIX.

Brotli nemoHcTpupyeT Gonee BbICOKMA YpPOBEHb CxXkaTusi, YeM (Gzip, 0COBEHHO ANA TEKCTOBbIX AaHHbIX. OH
MeHee BbICTPbI, HO ONTUMAreH ANsi CTaTUYECKOro KOHTEHTA, Takoro kak CSS u JavaScript, u nogaepxumBaeTcs
COBpeMeHHbIMU Bpaysepamu.

Zstandard coyeTaeT BbICOKUI YPOBEHb CXKaTWs C CaMOW BbICOKOW CKOPOCTbI 00paboTkM AaHHbIX. OH naeaneH
01151 CepBEPHbIX NPUITOXEHUA 1 06paboTkM BOMbLLMX MACCUBOB AaHHbIX, HO UMEET OrPaHUYEHHYHO MOOOEPKKY
Opay3sepamu.

Mpn BbIOOpPE anropuTMa KOMMAPECCUM crepyeT YYuTbiBaTb Cneumdguky BeO-MPUIIOXEHUS U ero
nonb3oBatenen. [ns GonbluMHCTBa cryvaeB pekomeHayeTca Brotli n3-3a ero Bbicokon achdhekTBHOCTM Npu
nepegaye cratnydeckmx ganno [2]. Gzip ocTaeTcsa akTyanbHbIM 4S8 o6paTHON COBMECTUMOCTU U BbICTPOro
cKaTus B pearnibHOM BpemeHu. Zstandard mooxogut Onsa cepBepHbIX MPUNOXEHUA n obpaboTknm BGonbLUmX
00beMOB AaHHbIX.

[ns oUeHKN BNUSIHWUSA anropuTMOB CXaTWSA AaHHbIX HAa MPOU3BOAUTENBHOCTL BED-NPUNOXEHU Bbinn
npoBedeHbl TECTUPOBAHUS C PasfuMYHbIMU TUMAMW KOHTEHTA W B pasHblX cueHapusix. OcHOBHas Uuernb
3KCMEPVMMEHTOB 3akriouvanacb B onpegeneHun adpdekTnBHocTn anroputmoB Gzip, Brotli n Zstandard B
CHWXeHUn obbema nepefaBaeMblX AaHHbIX, YCKOPEHWUWM 3arpy3ku CTpaHuL, M MUHUMM3ALUM Harpysku Ha
cepBepbl.

[ns uccnegoBaHUst UCMOMNb30BanvCh Pa3fnuYHbIE TUMbl KOHTEHTA, KOTOpbIE 4acTo BCTpeyalTcs B BeO-
npunoxeHusix. Cpean HUX TekctoBble dannbl, Takne kak HTML, CSS, JavaScript, a Taike JSON n XML,
KOTOpble LUMPOKO MPUMEHSIIOTCA OJ1S CTPYKTYPUPOBaHHbLIX AaHHbIX. HTML nossonser ymeHblWTb 0ObeM 3a
CYET ONTMMM3ALMN MOBTOPSIIOLLIMXCA 3NEMEHTOB CTPyKTypbl, CSS BemMrpbiBaeT 6Gnarogapsi COKpalLeHWio
KroYern 1 3Ha4eHun, a B JavaScript 90ekTMBHO CXMMAaKOTCA ANMHHBIE LEENOYKK, Npoberbl 1 KOMMEHTaPUN.
M3obpaxeHnsa B copmate SVG, coaepxkallime TEKCTOBble 3MIEMEHTbl M MeTadaHHble, Takke MNogaatoTcs
ckatuo, Torda kak dopmatel JPEG m PNG uMeoT BCTPOEHHble MeTodbl KOMMpPEeccun, m3-3a Yero
OOMNOINMHUTENBHbIE anrOPUTMbI MOYTU HE YITyYLIaT UX pasmep.

BeG-wpudpTel, Takme kak WOFF un TTF, ycnewHo cxumarotcs npu vcnonb3oBaHuu Brotli, yto ocobeHHo
nonesHo Ansi YCKOpeHus 3arpys3ku cTpaHud. Buaoeo n ayamodpainel, Hanpumep, MP4, MP3 u WebM, yxe
UCMONb3YOT CKaTUe C MOTEPSMKU, MOSTOMY OOMOMHUTENBHAA KOMMPECCUs ANns HUX He Adana 3HaudnTernbHbIX
pe3ynbTaToB.

Take ObinvM npoTtecTupoBaHbl APl-oTBeThl B dhopmaTtax JSON u XML, koTOpble UrpaloT BaXkHyt porb B
obMeHe AaHHbIMW MEXOY KIMeHTaMu u cepBepamn. AT oopMaTthbl NPOAEMOHCTPUPOBANN BbICOKUA YPOBEHb
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YMeHbLLEHMS 00 beEMA M3-3a NpeackasdyeMoln CTPyKTypbl. OTaenbHoe BHYMaHWe Obino yaerneHo TEKCTOBbLIM flor-

(hannam cepBepoB, TaK Kak OHWM MMEIOT 3HaYUTenbHble pa3Mepbl, 1 Zstandard nokasan nyyive pesynbTaTthl Mo
CKOPOCTM CKaTUA U MUHUMarbHbIM 3adepkam npum nx obpaboTke.

Kaxxapi TN KOHTEeHTa gan pasnuuHble pesynbTatbl. Brotli okasanca ontumaneHbiv ans CSS n JavaScript
Gnarogaps BbICOKOM cTeneHu cxkatud, Zstandard npogeMOoHCTPYPOBar UCKITIOUMTENBHYHO NPOU3BOAUTENBHOCTb
npu paboTte ¢ GOMbWNMK OaHHLIMW, TakuMmKn kak norv unu APl-otBeTbl, a Gzip adhdeKTMBHO cripaBurics ¢
OVHaMUYECKUMM TEKCTOBbIMU (parnamu, MUHUMMU3MPYS Harpy3Ky Ha npoueccop. Takol nogxoa nokasar, YTo
BbIOOp anropmMTMa 3aBUCUT OT CTPYKTYpPbl 1 0cobeHHOoCTen 0bpabaTbiBaeMoro KOHTEHTA.

Mo BnusiHMIO Ha ckopocTb 3arpy3ku Brotli obecneunn cokpalleHne BpeMeHu 3arpy3ku CTaTUYECKOro KOHTEHTa,
Takoro kak CSS wun JavaScript, Ha 25-35% no cpaBHeHutio c Gzip. bnarogaps 3aToMy OH CTaHOBWTCH
onTumarnbHbIM BbIGOpOM fAnsi 3apaHee cxaTbix pavnoB. Zstandard npogemMoHCTpupoBan  BbICOKYH
MpOM3BOOUTENBHOCTL  MPU  KOMMPECCUM  OUMHAMWYECKUX  OaHHbIX,  MWHUMMU3MPYS  3agdepxks B
BbICOKOHArPY>XEHHbIX CEPBEPHbIX NpUroxeHusx. Gzip coxpaHun cBoko adheKTUBHOCTb Anst 06paboTKN MenKknx
TEKCTOBbIX (palnnos, obecneunBas MUHUMArbHYIO Harpy3ky Ha cepBep.

Mo koacbduumeHTy cxatus Gzip yMeHbLUM pa3mep TeKCTOBbIX AaHHbIX Ha 60-70%, uto obecneuvBaet
3HauuTenbHoe cokpalleHne obvema. Brotli npessowen Gzip, cokpatve pasmep Ha 70-80%, ocobeHHO ansi
OonbLUMX TEKCTOBbIX MaccvBOB. Zstandard [OCTUr aHanorMyHbiX pesynbTaToB, cpaBHUMbIX € Brotli, Ho
obecneunn 3HauyMTENBHO OOMEe BbICOKYID CKOPOCTb KOMMPECCUM, YTO AenaeT ero npeanoyvTuTenbHbIM Ans
cepBepHbIX 3adau.

MprBenem cpaBHEHME anropuTMOB CXaTus MO kKoahduLMeHTy cxaTtna (puc. 1).
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PucyHok 1 — CpaBHeHVe anroputMoB CxXaTus No KO3 ULMEHTY CKaTUs

Ewe ogHMM BaXkHbIM NoKa3aTenem siIBMSETCS CKOPOCTb 3arpy3ku (puc.2).
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PuvicyHok 2 — CpaBHeHWe anropuTMOB CXKaTusl Mo CKOPOCTY 3arpy3Kkit

[na Toro, 4ToObl CPaBHUTL CKOPOCTb 0OPabOTKM MPU KOMMPECCUMN 1 OEKOMMNPECCUMN 00paTMMCS K auarpamve
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Ha pUCyHke 3.
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Pl/lcyHOK 3- CpaBHeHme anropuTtMoB CxaTua No CKOpPOCTH O6p860TKI/I npu KoMnpeccun n gekomMmnpeccun

3aknrodeHue. ANropuTMbl CKaTust AaHHBIX UrpaloT BaXHYHO pofb B ONTUMU3ALMKN BED-MPUNOXEHUI,
Nno3Bonss yMeHbLNTL 06 beM nepegaBaeMbix Pannos U yryyLinTb NPOM3BOAMTENBHOCTL cuctembl. Gzip, Brotli
n Zstandard obnagaloT pasHbIMK XapakrepucTvkamun, 1 Bolbop MeToda ckatns OOSMKEH yduTbliBaTh GanaHc
Mexay CTeneHb KOMMPECCUMM, CKOPOCTbI0 00paboTKM M Harpy3kon Ha cepBep. [pamoTHOEe npuMeEHeHne
KOMMpeccum crocobCTBYET YNyYLEHMIO MOMb30BaTENbCKOrO OrblTa, CHWKEHWIO Harpysks Ha ceTb 1M Gonee
3P PEKTUBHOMY MCMONb30BaHNIO PECYPCOB.

Crincok inreparypni
1. Brotli vs. GZIP: A Comprehensive Comparison of Compression Algorithms. / Abdul Rehman 2023. — 17 Min Read.
2. How Image Compression Affects Your Website’s Loading Times — John Hughes 2023.

UDC 004.75
THE IMPACT OF DATA COMPRESSION ALGORITHMS ON WEB APPLICATION
PERFORMANCE
Antsiferova E.IL
gr.467041

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Shevchuk O.G. — Ph. D

Annotation. The report examines the impact of data compression algorithms on the
performance of web applications. It compares key compression methods such as Gzip,
Brotli, and Zstandard, analyzing their effectiveness in reducing the volume of transmitted
data and their influence on page load speed. Experimental results and recommendations for
selecting the optimal algorithm based on the characteristics of the web application are
discussed.

Keywords: Data compression, performance, Gzip, Brotli, Zstandard, load speed, lossless
algorithms, lossy algorithms
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YK 621.397.13:654.9-049.7

MHTEJINEKTYAJIbHbIE CUCTEMbIBUOEOHABJIFOAEHUA U KOHTPONA

Boporosny /. F0.
2p.467041

bernopycckmi rocyAapCTBEHHbIV YHUBEPCUTET UHGOPMATUKN U PAANOI/TEKTDOHUKY,
r. MuHck, Pecriybrika berapyce

HayuHbii pykoBoanTesis: BULIHAKOB B.A. — JOKTOP TEXHUYECKUX HayK, rpogeccop kagespsl KT

AHHOTaUMA. B cTaTbe paccMaTpyBalOTCA COBPEMEHHbIE CUCTEMBI BVI,U,eOHa6J'IIO,D,eHMFI, nx
npenMyllecTea U OTJinunA OT CTaHAAPTHbIX CUCTEM BMAeoHabnoaeHns

KnroueBble c/ioBa: WHTENEKTYaslbHble CUCTEMBI BMLI,GOHaGJ'IIOﬂeHMFI, BUAEOKOHTPO/1b,
BUAEOAHAIUTUKa

BeedeHue. AKTyanbHOCTb MpoeKTa onpeaensieTcs TeM (pakToMm, YTO Ha CEerofaHsLHUN AeHb
TPagUUMOHHbIE Kamepbl BUAEOHAONOAEHMA HE YOOBMETBOPSIOT B MOMHON Mepe noTpebHOCTAM B
OonepaTMBHOM pearMpoBaHUM Ha BHELUTATHbIE CUTyaLUMM Ha KPYMHbIX MPOM3BOACTBEHHBIX U UHbIX
obbekTax. [na pelleHnst COBpPEMEHHbIX 3adad TpebyloTcs KOMMMEKCHbIe WHTeNNeKTyanbHble
CUCTEMbI, B OCHOBE KOTOPbIX feXaT CIOXHble anroputMbl BUAeOaHanMTUKN.

WHTennekTyanbHble cucTeMbl BUAEOHabNOAEHNS U KOHTporns obragatoT psaoM KIHoYeBbIX
hakTopoB, KOTOpble MOBbIWAT Ge3onacHoCTb U 3dEKTUBHOCTL BUAEOHabNoaeHNs. [TNaBHbIM
acnekToM £BNSeTCA MNoBblleHne 6e30nacHOCTM, YTO MO3BONUT MPEeAOTBPaTUTL KPaXM U aKTbl
BaHOanvMama, a Takke CHM3UTb OLLIMOKM, CBsi3aHHbIE C YenoBeyveckum haktopom. HeoTbemnemon
YacTbl0 CUCTEMbI SBMSIETCA ONTMMMU3aUUA OMepauMOHHbIX MNPOLECcCoB, 3TO MO3BOMUT  HaMm
NPOU3BOANTL MOHUTOPUHI 3a NPOM3BOACTBOM (Hanpumep, OCTaHOBKa KOHBenepa) 4N MUHMMU3aLmm
npoctoeB. Cucrema NO3BOMUT aHanu3vMpoBaTb MepeMeLleHne COTPYOHWKOB W TpaHCropTa, YTo
MO3BONNT ONTUMU3MPOBATL MapLLPYThbl U pacnpeaeneHve 3agad [1].

HenocpeacTBeHHbIM MPEMMYLLECTBOM Takke SBMAETCA MHTerpaums ¢ pyrumm cucteMamm u
9KOHOMMYecKas BbIroga cucTeMbl BuaeoHabnogeHuns. CoBMelleHMe C cucTeMaMu  KOHTPOIs
poctyna, loT-gatuMkamm M NoXapHOW CUrHanmsaumen Mo3BOSIUT MOBbICUTL 6e30MacHOCTb Ha
npeanpuaTun. Takke MMeeTcs BO3MOXHOCTb MOHUTOPUHra OBBHLEKTOB M3 foOOM TOYKM MUpa, YTO
KPUTUYHO ONs ceTeBbIX NPeanpusaTui.

OcHogHasi 4Yacmb. VHTennekTyanbHble CUCTEMbl BUAEOHAOMIOOEHNs — 3TO annapaTHo-
NpPOrpaMMHbIN KOMMFEKC, KOTOPbIN MCMONb3yeTcs A4S aBTOMaTn3MpoBaHHOro cbopa nHgopmaumm ¢
MOTOKOBOrO BMAeO. B cBoen paboTe 9T CUCTEMbI OMMPAKOTCA Ha pasfnuyHble anropuTMbl
pacrnosHaHuMs N300pakeHui, cucTeMaTmsaumMm u obpaboTkM MNOMy4YeHHbIX AdaHHbIX. OkasblBaem
MOMHbIN KOMMNSEKC YCNyr N0 CO34aHUI0 CUCTEM BUAEOHabnogeHns.

WHTennekTyaneHoe BuaeoHabnogeHne, kak nobasi BbICOKOTEXHOMOrMYHas cuctema, nveet
CBOM MMOCbl M MUHyCbl. K rnaBHbIM npeumyliectBaMm 0OOpPYAOBaHUS C  aHaANUTUYECKUMU
anropuTMamMm MOXXHO OTHECTH:

- NPaKTUYECKN HEOrPaHUYEHHbI (OYHKLIMOHAn;

— BbICOKYI TOYHOCTb M HaOEXHOCTb;

— LUMPOKMIA CMEKTP pearbHbIX CUeHapreB NpuMeHeHnsi 060pyaoBaHMS;

- Opy>KeCTBEHHbIN NHTepelc;
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- UJI/IpOKI/II7I Bbl60p aHarmnMTn4eCckmnx anropnTtmMoB;

- MOCTOsIHHAA pa3paboTka HOBbLIX MPOrpaMMHO-anmnapaTHbIX KOMMIIEKCOB.

MaBHbI HEOOCTAaTOK WHTENNEKTyanbHOro BWMOEOHAONIO4EeHMs — BbICOKas CTOMMOCTb
obopynoBaHnNst 1 NporpaMMHbIX Moayren. Pacxoabl Ha BHeApEHUE CUCTEMbI Ha KPYMHOM 3aBoAe
NN NPoM3BOACTBEHHOM OObEKTE MOrYT AOCTUraTh O4EHb BOSMBLLMX CYyMM.

K MeHee 3HauMbIM MUHYCaM MOXHO OTHECTH:

— BbICOKYIO Harpy3Ky Ha KaHarbl CBsi3V U3-3a nepeaaym 605bLoro obbema AaHHbIX;

- pasMeLLeHne B apXmBe «nycTon, MyCOpPHOM» UHpopMaLmu;

- HE4OCTaTOYHbIA YPOBEHb 3aLLMLLEHHOCTN 6a3bl JaHHbIX.

Mepen BHeOpPEHWEM WHTENNEKTyanbHOM CUCTEMbI BMOEOHAbOMNOAeHUs cneayeT TwaTernbHO
npoaHanuaMpoBaThb LieriecoobpasHoCTb MeponpusiTusa. Ecnvn aHanutuyeckne anroputMbl NoMoratoT
NoBbilaTb  MPOU3BOAMTENBHOCTL  TPYAA, CHWXKAKOT BEPOSITHOCTb  YENoBEYECKMX  OLUMOOK,
CNOCOOCTBYIOT pa3BUTUIO BM3HECA W MOBLILLEHWIO MPOAAX, TO PacXodbl Ha MOKYMKY, YCTAHOBKY U
o6cnyxmBaHmne obopynosaHus BeICTPo okynaTes [3].

Cuctembl BuaeoHabnoaeHus, B KOTOPbIX peanu3oBaHbl WHTENNeKTyanbHble  YHKLMN,
no3eonsaT 6onee apdeKTMBHO pellaTb MOCTaBMEHHbIE 3adayn. Ncxogs n3 MHOMOYUCIIEHHBIX
OMbITOB, YTOMIIAEMOCTb, HECMOCOBHOCTb K ANUTENbHOM KOHLEHTPAaLMM CKasbIBAKOTCA Ha YenoBeke
yxe 4epe3 nonyaca paboTbl C HECKONbKUMWM Kamepamu, YTO NPUBOOUT K PE3KOMY MadeHuto
athbdekTmBHOCTN HabnogeHns. B TO e BpeMsi MHTennekTyanbHble CUCTEMbI BMAEOHAbNoaeHNs
[aloT CTabunbHOE M BbICOKOE KaveCTBO, a pelleHne Takux 3adad, kak pacrnosHaBaHue OosnbLIoro
Konu4yecTBa ntogen, NPOXoAsALWmMX Ha NpeanpusaTue B pexnume peanbHOro BpeMeHu, NpakTuiyecku He
npeacTaBnseTcs BO3MOXHbIM A YenoBeka.

BOnbLWWHCTBO COBpPEMEHHbIX CUCTEM BUAEOHAbNoOeHUS MMelT npocTenmne cpeacrsa
aHanu3a BMaeon3obpaxeHus — Hanpumep, AeTekTop AsvxeHns. OgHako 3TOro HeAOoCTaTOYHO Ans
peLleHns 04eHb MHOMUX aKTyarbHbIX Ha CEerogHsALWHUA AeHb 3agad. VIMeHHo ans ux pelueHus 6bina
paspaboTaHa BugeoaHanuTuka.

BruaoeoaHanntuka — TeXHONOrns, NCNonb3ytoLLas MeTOAbl KOMMLIOTEPHOrO aHanusa  ans
aBTOMATU3MPOBAHHOIO MOMlyYEeHMS [OaHHbIX Ha OCHOBaHWM aHanuMsa nocrnegoBaTerbHOCTU
N300paxeHnin, NOCTyNalwLlmMX C BUAEOKAMEP B PEeXMMEe pearnibHOro BPEMEHU WM U3 apXMBHbIX
3anncen. BugeoaHanuTuka npegcrtaBnsieT cobown nporpamMmmHoe obecriedeHne anst pabotbl C
BMOEOKOHTEHTOM. B oCHOBe nporpamMmmHoro obecneyeHnst NeXxnT KOMMNEKC anroputMoB MaLLMHHOIO
3peHUs, MO3BOMSAIOWMX BECTU BUMAEOMOHUTOPWMHI W MPOM3BOAMTL aHanu3 AaHHbiX 6e3 npsmoro
yyacTus Yyenoseka.

BuaoeoaHanntuka MMeeT MHOXECTBO MOMe3HbIX (PyHKUMI: pacrno3HaBaHue nuuy, 6ecuenbHOro
NnoBedeHus, CnexeHne 3a ObbekTaMn WU 3aKPbITbIMW 30HaMK, OETEKTUPOBaHWE MPOHWKHOBEHUS,
aHanu3 BWOEOHabNIOOEHUA OrpaHUYeHHOW 30Hbl W nepuMeTpa, pacrno3HaBaHWe HOMEPOB
aBToTpaHcnopta. OCHOBHOM KOMIMSIEKC YCnyr, NpegocTaBnsieMbli CUCTEMOW BUAEOAHANUTUKMA ONS
OXpaHbl 3aKPbITbIX 30H, CNEAYLLNNA:

- BbisiBNeHne 1 onpegeneHe BeposTHOCTEN BO3HMKHOBEHMS npeanosiaraemblx yrpo3 o6bekTy
B 3aKPbITON 30HE.

- OnpepaeneHne 30H 06bekTa, NOABEPXKEHHbBIX YS3BUMOCTSAM.

- ObHapyxeHue hakTa nepecedeHns nepmmeTpa 3aKpbITOM 30HbI.

- WNHdopmmpoBaHMe COOTBETCTBYHOLLUMX CAYXO O HAaNUuum noTeHUManbHbIX Yrpo3 nnm (akTtoB
NPOHVKHOBEHWS.

—llocbinka W3BELWEHUN U U300PaKEeHW HEeLTaTHOro CrnyYas LeXypHOMYy nepcoHany
6e3onacHocTV o6bekTa, BKOYasi HOCMMbIE YCTPOWCTBA.

Pesynbtatamm paboTbl BUAEOAHANUTUKM ABMAOTCA COObITUA B BMAE COOOLLEHWI, KOTOpbIE
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OOJMKHbI ObITb nepenaHbl onepaTtopy CUCTEMbI BI/ID,eOHa6J'II-OD,eHI/IFI nnn 3anncaHbl B BUOE0apXmB A4
nocneayroLLero NCnonb3oBaHus [2].

3aknroyeHue. VHTennekTyanbHble  CUCTEMbl  BMAEOHAONOAEHUsT  TPaAHCHOPMUPYIOT
NacCcuBHbIN 060p OaHHbIX B WHCTPYMEHT aKTUBHOIO YynpaBlieHus, obecneuymBass He TOMNbKO
663OI'IaCHOCTb, HO W PpoCT Sd)d)el(TI/IBHOCTI/I npegnpuAaTuA. Cucrtema no3BOMSET MOBLICUTb
SCbeeKTI/IBHOCTb pa6OTbI onepartopa Ha6J'II'O,EI,eHVIFI, onTMMnN3NpoBaTb XpaHeHne 1 MUCnorib3oBaHue
OaHHbIX, CKOHLEHTPUPOBaTb pa60Ty onepartopa Ha noTeHuMarbHbIX Yyrpo3ax wu obecneynTb
6e30MacHOCTb COTPYOHMKOB.
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CUCTEMBbI BJIOKYENH B IT-MEJJULIUHE

Kaykxo M.O.

Benopycckuii rocynapcTBeHHBIH YHUBEPCUTET HH()OPMATHKHI 1 PAIHOAIEKTPOHNKH,

2. Mumnck, Pecnybnuxa benapyce
Hayunwuii pyxosooumens: Buwnakos B.A. — dokmop mexnuueckux Hayk, npogheccop xagedpvrt UKT

AHHOTauma. B matepuanax goknaga paccmaTpuBaeTcsl BO3MOXHOCTU M MEepPCrekTUBbI
NMPUMEHEHUs] TexXHomorum GnokyeriH B |T-meauumHe. PaccMOTpeHbl MaTemaTuyeckue
MOOENN M CXeMbl Nepedaynm MeOULIMHCKUX [AaHHbIX MpU  MCMONb3oBaHUM BGroKYenH.
0O0606LLEeHbI NPpobriemMbl U HeAOCTaTKM NPUMEHEHMST BroKYenH-TexHonormm B IT-meamumuHe.
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KnroueBble cnoBa: OnokyenH, |T-mMeguuMHa, 3NEKTPOHHbLIX MEAMUMHCKNE  KapThbl,

noreHuuan npuMmeHeHus OnNOKYelH, KOH(bI/I,U,eHLI,I/IaﬂbHOCTb OaHHbIX

BeedeHue. Brnok4yeliH — 9TO pacnpedenieHHbI peecTp, KOTOpLbIN obecrneynBaeT cnocob 3anucu
MHGOPMaLMM N COBMECTHOIO MCMONb30BaHUsi COOOLLECTBOM, B KOTOPOM KaXKAbI Y4acCTHUK BEOET CBOH
COBCTBEHHYIO KOMMUIO MHGOPMaLIMK, BCE YYACTHUKN AOIMKHbI NPOBEPSTh NoOble 0OHOBNEHMS KonnekTueHo. C
MOMOLLbIO BroKYeriHa KpUNToNorust 3aMeHsIET CTOPOHHMX MOCPEOHMKOB B KAYeCTBE XPaHUTEnNs 40oBepus, npu
3TOM BCE Y4YaCTHUWKM OrnokvelHa 3anyckaloT CrOoXHble anropuTMbl ONs1 NMOATBEPXKOEHUS LENOCTHOCTU
NHOpMaLm.

CoBpemeHHast anekTpoHHas meauumHa (e-health) ctankueaetcs ¢ npobnemMamy 6e30nMacHOCTU AaHHbIX,
OTCYTCTBMEM [OBEPUSI MEXOY Y4aCTHMKaMN CUCTEMbI U CITOXKHOCTbIO ODMeHa MeauUMHCKON MHdopMaLMen.
BrnokyeliH-TexHonorms, Gnarogapsi CBoel [OeLeHTpanu3oBaHHOW npupode, KpunTorpaduyeckon 3sawmrte u
HEM3MEHSIEMOCTM JaHHbIX, NpeanaraeT pewleHns aTux npodnem [1].

Llenb gaHHOM cTaTbM — OaTb KpaTkoe onucaHve paboTbl GriokyerH, npoaHanmMaupoBaTb Tekyllee
COCTOSIHUE W NEepPCrnekTUBbl NpUMeHeHus OrnokyeriHa B IT-meguuvHe, a Takke 0003Ha4iTb MpoGremsl
BHEAPEHUs] TEXHOMOMMMN.

OcHogHast Yacmb. bnokyeliH ompaercs Ha: xem-¢yukimn (SHA-256, Keccak) — obecrednBaroT HeinocTHOCTh
JaHHbIX; anroputMsl kKoHceHncyca (Proof of Work, Proof of Stake, PBFT) — rapaHTUpyOT COrnacoBaHHOCTb AaHHbIX
B ceTn. B MeanumHCcKkmx BriokdyenH-cuctemax npuMeHstoTCa anroputMbl KoHceHcyca: Proof of Authority (PoA) —
ansa oeicTpon Banvaauumn TpaH3akuun (nogxogut ana EHR — Electronic Health Records); Delegated Proof of
Stake (DP0S) — GanaHc mMexay CKOpOCTbio M AeueHTpanusauunen [9]. bnokvenH no3BonsieT XpaHUTb X3aLun
3anucen B Lenodke, a camun ganHble — B IPFS (InterPlanetary File System); koHTponupoBaTte goctyn yepes
CMapT-KOHTPaKTbI.

[aHHble 1 Tpaduk B Griok4ernHe WndpyroTca ¢ UCMoNb30BaHMEM NMPOTOKOSOB BbICOYANLLNX CTaHAapTOB
6esonacHoctn (ECC, AEC). API urpaloT BaxHyl porb B KOHMOeHUManbHOCTM M 6e30MacHOCTM AaHHbIX
30paBoOXpaHeHns], obecneunBasa besonacHyo nepegady MHpopmaumm 0 naumMeHTax Mmexay cuctemamm [2].

B cdepe 3gpaBooxpaHeHMst UCMONb3yeTcsl DOMbLUOE YNCIO0 YMHbIX MEOMLIMHCKMX YCTPOWCTB, KOTOPbIe
MOCTOAHHO COBUPAOT M OTCHEXMBAIOT PasnUYHY0 MHopMmaumo. bBnokyeinH obecneymBaeT MNOCTOSIHHBLIN
KOHTPOMb 3a TakUMW YCTPOMCTBaMW, KOTOPbIA CBOAWUT K MUHUMYMY Kakue-nnbo HecaHKLMOHUPOBAaHHbIE
MaHMNynaumMm ¢ Hamm [3].

Ons kogMpoBKM M 3aliMTbl AaHHbIX MEOULIMHCKOrO Xapakrtepa npu OopraHusaumMnm MeguLMHCKOro
obcnyxmBaHna Ha 6a3e OnokvenH-nnartopmbl B Hambonbluen CTeneHW MOOXOAUT TEXHOMOTUst YMHbIX
KOHTPaKTOB (CMapT-KOHTPaKTbl). APPEKTUBHOCTb JAHHOM TEXHOMOIMU C TOYKM 3peHust obecnedeHns 3amThbl
OaHHbIX NauMeHTa 3akryaeTcs B TOM, YTO AOCTYM K HMM OBecneyvMBaeTcs TOMbKO MOCKe ero cornacus.
TexHoMnormMsA YMHbIX KOHTPaKkToB obecneynmBaeT LOCTOBEPHOCTb M 3alUMTy NepedaBaeMbiX OaHHbIX, a Takke
pa3gensieT MHAOPMAaLMOHHbIE MOTOKM Ha obwenoctynHble (B obesnuyeHHon dhopme) n Tpebytowme
pa3peLLeHns Ha Ux nepegadvy TpeTbMM Nuuam (nepcoHanMa3npoBaHHble) [4].

MpenmyLLLecTBa MCNONB30BaHNS ONOKYENH B 34paBOOXpPaHeHnm [1]:

1. JeueHTpanusaumsa — OTCyTCTBME LIEHTPANbHOMO y3ra, XpPaHsiLLero 1 ynpaenstoLwen nHdopmMaumen (y
BCEX YYACTHMKOB paBHbIE NMpaBa, MO3TOMY COBEpLLEHME Onepaunii MPOBOAUTCA MEXAY HUMW HAaNpPsSMYHO);

2. KoHdmaeHumanbHOCTb JaHHbIX — BOKYENH HEM3MEHsIEMasi CTPYKTypa, 0bsi3aTenbHO MpUMEHSIOTCA
KpunTorpadomyeckme anropmTMbl LUIMGPOBAHWS, XELUMPOBaHNUA 1 ayTudukaumy;

3. OrpaHuyeHne gocTyrna — TONbKO Bnagenvy, HAOpMauum MOXET YNpaBnsTb AOCTYMOM K CBOU
OaHHbIM;

4. HapexHocTb — 3anmcy 6rokv OrokyerHa XpaHsiTcst Ha BCEX Y3nax CEeTW, YTO MUHUMU3UPYET WX

yTpary;
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5. MNMpoBepka gaHHbIX — 6e3 gocTyna K MHopMaLmK, XpaHsiLLencst BHyTpY G6oka, MOXHO NpoBEpUTL ee

LIeNOCTHOCTb N HEN3MEHHOCTb.

O606LLEeHHYI0 Moaenb YNpaBneHUs MeaULMHCKUMM AaHHbIMM MOXXHO NpeacTaBnTb B Buae [1]:

Mmic = {Mcehr' Mcct' Mdma' Mcbi' Mrpm}v

roe M., — ynpaBrieHue aneKTPOHHbIMU MEeAVLMHCKUMU KapTamu; M., — yNpaBrneHue LenoYkamiy nocTaBok

nekapcTs 1 6opbba ¢ KoHTpadakTom; M,,, — aHanM3 MeauULMHCKUX JaHHbIX; M,; — NpoBeAeHUe KIMHUYECKUX
11 BUOMEANLIMHCKNX UCCMEeA0BaHWNIA; M., — YAANeHHbIA MOHUTOPUHT NaLMEHTOB.

B Ttabnuue 1 npuBegeHbl camble akTyarbHble HaNpaBneHus Ans UHTerpauun Griok4eriH-TeXHONorum B
chepe IT-MmeguumMHe Ha CerogHsLWHNA AeHb [1,3 — 4].

Tabnuua 1 — HanpasneHne npumeHeHus 6rnokyeinH B T-meguumnHe

Ne | HanpaBneHue Mpobnema OnTtummnzaums Mpumepsl
1 | YnpaeneHnwe LlenoctHocTb AaHHblX, | ObecneuvBaeT 6esonacHoe | MedRec,
3MNEKTPOHHBLIMM KOHTpOMb AocTyna XpaHeHve 1 nepefady AaHHbix | nnatdopma Panacea,
MeaNLMHCKNMU Mexay cybbekramm Mnatchopma Akiri
kapTamu (BMK)
2 KoHTponb KoHTponb  nmoanuHHocTh | Npo3spayHoe ADLTTM, TraceRX,
Leno4ykn nocCTtaBOK | TOBaApOB AOOKyMeHTUpoBaHue, Komnanus
nekapcTs OTCrnexviBaHue ToBapa MediLedger
3 | TenemeanuyuHa LlenocTtHocTb 1 | 3awmwaeTt gaHHble nauueHToB | Solve.Care
KOHpMAEHUMAnNbHOCTb npw yaaneHHbIx KoHcynbTaumsx | MyClinic
OaHHbIX
4 | WUccnegoeaHna un | LlenoctHocTb n | MapaHtTMpyet  goctoBepHocTb | NMnatgopma CTRR,
KNUHU4Yeckmne KOHpMAEHUMAnNbHOCTb OaHHbIX, cbop AaHHbIX ¢ | komnaHusa Chronicled
ncnbITaHNS OaHHbIX MEeONLINHCKNX YCTPONCTB,
aBToOMaTu3auusi NpoLLeCccoB
5 | MNoaTteepxaeHue danbendmkaums MapaHTUpyeT  pocToBepHOCTb | [poTokon GnokvenHa
KBanudukaumum [OKYMEHTOB [OKYMEHTOB R3 Corda
MeANLNHCKOro
nepcoHarna
6 | PerynuposaHue Bonblune BpeMeHHble | [NoBbllLeHNe npo3padHocTy, | KomnaHusa MetLife
CTPaxoBbIX CMOPOB | 3aTparThl, CHWXEHWIO cnyyaeB
danbcudmkaums MOLLIEHHNYECTBA,
OOKYMEHTOB aBToMaTu3auus 06paboTku
obpaLleHnn

[Nonb3oBaTenun 3aaHMMalOT pas3nnyHbIE NO3NLUKN B CUCTEME U MOIyT nNpocMaTpmBaTb TOJIbKO T€ 3arnucu, K

KOTOPbIM OHM nony4yunu OocTynmn. MauneHTsbI MoryTt [006aBNATb 3anmMcy C MOMOLLBIO KIMEHTCKOMN nporpammsbl,

KOTOpasi Bbi3blBaeT KOA LENoYkM Ans doukcaumm TpaH3akuum B ceTu. Mocne dovkcauum TpaHsakuMn B ceTu

GriokyeliHa O6HOBIEHHbIE TPaH3aKLUMKW PachpOCTPaHSIIOTCSA MO CETV U FapaHTUPYIOT, YTO Kaxkaas TpaH3aKuus no

CeTn pacnpocTpaHAeTCcAa cpean BceX y4aCTHMKOB CUCTEMBbI. Hu ogHa TpaH3akuus He MOXeT ObITb M3MeHeHa

mnn yaaneHa HeaBTOPU30BaHHbIMU MOMb3oBaTENAMU. TpaH3aKLI,VIVI NPUMEHAIKTCA TONMbKO K npeablayuiemy

X3LLy C BPEMEHHOW METKON, MO3TOMY CETb MONHOCTLIO Ge3onacHa. 3anucy U3MEHSITCS M OOCTYMHbI NoboMy

nornb3oBaTento GriokyeiH-ceTu. MocTaBLUMKM yCryr, BKMOYas MEOMKOB U COTPYOHWKOB nabopatopuii, MoryT

3anpalmnBaTtb Heobxoaumble AaHHbIe yepeas CeTb.

Ha npumepe Mcnonb3oBaHWsi 3MeKTPOHHBIX MEOMUMHCKMX KapT MOXHO PacCMOTPETb CXeMy nepedayn

MEeOULIMHCKMX OaHHbIX. I'IepBOHaqaano OaHHble TeHepupyrTCA N3 HOCMMOIro unn MeguumMHCKOro yCTpOIZCTBa

naumeHTa, nepegatotcs B 6riokdenH yepe3 APl n B koHeyHoM mtore B EHR o4eHb npospadHbiM crnocobom.

TakuMm e 06pa3om AaHHble OyayT BO3BpaLLEHbI NMaLMEHTY UM MEAMLIMHCKOMY paGoTHUKY. JTiobble AeicTBus ¢

AaHHBbIMM OOIMKHBI ObITb CornacoBaHbl C apyrue sanHtepecoBaHHbIe CTOPOHbI.
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Ha pucyHke 1 nokasaH NOTOK AaHHbLIX OT X UCTOYHMKA (NaumeHTa) 0O 3MEKTPOHHON MEAMLMHCKON KapThbl

(EHR) [5].

C6op AaHHbIX - WudposaHue 1
nauMeHTa XpaHeHWe AaHHbIX

MpunoxkeHue ana — MpepocTtaBneHne
34paBoOXpaHeHNs MeULMHCKKUX yCayr

YnpaBneHue v perynaMpoBaHue

MNonyyeHne Bo3HarpamaeHuin

PucyHok 1 — Cxema nepenaym MeamumMHCKUX AaHHbIX

Cxema cocTouT 13 6 KOMMOHEHTOB:

1 COop OaHHbIX naumeHTa. JTOT KOMMOHEHT OTBEeYaeT 3a cOOp AaHHbIX OT NauMeHTa M3 pPasfimyHbIX
WCTOYHMKOB, BKIOYas MeauLMHCK1E Npubopbl, HOCUMbIE YCTPOMCTBA U MOCTaBLUMKOB MEAMLIMHCKUX YCIyr U T.
a.

2 LlWndpoBaHne © XpaHeHME [daHHbIX. 3TOT KOMMOHEHT rOonyYaeT, 3anucbiBaeT U XpaHuT
3almMdpoBaHHbIE MEAMLMHCKUE AaHHbIE NauneHTa B 6rIoKYeliH-CeTu.

3 [lpepocTaBneHuss MEOMLMHCKUX YCRyr. OTOT KOMMOHEHT nNpenocTaBnsieT MedUUMHCKME YCryru
nocTaBlMKaM MeaULUMHCKAX YCNyr, NauMeHTaM W APYrMM Ha OCHOBE [aHHbIX O 300pOBbe MauMeHTa
XpaHsLLMXCS B BNokYenHe. 3TK ycryri MOryT BKIOYAOT TeneMeanuunHy, yaaneHHbIn MOHUTOPUHT U T. 4.

4 TlpunoxeHuin Onsi 30paBOOXPaHEHMs. OTOT KOMMOHEHT, KOTOpble MO3BOMST  MeOULMHCKUM
paboTHMKaM MOCTaBLUMKaM MEOMLUMHCKMX YCIyr MOMy4uTb OOCTYN K MEOMUMHCKAM [OaHHbIM MauueHToB,
XpaHSALWMMUCS B BriokyeriHe. 3TV NPUNOXEHNS BLICTYMAKT B BUAE MOOUMbHLIX NPUIIOXKEHWI, BEG-NOPTaNoB 1
3NEKTPOHHBLIX MeanUMHCkMX kapT (EHR).

5 YnpaeneHue v perynupoBaHue. JaHHbIA KOMMNOHEHT obecneunBaeT Haa30p WM ynpaBneHne CUCTEMbI,
obecrneunmBass [oOCTyn K  MEOUUMHCKUM  [JaHHbIM C  COOMOOEHMEM  HOPMaTUBHbLIX — TPEGOBaHMNA,
KOHdUAEeHUMANbHOCTU U CTaHaapToB 6Ge30MacHOCTY.

6 MonyyeHve Bo3HarpaxxaeHWin. ATOT KOMMOHEHT CTUMYNUPYET 3anHTEPECOBaHHbLIE CTOPOHLI, MOOLLPSS
0B6MeH MEAULIMHCKMMM JaHHBIMU U UCMONb30BaHWE NPELOCTaBMSEMbIX YCIYr. QTN CTUMYIbl MOTyT ObiTb B BUAE
COBCTBEHHOM KPUMTOBAsOTLI MO0 B BUAE CKUOOK.

Takas cxema npuasaHa obecneuntb 6e3onacHyto 1 Npo3padvHyo nratdopmy Anst cbopa, XpaHeHus u
obMeHa MeOMUMHCKUMU [OaHHbIMM NaLMEHTOB, a Takke NPenoCcTaBWUTb NOCTaBLUMKAM MEAMUMHCKUX YCRyr U
naumMeHTam BO3MOXHOCTb [OCTyna K 3TMM [OaHHbIM W WX WCMONb30BaHWUS ONs YyYlleHusl pesyrnbTaToB
MEAULIMHCKOrO 0BCMYK1BaHMS.
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HecmoTpsi Ha cyulecTBylolmMe NpensaTcTBUsi, ONOKYENH OTKPLIBAET 3HAYUTESNbHLIE MEPCNEKTUBLI AN

ONTUMU3aLIMN NPOLIECCOB B cdiepe HayK O XM3HW. KnioyeBbiM BbI3OBOM Ha MyTW K LUMPOKOMY BHEOPEHUIO
ABNgeTca Heobx0oAMMOCTb TpaHcdopMauMn B3MMA4OB PyKOBOAMTENENW B YacTHOM W roCyAapCTBEHHOM
CeKTopax, a TakKe MONWTMKOB, Hapsdy C ajanTauven ynpaereHdeckux nogxogos. Mo mepe passuTvs
TEXHOMOMM W NOSIBMEHUS YCNELHbIX KENCOB, AEMOHCTPUPYIOLLMX CHUXKEHUE PUCKOB, OXWAAETCS yBenuyeHue
TEMMNOB €e OCBOeHVS B Brivkaiiime nate neT. AT0, B CBOKO ovepeb, NO3BONMT GokyYenHy B MOMHON Mepe
peann3oBaTb CBOM NOTEHLMAn B paMKax 9KOCUCTEMbI HayK O U3HW [6].

Bapbepamu Ans LUMPOKOro NpUMeHeHNs GrokveriHa B 30paBOOXPaHEHNN ABNAIOTCA Takke npobnembl
MaclITabupyeMocTu, 3agepXkky nepefadn [AaHHbIX, B3aVMOAEWCTBUS MeXZy pasfnuMYHbIMK cucTeMamu,
6e30nacHOCTM AaHHbIX M KOH(MOEHUMANbHOCTU. 3TN NpenaTcTBus TpebyloT KOMMMEKCHOro peLleHvs Ans
yCNeLHoro BHeApEHNsT GNOKYENH-TEXHONOMMA B 34paBOOXpaHeHMN. B kauecTBe nepBOCTENEHHOMO peLLeHUs
MOTYT BbICTYNUTb BOMPOCHI NPaBOBOrO PEryNMPOBaHMS.

B Poccum yxke HeckomnbKo NeT UCnonb3yTcs MeQULMHCKUE SIEKTPOHHbIE KapTbl NaLMEHTOB, aKTUBHO
pa3BMBaETCs CErMEHT TenemeauuuHbl. [1pn 9TOM Ha rocydapCTBEHHOM YPOBHE TEXHOMOrns Grok4YenH He
MCNOMnb3yeTcsl, HO PacCMaTPMBAETCS KaK OAMH U3 BO3MOXHbIX BapuUaHTOB [7].

3awnroveHue. bnokyenH obnagaet 3HauuTenbHbLIM NOTEHUManoM Ans TpaHcopMaumn SMeKTPOHHOM
MeauLmMHbl, obecneyrBast 6e30NacHOCTb, NPO3PaYHOCTb M aBTOMaTMU3aumio. Ho octaloTcst BbI30BbI, CBsI3aHHblE
C MacwrabupyemocTtbto K perynsaumen. [danbHemwve wccneqoBaHWs OOMKHbl ObiTb HanpaeneHbl Ha
ONTUMU3ALIMIO ANTOPUTMOB M MHTErpauUMio C CYLLECTBYIOLLUMMUA MEOULIMHCKAMK cucTemamn. [MpuBeneHsl
MaTeMaTUyecKme MOLENMN U CXema Nepenadn MEAULIMHCKMX AaHHbIX.
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Annotation. The report considers the possibilities and prospects of blockchain technology

application for IT-medicine. Mathematical models and schemes of medical data
transmission when using blockchain are considered. Problems and disadvantages of
blockchain technology application in IT-medicine are summarized.

Keywords: blockchain, IT-medicine, electronic health records, potential applications of
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HayuHbii pykoBoanTesis ACTPOBCkum U, — KaHaNAAT TEXHUYECKUX HAYK, AOLIEHT Kagegpsl MKT

AHHOTaumMs. B craTbe paccMaTpyBalOTCA  BOMPOCHI  OpraHM3auMyM  COBMECTHOIO
paAVONOKpPbITUS reTEPOreHHbIX PaAMOCETEN, KOrAa Ha TEPPUTOPUM OTHOCUTENBHO 6OSbLLION
FOPOACKOM  COTbl  KyNbTUBMPYIOTCS  Manble nukocoTbl outdoor Tuma. C  MOMOLLbIO
KOMMbIOTEPHOrO MOAENMPOBAHUS MOYyYeHbl 3aBUCMMOCTM Pa3MEpOB MasibiX COT OT psiAa
napameTpoB. lMonyyeHHble pesynbTaTbl NO3BONSIOT AaTb PEKOMEHAALMM MO ONTUMU3ALMK
reTeporeHHbIX CETEBbIX PELIEHMN.

KnioueBble CNOBa: reTeporeHHble CETW, MMKPOCOTbl, MUKOCOTbl, rapaHTUPOBaHHOE
NOAK/IOYEHNE, MOLENM PACMpPOCTPaHEHUS BOJTH, KOMIMLIOTEPHOE MOAENMpoBaHue, Matlab

BeedeHue. lNof reteporeHHon coToBom ceTblo — HetNet — 06bIMHO NMOHMMAIOT Takow BapuaHT
PaaVonoKPbITUSA, KOrga Ha TeppUTOPUN OTHOCUMTENbHO BOMbLLON rOPOACKOM MUKPOCOTHI (paguyc oT
HECKOSbKMX COTEH MeTPOB A0 1 KM) OpraHu3yloTCa MasieHbKMe MUKOCOTbI (PaauyC OT HECKOMNbKUX
aecatkoB meTpoB Ao 150 meTtpoB) anst obcnyxuBaHus Oonblioro Tpaduvka B ONpeaenéHHbIX
rioKanbHbIX «ropsaumx Todkax», unm hot-spots (cm. pucyHok 1). Mo 3TOM MpUYMHE CUHOHWMOM
noHaTnst HetNet vacto aBnsietcs Tepmun Small Cells — MmaneHbkne coThbl. [pu 3ToOM pedb MOET Kak O
nukocoTax outdoor Ha ynuuax, Tak u o nukocoTax indoor BHYTpu rnomelleHun [1]. Kpome nuko-BS
noKanbHOe PaavonoKpbITUE MOrYT co34aBaTb BbIHOCHbIE pagvomogynn RRU, wurpatowme pornb
PENUTEPOB CUIHANOB LEHTpanbHOM MUKPO-BS. Takon cueHapuini xapakTtepeH Ansi MOKpbITUS
«TEMHbIX Touek» — dark-spots.
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hot-spof
Wi-Fi

PucyHok 1 — Cxema reteporeHHom cetu
(RRU — Remote Radio Unit, BoiHocHOM npuémonepenaTumk; AP — Access Point, Touka goctyna Wi-Fi) [2]

Bo Bcex nepeuncneHHbIX cryydyasdx BO3HWKaeT cuTyauusi, Korda MobunbHble cTaHuum MS
0KasblBaTCA MoL BO3AENCTBMEM CUIHAMOB OT LIEHTpanbHOM MUKpobasbl 1 Gnivvkanuen nmkobasbl.
MobunbHas cTaHuMs o6blMHO BbIOMpaeT Ans AanbHenwen paboTbl Ty 6a30BYy0 CTaHUMO, OT
KOTOPOW OHa npuvHUMaeT 6oree MOLLHbIM cneumanbHbld curHan ans BeinonHeHuns npouedypbl Cell
Select. Noatomy OT xapakTepa pacnpegeneHus n B3anmMHOro COOTHOLLEHMST YPOBHEN 3TUX CUrHanoB
OydeT cunbHO 3aBUCETb, Kakne aboHeHTbl OyayT 0b6CnyXmMBaTbCA B MMKOCOTE, a@ KakMe OCTaHyTCs B
MukpocoTe [3].

OcHoeHast Yacmb. [Ansi oueHKN pasmepa hopMrMpyemMon NMMKOCOTbI BHYTPU MUKPOCOTLI Obina
HanucaHa nporpaMmma mogenvposaHus B cpege MATLAB, pesynbtaTtbl paboTbl KOTOPOW MOKa3aHbl
Ha pucyHke 2. MogenupoBanach cuTyaums, Korga BHyTPU ropoACKON OTHOCUTENBbHO HU3KOYaCTOTHOM
MUKPOCOTbI pa3mellaeTca BblcOko4YacToTHasa nukocota Tuna PoleStation gmanasoHa FR2.
Mporpamma BbluMCASNa N3MEHEHVE YPOBHS cUrHana npu yaaneHun ot MUKpob6asoBow CTaHUMKM Ha
ocHoBe mogenu COST 231-Hata [4] ons yactotbl 1800 MU, BbICOTbI YCTAHOBKM @HTEHHbI 3TOW
6a3bl B 30 M 1 nsny4yaemon moluHoctn 46 gbm (40 BT). MogenupoBaHne pacnpeaeneHnst YpoBHS
curHana nvkobasbl BbIMOSTHANOCE CUMMETPUYHO OT TOYKM YCTaHOBKM 3TOW nnkoBasbl D Ha ocHoBe
mogenu 13 [5] ansa cueHapus UMI-Street Canyon-LOS anst yactotbl 27500 MMy, mowHoctn 23 obm
(Ha pucyHKke 2) n BbICOTbl YCTaHOBKM aHTeHHbl 10 M. CnegyeT ocobo OTMETUTb, YTO BXOZsLLME B
moaenu uns3 [4, 5] norapnmbl MMEIOT TOYKN paspbiBa NpU HyNeBOM PacCTosiHUK. o aTon npuynHe
nuKoBble MoLIHOCTM 46 gbm n 23 gobm anst 6a3oBbIX CTaHUMWM Ha rpadmkax pUCYHKa 2 He
oTobpaxatoTcs.

MpoAonbHLIN pa3mMep NMUKOCOTbLI M3MePSSicsa No koopaumHaTam X1 1M X2 Todek nepeceveHus
rpadmkoB pacnpegeneHns curHanos OT AByX 6a3oBbix cTaHuui. [anee oToenbHO BbIMMCNSANCS
pasamep dX1 ot Toukm D go koopguHaTbl X1. AHanOrMyHO BblUMCIIANCA pasMep dX2 n cymma
R=dX1+dX2, nmetowasa cmbIiCn NPOaOSIbHOM ANNHHBLI MMKOCOThI.

113



61-51 HayYyHas KOHGbepeHyUs acrnupaHmMos, MasucmpaHmos u cmydeHmos BI'YUP, 2025 e.

0r

Micro-Base
Pico-Base

-10

-20

-30

-40

-50

B0

-70

YpOBE‘Hb NPUHUMAEMOro CUrHana, al =1}

80—

-80

-100
0.3 0.4 0.5 0.6 0.7

PaccrosHue, km

PucyHok 2 — PacnpegeneHune ypoBHe NPUHMUMAEMOro curHana ot Mukpobasel 1 nmkobasbl.

Mo pesynbTatam MOOENMPOBAHMSA Ha pUCYHKaxX 3 M 4 MoKasaH XxapakTep M3MEHEHUs pa3vepoB
nukocoTbl R, dX1 1 dX2 npn nameHeHuMn, COOTBETCTBEHHO, MECTa YCTaHOBKM nunkobasel D (npn eé
MOLLHOCTK 23 ABM) 1 nsmeHeHun moLlHocTn nmkobasbl (D=250 m).

Mpw pocTe n3ny4yaemon NMKoBa3om MOLLIHOCTU, Tak U €€ NepeaBKEeHUN Ha rpaHnLy MUKPOCOTI, rae
HWXe YpPOBEHb curHama mMukpobasbl, HabngaeTcsa PoCT FIMHENHOro pasMmepa MMKOCcoThbl. [puyém
nameHeHne pasmvepa dX1 He O4YeHb 3HauuTernbHoe, a pocT R gocturaetcs MCKIHOUUTENBHO
yBenmyeHnem pasmepa dx2.

Opyrmmn cnoBammn, MPOUCXOOUT CMELLEHME BMNpPaBO TOYKM X2 Ha rpadmke pucyHka 2. MoxHO
npeanonoXunTb, YTO MPU 3TOM NPOUCXOOUT M3MeHeHNe hopPMbl MATHA MMKOCOTLI, KaK 3TO NokasaHo
Ha pucyHke 5. B cnyyae npeBblleHUs curHana nukobasbl Hag curHanom Mukpobasbl B
orpaHnyeHHon obnactu, aTa obnacTb MMeeT HEeKOTOPYK OBasibHyl0 (hOpMYy, COOTBETCTBYHOLLYIO
kpuBon 1. Mo mepe pocta ypoBHA curHana nukobasbl, npasas rpaHuua nMKOCOTbl CMeLlaeTcs
BMpaBo, a camMa MWKOCOTa, O4YEeBMOHO, YyBENMUMBAEeTCA B pasMepax, Kak kpveble 2 n 3. [lpu
HEKOTOPOM YpOBHe curHan nuko6asbl OyaeT npesbiwaTe curHan Mukpobasbl Bcerga, T.e. OO0
rpaHnLbl MUKPOCOTbI. ATy CUTyaLMIO UNMOCTPUPYET KpmBas 4.
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PucyHok 3 — MilameHeHne NpoaonbHOro pasmepa NKoCoTbl NpY N3MEHEHUIN PACCTOSIHUS MEXay
MUWKPO- 1 NMNKOBA30MN.
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PucyHok 5 — iameHeHne hopMbl MMKOCOTbI MY YBENUYEHUM YPOBHS CUrHana nukobasbl.

PasymeeTcs, coenaHHoe npegnorioXeHne He MOSTHOCTBbIO KOPPEKTHO. [Ins OueHKM YpOBHSI curHana
nukobasbl MNPUMEHSNIOCL MaTemaTuyeckoe BbipaxkeHue cueHapus UMI-Street Canyon-LOS,
COOTBETCTBYIOLLEE PACMPOCTPAHEHMIO MO NPSAMOM BUAMMOCTW BAOMb Ynuubl Unn npocnekta. [Mpu
YCIOBWM PacnorioXeHns aHTEeHHbI MMKOGa3bl HMXE KpbiL npuneratowmx 3gaHuin (10 meTpoB nNpoTms
15-30 meTpoB) M 04YeHb BbICOKON paboyen yacTtoTtbl 27500 MITL, pagnoBonHbl NMkoGasbl HE CMOTYT
npeogoneTb 34aHWs, pacnosioXeHHble BAOMb ynuubl. Kpome Toro, gvarpamma HanpaBneHHOCTU
aHTeHHbl 6a30BblX CTaHUUA OObIYHO HAKMOHSAETCH MaKCMMYMOM B HWU3, YTO TakKe OrpaHuymT
AanbHOCTb pacnpoCTpaHeHWs BOMH Aaxe BAOMb Yruupbl.

Tem He MeHee pe3ynbTaTbl MOAENUPOBAHUSA OAHO3HAYHO NpPeaocTeperatoT, YTO NMMKOCOTa, BOMPEKN
CBOEMY Ha3BaHWIO, MOXET BbIpBaTbCA M3 rabaputoB HeOGONbLUOrO OKPYrfioro nsTHa M CBOUMU
«Liynanbuamm» pacrnpoCTPaHUTCA Ha COTHW METPOB BOOSMb ropoackux ynuu. MNMogobHas cutyaums
Hambonee BeposiTHa NP pacrnonoXeHnn NMKobasoBbIX CTaHLUMA BONM3U rpaHULbl MUKPOCOTI.
3aknroyeHue. Pe3ynbTaTbl KOMMbIOTEPHOTO MOLENMPOBAHUS MO3BOMSIOT caenatb HECKOSbKO
BbIBOJOB.

Bo-nepBbIX, pa3mepbl MOKPbITUS MUKOCOT MOTMYT CUIbHO MEHSTbCA OaXe MpU He3HaYMTEmNbHbIX
N3MEHEHNA MecTa PacnosioXeHNsI U YPOBHA U3My4aeMon MOLLHOCTU NMMKobasbl.

Bo-BTOpbIX, MCMONb30BaHWE Afs MUKOCOT OOCTaTOMHO BbICOKMX PaaMOMacToT He rapaHTupyet
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JloKanmnsauuto pagnonokpbITUA Ha HebonbLLOW nnowaagun.
B-TpeTbI/IX, Krno4YeByO POJib B rapMoHMU3aumn reteporeHHOro pagmonoKpbITUA UrpaeT cbopma nyromn
HaKnoHa anarpamMmbl HanpasJieHHOCTU BCEX 3a,D,el7ICTBOBaHHbIX aHTeHH, B TOM 4nCrieé N aHTEHHbIX
maccusoB ¢ Beamforming.
|_|OJ'Iy‘-IeHHbIe pe3ynbtatbl UMEKT MNpaKTn4eckoe 3Ha4vYeHne npun npoekTnpoBaHUM COTOBbIX
paguoceTen reTeporeHHoro Tmna.
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MATHEMATICAL MODEL OF HETEROGENEOUS RADIO COVERAGE

RODIONOV M.A.
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Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Astrovskiy LI, — Ph. D
Annotation. The article considers the issues of organizing joint radio coverage of
heterogeneous radio networks, when small outdoor picocells are cultivated on the territory
of a relatively large urban cell. Using computer modeling, the dependences of the sizes of

small cells on a number of parameters are obtained. The results obtained allow us to give
recommendations on optimizing heterogeneous network solutions.

Keywords: heterogeneous networks, network architecture, guaranteed connection,
mathematical modeling, simulation, coverage optimization
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Hayurpeii pykosogutess: KopeHesckmi C.A. — KaHAMAAT TEXHUYECKUX HAYK, AOLEHT Kagegpsl MKT

AHHOTaums. [loknaa NocBsLEH NOCTPOEHMIO 3ddeKTUBHOMO Ci/cd KOHBeViepa, KOTOpbIM
SBNSIETC HEOTHEM/IEMOW YacTbl0 COBPEMEHHOMO rMpouecca pa3paboTku MpOrpamMMHOrO
obecrneyeHns. B HEM paccMaTpuBalOTCS KITOYEBbIE 3Tarbl aBTOMAaTU3aLMM: OT MHTErpaLMK
M3MEHEHU B KOA [0 pasBepTbiBaHMS B paboyeM OKPY>KEHWW, BKIIOYAsi TECTUPOBAHWE,
ynpaBneHue apTecakTaMn U MOHUTOPUHT.

Knrouesble cnosa: Continuous integration, continuous deployment

BeedeHue. CoBpemeHHasi paspaboTka nporpammHoro obecneyeHuss TpebyeT He TOnbKo
BbICOKOW CKOPOCTW BHEAPEHUSI U3MEHEHMIN, HO U CTABUNbHOCTW, NPeACcKa3yeMOCTU U HaOEeXHOCTU
npoueccoB. B ycrnoBuaAX OWHaMUYHO Pa3BMBAIOLIMXCA MPOEKTOB  Py4HOE  yhpaBreHue
TeCcTUpoBaHMeM, COOPKOI 1 pa3BepPTbIBAHMEM CTAHOBUTCSI CIIOXKHOW 1 pecypcoemMkon 3agaden1].

Continuous integration 1 continuous deployment no3sonseT asTomaTnanpoBaTh 3TV NPOLECCHI,
obecrieumBas MOCTOSHHYIO WHTErpaumio U3MEHEeHWn, UX TecTUpoBaHWe W [OCTaBky B paboyee
OKpYy>XeHue. JTO CHWXaeT BEepOATHOCTb OLMOOK, YCKOPSET BbIMYCK HOBbIX BEPCUA W ynpoLuaeT
COBMECTHY0 paboTy koMaHg,.

OddekTmBHbIN ci/cd-KoHBEEP BKMOYaeT B ce0s HECKOMbKO KOYEBbLIX 3TanoB, TakUX Kak
aBTomatudeckas cbopka, TecTMpoBaHWe, YynpaeneHue apTtedaktamu, pasBepTbiBaHue U
MOHUTOPUHI. [Ana ero peanusaumy CyLlecTBYeT MHOXECTBO WHCTPYMEHTOB, KaXAbli U3 KOTOPbIX
NOAXOAMT ANS pasnuyHbIX MacluTaboB NPOEKTOB U MHPPACTPYKTYPHbBIX PELLEHUI.

OcHoeHasi 4yacmb. Continuous integration u continuous deployment — 310 Habop MpaKTuK,
HanpaBneHHbIX Ha aBTOMaTM3auMio NPOLECCOB pas3paboTkM, TEeCTUPOBaHWUA W pasBepTbiBaHUS
NPUSTOXEHUA.

Continuous integration — 3T0 NPoOLECC MHTErpauum N3MeHEHNIM B OCHOBHOW KO MPOEKTa Kak
MOXHO 4aule. Llenb continuous integration — o6ecneunTb, YTOGbI KOA, HAaNMCAHHBIA Pa3NNYHBIMMK
paspaboTumkamn, He koHdrmkToBan mexgy cobon. OH BKMOYAET aBTOMATUYECKYO COOpKYy W
TECTUPOBaHME, YTOObI ONEpPaTUBHO BbISBNATL OWIMOKM Ha paHHMX cTtagusax. Continuous deployment
— 3TO MPOLLECC aBTOMATUYECKON JOCTaBKN NPOBEPEHHOrO koaa B paboyee okpyxeHue. Continuous
deployment nogpasymeBaeT aBTOMAaTU4eCKOe pa3BepTbiBaHWE W3MEHEHUW B cpefy, KoTopas
npegHasHayeHa Ans KOHeYHOro Nonb3oBaTens, cpasy Nocrne YCnewHoro TeCTMPOBaHUS.

Bce HaunHaeTca ¢ paspabotkM koga. [Mpu wucnomb3oBaHuM cilfcd nogxoga KOMMMTI
coenaHHble  paspaboTyvMkamu, aBTOMATUYECKM MPOBEPSIOTCH  CUCTEMOM, YTO  MO3BOMSET
npenoTBpaTnTb NPobnembl B KOAOBOW 6a3e Ha paHHUX 3Tanax.

Mocne ToOro Kak kog nornagaeT B peno3vtopui, cuctema ci/cd nHnummpyeTt npouecc cbopku,
KOTOpPbIV BKMOYAET KOMMUASLMIO UCXOOHOMO KoAda, 3aBUCUMOCTEN U cOo3daHue apTedaKToB, Takux
Kak MCnonHumble dannbl U KoHTenHepbl docker. 3TO KPUTUYECKM MOMEHT, Tak Kak nobble
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OLLMOKM Ha 3TOM aTarne MOTyT NOBIMUATb Ha CTabuNbHOCTb U beHKLl,I/IOHaJ'IbHOCTb NPUOXKeHUA.

OaHMM 13 KIHYeBbIX NPerMyLLLECTB ci/cd sBnsgeTca aBToMatTuyeckoe TeCTUPOBaHUE, KOTOpoe
npoBoauTcsi cpasdy nocne cobopkum[2].

Bo Bpemsi npouecca c6opku 1 TECTUPOBAHMSA BaXKHO MPOBEPSITb KAYeCTBO KOAa C MOMOLLbIO
TaKMX WHCTPYMEHTOB, Kak sonarqube Ons craTMyeckoro aHanmsa, KOTOpble MOMOryT BbISIBUTb
noTeHumnanbHble Npobnembl 4O TOro, Kak Ko4 nonageT B NPOAAKLLH.

Mocne ycnewHon cOOPKM UM TECTUPOBaHWUS MPUMOXEHWE [OO/MKHO OblTb rOTOBO K
pas3BepTbiBaHNO. ApTedakTbl XPaHATCA B PENo3UTOpPUSX apTedakToB, TakMX Kak Nexus wnu
artifactory, koTopble No3BoNAT AOPEKTUBHO YNPaBnsaTb BEPCUSIMU 1 3aBUCUMOCTSAMM[2].

Mocne ycnewHoro NpOXoXaeHNs BCex TECTOB cucTema ci/cd aBTomaTnsnpyeT passepTbiBaHE
B TECTOBOM WNM MNPOLAKWH OKpyXeHun. JITOT npouecc MoxeT OblTb HacTpoeH Ans
6e30CTaHOBOYHOIO pa3BepTbiBAHUS WM Yepe3 CTpaTerMio KaHapeedHbIX PenusoB, MpU KOTOPOW
HOBasi Bepcusi MPUIOXKEHMs1 LOCTynHa nuwb Hebonblon YacTu nonb3oBatenen, 4Tobbl
MWUHMMU3NPOBATL PUCKNA.

Mocne pasBepTbiBaHMA MNPUNIOXKEHNS BaXKHO OTCMEXMBATb €ro COCTOSIHME C  MOMOLLBHO
WHCTPYMEHTOB MOHMUTOPUWHra, Takux Kak prometheus, grafana wvnu elk stack. 3T MHCTpyMeHTHI
MO3BONSAOT CBOEBPEMEHHO OOHapyxuBaTb Mpobrembl U OTNPaBNsATb yBedoMrienus. B cnyyae
HeobXoAMMOCTN cUcTeMa [OSPKHA NOAAEPKMBATb BO3MOXHOCTb ObICTPOro OoTKaTa Ha npeabliayLLyro
CTaburnbHy0 BEPCUIO.

He Bce npunoxeHus opuHakoBbl, M ci/cd KOHBeWepbl AOMKHbI ObITb aganTMpPOBaHbl MOA
OCOBEHHOCTU KOHKPETHbIX TUMOB MPUNOXEHWA. [nsa MOOUNbHBIX MPUNOXKEHUA MOXHO HACTPOWUTb
aBTOMaTU4ecKoe TeCTUPOBaHME Ha pasHblX YCTPOUCTBaX M nnatgopmax € MCnonb3oBaHWEM
nHcTpymeHToB fastlane wu firebase test lab. Takke BaxxHO aBTOMaTU3aMpoBaTb COOPKY U OENfon Ha
nnatdopmbl app store n google play.

K nonynsipHbeIM ci/cd nHCTpyMeHTaM MOXHO OTHecCTu jenkins, gitlab ci, github actions, circle ci,
travis ci.

Jenkins — 370 oAMH M3 camblX NOMYSSIPHLIX MHCTPYMEHTOB AN aBToMaTtusauumn ci/cd. OH
noaaepXunBaeT MHOXECTBO NMarMHOB, YTO NO3BONAET MHTErPUPOBaTh €ro C pasfMyHbLIMN CUCTEMaMK
N UHCTPYMEHTaMM NS TeCcTUpoBaHus, COOpKM, pasBepTbiBaHNS U MOHUTOPUHra. Jenkins xopoLu ans
npoekToB noboro macwraba n nerko MacuTabmpyercs.

Gitlab ci/cd BcTpoeH HenocpegctBeHHo B Gitlab, 4to genaet ero ygoGHbIM AnNs KOMaHA,
ncnonb3ytowmx Gitlab kak OCHOBHyt0 cucTteMy KOHTponsi Bepcuin. Gitlab ci/cd nopoepxvBaet
aBTOMaTU4ecKyto COOpKy, TeCTMpOoBaHWe, [ernrion W  MOHUTOPUHr. OH Takke no3BonseT
WHTErpupoBaThb LOMNOMHUTENbHBIE MHCTPYMEHTbI ANnst obecneyeHns KayecTsa koga 1 6e30nacHoCTy.

Github Actions npegocTaensieT ygobHyto nnatdpopmy ans continuous integration n continuous
deployment HenmocpegctBeHHO B Github. 3TO  MOLWHBIA  MHCTPYMEHT,  MO3BOSISIIOLINIA
aBTOMaTU3MpoBaTb COOPKY, TECTUPOBAHUE M Pa3BePTbIBAHNE NPUITOXKEHU HA pasnnyHbIX obnakax u
cepBucax.

Circle ci — at0 obnayHoe pelleHue And ci/cd, KOTOpoe OTIMYAETCA BbICOKOW CKOPOCTLIO U
npocToTon uHterpaumm ¢ github un bitbucket. OHo nognepxvBaeT macwTabupyemMocTb u BbICTPYHO
HaCTPOWKY KOHBENEPOB.

Travis Cl — obnayHbiv continuous integration MHCTPYMEHT, KOTOPbLIM UHTErpupyeTcs ¢ github n
obecneunBaeT aBTomaTM4eCKyto COOPKy 1 TecTupoBaHne. OH 0COBeHHO NONyNsSpeH cpean NPOeKToB
C OTKPbITbIM UCXOAHBIM KOAOM.

Ona noctpoeHus penctButenbHO addrekTuBHOro ci/cd KoHBerepa HeLOoCTaTOYHO MPOCTO
aBTOMAaTU3MpOBaTb MPOLIECC UHTErpaLMmn N pa3BepTbiBaHWSA. BaXkHO yumTbiBaTb TakMe acnekTbl, Kak
6e30nacHOCTb, MacLITabnpyeMoCTb, OTKA30yCTONYMBOCTb M yA0OCTBO CONPOBOXAEHUS.
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ABTOMaTI/ISaLI,I/IFI npoueccoB pa3BepTbiBaHNMA HE OO0JKHa MpuBOoAUTb K KOMMPOMETaUnUn

6e3onacHocTn. besonacHocTb [ofmkHA OblTb HE [OMNOMHUTENbHBIM 3TarNoM, a HEeOTbeMIIeMOW
YyacTbto ci/cd. [Ins 3TOro CToMT BHEAPUTL NPaKTMKM devsecops, KOTopble MHTErpupyoT 6e30nacHOCTb
Ha BCex aTanax pa3paboTku u passepTbiBaHus. [ns 6e3onacHOro xpaHeHWst TOKEHOB, Naponen u
KMoYen MCrnonb3ylTca MHCTPYMeHTOB Tuna hashicorp vault nnu aws secrets manager. Takke
NPUMEHSIETCS MPUHUMN MUHUMANbHO HEOBXoAMMOro OOCTyna B HACTpovkax npaB paspaboTynKos,
devops-nHxXeHepoB M aBTOMATMYECKMX npoueccoB. [1Ns npoBepkM LENOCTHOCTM CO3AaBaeMbIX
OUHapHbIX hanrnoB UCMONb3yeTcss UMdpPOoBble MOAMNMCM Ha 3Tanax CcOopkM. BaxHbIM acnekrom
ABMNSIETC aBTOMAaTUYECKM aHanmM3 6e3onacHOCT Ha dTane nporpaMMmpoBanHus. [ns aToro
ncnonb3ytotcss checkmarx unu snyk ana BbIIBNEHUS ysi3BMUMOCTEN B Koae M 3aBucumocTsax. Ha
perynsipHon OCHOBE HeobXoaMMO NpoM3BOAUTL CKaHMpoBaHue docker o6pasoB Anst nowvcka
N3BECTHbIX YSA3BUMOCTEN.

Mpn yBenuyeHun Harpyskn ci/cd pomkeH MacwTabupoBaTbess 6e3 noTepu  CKOpoOCTU
pas3BepTbiBaHNs. [Inst 3TOro NpUMEHSIETCA TOPU30HTaNbHOE MacLuTabupoBaHWE WCMOMHAOLLMX
y3roB: gobaBneHne A0NONMHUTENbHBIX UCMOMHAIOLLMX Y3I0B NO3BONSAET BbINOMHATL TECTbI U COOpKM
napannenbHo. BaxHbiv ¢hakTopom SBMASIETCA KALLMPOBaHUE 3aBUCUMMOCTEN. VICMonb3oBaHUe Kelua
ONsi XpaHeHWs paHee 3arpyXeHHbIX MakeToB YCKOpsieT COOpKy.

[okymeHTaumsa urpaeT BaXkHyl porib B YCMNELIHON HacTponke n nogaepxke ci/cd koHBerepa.
Bes 4yeTkoM OOKyMeEHTauuM KOMaHAbl MOFyT CTOMKHYTbCS C npobnemamu npu pasBepTbiBaHWM,
TECTUPOBaAHMM M MOHUTOPWHre. BaxHO onucatb Kaxabld 3Tan  KOHBeWepa, WCMofb3yemMble
WHCTPYMEHTbI, a Takke npoueaypbl 4518 OTKaTOB, BOCCTAHOBIEHUS N pearpoBaHus Ha ownbkn. 3To
NMOMOXeT HOBbIM COTPyAHMKaM ObicTpee pa3obpaTbCcsi B Mpouecce Y MUHUMU3NPOBATb OLLMOKM.
PerynsipHble TpeHUHMM 1 ceMmuHapbl Mo ci/cd, BHEOAPEHUIO HOBbIX MHCTPYMEHTOB U NogdepXKKe yxe
CYLLECTBYIOLLMX NavnnanHoB obecrnevaTr KomaHdy HeoOXOoOUMbIMU 3HaHMAMMK OS89 dEKTUBHOM
paboThl ¢ ci/cd.

3aknroyeHue. NocTpoeHne adhdekTnBHOrO ci/cd KOHBErepa ABMSETCH KITHYEBbIM 3NIEMEHTOM
B COBpPEMEHHOWN pa3paboTke nporpammHoro obecneyeHusi. OH MNO3BONSAET aBTOMaTU3MPOBaATb
MHOrMe PYTWHHbIE NPOLECCHI, Takne kak cbopka, TeCTMpOBaHWe W pasBepTbiBaHWE, TeM CambiM
CHKasi PUCKN OLUMOOK M YCKOPSA BbIMYCK HOBLIX BEPCUA MPUITOXEHWI. JTanbl ci/cd, Bko4vas
aBTOMaTU3aLUMIO TECTMPOBAHUSA, ynpaBreHve apTedakraMmum 1 OenfoNMeHT, TpebytoT TwaTenbHOn
HaCTPOVIKM N NCMONb30BaHUA NPaBUIbHbIX MHCTPYMEHTOB.

YUtobbl ci/cd AenCTBUTENBHO NPUHECIIO MOMb3y, BaXXHO YYUTLIBATb HECKOMBLKO hakTopoB. JTO
rPaMOTHbIV BbIGOP MHCTPYMEHTOB, HACTPOMKA NOAXOAALLMX MPOLECCOB, a Takke Hanmume KynbTypbl
devops B komaHge. Tomnbko criaxeHHas paboTa BCEX Y4YaCTHMKOB Mpouecca — pa3paboTymKoB,
TECTUPOBLLMKOB, devops-MHXEHEPOB U APYrMX — MOXET 0becneydnTb MOMHy aBToMaTusaumio U
achdekTnBHYO paboTy ci/cd koHBeNnepa.

Takum obpasom, continuous integration u continuous deployment — 310 He npocto Habop
WHCTPYMEHTOB, a Lernasa gpunocodus, Kotopas NOMOraeT yCKOpUTb NpoLecc pa3paboTku, NoBbICUTb
Ka4eCTBO MPUMOXEHUA U CHU3UTb 3aTpaTbl Ha NOAAEpPXKy. [ToHUMaHWe 1 rpaMoTHOE NPUMEHEHWEe
3TMX MPaKTUK NO3BONUT KOMaH4am BbiCcTpee pearpoBaTb HA U3MEHEHNsT N 3PEKTUBHO yNpaBnATb
YXM3HEHHBIM LMKIIOM pa3paboTku.

Crincok sin Teparypbil
1. Eberhard Wolf. Continuous delivery. The practice of continuous updates — Person Education, Inc 2018. — 320 c.

2. Continuous Integration: Improving Software Quality and Reducing Risk. — OReilly Media, Inc., 2007. — 336 c.
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D-S EVIDENCE THEORY-DRIVEN FPGA ARCHITECTURE FOR RADAR
AND VISUAL FUSION ALGORITHM

Hao Ni, Hongfei Lian, Qiuyu Liu, Honggi Fan

College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China
Abstract: To address the issue of low real-time fusion efficiency in multi-source sensor data, this paper
proposes an FPGA-based radar-vision fusion method using D-S evidence theory. By implementing a parallel
architecture and pipeline optimization, the fusion latency is reduced to the microsecond level while
improving resource utilization. Simulation experiments demonstrate that the proposed method offers high
reliability and low latency in autonomous driving scenarios, with potential scalability to intelligent
transportation systems.
Keywords: D-S evidence theory, radar-vision fusion, FPGA, autonomous driving

In autonomous driving multimodal perception systems, the fusion of millimeter-wave radar and
visual sensors encounters challenges in real-time processing of heterogeneous data. While Dempster-
Shafer (D-S) evidence theory enhances target detection robustness through confidence fusion, its high
computational complexity impedes real-time applications. This study proposes a hardware acceleration
module based on FPGA parallel architecture and pipeline optimization, achieving high-speed synthesis
of dynamically conflicting evidence via the D-S algorithm. The solution delivers low-latency, highly
reliable multisource perception for autonomous vehicles, addressing microsecond-level response
demands in complex scenarios.

The D-S evidence theory-based radar-visual fusion algorithm is implemented in two stages. First,
Basic Probability Assignment (BPA) functions are constructed for millimeter-wave radar and visual
sensors respectively, tailored to their heterogeneous data characteristics. An unknown event category
is incorporated to model target classification uncertainty, ensuring normalization constraints in
probability allocation. Second, the D-S combination rule dynamically fuses BPA data from both
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modalities, with fusion weights adaptively adjusted based on quantified sensor uncertainty levels to
resolve evidence conflicts. As illustrated in Figure 1, this framework enhances multi-source perception
confidence and robustness through heterogeneous data modeling and probabilistic fusion mechanisms.
Detailed implementation procedures are provided in Reference [2].

Set the sensor quantity K and the number of target categories N

l

input the raw measurement probability matrix from each sensor
to the targets Uy y = [R. C),

L2

generate basic probabilities for each target using the BPA
function my(4,) = z_"' L

"I‘u-

‘ calculate uncertainty my(U) = 1 — XL, my(A). ‘

ia

[
'3
fuse the evi using the De; Shafer (D-S) theory of evidence,
and normalize the results using a conflict coeflicient
decisio &
Sk my3(C) = {" *Zanamcs ‘V-""(“;)Zz'";("/)v‘ sSn+1.6,+0
.C =0,

k=1 = Y4009 Wimy (A)wam;(A),

2

select the target with the highest fused probability as the final
identification result through decision-making

Figure 1,Algorithm Flowchart
The FPGA implementation comprises two phases: first validating the D-S algorithm logic in
MATLAB, followed by hardware migration via Vitis HLS. To address real-time requirements for
radar-visual fusion, a collaborative optimization strategy integrating loop unrolling and pipeline
techniques is adopted. This approach establishes a parallel architecture for BPA computation across
millimeter-wave radar and visual sensors, enhancing data throughput while optimizing hardware
resource utilization. System validation is conducted through a three-stage process encompassing C
simulation, synthesis, and co-simulation to ensure compliance with stringent latency and reliability
constraints in multimodal perception scenarios.
To validate the functional correctness of the algorithm, C simulation is employed. In this case, data
from relevant literature [3] is used as input. Specifically, visual sensor data originates from
ImVVoxelNet (WACV 2022) [4], and millimeter-wave radar data comes from PointPillars (CVPR

2019) [5], as shown in Table 1.
Table 1 - Credibility of Possible Targets for Vision Sensors and Radar Sensors (%)

Sensor Car Pedestrian Cyclist Truck
Vision Sensor 22.55 13.73 9.67 13.87
Radar Sensor 21.26 28.33 52.47 11.18

The results obtained after applying the Basic Probability Assignment (BPA) are shown in Table 2.
Table 2 - Basic Probability Assignments of Possible Targets for Vision Sensors and Radar Sensors(%)

Sensor C Pedestrian Cycli Tru Uncertainty
ar st ck
Vision Sensor 8 5.18 3.65 5.2 77.45
50 3
Radar Sensor 9 13.13 24.31 5.1 47.53
.85 8

The results after fusion are shown in Table 3.
Table 3 - Fusion Results of Vision Sensors and Radar Sensors(%6)

Car Pedestria Cyclist Truck Uncertai Fusion
n nty Result
13.77 14.65 23.61 7.45 40.52 Cyclist
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By comparing Table 1 and Table 3, it can be observed that neither a single vision sensor nor a radar
sensor can achieve a unified identification of the target based solely on its own detection results.
However, by applying D-S evidence theory for fusion, the final detection result identifies the target as
a cyclist, which is consistent with the original results provided in reference [2]. Furthermore, by
comparing Table 2 and Table 3, it is evident that the fusion process reduces the uncertainty of the
detector. Lower uncertainty indicates higher reliability of the identification.

The FPGA hardware architecture mapping was implemented through C synthesis, generating
critical performance metrics. The acceleration factor of the code was calculated by comparing its
execution efficiency with MATLAB simulation results, as summarized in Table 4.

Table 4 - Results of C Synthesis for Vitis HLS Code and Speedup Factor Benchmarking

Key Metrics T Esti Uncert Latenc Latency in
arget mated ainty y(ns) Matlab(ms)
Synthesis 2 134 5.40ns 1680.0 5.301
Results 0.00ns 2ns 0
Key Metrics | BR DSP FF LUT
nterval AM
Synthesis 8 0 32 3059 5466
Results 5

The analysis of Table 4 reveals that the actual clock period of 14.60 ns meets the requirement of
exceeding the estimated 13.42 ns. The total fusion latency is measured at 1,680 ns, achieving a 3100x
speedup factor compared to the 5.3 ms latency observed in MATLAB simulations for identical
datasets. Furthermore, resource utilization metrics—including DSP slices, flip-flops (FFs), and look-
up tables (LUTs)—remain significantly below the maximum thresholds of FPGA platforms typically
deployed for radar-visual fusion tasks. These results validate the algorithm's capability to support high-
throughput processing of large-scale inputs in autonomous driving systems while maintaining
hardware efficiency.

Functional correctness and timing violations were validated through co-simulation, with the timing
diagram generated during this process illustrated in Figure 2.

Figure 2, Timing diagram generated after co-simulation using Vitis HLS software

Figure 2 shows that the simulation results are consistent with the C simulation results, indicating
that the functionality of the hardware implementation is correct. The sensor inputs are sampled
accurately on the rising clock edges, and the fusion results are output within the expected cycles. Key
signals (such as start, done) are stable at the clock edges, presenting no risk of metastability. This
confirms the successful realization of the FPGA design implementation.

To address the challenges of low multi-sensor fusion efficiency and insufficient reliability of single-
sensor environmental perception in autonomous driving, this paper proposes an FPGA-based hardware
acceleration method for radar-visual fusion utilizing Dempster-Shafer (D-S) evidence theory. A
hierarchical parallel pipeline architecture combined with dynamic resource scheduling strategies
achieves efficient fusion of millimeter-wave radar and vision heterogeneous data, leveraging FPGA's
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parallel computing capabilities to compress fusion latency to microsecond levels. This solution
provides all-weather reliable perception for autonomous vehicles while demonstrating extensibility to
smart transportation systems and agricultural robotics domains. The proposed methodology exhibits
significant industrial application prospects for multi-modal perception technologies in dynamic
complex scenarios
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FPGA ACCELERATION MODULE DESIGN FOR SYSTEMATIC
RESAMPLING IN PARTICLE FILTERS

Xinran Zhang, Hongfei Lian, Qiuyu Liu, Honggi Fan
College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China
Abstract: The resampling algorithm addresses the degeneracy problem in particle filters, but its high
computational load limits real-time applications. This paper proposes an FPGA-accelerated implementation
of the systematic resampling algorithm, significantly improving the processing speed of particle filters.
Keywords: systematic resampling algorithm, FPGA, particle filter

As a powerful nonlinear state estimation method, particle filtering demonstrates unique
advantages in target tracking, autonomous driving, sound source localization, and other fields[1-3].
However, the high computational complexity of its resampling process severely restricts the real-time
performance of particle filters, limiting their application in embedded real-time scenarios such as
intelligent unmanned aerial vehicles and guidance radars[4]. To address this issue, this paper proposes
an FPGA acceleration scheme based on systematic resampling. By parallelizing computations, the
scheme improves computational efficiency while ensuring algorithmic accuracy, significantly
enhancing the processing speed of particle filters to meet real-time requirements. This advancement
expands the application of particle filters in edge devices with stringent real-time demands, such as
intelligent unmanned aerial vehicles and guidance radars.

The implementation of the resampling algorithm on FPGA is divided into two main stages. First,
the code is developed according to the algorithmic principles and validated for correctness using
MATLAB. Subsequently, the algorithm is ported into the Vitis HLS environment, where test benches
are developed for simulation. This chapter focuses on the simulation of the resampling algorithm
within Vitis HLS and provides a comparative performance analysis with MATLAB simulations.

Taking 100 particles as an example, first input the particle weights and random numbers. After
processing in Vitis HLS, a new set of particle weights is generated. Then, in MATLAB, plot both the
original particle weights before resampling and the new weights produced by the simulation.
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Fig.1. Particle distribution before resampling Fig.2. Particle distribution after resampling
By comparing Figure 1 and Figure 2, it can be observed that after resampling, particles with larger
weights are duplicated multiple times, while those with smaller weights are replicated less frequently, t
hereby verifying the correctness of the algorithm's functionality.
The timing diagram generated by the simulation is shown in figure 3:

Fig.3. Timing
diagram for the
resampling algorithm
Figure 3
demonstrates that
the simulation
results match the
C simulation
outputs,
confirming the functional correctness of the hardware implementation. The input weights and random
numbers are properly sampled at clock rising edges, while resampling results are generated within the
expected cycle count. Critical control signals (e.g., start, done) remain stable at clock edges with no
metastability risks, verifying the successful FPGA implementation of the resampling algorithm.
The resource utilization report for the resampling implementation on FPGA is presented in Table

TABLE 1. The result of C synthesis

Indic Tar Estim Uncert Latency(cycl Latenc
ators get ated ainty es) y(ns)

Resul 50. 33.91 13.50n 406 2.03E4
t 00ns /ns S

Indic Inte BRA DSP FF LUT
ators rval M

Resul 406 0 0 217 111

According to Table I, the clock cycle is 50.00 ns. Subtracting the uncertainty of 13.50 ns yields
an actual cycle of 33.917 ns. The total cycle time for completing the resampling algorithm is 105 clock
cycles (2.03E4 ns), while the MATLAB implementation requires 2.81E4 ns. This demonstrates that
the algorithm meets the low-latency requirements of the resampling algorithm while occupying
minimal DSP resources. Therefore, the algorithm can achieve high throughput in particle filters when
processing large-scale inputs.

When the number of particles is 100, the algorithm's speedup ratio ti”“ﬂ:lA. As the particle
FPGA

count NN varies, the speedup ratio also changes, as shown in Figure 4.
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Fig.4. Speedup Ratio versus Number of Particles Diagram

As shown in the figure, the speedup ratio increases progressively with the number of particles,
demonstrating more pronounced acceleration effects at higher particle counts. While the weight
distribution also influences the relationship between speedup ratio and particle number, this aspect is
not explored in the present study.

To address the challenges of high computational complexity and insufficient real-time
performance in resampling algorithms, this paper proposes an FPGA-based hardware acceleration
scheme utilizing systematic resampling. By implementing a parallel computing architecture, the
solution significantly enhances processing efficiency while maintaining algorithmic accuracy, thereby
dramatically improving the particle filter's execution speed. Experimental results demonstrate that the
proposed approach achieves high energy efficiency and superior real-time performance, effectively
enabling the deployment of particle filters in latency-critical edge computing applications such as
intelligent UAV's and guidance radar systems.
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HARDWARE-DEPENDENCY-REDUCED VISUAL SLAM

Lian YU, Dongsheng LI, GuoYan WANG*, Fei ZHAO, Hongqi FAN
National Key Laboratory of Automatic Target Recognition, College of Electronic Science and
Technology, National University of Defense Technology, Changsha 410073, China

Annotation: To address the poor real-time performance and hardware dependency of traditional visual
Simultaneous Localization and Mapping on embedded platforms, this paper proposes a cloud-native
collaborative framework enabling low-latency data transmission and cloud-based pose estimation.
Experimental results demonstrate stable frame rates without map fragmentation or tracking failures in
scenario testing. The architecture enhances environmental adaptability and computational robustness
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for visual Simultaneous Localization and Mapping on compact unmanned platforms, providing a high-

precision solution for resource-constrained scenarios.

Keywords: Cloud-Native Architecture; Visual Simultaneous Localization and Mapping;
Unmanned Systems; Real-Time Streaming Protocol;

1. Introduction

In modern unmanned combat systems, autonomous environmental perception and real-time
localization capabilities constitute the critical operational advantages of unmanned platforms. As the
core enabling technology for environmental awareness and navigation positioning, Simultaneous
Localization and Mapping (SLAM) establishes spatial cognition for unmanned systems by
simultaneously computing platform motion trajectories and constructing environmental topological
models in real-time. Notably, visual SLAM has emerged as the preferred solution for autonomous
localization in structured environments at low velocities, owing to its low sensor cost and strong
environmental adaptability.

However, visual SLAM faces dual performance constraints: (1) algorithmic complexity arising
from feature extraction (e.g., ORB feature detection) and nonlinear optimization processes (e.g., pose
graph optimization), and (2) real-time performance degradation caused by resource contention
between pose estimation and mapping threads. For small-scale unmanned systems with stringent
size-, weight-, and power-constrained (SWaP-constrained) configurations, these limitations result in
positioning accuracy and computational efficiency that fail to meet real-time requirements for
battlefield reconnaissance tasks.

To address these technical bottlenecks, this paper proposes a cloud-native architecture-based
collaborative computing framework for visual SLAM, effectively mitigating onboard hardware
constraints.

2 Background and Related Work
2.1 Visual SLAM

Simultaneous Localization and Mapping (SLAM) is a foundational technology that enables
autonomous device positioning and concurrent environmental mapping in unknown environments
through multi-sensor data fusion. Its technical evolution can be delineated through the following
developmental stages:

Early research predominantly utilized filtering frameworks, where state estimation and map

MODELING OF SEISMIC WAVE ATTENUATION FOR HELICOPTER
DETECTION
Liu Xiaojun, Wang Zhuang

College of Electronic Science and Technology, National University of Defense Technology, Changsha, 410073,
China

Annotation. Seismic wave detection technology provides a viable solution for monitoring
low-altitude helicopters in border airspace. This paper proposes a seismic wave attenuation
model and validates it through numerical simulations.

Keywords. Border defense, low-altitude helicopter, seismic wave detection, seismic wave
attenuation
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Introduction. Modern aerial vehicles, particularly helicopters, threaten low-altitude border defense.
Therefore, developing effective low-altitude helicopter detection technological approaches is
essential. The seismic sensor system provides a viable passive detection technology—seismic wave
detection—for low-altitude border defense, offering advantages over radar (environmental covertness
and anti-electromagnetism interference) and electro-optical systems (non-line-of-sight capability), with
additional benefits of low cost, compact size, and flexible deployment. This paper focuses on
effectively detect low-altitude helicopters via seismic waves. First, the propagation process from
helicopter radiated acoustic waves to seismic wave signals received by sensors is characterized, and
a model for Rayleigh wave attenuation is established. Then, the time-domain and frequency-domain
models of the received signals are derived. Finally, numerical simulation results and conclusion are
presented.

Propagation Process of Helicopter Radiated Acoustic Pressure Signals. Helicopter external
noise includes aerodynamic noise (dominant far-field) and mechanical noise (near-field attenuation,
negligible). Given the directional radiation pattern of the acoustic field[1], this study focuses on main
rotor aerodynamic pressure signals (excluding tail rotor effects). As illustrated in Figure 9, the energy
conversion process involves three sequential phases: 1) acoustic propagation in the air, 2) acoustic-
seismic coupling at the air-ground interface, and 3) seismic waves propagation to sensors in the
ground.

2 Low-altitude The propagation of acoustic waves in the air

flying helicopter

®@Acoustic-seismic coupling at air-ground interface

®The propagation of seismic waves in the ground

Air 2
A 2

Ground coupling_pBint Seismic sensor

(Receiving point)

Figure 9 - The propagation process

Seismic Wave Attenuation Model in Propagation Media. Based on Huygens principle, the
coupling point can be modeled as new ground vibration source. Previous researches about ground
vibration sources have revealed that the energy of Rayleigh waves dominate at long distances
(=67%) due to the much lower attenuation rate. It can be concluded that sensors primarily detect
Rayleigh wave energy. Combining absorption and geometric divergence, Rayleigh wave attenuation
follows the Bornitz equation:

A(r)=A-r°°.exp(—ar) (1)

where A, is the initial amplitude at the coupling point, A(r) is the amplitude received by sensor at

distance r .The term r™°° refers to the geometric divergence of Rayleigh waves. The parameter ¢ is
the absorption attenuation coefficient:

_xf
Ve Q

where f is the vibration frequency, V; is the phase velocity of Rayleigh waves, and Q is the quality
factor that depends on soil type. However, the in-situ quality factor Q cannot be accurately obtained,
restricting the estimation of « using Eq.(2). For this reason, a “frequency-independent” attenuation

)

o
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coefficient oy, has been proposed|2], defined as follows:

a T

fVaQ

Based on Eq.(3), the coefficient «, can be approximated as a constant, making it effectively applicable

in estimating absorption attenuation. Consequently, the amplitude attenuation for Rayleigh waves can
be further written as given by:

Oy =

3)

A(r)=A -1 exp(—a fr) (4)

Models of Acoustic Pressure Signal Propagation. Equivalent Vibration Source Signals at Coupling
Point. The coupling point between the acoustic wave and the ground can be regarded as an acoustic
signal receiving point (virtual microphone), then the acoustic pressure signal at the coupling point is
given by the following equation (the absolute time delay of acoustic wave propagation from the rotor
to the coupling point, being irrelevant to passive detection, is thus omitted for simplicity)[3]:

R A [ Ayt s

j=1 1=1 L

(5)
0, T<t<T

where N_ is the number of main rotor blades, Ty is the rotation period, J is the number of rotation

cycles, 7 = JT, is the pulse width of radiated acoustic signal, T is the total signal duration, and

U,, (t) is the acoustic pressure signal generated by a single blade during one cycle:

U t)+U t), 0<t<T,
U, (t)={0 "L{Q%) s () ' ©)

where U, (t) andU,, . (t) are respectively the high-pressure and low-pressure signals generated
by the rotor blade. The expressions are expressed as following:
0, 0<t<t; y

27°r8 Kn_y
U PLi-pr (t) = krtpr—a p 2 : (14— s rsLjr tf.s—N St < tf.s—K (7)
Ty R,

0, t>t;  «
0, 0<t<tisny

27°r8 Kn_y
Ule—ud (t) = —krtkuo—a P TV2 L (14— EL rsLj, tf.s—NU <t Stfls_KU (8)

0, t>t;sku

where k. is the acoustic attenuation coefficient from the rotor to the coupling point, Ky, , is the angle
of attack coefficient at the blade root, and ky_,, is the pressure variation coefficient induced by angle of
attack variations along the radial blade. The parameter p is the undisturbed flow density, r,_ is the
radial distance from an arbitrary point on the blade to the rotor center, and R, is the radial distance
from blade tip to rotor center (rotor disk radius). The parameters t; _y and t;s_x are the initial time

and the final time of the high-pressure signal respectively, and their calculation is correspondingly
related with the radial distance from the blade root to the rotor center ry, and the rotor disk radius R, .

The parameters of the low-pressure signal follow analogous definitions to the above, hence their
descriptions are not reiterated for brevity.

The acoustic-seismic coupling accomplishes the conversion of acoustic pressure into seismic
vibration source at the coupling point, it can be quantified by the coupling coefficient ¢ . Then the
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vibration amplitude at the coupling point can be expressed as:

T <t<r
U (t)=eU, (t)= ZZEUPL{_ )N ~(i- 1)Tv:|,0 t

=1 1=1 L

)
0, 7<t<T

where U, (t) corresponds to A, defined in Eq.(4). The frequency spectrum of the vibration signal
obtained after discrete Fourier transform (DFT) is as follows:

G, (k)= DFT [ut(n)]:Nz_lut(n)exp(-j%”knj, K=0,....N -1 (10

Frequency Response of Rayleigh Wave Attenuation. The frequency-dependent attenuation
characteristics of Rayleigh waves can be formulated by frequency response as[4]:

R

. r . . . .
where the phase factor exp(— j27 £, —j denotes the phase shift due to time delay, in which f,

R
represents the discrete frequency. Following Eq.(4), the amplitude-frequency response of attenuation
can be explicitly expressed as:

|GSR(k,r)|: Ke (r)Dsr (k, 1) (12)

In the above equation, the factors Kp (r)=r"° and Dg (k,r)=exp(—a fir) correspond to

geometric divergence and absorption attenuation, respectively.
Models of Signal Received by Sensor. The frequency spectrum of the signal received by the seismic

Sensor is:

G (k,r)=G (k)G (k,r) (13)

The seismic wave’s discrete time-domain signal at the receiving point is obtained via the inverse
discrete Fourier transform (IDFT) of its spectrum:

U, (n,r)=IDFT[G, (k’r)]:%SZ_;G' (k,r)exp(j%ﬂkn), n=0,..,N-1 (14)

Numerical Simulation Experiment. The simulation parameters listed in Table 3 are established
based on helicopter design specifications and aerodynamic acoustic theories, combined with research
on seismic wave attenuation characteristics. Figure 10 shows the acoustic pressure signals generated
by a single blade at the coupling point during one cycle: high-pressure in blue, low-pressure in black,

and superimposed signal U ,,, (t) in red.
Table 3 - Simulation parameters of the helicopter main rotor

Parameter S)g}wb Value | Unit | Parameter S):)rlnb Value Unit
Number of blades N. 5 - Rayleigh wave Vr 350 m/s
phase velocity
Frequency-
, N, independent 0.50%10
Rotational speed D 192 M 1 Sttenuation ) 3 s/m
coefficient
, , 0.312 Undisturbed flow
T - 3
Rotation period v 5 S density P 1.225 kg/m
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Figure 10 - The acoustic pressure signal of a single blade in a single cycle

Due to the periodic rotor motion, Figure 11(a) shows vibration waveforms with a period of

. Acoustic pressure
Distance from blade .
root to rotor center fon 0.87 m attenpgtlon Kt 0.005 -
coefficient
Distance from blade 10.64 Acoustic-seismic s | (m/s)/P
X R m - - £ 5x10
tip to rotor center 7 coupling coefficient a
High-pressure .
coefficient at blade Kpo_« 0.02 - lc\lucrlr;l;er of rotation J 2 -
root y
Low-pressure Pulse width of
coefficient at blade Kuo o 0.02 - radiated acoustic T 0.625 S
root signal
Radial pressure : .
. . Kn_o } .
variation coefficient N 0.1 Signal total duration T 4.096 S
800 T T
mm— superimposed signal
600 & high-pressure b
= —— low-pressure
% 400 - -
% 200 —
P |
§ =200 i
-400 4
-600 - ! L L : L L
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35
Time(s)

approximately T, = 0.0625s . And Figure 11(b) shows discrete harmonics on the broadband noise,
matching the spectrum characteristics of aerodynamic noise. The fundamental frequency
fo =1/T, =16Hz aligns with theoretical blade passing frequency (BPF) calculated as

fBPF = NLNrpm/60 :16HZ .
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Figure 11 - The vibration signal and its spectrum at the coupling point
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The frequency-dependent attenuation coefficient ¢ is presented in Figure 12. Different distances
Ir are set to analyze the attenuation effects in Eq.(11). Then the time and frequency characteristics of

the vibration signal received by the sensor at different distances r are presented in Figure 13.

10°

Attenuation coefficient o (1/m)

<—a=of

T

10°

10! 10
Frequency(Hz)

Figure 12 - The attenuation coefficient of Rayleigh waves
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Figure 13 - The vibration signal and its spectrum received by the sensor
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Figure 13(a) demonstrates that the received signal spectrum exhibits discrete harmonic and
bandwidth reduction. The latter results from the non-uniform frequency absorption attenuation of
Rayleigh waves—weaker low-frequency attenuation and rapid high-frequency attenuation. With
increasing propagation distance, the fundamental frequency f, and low-order harmonics gradually
diminish. The spectrum further reveals an attenuation mechanism transition from dominant exponential
absorption at short distances to prevailing power-law geometric divergence at long distances. Figure
13(b) displays periodic waveform with a fundamental period matching the acoustic signals in Figure 11,
where progressive high-frequency suppression due to distance increase leads to bandwidth reduction,
waveform smoothing, and prolonged signal duration.

Conclusion. The frequency-dependent attenuation in the ground of the helicopter main rotor acoustic
pressure signals after coupling, constitutes a complex physical phenomenon, whose attenuation
magnitude is predominantly governed by vibration frequency and medium properties, exerting direct
effects on the signals received by sensors. This integrated modeling framework establishes
theoretical foundations for helicopter detection, localization, and identification algorithms.
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MOAOENTMPOBAHUE ATTEHIOALIUA CEVICIV_I_VI‘-IECKVIX BOIJIH ANA
OBHAPYXEHWUA BEPTOJIETOB
Jlo Caou310Hb, BaH YkyaH

HaLmoHa/IbHBIV YHUBEDCUTET 0BOPOHHBIX TEXHO/IOMY, YaHLa, Kntav

AHHOTaUMA. TEXHOOMVSI 0BHAPYXKEHMS CEICMUYECKMX BOJH NPEeAOCTaBNsSeT
YKM3HECNOCO6HOE peLLeHNe 1t MOHUTOPUHIA BEPTOJIETOB Ha MaribIX BbICOTax B
NOrpaHWYHOM BO3AYLLIHOM MPOCTPaHCTBE. B AaHHOM CTaThe NpeasiaraeTcs Moaesb
aTTEeHI0aUMM CENCMMYECKUX BOJTH, KOTOPasi MPOBEPSIETCS! C MOMOLLIBIO YMCTIEHHBIX CUMYTSLIAIA.
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KnroueBble c/ioBa. lNorpaHnyHas 060poHa, BEPTONET Ha Masiol BbiCOTE, 0BHapyXeHue

CENCMUYECKUX BOJTH , aTTEHOaUnA CENCMUYECKUX BOSTH

DOMAIN ADAPTIVE DEHAING BASED ON PHYSICAL PROPERTIES

Feng Ling, Yan Zhang

National University of Defense Technology
Annotation. Deep learning-based single image dehazing has advanced significantly, yet models trained on synthetic data struggle in real-world
scenarios. To address this cross-domain gap, we propose a Synthetic-to-Real Dehazing framework comprising two key components: 1) A domain
adaptation network that generates Synthetic-to-Real hazy images by learning real haze characteristics through depth-transmission map
correlations, and 2) A physics-guided dehazing network based on the atmospheric scattering model. Crucially, our framework requires no real

hazy data during dehazing training. Experiments demonstrate our framework's superior cross-domain dehazing generalization.

Keywords. Image hazing/dehazing, Deep learning, Image enhancement, Domain adaptation, Image restoration.

Haze, caused by atmospheric water droplets, degrades computer vision tasks (e.g., object detection,
image segmentation) through light attenuation and scattering. This drives the importance of single image
dehazing research. The atmospheric scattering model [1] formalizes this phenomenon as:

1(x) = J()t(X) + A(L-t(x)), 1)
where | is observed hazy image, J is scene radiance, t is transmission map, and A is atmospheric light.

Deep learning has advanced single image dehazing, yet most methods rely on paired hazy/clear images
that are impractical to acquire in real settings. While synthetic datasets circumvent this need, their simplified
haze simulations lack real-world complexity, resulting in domain gaps that degrade performance on natural hazy
images. Based on this problem, we propose the cross-domain dehazing framework. The framework is divided
into two parts: data synthesis more in line with real haze characteristics and haze removal.

DeHazing
Pretrained Depth-conditioned
Transmission Map Estimation Net

Pretramed Phyvaical-Based —
Dehazing Net Transmission

Coeo J—— Jet+a0-0)=1
)

<] = (I—A(1— 1))t «—

Figure 1 — Framework flow chart. The framework consists of two parts: 1. cross-domain data synthesis and single

image dehazing.

The proposed dehazing framework, as illustrated in Figure 1, comprises two core components; a domain-
adaptive data synthesis module and a dual-stage dehazing network. In the data synthesis phase, we establish a
novel physical correlation model among the scattering coefficient £, transmission map t, and scene depth map
d, where t=e"9, A pretrained depth-conditioned transmission map estimation network dynamically adjusts the
scattering coefficient A8 through adaptive optimization algorithms. This process integrates scene depth
information d [2] to generate physically accurate transmission maps that faithfully replicate real-world haze
dispersion characteristics. By substituting the synthesized transmission map t and haze-free images J into the
atmospheric scattering model (Equation 1), we efficiently construct the cross-domain datasets, providing robust
training data for subsequent network optimization.
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W s The 4th region

(b) Ours (c) Baseline [5] (d) Region
Figure 2 — The 4 regions demonstrate the superiority of our synthetic data through comparative analysis (across four

depth regions) against real haze data and baseline methods [5], validating that our results naturally reflect haze concentration

attenuation with scene depth.

The dehazing network architecture adopts a two-stage progressive processing pipeline. Initially, hazy
images are processed through a physical based dehazing network to obtain initial transmission estimates t and
atmospheric light estimates A. Subsequently, a refinement module optimizes these parameters, yielding precise
transmission map t and atmospheric light A. The optimized physical parameters are then incorporated into the

equation (inverse form of Equation 1) to reconstruct high-quality haze-free images.

(a) Hazy (b) C2P Net [3] (c) DCP [4] (d) Ours

Figure 3 — Visual comparison of dehazing results of different methods.

Extensive experimental validation confirms the effectiveness of our proposed dehazing framework
(detailed presentation is omitted here due to space constraints). The cross-domain synthesis method efficiently
constructs domain-adaptive training data to enhance model robustness, while the dual-stage network accurately
estimates transmission map t and atmospheric light A, achieving high-quality restoration.
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Abstract:

Aiming at the security risks of unregulated and unmanned aerial vehicles (UAVS), this paper proposes

a new real-time detection method based on YOLOV9, which integrates reversible functions,
programmable gradient information, and a generalized high-efficiency layer aggregation network, and
combined with downsampling and local feature training method. Experiments show that the detection

accuracy of the method is more than 90% and the processing frame rate is more than 20Hz

@640*640.

Keywords: YOLOV9; unmanned aerial vehicle(UAV); real-time detection; Confidence optimization

1.Introduction

With the rapid development of unmanned aerial vehicles (UAVs), UAVs have been widely used
in many fields, such as logistics and transportation, agricultural monitoring, and disaster rescue [1].
Miniature UAVs are characterized by compact size, light weight, and high flexibility. They can easily
enter narrow spaces for reconnaissance or rescue, and are suitable for performing tasks in complex
environments[2]. However, the emergence of unregulated and indiscriminate drones has also emerged,
causing many problems for society[3].

Real-time UAV monitoring faces many challenges[4]. Traditional monitoring methods often
rely on devices such as radar and optical cameras, but these devices have problems such as limited
monitoring range, insufficient real-time performance, and difficulty in target identification when facing
a large number of UAVs.YOLOV?Y, as an advanced target detection algorithm, provides a new
solution for real-time UAV monitoring[5].1t improves the detection speed while maintaining high
detection accuracy, and is able to process large amounts of image data in real time. In this paper, a
YOLO-based UAV detection algorithm is proposed to achieve efficient recognition by a single-stage
end-to-end deep learning framework for the UAV detection task. The model can efficiently
differentiate UAVs from similar objects like birds and kites by fine-tuning it through migration
learning on a dataset containing multi-scene and multi-angle UAV images.

2. Real-time detection of multi-scale miniature UAVs based on YOLOV9
In this paper, a new detection method based on YOLOWV9 is proposed. The flowchart is depicted
in Figure 1.

Data collection and \ [ Model deployment Model testing
processing

Pre-trained model

|:i;. :> Iraining evalution

Model optimization

Cropping, Different scene
Data enhancement Hyperparameter detection

GitHub, Kaggle,
Extract from video

settings

Figure 1 the flowchart of detection method based on YOLOV9

2.1 Data collection and processing
In this paper, LabelMe tool is used for image annotation work. The dataset images in this study
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are mainly derived from GitHub, Kaggle and other database sites ,as well as extracted from the video
at the rate of one frame per second. In addition, this study also adopts the method of highlighting and
cropping parts of the images, which makes enhances the data, and can better distinguish the recognized
target features as well as the details.
2.2 Model deployment and training

YOLOV9 addresses key challenges in object detection by integrating reversible functions for
data integrity, programmable gradient information for accurate gradient updates, and generalized
High-efficiency Layer Aggregation networks to simplify feature extraction and speed [6].

After the core network extracts features, the model merges the features, and the head network
utilizes these fused features for target recognition [7], achieving high accuracy. However, when the
data is transmitted through the multi-layer neural network and changes in space, part of the feature
vector will be lost, resulting in incomplete feature information of the target object, thus reducing the
recognition efficiency and accuracy. HWD downsampling can effectively solve the problem of local
feature pooling, which uses Haar wavelet transform to retain most of the feature information, but also
reduces the amount of computation, and improves the accuracy and speed.

In this paper, ImageData from different environments are selected to form the training set, test
set and verification sets with a ratio of 8:1:1. The input image size is unified as 640*640, Batch-size is
set to 4, and Epoch is set to 200. The works value is set to 0, SGD is selected by the optimizer, and the
random number seed is set to 0.

The prediction accuracy of the UAS category reaches 0.85, indicating that it can effectively
distinguish the target category from the background.

2.3 Model testing

The test work is divided into online and offline sections. The speed and accuracy of the detection
are evaluated. In this paper, Intel(R)Core (TM)i7-13650HX CPU and NVIDIA GeForce GTX 4060
GPU is used as the test platform.
3.Results and analysis

Experimental results demonstrate that the YOLOV9-based UAV detection algorithm exhibits
robust detection performance in diverse environments, with varying flight altitudes, and heterogeneous
external environments. Some results are shown in Table 1 and Tabel2.

The results of four sets of experiments show that the method of this paper enables the detection of
micro UAVSs. Table 1 shows the recognized UAV position frame and confidence level. Table 2 shows
the statistical results. Among them, Daytime, Low Altitude and High Altitude detected all the UAVSs,
while Wilderness missed only one UAV, and the detection rates are all above 90%. This paper's
method handles frames at frame rates of 24 Hz and 28 Hz, which are all over 20 Hz for 640*640

images.
Table 1 - Comparison of detection results in typical scenarios
Scenarios Original image Detection result
L == e [T
-— i 2535 '
Daytime o S g"&-«-ﬂ
S S |
wave 0.57
Low wave 0.

wave 0.82

Altitude
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Table 2 - Statistical result of detection in typical scenarios
Scenario Actual Targets | Detected Targets Precision (%) Frame Rate (Hz)
(Units) (Units)
Daytime 5 5 100 26
Low Altitude 3 3 100 28
High Altitude 6 6 100 26
Wilderness 11 10 91 24

4 Conclusion

The phenomenon of 'black flights' and ‘overflights' occurs frequently. To solve this problem, a
real-time detection method based on YOLOV9 was given. The combination of adaptive hierarchical
downsampling technology and local feature enhancement training framework resulted in the
innovation of a reversible feature reconstruction mechanism, dynamic gradient optimization strategy,
and lightweight hierarchical aggregation network. The experimental results show that the method can
adapt to complex lighting, dynamic backgrounds, and dense occlusion scenes, which provides a
solution for the construction of low altitude safety protection.
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Annotation. This paper introduces a DDoS attacks defense technique, which includes the measures for the four stages, such

as pre-configuration, detection, blockage and mitigation. The DDoS defense technique is suggested for development of
algorithms for defenses against various types of DDoS attacks applying the analysis of their OSI-level characteristics.

Keywords. DDoS-attacks, Defense Technique, OSI levels.

1.Analysis of DDoS attacks
A Distributed Denial of Service attack (DDoS) is a malicious attempt to flood a targeted server,
service, or network with massive amounts of Internet traffic, disrupting its normal traffic and rendering
it inaccessible to legitimate users. Unlike traditional denial-of-service (DoS) attacks, DDoS attacks
utilize multiple infected computer systems as the source of the attack traffic, making defense more
difficult. The general DDoS attack model is shown in Figure 1.

resource exhaustion attack Il

A.protocol-based attack:Slow
HTTP attacks,HTTP flood attack,SIP
flooding attack,SYN attack.

B.misformatted packet
attack:land attack,ping of
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attack,Teardrop Attack.
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A.protocol-based attack:UDP
flood attack,ICMP flood attack,smurf
attack,Fraggle.

B.Amplify Attack:DNS
amplification attack,NTP Enhanced
IAttacks,CLDAP Amplified Attack.

Figure 1 — General DDoS Attack Model

The DDosS attack model includes the parts of attacker, botnet, connection between attacker and
botnet, attack channel, attack target, connection between attacker and target, and attack result.

Attackers include controllers as well as command and control servers, and controllers are usually
the initiators of attacks, using a variety of tools and techniques to control large numbers of botnets. The
attacker uses the command and control server to send commands to the controlled devices. Attackers
infect a large number of devices with malware, turning them into botnets, which are often distributed
across the globe, helping attackers hide their true origins.

Connection between attacker and botnet: Attackers infect a large number of devices in various
ways. Incorporating them into a botnet. These devices may include personal computers, servers, 10T
devices, etc. After infecting the devices, the attacker needs to install malware on the devices and create
a control channel through which the attacker can remotely control these devices. The attacker manages
and controls the botnet through a command and control server (C&C server). Communication between
the attacker and the botnet typically uses encrypted or obfuscated protocols to avoid detection and
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interception. Common communication protocols include IRC (Internet Relay Chat), HTTP, HTTPS,

DNS, and others.

The attack channels include resource exhaustion attacks and bandwidth exhaustion attacks.
Attack targets include servers (web servers, database servers, etc.), network devices (routers, firewalls,
etc.), and services (online games, API services, etc.).

Connection between attacker and target: When an attacker initiates a DDoS attack, the C&C
server sends commands to each device in the botnet in order to send a large number of requests to the
target server. These requests may be HTTP requests, TCP connection requests, UDP packets, etc.,
depending on the type of attack. There are two results of the attack, either exhausting system resources

or exhausting system bandwidth.

2.Classification of DDoS attacks

The OSI (Open Systems Interconnection) model categorizes network communications into
seven layers, each with its own specific functions and protocols. DDoS attacks can be categorized
based on the OSI layer they target. The classification of DDoS attacks with reference to the seven-
layer network architecture is shown in Table 1.

Table 1 — Classification table for DDoS attacks

OSI level

Classification of attacks

Characteristics of the attack

data link layer

MAC Flood

ARP Spoofing
Attackers launch DDoS attacks mainly by
manipulating MAC  addresses,  ARP
protocols, or switch forwarding logic, with
the core objective of disrupting normal
frame forwarding or exhausting link
resources.

network layer

ICMP Flood
IP Fragmentation Attack

Magnification effect
Fake source IP
Attackers mainly use IP protocol flaws and
routing mechanisms to launch DDoS
attacks and achieve damage by forging,
amplifying, or exhausting target resources.

transport layer

SYN Flood attack
UDP Flood attack
ACK Flood attack

Halfway connection
High flow rate and low power consumption
Attackers  primarily exploit TCP/UDP
protocol flaws to launch DDoS attacks by
exhausting connection resources or
bandwidth.

session layer

Session Exhaustion Attack

Encryption overhead

Session fixation attack
Attackers mainly exploit vulnerabilities in
the session management mechanism to
launch DDoS attacks by exhausting
encrypted resources, spoofing sessions, or
maintaining malicious long connections.

data malformation
Attackers mainly use vulnerabilities in data
format parsing, encryption/decryption
process or encoding conversion to launch

presentation layer SSL/TLS Flood attack DDoS attacks and consume target system
resources by constructing malformed data.
low-flow, high-kill
Protocol Abuse
DNS Flood Attack Precise targeting
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application layer DNS Reflex Attack Attackers usually spoof the source IP,
HTTP Flood attack mimic legitimate traffic, and take advantage
Slowloris attack of protocol design flaws to exhaust the
CC attack resources of the attack target with low
traffic and high Kkills.

3. DDOS attack defense technique
DDosS attack is a complex network security threat that requires a comprehensive defense from
multiple perspectives [1]. The principle mechanism of defense against various attacks generally
includes the four steps, such as pre-configuration of the system to be protected, detection of attacks [2],
blockage of attacks and mitigation the consequences of the attacks. In relation to DDoS attacks this
mechanism was transformed into a defense technique against DDoS attack, which includes the
following measures, shown in Figure 2.

Network
architecture
design

Hardware and
software
configuration

Security policy

Traffic
monitoring
Behavioral
. analysis
/ Detection

i carry out
/ Y Alerting system
defender — ————_ Traffic Filtering
Yarry out\’
carry out
Blockage

Traffic cleaning
Mitigation w

Service
Degradation

Pre-configuration

v

carry out

Configure
firewall rules

Black hole
routing

Figure 2 — Step-by-step diagram for DDoS defense technique implementation

1. Pre-configuration.

Network architecture design: deploy multiple servers and multiple data centers to disperse traffic
pressure; use load balancers to evenly distribute traffic to multiple servers to avoid a single point of
failure; distribute content via CDN to reduce direct access to the source server.

Hardware and software configuration: Enable firewall rules to filter abnormal traffic; configure
routers to limit the traffic rate of protocols such as ICMP, UDP, etc.; optimize server configurations to
improve processing power (e.g., increase connection limits, enable SYN cookies).

Security policy: Limit access to critical services and allow access only to trusted IP addresses;
disable unnecessary protocols (e.g., ICMP, UDP) to reduce the attack surface; and update operating
systems and applications in a timely manner to patch known vulnerabilities.

2. Detection.

Detecting DDoS attacks in real time is the first step in defense, and through early detection
action can be taken quickly[3].
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Traffic monitoring: establish a baseline of normal traffic and monitor traffic changes in real time;
use tools (e.g., NetFlow, sFlow) to detect traffic anomalies (e.g., traffic spikes, abnormal protocol
ratios).

Behavioral analysis: Identify abnormal behavior (e.g., a large number of requests coming from
the same IP address) by analyzing user behavioral patterns; detect complex attack patterns using
machine learning algorithms.

Alerting system: Setting traffic thresholds and triggering alerts when the traffic exceeds the
thresholds; analyzing server logs regularly to find signs of potential attacks.

3. Blockage.

After a DDoS attack is detected, rapid measures are taken to block the attack traffic and reduce
the impact on the target system.

Traffic Filtering: Add the source IP address of the attack to the blacklist and block its access;
filter abnormal protocol traffic (e.g. ICMP Flood, UDP Flood); block traffic from a specific region
based on the geographic location of the IP address[4].

Configure firewall rules to filter malicious traffic; utilize Intrusion Detection Systems (IDS) to
detect and report attack traffic in real time; utilize Intrusion Prevention Systems (IPS) to automatically
block detected attack traffic.

Black hole routing: direct attack traffic to the “black hole” to avoid affecting the target server;
dynamically adjust black hole routing rules according to traffic conditions.

4. Mitigation.

While blocking attack traffic, take steps to mitigate the impact of the attack on the system and
ensure service availability.

Traffic cleaning: Use professional DDoS protection services (e.g. Cloudflare, Akamai) to filter
malicious traffic; deploy local traffic cleaning equipment to filter attack traffic in real time[5].

Resource management: Dynamically adjust resource allocation and prioritize the operation of
critical services; in a cloud environment, resources are automatically expanded based on traffic.

Service Degradation: Temporarily shut down non-critical services during an attack and focus
resources on securing core Services.

The algorithm for defenses against SYN Flood-type attacks was developed according to the
general technique described above and the OSI-level characteristics for this type of attacks. The
algorithm is shown below:

For the Pre-configuration stage:

1.Enable SYN Cookie: Instead of allocating resources immediately upon receiving a SYN
request, the server generates a SYN cookie (a hash containing connection information) as a SYN-ACK
response. Only after receiving a legitimate ACK response does the server allocate resources.

Firewall Configuration: Configure rules on the firewall to limit the rate of SYN requests per IP
address.

For the Detection stage:

2.Analyze the source IP address of SYN requests to identify abnormal behavior (e.g., a large
number of SYN requests coming from the same IP address); monitor the status of the server's half-
connection queue to find out when the half-connection queue is full.

Sets the threshold for SYN requests and triggers an alert when a SYN request exceeds the
threshold.

For the Blockage stage:

3.Using a SYN proxy device, the proxy server handles SYN requests and filters malicious
traffic. Utilizes Intrusion Detection System (IDS) to detect and report SYN Flood attack traffic in real-
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time. Using Intrusion Prevention System (IPS), automatically blocking detected SYN Flood attack
traffic.

For the Mitigation stage:

4.Switch dynamic websites to static pages to reduce server load; during an attack, temporarily
shut down non-critical services and focus resources on safeguarding core services.

The DDoS defense technique is suggested for development of algorithms for defenses against
various types of DDoS attacks applying the analysis of their OSI-level characteristics. The proposed
defense algorithm against SYN flooding attack is tested in the lab environment, and it is found that the half-
connection queue occupancy rate decreases by more than 80% and there is no queue overflow record in the
kernel logs, the success rate of TCP connection establishment for normal users increases, and the attacking
traffic is significantly reduced, which proves that the algorithm is effective.
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Annotation. This paper investigates the applicability of the ORB-SLAM2 across diverse scenarios
based on 51 sequences from three public datasets: TUM RGB-D, EuRoC, and KITTI. Experimental
results reveal that while ORB-SLAM2 demonstrates strong robustness in dynamic environments, its
performance significantly deteriorates when encountering textureless regions, intense camera rotation, or
extensive planar areas. In most cases within the same scenario, the stereo configuration achieves higher
localization accuracy than the monocular mode. This study provides practical references for scene-
specific adaptability considerations in SLAM technology applications.

Keywords. ORB-SLAM2, dynamic environments, monocular, stereo, localization accuracy

I. Introduction

Simultaneous Localization and Mapping (SLAM), proposed by Smith R.C. and Cheeseman P.
in 1986 [1], is a technology that enables an agent equipped with specific sensors to construct
environmental models and estimate its own motion in real time without prior environmental
knowledge [2]. Based on sensor types, SLAM can be categorized into Visual SLAM (VSLAM) [3]
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using cameras and LIiDAR-based SLAM [4] using light detection and ranging sensors. This study
focuses on monocular and stereo camera-based VSLAM systems.

The evolution of VSLAM has witnessed significant algorithmic advancements. Early monocular
SLAM systems primarily relied on filter-based methods [5],[6],[7],[8], which faced challenges such as
high computational complexity and error accumulation. A milestone was the Parallel Tracking and
Mapping (PTAM) [9] algorithm, which pioneered a keyframe-based architecture by decoupling
feature tracking and map construction into parallel threads. Subsequent improvements to PTAM
included the integration of edge features and enhanced relocalization techniques [10]. Among feature-
based SLAM systems [5], ORB-SLAM2 [11] emerged as a representative solution due to its rapid
ORB [12] feature extraction and rotation invariance, achieving high operational efficiency and
stability.

However, existing research lacks systematic validation of ORB-SLAM2's applicability in
complex scenarios, such as dynamic environments, weakly textured regions, and large-scale planar
surfaces. This study aims to address these gaps through multi-scenario experiments, specifically:

1) Robustness analysis in dynamic environments;

2) Comparative evaluation of localization accuracy between monocular and stereo modes across
diverse environments;

3) Identification of limitations in textureless areas, rapid rotational motion, and expansive planar
scenes.

I1. System Overview

The ORB-SLAM2 system comprises three parallel threads: Tracking, Local Mapping, and Loop
Closing, as illustrated in Figure 1.

The Tracking thread is responsible for searching feature correspondences between each frame
and the local map to compute the corresponding camera pose. Based on this computation, it
determines whether to appropriately insert a new keyframe into the keyframe buffer queue of the Local
Mapping thread. In monocular mode, the system initializes the map through parallel computation of
both the homography matrix suitable for planar scenes and the fundamental matrix applicable to non-
planar scenes [13], selecting the optimal solution via RANSAC [14].Within the tracking thread,
preliminary feature matching is first performed between the received current frame and its preceding
frame. Subsequently, a motion-only Bundle Adjustment (BA) [15] algorithm is employed to optimize
and refine the pose estimation of the current frame.

The Local Mapping thread manages the construction process of the local map and executes all
BA optimizations related to the local map. This thread processes newly inserted keyframes from the
Tracking Thread. Its core task is to perform local BA optimization to achieve optimal reconstruction
of the surrounding environment under the current camera pose constraints.

The Loop Closing Thread detects large-scale loops and corrects accumulated drift through pose
graph optimization. For each newly inserted keyframe from the Local Mapping Thread, this thread
performs loop detection to verify loop formation. It constructs a place recognition database based on
the DBoW2 [16] vocabulary model, while enhancing loop detection accuracy through covisibility
graph-optimized candidate keyframe selection strategy. When a loop closure is detected, the system
computes the relative geometric transformation (similarity transformation [17]) between the current
keyframe and the identified loop-closing keyframe.

142



61-51 HayYyHas KOHGbepeHyUs acrnupaHmMos, MasucmpaHmos u cmydeHmos BI'YUP, 2025 e.

XL
[N

INIAAVIN 'TVDO'T

TRACKING
Monocular/Stereo Data Map Pose Track Generate New QL
Frame Pre-process | |Initialization Prediction Local Map KeyFrame
KeyFrame
J
Insert
KeyFrame
POSITION
RECOGNITI MAP Cull
Redundant
Visual . _ MapPoints
Vocabulary MapPoints KeyFrames
Create New
Position MapPoints
Recognition Covisibility Spanning
Database Graph Tree
Local BA
Cull
Redundant
. . KeyFrames
Loop Correction Loop Detection
| __________ | i __________ | SE
- Optimize Search )
Upxte Global BA . Essential Loop Fusion ll Compte Candidate 1 ; KeyFrame
Map | | SE3 I
Graph | KeyFrames I
e P )
GLOBAL BA LOOP CLOSING

Figure 1 — ORB-SLAM2 system overview

111. Experimental Design and Analysis
The experiments were conducted on an Intel(R) Core(TM) i9-14900HX processor (2.20 GHz,
x64-based) within an Ubuntu 18.04 virtual environment hosted by VMware Workstation Pro 17 on

Windows 11.

Three public datasets — TUM RGB-D [18], EuRoC [19], and KITTI Error! Reference source
not found. — were utilized to evaluate system performance. Key evaluation metrics include:
Absolute Trajectory Error (ATE), as shown in Equation (1).

N
1
ATE = NZIItranS(Fi)”z
i=1

(1)

where N is the total number of trajectory points, F; is the absolute error at i-th trajectory point,
expressed as F; = Q; 'SP, (with Q; being the ground-truth pose at the i-th point, P; being the estimated
pose at the i-th point, and S being the rigid transformation aligning estimated and ground-truth
trajectories), trans(F;) denotes the translational component of F;.
Relative Pose Error (RPE), as shown in Equation (2).
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m
1
RPE = EZHtrans(Ei)llz ¥
i=1

where m = N — A is the number of available relative pose error samples, E; is the relative pose error
at the i-th point, expressed as E; = (Q;7*Q;44)~*(P " P;,4) (with Q; and Q;,» being the ground-truth
poses at points i and i + A, and P; and P;,, being the estimated poses at points i and i + A),
trans(E;) denotes the translational component of E;.

To ensure the reliability of the results, each sequence in all datasets was run five times, and the
median of the five results was taken as the error value.

A. TUM RGB-D Dataset

This paper uses 29 sequences from the TUM RGB-D dataset, including Handheld SLAM,
Dynamic Objects, Structure vs. Texture, and Robot SLAM sequences, to conduct a detailed analysis of
the monocular mode of ORB-SLAM?2. The evaluation metric is the ATE.

The validation results for the Handheld SLAM sequences are presented in Table 1.

Table 1 — Handheld SLAM Sequences of the TUM RGB-D Dataset

Description

Sequence Avg. translational velocity (m/s)  Avg. angular velocity (deg/s) Y;gg RMSE(cm)
fr1_floor 0.258 15.071 No 1.737
fr1_desk 0.413 23.327 No 1.360
frl_room 0.334 29.882 Yes 6.085
fr2_360_kidnap 0.304 13.425 No 4.154
fr2_desk 0.193 6.338 Yes 0.860
fr3_long_office 0.249 10.188 Yes 1.098
fr1_360 0.210 41.600 No 5.791
fr2_360_hemispher 0.163 20.569 No 9.335

e

As shown in Table 1, the monocular mode of ORB-SLAM2 achieved an absolute trajectory
error of approximately 1 cm in most Handheld SLAM sequences, except in scenarios with strong
camera rotation (fr1_room, fr2_360_kidnap, fr1 360, and fr2_360_hemisphere).

The results for the Dynamic Objects sequence (an office scenario) are shown in Table 2.

Table 2 — Dynamic Objects Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm)
fr2_desk_person Interaction 0.743
fr3_sit_static Two people sitting at a desk interacting, Asus Xtion fixed \
fr3_sit_xyz Two people sitting at a desk interacting, Asus Xtion moving along xyz 0.932
r3_sit_halfsph Two people sitting at a desk interactin_g, Asus Xtion moving along a half-sphere 1.693
trajectory
fr3_sit_rpy Two people sitting at a desk interacting, Asus Xtion moving along rpy with \
strong rotation

fr3_walk_static Two people walking, Asus Xtion fixed \

fr3_walk_xyz Two people walking, Asus Xtion moving along xyz \
fr3_walk_halfsph Two people walking, Asus Xtion moving along a half-sphere trajectory 1.675
fr3_walk_rpy  Two people walking, Asus Xtion moving along rpy with strong rotation 7.300

From the results in Table 2, the monocular mode of ORB-SLAM2 achieved an absolute
trajectory error of less than 2 cm in most Dynamic Object sequences, except in scenarios with strong
camera rotation (fr3_sit rpy and fr3 walk rpy) and camera stationary (fr3_sit static and
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fr3_walk_static). This indicates that the system is robust to dynamic objects in monocular mode,
except when the camera undergoes strong rotation and stationary.

The validation results for the Structure vs. Texture sequences are presented in Table 3.
Table 3 — Structure vs. Texture Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm)
fr3_nstr_tex_far planar, texture 9.249
fr3_nstr_tex_near planar, texture, with loop 1.363
fr3_str_tex_far non-planar, texture 0.922
fr3_str_tex_near non-planar, texture 1.358
fr3_nstr_ntex_far planar, textureless \
fr3_nstr_ntex_near planar, textureless, with loop \
fr3_str_ntex_far non-planar, textureless \
fr3_str_ntex_near non-planar, textureless, with loop \

From the results in Table 3, the monocular mode of ORB-SLAM2 failed to complete
initialization in textureless scenes (fr3_nstr_ntex far, fr3_nstr_ntex near, fr3_str ntex far and
fr3_str_ntex_near).

However, in the Robot SLAM sequences, although the camera was not in a state of strong
rotation, most sequences failed to initialize. The validation results are shown in Table 4.

Table 4 — Robot SLAM Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm)
fr2_pioneer_360 warehouse, large-scale planar \
fr2_pioneer_slam warehouse, large-scale planar, with loop 5.038

fr2_pioneer_slam?2 warehouse, large-scale planar \
fr2_pioneer_slam3 warehouse, large-scale planar \

By analyzing the commonalities of the Robot SLAM sequences, it is evident that such sequences
often involve large-scale planar environments. Additionally, in sequences with loops (fr1_room,
fr2_desk, fr3_long_office, and fr3_nstr_tex near), the system achieved a trajectory error of
approximately 1 cm, indicating strong loop closure handling capabilities.

ORB-SLAM2 demonstrated a trajectory error of less than 10 cm across all 29 sequences of the
TUM RGB-D dataset. The validation results from the TUM RGB-D dataset confirm that ORB-
SLAM?2 is robust in dynamic scenes and effective in handling loop closures. However, it is not
suitable for textureless scenes, scenarios with significant camera rotation, or scenes containing
extensive planar structures.

B. EuRoC Dataset

This paper analyzed 11 sequences of the EUROC dataset, categorized into easy, medium, and
difficult levels. The ATE of the trajectory for each sequence is presented in Table 5.
Table 5 — Results of the EUROC Dataset

RMSE(cm)
Sequence Monocular Stereo
MH_01_easy 4,510 3.759
MH_02_easy 3.423 3.754
MH_03_medium 3.958 3.733
MH_04_difficult 7.228 12.496
MH_05_difficult 6.986 5.730

V1_01_easy 9.551 8.638
V1_02_medium 5.094 6.040
V1_03_difficult 9.787 9.753

V2_01_easy 6.080 7.097
V2_02_medium 6.048 5.920

145



61-9 HayYyHasi KOHGhepeHUuUsi acnupaHmos, Ma2ucmpaHmos u cmydeHmos bI'YUP, 2025 a.

V2_03_difficult 22.309 19.299

As shown in Table 5, in the indoor EUuRoC dataset, ORB-SLAM2 showed comparable
performance in both monocular and stereo modes, with most sequences achieving a trajectory error of
less than 10 cm, except for the VV2_03 difficult sequence. This level of positioning accuracy is
sufficient for small drones used in environmental exploration.

C. KITTI Dataset

This paper analyzed 11 sequences (00 to 10) of the KITTI dataset. In addition to calculating the
ATE (t,ps) and RPE (t,.;), the relative rotational error (r,.;) was also computed. Table 6 presents the
specific results for the 11 sequences of the KITTI dataset.
Table 6 — Results of the KITTI Dataset

Sequence mxm Monocular Stereo

trel(%) rrel(deg/loom) tabs (m) trel(%) rrel(deg/loom) tabs (m)
00 564 x 496 5.230 0.946 7.542 1.094 0.689 1.288
01 1157 x 1827  153.859 0.929 533.562 1.698 0.359 9.623
02 599 x 946 14.228 0.647 33.502 1.116 0.495 5.841
03 471 x 199 1.277 0.302 0.967 0.950 0.365 0.755
04 0.5 X 394 0.588 0.308 0.989 0.445 0.310 0.187
05 479 X 426 5.165 0.506 5.367 0.632 0.352 0.720
06 23 x 457 9.799 0.418 13.413 0.699 0.300 0.784
07 191 x 209 3.809 0.603 2.127 0.567 0.392 0.526
08 808 x 391 32.224 0.674 52.889 1.301 0.659 3.721
09 465 X 568 4,949 0.719 4.858 0.916 0.484 3.291
10 671 x 177 7.446 0.509 8.444 0.881 0.474 0.100

As shown in Table 6, in monocular mode, the trajectory error of ORB-SLAM2 is typically
around 1% of the map size (sequences 00, 05, 07, 09, and 10), sometimes lower—such as 0.21% for
sequence 03 and 0.25% for sequence 04—or higher, like 3.54% for sequence 02, 2.94% for sequence
06, and 6.55% for sequence 08. In stereo mode, the trajectory error is consistently less than 1% of the
map size. This indicates that, in most cases, stereo mode provides higher localization accuracy than
monocular mode in the same scenario.

IV. Conclusion

This paper provides an extensive experimental evaluation of the ORB-SLAM2 algorithm to
determine its applicability across different environments. The results show that the ORB-SLAM?2
system operates effectively in both indoor and outdoor settings, demonstrates robustness in dynamic
scenes, and handles loop closures well. However, it performs poorly in textureless environments,
scenarios with strong camera rotation, and scenes featuring large-scale planar surfaces. In most cases,
the stereo mode achieves higher localization accuracy than the monocular mode in the same scenario.
This study offers practical insights into the environmental adaptability of SLAM technology.
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METOOUKHU D,I/ICTAHLI,I/IOHI:IOVI KAJIMBPOBKU UHO®OPMALIMOHHO-
U3MEPUTEJIbHOU CUCTEMbI CBY OUATMA30OHA

Sokmpos 4.T. rp.426401

bernopycckui rocyAapCTBEHHBIN YHUBEDCUTET MHGQOPMATHKY 1 PAaNOSTIEKTDOHUKY,
r. Murck, Pecriy6rmka benapyce
HayqHbIvi pyKkoBoauTEIb: 4-p TEX. HayK, rnpogeccop [ycuHckmi A.B.

AHHOTaumMsa. B MaTepuanax [oknaga paccMaTpuBaeTcs paspaboTaHHas MeToauka
JNCTAHLIMOHHOM KannbpoBKu MHADOPMALIMOHHO-M3MepUTENbHON cnctemMbl CBY ananasoHa

KnioueBble ClOBa: [NCTaHUMOHHAs KanmbpoBKa, WMHMOOPMALMOHHO-U3MEPUTENbHAS
CUCTEMa, CBEPXBbICOKAs YacToTa, METPOSIOrMYECcKUe XapaKTEPUCTUKU

BeedeHue. OgHVM 13 OCHOBHbIX MHCTPYMEHTOB AN M3MEPEHUI YAaCTOTHBLIX XapaKTepPUCTUK
KOMMNIEKCHbIX NapaMeTPOB OTPaXKEHMSA 1 Nepeaaym cBepxBbicokodacToTHbIX (CBY) n kpariHe
BbICOKOYACTOTHbIX (KBY) yCcTponCcTB S1BNS0TCS MHAOPMaUMOHHO-M3MepuTenbHble cuctembl (MAC)
[1].

Ha cerogHswHuin aeHb atn MAC WMpoko NpMMEHSAOTCA NpU NpoBEAEHUN U3MEPEHMIN NapaMeTpoB
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aHTEHH, MOSyNPOBOOHUKOBBLIX YCTPOMCTB, aKTMBHbLIX YCTPOUCTB  (YCURUTENW, CMecutenu,
YMHOXWUTENN W OEenUTenM 4acToTbl) M MacCUMBHbIX YCTPOWCTB (kabenwu, coegnHuTenu, nvMHUK
nepegayn).

Mcnonb3oBaHWe COBPEMEHHbBIX MHAOPMALUMOHHBIX TEXHOMOrMM Ans nepegaqn U3MepuTerbHON
WHCbOpMaLMK  MO3BOSIAET  OCYLIECTBNATb  AMCTAHUMOHHBbIE  UCCREeOOBaHUSA  MEeTPOrorM4ecknx
xapakrepuctnk (MX) MKUC. Wcknoyaetca HeobxogumocTb nepuogmdeckn noceinate MAC B
MeTposiormyeckyto  cnyxby Aans npoBeoeHUs MOBEpPKW, KanvbpoBKM, T.K.  U3MepuTenbHas
nHdopMauus Byget OOCTynHa MeTposiormdeckon cnyxbe ¢ nboro craumMoHapHOro KoMmnbloTepa,
NOAKNIOYEHHOrO K ceTu Internet.

B noknage paccmatpuBaeTcs paspaboTaHHasi MeToauka AUCTaHUMOHHOM kannbpoeku MAC CBY
JunanasoHa.

OcHoeHast yacmb. [Insi paccmaTpmBaeMon MHPOPMaLMOHHO-N3MEPUTENBHOM CUCTEMDI
XapaKTepHO He TOSbKO aBTOMaTM3aums TakMx npoueayp kak permcrpaums, coop n nepegada
pe3ynbTaToB M3MEPEHMI Ha 00pabOoTKy, HO U BO3MOXHOCTW AUCTAHLMOHHOIO NPOBEAEHNS
N3MepPUTENBHOrO 3KCNEpMMEHTa NPU akKTMBHOM BO34ENCTBUM Ha OOBLEKT nccrnenoBaHms,
onepaTuBHOM Nepedayn AaHHbIX UCCeAOoBaHNI U N3MEPEHWIA MO NoKarbHbIM 1 rNo6anbHbIM
KOMNbloTEpHbIM ceTaMm (Internet). CnegoBaTernbHO, UMEETCH TEXHUYECKas BOSMOXHOCTb
npoBeaeHMs ANCTaHLMOHHONM KanmnbpoBKM CUCTEMbI MYTEM peanu3aumm TEXHONOMM KKITUEHT -
cepBep».

Cuctema [OUCTaHUMOHHOW KanvOpPOBKM MNpefHasHadeHa [nNiS  ynpaBneHus npoLeccoMm
N3MEpPEHUA, Nodaun 3TaNoHHbIX CUrHanoB Ha kanubpyemoe CU, HabnogeHus 3a ero peakunen u
obpaboTkn pesynbtatoB. OHa TpebyeT coenHeHns mexay nepcoHanbHbiv komnbtoTepom (MK)
kannbposouHon nabopatopumn (KIT) mn MK ¢ kanubpyembim cpeactBom uameperHun (CU),
BOCNPOU3BEAEHNS (PU3NYECKUX BENWYMH C  MOMOLUBLID  3TanoHHbiXx CW mn BO3MOXHOCTU
AVCTaHUMOHHOrO ynpasrenus. Takke npegnonaraetcs nepefada M3MepuTernbHOW MHopmaumu,
OLeHKa KannmbpoBOYHbIX XapaKTePUCTUK U TMBKOCTb B COOTBETCTBUM C HOBbIMU 3aa4amu.

TexHn4YecKkorn OCHOBOWM MeToda SBMAOTCA TpaHcnopTabenbHble 3TanoHHble mepbl (TOM),
KOTOpble [OSMKHblI ObecnedvBaTb HeOOXoOAMMYK TOYHOCTb. CucTeMa BKMYaeT TpW rnaBHble
KOMMOHEHTA: creumannapoBaHHoe nporpammHoe obecnedenme ([10), kanmbpyemoe CU 1 TOM.

Ha pucyHke 1. npegcrtaBneHa obo6LLEHHAsi CTPYKTYpHasi CXemMa CUCTEMbI AMCTaHUMOHHOWN
kanmbposkn NAC.

Creu. Crieu.
r1o o
I I
JluHusi
MK Modem ces3u Modem MK cn M
] I
lMpuHmep lMpuHmep

Memponoauydeckas cryxba Jlabopamopus, ucrons3yrouwas CH

PucyHok 1 - O6006LLEeHHasn CTPYKTypHas cxema CUCTEMbl AUCTaHLMOHHOM KannbpoBKu
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MO kanubpoBouHon nabopatopun ynpaenset CU, ycTaHaBnvMBaeT Auana3oHbl U PEXMMbI
N3MEpEeHMs, a TakkKe COXpaHseT pesynbTatbl B 6a3e [aHHbIX, OOCTYNHOM Ans KnveHTta. KnneHt
MOXEeT NpocMaTpuBaTb JaHHble U MCNONb30BaTb UX ANs npoBefeHus mnamepeHuin. OyHkumm MO
no3BoNAT OTOOpaXxaTh AaHHble, MPMOCTaHaBNMBaTb M Nepesanyckatb N3MepeHns, a nHopmMaums
coxpaHsieTcs Ha cepBepe nabopatopun.

Anroput OUCTaHLMOHHOW KarnMbpOBKN OCHOBLIBAETCA Ha TEXHONOMMK "KNneHT-cepeep”.
JNNabopaTopusi ocbopmnsieT 3asiBKy Ha kannbposky, nocne yero B KI1 gocraBnsaTca Heobxoaumbie
3TanoHHble Mepbl. YcTaHaBnueaeTtca cneumanunanpoBaHHoe O Ha MK KJT u MK, nogkntoveHHom K
uccnegyemomy CWU.

CepBep nepeBOaUTCA B pexXuM oxuaaHus, yctaHaenmeaeTcs coegmHeHne mexay MK KIT wn
nabopaTtopHbiM K. MNMpoBoguTca onpoboBaHne CUCTEMbI AUCTAHLMOHHOW KannbpoBKK, C NPOBEPKO
paboTocnocobHocTn kanubpyemoro CW. NMocne camoguarHoCTukun, nHgopmaumsa o coctosiHum CU
nepenaetca Ha MK KI1.

BblbupatoTca uccnegyembii napameTp, MeToq U3MeEpeHuin, matematudeckas obpaboTtka u
3TanoHHble Mepbl. JlTabopaTopus nogkntoyaeT aTanoHHbIe U BcnomoratensHble CU cornacHo cxeme
n3mMepeHuin. YcTaHaBnmBaeTcs YacTtoTa kannbpoBkuM, 3aTemM nogrotaesnueaeTca kannbpyemoe CA.

Ha naGopatopHom T[1K oTtnpaBnsietcs komaHga nogknoveHnsa uccnegyemoro CU,
NpoBOOATCS M3MEPEHMST M pacyeTbl NapaMeTpoB C y4veTom xapaktepuctuk CU, oueHuBaeTca
HeonpeaeneHHoCTb M3MepeHnii. Ha oCHOBE NOMy4YeHHbIX AaHHbIX COCTaBMSETCA CBUAETENbCTBO O
noBepKe W MPOTOKOST, KOTOPbIA coaepXuT nHopmaumio o CU, ycrioBusax kannbpoBku 1 pesynbTathbl
N3MEepPEHUIA.

Ha pucynke 2. mpezcraBieH pa3pab0TaHHbBIN alrOpUTM JUCTaHITMOHHON KaimOpoBku UHC.
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PucyHok 2 - Anropytm npoBeaeHns AUCTaHLMOHHON KarnvbpoBKu
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Crpykrypa IO nmucranmmonnoi kamuOpoBkun MWC Brmowaer ONOKM Ui yHpaBICHUS
U3MEpUTENBHBIMU cpeacTBamMH, (yHkuuoHambHoct KOII, Bbrumcnenuii, BbIBoJa MHGOpPMAIMU U
BBITIOJTHEHUS BCIIOMOTATeNbHBIX omneparuii. Mexanusm "kiueHT-cepBep' paboTaeT Ha MPOTOKOJIE
TCP/IP, nonaepXuBaeMOM JIOKATbHBIMH CETSIMU, MOIEMaMH U MIHTepHETOM.

Jns nucrannmonHeix m3Mmepenuit 110 obGecmeunBaer coemunenne mexnay [1IK KJI u IIK,
MOJKITIOYeHHBIM K KanmuOpyemomy CU. ChHawana wHMImanmsupyercs cepsepHas dvactb [1O
(Server.exe), BBINOJNHSCTCS TPOBEPKAa BCEX TOJAKIIOYCHHBIX H3MEPUTENBHBIX YCTpoicTB. Ecim
PUOOPBI PAabOTAFOT HEKOPPEKTHO, BBIBOIMTCSI COOTBETCTBYIOIIEE COOOIICHHE. 3aTeM CepBep JKIET
3anpocoB KimeHTa. COTpyIHUK Tab0paTOpu MOXKET OCTAaHOBHUTH CEPBEP U TEPEBECTH €0 B PEKUM
OKUIaHMS.

Knuenrckas wacts 1O (Client.exe) naunmammsupyercst cotpyaaukoMm KJI. Ona mposepsiet
COE/IMHEHHE C CEPBEPOM M, €CIIM €ro HeT, ePEXOJUT B PeXUM oxkuaaHus. [lapamerpsl coenuHeHus
HacTpauBaroTcs BpyuHyro. [locie ycTaHoBieHMs CBSI3U cepBep COXpaHseT MH(POPMALMIO O HOBOM
KIIMEHTE U 00CITyKMBAeT 3ampockl 1o ovyepeau. Ilocine ycTaHOBKY MOCTOSIHHOTO COEIMHEHUS] MEXKTY
CEpBEPOM U KIIMEHTOM OCYIIECTBIISIETCS OOMEH JaHHBIMH, BKITFOUAs! 3a[IpOC HA HA4aJI0 U3MEPEHH.

ANTOpUTM YCTaHOBKM coeauHeHus peanu3oBaH B CBU-u3MeputenbHbIX —mpuOOpax,
pa3pabotannsix BI'YUP. Jlns paspabotku 10 ucnonssyercs LabVIEW, no3Bomsirommii BU3yaibHO
KOHCTPYMPOBaTh aITOPUTMBI M OOECIIEUMBAIONIMK TOJUIEPKKY Ppa3IUYHbIX HHTep(eiicoB U
npoTtokoJioB. LabVIEW unTerpupyercst ¢ MoaynsmMu, pa3pabOTaHHBIMU Ha TPAJUIMOHHBIX S3bIKaX
MIPOTPaMMHUPOBAHUS, YTO OOeCreunBaeT rHOKOCTh B pa3paboTKe aBTOMATU3UPOBAHHBIX CHCTEM.

3akntouenue. Cucrema muctaniuonHoi kamuOpoBkun WMUWC mpexacraBiser co0oil COBpeMEHHOE
pemenue, obecneunBaromiee 3(PPEKTUBHOE YIPABICHUE IPOLIECCOM H3MEPEHUN W KaTMOPOBKH.
HcnonszoBanne MmexannsMa "kimeHT-cepep' Ha 6aze mpoTokosioB TCP/IP mo3BomsieT ocyIecTBIsTh
Ha/IKHOE coelMHeHne Mexy JlabopatopusiMu [IK u xamuOpyeMbIMu cpeicTBaMu M3MEPEHHI, 4To
criocoOcTByeT OoJiee THOKOMY U OBICTPOMY OOMEHY JaHHBIMH.

Pa3paboTka cneurannaMpoBaHHOro MporpaMMHOro obecnedeHuns Ha nnatgopme LabVIEW
obecneynBaeT He TONbKO BbICOKYIO qJYHKLI,VIOHaJ'IbHOCTb, HO U BO3MOXHOCTb UHTErpaumn C
pasnMYHbIMK  annapaTHbIMK CpPeacTBaMM M MHTepdencamm. 3Ta cnCTeMa KanmbpoBKM
3HAYNTENIbHO YMpOoLWaeT rMpouecc, roBbIWAET TOYHOCTb M3MepeHVIl7I N TNO3BOJIAET
onepaTtnBHO BECTU YYET pPE3Y/ibTaTOB, AOCTYIMHbLIX A4 KITMEHTOB.

Crincok /inTeparypsl

1. Boryi, BA. BeXTopHbie aHa/m3aTopsl LiEnesd CaHTUMETPOBOIO M MU/VIMMETPOBOIO ANAIIa3oHoB JymH BosiH / B.A. boryw [u
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Annotation. The report materials discuss the developed methodology for distance

calibration of the microwave range information and measurement system.
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Hayunwuii pyxosooumens: berowuyxuti A. 11, kanouoam mexuudeckux HayK, OOYeHm

Annomauyusn. B mamepuanax ooxnada paccmampusaemcs paspabomanias MemoouKa onpeoeieHus
napamempos UCHOYHUKOS CUCHAIA U3 COCMABA IMATIOHA eOUHULbL MOWHOCTU INEKMPOMACHUMHBIX
Konebanuil 6 ouanazone yacmom om 37,5 00 178,41 Ty.

Kntouesnle cnosa: memoouxa ucciedo8anust, UCMOYHUK CUSHATIA, NAPAMEMPYb, CBEPXBbICOKASL
Yyacmoma, SMaioH, MOUHOCb

BeedeHue. CoBpeMeHHble AOCTUXKEHUSs B 06nacTM MeTporiornM CTUMYNMPYOT pasButme u
COBEpPLUEHCTBOBaHME 3TanoHOB, obGecneynBalolLMX €OUHCTBO W3MEPEHUA B  MUITNIMMETPOBOM
ananasoHe dactoT. OgHMM M3 KIOYEBbLIX HamnpaereHUn CTaHoBUTCA obecneyeHne BbICOKOM
TOYHOCTU M3MEPEHMN MOLLHOCTM 3MIEKTPOMArHWTHbIX BOSH, YTO CBA3aHO C  pacTyLmMu
TpeboBaHNSIMM K METPOSIONMYECKUM  XapakKTEPUCTUKaM NpubopoB, MNpeaHa3HaYeHHbIX  Ans
navepeHusi gaHHon senuumHbl. B LeHntpe 1.9 HUAY BIYWP 6bin paspabotaH M M3roToBneH
HaLUMOHAasbHbIN 3TanoH eauHULBI MOLLIHOCTM B AnanasoHe vactoT oT 37,5 00 178,4 Ty [1].

B moknage npvBegeHo onmMcaHve M MpUHUMN paboThbl 3TanoOHHOro 00opydoBaHWUA, a Takke
METOOMKA MCCredoBaHUsT NapamMeTpoB UCTOYHWMKOB CUrHama u3 cocTaBa 3TarioHa B AvanasoHe
yactoTt ot 37,5 00 178,4 T L.

OcHoeHast Yacmb.

O6obLieHHasa CTpyKTypHas cxema 3TanoHa eauvHWUbl MOLLHOCTM  3NEKTPOMarHUTHbIX
konebaHunn B gnanasoHe YacTot oT 37,5 oo 178,4 [Ty npeactaeneHa Ha pUCyHke 1.

NcTtouHukn curHanoB obecneymBaloT  (pOpMMPOBaAHME CUTHANOB  SNEKTPOMAarHUTHbIX
KornebaHn CBEPXBLICOKMX 4YacTOT B PEXMME HEMNPEPLIBHOW TreHepauun. YCTPOWCTBA CINYEHUS
npeactaenaAtoT cobori KOMOMHAUMIO HanpaBfeHHOro OTBETBUTENS M COIMMacyloWmMX YCTPOUCTB.
N3amepuTtens nornowaemMon MOLLHOCTM BKOYAET YeTblpe BOMHOBOAHBLIX KanopUMETPUYECKUX
npeobpasoBaTtens NOrnowaeMon MOLHOCTY 1 610K ynpaBneHnsa n MHaukaumm.
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HeTounng ¥Yerpoiietso HimepaTenn
CHTHAJIA CJIHYICHUA TOTJIONMACMOi
37,5-5357 T/ YC-MBM-33/ MOIIHOCTH
53,57-78,353 I'Tw/ | YC-MBM-78/ Ilpeodpasosare.i

78,33-118,1 TT1/| | VC-MBM-118/ HOCIOUAEMOR
118,1-140 I'Tw/ YC-MBM-178/ MOIHOCTA
140-178,4 T n37,5-53571Tw/
53,57-78 33 I'T'w/

____T_____ 78,33-118,1 TTw/

| Hccnesyenoe | 118.1-178.4 1Ty

I yerpoiictBo |

L= B0k ynpapnenusa
II5BM W HHIAKATIAT

PucyHok 1 — O600LLeHHasn CTPYKTypHas cxema aTarnoHa

MporpammHoe  obGecneyeHne Nno3BonsieT ynpaendate paboTon  M3MEepPUTENbHOrO
obopynosaHua ¢ NIOBM, ycTtaHaBnuBaTb nogamanasoH, YacTOTHbIE TOYKN, YPOBHU U3MEPUTESbHBIX
CUrHaroB, pexumbl M3MepeHun (onpegeneHne KoaduumeHTa 3PPEKTUBHOCTU, KOIPdULmeHTa
nepedaduv wnM MOrpeLHoCT M3MEPEHUS MOLLHOCTM UCCNeayemMoro YCTPOWCTBa), CYUTbIBATb
n3mepuTenbHy0 MHdopmaumio ¢ Broka ynpasnenus 1 unamkaumm, obecneymBaeT KOPPEKTUPOBKY
N3MEPEHHbBIX 3HAYEHUN C Y4ETOM KOI(DPULMEHTOB KanmbpoBKN U NPeacTaBieHne n3MepuTeribHON
nHcopmauun B doopme, yaobHom ans ganbHenwen matematnieckon obpaboTkm B COOTBETCTBUAN C
MEeToAMKaMK1 NOBEPKN/KanMbpoBKU.

BaxHbIMM COCTaBHbIMM YacTsIMM 3TanoHa sIBNATCA UcTovHukM CBY curHana. OgHummn 13
Hanbornee BaXKHbIX X XapakKTEPUCTUK, BINSAIOLMX HA TOYHOCTb M BOCMPOM3BOAMMOCTb pesynbTaToB
N3MEPEHUN SBMAOTCA HECTAOUNBHOCTL BbLIXOOAHOMW MOLLHOCTM U KO3(MUUMEHT CTOSIMEN BOJIHbI
(KCBH) BbIx0OOB UCTOYHUKA CUrHana.

B poknage paccmartpuBaeTca paspaboTaHHas MeToauka MUCCNnenoBaHWs HECTabUIbHOCTH
YPOBHs1 BbixogHoM MowHocTM n KCBH Bbixoga WUCTOYHMKOB curHana atanoHa. lNpuBeaeHbl Takke
pe3ynbTaThl 3KCMEPUMEHTAanNbHbLIX UCCIEegOBaHNA 3TUX NapaMeTPoB AN TPEX MCTOYHMKOB curHana,
paboTatowmx B AgnanasoHax vacrtot 78,33 — 118,1 Mu; 118,10 My —140,0 Mumn 140,0 My —178,4
Mu.

NccnegoBaHnst HeCcTabunbHOCTM YPOBHA BbiIXO4Aa MOLUHOCTM WCTOYHMKOB CUrHana B
AnanasoHe 4actot ot 78,33 [Ty po 1784 [Tu npoBoadATCs METOOOM MPSIMbIX WU3MEPEHUA C
NnOMOLLID BaTTMETpa norrowaemon MowHoctn M3-75 no cxeme, NpMBeQeHHOW Ha PUCYHKe 2.
Mpouecc namepeHnin BKto4aeT B cebs cnegyroLme onepaumn.

NcTOYHMKM curHanoB B amanasoHax vactot 78,33 [Ty — 118,1 ITy; 118,10 I'Muy - 140
Muwn 140 My —178,4 'y nooyepeHO NOAKMOYAOT K BAaTTMETpY M3-75.

Mpn wuccnegoBaHuMM wucCTOYHMKA curHana 78,33 [Ty —-118,1 [Ty Ha ero BbIXxode
ycTaHaBnNmMBatoT YacToTy, paBHyto 95 . MNpu nccnegosaHnm nctodHuka curdana 118,10 My — 140
My yctaHaBnueatoT vacToTy, pasHyto 130 ITu. Mpun ncecnegoBaHny UctodHuka curHana 140 My —
178,4 Ty ycraHaBnmBaroT Yactoty 160 M.
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Ucrounnku curnana 78,33

ITu—118,1 T'Tw/ L] Bartmerp nornomaemoii
’ MoIHOCTH M3-75

118,10 TTy— 140 ITw/

PucyHok 2 — CTpyKTypHas cxema nsaMepeHunii ypoBHS MOLLHOCTU
WCTOYHWKOB cUrHana

YpoBeHb MOLLHOCTW 41151 BCEX UCTOYHWMKOB YCTaHaBnueaeTcd pasHbiM 1 MBT 1 B TeueHun 15
MUHYT CHUMAKOTCA NOKa3aHWs 3HAYEHMST MOLLIHOCTU C BaTTMeTpa C (hmkcaumen pesynbtaTta Kaxayto
MUHYTY.

M3 nony4deHHbIX pesynbTatoB BblbMpaeTca makcumanbHas Pmax, mBT, 1 MuHMMansHas
Pmin, mMBT, MOLIHOCTb U BbIYUCNSAETCA HECTAabUNBLHOCTb YPOBHSA MOLLHOCTU OHP 3a npoMexyTok
BpemeHu t = 15 muH no copmyrne

roe Prax — MakcmarbHOE 3Ha4YeHre MoLLHOCTU, MBT;
P min — MUHMMAarbHOE 3Ha4YeHne MOLLHOCTKH, MBT.
Onpepenerve KCBH BbiIxoga WCTOYHUKOB CUrHama OCYLLECTBASETCS MEeToAOM MPAMbIX
n3mepeHuin ¢ nomoLubto nameputenern KCBH naHopamHbIX o cxeme, NpuBEAEHHOM Ha pUCYHKe 3.

Hcrounuku curHasia B

Wsmepurens KCBH L 78,33 [T — 118,1 I'Tw/
MaHOPAMHBII

118,10 I'Tu — 140 [T/

PucyHok 3 — CTpykTypHasi cxema namepenui KCBH Bbixoga
NCTOYHMKOB CUrHarna

Mpn nccnepoBaHMmM uUctodHMka curHana 78,33 My —118,1 Ty ucnonb3yeTca UamepuTenb
PP2-01. Npw nccnegoBaHMn MCTOYHUKOB cUrHana 118,10 My —-140TMTuwn 140 My —
178,4 I'Ty ncnonb3yetca nsmeputens P2-123.

Mpu uccnegoBaHumn nctodrmka 78,33 My — 118,1 IMu KCBH onpeaensieTca ans 3Ha4eHun
yacTtoT 78,33, 80, 85, 90, 95, 100, 105, 110, 115, 118,1 I'Tu. Npn nccnegosaHnn nctodHmka 118,10
My — 140 IMu KCBH onpepnensietcs ansa 3HaveHni dYactot 118,10; 120; 125; 130; 135; 140; 145;
150 ITu. MNpn nMccnegoBaHMM UCTOYHMKA B YacTOTHOM AmanasoHe 140 My —1784 My KCBH
onpegenseTca ansa sHadveHnn Yyactot 140; 145; 150; 155; 160; 165; 170; 175; 178,4 I'T L.

Mpn aKkcnepuMeHTanbHbIX MCCRedoBaHMsIX WUCTOYHMKOB CUrHana aTanoHa Mo OnvcaHHOM
BblLLE MeToauKe Obiny NonyyeHbl criegyowime pesynbtaTbl.
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HecTabunbHOCTb YPOBHSI BbIXO4HOM MOLLHOCTU WCTOYHMKA curHana 78,33 My -118,1
Mu cocrasuna 0,001 mBT, a KCBH Bbixoga Haxoauncsa B npegenax ot 1,15 go 1,18.
HecTabunbHOCTb YPOBHSA BbIXOOHOM MOLLHOCTU UCTOYHMKA CUrHana 118,10 My — 140
IMu coctaBsuna 0,002 mBT, npu atom KCBH Bbixoga Haxoamncs B npegenax ot 1,15 oo 1,20.
HecTtabunbHOCTb YPOBHS BbIXOAHOW MOLLHOCTM UCTOYHUKA CUrHana 140 My -178,4
IMu coctasuna 0,003 mBT, npn atom KCBH Bbixoga Haxoauncs B npegenax ot 1,17 oo 1,35.

3aknroyeHue. PaspaboTaHHasa MeTOA4MKa OnpeaerieHnsa napameTpoB UCTOYHMKA CUrHana aaeT
BO3MOXHOCTb SKCMepUMEHTarbHO onpeaeniTb UX KONIMYECTBEHHbIE 3HAYEHMSI U OLIEHUTb UX
BMNMsiHWE Ha ObLLYI0 HeoNpeaeneHHOCTb pe3ynbTaToB U3MEPEHUI, MPOBOAUMBIX C UCMOSb30BaHUEM
3TanoHa eguHWLbl MOLLHOCTU B YacTOTHOM Auana3soHe oT 78,33 o 178,4 T w.

Cnucoxk numepamypoi

[1] Paspabomka smanoua eOuruybl MOWHOCMU 2IEKMPOMACHUMHBIX KOIeOaHUll 8 ouanasote yacmom om 37,5
00 178,4 I'Ty: Mexcoynap. Hayu.-memoo. koug. «Hnorceneprnoe oopazosanue 6 yugposom obwecmee» B 2 u.
4.1/ A. B. I'vcunckuii [u op.] — Munck: BI'YUP, 2024. —298-301c.

UDC 621.317.08

METHOD OF DETERMINING THE PARAMETERS OF THE SIGNAL
SOURCE FROM THE NATIONAL STANDARD OF THE UNIT OF POWER

Doronina A.V. gr. 467241

Belarusian State University of Informatics and Radioelectronics,
Minsk, Republic of Belarus

Beloshitsky A.P. — Cand. Sc. (Tech.), associate professor

Annotation. The materials of the report consider the developed methodology for
determining the parameters of the signal sources from the standard of the unit of power
in the frequency range from 37.5 to 178.4 GHz.

Keywords: methodology, signal source, parameters, standard, power

YK 621.317.08:621.373

METOOUKA NCCINEQOBAHUA METPOJIOrMYECKUX XAPAKTEPUCTUK
rETEPOANHA U3 COCTABA HALUIMOHAJIBHOIO 3TAJIOHA EANHULbI
OCJIABJIEHUA

Mackesi M, LU, rp.367041

Beropycckmi rocyAapCTBEHHbIN YHUBEDCUTET MHEBOPMATUKY U PAANOI/IEKTDOHUKY,
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r. MuHck, Pecriybrivika besiapyce

Hayurbi pykoBoguTesb: berowmikmwi A. 1. — KaHAMAAT TEXHUYECKUX HAYK, [OLIEHT

AHHOTauma. B MaTepuanax [oknaga paccMaTpuBaeTcs pa3paboTaHHas MeToauka
NCCNEeOBAaHNIA TEXHUYECKUX M METPOSIOMMYECKUX XapaKTEPUCTUK reTepoanHa, M3 CocTaBa
3TalloHa eANHULIbI 0CNABbNEHNS! SNIEKTPOMArHUTHBIX konebaHWin B AManasoHe YacTtot ot 37,5
no 1784 Tu.

KnioueBble CNoBa: METOAVKA, WCCIEN0BaHUS, METPOSIOrMUECcKME  XapaKTEPUCTUKY,
reTepoavH, CBEPXBbICOKAs YacToTa, 3TasIoH, 0cnabneHue

BeedeHue. B nocrneaHne roabl HabniogaeTcs akTMBHOE pas3BuTUE B obnactu cosdaHust U
COBEPLUEHCTBOBAHMS 3TanoHHON 6a3bl Ansa obecneyeHnss eaMHCTBa U3MEPEHNA B MUNIIMMETPOBOM
ananasoHe 4actoT. Ocoboe BHMMaHWE yaensdeTca MeTpOriorM4eckoMmy OBecnevyeHuno nsMepeHui
ocrnabneHns anekTpoOMarHUTHbIX  KorebaHnui, 4YTo O6YCrnoBneHO pOCTOM MOTPeBHOCTM B
BbICOKOTOYHbLIX CPEACTBaxX WU3MEPEeHWn AaHHOW (hr3nmdeckon BenuyuHbl. B pamkax aTux pabot B
Llentpe HAM 1.9 BI'YUP peanunsyeTcs NpoekT Mo CO34aHMI0 HAaUMOHANbHOro aTanoHa eauvHuubl
ocnabneHus B gmanasoHe Yyactot ot 37,5 00 1784 [Tw,

BaxHOM cOCTaBHOW 4acTbl0  3QTANIOHHOINO  KOMMJlEKCa  SABMSAETCSA  reTepoauH, oT
METPOSOrMYECKUX XapakTEPUCTUK KOTOPOro CYLLECTBEHHO 3aBMCUT TOYHOCTb M BOCMPOM3BOAMMOCTb
pe3ynbTatoB u3MepeHuin. WccrnemoBaHus, HanpaBrieHHble Ha OLEHKY CTabUNbHOCTU 4acToThbl,
YPOBHA BbIXOOHOrO curHana, asoBoro Lyma v ApyrMx napameTpoB retepoavHa, No3BONST
0060CHOBaHHO ONpeaenunTb ero Bkag B o0LLYyt0 HeonpeaeneHHOCTb U3MEPEHMIA.

B poknage paccmaTpmBaeTcs CTPYKTypHasi CXeMa atarioHa, NnpyHumn ero paboTsl 1 MeToamka
3KCMEPUMEHTArbHbIX MCCNEOOBaHNA METPOSIOrMYECKNX XapaKTEPUCTUK reTepoamHa BXOLSLLEro B
COCTaB 3TarioHa.

OcHoeHasi 4Yacmb. O600LWeHHas CTPyKTypHasd cxema 3TafioHa eavHuupl ocrnabneHus
3NeKTpoMarHuTHeIX konebaHunm B AgmanasoHe 4dactotr ot 37,5 go 178,44 [Tu npeacraeneHa Ha
pucyHke 1 [1].

CBY 53 MepHETRTEEBIT CBY m: MepHETeTEEBIR
TPART TPART

Baox 1 Baox 2
I'enepaTop s
OGBEKT |
CBY HO {» CV |—» N cy
TEHEPATO? H3MEpEeHHH |
maiooM s |, @ ——_d —d | e i
L )
T Bxoz CBS>
cy Bxoz CMECHTEIH
| reTeponiman UK
B p— «Broxog VK IT91»
«Bxog Ty
ICMECHT®Ib Bxoz | ' = |~
OK IeTapOf HHaY 1
«Berxom 1»  «Broxag 2 «Bxox B»
Berxoz OK IT41
— - Terepoxnn HuauKaTopHAas
<K remsparopy qacTh
T3 100M ' «Bxox A»
A
II3BM 4 T :
3 |

PucyHok 1 — O6ob6LueHHas CTpyKTypHasi CxeMa 3TanoHa
MpuHUMN [OencTBus 3TanoHa OCHOBaH Ha npeobpasoBaHMM 4acToTbl B onopHoM (OK) un
nameputenbHom kaHanax (MK) Ha noctosiHHyto npomexxyTouHyto vactoTy 20 kl'u. MNMpeobpasoBaHne
4YacTOoTbl OCYLLECTBNSETCS B TpM dTana.
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NapmoHuyeckmn curHan ot CBY-reHepaTopa € nomolibio HanpaeneHHoro oteetButens (HO)
Aenutca Ha mnameputenbHbin (VMK) u onopHeii (OK) kaHanbl. B VK curHan npoxoaut 4yepe3 o6bekT
nsmepeHuin (ON), satem noctynaet Ha cmecutens UK. B OK curHan noctynaet Ha cmecuternb OK.
Ha oba cmecuTensa nogalTcs curHanbl OT reTepogvHa. B HMX BbiNonHseTca nepsoe
npeobpa3oBaHme YacToTbl U HOPMUPYETCA CUrHAN NEPBOM MPOMEXYTOYHON YacTOThI:

fnql = fCB'-l N 'ﬁ“eTr (1)

roe fozq — 4acToTa curHana, NocTynatoLLero Ha BXos CMeCUTENs;

N — HoMep paboyert rapMOHUKM CMECUTENS;

frer — YaCTOTa CUrHaNa reTepoaunHa.
B nameputenbHom YacTtu, B Ka4ectBe KOTOPOW MCMonb3yeTcsa Npubop Ans n3MepeHust ocnabneHms
[K1-28, ocyLiecTBnstoTCA BTOPOW U TPETUI aTanbl NpeobpasoBaHus YacToThl, (Ha YacTtoTbl 20 My
n 20 k', COOTBETCTBEHHO) U U3MEPEHNE OTHOLLIEHWIA YPOBHEN CUrHanoB B kaHanax A n b.
CurHanbl reHepatopa CBY cooTBeTCTBytOLLErO NogananasoHa n reTepoamHa CUHXPOHU3NPOBaHbI C
nomoLLbo reHepaTopa MY, KOHCTPYKTMBHO BXOASILLErO B COCTaB reHepaTopa CBY.
Cornacytowme yctporictea (CY) anemeHtoB CBY umameputenbHOro Tpakrta npegHasHadeHbl Ans
obecreyveHus corracosaHus, a Takke obecnevmsatoT pasBsasky mexay UK n OK.
Ynpaenenne paboton aTanoHa u namepuTenbHbiM 00OpyaOBaHMEM M3 COCTaBa 3JTanoHa, BbIBOA,
obpaboTka M OOKYMEHTMPOBaHUE pe3ynbTaTOB M3MEPEHMI OCYLLECTBASIETCA € nomolbio NMOBM
yepes nHrepdpencol USB nnn RS-232.
leTepoavH, MeTOAMKa WCCreaoBaHUSA XapakTepUCTUK KOTOPOro npuBedeHa HWXKe, MOCTPOEeH Mo
cxeMe UM3MepuTenbHOro reHepatopa W obecneuynBaeT (OPMUPOBAHME  ANEKTPUYECKOro
CuHycouganbHoro curHana yacroton ot 0,01 go 18,0 IMu. MNpuHUMN gencTems retepognHa OCHOBaH
Ha dopmupoBaHmM cuHycongansHoro CBY curHana tpebyemoin 4acToTbl B YAaCTOTHOM uana3oHe oT
0,01 go 18,00 My, nyTem cMHTE3a U3 ONOPHOro curHana Yactotor 100 My,
MeTtognka npegycmatpyvBaeT —onpederieHve  Creaylowmx  MeTPONOrMYEeCcKUX  XapakTepucTUK
retepoguHa: onpegeneHne pabodvero AuanasoHa  4acToT, MOrPELHOCTW  YCTaHOBKA W
HeCcTabunbHOCTN YacTOTbl; onpedeneHne AMHaAMMYECKOro AuanasoHa, MOrpeLiHOCTU YCTaHOBKU Y
HecTabunbHoCcTK ypoBHA MowHocTh; KCBH BbixogoB retepogmHa.
OnpepeneHne paboyero gvanasoHa 4YacToT, MOrPELUHOCTN YCTAHOBKM U HECTabuIbHOCTM YacToThl
NPUBOAMUTCS MO CXeme, NPUBEAEHHON Ha PUCYHKe 2.

YactoToMep
HIIEKTPOHHO-CYETHBIIT
I3-66

Terepomm

PucyHok 2 — CxeMa M3MepeHust 4acToThbl

lMepeng Hayanom W3MEPEHWA 4YacTOTOMEpP MpPOrpeBaeTcs B TeveHMe 2 4YacoB. [eTepoauH
NepeBoanNTCA B PEXUM HEMPEPBLIBHOW reHepaumun, nocrne 4ero yepes 15 MuHyT namepsieTcsa 4YacTtoTa
BbIXOAHOro curHana Ha todkax: 0,01; 5,00; 10,00; 15,00; 18,00 I'Tw,.

OcHoBHasi OTHOCUTENBbHAsA MOrPELLIHOCTb YCTAHOBKW YacTOThbl paccyMTbiBaeTCs no opmyne:
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f;’ - fn

f]/l '
roe fy, — 3HayeHWe YacToThbl, yCTAHOBNEHHOE Ha UCTOMHUKE, L,

f, — 3HauYeHne YyacToTbl, MI3MEPEHHOE YacTOTOMEPOM, L,

HecTtabunbHOCTb 4acToTbl Oy 32 MPOMEXYTOK BPEMEHN t = 15 MUHYT onpegenseTca crieqyowmm
obpasom. YcTaHaBnuBaeTcsa vacTtoTa, pasHas 10,0 [Tu. B TeyeHne 15 MUHYT CHUMAIOTCA NoKasaHust
3HaAYEeHUIN YacTOTbl C UKCaUMen pesynbTaTta KaXKayto MUHYTY.
NamepeHns nposogaTca ans Bbixoga 1 v Beixoga 2 retepoavHa. M3 nonyveHHbIX pesynbTaTos
BblOpaTb MakcumanbHyl fma, 4, U MUHUMaNbHYLO fmin, U4, YaCTOTy curHana v BbIYUCIIUTb
HeCcTabnnbHOCTb YacTOTbI Oy 3@ MPOMEXYTOK BpeMeHn t = 15 MUH no coopmyne

5f = (2)

Sur = max_fmin (3)

Hf - fy )

A€ fmax — MAKCUMarbHoOe 3HayYeHne YacToThl, y;

fmin — MMHMarbHOE 3HaYeHWe YacToThbl, L.
OnpegenexHve AMHAMUYECKOTO AuanasoHa, MOrPeLHOCTU YCTAHOBKM U HECTabWMbHOCTU YPOBHS
MOLLHOCTM NPUBOAMTCS MO CXeme, NPUBEAEHHON Ha pUcyHke 3.

I'eTeponnn BarrmeTp
M3-51

PucyHok 3 — Cxema M3MepeHmst MOLLHOCTY

NamepeHnst NpoBogATCs Ha CReayoWwmnX 3HaYeHNsIX YacToTbl BbixogHoro curHana: 0,01; 5,00; 10,00;
15,00; 18,00 My 1 3Ha4eHusax ypoBHsi mowyHocTu: 0,1; 0,3; 1 mBT.

AOGCOMIOTHYIO MOMPELLUHOCTb YCTAaHOBKM YPOBHS MOLLHOCTU Ap, MBT, BbIMMCNUTbL AN KaXOoro
YCTaHOBMNEHHOIO 3HAYEHUS YPOBHSI MOLLIHOCTM 1 4acToTbl No doopmyne

Ap=P,— P, 4)

roe P,— naMmepeHHoe 3HayeHne MOLLHOCTU, MBT;

Py, — ycTaHOBNEHHOE 3Ha4YeHne MoLLHOCTN, MBT;
HectabunbHOCTb YPOBHSI MOLLIHOCTW oOnpedensieTcsa criegylowum obpasoM. YcTaHaBnmuBaeTcs
yacToTa, pasHasa 10,0 [Ty 1 ypoBeHb MOLHOCTU paBHbi 1 MBT. B TeyeHne 15 MUHYT cHUMaroTCs
NnokasaHus 3Ha4YeHU YPOBHS MOLLHOCTU C douKcauuen pesynbTata Kaxayro MuHyTy. NamepeHus
npoBoasTcs Ans Bbixoda 1 v BbIxoga 2 retepoauHa.
N3 nonyyeHHbIX pe3ynbTaToB BblIOpaTb MaKCUManbHY Pmax, MBT, n MyHUManbHyt0 Pmin, MBT,
MOLLHOCTb W BbIMUCIINTb HECTAbUNbHOCTb YPOBHA MOLUHOCTM Oup 3@ MNPOMEXYTOK BpPEMEHM
t = 15 MmHYT nNo popmyne

Pmax - Pmin (5)

P, ’

Oup =
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roe Ppax — MakcmarnbHoe 3HayYeHue MoLLHoCTU, MBT;
P nin — MMHUMarnbHOE 3Ha4YeHne MOLLHOCTH, MBT.
Onpepnenerve KCBH nepBoro M BTOPOro BbIXOAOB retepoauHa Kcry OCyLLeCTBNSeTCAa MeToOoM
NpsiMbIX M3MEPEHUMN C TMOMOLLLID aHanusatopa Luenen BekTopHoro MS4644A no cxewme,
npvBeOEeHHON Ha PUCYHKE 4.

AHanm3aTtop Ierneu Tetepomnn

BEKTOpHBIT MS4644A

PucyHok 4 — Cxema namepeHns KCBH

NamepsieTcs koadbpmumeHT cTosdert BornHbl no HanpsbkeHuto (KCBH) Ha Bbixogax retepoguHa Ha
yacrotax: 0,01; 5,00; 10,00; 15,00 n 18,00 Tu. lNMony4YyeHHblE 3HAYEHMS MO3BONAT OLEHUTb
corrnacosaHue BbIXOAOB reTepoamHa ¢ U3aMepuTernbHbIM TPAKTOM U €ro NPUrogHoOCTb A5is paboTthbl B
COCTaBe 3TasioHa.

3aknroyeHue. PaspaboTaHHas MeToauKa MCCregoBaHWW  METPOSIOTMYECKUX  XapaKTepUCTUK
reTepoamHa No3BossiET KCNEPUMEHTANBHO ONPeaennTb UX 3HAYEHUST KONTMYECTBEHHO U OLEHUTB UX
BKMag B OOLLYI0 HeonpedereHHOCTb pe3ynbTaToB M3MEPEHU, BbIMOSHAEMbIX C WUCMONb30BaHNEM
3TanoHa eauHuLpl ocrnabneHust anekTpoMarHUTHbIX korebaHni B AwanasoHe yacTtoT ot 37,5 Ao
178,4Twu.

Crincok inrTeparypbi
1. Pa3paboTka 3TasioHa EQMHULIBI OCTIA6/IEHMS SIEKTPOMAIHUTHBIX KOJIE6aHmi B AnarnasoHe y4actot or 37,5 go 178,4 ITy:

MexgyHap. Hayd.-MEeTo4. KOHQ. «MIH)eHEpHoe obpa3oBarHme B umgdposom obiyectse». B2 4. 4.1/ A. B. [NycuHckwi [u 4p.]
— MurHck: BIYUP, 2024, C. 302 — 303.

UDC 621.317.08:621.373

METHODOLOGY OF RESEARCH OF METROLOGICAL
CHARACTERISTICS OF HETERODYNE FROM THE NATIONAL
STANDARD OF ATTENUATION UNIT

Maskey M.S. gr.367041
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Beloshitsky A. P. — Cand. Sc. (Tech.), associate professor
Annotation. In the materials of the report the developed research methodology of
technical and metrological characteristics of the heterodyne, from the composition of the

standard of the unit of attenuation of electromagnetic oscillations in the frequency range
from 37.5 to 178.4 GHz is considered.

Keywords: methodology, research, metrological characteristics, heterodyne, ultrahigh
frequency, standard, attenuation
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