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Annotation. Aiming at the problem of information leakage in acoustic channels, a software module is designed and studied. This module can

effectively reduce the risk of leakage and ensure information security in multiple scenarios, which has important practical value.
Keywords. acoustic channels, sound leakage prevention, software module, information security.
Introduction

With the rapid development of information technology, smart devices are widely popularized, which brings

convenience to people, but also increasingly serious information security issues 1. . Acoustic channels, as a

potential channel for information leakage, have gradually attracted attention2. . The built-in microphones of

smart devices are often in a "monitoring" state, making it very easy for voice information to be stolen through the
acoustic channel, which in turn leads to the risk of privacy leakage. In places such as government, military, and
scientific research institutions that have extremely high requirements for information confidentiality, information
security is of great importance, and once leaked, it will cause serious consequences. Therefore, in order to
effectively respond to these information security threats, it is crucial to design a software module to prevent
information leakage in acoustic channels, which has extremely important practical significance for protecting
personal privacy, corporate trade secrets, and national information security.

To achieve this goal, the following tasks were determined:

— Investigate existing technologies and risks: Study the current acoustic channel information leakage
related technologies, analyze their principles and application scenarios, accurately identify information leakage
risk points, and provide a basis for software design.

— Build software module architecture: Design the overall architecture of the software module, integrate
voice cloning, acoustic interference control and user management functions, and ensure that the architecture is
stable.

— Develop core functional modules: Implement audio management and voice cloning core modules,
ensure audio security management and high-quality voice cloning, and improve information protection
capabilities.

— Test and optimize software performance: Test the software in multiple scenarios, evaluate the anti-
leakage effect and performance, optimize according to the test results, and enhance the practicality and stability
of the software.
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Research on acoustic channel information leakage

1. Acoustic channels and monitoring technology

Acoustic channels use sound waves to transmit information and are widely used in underwater
communications, medical, industrial, and consumer electronics 3 .. With the development of technology,
monitoring technology has been evolving from traditional microphone-based monitoring methods to advanced
technologies such as laser microphones and vibration sensors, as well as non-invasive monitoring technologies
such as gyro microphones and visual microphones, which pose a serious threat to privacy 4 . .

Different monitoring technologies have their own characteristics. Laser microphones can collect sound
from a long distance, but are greatly affected by the monitoring surface and environmental factors; vibration
sensors can achieve non-line-of-sight monitoring, but the clarity of audio collected in noisy environments is
limited; acoustic sensors are restricted by the environment and microphone quality. In addition, the reliability of
existing countermeasures against monitoring technology needs to be improved.

2. Information leakage risk and protection strategy

Smart device microphones can easily obtain sensitive information of users when collecting environmental
sounds, and malware may also secretly transmit this information through acoustic channels 5 .. In the
communication system, if there is a security vulnerability in the transmission of sound signals, attackers can
capture and restore the signals and steal important information. Information leakage will cause serious harm to
individuals, enterprises and national security 6 . .

To deal with these risks, acoustic information protection strategies are divided into active protection and
passive protection. Active protection technologies such as active noise interference, acoustic encryption,
dynamic acoustic barriers, and real-time acoustic monitoring and alarm systems block the risk of information
leakage by intervening in the propagation of acoustic signals in real time, but they have problems such as low
energy efficiency, real-time bottlenecks, high-frequency attenuation, and sensor interference 7 . .

Passive protection technologies include acoustic stealth technology, physical isolation, environmental
noise protection, and acoustic signal confusion 8 . . These technologies reduce risks by designing security
measures, but they also face limitations such as poor low-frequency performance, large space occupation,
environmental dependence, and signal distortion.

Software module design and implementation

1. System design goals and requirements analysis

1.1 Protection scenarios and problem definition

For open office environments, the software module mainly guards against two risks: one is voice feature
leakage, that is, attackers use voice cloning technology to forge user voice features to interfere with the voice
recognition system; the other is voice content leakage, that is, attackers use cloned voices to play meaningless
texts, reducing the recognition accuracy of the voice-to-text system.

1.2 Core functional requirements

The software module has the function of user voice cloning, and voice training is realized through the
Fineshare API. The input is a clear recording uploaded by the user with a sampling rate of more than 1 minute
and 16kHz (supports MP3 format, no more than 50MB). The APl automatically completes voice feature
extraction and cloning model training (about 3 minutes), and outputs cloned audio files (MP3 format).

In terms of acoustic interference control, it provides basic environmental noise (such as rain, cafe
background sound, white noise) and supports volume adjustment; preset meaningless text templates, and use
cloned timbre to play text randomly in real time.

The user management system covers basic functions such as registration/login, playing public and
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private audio library audio, managing private audio, and cloning personal voice.

2. Software module architecture design

2.1 Overall architecture design

The software module adopts a three-layer architecture, including the front-end interaction layer, the back-
end service layer, and the third-party API layer. The front-end interaction layer is responsible for page structure
display and dynamic content rendering, including page templates such as login and registration, which are
implemented through the Jinja2 template engine. CSS is responsible for page style layout, and JavaScript
implements client interaction logic, including modules such as audio playback control and voice cloning
management.

The back-end service layer is based on the Flask application, processes front-end HTTP requests, and
implements business logic and data access management. The routing layer is responsible for processing user
authentication, audio files, user information, voice cloning and other related requests. The storage layer uses
SQLite database to store user information and system configuration, and the file system stores audio files, which
are divided into public audio library, private audio library and cloned voice library.

The third-party API layer provides voice cloning function, processes voice sample conversion and returns
cloned voice files. Each layer interacts through a clear interface to realize functions such as user operation
processing, data transmission and storage, and voice cloning.

2.2 Database Design

The system uses SQLite database and implements data persistence through SQLAIchemy ORM
framework. Database design follows the principle of normalization to ensure data integrity and consistency. The
user model defines the user data structure, including fields such as user ID, user name, password, email,
administrator ID, password reset token and expiration time.

Database configuration is implemented by creating database engine, session and declaring base classes.
The data access layer encapsulates database session management and CRUD operations, including functions
such as obtaining database session, creating users, and querying users by username. The database security
mechanism includes password encryption storage and transaction management to ensure user password
security and atomicity of data operations.

3. Core module implementation

3.1 Audio management module

The audio management module is responsible for the storage, playback and management of audio files.
It adopts a hierarchical design to isolate and manage public noise libraries and private voice libraries. Set the file
storage directory and allowed file extensions, and limit the uploaded file size to 16MB. Get the list of audio files
from the specified directory through the function implementation, and provide an interface for obtaining the
public audio playlist in the web application.

Playback control is implemented through the PlaybackManager class of JavaScript, which supports loop
playback and random playback modes. File upload processing is implemented in the routing of the Flask
application, checking the user login status, whether the file exists, whether the file type is legal, and saving the
file to the user-specific directory to ensure the security and standardization of file upload.

3.2 Voice cloning module

The voice cloning module provides users with voice cloning functions through recording and API
integration. The recording interface is implemented using the VoiceCloneManager class of JavaScript to obtain
the audio stream of the user's media device for recording. Manage sample text and provide multiple preset texts
for user recording. Process voice file upload in the Flask application, create a user-specific directory to save
files, and handle file name conflicts

12
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Conclusion

This study designed and implemented a software module based on Web application, which can
effectively reduce the risk of information leakage in the acoustic channel, ensure information security in a variety
of scenarios, and has good practicality and flexibility. In the future, the module will continue to be optimized to
further improve its performance and security to better cope with the ever-changing information security
challenges.

List of sources used:

1. Gaouzi, Z., & Chougdali, K. (2022). Impact of security and privacy risks on the adoption of IoT: A state of the art. Information
Security Journal, 29(2), 115-130.

2. Oleynikov, A., Bilotserkivet, O., & Shirokyi, O. (2023). Modeling the Acoustic Channel of Voice Information Leakage.
Cybersecurity & Privacy Journal, 18(3), 250-266.

3. Pan, C,, Liu, S, Qing, X., & Qiao, G. (2023). Feature extraction and classification of deep-sea mobile underwater acoustic
channels. Marine Science Journal, 14(2), 85-99.

4. Cunningham, C. F., Hopps, A. M., Losee, W., Sandberg, R., Allred, D., & Neilsen, T. (2023). Frequency Characterization of Laser
Microphones. Journal of Acoustical Science, 45(3), 210-225.

5. Duan, L., Zhang, K., Cheng, B., & Ren, B. (2021). Privacy Threats of Acoustic Covert Communication among Smart Mobile
Devices. Cybersecurity Journal, 12(4), 678-693.

6. Prytys, V., Krymchak, L., & Havlovska, N. (2020). Leakage of Information as a Key Problem of Economic Security. Cyber Risk
Journal, 19(5), 421-438.

7. Lai, S. K. (2019). Real-time prediction of noise signals for active control based on Bayesian forecasting and time series analysis.
Acoustics and Noise Control Research, 37(1), 55-72.

8. Feng, X, Yan, L., & Chun, W. (2021). Review on vibration isolation technology. Journal of Physics: Conference Series, 1820(1),
012009.

13



61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.

SOFTWARE FOR RECOGNIZING SPEAKER BY VOICE

Chen Zhengyu

Group 467311

Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Zelmansky O.B. — Associate Professor of the Department of Information Security, PhD,
Associate Professor.

Annotation. FBank (Filter Bank) is a front-end processing algorithm that processes audio in a way similar to the human ear and extracts features
to improve the performance of speech recognition. The system uses an efficient context-aware masking-based network, CAM++, which uses a
densely connected time-delay neural network (D-TDNN) as the backbone and adopts a novel multi-granularity pooling to capture different levels of
context information.Based on the respective advantages of FBank and CAM++ models, this study designs a software for recognizing speaker by

voice and implements the system through pytorch.
Keywords. speaker recognition, feature Extraction, neural networks, pytorch

Introduction. Speaker recognition (SR) is a biometric technology that identifies individuals based on
unigque vocal characteristics. In recent years, with the rapid development of deep learning technology, speaker
recognition technology has become more and more widely used, for example call center operation, criminal
investigation, smart speaker and robotics, security for phone and other fields.

This thesis focuses on the design and implementation of software for recognizing speaker by voice. This
involves two main aspects: one is selecting and training the model, and the other is designing the front-end
interface.This system is based on the CAM++ model.[1] It includes a convolutional module as the front end and
a D-TDNN as the backbone. Each D-TDNN layer has an improved context-aware mechanism built in, including
multi-granularity pooling to capture speaker characteristics. This reduces the amount of computation and
increases the inference speed. PyQt5 is then used to design an interface that implements registration,
recording, recognition, and other functions, connecting it to the model.

Before training the model, FBank is used to extract features from the training data to simulate the
characteristics of the human ear to improve the accuracy of the model. Experiments were conducted on the CN-
Celeb database of about 1,000 speakers. The preprocessing method used was FBank, and the loss function
was Angular additive margin softmax (AAM-Softmax) loss. The EER of the CAM++ model was 14.73% and the
MIinDCF was 0.41999.

Main Part. In the SR (Speaker Recognition) system, the first step is to extract features. The most
commonly used features in speech-related tasks are MFCC and FBank. This system chooses to use FBank to
extract features from data. The general steps to obtain the FBank features of speech signals are: pre-emphasis,
framing, windowing, short-time Fourier transform (STFT), Mel filtering, etc.

Pre-emphasis strengthens high frequencies because the human vocal tract radiates sound waves
through air, which acts as a signal carrier that both transmits and dissipates energy. As the medium is the carrier
of sound energy, when the size of the sound source is constant, the higher the frequency, the more serious the
loss of sound energy by the medium. It is necessary to divide the audio of indefinite length into small segments
of fixed length. This step is called framing. Generally, 10-30ms is taken as one frame. In order to avoid missing
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the signal at the window boundary, there should be frame overlap when offsetting the frame (frames need to

overlap a part). This can avoid too much change in characteristics between frames. The usual choice is 25ms
per frame, and the frame shift is 10ms. For example, our system uses 80-dimensional FBank features extracted
over a 25 ms long window for every 10 ms as input. After framing, the signal is still in the time domain. In order
to extract FBank features, we first need to convert the time domain signal into the frequency domain signal.
Fourier transform can convert the signal from the time domain to the frequency domain. Fourier transform can
be divided into continuous Fourier transform and discrete Fourier transform. Because this system uses digital
audio (not analog audio), discrete Fourier transform is used. The discrete Fourier transform is calculated as
follows:

N
S,(k) = Z x(n)eJ2mkn/N 1<k<K

n=1

Where x(n) — audio sampling point, N — Number of sampling points.
The specific relationship between Mel frequency and actual frequency is as follows:

fmer(f) = 2595 - log(1 + )

700Hz

The hearing characteristics of the human ear are consistent with the growth of the Mel frequency. The
actual frequency is linear below 1000Hz and logarithmic above 1000Hz.

Usually we set the upper and lower limits of the frequency to shield some unnecessary or noisy frequency
ranges (the lower limit is usually set to around 20 Hz, and the upper limit is half of the audio sampling rate), and
convert it to Mel frequency. Then configure a triangular filter bank of K channels on the Mel frequency axis, and
K is generally 40. The triangular window function is:

k _fm—l
_— 15k<
fm _fm—l fm 1 fm
Hm(k) = fm+1 —k
—_— <k<
fm+1 _fm fm fm+1
0 otherwise

Where f,,, — Center frequency of the m filter, k — Frequency index after FFT.

The system's input consisted of 80-bin FBank features computed with a 25 ms window size and 10 ms
frame shift. In addition, two types of data augmentation are applied simultaneously during model training:
synthesizing reverberation effects through room impulse response (RIR)[2], and adding environmental noise
using the MUSAN corpus [3]. Speech, music, and noise from the MUSAN database and RIR are randomly
added to the original training data. The training dataset is augmented twofold by synthesizing reverberation
effects ( RIR) and adding environmental noise (from MUSAN). This increases the amount and diversity of the
existing training data, and achieves a significant improvement for the system([4].

The proposed CAM++ architecture adopts a dual-module design consisting of a front-end convolution
module (FCM) and a D-TDNN backbone. The FCM employs multiple 2D convolutional blocks with residual
connections to effectively capture high-resolution time-frequency representations from the acoustic features.
These feature maps are then flattened along both channel and frequency dimensions before being fed into the
subsequent D-TDNN backbone. The backbone comprises three sequential blocks, each containing stacked D-
TDNN layers enhanced with improved CAM modules. These modules dynamically assign attention weights to
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the TDNN layer outputs, enabling network-wide context-aware feature refinement. This hierarchical architecture

allows for comprehensive processing of spectro-temporal patterns while maintaining efficient feature abstraction.

AAM-Softmax (Additive Angular Margin Softmax) is a loss function widely used in speaker recognition
and facial recognition[5]. It is an improved method of Large Margin Softmax series. Its core idea is to increase
the difference between classes and improve the discriminability of features by introducing margin in the angular
space.The formula of AAM-Softmax is as follows:

s (cos(9y1+m))

Z loy s(cos(ey +m)) +ym Lis ecosej
Jj=1j J’l

Where 6, — the angle between the sample x; and the weight vector W, of its true category y;. s — a scaling
factor used to control the effect of the modulus of the feature vector on the loss. m — the angle margin, which is
used to increase the classification difficulty of samples near the decision boundary.

The model evaluation metrics are Equal Error Rate (EER) and Minimum Detection Cost (MinDCF). EER
does not rely on manually set thresholds and directly reflects the inherent distinguishing ability of the model.
EER is the error rate when the False Acceptance Rate (FAR) and the False Rejection Rate (FRR) are equal,
that is:

EER = FAR = FRR

MInDCF is the value that minimizes the detection cost function (DCF).MinDCF is the minimum value of
DCF under all possible thresholds 6. By adjusting the Cyiss/Craiseaiarm 'atio, it can adapt to different scene
requirements. The formula is as follows:

CDet(g) = CMiss X PTarget X PMiss(H) + CFalseAlarm X (1 - PTarget) X PFalseAlarm(g)

Where 6 — decision threshold, Cy;5; — Cost of missed judgment, Craiseaiarm — The cost of misjudgment, Prarges
— a priori probability of the specified target speaker.
The prediction module can receive audio, resample the audio (16kHz), normalize, extract features. Using
a pre-trained neural network model, a fixed-dimensional speaker recognition vector is extracted. That is, the
feature data is put into the model for inference to obtain a 256-dimensional vector representing the speaker's
voiceprint features, which is stored in the audio database together with the label. This system uses cosine
similarity to calculate the score. The formula is as follows :

A-B nLA; X B;
IAlIBII \/z " (A% x /3, (B)?

similarity = cos(08) =

If the similarity exceeds the set threshold, they are determined to be the same speaker. In speaker
recognition, the system will select the speaker with the highest score and exceeding the threshold as the
recognition result. If it does not exceed the threshold, it will be judged as not recognizing the registered user. In
addition, this system is designed so that each user can register multiple voice samples, and the system will
calculate the average features to improve recognition robustness.

The front-end interface is designed by pyqt5. Users can register speaker recognition information or
perform speaker recognition by recording through the interface. At the same time, the recording length and
judgment threshold can be set. The recognized registration name and confidence will be returned to the
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interface. Audio files can also be recognized. By passing the path of the audio file into the system, the system

can recognize it and return the result.

Conclusion. This thesis introduces the design and implementation of a software for recognizing speaker
by voice, which combines deep learning techniques with a PyQt5 front-end interface to achieve robust speaker
recognition through FBank feature extraction, data augmentation, CAM++ model and an optimized AAM-
Softmax loss function. The system shows competitive performance on the CN-Celeb dataset with an EER of
14.73% and a MinDCF of 0.41999, using a combination of convolutional front-end modules and context-aware
D-TDNN layers of the CAM++ architecture to effectively capture speaker features while reducing computational
overhead. By using FBank features to simulate human auditory perception and enhancing model generalization
through data augmentation techniques such as RIR reverberation and MUSAN noise, the system supports
practical applications such as speech registration, real-time recognition, and audio file analysis, and adopts a
threshold-based speaker verification decision mechanism. The PyQt5 interface provides seamless interaction
with configurable parameters for recording, registration, and recognition, thereby fulffilling all software functional
requirements.
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JIMLIEH3WPOBAHUE OEATEJIBHOCTU NO 3ALLUTE NMNEPCOHAJIIbHbIX
AAHHbIX: TPEBOBAHUA U NMPAKTUKA (OCOBEHHOCTHU
JIMUEH3WPOBAHUA B KOHTEKCTE COBJIFOOEHUA
3AKOHOOATEIBLCTBA O NEPCOHAJIbHbIX OAHHbIX)

Axpuesa M.P.

Benopycckuti eocydapcmeeHHbil yHugepcumem uHgopMamuku u paduosnieKmpoHUKU
2. Munck, Pecriybnuka benapyce

lMyxup I".A. — cmapuwud npenoGasamerib kaghedpbl 3auiumel UHGhopMauuu

AnHoTauus. B YCNoBUAX CTPEMUTESTbHOIO Pa3BUTUA TEXHOMOTn 1 BO3pacTatoLLen rnobanusaumm sawmra nepcoHarnbHbIX AaHHbLIX NPUHUMaET
Kno4yeBoe 3Ha4eHne B XXU3HW COBPEMEHHOIo obuecta. B gaHHow pa60Te aHanmM3npyeTca KoMnekc MEPONPUSATUA, HaNPaBieHHbIX Ha OXpaHy
KOH(puAEHUMansHoCT, LEeNoCTHOCTU 1 AOCTYNHOCTU MHpopMaLmK, CBSI3aHHOW C nHanBUaOyymom. AKTyaJ'IbHOCTb Tembl obOCHOBaHa TeEM
haKToM, YTO Kaxabl rpakaaHUH OCTaBnseT LUMGPOBOM cnef B pasnuyHbIX cdepax AesTenbHOCTU, KOTOPbIN MOXET ObITb UCMONbL30BaH Kak B
Lensix obecrieveHus: 6esonacHocTu 1 y,EI,OGCTBa, TaK N Ona MaHMnynaumMm unu HapyleHusa npae 4YernoBeka. PaccmatpuBatoTcs coBpeMeHHbIe
yrpo3bl, CBA3aHHble C 06p360TKOl7I NepCcoHalbHbIX OaHHbIX, Takue Kak KVI6epI'IpeCTyI'IHOCTb, YTEYKU MHopMaumMM 1 HemnpaBoMepHoe
ucnonb3oBaHve AaHHbIX. MogvepkvsaeTcs HeobXoaMMOoCTb BHeApeHus adhdEKTUBHBIX CUCTEM 3aLUMThbI, BKIOMAs 3akoHoAaTerNbHbIe Mepb,
TEXHOMOTUM LUMCOPOBAHNSA U MPAKTUKA ynpaeneHna OaHHbIMW, 4yTObbI 0GEecneynTb He TOrbKO 3awuTty npaeB rpaxaaH, HO 1 KOMIMJEKCHY0
6e3onacHocTb MHPOPMALIMOHHOIO MPOCTPaHCTBa B LIEIOM. PaboTta umeeT uenblo OCBETUTH BaXXKHOCTb 3aLLMTbl JIMYHOW MHdopMaLmm B

YCIOBYSIX LMGOPOBOI TpaHchopMaLyv oBLLECTBA M NPEONOKUTL PEKOMEHAALIMM MO YIYULLIEHWO CyLLIECTBYHOLLMX MOAXOAOB K €€ 3aLuuTe.

KnioueBble crnoBa: nepcoHarbHble AaHHble, 3allunTa AaHHbIX, KOH(pVI,D,eHLI,VIaJ'leOCTb, LIeNIOCTHOCTb, AOCTYNHOCTb, LI,VICprBOVI cnen,

UHopMaLMOoHHas 6e30MacHOCTb, rnobanu3aumsl, TEXHUHECKMIA NPOrpecc, KMBEPNPECTYNHOCTL, YTeUKW MHAOopMaLMK, LIMEPOBaHME AaHHBLIX

. BeedeHue. B ycrnoBusix CTpeMUTENbHOrO TEXHUYECKOrO Nporpecca v rinobanvsauum nHgpopmaums o
NNYHBIX OAHHBIX TPaX4aH CTAHOBUTCS BCe Boree ya3BuUMOon. 3alumTa nepcoHanbHbIX AaHHBIX — 3TO KOMMIEKC
MEepOonpuUsTUA, HanpaeBreHHbIX Ha obecneyeHne KOHOUAEHUNANBHOCTU, LENOCTHOCTM U AOCTYMNMHOCTH
WHopMaLMK, OTHOCALLENCH K HAMBUAYyymy. B coBpeMeHHbIX peanusax Kaxabii N3 Hac ocTaBnseT LumMdpoBon
cnef, KOTopbI MOXET BbITb MCNONBb30BaH kak B JOOpoXenaTenbHbIX, Tak U B HeO0OpOoKayeCTBEHHbIX LEnsiX.
Moatomy achdhekTnBHANA 3aLLmTa NePCOHasbHbIX JAaHHbIX CTAHOBUTCS HEOOXOAMMOCTBIO HE TONbKO Ans
cobrnogeHns npae rpaxaaH, Ho 1 ans obecneveHns 6e30nacHOCTM MHGOPMALMOHHOIO MPOCTPaHCTBA B
uenom. JlnueHsnpoBaHne esTensHOCTU B 061acTv 3awpmThl NEPCOHanbHbIX AaHHBIX MTPaET KITHYEeBYHO POrib B
perynuposaHum 3aTou cdepbl. Hannume nuueH3mmn yaocToBepsieT, YTO OpraHM3auusi COOTBETCTBYET
YCTaHOBMEHHbIM 3aKOHOM TpeboBaHMAM 1 cTaHgapTam 6e3onacHoCcTu, 1 rotoBa B3sTh Ha cebs
OTBETCTBEHHOCTb 32 0OPabOTKy 1 3aLLUTY NePCOHanNbHbIX aHHbLIX KNMEHTOB. JIMLIEH3MPOBaHME He TOMNbKO
NOBbILLAET YPOBEHb JOBEPUSI CO CTOPOHbI KITMEHTOB, HO M CO34AET 300POBYI0 KOHKYPEHTHYIO Cpeay,
CrnocobCTBYS YyuLLEHMIO OOLLEN NPaKTMKK 3aLlmTbl AaHHBIX B CTpaHe. Llenb AaHHOM cTaTbn — paccMoTpeTb
TpeboBaHMSA 1 NPaKTUKY NIULIEH3NPOBAHKS B cdhepe 3aLmTbl NEPCOHANBHBIX AAHHbIX, @ TAKKe BbIABUTb
0COBEHHOCTM U CIIOKHOCTH, C KOTOPbIMW CTalKMBAKOTCH OpraHn3aummn B npouecce nonyyeHns nuueH3nm. Mel
npoaHanuavpyeM CyLLeCcTBYoLLEee 3aKOHOAATENBbCTBO, MPOLEeAypbl TMLIEH3UPOBaHMS U UX BIIUSIHWE Ha
cobniogeHne npas rpaxaaH, MOCTaBMB akLEHT Ha BaXKHOCTW KOMIMITEKCHOTO MOAX0Aa K 3aLLuTe NepcoHarbHbIX
OaHHbIX B YCINOBNAX COBPEMEHHbIX BbI30OBOB.

OcHoegHast yacmb. B Pecnybnuke benapycbh 3alimTy NepcoHanbHbIX AaHHbIX perynmpyet 3akoH oT 7
masa 2021 roga Ne 87-3 «O 3awmre nepcoHarnbHbIX OAaHHbIX». QTOT 3aKOH OMnpenensieT OCHOBHbIE MPUHLMMbI
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06paboTKM [aHHbIX, BKMOYasi 3aKOHHOCTb, AOBPOCOBECTHOCTb M MPO3PAYHOCTb, a TakKe MpaBa CyObEKTOB

OaHHbIX 1 06513aHHOCTM OnepaTopoB. 3akOH BBOAUT Mepbl, TpebytoLume OT onepaTopoB YETKOro onpeaeneHuns
uenen obpaboTku, COBMOAEHUA MPUHLMNOB MUHMMU3ALMM LaHHbIX U yBeOOMIIEHUA CyOBbEeKToB O Lensix
06paboTku. Takke 0603HavYeHbl TpeboBaHMS K OpraHn3aLum U TEXHUYECKON 6e30NacHOCTU AaHHbIX.

["ocyaapCTBEHHbI HAA30p OCYLLECTBISIOT CneunanM3npoBaHHble OpraHbl, TakMe kak MUHMCTEepCTBO
AHTVMMOHONMOSILHOIO PErynMpoBaHUS 1 TOProBNW, KOTOPbIE MPOBEPSIOT COOMoAeHME 3akoHOoOaTenbCTBa U
NMLLEH3MPOBaHMS, a Takke NPUMEHSIIOT CaHKLUMK 3a HapylueHusi. KpoMe Toro, 3akoH NpefocTaBnseT cyobekTam
BO3MOXHOCTb 06palLaTbCs B MPaBOOXPaHUTENbHbIE OpraHbl MPY HapyLLEHWN UX NPaB.

JInueHsmpoBaHue B obnactn o6paboTku 1 3aLmThl NepcoHanbHbIX AaHHbIX B Pecnybnuke benapycbs —
BaXHbIA MpPOLIECC, KOTOpbIM obecneynBaeT COOTBETCTBME OpraHvM3auvin 3akoHOAaTemnbHbIM TpeboBaHUSAM.
Mpouenypa nuueH3npoBaHUs co3gaeT OGesonacHylo cpeny Ans obpaboTkym NepcoHanbHbIX AaHHbIX U
MOBbILLIAET AOBEPUE MPaXKAAH K KOMMAHUSM.

OpraHuzauum, Takve kak 0aHKM, TeneKOMMYHUKAaUMOHHbIE KOMMaHUM U MeAyupexaeHusi, npoxoasT
NIMLEH3MOHHYIO MpoLeaypy u3-3a 3HauuMTenbHoro obbema obpabaTtbiBaeMbiX OaHHbIX. Hanpumep, ©aHku
00s13aHbl  Mony4YaTb JfMUeH3uM ansg paboTbl C MNepcoHanbHbIMM - AaHHLIMW  KIIMEHTOB, a MeAULMHCKME
yupexaeHuss genatoT 310 Ana cobnogeHns TpeboBaHM Mo 3awmTe gaHHbIX O 300poBbe. [py nonyyeHun
NMLLEH3MN KOMMAHUM CTarkuBakTCs C psgoM npodnem.

OpgHo n3 rnaBHbIX TPYOHOCTEN $BNSIETCA HeOoCTaTodHas OCBEOOMIIEHHOCTb O TpeboBaHMsAX
3aKoHoZaTeNnbCTBa M NpoLeccax NMUEH3NpoBaHus. YacTo opraHmM3anmmn He 3HatoT, Kakne JOKYMEHTbI HYXXHbI U
Kakne Lwarn criegyeT npeanpuHsTb. Takke HeobXooumblA ayauT BHYTPEHHEeN OOKyMeHTauuMu U MNpakTuk
00paboTKM AaHHbIX MOXET TpeboBaTb 3HAYMTENbHBIX PECYPCOB U BPEMEHMW.

Ons ycnewHoro nonyyYeHuss JfMUEH3UM KOMMNaHUSIM PEKOMEHAYETCS U3yYnUTb 3aKOHOAATENbCTBO WU
NMoaroToBUTb HEOOXOAMMYIO OOKYMEHTaUMIO, BKIMOYAs BHYTPEHHME WMHCTPYKUMU U MONUTUKY Ge3onacHoCTy.
MpenBapuTenbHbI ayauT TeKyLMX MNpakTUK 0BpaboTkM OaHHbIX Takke MOMOXET BbisiBUTb Cnabble mecTa.
O0yyeHue coTpyaHUKOB 0DECneynT NX OCBEAOMIIEHHOCTb O BaXKHOCTM COBMIOAEHUSA HOPM 3aKOHOAATENbLCTRA.
KoHcynbTaums ¢ akcnepTamm Unun puandeckumm KOHCYyNbTaHTaMN MOXET 3HAUYMTENbHO MOBbLICUTb LUAHChI Ha
yCreLHoe NPOXOXAEHWE NTULIEH3NPOBAHMSI.

KomnnekcHbIi mogxod K nogrotoBke obecneunT achdeKkTUBHYO OeATenbHOCTb B 00MacTy 3aluumThbl
nepcoHanbHbIX AaHHbIX. OpraHusaumm 00si3aHbl paspabaTbiBaTb BHYTPEHHWE WHCTPYKUUM W MONOXEHUS,
perynupyowmue nopsgok obpaboTkm M 3awmuTbl NEepCOHanbHbIX OaHHbIX. OTU JOKanbHbIE aKTbl LOSDKHbI
onpegensaTb npoueaypbl MOMyYeHUst cornacus CyObEeKTOB AaHHbIX, MeToAbl obecneveHnss 6e30MacHOCTM
MHdopMaLMK, a Takke nNpasBuna AoCTyna K NepcoHarnbHbIM AaHHbIM.

[okyMeHTbI Takke OOMMKHbI COAepXXaTb MHCTPYKLMM MO NPOBEAEHNIO OLIEHOK PUCKOB M pearpoBaHuio
Ha MHUMOEHTbI, CBSI3aHHbIE C YTEYKOM AaHHbIX. BHegpeHne Takmx aktoB nomoraeTt obecneunTb cobniogeHne
3aKoHOAATENbCTBA, MWHUMU3VMPYET PUCKM W MOBLILLIAET YPOBEHb 3alUyUTbl MEpPCOHarbHbIX AaHHbIX B
opraHu3auun. JIMueH3npoBaHne UrpaeT KIoyeByo porib B COBMNOOEHUN 3aKOHOAATENBCTBA O NEPCOHANbHbIX
OaHHbIX, TaK Kak OHO TpPebyeT OT opraHusauuMi BbIMOMHEHMS CTpOrMx TpeboBaHWI U cTaHOapToB B obnactu
00palboTKM 1 3aLLMTbI OAHHbIX.

Mpouecc nuUEH3NpPoBaHWs nomoraeT ybeguTbCs, YTO KOMMaHUM WUMEKT Heobxooumble Mepbl
©e30nacHOCTH, YTO, B CBOKO OYepenb, CHIDKAET PUCKM YyTeYEK N HECAHKLIMOHMPOBAHHOMO JOCTyna. Baanmoceasb
MeXay JMUEH3UPOBAHMEM W KAYeCTBOM 3alUUTbl [aHHbIX 3aK/o4aeTcs B TOM, YTO JIMLEH3MPOBAHHbIE
opraHu3auum  obOblMHO  npeacTaBnAlT  Oonee  BbICOKUA — YPOBEHb  COOTBETCTBMS  TpeboBaHMSAM
3akoHogaTtenbcTBa. OHM 0653aHbI NPOBOAUTL perynsipHble ayauTbl, 0GHOBMNATE CBOM BHYTPEHHWE pernamMeHThbl
W ynyywaTb TEXHOMOrmm 3aluTbl AaHHbIX, YTO CNocoOCTBYeT 6ornee HaaeXHOW 3alute nepcoHarbHOW
WMHpopmaLmm.
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OTBETCTBEHHOCTb 3a HapyLUeHUEe 3aKOoHOOATENbCTBA O NEPCOHanbHbIX AaHHbIX MOXET BKIoYaTb Kak

aOMUHVCTPATUBHbIE, TaK W YrornoBHble caHkumu. K HuM OTHOCATCA LWwTpadibl, MPUOCTaHOBIEHWE WUNA
aHHYNMpoBaHVe NULIEH3MI, a Takke BO3MOXHbIE CyaebHble UCKN CO CTOPOHbI CyOBEKTOB AaHHbIX. ITU Mepbl
NMOAYEPKMBAIOT BaKHOCTb COOMIOOEHMS HOPM  3alUUTbl  MEepcoHarnbHOM MHOpMauum U CcnocoocTByoT
MOBbILLEHWNIO 0BLLIEN OTBETCTBEHHOCTM B 3TOM 0bnacTtu.

Takum o00pa3oM, IULEH3NPOBaAHWE SIBMSIETCA KOYEBbIM 3reMeHToM obecrieveHns cobnogeHus
3aKoHOAAaTeNbCTBA O 3alUMTe NEepPCOoHarnbHbIX AAHHbIX, MOAHMMAsT ypOBEHb 0€30MacHOCTU N OTBETCTBEHHOCTU
opraHusauun. B panbHeMwem oXuaoaetca pasBUTUE 3akoHOOATENbCTBA C aKUEHTOM Ha COBPEMEHHbIE
TEXHOMOrMM N COOTBETCTBUE MEXAYHAPOAHbIM CTaHaapTam. PekomeHayetcs GU3HECY akTMBHO rOTOBUTBLCS K
NULEH3MPOBaHMWIO U BHEAPSTb BHYTPEHHUE pernaMmeHThl, B TO BPeMS Kak opraHam BnacTtu crnegyet obHOBMATb
3aKOHOAATENLCTBO M MOBbILIATb OCBEAOMIIEHHOCTb HAaceneHns o BaXKHOCTU 3aLLUMTbl NEPCOHANbHbIX AaHHbIX.
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KOHOPUI'YPALIUA SIEM-CUCTEMbI WAZUH
bazoxckut N.A., XKyk K., cmydeHmei ep. 261401, 261402

Bernopycckutl 2ocydapCmeeHHbIl yHU8epcumem UHGopMamuKu U paduo3nieKmpOoHUKU,
2. Munck, Pecnybriuka benapyce

Genoycosa E.C. — kaHO. mex. Hayk, OoueHm

AHHOTaums. B cratbe nosicHseTcs mpouecc ycraHoBku SIEM Wazuh ¢ OTKpbITbIM MCXOAHbIM KOAOM. PaccmoTpeHbl KrioveBble aTarbl
YCTaHOBKM cuCTeMbl: passepTbiBaHMe Wazuh Manager Ha cepsepe Ubuntu, cmeHa mapons agMyHUCTpaTopa, yCTaHOBKa areHTOB Ha
YCTPOMCTBaX C onepaumoHHon cuctemor Windows n HacTponka MOHUTOpMHIa XxypHanoB. MNnatdopma Wazuh obecneunsaer cbop, aHanus n
BM3yanu3aumio AaHHbIX 6e30MacHOCTH, YTO NMO3BONSET U3yyaTb METOAbI OBHAPYXEHWST Yrpo3, aHanusa cobbITUi 1 pearmpoBaHns B pearbHbIX
ycnosusix. BHegpenne SIEM Wazuh crnocobetByeT (hopMMPOBaHMIO NMPaKTUHECKUX HaBbIKOB PaboTbl C COBPEMEHHBIMU WHCTPYMEHTaMu
kmbepbesonacHoCTU.

Knrouesbie cnosa. SIEM, Wazuh, Windows 10, Wazuh Manager.

SIEM (Security Information and Event Management) — cuctema, KoTopasi No3BosisieT cobupaTb AaHHble
0 6e30MacHOCTV M3 KOMMOHEHTOB MH(OPMALIMOHHOM MHAPACTPYKTYpbl U NPeACTaBnATb 3TW AaHHbIE B BUAE
nonesHon nHcdopmMauumn Yepes eanHbli nHTepdenc [1].

SIEM-nnaTtdopmMbl  NpeacTaBnsitoT COOOM KOMMMEKCHbIE peLUeHns, 00beauHSsIIoWmMe TPpU OCHOBHbIX
YPOBHSI: YPOBEHb COOpa [AaHHbIX, YPOBEHb YMpPaBIiEHNS WM XPaHEHMS OaHHbIX M YPOBEHb BU3yanusauum u
pearvpoBaHusi.

Ha pbiHke npepacraeneHo Oonblioe konunyectBo SIEM-cuctem, oTnuuatowmecs crnocobamm cbopa
AaHHbIX, peanu3auuen pacrnonoXxeHust n KoHdurypauum camon cuctembl. OgHUMK 13 Hanbonee N3BECTHBIMU
aenstotcs Takme SIEM-pelwerus kak, MaxPotrol paspabotaHHas komnaHuen Positive Technologies, KUMA
(Kaspersky Unified Monitoring and Analysis Platform) paspabotaHHas komnaHuen Jlabopatopusa Kacnepckoro un
Wazuh paspaboTaHHas ogHoMMeHHoN komnannern Wazuh Inc.

Llenb gaHHow paboTbl 3akntoyaeTcs B obocHoBaHUM BHeapeHust SIEM Wazuh B y4ebHbI npouecc Ha
kadbeape 3awmTbl MHpopMaLmK.

Wazuh — nnatdopma 6e3onacHOCTU C OTKPbITbIM WCXOOHBbIM KOAOM Ans ODHapyXeHust yrpos,
MOHUTOPWHra LefIoCTHOCTM (haiinoB, aHanm3a noroB M COOTBETCTBUA cTaHAapTam [2]. SIEM Wazuh BknovaeT
areHTbl Ha OKOHEYHbIX YTCPOWCTBab M LIEHTpanbHbIi cepBep, uHTerpupyembii ¢ ELK gns Buayanusaumm
OaHHbIX.

Mpouecc yctaHokn SIEM Wazuh MoXeT ObITb onvcaH CrneayroLwmumy atTanamu:

1 YcraHoBka Wazuh Manager. [ina ycraHosku Wazuh Manager Ha cepsep Ubuntu Bepcumn 24.02.2 [1]
Obina wvcnomnb3oBaHa KOMaHOa 3arpyskM M 3anycka MNOMOLLHMKa Mo ycTaHoBke Wazuh Manager wget
https://packages.wazuh.com/4.11/wazuh-install.sh && sudo bash ./wazuh-install.sh —a. Nocne 3aBepLueHus
YCTaHOBKM Ha BbIXOAE MNOSABMATCS YYeTHble AaHHble Ans gocTyna K Beb-uHTepdpency u nHdopmaLMoHHoe
Co0OLLEHNE, YTO YCTAHOBKA NPOLLIA YCMNELLHO.

2 CmMeHa naponsi no yMmonyaHuto. [4ns cMeHbl naporns 6bin UCNonb30BaH UHCTPYMEHT CMEeHbI Maposnen
Wazuh. [na ero ucnonb3oBaHusl, ero HeobxoaMMO 3arpy3uTb CKPUMT C MOMOLLBIO KOMaHAbl wget wazuh-
passwords-tool.sh https://packages.wazuh.com/
4.11/wazuh-passwords-tool.sh. CkpunT 3anyckanca ¢ nomolupto komandbl bash wazuh-passwords-tool.sh -u
admin -p E58#QHCkn@g423i.

3 YcraHoBka areHToB Wazuh. AreHT paboTaeT Ha KOHEYHOW TO4Kke U B3auMOOENCTBYET C
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cepeepom Wazuh, oTnpaBnas QaHHble MNPakKTUYECKM B pexXumMe peanbHOro BpeEMEHU 4epes

3alnpoBaHHbIA U ayTEHTUMULMPOBAHHbLIM KaHan. [ng ycTaHoBku areHTa Wazuh Ha KOHEeYHyto TOuYKy C
onepauuoHHon cuctemon Windowsl0 6bin ckavaH ycTtaHoBWMK € pecypca [3]. [locne ycTaHOBKM B
rmaBHOM MEHI0 NporpammMbl ykasbiBaetcad Manager IP, kak nokasaHo Ha pucyHke 1.

B3 wazuh Agent X
Manage View Help

Wazuh v4.11.1

Agent: DESKTOP-QRSDHSS (001) - any

Status: Running

Manager IP: [192.168.1.105

Authentication key: IMDAxIEHFUUlUT1AlUVJTHEh'

Save | Refresh

Restarted Revision 41112

Pucy+ok 1 — nasHoe meHto npoepammel Wazuh Agent

4 TlpoBepka peructpauum areHToB Ha SIEM Wazuh. Ha pucyHke 2 nokasaHbl MOAKMHOYEHHbIE
aKTMBHbIE areHThl.

9 N ”~y,
() ()
5 )
| W i y
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Agents (2)

PucyHok 2 — laeHasi cmpaHuua seb-uHmepdgpetica SIEM Wazuh

5 Hactponka koHdurypauum ans MoHuTOpuHra dhannos xypHana. ®dawnn ossec.conf agnsaertcs
OCHOBHbIM hannom KoHdpurypaumm Ha cepBepe Wazuh n arente Wazuh. AreHt Wazuh cobupaet
XypHarnbl C KOHTPONMMPYEMbIX KOHEYHbIX TOYEK U mnepecbinaet 3Tu XypHanel Ha cepsep Wazuh gns
aHanusa. ®ann ossec.conf B onepaumoHHon cucteme Windows10 HaxoguTtesa no nytn C:\Program Files
(x86)\ossec-agent\ossec.conf. lNocne ycnewHon HacTporkm Ha SIEM Wazuh BO3MOXeH NpocMOTp
XypHanoB. MHdopmMaumio 06 yrposax MOXHO NOMyyYuTb Npy NoMoLwM MHCTpyMeHTa Theat Hunting. Ha
pucyHke 3 nokasaH MpuMep nonyvyeHus obuwen uHdopmaumm No BUAY, KOMNUYECTBY U 3HAYUMMOCTU

yrpo3bl B pasgene Dashboard Ha SIEM Wazuh, koTopyto 6onee nogpobHO MOXHO M3yunTb paspgene
Events, pucyHok 4.
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PucyHok 3 — Pe3yribmam rorny4eHusi obwel uHghopmayuu ob yepo3dax Ha SIEM Wazuh
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PucyHok 4 — Pa3den Events SIEM Wazuh

Taknm obpasom, Hbinn NPOAEMOHCTPUPOBaHbLI NpocTaTa 1 yaobCcTBO YCTaHOBKM U KOHurypaummn SIEM
Wazuh, 4tOo nogTBepxdaeT ero akTyanbHOCTb BHeApeHMs B Y4YeOHbI npouecc Ha kadedpe 3awuTbl
WHopMaLMKn Ons pasBUTUS CriefyoL X HaBbIKOB Y CTYAEHTOB:

1 OnpepgeneHune ya3BMMOCTEN MHEOPMALIMOHHON CUCTEMbI C MOMOLLBIO nnatdopmbl Wazuh.

2 PaboTta ¢ cuctemamMm MOHUTOPUHIA U XKyPHaNMpoBaHusi CobbITUA MHAPOPMaLMOHHOW CUCTEMBI.

3 YcTpaHeHve BbISIBNEHHbIX YA3BUMOCTEN B MH(POPMaLIIOHHOW CUcTeMe.

Crucok ucrnosb308aHHbIX UCMOYHUKOS:

1 Computer security resource center [OnekmpoHrHsbit pecypc]. - Pexum docmyna:
https://csrc.nist.gov/glossary/term/security_information_and_event_management_tool

2 [Mnamabopma Wazuh [SriekmporHbIt pecypc]. — Pexxum docmyna: https.://documentation.wazuh.com/

3 Yemaroswuk Wazuh AzeHma [OnekmporHbil pecypc]. — https://[documentation.wazuh.com/current/installation-guide/wazuh-

agent/wazuh-agent-package-windows.html
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WAZUH SIEM SYSTEM CONFIGURATION

Bahonski I.A., Zhuk K.D.
Belarusian State University of Informatics and Radioelectronics,
Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), Ass. Prof. of Department of IP

Annotation. This article explains how to deploy the open-source Wazuh SIEM platform. It covers key installation
steps: deploying Wazuh Manager on an Ubuntu server, changing the administrator password, installing agents on
Windows devices, and configuring log monitoring. The Wazuh platform provides collection, analysis, and
visualization of security data, allowing you to study threat detection, event analysis, and response methods in real-
world conditions. Implementing the Wazuh SIEM helps you develop practical skills in working with modern
cybersecurity tools.

Keywords. SIEM, Wazuh, open source, threat detection, file integrity monitoring, log analysis, ELK, agents,
Ubuntu, Windows 10, Wazuh Manager, installation, ossec.conf configuration, Threat Hunting, Dashboard, Events,
web interface, agent registration, security logs, cybersecurity, information infrastructure, data visualization, threat
management, systems integration.
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GULLUHIT U AHTUOULLIUHT. KAK 3ALLIUTUTDb NONb3OBATEJIEU B
KOPINMOPATUBHOU CPEQE

Gesbopodos [.B.

Benopycckutl 2ocydapcmeeHHbIl yHU8epcumem UHGOopMamuKu U paduo3rieKmpOoHUKU
2. MuHck, Pecnybriuka benapyco

Jlamywko M.M.

AHHOTauus. B ycrnosusix ctpemutensHou umdposmsaummn Bce cdpepbl >KWM3HW, BKIHOYAs rOCyAapCTBEHHbIE W KOPMNOPATMBHbIE CTPYKTYpbI,
CTarkvBatoTCs C BO3pacTatoLLMM YMcrioM knbepyrpos. Cpeam HUX OMLLIMHT — OOuH U3 Havnbornee pacrpoCcTpaHEHHbIX M 3OdEKTUBHBIX METOA0B
coupanbHo uHxeHepun. B gaHHOM HayyHOW paboTe paccMaTpyBaloTCs COBPEMEHHbIE TWMbl PULLIVMHIA, METOAbI ero AETEKTUPOBaHWS 1
npefoTBpaLleHus, OCODEHHOCTV MPOTUBOAENCTBUS B KOPMOPATMBHOW W TFOCYOApPCTBEHHOM cpede, a Takke MepcrnekTvBbl pasBuTUs

aHTUULLIMHIOBBIX TexHonomin. Ocoboe BH1MaHWe yaeneHo creuydmke yrpos Ansi CUoBbIX CTPYKTYP M METOAAM UX HEUTpanmnsaumn.

B ycnoBsuax crpemuTensHow LucpoBm3aumm Bce cdepbl KM3HW, BKOYas rOCYLApPCTBEHHbIE W
KOpropaTVBHbIE CTPYKTYpPbI, CTankMBaloTCA C BO3pacTaloLmM YMcrioM Knbepyrpos. Cpeamn HUX ULLIMHE — OOWH
13 Hambonee pacnpoCTpPaHEHHbIX N 3EKTMBHBIX METOAOB COUManbHOM UHXeHepun. B gaHHoM HaydHOR
paboTe paccmaTpyBalOTCs COBPEMEHHbIE TUMbl (DULLMHIA, METOAbI €70 OETEKTMPOBaHNSA U NpeaoTBpaLLeHus,
0CODEHHOCTM NPOTUBOAENCTBUS B KOPMOPATMBHOM U FOCYJapCTBEHHON Cpefe, a Takke NepCnekTMBbl pa3BUTHA
aHTUUWKHIOBLIX TexHomnoruin. Ocoboe BHMMaHWE yAeneHo creundurke yrpo3 Ans CUMOoBbIX CTPYKTYpP U
MeToaaM UX HerlTpanuaauuu.

Lindpoasi TpaHchopmaLmsi 3Ha4UTENBLHO NMOBbICUNA 3aBMCUMOCTL BM3Heca, rocygapcTea 1 obLecTBa
OT MH(OPMALMOHHBIX TEXHOMOrMin. JTo caenano KubeprnpoCTPaHCTBO MPUOPUTETHOM LEMblo  Ans
3M0OyMbILLNEHHMKOB. OQHOM M3 CaMbIX MacCOBbIX W CIIOXHBLIX K BbISIBIIEHUIO Yrpo3 octaétca cuwuHr. Ero
adpeKkTMBHOCTL ODycnoBrneHa TeM, 4TO OH 3KCMiyaTUpyeT 4erioBeveckun aktop — [OBepue,
HEeOCTaTOYHYI0 OCBEOOMITEHHOCTb, YCTarnocTb, MOBCEOHEBHYI PYTUHY. B OTnmMuMe OT TexHuuyeckux aTtak,
PULKHF TpebyeT MMHMMAnbHBLIX PECYPCOB, HO CNOCODEH HAHECTM KoMoccarbHbIN yiuepo.

Ons cunoBbIX CTPyKTYp, obnagatowmx ocobbiM CTaTycoM M oOpabaTtbiBalolimMxX YyBCTBUTENBHYIO
nHdopmaLmo, OULLMHIOBLIE aTaky MpeAcTaBnstoT ocobyko onacHocTb. MIX ycnelHoe npoBefeHUe MOXEeT
MoBMeYb YTEYKY rocy4apCTBEHHOW TalHbl, HapyLUueHe paboTbl KpUTUYECKU BaXKHBIX CUCTEM Y KOMNPOMETALMIO
OnepaTUBHBLIX MEPOMNPUSATUNA.

SBonoumsa uwnHra:

VcTopuyeckn ULIMHI pasBuBarncs OT MPUMUTUBHBLIX NMCEM C opdorpachuyeckumm owmbkammn go
CNOXHbIX, NEPCOHANM3NPOBaHHBIX aTaK, KOTOpPbIE UCMOSb3YIOT AaHHbIE U3 COLMarnbHbIX CETEN, KOPNOPaATUBHbIX
pecypcoB 1 yTeuvek. CerogHsi 3noyMbILLNEHHUKN MPUMEHSIIOT METOAbl TapreTMpoBaHus, rmyboKoro usydeHus
nosefeHus xepTsbl (behavioral profiling), a Takke TexHonorun deepfake 1 NCKYCCTBEHHBIN UHTEMMEKT.

Knaccudmkaums dpuinHra n ero npmusHaKku:

- Email-couimHr — MaccoBasi pacchifiika MMCeM C BPeOOHOCHBIMM CChINTKAMU U BITOXKEHUAMU;

- Spear phishing — aTakuM, OpVMEHTUPOBAHHbLIE Ha KOHKPETHLIX UL, C MNEepPCoHanM3vpoBaHHbLIM
copepxaHuem;

- Whaling — douLLnHS, HaueneHHbIN Ha pykoBoauTenen 1 ynpasrieHLEeB BbICOKOTO YPOBHS;

- Vishing — TenegoHHbIe 3BOHKM, MacKMpyoLLMecst Mo crny»0Obl NoaaepKKy;

- Smishing — doumHr yepes SMS n mecceHOXepb!;

- ®apmunHr — nepeHanpaBneHne nonb3oBaTens Ha danbluBblie canTbl nocpeacTsom DNS-
OTpaBneHus.

OcHOBHbIe NpU3Haku ULLIMHra:
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- laBneHune Ha nonb3oBaTens: CPoYHbIE NPOCLOLI, Yrpo3bl;

- Owmbkn B opdhorpadumn, HENPUBLIYHAA CTUNNCTUKE,;

- MopaenbHble agpeca OTNpaBUTENENn U AOMEHHbIE UMEHA;

- 3anpochbl kKoHGUAEHUMANLHON NHAOPMaLINK.

CwunoBble BeAOMCTBA SBMSIOTCA MPUOPUTETHOM LiENbI0 (PULLIMHIOBLIX KaMMaHUA 13-3a:

- HaNUuusi 3aKpbITON MHOPMaLNK;

- CNOMNb30BaHUA YCTapeBLUNX KaHamNoB CBA3N;

- OrPaHNYEHHOr0 YPOBHS LIGOPOBOM FPaMOTHOCTU Y OTAENbHbIX COTPYAHMKOB;

- CNOXXHOCTM MHOIMOYPOBHEBOWN CTPYKTYPbI M pacnpeaenéHHOCTM CUCTEM YNpaBneHus.

TunoBble CLieHapun aTak BKIOYaloT:

- paccblinky BpeAOHOCHbIX MMCEM C TEMaMU NMPUKA30B 1 PACNOPSHKEHWUIA;

- MUTaLmMo 0bpaLleHnii OT BbILLECTOSLLMX MHCTaHLNIA;

- chanbcumKkaL Mo NMCEM U3 FOCYAaPCTBEHHbIX CTPYKTYP.

MeToabl 3aLWuThbl ¥ TEXHOMOrMN aHTUULLKHIA

- AyTeHTudpmkaums n wndposanme: BHegpeHne S/IMIME, TLS, aByxdakropHown ayTeHTudunkaumu;

- Npoeepka otnpasutenen (SPF, DKIM, DMARC): npegoTepalieHme nogaenku AOMEHOB;

- SIEM-cuctembl 1 NoBeAeHYECKMIN aHanua: 0bHapyxeHWe aHoManMm Ha OCHOBE 10rOB;

- OBHOBNEHME aHTUBUPYCOB U NPOKCU-(PUINBTPOB: CBOEBPEMEHHASA PeaKLnsi Ha HOBbIE YrpOo3bl;

- Msonsuma cpegbl BbINOMHEHNs BrioxeHun (sandboxing).

[ononHuTenkeHble NPEANOXEHMS MO YCUMEHNIO 3aLLUUTbI:

- BHegpeHve aBTOMaTU3MpPOBaHHBIX CUCTEM OBHapyxeHus UMHIa Ha OCHOBE HewpoceTen,
CMocobHbIX aganTMpoBaTbCs K HOBbIM NaTTepHaM Yrpos;

- Wcnonb3oBaHne honeypot-MexaHM3MOB Ansi aHanmMsa MoBeAEeHUs aTakylowux U BbIIBNEHUS
WUCTOYHMKOB (PULLIMHIOBLIX aTak;

- Co3pgaHne MexBeOOMCTBEHHbIX LIEHTPOB ObICTPOro pearMpoBaHus Ha (OULLMHIOBLIE WHLMOEHTHI C
BO3MOXHOCTbIO OrnepaTUBHOro o0bMeHa nHdopmauuen;

- Pagpabotka cneuvanusMpoBaHHbIX pPeELeHWn Anst  MOOMMbHbIX — YCTPOWCTB,  BKIHOYad
aHTUULLNHIOBLIE PUMLTPLI HA YPOBHE OnepaLoHHON CUCTEMBI;

- BHegpeHune knbepyyenuii ¢ hokycoMm Ha MMUTaLMIO (OULLMHIOBLIX CLEHapueB Ans hopMMpoBaHns
YCTONYMBBIX MOBEAEHYECKNX HaBbIKOB Y COTPYAHMKOB.

KrtoueBbIM (pakToOpoM YCTOMYMBOCTU K (PULLNHIY SBMASETCA CO3HATeNbHOE nosBefeHne COTPYOHWUKOB.
[ns aToro HeobxoanMo:

- perynsipHoe npoBefeHne TPEHMHIOB M TECTOB C 3fleMeHTaMu reiMmudmkaLmy;

- hOpMMpPOBaHME KaHaNoOB ONePaTMBHOMO OMOBELLEHUSI U OTYETHOCTU O NOAO3PUTENBHBIX MUCbMAX;

- pasBuTHE KynbTypbl KnbepbesonacHOCTM 1 06paTHOM CBA3W BHYTPY NOApasaeneHni.

Mo paHHbim ENISA, B 2023 rogy dwvwuHr cran npudmvHon 6Gonee 36% BCex WMHUMOEHTOB
nHcopmaumoHHon GesonacHoctn B EC. B Poccun, no otyétam OCTIK, okono 40% aTtak Ha rocoprabi
CBS13aHbl C (PMLLMHIOBLIMW MUCbMaMK. OTO NOATBEPXKAAET BbICOKYIO aKTyarbHOCTb TEMbI.

ByayLiee aHTUULLIMHIA CBA3aAHO C:

- npumeHeHnem UV ansa aHanmnsa aHoMarnbHOrO NoBeAeH s Nonb3oBaTtenen;

- IHTerpaumen aHTuuLnHra B apxutektypy Zero Trust;

- pa3Butrem noeegeHyeckon aHanutukn (UEBA);

- 3aLlUTOM OT rofiocoBbIX U BUAEORENKOB;

- MeXayHapoaHbIM 06MEHOM AaHHBbIMM O OULLIMHIOBLIX fOMeHax 1 IP-agpecax;

- BHEOPEHMEM UHTENMNEKTyarnbHbIX MOMOLLHMKOB U CUCTEM ODyYeHNs.

PUWwMHr — 3TO BbLI3OB, KOTOPbIA TpebyeT MEeXOUCLMMIMHAPHOIO NoAXo4a. TOnbKO KOMMMEKCHbIe
Mepbl, COYeTalolMe TEXHOMOrMW, pernameHTbl u  obyyeHue, MOryT rapaHTMpOBaTb YCTOWYMBOCTb K
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PULLKHIOBLIM yrpo3am. B ycrnoBusix pocta rMbpuaHbIX Yrpo3 M akTUBM3aLUW BHELUHEro BMeELLAaTenbCTBa,

0COBEHHO AN CUMOBLIX CTPYKTYP, TeMa aHTUULLNHIA CTAHOBUTCS BOMPOCOM HE TOMbKO UHGOPMAaLNOHHOWN,
HO W HaLMOHarnbHOWN 6e30MacHOCTK.

CrucoK ucrnosb308aHHbIX UCMOYHUKOS:

1. IBM Security Data Breach Report 2024.

2. ENISA Threat Landscape 2023.

3. Verizon Data Breach Investigations Report (DBIR) 2023.

4. Bruce Schneier, "Secrets and Lies: Digital Security in a Networked World."

5. ConoBbér A.B., "MHbopmaLmoHHas 6e3onacHocTb: YyebHoe nocobue." — M.: UHdpa-M, 2022.
6. Anti-Phishing Working Group Reports.

7. OWASP Phishing Awareness Guide.

8. NIST SP 800-61: Computer Security Incident Handling Guide.

9. dCT3I3K Poccun. MeTogudeckme pekoMeHaaumm no obecneyvyeHnio 3aLumTbl MHopMaumi.
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AHANUZ NMPOLIECCOB MoAynsuMu n AEMoAaynsAumMn B CUICTEME
TENEKOMMYHUKALUA

EBuromeH E.A., Makapersi E.A., cmyOeHmbi ep. 361401

Benopycckuti eocydapcmeeHHbIl yHugepcumem uHgopMamuku u paduosnieKmpoHUKU
2. Munck, Pecriybniuka benapyce

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. 3U

AHHOTaumsA. AHanvs NpoLEeccoB MOAYNALMA U AeMOAyNnsLMM B CUCTEMe TeneKoOMMYHVKaLmMin NpeacTaenseT cobol uccnenoBaqve, B Xoae
KOTOPOro ObINM PaccMOTPEHbl MeToAbl (POPMMPOBaHMS, MOAYNALMMA U NOCTEAYIOLLEA AeMoayNnaLMM pagvouMnynbca C LEenbo BbldeneHnst
ucxoaHow ormbatoLlelt curHana. B pabote mcnons3oBanack nporpaMMHasl peanvsaums Ha sidbike Python, no3sonsioLias cMoaenvpoBaThb Kak
cnekTparnsHoe npeobpa3oBaHyie, Tak U BO3AEVCTBUE Pa3nyHbIX (OUNbTPOB, YTO KPUTUHECKN BAXKHO ANs 3aAay LmdpoBon 0bpaboTkv curHanos
B TENEKOMMYHVKALMOHHbBIX CYCTEMaX.

KnroueBble crnoBa. AMNuTyaHasi Mogynsaums, aemoaynsaums, Python, cnexktp curiana, dunsTtp Yebbiwea, ounbtp BatrepBopta, GbicTpoe

npeobpasoBaHne Pypbe.

MaTemaTnyeckoe MOOENMPOBaHME MO3BOMSET MPOBECTU WCCNEOOBaHWE MOZyNAUMU U AemMogynsaumm
CWrHanoB B CUCTEMax TeNeKOMMYHMKaUUA. OTOT METOA OTHOCMTCS K TEOPEeTMHECKUM U XapakTepusyeTcs
cnepyoWwmMMM OOCTOMHCTBaMM: 1) HE HyXXHa MpaKkTMYeckasl peanusaums YCTPOWCTB Afsl UX OCYLLECTBIEHUS
(370 CcokpalLaeT SKOHOMMYEcCKue 3aTpaTbl); 2) eCTb BO3MOXHOCTb UMWTUPOBATb Pa3Hble YCroBusi paboTbl
uccrnegyembiX YCTPOWUCTB CUCTEM TENEKOMMYHMKALWMA (3TO MO3BONSET MPOM3BECTU OLEHKY KadecTBa W
3 pEKTUBHOCTb CUCTEMBI).

Llenb gaHHOM Hay4YHO-MCCNegoBaTeNbCKOM padoThl: MPOBECTM aHanu3 MpOoLEeCcCOoB MOAYyNsAUMN 1
AeModynaumMm B cCUCTEME TEeNeKOMMYHUKAUMI MocpeacTBaM MaTemMaTUyeckoro MogenupoBaHus. 3agaum
JaHHOM paboTbl: 1) MPOBECTU TEOPETMYECKOEe MWCCredoBaHMe Mpouecca MoZynsuMu Mo CXEME,
npeacTaBneHHoM Ha pucyHke 1; 2) BbINOMHUTE MaTeMaTUYeckoe MogEeNMpoBaHMe npoLecca AemMoaynsaumn.

PucyHok 1— Cxema amnnumyOHoU Mooyrsyuu

VcxoaHble gaHHble Onst MOAeNMpPOBaHUs:
— curHan S;(t) — nonesHbIi UHPOPMAaLNOHHbIN CUrHan:

T
Alt] < 5
Sl(t) = T’ 1)
0,1t] >=
el >
roe A —amnnutyga paguoumnyrnsca; T — nepuo pagmonmnynsca.
— curHan S;(t) — Hecywee konebaHue:

S,(t) = cos(2rmfyt) 2)

roe fo — YacToTa HecyLero kornebaHus.
— BbINoOnHeHue ycnosus 2f, >> 1/T,
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— fo =10y (YacToTa HecyLero curHanay);
—A =1 B (amnnutyga paguoMmMnynsca);
—T =1 c (nepuoa pagnoumnynbsca);
— f; = 1000 Iy (4acToTa gnckpeTusaLmn, ons npeobpasosaHui dypbe).
Takon meToA MOAYNAUMW OOMMKEH, COrMacHO Teopuu, MPUBOAMTL K PaCLUENEeHU0 CrekTpanbHOW
NAOTHOCTM UMMyNbCa Ha ABE YacTW, KOTOPble CMELLAITCH Ha YacToTbl tf;, YTO NOATBEPXKAAETCA MONYYEHHON
HaMu B13yanusauunen CnekTpoB, NOCTPOEHHbIX C MOMOLLM BbicTporo npeobpasosaHus Pypee (FFT) (prcyHok 2)

[1].
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PucyHok 2 — Cxema amrnumyoHou Modynsyuu

Jemoaynaumsa ocywecTBnseTca nocpeacTBOM NOBTOPHOIO YMHOXKEHUSI MOAYNIMPOBAHHOIO CMrHana Ha
HeCyLUMI CUrHarm, YTo NMPUBOAMWT K MOSABNEHWIO KaK MOSIE3HON COCTaBNSIOLLEN, TaK U Na-pasnTHbIX KOMMNOHEHT
(pucyHok 3), MX MOXHO yBMAETb Ha YacToTtax 2f, (B Hawewm criydae +20 y). [Ina BOCCTaHOBNEHNS CXOAHOrO
curHana npuMmeHsieTcs unbTpauusi C MOMOLLbIO PUNBTPOB HDKHMX YaCToT.

YacToTa (ru)

PucyHok 3 — Cniekmp cueHaria riocriie 0emodynayuu

B pabote 6binn ucnonb3oBaHbl ABa Tuna unbTpoB — punbTp Battepsopta n dunbTp Yebbiwesa

nepBoro poga — C NOPSOKOM 4 M 4acToTon cpesa, pasBHon Hecyuen f,, AYX hunbTpoB NpeacTaBneHbl Ha
pucyHke 4.

—— BaTTepsopT
ebies
[ S — === Yacrora cpesa (10.0 'u)
=+ -3 A (rpaHuLa nponyckanus) .
- -20 A6 (06nacTs nopasnena)

AwnnuTyna (ab)

Yacrota (Fy)

PucyHok 4 — AYX ¢punbmpos bammepsopma u Yebbiwesa

CurHarnbl, nonyyeHHble Mocne AemMomyrnsuMu v uibTpauuyM npueefeHbl Ha pucyHke 5. MoxHO
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3aMeTUTb, YTO BOCCTAHOBMNEHHBIN curHan nocne gunsTtpa Yeboiwesa nveet 60nbLLy0 psbb, MO CpaBHEHMIO C

dunbTpauven batrepopTta. OTO ABNEHMe Hanpsamyto ceaszaHo ¢ AYX cunbTpoB (pucyHok 4). Ha rpadhmke
AYX dunbTpa YebbilweBa ecTb He3HauuTenbHble KonebaHus OO0 4acToThbl cpe3a. OTOT BuA unbTpa
OKasblBaeT MeHbLLEee NoAaBrneHne 4acToT cpasy nocne 4acToThbl cpesa.
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a — 8ud emodynuposaHo2o cueHana ¢ chunbmpom bammepsopma; 6 — eud Aemodynupo8aHoO2o cueHana ¢ churibmpom Heboiwesa;

PucyHok 5 — CueHarnbi nocrie demodynsayuu u chunbmpayuu

B nporpammHon peanusauum Bce aTanbl — OT (POPMUPOBAHMS MCXOOHOMO NPAMOYTOSIbHOrO MMMybca A0
BbIYMCINEHNS CNEKTParibHbIX MAOTHOCTEN U BU3yanu3auuyM BPEMEHHbIX U YaCTOTHbIX XapaKTEPUCTMK — Obinu
peanu3oBaHbl C ucnonb3oBaHvem Oubnnotekn NumPy wun naketa matplotlib. [Ona aHanusa cnektpoB
ucrnone3oBanacb ObicTpoe npeobpas3oBaHne @dypbe (FFT), a BblMMCHEHHbIE CNEKTPbl  KOPPEKTHO
ueHTpupoBanuck ¢ nomolupto fftshift (nocTpoeHne cnekTpa oTHOCUTENBHO HYNEBOW YacToThl) [2].

Hammn Obina ycTaHoBNeHa 3aBMCUMOCTb KOHEYHOrO pesynbrata AemMogynaumm B - criydasix
ucnonb3oBaHus dyHkumn  Ifilter n Afiltfilt. MepBbin BapuaHT [0aéT (as0Bble WCKaXKEHWUs,, HO OTpaxaeT
peanucTuUyHyto paboTy CUCTEMbI, BTOPOW — YCTpaHsieT caBur ¢pasbl U AaéT Gonee rnagkvuin pesynbTar, yTo
MO3BOMSIET Nyulle CPaBHMBATb CUrHarbl (4O M nocne gemogynsumn). B gaHHOWM Hay4HO-McCrieaoBaTenbCKOM
paboTe Mbl NpuBenu pesynbTathl Ansa cnydas filtfilt Ha pucyHke 5, a Ha pucyHke 6 — ans [filter.
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a 6
a — 8ud emolynupos8aHo2o cueHasa ¢ ¢hunbmpom bammepsopma; 6 — eud Aemodynupo8aHoO20 cueHasa ¢ ¢hurbmpom Heboiwesa;

PucyHok 6 — CueHarnsi nocrie 0emodynsyuu U ¢hunnbmpayuu ¢ ucronb3oeaHuem ¢yHkyuu Ifilter

CpaBHUTENbHLIN aHanu3 dunbTpauumM NpoBoaUICA NOCpPeacTBOM BbIYUCIIEHUS] CpeQHEKBaA-pPaTUYHON
owmnbkn (MSE) n makcumarnbsHOM OWMOKN MeXay BOCCTAHOBMEHHBIM CUMHANIOM M UCXOL-HBbIM MPSIMOYrOSbHBIM
umnynscom. Nony4yeHHble pe3ynbTaThbl Nokasanu, Yto oba dunbTpa — kak bat-TepBopTa, Tak u Yebbiwesa —
CnocobHbI B OCTATOYHOM Mepe BblAeNUTb ormbatoLlyto, ogHako dunbTp BatTtepBopTa NnpogeMoHCTpMpoBan
Oonee rnagkyto aMnNnUTyQHO-YaCTOTHYHO XapakTePUC-TUKY, YTO obecrneumBaeT MEHEE BbIPaKEHHBLIE MCKaXKEHNS
dopmbl uMnynbca (pUCyHOK 5, 6). MNonydeHHble 3Ha4YeHNs OLWNBOK:

— cpefHekBagpaTMyHas owmnbka (MSE) ans BattepsopTa paBHa 0,129629;

— MakcumarbHas olmbka ansa battepeopTa paBHa 0,750481;

— cpefHekBagpaTyHas owmnbka (MSE) ans Yebbiwesa pasHa 0,156025;

— MakcumarnbHas olumbka ans Yebbiwesa pasHa 0,778497.

TakvuM 06pa3om, BbINOMHEHHOE UCCrefoBaHUE MOATBEPXKAAET, UTO BblbpaHHas cxema mMogy-nsuum u
aemMoaynaumm sensietcs acpdekTUBHON ANst 3afay BblaeneHust ormbatowen. PeanusoBaHHbin Ha Python kop
NPOAEMOHCTPUPOBAr BO3MOXHOCTb MPOBEAEHMS KOMMMEKCHOrO aHanu3a Kak BO BPEMEHHON, Tak U B YAaCTOTHOM
obnacTsix, a TakkKe NO3BOMNWI OLLEHUTb KaYeCTBO oUnbTpaLum ¢ y4ETOM BNNSHUS NapamMeTpoB (hunbTpa.
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ANALYSIS OF MODULATION AND DEMODULATION PROCESSES IN
TELECOMMUNICATION SYSTEM

Biyumen E.A., Makarenya E.A., students of gr.361401
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Filchenkova T.M. — Senior Lecturer

Annotation. The analysis of modulation and demodulation processes in a telecommunication system is a study
that examined the methods of formation, modulation and subsequent demodulation of a radio pulse in order to
extract the original envelope of the signal. The work used a software implementation in the Python language,
which allows modelling both the spectral transformation and the effects of various filters, which is critical for
digital signal processing tasks in telecommunication systems.

Keywords. Amplitude modulation, demodulation, Python, signal spectrum, Chebyshev filter, Butterworth filter,
fast Fourier transform.
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PA3PABOTKA CTPYKTYPHOW CXEMb
OBE3JMIMYNBAHUA NEPCOHAJBbHbLIX OAHHbLIX

Bockosuesa K.P., yqawasicsi no HarnpaesieHuro «MIHghopmauuoHHas1 6e3onacHocmeb,
KnuHdyxoe A.A., yyawutics no HanpasneHuro «MHghopmauuoHHas1 6e30rnacHocme»

HauyuoHarbHbIl 8emckKuli mexHonapk
e. Munck, Pecriybnuka benapyce

Tumoghbees A.M. — kaHO. mexH. Hayk, doueHm, doueHm Kaghedpnbl
3awumsl uHgpopmayuu BI'YUP (Hay4HbIl pykosodumeris)

AHHoTaums. C yyeTom TpeboBaHWiA 3akoHopatensctBa Pecrybnvku Benapyck B cdepe 3alumtbl MHGOPMaLMK NPeanoXeHa CTPYKTypHast
cxema, NMocpedcTBOM KOTOPOW BO3MOXHA peanusauysi npoueaypbl 0be3nnuvBaHvsi NepcoHanbHbIX AaHHbIX Ha 6ase meToda M3MeHeHus
COCTaBa Unn ceMaHTUKW. [lJaHHas cxema XapakTepudyeTcsi JOCTAaTOMHO BbICOKUM YPOBHEM MHCPOPMALIMOHHOW 6e30MacHOCTH, JOCTUraeMoro

nocpencTsoM napmpoBaHUsA YaCTOTHOIO aHanmsa 06e3nM4eHHbIX nepcoHarbHbIX AaHHbLIX.

B Hactosiee Bpemsa opHoOM U3  Hauboree BaXHbIX 334ad, pelaembiX Mpu  MOCTPOEHUU
WMH(OPMALIMOHHBIX CUCTEM, SIBRsieTcsl obecneveHne 3awmtbl MHopmaumm [1 — 3]. 3awmTta mMHopmaumm
nogpasymeBaeT NPMMEHEHME KOMMIIEKCa NPaBoBbIX, OPraHM3aLMOHHBIX Y TEXHUYECKMX MEpP, HanpaBiieHHbIX Ha
obecneyeHne LENOCTHOCTM  (HEM3MEHHOCTM), KOH(MAEHUManbHOCTW, OOCTYMHOCTM W COXPaHHOCTM
nHdopmaummn [4]. B cootBeTcTBME C TpeboBaHusMM 3akoHopaTenbcTBa Pecnybnvkm benapycb [5, 6]
cobCTBEHHVK (Bragernew) WHAOPMALMOHHON CUCTEMbI, NMpegHasHa4veHHon ansi o6paboTkM nepcoHarbHbIX
AaHHbIX (MHJOPMaLMN OrpaHUYEHHOTO PacrnpoCTpaHeHUs/NpeaocTaBneHns) 06si3aH NpuMHMMaTb Mepbl Mo
obecneyeHno MHpopmaumoHHOM 6e30MacHOCTM MepPCcoHarnbHbIX AaHHbIX B Crydae, ecrnv MepcoHarbHble
AaHHble He ABNATCA 00LLEea0CTYNMHbIMKU, @ OTHOCATCA K BMOMETPUYECKMM, FrEeHETUHECKM, CcrieLmarbHbIM UK
WHbIM MEepPCOHanbHbIM AaHHBIM. Onsa obecrneyveHns MHPOPMaLMOHHON 6e30MacHOCTU NEPCOHarbHbIX AaHHbIX
Lenecoobpas3Ho Ucnornb3oBaTb MeTodbl WX obeanuuvBaHus [6]. K uMcrny TakMx MeTodoB OTHOCHAT MeTon
N3MEHEHNS CoCTaBa UMM CEMaHTUKU, CYLLIHOCTb peanunaaummn KOTOporo 3aknovaeTcst B 00006LLEHN, UBMEHEHWN
WUNM ydaneHuMm YacTu CBeOEHWUW, MNO3BOMSIOWMX WAEHTUMUMPOBaTb CyObekTa MnepcoHarbHbIX AaHHbIX.
OGeanuunBaHNe NePCOHarbHbIX [AaHHbIX YKa3aHHbIM Bblille METOAOM He TpebyeT Hanmuuusi GonbLumx
BbIYMCIIUTENBHBIX MOLLHOCTEN, OOHAKO XapakTepudyeTcs criedytowmmMmn HegocTatkamu. Hanpumep, yoaneHve
YacTu cBeAeHWI, NO3BONSAIOLWNX NOEHTMULMPOBaTL CyObeKkTa NepcoHarbHbIX AaHHbIX, 6e3 X CoXxpaHeHus B
oTAenbHon 6as3e OaHHbIX MPUMBOAUT K yTpaTe Takoro CBOWCTBA 0OE3MMYEHHbIX MEepCOHamnbHbIX AaHHbIX, Kak
nonHoTta. Tawkke BaXXHO OTMETUTb, YTO MPOCTble 3aMEHbl MCXOAHBIX CUMBOJIOB MEPCOHAsbHbLIX AaHHbIX
00e3NMYEHHbIMY  COXPaHSIIOT  BEPOSITHOCTM  MOSIBIIEHUS]  COOTBETCTBYIOLLUMX CUMBOSIOB  00E3NNYEHHbIX
nepcoHarbHbIX AaHHbIX. B aToM criydae Hapylimtens MHOPMaLmMoHHOM 6e30MacHOCTM MMEET BO3MOXKHOCTb,
nony4MB OOCTYN K 00e3MMYeHHbIM MEePCOHarnbHbIM AaHHbIM, paccyuTaTb BEPOSTHOCTM MOSIBMEHWS OTAENbHbIX
CMMBOJSIOB W PasfnMYHbIX WX COYETAHUWA, YTO MO3BONMT €MY PacKpbiTb COOEPXKUMOE [OBEPUTENBHON
BbluMcnuTensHou 6a3el (OBB).

B cBsi3n ¢ aTUM Lenbio faHHou paboTsl ABnsnack paspaboTka cxembl 006e3nM4MBaHMS NepcoHarbHbIX
AaHHbIX, MOCTPOEHHOM Ha 0ase MeToga W3MEHeHWUsl cocTaBa WM CemMaHTWKW, koTopas ceobogHa ot
HELOCTATKOB CYLLUECTBYIOLUMX CXeM 00e3nnuMBaHMWs MnepcoHarbHbIX [OaHHbIX U He TpebyeT OGonbLimx
BbIYMCIIUTENBHBLIX PECYpCcOB OT 00OpydOBaHMSA NErMTUMHBLIX Monb3oBaTtenei. B kadecTBe oObekTa
UccnegoBaHUs MCMONb30BaH METO4 W3MEHEHUs cOcTaBa WNM cemaHTuku. [MpeameTrom uccrnegoBaHUs
ABMsAnack paspaboTka CTPYKTYPHOWN CXeMbIl, peanuaytoLleli 06e3nuumBaHe NepcoHanbHbIX aHHBIX HAa OCHOBE
MeTo[a U3MEHEHUS CoCTaBa MU CEMaHTUKN ¢ NpuMeHeHnem Habopa [1B6.

B pamkax BbIMOMHEHHbIX UCCreaoBaHWM padpaboTaHa CTPYKTypHas cxema obesnnymsaHus
nepcoHanbHbIX [aHHbIX, MOCTPOeHHas Ha 6a3e MeToda WU3MEHeHuMsi cocTaBa WM CEeMaHTUKW.
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CyLlHOCTb  OYHKLMOHNPOBaHNS [aHHOW CXeMbl 3aknioyvaetcs B cnegytouwem. [lepcoHanbHble OaHHble,

noanexaiume obesnuumsaHuio, 3arpyxatot B [1BB, kotopas cogepxut Habop Ttabnuy noactaHosku OBB 1,
OBbB 2, ..., BB N. lNepcoHanbHble gaHHble pa3buBaloT Ha OMNOKW, KaKObIN N3 KOTOPbIX MOCreaoBaTenbHO
obesnuumeatot ¢ nomowlsto BB 1, OB6 2, ..., ABE N, BB 1, ABE 2, ..., BB N 1 1.4. BaxXHO 0TMETUTL, 4TO
cogepxmmoe [BB HeobxoaMmo coxpaHsiTb B CEKpeTe M OOHOBNSATb B COOTBETCTBMM C TpeboBaHMsiMU,
npeabsBNsSeMbIMU B MECTE SKCNnyaTauum MHPOPMaLNOHHOW CUCTEMBI.

BbinonHeHHas oueHKa nokasana, 4YTo MpeanoXeHHble NPUHUMNbLI 06e3nMuMBaHNS NepCoHarnbHbIX
AaHHbIX HA OCHOBE MEeTOAa U3MEHEHUS COCTaBa UM CEMAaHTUKMW, 3aKIioYaloLLMecs B UCNOMb30BaHUN Habopos
[BB, no3Bonunu NoBbICUTbL YPOBEHb UHGOPMALIMOHHOM 6e30MacHOCTU 06e3NNYEHHbIX NEPCOHANBbHbIX AaHHbIX
32 CYET W3MEHEHUS BEpPOSATHOCTUM MOSIBMEHUST CMMBOMOB OOE3MNMYEHHbIX MNEepCOoHanbHbIX AaHHBLIX MO
OTHOLLEHUIO K COOTBETCTBYIOLLUM CUMBOMAM UCXOAHbIX NEPCOHAnNbHbIX AaHHbIX.

CnucoK ucrnosb308aHHbIX UCMOYHUKOS:
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CPABHUTENbHbIN AHANU3 SIEM ONA KUBEPLIEHTPOB
PybaHoea K.B., cmydeHm ep.261401,

lony6 A.A., cmydeHm ep.261401

Benopycckuti eocydapcmeeHHbIl yHugepcumem uHgopMamuku u paduosrieKmpoHUKU
e. Murck, Pecnybrniuka benapyco

Bernoycoea E.C. — kaHO. mexH. HayK, doueHm

AHHoTauus. CTatbsl nocesiLeHa ponv SIEM-cuctem B obecnedeHnmn knbepbeaonacHocTn 1 ux uHTerpaunm B SOC. MNpoBeaeH cpaBHUTENBHbIN
aHanms nonynsipHbix SIEM-cuctem, Takux kak IBM QRadar Security Intelligence, Splunk Enterprise Security, Kaspersky Unified Monitoring and
Analysis Platform (KUMA) n PT MaxPatrol SIEM. /3y4eHbl HopmaTuBHble akTbl Pecrybnuku Benapyce, perynypytoLuye vcnosns3osaHne SIEM B
LeHTpax knbepbesonacHocTn. PaccmaTprBaeTcs akTyarnbHOCcTb co3gaHust SOC u nHTerpauum SIEM-cuctem B obpasoBaTerbHble yupexaeHus

ONA 3aLWmUTbl BaXHbIX UHOPMALMOHHBIX pecypcos.

KniouyeBble cnoBa. KnbepbesonacHoCTb, KMGepMHLUMAEHTLI, paccrieqosaHue, SIEM, SOC, koppensaums CobbITWi, MOHUTOPUHT, pearvpoBaHue,

yrposbl, PT MaxPatrol SIEM, Kaspersky KUMA.

PaccnegoBaHve knbepvHUMOEHTOB — oOfHa M3 KOYEeBbIX 3agadv kubepbGesonacHOCTU, U B 3TOM
npoLecce rmnasBHyto ponb urpaet B3aumogenctame SIEM (Security Information and Event Management) n SOC
(Security Operations Center). CoBpeMeHHble kKubepaTaky CTaHOBATCS BCce Bonee CroXHbIMU U U30LLPEHHBIMMU,
NO3TOMY OpraHu3aumn BbIHY>KOEHbl ONepaTyBHO BbISBNATL U HeMTpanu3osaTb yrpo3bl. SOC, 6ygyyn ueHTpoMm
MOHUTOPVHra 1 pearnpoBaHusi [1], nonaraetca Ha SIEM-cuctembl, KOTOpble COOMPAOT, aHanM3NPYT U
KOPPEnupyloT OrpoMHbIE 0ObEeMbI M0roB, nomMoras BbICTPO obHapyxuBaTb MHUMAEHTbl. SIEM oTcnexvsaet
aKTMBHOCTb MOSNb30BATENEN, CEpPBEPOB, CETEBOro 0OOPYAOBaHUsl, OObEAMHSS pa3pO3HEHHble CcobbITUS B
eavHyo KapTuHy [2]. Hanpyumep, MHOXXeCTBEHHbIE HeyaayvHble MOMbITKM BXOAa, 3aTeM ycnelwuHas asTopusaums
¢ HoBoro IP-agpeca u ckaunBaHve 60MbLIOr0 06beMa AaHHbIX MOTYT CBMOETENbCTBOBATb O MPOHWMKHOBEHUM
HapyLwwuTenem, 4yto no3sonut SOC HemeaneHHo pearnposaTth.

PaccnepoBanune nHumageHtoB ¢ SIEM npoxogut B HECKONbKO 3TamnoB: MEPBUYHBLIA aHanM3 TpeBorw,
Koppensauusi cobbiTin AN BbISBMAEHUSA WCTUHHBIX Yrpo3, pearupoBaHue, U30Msuus 3apaXeHHbIX CUCTEM U
nocreayoLmin aHanus Ansd npegoTepaLleHnst aHanornyHblx knbepartak B 6yaywem. OCHOBHbIE NperMyLLecTsa
SIEM — aBTOMaTtu3upoBaHHbIN aHanuM3 AaHHbIX, BU3yanu3auusi CIOXHbIX aTaK M CHWDKEHWE Harpysku Ha
aHanutukoB. OgHako cuctema TpebyeT rpamMoOTHOM HACTPOMKM, UHaYe BO3MOXHbI MOXHbIE cpabaTbiBaHusA K
neperpyska Tpesoramu. Hanpumep, SIEM cukcupyeT aHomanbHOe noBegeHue ULLIMHIOBOW Kubepartaku,
crneumanucTel, pabotatowme B SOC, aHanNM3UPylT Yrposy, MW3ONMPYHOT 3apaXkeHHble YCTpOWCTBa U
npegoTBpaLLaloT ganbHelee pacnpocTpaHeHune knoepataku. MHterpaumsa SIEM B paboty SOC 3HauntensHo
NoBbILLAET CKOPOCTb M TOYHOCTb paccrnefoBaHUst MHUMOEHTOB, YTO AenaeT ero He3aMmeHVMbIM UHCTPYMEHTOM
ANS 3aWmUThbl OpraH13aumm OT COBPEMEHHbIX KMGepyrpos.

B Pecnybnvke benapycb BaxHyto porb B pa3sutum SOC nrpatoT HopMaTMBHbIE aKTbl, PErynvpytoLime
knbepbesonacHoctb. 14 deBpans 2023 roga 6bin M3gaH Ykas Ne 40 «O kunbepbesonacHocTuy [3], KOTOPbIN
YyCTaHOBMWN eduHble TpeboBaHuS K 3awmTe MHopMaumm 1 0ba3an rocyqapCTBEHHbIE U KPUTUYECKN BaXKHbIE
06bekTbl MHpopmaTmsaummn (KBOW) cospatb LeHTpbI knbepbesonacHOCTM AN MOHUTOPMHIA U pearnpoBaHust
Ha MHUMAOEHTbl. PasBnTue TakmMx LIeHTPOB npeanonaraeT akTMBHOE ucnonb3oBanne SIEM ans aHanusa yrpos um
Koppensuum cobbitni. 25 nona 2023 roga Bbiwen Yka3 Ne 130 «O mepax no peanusaumun Ykasa npesvgeHTa
Pecnybrnvkn bBenapycb ot 14 cdeBpans 2023 r. Ne 40» [4], koTOpbli YTOYHWN TpeboBaHUs K
dyHKunoHMpoBaHuio SOC. B yacTHOCTH, LieHTpbl knbepbesonacHocTn 0b6s3aHbl ncnosb3oeatb SIEM-cuctembl
Ans cbopa 1 XpaHeHUs foroB, BbISIBIIEHUSI aHOManvMn U aBTOMaTU3VPOBAHHOIO aHanu3a KnbepuHLMOEHTOB.
Tarke SOC gormkHbl 0becneymBaTb NOCTOSAHHBLIM MOHUTOPWHI CETEBOrO Tpadhvka, NPOBOANTL ayauT cobbITUIA
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BesonacHocT u paspabaTbiBaTb CUEHapuM pearMpoBaHus Ha yrposbl. CobrniogeHve atux TpeboBaHui
KPUTUYHO AN NOBbILLEHUSA KUOEPYCTONYMBOCTU OpraHn3auuin U 3aLUmTbl OT CAOXKHbIX KubepaTak.

B Tabnuue 1 npeactaeneH cpaBHUTENbHBbIM aHanu3 criegyowmx SIEM [5]: IBM QRadar Security
Intelligence (CLUA), Splunk Enterprise Security (CLUA), Kaspersky Unified Monitoring and Analysis Platform
(KUMA) [6] (P®), PT MaxPatrol (P®). WHTerpaumsa SIEM B npoueccbl SOC ABNsSieTC OCHOBOW COBPEMEHHOWN
3aWwmThl  MHopMaumM, obecrnevvMBas onepaTtUBHOE  BbISIBMIEHWE W HeWTpanu3auuio  Knbepyrpos.
CpaBHuTENbHbIN aHanu3 pasnuuHbix  SIEM-cnctem, OEeMOHCTpUpYeT WX BO3MOXHOCTM WM OFpaHUYEHUS.
Hanpumep, cuctemsl IBM QRadar Security Intelligence [7] n Splunk Enterprise Security [8] BblaenstoTca csoen
BbICOKON CKOPOCTbI0 06paboTkM AaHHbIX U TMOKOCTBIO HAcCTPOMKM MpaBun KOppenauun, 4To Aenaet ux
3P EKTUBHBIMU ANSst KPYMNHBIX OpraHu3aummn ¢ cnoxHon IT-uHdppactpyktypon. Kaspersky Unified Monitoring
and Analysis Platform (KUMA) n PT MaxPatrol SIEM Takke sBRstoTCA MNEPCNEKTUBHBIMU PELLEHUAMMU,
npegnaralowmMmMmn LeHTPanu3oBaHHY0 apxXUTEKTYPY W KOPPensaumio COBbITUIA, YTO BaXKHO ONs 3awuTbl OT

COBpEMEHHbIX KnbepaTak.

Tabnuua 1 — CpaBHuTensHasa Tabnuua SIEM-cnctem

IBM QRadar Splunk Ki‘fgﬁg‘;{] Ug'r‘:'gd
XapakTtepucTuka Security Enterprise onng PT MaxPatrol SIEM
Intelligence Security Analysis Platform
9 (KUMA)
PaspaboTumk IBM Splunk Inc. Tlabopatopus Positive Technologies
Kacnepckoro
"og BbiNycka 2011 2011 2020 2013
ApxTeKTypa LleHTpanuso- HeueHtpanuso- LleHTpanuso- LieHTpanuaoBakHas
BaHHas BaHHas BaHHas
JInueHsmpoBaHue Kommepyeckoe Kommepyeckoe Kommepyeckoe Kommepyeckoe
Koppensums Koppensums
cobbITnR, cobbITun, Koppensuus o
. M Koppensumnsa cobbitui,
noBeAeH4YeCcKni aHanua foros, cobbITUR,
MeTtoabl aHannsa . UEBA, malunHHoe
aHanus, UEBA, noseaeH4YecKknn
0o0by4yeHne
MaLUMHHOE MaLUMHHOE aHanus, ML
0oby4eHne 0oby4eHne
WHTerpaumsa ¢ Threat IBM X-Force, Splunk S_ecurlty Kaspersky Threat
Intelligence STIXITAXII Essentials, Intelligence PTISIM, STIX/TAXII
9 STIXITAXII 9
OCHOBHON 13biK Java, Python Python, Go C++, Python Java, C++
HanucaHus
MopaepxvBaemble Syslog, JSON, Syslog, JSON, Syslog, JSON,
dopmaTbl JIOroB CEF, LEEF v gp. CEF v gp. CEF Syslog, JSON, CEF
Mbkne PacwunpeHHble
OT4yeTHOCTb U Kactomuanpye- PacLumpeHHble oT4eThI
awwobopapl Aaweopab) AawGopab! Mble gawbopapl 1 BU3yanusauus
a pA OTYETHI MOWUCK, OTHETDI A PA y 4
Boicokas
CKODOCTL 0GDABOTKM (onTMmMmK3Mpo- Bbicokas, Ho
P P BaHHbIE 3aBUCUT OT CpepgHsisi Bblicokasi
OaHHbIX
anropuTMbl KOHpurypawumm
06paboTkK)
'MBKOCTb HACTPONKK
NPABUT KOPPENSILIK CpegHss Bbicokas CpegHss Bbicokas
JlerkocTb CnoxHas ;ge?bell OTHocuTENBHO COEHSS CTIOKHOCTE
pa3BepTbIBAHUS HacTpowika - npocTas PeA
pecypcoB
Crpara CLWA CLWA Poccus Poccus
NPOVCXOXOEHNSA

B Pecnybnuke Benapyck Bbibop SIEM-cuctem ans ueHTpoB knbepbe3onacHOCTM OCYyLLECTBMSETCS B

COOTBETCTBUM C PeeCTPOM onepaTUBHO-aHanMTUYeckoro LieHTpa npu MNpesungeHte Pecnybnukn Benapycek [9]. B
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3TOT peecTp BKMtoveHbl PT MaxPatrol SIEM n Kaspersky Unified Monitoring and Analysis Platform (KUMA),

KOTOpble COOTBETCTBYHOT TpeboBaHuAM K cOopy, Koppenauum v aHanudy CcobbITUin MHAOPMALIMOHHON
BesonacHoCTN. TN peLleHns obecneynBaloT BbIMOMIHEHWE HOPMATUBHBLIX TPeBoBaHWM MO MOHUTOPUHIY U
paccnefoBaHuio MHUMAEHTOB.

YunTbiBasi BaXHOCTb 3alUMTbl NEPCOHarbHbIX AAHHbLIX, UHTENNEKTyansHOW COBCTBEHHOCTH, Hay4HbIX
uccnegoBaHW W OPYrMX BaXKHbIX aKTMBOB B pasfMuHbIX OpraHvM3aumsx, BkoYas obpasoBaTenbHble
YUpEeXOEeHNs, CTAHOBUTCA akTyanbHbIM BOMpPoCc 06 mHTerpaummn addektmBHbix SIEM-cuctem B nx npoueccol
6esonacHocTn. OgHako, B OTNMYME OT MHOMMX OpraHusauui, y Kotopbix yxe cosgaH SOC, obpasoBaTternbHble
yupexaeHus, Takve kak BI'YUP, He umeloT Taknx cTpyktyp. B aTOM KOHTEKCTe LenecoobpasHo paccMOTpeTb
co3gaHve nonHoueHHoro SOC anga obpasoBaTtenbHbIX YUPEXAEeHUA, YTO NO3BONUT 0becnevnTb HenpepbIBHbIN
MOHWUTOPVHI W pearMpoBaHue Ha wHUuaeHTbl 6esonacHocTu. Ons uHTerpauum B Takor SOC akTyanbHO
BblbpaTb SIEM-cuctemy Kaspersky Unified Monitoring and Analysis Platform (KUMA), nockonbky oHa
obecneynBaeT LEeHTPanM30BaHHYH apXUTEKTYPY, KOPPEnsAumMio COBbITUIA 1 NOBEAEHYECKNIA aHanus, YTo BaXHO
AN 3awWmnTbl OT coBpeMeHHbIX kubepaTtak. Kpome Toro, KUMA cooTeBeTcTByeT TpeboBaHWAM HOpMAaTUBHbLIX
aktoB Pecny6nukm Benapyce n BkntoyeHa B peectp OALl. Takum obpasom, cozgaHne SOC ¢ mHTerpauuen
KUMA B obpasoBaTenbHbIX YYpeXaeHUsX MOXeT CyLeCTBEHHO MOBbICUTb YpPOBeHb knbepbesonacHoCcTu u
3aWMUTUTb BaXKHbIE MHCDOPMALIMOHHBIE PECYPChl.
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Annotation. The article focuses on the role of SIEM systems in ensuring cybersecurity and their integration into
Security Operations Centers (SOC). It analyzes a comparative table of popular SIEM systems, such as IBM
QRadar Security Intelligence, Splunk Enterprise Security, Kaspersky Unified Monitoring and Analysis Platform
(KUMA), and PT MaxPatrol SIEM. Special attention is paid to the regulatory acts of the Republic of Belarus
governing the use of SIEM in cybersecurity centers. The article discusses the relevance of creating SOC and
integrating SIEM systems into educational institutions to protect important information resources.

Keywords. Cybersecurity, cyber incidents, investigation, SIEM, SOC, event correlation, monitoring, response,
threats, PT MaxPatrol SIEM, Kaspersky KUMA.
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N3BJIEMEHUE NMPU3HAKOB - MFCC 514 OBPABOTKU PEYA
Lo A.T., maeucmparm ep.467311

Benopycckutl 2ocydapcmeeHHbil yHU8epcumem UHGOopMamuKu U paduo3rieKmpoHUKU
2. MuHck, Pecrniybnuka benapycb

SenbmaHckut O.b. — kaHd. mex. HayK, doueHm

AHHOTaumA. VI3BreyeHne NpM3HakoB UrpaeT KIoYeBYI0 Porib B cuctemax obpaboTkv peuu, 1 koadpyUMEHTbI MEn-4acTOTHOrO LiencTpa
(MFCC) craHoBATCSt OAHUM U3 CaMblxX 3(OEKTUBHBIX NPEOCTaBIEHMIA, KOTOpble BM3Ko NPUBNVKAIOT YernoBEeYeCkoe CryXOBOEe BOCTpUSTME.
MFCC 3tbheKTMBHO UMUTUPYIOT HEMUHEHOE BOCMIPUSITUE YENOBEYECKOW CIyXOBON CUCTEMbI, Npeobpadysi 3BYKOBbIE CUTHArbI B KOMMaKTHbIA
Habop AUCKPUMUHATMBHBIX MPU3HaKoB. [MpoLeCC M3BrEYeHNs BKIKOYAET HECKOMbKO KIHOYEBbLIX 3TarnoB: NpeaBapuTenbHas ycunenve Ans
MOBbILLEHUS BbICOKOYACTOTHbBIX KOMMOHEHT, (DpeiMMpoBaHMe M OKHO [Af1sl 3axBaTa KpaTKOCPOYHbIX MpY3HakoB, npeobpasoBaHvie Pypbe Anst
MOMy4YeHNs CrneKkTparnbHoOM MHgopMaumy, obpabotka dunbTpoB Men Ana npubnvbKeHUs 4YyBCTBUTENBHOCTW YErOBEYECKOro  Cryxa,
riorapudmMmndeckoe oxatve Ans akUeHTUPOBaHUS MEPLENTUBHO BaXKHBIX KOMMOHEHT W, HAKOHELl, OVICKPETHOE KOCMHYCHOe npeobpasoBaHvie

(DCT) ons gexoppensaummn Npr3HaKkos 1 MONyYeHns LencTparibHbIX KoaddrLmeHToB.
KntoueBble cnoBa. PeyeBble curHanbl, pacrosHasaHve peyun, MFCC, ussnedeHve npusHakos, npeobpasosaHve ®ypoe, DCT.

YTo6bl NpeobpazoBaTb YEMNOBEYECKYHD peyb B WMHGOPMALMIO, KOTOPYH KOMMBLIOTEP MOXET MOHATb U
obpaboTaTb, cMCTEMa pacno3HaBaHWsA peyn OOrPkHa NPONTK Yepes npouecc umndpoBon o6paboTku curHarnos,
COCTOSILLUIA U3 HECKOIBbKMX BaXKHbIX 3TanoB. Kaxabin aTan urpaeT KIoYeByo posib B 06ecneyeHnm TOYHOCTU 1
adpcpekTnBHOCTM cucTembl. [JaHHaa cTaTbss COCpefoToveHa Ha mMeToae m3BreyveHusi npuaHakos MFCC (men-
YaCTOTHbIE KencTparbHble KOIULMEHTBI) — MOMYNSIPHON TEXHMKE B 0OpaboTke peyn, 0COBEHHO B 3adadvax
pacno3sHaBaHusa peun (ASR) n obpaboTkn 3BYKOBbIX CUrHanoB. [pouecc Ha4MHaeTCsl C OeNeHUs BXOOHOro
3BYKOBOIO CWUrHana Ha KopoTkue dpenmbl no 25 Mc ¢ nepekpbitnem B 10 mMc gnsa obecneyeHus
HenpepbIBHOCTU. 3aTeM Kaxapln dperiMm npeobpasyeTca B BEKTOP pa3MepHocTu 39 ¢ nomoLbo 06paboTku,
BKItOYaloLLEen npeobpa3oBaHne Pypbe, npumMeHeHve cunbTpa Wwkanbl Men 1 BbluMCNEHWE KencTparbHbIX
KoadhULUMEHTOB. 3OTO C€O34aeT MNPU3HAKM C HU3KAM YPOBHEM LUYMa, BbICOKOW HE3aBUCMMOCTBIO U
9p(pEeKTUBHON aKyCTUYECKOW penpeseHTaumen, OoTBeYarwumn TpeboBaHWMAM anroputMOB  MaLLMHHOIO
0by4eHus1, npu aTom obecneyrBast pasymHble BblYMCIUTESNBHBIE 3aTpaThbl. Becb npolecc, HauMHas OT Cbiporo
3BYKOBOIO CUrHana 4o okoH4yaTtesnbHbix npu3HakoB MFCC, nogpoOHO MNMoCTpMpOBaH Ha PUCYHKE HUXKE.

A) 2028

I |
]
2
[|| AD :
Al
= (et ® -

energy

AIC (j)iale )
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Feature Dynamic

PucyHok 1 — lNpouecc u3ssneyveHusi npusHakos MFCC u3 peyegoeo cuzsHana

MockonbKy 3BYK SIBMSIETCSt HEMpepbIBHbIM (AHANOroBbIM) CUrHaroMm, B TO BPEMsi kak KOMMbHOTEpbI
obpabaTbiBaloT AaHHble B guckpeTHon (umncbpoBoi) cdopme, npouecc npeobpas3oBaHusi TpebyeT BbIOOPKM
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curHana B pPaBHOMEPHO pacnpedeneHHble MOMEHTbl BPEMEHW C OnpedenneHHon 4acToTOW, HasbiBaeMOoK

yactoTon auckpeTtmsauummn (sample rate). Hanpumep, npu sample_rate = 8000 Hz cuctema 6yget nonyyatb
8000 3HaueHW amnnuTydbl 3ByKa Kaxkdyl CeKyHay, co3fgaBas To4yHOoe UMdpoBOe npeacTaBreHune
OpUrMHaNbLHOro curHana.

Analog

—>

time

= M?i Iia P oy

PucyHok 2 — lNpoyecc rpeobpa3osaHus aHaro208020 cueHana e yugposol (ALIM)

YenoBeyeckoe yx0 MOXET BOCNpuHMMaTh 3BYK B gnanasoHe ot 20 'y go 20 000 Ny. CornacHo Teopeme
anckpeTtusauun HankencTa-LLUleHHOHa: anst curHana ¢ KOMNoHeHTamMu 4acToTbl < fm, 4TOGLI rapaHTUpoOBaTh, YTO
AvcKpeTMsaums He npusedeT K notepe uHdopmaumm (aliasing), vactota guckpetusaumm fs pomkHa
yAOBNETBOPSATh YCNOBUIO fs = 2 fm.

Takum obpasom, 4Tobbl 0becnevnTs OTCYTCTBME NOTEPb MHAOPMaLUM MpuY AUCKPEeTU3auum, Yactota
anckpeTusauum gomkHa coctaenatb fs = 44100 u. OgHako BO MHOMMX Crny4vasx AOCTAaTOMHO MCMOMb30BaThb
fs = 8000 Ny unn fs = 16000 Iy,

M3-3a 0COBEHHOCTEN CTPOEHUSA rOpTaHM WM OPraHOB apTUKYNSALUMKM Halla pedb MMEET criegyoLume
XapaKTepUCTUKM: 3BYKM HU3KOW 4acTOTbl 0BnagaltoT BbICOKOW 3HEPrMen, Torda Kak 3BYKU BbICOKMX 4acToT
MUMEIOT JOBOJSIBHO HU3KUIA YPOBEHb SHEPrun. B TO ke BpeMsi BbICOKME YacTOTbl CoagepKaT MHOrO MHdopmMaLmm o
doHemax. [Mo3TOMy HaM Hy>xeH aTan npeaBapuUTENbBHOIO yeuneHus (pre-emphasis), 4Tobbl MOBLICUTL YPOBEHb
3TMX BbICOKOYACTOTHbIX CUTHAIIOB.

X[td] = X[ta] — ax[ta-1] 0,95<0<0,99
201 204
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PucyHok 3 — lNpedsapumernbHoe ycurneHue 8bicokux Yacmom (Pre-emphasis) 8 o6pabomke peyu

BmecTo TOro 4tobbl NpumMeHsTb npeobpasoBaHve Pypbe K ANMHHOMY Y4YacTKy 3ByKa, Mbl CKOMb3MM MO
CurHany ¢ NomoLLbio OKHa, YTODbl n3BMNeYb Ppenmsbl, a 3atem npumeHsem AP (auckpeTHoe npeobpasoBaHve
dPypbe) K kaxgomy u3 atmx penmoB. CpegHssi CKOPOCTb peyn 4YernoBeka COocTaBnseT okono 3-4 crnos B
CeKyHOy, KaXKgoe CrioBO COCTOUT U3 3-4 3BYKOB, a KaXKabl 3ByK genutcs Ha 3-4 yactn. Takum obpasom, 1
cekyHOa 3Byka genutcsa Ha 36-40 yacten. Mbl BblOvpaem WMpUHY kaxgoro dperima okoro 20-25 mc, 4to
OOCTaTOYHO 1S OXBaTa OAHOM YacTu 3Byka. PperiMbl NnepekpbiBaoTCa Apyr ¢ Apyrom Ha 10 Mc, 4Tobbl MOXHO
©ObINO 3axBaTUTb M3MEHEHUSI KOHTEKCTA.
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PucyHok 4 — AHanu3s pedqu memodom cKorb3sauwe2o okHa (Framing) ¢ ArN®

OpHako obpeska dperma NPUMBOAUT K PE3KOMY CHIKEHWMIO 3HaveHuin Ha oboux kpasx dperima (4o
HYnNsi), YTO MNPUBOAUT K TOMY, YTO Npu npumeHeHun AP B yacToTHOM 0BnNacTM BO3HUKAET MHOMO LUYMOB Ha
BbICOKMX YacToTax. YTobbl ncnpaenTb 370, HEOBXOAMMO CrnaguTb PeriM, YMHOXUB ero Ha HECKOSbKO TUMOB
OKOH. CyLLIECTBYIOT HECKOMBKO PacrpoCTPaHEHHbIX OKOH, TaKMX Kak OKHO XOMMWHra, OKHO XaHHWHra u gpyrue,
KOTOpbIE MOMOraroT NOCTENEHHO CHMXaTb 3HAYeHNs Ha kpasx dperima.

Ha kaxgom dpenme mbl npumeHsem AP (auckpeTHoe npeobpasosaHne Pypbe) no dopmyre:

N-1

X[k] = x[n]exp (—jzﬁnkn)

n=0

Ha kaxgom dperime Mbl Nonyvaem CnmMcok 3HaveHu amnnutygpel (magnitude) ans kaxkgomn yactoTtsl ot 0
Ao N. lpumeHss ato kO BceM dpperiMam, Mbl MOMy4Yyaem CnekTporpaMmmy, kak noka3aHo Hwke. Ocb
X — 9TO OCb BpeMeHU (COOTBETCTBYIOLLAA Nopsaky dperiMoB), OCb Y NpeacTaBnsaeT ananasoH yYacTtot ot 0 go
10000 'y, a 3HayeHMe amMnUTYAbl Ha KaxOon vacTtoTe oTobpaxaercsa uBeToM. Habrniogass 3a aton
CMEeKTPOrpaMMon, Mbl 3amMeyaeM, 4YTO Ha HM3KMX YacToTax OOblYHO BbICOKasi amMnuTYAa, a Ha BbICOKUX
YacToTax — HU3Kas amnnuTyaa.

Time (s)

PucyHok 5 — PacripederieHue 38yKogoU 3HepauU 1o 8peMeHu U 4acmome

YernoBeyecKkoe CINyxoBOEe BOCMPUSITUE MMeEET OCODEHHOCTM HENUHENHON 00paboTKM 3ByKa, KOTOpbIe
MONMHOCTBI0 OTNINYAKOTCA OT OObIYHBIX M3MEpUTENbHBIX YCTPOMCTB. B 4acTHOCTM, YenoBeveckoe yxo umeet
BbICOKYH YYBCTBUTESNBHOCTb B HM3KOYACTOTHOM AmanasoHe (okoro 20 Iy - 2 kly), HO 3HAYUTENBHO CHWKaET
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YYBCTBUTENBHOCTb B BbICOKOYACTOTHOM AManasoHe (Bbiwe 5 kl'y). YUtobbl TOUHO cMoaenMpoBaTh, Kak YenoBek

BOCMPWHMUMAET 3BYK, HaM HeobxOo4uMMO co3fdaTb MeXaHu3M YacToTHoro otobpaxeHus (frequency mapping),
KOTOPbIN UMUTUPYET 3TY HEMUHENHYIO XapaKTEPUCTUKY CITyXOBON CUCTEMBI.

DFT(STFT) power spectrum |X[k]|’

LT T T T LT

—» Frequency bins

Triangular band-pass filters ‘

O =TT —1

Mell—:scale power spectrum ! Y[m]

PucyHok 6 — Npoyecc u3srneyeHus: Mern-criekmparibHbIX MPU3HaKo8 U3 KpamKospemMeHHo20 npeobpasosaHusi @ypse (KMN®)

CHavyana Mbl BO3BOAMM B KBaapaT 3Ha4YeHus B CMeKTporpamme, nomny4yas cnekrp mowHoctu ArN® (DFT
power spectrum). 3atem Mbl nNpuMeHsiem Habop nonocoBbix unbTpoB Mel-scale Ha kaxgom AnanasoHe
YacToT (KaxabIi UNbTP NPUMEHSETCH K onpegeneHHoMy Avana3oHy 4acToT). 3HaYeHne Ha BbIXOAE KaxKOoro
dunbTpa — 3TO 3HEPrus AuanasoHa YacToT, KOTOPbIA 3TOT (unbTP NOKpbiBaeT. B pesynbtate Mbl nonyyaem
cnekTp mMowHocTn B Macwtabe Men (Mel-scale power spectrum). Kpome Toro, ounbTpbl, UCNOMNb3yeMble As
HM3KMX YaCTOT, OBbIYHO YyKe, YeM OUNbTPbI A5 BbICOKMX YacToT.

OTOT NpoLece Takke MOXHO ONMcaTh C MOMOLLBIO UINIOCTPaLNA HUXKe:

[ /\ =" [\\ @‘Q> );

(1)
o
Time domain signal spectrum
«.-m,.,,;,w,‘., | - N (IfTug> 7,(2)

x,(n)

n=0,1,..L-1 k

—> sum) Y, (M)
S ©

PucyHOK 7- I7peo6pasoeaHue 8peMeHHO20 CucHarla 8 MeJl-CrieKmp ¢ Ucriosib3oeaHueM rioyiocosbix cpunbmpoe

®unbTpoBas 6aHka Men Bo3BpalLaeT CNeKTp MOLLUHOCTM 3BYKa, Talkoke U3BECTHbIV KaK CMEKTP SHEpPruu.
Ha camom gerne, 4enoBek MeHee 4YyBCTBUTEJNIEH K U3MEHEHUAM 3HEeprMn Ha BbICOKMX 4acToTax W oonee
YyBCTBUTENEH Ha HU3KMX Yactotax. [loatomy Mmbl Gydem BblMMCAATL Norapudm Cnektpa MOLHOCTU B
MacwTtabe Men (Mel-scale power spectrum). 310 Takke NMOMOraeT yMEHbLUUTbL HE3HAYMTENbHbIE Bapualmu
3ByKa AN pacrno3HaBaHUsi peyn.

B obpaboTke peun nHdopmaumsa o ocHoBHoW YactoTe FO (okono 125 My y MyxumH 1 210 'y y KEeHLLMH)
06bI4YHO He nomnesHa Ans pacno3HaBaHus peyn. YTobbl ncknoumTe FO 1 0CTaBUTb TOMBKO BaXHbIE (DOPMaHTHI
(F1, F2, F3 u Tak ganee), Mbl ncrnonb3yem obpatHoe npeobpasoBaHue dypbe (IDFT) ons nepexoga curHana B
obnacTtb uenctptomMa (Cepstrum) — TexHMKa, Ha3BaHME KOTOPO 06pa3oBaHo NyTeM obpalleHus crosa "crnekTp”
(spectrum). B obnactu uenctptoma nHdopmaums o FO n goopmaHTax YeTKO pasgensaercs, YTo No3BOSsieT F1erko
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yaanute komnoHeHT FO, npocto B3siB 12 nepBbix LUencTpanbHbiX KO3MPUUNEHTOB (COOTBETCTBYHOLLIMX

dopmaHTam). 370 npeobpa3oBaHME TakKKe MOXHO BbIMNOMHUTL C MOMOLLUBH AUCKPETHOrO KOCUHYCHOMO
npeobpasosaHusa (DCT), KOTOpOe COo34aeT MEHbLLE KOPPENMPYHOLLME NPU3HaKK, YTO naeansHO NOAXOAMT Ans
anropMTMOB MaLUWHHOTO 0b0y4eHunsi. B koHe4yHOM wuTore Mbl nonmyydyaem 12 uencTpanbHbIX MPU3HAKOB,
COCpeaoTOHEHHbIX Ha (POHETUYECKMX XapaKTepPUCTMKaX, HE 3aBUCKMbIX OT BbICOTbI FON0Ca KaXX4oro Yeroseka.
Takum obpasom, U3 Kaxgoro kagpa Mbl U3Bneknu 12 uencrtpanbHbIX MPU3HAKOB, KOTOpble CTanu
nepsbiMu 12 npusHakamu MFCC. 13- npusHak — 3TO 3Heprus 3Toro Kaapa, BelumMcnsemasi no opmyne:

t2

Energy = Z x?[t]

t=t,

B pacnosHaBaHuu peun MHopMaLmMsa O BPEMEHHbBIX U3MEHEHUSIX UrPaeT BaXKHYIO POfb B onpeaeneHmm
oHeM, OCOBEHHO Ha MepPexoaHbIX NO3NUMSX MeXdy hOHEMaMU (TakvMxX Kak Ha4yarno vnm KOHeL, COrnacHoro).
3TN M3MEHEHNS OYeHb SBHbIE, U POHEMBI MOTYT BbITb pPacrno3HaHbl HA OCHOBE 3TUX U3MeHeHun. Criegytowme
13 koadbpuumeHTOoB — 3TO nepsas npoussogHas (no BpemeHu) nepsbix 13 npusHakoB. OHa cogepxuT
nHGOPMaLMI0 O M3MEHeHUM OT kaapa t Ao kagpa t+1. dopmyna:

c(t+1)—c(t—-1)
2

d(t) =

AnanornyHo, nocnegHve 13 3HaveHun MFCC npepactasnstoT cobon usmeHeHve d(t) BO BpemeHn —
npoussogHyto d(t), a Tarke BTOpyHo Npon3BoaHyo c(t). dopmyna:

d(t+1) —d(t — 1)

b(t) = >

Takum ob6pasom, M3 12 uUencTpanbHbiX MpuU3HakoB WM 13-ro npusHaka MOLLHOCTM, MNpoBeds [ABe
npounsBogHbIe, Mbl nonyyYaem 39 npm3HakoB. 3TO 1 ecTb npusHakn MFCC.

MeTtog ussnedverns npusHakoB MFCC 3apekomeHgoBan cebs kak addeKkTnBHbIN B 06paboTke peun
Brarogaps cnocobHOCTU TOYHO MOLENMPOBAaTb XapakTEPUCTUKK Cryxa YernoBeka yepes unbTp wkansl Men,
OOHOBPEMEHHO MPedoCTaBnas KOMMNakTHbIN Habop npusHakoB Brarogaps uencTpanbHOMy npeobpasoBaHuio.
HecMOTpsi Ha HeKoTOopble OrpaHNYEHUst B YyBCTBUTEIBHOCTU K LLUYMY U OMKCUMPOBAHHOM CTPYKType hunbTpa,
MFCC coxpaHsieT BaxHyt no3uvuuio 6narogapsi CBOMM BbiAIOWMUMCS MPeMMyLLECTBaM B BblIYUCIIUTENBHOM
adppekTMBHOCTM M HagexHocTu. byayuime HanpaeneHuss pasBUTUS COCPEAOTOYEHblI Ha  YryudlleHum
aganTyBHbIX PUNBTPOB, KOMOUHMPOBaHNUN C COBPEMEHHBIMU METOAaMU N3BIIEYEHUS] MPU3HAKOB U MOBbLILLEHNN
YCTOMYMBOCTY K LUYMY, YTO NpOJOIpKaeT noarsepxaaTh LeHHocTb MFCC kak B TpaauLMOHHbBIX CUCTEMAX, TakK U1
B COBPEMEHHbIX apXMTEKTypax rimybokoro 06y4eHums.

CnucoK ucrnosb308aHHbIX UCMOYHUKOE:
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4. Men-kencmparbHble KoaghepuyueHmsl (MFCC) u pacrio3HasaHue peyu. [OnekmpoHHbil pecypc]. — Pexum docmyna:

https://habr.com/ru/articles/140828/— [Jama docmyna: 04.03.2025.

SOFTWARE FOR SPEECH DETECTION IN SIGNAL
DoA.T.
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus
Zelmansky O.B. — Candidate of Technical Sciences, Associate Professor

Annotation. Automatic detection of speech segments in audio signals is an important task in the field of natural
language processing and human-computer interaction. This article proposes software based on the extraction of
MFCC features (Mel-Frequency Cepstral Coefficients) combined with deep learning for accurately distinguishing
speech from other components (noise, silence, music). The methodology includes signal preprocessing (noise
filtering, normalization), extraction of mel-frequency features, and training of a CNN-LSTM model capable of
analyzing both frequency characteristics and temporal sequences. Testing on the LibriSpeech and TIMIT datasets
demonstrated an accuracy of 93.5% with an F1 score of 95.2%, surpassing traditional methods (SVM, HMM). The
developed software also demonstrates the capability to operate in real-time on embedded devices, opening up
prospects for applications in virtual assistants, medical dialogue analysis, and intelligent audio monitoring systems.

Keywords. Speech signals, speech recognition, MFCC, Feature extraction, Fourier transform, DCT.
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NCCNEOOBAHUE XAPAKTEPUCTUK USMEPUTEJIbHbIX
TENEKOMMYHUKALUWOHHBIX CUTHAIOB

3mayquHckas Y.A.L, cmydeHm 2p.361403, Mapwanosa K.L1.%, cmydeHm 2p.361401

Benopycckut eocydapcmeeHHbill yHUsepcumem UHEopMamuKu U paduoarieKmpoHUKU*
2. Munck, Pecriybrniuka benapyce

QurnbyeHkosa T.M. — cm. npenodasamernb kagh. 3U

AnnHorauus. B gaHHo paboTe npoBeneH aHanu3 OBYX CUMMHAmNOB C LIENbI HAXOXOEHWSI MX CrEKTparibHOM MNoTHOCTW. Bbinu
MOCTPOEHbl rpadpukM  CMEKTPOB, C MOMOLLUBIO $3blka MporpammupoBaHus Python, 4TO NO3BOMMMO HArMsAHO OLEHWUTb
pacrnipeaeneHve aHeprum no Yactotam. OLeHEHO pasnuyme CUrHamNoB Mo SHEPrUKM, YCTaHOBIEHA 3aBUCUMOCTb MEXY aMMnuUTyaon
W ANUTENBHOCTLIO CUTHANOB. M3y4eHbl NpakTuieckve NPUMEHEHNSI CUTHAMNOB B LIMGPPOBOV 06paboTke M TENEKOMMYHUKALWMOHHBIX

cucrtemMax, 4YTo noavYepkmBaeT UX BaXXHOCTb B COBPEMEHHbLIX TEXHOMNOMMAX nepenayun Manopmaumm.

KioueBble cioa. AMMNMTYda, BEKTOpHasi OvarpaMma, BpPEMEHHOW WHTepBarl, KOMMMEKCHas 3KCMOHeHUManbHash (yHKUMS,
KOCUHycouaarnbHasi BOMHA, MeTof Yaruya, MoZynsiuMsi, OKHO [aHHbIX, nepuoporpaMma, psg ®ypbe, curdan, cnekrparbHas

MIOTHOCTb, ¢hasa, YacToTa, LUYM, 3HEPTUS.

B coBpeMeHHOM Mupe, OXBa4EHHOM MOTOKaMM MHAOPMaLUUN U AaHHbIX, aHanm3 cUrHanoB CTaHOBUTCS
Ba)kHewLwen obnacTbio UccrnenoBaTenbCKon 1 NpuknagHon aesatenbHOcTU. CnekTparbHbI aHanmn3 cUMrHaros,
NPeACTaBnsAWNA COO0N U3yYeHe pacnpedeneHnst CUrHanoB Mo 4acToTam, 3aHsif LeHTpanbHoe MEeCTO B
TakMx OUCUMMIIMHAX, kak obpaboTka ayamo, paamocBs3b, OMOMEAMUMHCKAA WHXEHEPUS U MHOTUX APYruX.
OQHUM U3 KMHYEBLIX acrnekToB B 3TOM 06racTy siBNsieTCsl NOHMMaHWEe TOro, Kak pasfuyHble CUrHanbl BegyT
cebs B 4acTOTHOM 0OnacT, 4YTO HemnocpeaCTBEHHO CBSA3aHO C WX BPEMEHHbIMW XapakTepucTMkamu u
CBONCTBaMW.

CnekTpanbHas MMOTHOCTb MOLUHOCTM CUrHana CrAyXWT BaXHbIM WHCTPYMEHTOM [ONS  OLEHKM
pacnpeneneHnst aHeprm curHanoe no vactotram. OHa NO3BONSIET UCCreaoBaTeNsM U MHXeHepaM BbISIBNATb
NPUCYTCTBME Pa3fUYHbIX YacTOT, UX aMNAMTyay W, CrefoBaTterbHO, AaeT BO3MOXHOCTbL MPOBOAMTL Pa3fnyHble
BMAbl aHanM3a, BKoYas unbTpauuio, pacno3HaBaHme U Knaccugukaumio CUrHarnoe.

B aTow paboTe Mbl COCPENOTOYUM BHUMAHWE Ha aHanu3e AByX CUrHasoB:

S (t) = a-cos2nfyt, €Y
S,(t) = a - e/?mht, (2)
CurHan Si(t) npegcraBnsieT cobol KOcUHycoupanbHyl BOMHY, a curHan Sp(f) — KOMMMEKCHy

SKCMOHeHUManbHyto yHkumio. Oba curHana UMerT OAMHAKOBYK 4acToTy M aMnnuTygy, COOTBETCTBEHHO
paBHble 50 'y 1 1 B, 4To NpeaocTaBnseT YHUKaNbHYO BO3MOXHOCTb Afsi cpaBHUTENbHOro aHanusa. OCHOBHON
3agadent JaHHoW paboThbl ABMSIETCS OLEeHKa CNeKTpanbHbIX MIOTHOCTEN AAaHHbIX CUrHAOB.

CyLiecTByeT MHOXECTBO METOAOB Afsi PELUeHMs] 3a4ay CNeKTpanbHOro aHanmaa BPEMEHHbIX PSAoB,
OfHaKo, OAHUM K3 3EKTUBHBLIX CMNOCODOB OLIEHMBAHUSA CnekTpa siBnsieTcsl Metod Yanya. OH nossonsieT
Momny4YMTb OLIEHKY CMEKTparbHOM MAOTHOCTU MPSMO HA OCHOBE MCXOZHOro Habopa AaHHbIX. A MMEHHO, 3TOT
MeTon BKIMOYAET YCPEAHEHWE OLIEHOK CMEKTpanbHOW MMOTHOCTM OJ1s1 HECKOMbKUX CErMEHTOB CUrHana, yto
NMOMOraeT YMEHBLUMTb LUYM U YIYYLUUTD OLLEHKY.

Mbl umeeM B BMAY BblMMCIUTENbHbLIN anropyuTM, BKMYawowmin B cebs pasbueHue Bcero mHTepsana
HabnogeHnss onnHbl N Ha KOHEYHOE YMCMO HENEpPEKPbLIBAIOWMXCA WM YaCTMYHO NepeKpbiBatoLMXCS
CerMeHToB AnvHbl M < N, BblMMCINEHUE MO KaXAOMY M3 HUX NepuoaorpaMmMbl 1 ee nocneaylollee ocpeaHeHne
no ymcny cermeHToB AnuHbl M. Mpu aToM, roBopsi 0 NeprogorpamMmme, BolYUCASEMON NO KaXXAOMY U3 CErMEHTOB
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ONvHbl M, Mbl UMeeM B BUAY ee MOAMMULIMPOBAHHYIO BEPCUIO, OnpeaensemMyto JaHHbIM COOTHOLLEHVEM:

2 -1

18(w) = Zb(k)X(k)e”“" ZHZ b2(k) 3)
k=1 k=1

3necb B = {b(k),k =1,M}— TaK HasblBaeMOe OKHO [aHHbIX, MCMOMb3yeMoe [ns [OMHOXEHUs!
(HepaBHOMEpHOrO B3BelUMBaHWs) oTpeska peanmsaumm {X(k),k = 1, M}. MocnenosatensHocTs b(k) ualle
BCEro nnaBHO YObIBAET OT CepeauHbl OTpe3ka peanunsaumm K ero Kpasm, Yem JOCTUraeTcs CriaxuBaHue Kpaes
peanu3aumMnm U B KOHEYHOM CYETE YMEHbLUEHNEe CMeLleHust (CUCTEMATUYEeCKON OLIMOKM CMeLLeHus)
nepuogorpaMmmbl. bonbluoe yncno pasHoobpasHbIX OKOH MOXHO Havtu B [1-3]. B HacToswen pabote B
KayecTBe CrNaXuBaloLUMX OKOH AaHHbIX B Npu MOCTPOEHWM OLIEHKM Yanya MCnonb3yem pasnoXeHue B psf
®Pypbe Npy NONMHOMUANBHBIX TPUFOHOMETPUYECKUX sapax Tuna [kekcoHa [4].

Cnegyowum aTanomM BbIYMCIEHNS CNEKTPAnbHOW MIOTHOCTM CUrHarnoB CTaHeT paspaboTka koaa,
NPOAEMOHCTPUPOBAHHOIO Ha pUCyHKe 1, rae Mbl AeTanbHO PAacCMOTPUM M MOAYEPKHEM, KaK 3Tarbl reHepaumm
CWUrHamoB, WX CMEKTpanbHOro aHanuM3a W Bu3yanu3auuMu B3auMMOCBS3aHbl W AOMNOMHAT Opyr Apyra,
obecneynBas NONHOE NOHMMaHWE CNeKTParbHbIX XapakTePUCTUK ABYX CUTHASOB.

import numpy as np
import matplotlib.pyplot as plt
from scipy.signal import welch

4 MapameTpsl CUMHANDE
fs = 1888 # YacTOTa AMCKPETA3aUMK (ru)
[t = np.arange(@, 1.8, 1/fs)} # BpemAa 0T @ 40 1 CEKYHOW

BpamMeTpsl CHIHAN0E

# AMIAMTYAE

# YacToTa ana 51 (ru)
# YacToTa ana S2 (ru)

]
R

¢ Curnans
S1=a * np.cos(2 * np.pl * fe_1 * t} # Curhan 1
52 =a * np.exp(1j * 2 * np.pi * fe_2 * t) # Curnan 2

[# HaXOWAEHWE CMEKTPaAbHalX MAOTHOCTER C YAYYWEHHSMA NaPaMETRaMK

nperseg = 512 # YBEAWYEHWE ANWHal CErmeHTa anA Gonee AETAanbHOrO aHaNM3a
f1, Pxxl = welch(S1, fs, nperseg=nperseg)

2, Pxx2 = welch({np.real(s2), fs, nperseg=nperssg)

4 MocTpoEHWE TPagUKDE
plt.figure(figsize=(12, 8))

|# rpaguk ana curiana 1

plt.subplot(2, 1, 1)

plt.semilogy(f1, Pxxi1, color='blue', linewidth=2)
plt.title('CnexkTpanchaa NACTHOCTE CMrHana S1', fontsize=14)
plt.xlabel('4acToTa (ru)', fontsize=12)

plt.ylabel('CnekTpanetHasa MACTHOCTE (V~2/Tu)’, fontsize=12)
plt.xlim(@, 288) +# OrpaHM4eHME NC OCH X ANR nyuwere oTolpamenda
plt.grid(True}

plt.axvline(x=fe_1, color="red', linestyle="--", label="fe = 5@ ru"}
plt.legend()

¢ rpaguk ans curnana 2

plt.subplot(2, 1, 2}

plt.semilogy(f2, Pxx2, color='green', linewidth=2})
plt.title("CnekTpanshaa NAOTHOCTE CUrHana 52°, fontsize=14)
plt.xlabel('YacToTa (ru)', fontsize=12)
plt.ylabel('CnekTpankkas naoThocTe (W~2/ru)’, fontsize=12)
plt.x1im(8, 288) # OrpaHWdeHWe nNo ocu X ANa Ayuwero oTobpaweHua
plt.grid(True}

plt.tight_layout(}
plt.show(}

PucyHok 1 — Kod drist oueHKu criekmparbHoU rminomHocmu cuzgHanos Si(t) u Sa(t)

Mocne oaToro pesynbTaTbl BU3yanu3UPYOTCS C TMOMOLLBLI rpadMKkoB, YTO MOMOXET HarnsgHo
NMPOUNIIOCTPUPOBATL Ha PUCYHKE 2 XapaKTepPUCTUKN CUTHaIoB B YacTOTHOM obracTu.
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CnekTpanbHas NNOTHOCTL curHana S1

CnekTpankHas nnoTHoCTL (V*2/Tu)

-0 S0 ST P SR ES W

s 100 125 150 175 200
YactoTa (Mu)

CnekTpanbHas NNOTHOCTL curHana S2

CrekTpankHas nnoTHOCTSL (V~2/Tu)

25 50 s 100 125 150 175 200
Yacrora (fu}

PucyHok 2 — 'paghuku criekmparsibHbIX romHocmel cueHanos S1 u S2

lMpoaHanu3mMpoBaB PUCYHOK 2, MOXHO cAenaTtb BbiBO4. [padumkm BusyanbHO COBNagatoT, 3TO
OXM1AaeMo M3-3a CXOXKECTW YaCTOTbl U aMNAUTYAbl, HO BaXHO YYUTbIBaTb, YTO OHM MOFYT UMETb pasHble asbl
W gpyrve xapaktepuctukn. Ha nepsom rpadvke BUOHO 3HauuTeNbHOE MUKMpOBaHWe Ha 4vactoTte 50 Iy, yto
COOTBETCTBYET 4YacTOTe curHana, nomnarasice Ha c¢opmyny 1. 3T0 NoaTBEpXKAaET, YTO CUrHam MMeeT SApKO
BbIPaXXEHHYI0 YaCTOTHYI0 COCTaBMsioLWy0. YObiBaHME MPOMCXOAMT HA 4acTtoTax oTnudHbIX oT 50 Iy, yTO
CBMOETENbCTBYET O TOM, YTO CMrHaM B OCHOBHOM COCPeOOTOYeH BOKPYr 3TOW YacToTbl. Ha BTOpom rpaduke
BMOHO Boree paBHOMEpPHOe pacnpefeneHne CnekTpanbHOW MAOTHOCTU, 6e3 APKO BblpaKEeHHbIX MUKOB. JTO
CBSI3aHO C TeM, 4TO, Msad Ha dopmyny 2, MOXHO CKasaTb, YTO CUrHam SBMASEeTCA KOMMIEKCHbIM
SKCMOHEHUMarnbHbIM, KOTOPbI HE WMMEeT peanbHOW amnnuMTydbl B KiaccuyeckoM cmbicne. CnekTpanbHas
NMOTHOCTb Takke yObiBaeT, HO HE TaK Pe3ko, Kak y curHana Si(t).

Mpn cpaBHeHMn curHanoB Si(t) 1 Sy(f) MO 3HEpPrMM Mbl MOXEM BbISBUTb, YTO SHEpPrusa curHana
ABMSAETCH BaXKHbIM MHOUKATOPOM €ro MOLLHOCTM W1, KaK CNeacTBue, ero Bo3genctams Ha cuctemy. CurHan Si(t)
UMeeT 4eTKo onpederneHHylo YacToTy pasHyto 50 'L 1 BbICOKYIO SHepruio B 9Tonm obnactu, Yto genaet ero
bonee nogxoaawmm Ans NpUnoXeHnn, Tpebyowmx geTanbHOro aHanusa 4acTtoTel (Hanpyumep, B paguocsssn),
a Tawke BygeT noneseH B 3agayax, rae BaXXHO KOHKPETHOE BblAerieHne 4YacToThbl.

B Hawem cnyvae pasnuuua B 3HepreTudeckux xapaktepuctukax Si(t) m Sy(f) moryt ObiTb
npoaHanM3vpoBaHbl Yepes UX cnekTpanbHble NAoTHOCTU. CurHan S;(t) MMeeT KOHEYHY 1 (DUKCUPOBAaHHYIO
SHeprui B npegenax OAHOro nepuoga, a curHan S,(t) MoxeT umeTb GECKOHEYHYH 3Heprut, ecrnv ero
paccmaTpuBaTth Ha 6ECKOHEYHOM BPEMEHHOM MHTEpBare, YTO AeNnaeT ero MeHee nogxodsiumm Ans aHanvaa B
KIMaccuU4eCckoM MOHWMAaHWUN 3HEPTUM, HO MONE3HbIM B TEOPETUYECKNX pacyeTax U MPUIOXKEHUsIX, CBA3aHHbIX C
hazoBon nHdopmaunen.

Wccnegyemble curHamnbl MOryT ObiTb MpYMEHEHbl B Pas3fnuuHbIX 3adayax umdpoBon o6paboTku
CUrHanoB, BKMoYasi KoMnpeccuto, unbTpaLmio, JeTEKUMIO U pacrno3HaBaHue curHanoB. CurHanbsl Si(t) un Si(t)
MOryT ObITb MONe3Hbl B TENEKOMMYHWMKAUMOHHBLIX CUCTeMax, rae BakHbl TOYKM CXOACTBA M pasnuumna B
obpaboTke curHanos. Hanmpumep, KOCuHycoumpanbHble BOSHbI MOMYT WCMOMb30BaTbCA B MOZYNAUMM Ans
nepegayn MHAMOPMaLUn, a KOMMIEKCHbIE 3KCNOHeHUManbHble yHKUMM — B 3a4a4aX, CBA3aHHbIX C (ha30BOW

MaHWNynaUMen UM BeKTOPHOM AnarpamMmmon.

CnucoK ucrnosb308aHHbIX UCMOYHUKOE:

1. XKypbeHko, W.I'. AHanu3 cmayuoHapHbIX U 0OHOPOOHbIX criyHalHbix cucmem / W.I. XKypberko. — M. : U3d-eo Mock. yH-ma, 1987. — 240 c.
2. bpunnuHdxep, [. BpemeHHblie psdbl. Obpabomka GaHHbIX u meopusi / . BpunnuHdxep. — M.:Mup, 1980. — 536 ¢

3. Kay, S.M. Modern Spectral Estimation: Theory and Application / S.M. Kay. — Englewood Cliffs ( NJ):Prentice-Hall, 1988. — 543 p.

46



61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.
4. Anekcees, B. I. OueHka criekmparbHou rnomHocmu mura Yanya. Criyyati duckpemHoeo apaymeHma / B. I'. Anekcees // Aemomempusi.

—2001. —Ne6.—C. 92,

INVESTIGATION OF THE CHARACTERISTICS OF MEASURING
TELECOMMUNICATION SIGNALS

Zmachynskaya U.A.%, student of the gr..361403, Marshalova K.Z.2, student of the gr.361401
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Filchenkova T.M. — Senior Lecturer

Annotation. In this paper, two signals are analyzed in order to find their spectral density. Graphs of the
spectra were constructed using the python programming language, which made it possible to visually
assess the distribution of energy across frequencies. The difference in energy between the signals is
estimated, and the relationship between the amplitude and duration of the signals is established.
Practical applications of signals in digital processing and telecommunication systems have been studied,
which underlines their importance in modern information transmission technologies.

Keywords. Amplitude, vector diagram, time interval, complex exponential function, cosine wave, Welch
method, modulation, data window, periodogram, Fourier series, signal, spectral density, phase,
frequency, noise, energy.
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CUCTEMA YMNPABJINEHUA AYTEHTU®UKALIMEN NOJNIb3OBATENEN
MHO®OPMALIMOHHbLIX PECYPCOB C UCIOJIb3OBAHUEM CKY[]

UesaHos A.T1., Kucenb A.B.
ep.161402

Benopycckuti eocydapcmeeHHbIl yHUgepcumem UHopMamuKu U paduoarieKmpOoHUKU,
e. Munck, Pecriybnuka benapyce

HayuHbil pykoeodumens: bernoycoea E.C. — doueHm kaghedpb! 3U, kaHOUOam mexHUYeCKUX Hayk,
oouyeHm.

AHHOTaALMA. B maTepuanax AoKNaaa MpeAcTaBReHbl pesyrbTaThl paspaboTKM M TECTUPOBAHMS CUCTEMbI KOHTPOMS W
ynpaBneHust JocTyrnom Ha ocHoBe RFID-kapTbl 1 GrMOMETpuYeckon ayTeHTuduKaummn, nHTerpupoaHHon ¢ Keycloak. [aHHas
cucTeMa MOXET UCMOnb3oBaTbCsl  Anst  0Oy4eHWsl CTyAEHTOB pasfMyHbIX — crieumanbHocTer, Bkmtodas  6-05-0611-02

«MHpopmaumoHHas 6e30nacHOCTb», Anst NOBbLILLEHUS X HABbLIKOB B 06racTu MHOPMaLIMOHHOM 6e3onacHocTu.

KnroueBble cnoBa: CKY/[l, RFID-kapta, 6romeTpuieckas ayTeHTudmkaums, Keycloak.

BeedeHue. C pa3ButTneM MHPOPMALMOHHBIX TEXHOMOMMIA 1 POCTOM KONMYeCTBa LM(POBbLIX PECYpPCOB
obecnedyeHne HagexHoOW ayTeHTUdMKauum nonb3oBaTenen CTAHOBUTCA KPUTUYECKM BaXXHOW 3aJadven.
TpagnumoHHble MeToabl, OCHOBaHHbIE TONBbKO HA NaporfibHOW 3alumnTe, He Bcerga obecneymBaloT 4OCTaTOYHbIN
ypoBeHb 6e3onacHocTn, OCOBEHHO B KpYMHbIX OpraHusaumsx. B cBA3M € 9TMM akTMBHO pasBMBaeTcs
MHOrohakTOpHOM ayTeHTMdMKALIMM, KOTOPAs COYETAET HECKOSBKO YPOBHEN NMPOBEPKU MOSb30BaTENS.

OpHum 13 3hPeKTUBHBIX PELLEHUA ABNAETCA MHTErpaLms CUCTEM KOHTPONSA W yrnpaBneHns A0CTYMNoM C
LeHTpanu3oBaHHbIMN MexaHuamMamu ayTeHTudukauun. B Takon cucteme nonb3oBaTernb CHadana npoxoauTt
nposepky no RFID-kapTe, 3aTem nogTBepXAaeT NMYHOCTb C MOMOLLUBH GroMeTpun, nocrne 4Yero AaHHble
nepegarTcs B CUCTEMY YynpaBneHus OOCTYNOM W ayTeHTudukauumen, Taky kKak Keycloak. Ha ocHoBaHuu
nony4eHHoM UHopMaLmMM NPONCXOaUT aBToMaTnyeckass pa3briokMpoBKka y4eTHOM 3anucy 1 NpegocTaBreHne
AOCTyna K MHOpMaLMOHHBIM pecypcam.

AKTyanbHOCTb JaHHOro nogxoga obBycnoBneHa poCTOM 4ucrna KuBepyrpos, CBsi3aHHbIX C
KOMMpOMETaUMEN YYeTHbIX AaHHbIX W HECAHKLMOHWPOBAHHLIM OOCTYNoM. Mcnonb3oBaHWe Tako CUCTEMBI
NO3BOMNSET 3HAYUTENBHO MOBLICUTL YPOBEHb 6€30NacHOCTU, MUHUMU3MPOBATbL PUCKU HECAHKLMOHNPOBAHHOIO
pocTtyna n obecneynTb HaOEXHbIN KOHTPOSb Kak 3a usmyeckum obbekTam, Tak U 3a MH(OPMaLMOHHBIMM
pecypcamu.

Llenb paHHOM HaydHom paboTbl 3aknoyaeTca B paspabotke u peanmsaumm CKY[, ¢ wHTerpauumen
MEeXaHN3MOB MHOrOakTOpHOW ayTeHTUdUKaUMU U1 ynpasneHus y4eTHbIMW  3anucsMu.  [lonyyeHHble
pesynbTaTbl MOMYT CTaTb OCHOBOW [Ansi co3fgaHusa 6e3onacHblX U 3ddEeKTMBHbIX peLleHWA MNo  3awmre
KOpMNopaTMBHbIX 1 rOCYAaPCTBEHHBLIX MHAIOPMALMOHHBLIX PECYPCOB.

OcHogHast 4yacmb. [na obecnevyeHnss HageXHOM ayTeHTudumKauum nonb3oBaTenen W 3awuThbl
MH(OPMALMOHHBIX  pecypcoB Obina paspaboTaHa cuCTeMa KOHTPOMs W ynNpaBneHus OOCTYMoM C
MHorochaktopHor ayTeHTudukaumenn. OCHOBHOWM 3agadvet CUCTEMbl  SIBMSIETCA  MOBbILLEHWE  YPOBHS
0e30MacHOCTN M WCKIOYEHNE HECAHKLMOHUMPOBAHHOMO AOCTyrna 3a cyeT wucnonb3oBaHua RFID-kapt u
BuomeTpuyeckon ayTeHTMuKkaumm, a Tarkke MHTErpaumMm ¢ CUCTEMON YMpaBIieHUsl YYETHbIMM 3anucammn ans
LeHTpann3oBaHHOro KOHTPOMs AocTyna.

Onsa addektnBHOM paboTbl cucTembl Obina paspaboTaHa yeTkas nocregoBaTeribHOCTb AENCTBUN,
KOoTOpad HauvHaeTca C uaeHTudmkauum nonb3oBatens 4epe3 RFID-kapTy, 3ateM BbINOSIHAETCSA
OuomeTpuyeckas ayTeHTMdUKaLms, 1 TONMbKO MOCIE 3TOrO OCYLLECTBNAETCA NpOBepKa y4ETHOW 3anmcy Yepes
cuctemy Keycloak. Ota nocnegoBatenbHOCTL 0becneumMBaeT HAAEXKHYIO0 3alMTy Ha KaxkooM 3Tane npouecca.
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Ha pucyHke 1 npeactaBneHa 6nok-cxema, onucbiBatoLlas pyHkumoHnposaHe CKY[], a Ha pucyHke 2 — Grok-

cxema, onucbiBaroLwas yHKLUMOHMPOBaHWE CUCTeMa yNpaBneHus 4OCTYNoM u ayTeHTudukaumen — Keycloak.

4 +

3axBar H30OpaKeHHA C BEO-KaMepEl HOYTOVKA

I

'[LEKO,&HPOBE.HHB 33aXBa9€HHOTO H306P1}I{GHHH

Hawaaxo

TMogxnrodenne K 0aze JaHHEIX, 3arpy2Ka H
JEKOJHPOEAHHE H300paieHHA i
TOIB20EaTeneH CpaEHeHHE JeKOJHPOEAHHOIO 23aXBA9EHHOTO H
3ATPYEEHHOTO H200DAKEeHH

¢ I

Cuntrieagne RFID-kapTe l l l l
l c o ID momy4eHHOE ITOCTE
OEMaJeHHe JIumo He
- 2 IToas30BaTENE He AcTosmano/He RFID He coBmagaeT C
c 5 HAHJEHO C - -
Ilouck UID B Oaze JaHHBIX A HaHeH B Daze P . ID moaszoEaTEIT [
TOIBZ0EATEIEM YIanock HAATH
P JAHHEIX N MOTy4eHHOE TI0CTe
1. b u
UID e satizes PACTIOZHAEAHHAA THIIA
o = L |
UID maiigen
Coxpanenne [D = Status .
Ommbral Kapta me P Omnpasxa B caygae He ycmemaof 0TOpaBKH
. (exox 1, eeog 0) [AHHEIX Ha Ry v ap
Hadaena TMOIB30BATENA B CECCHH HeHTpaTHHEL OOPATHTCA K CHCTEMHOMY
AOMHHHCTPATOPY
l cepeep
Ilepexon Ha CTPAHHIY B
DHOMETPHIECKOH H
ayTeHTHGHEATHEH

PucyHok 1— Bbriok-cxema ¢hyHKkyuoHuposaHusi CKY/]

Cratyc Tonb30BaTeNst
¢ ID pagen 1?

IMepexon nHa Web-Ceprep

# IIposepka pomn B Orxi10HEHNE
cucteme Keycloak JOCTyTa

Iepenaua manapx ¢ Web-cepBepa
Ha cucreMy Keycloak

.

AyTBHTHq_)HKaHHH C IIOMOIIIBKY CHCTEMBI

keycloak

v

3anpoc y NeHTPAILHOrO CEpPBEPA CTaTyca
nonpsosaresrs no ID Paspenienne Or1KiIoHEeHHE
JocTyTIa JIOCTyTIA

EcTe HeoOxomuMas
pONE Y TIONB30BaTeNIA?

PucyHok 2 — briok-cxema ¢byHKYUoHUposaHusi Keycloak

B npouecce TeCTMpoBaHNA CUCTEMbI Obinu npoeeaeHbl pa3nnyHble cueHapumn, BKI4Yasa yCﬂeUJHbIVI BXoa

¢ RFID-kapton un 6rnoMETpUMYEeCKMMM [aHHbIMW, a Takke OTka3 B [OCTyne npu HEeCOOTBETCTBUM

6MOMeTpI/I‘-IeCKMX OaHHbIX WX UCMNONb30BaHNN He3apeFI/ICTpMpOBaHHOl71 KapTbl. Bce aTanbl ayTeHTI/ICbI/IKaLI,I/IM
Obinn npoBepeHbl Ha KOPPEKTHOCTb pa6OTbI, M cucTtemMa nokasalna BbICOKYH CTeneHb HaaeXXHOCTU. Pe3yanaTb|
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TECTUPOBaHUS NOATBEPXKAAIOT, YTO cucTemMa 3pPEeKTUBHO NpeaoTBpaLLlaeT HeCaHKLUMOHUPOBAHHbLIN AOCTYN U

MUHUMU3UPYET PUCKM KOMMPOMETaLMN YHETHBIX AaHHbIX.

PaspaboTtaHHas cuctema MOXeT BbITb AOMONMHUTENBHO YCUMEeHa CrneayoLwmmm Mepamu:

1 XKypHanupoBaHve cobblTUin — BedeHWe NOroB BCeX MNOMbITOK BXOAA, YTO MO3BOMSET CBOEBPEMEHHO
BbISIBMNATb NOAO3PUTENBHYIO aKTUBHOCTb.

2 MOHUTOPUHT B peanbHOM BpeMeHU — OTobpaxkeHne MHpopMaLmm O NoNb3oBaTensx, KOTOpble 3aLlnuv B
30aHUW UMK BbILWIK U3 HETO.

3 WHTerpaums ¢ cuctemon ynpasneHust MHUMAEHTaMn — ANS NOBbILWEHWS YPOBHA 6€30nacHOCTU MOXHO
BHEOPUTb CUCTEMyY, KOTopas ByaeT aBTOMaTWYEeCKu pearmpoBaTb Ha MOAO03puTeEnbHble cobblTus, OTNpaBnss
yBeAOMIIEHNS CUCTEMY aAMUHUCTPaTOPY.

3aknroyeHue. B xope paspaboTtku Gbina cosgaHa adpeKkTMBHas cuctemMa KOHTPONS U ynpaBrneHust
poctynom, covetarowas RFID, BuomeTpudeckyto ayteHTUdUKkaumio n niterpaumio ¢ Keycloak ans ynpasnenus
yYeTHbIMM  3anucsaMu.  TecTupoBaHWe NOATBEpPOWMNO €€ BbICOKYH0  HafeXHOCTb W 3awuty  OT
HeCaHKUMOHMPOBaHHOTO  goctyna. [lepcnektmBbl  JanbHEMWEro pasBuUTMSA  BKIKOYAOT  MHTErpauuio
AONOMHUTENBHBIX METOAOB 3aLUMThI, TAKMX KaK >KypHaNMpoBaHne cobbITWI, MOHUTOPWHI B pearibHOM BpeMEHM
N pacwupeHue dyHKUMOHANBHOCTU. Takas cuctemMa MOXeT ObiTb BHegpeHa B yyebHble npouecchl Ans
CTYOEHTOB pPa3nuyHbIX cneumansHocTew, Bktovas 1-98 01 02 «3awwmta nHdopmMaumn B TENEKOMMYHMKaLMSX».

CnucoK Ucrnosib308aHHbIX UCMOYHUKOE:
1. MFRC522 [SnexTporHsi pecypc]. Pexxum goctyna. https.//github.comymiguelbalboa/rfid?ysclid=m82qd1kulp160266956. — fara
Aocryna: 11.02.2025.
2. Server Administration Guide [nexTporHbIT pecypc]. Pexum Aocrtyna:
https.//www.keycloak.org/docs/latest/server_admiryindex.html. — fara goctyna: 24.02.2025.
3. Flask’s documentation [JnexTporHsii pecypc]. Pexwm goctyna. https.//flask.palletsprojects.com/en/stable/. — fata gocryna:
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USER AUTHENTICATION MANAGEMENT SYSTEM FOR INFORMATION
RESOURCES USING ACCESS CONTROL SYSTEMS

Ivanov A.P., Kisel A.V.
gr.161402
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), associate professor at the information security department

Annotation. The report presents the results of the development and testing of an access control system
based on RFID cards and biometric authentication, integrated with Keycloak. This system can be used
for training students of various specialties, including 6-05-0611-02 "Information Security," to enhance
their skills in information security.

Keywords: ACS, RFID card, biometric authentication, Keycloak.
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Benopycckuti eocydapcmeeHHbIl yHuUgepcumem uHgopMamuku u paduosniekmpOoHUKU
e. Munck, Pecriybnuka benapyce

['ycakos I'1.b.

AHHoTaumsA. CoBpeMeHHbIE BOOPYXEHHbBIE KOHGPIUKTLI BCE YalLe BKIIOYaoT KUGEPKOMMOHEHT. IHChOpMaLMOHHbIE CUCTEMb! apMUK U OO BbEKTOB
KPUTMYECKOW MHCPACTPYKTYpbl CTAHOBSTCA MPUOPUTETHLIMK LiensiMin Ans kubepatak. Mcnonb3oBaHue uckyccTBeHHoro uHtennekta (VW) B
BOEHHOI cdhepe NO3BOMSIET CO3AaTh aAanTUBHbIE N aBTOMATM3MPOBaHHbIE CUCTEMBI 3aLLMTbI, CMOCOOHLIE B pearibHOM BpeMeHn 0bHapyXuBaTh,
aHanuaMpoBaTb W YCTpaHsATb yrpo3bl. B pabote paccmarpuBatotcsi ocobeHHocTM npumeHeHnst A B knbepbe3onacHOCTU BOEHHBIX CUCTEM,

NpUMepbI CYLLIECTBYIOLLIMX PELLEHWI U NEPCNEKTVBbLI Pa3BUTHS.

C paclmpeHnem cnekrpa kndepyrpo3 1 nepexofom BOOPYXEHHbIX KOHPIMKTOB B LMGPOBYHO NIIOCKOCTb
3aWmMTa  BOEHHbIX MH(OPMALMOHHBIX CUCTEM BbIXOOWT Ha MEpBbI NNnaH. TpaguuuoHHbIE MeToabl
KnbepbesonacHOCTM He Bcerga adheKTMBHBI MPY aTakax Ha CeTeBble CTPYKTYPbl apMENCKMX NoapasneneHun,
CUCTEMbI YNPaBneHWs, PagnoCBsSI3n, HaBUraLuum U BOOPYXXeHNS. VICKyCCTBEHHBIN MHTENNEKT nNpeanaraet HoBble
Nnoaxodbl, OCHOBaHHble Ha HEMPEPbLIBHOM aHanvM3e rMOBEeAEHMS CUCTEM, OOHapyXeHUW aHoManMn w
OMnepaT1BHOM pearmpoBaHUM Ha NOTEHUMAanbHbIE UHLUNOEHTDI.

OpHVM U3 KIMHoYEBbLIX HANpPaBreHU ABnseTcs npuMmeHeHne VIV ons 3awmTbl BOEHHbIX CETEW B YCIOBUSIX
OrpaHMYEHHOro BpPeEMEHM W pecypcoB. Mcnomnb3yloTcAa MeToAbl MalMHHOrO 0by4veHus, BKo4vasa rnybokve
HerpoceTu, obyyeHne 6e3 yumTensa u MetToabl camooOydeHusl, NO3BONSIOLLME BbISBNATL MPU3HAKM aTak Aaxe
0e3 3apaHee 3afaHHbIX curHatyp. OTO OCOBEHHO akTyanbHO MpU MpoTUBOAENCTBMM APT-rpynnmpoBkam,
MCMOSb3YIOLLMM CMOXHbIE M MHOroaTanHble cueHapum BTopkeHus. W cnocobeH aHanuavpoBaTb CETEBOW
Tpadwmk, nor-cbaninbl, OaHHbIE TENEMETPUM C Y3MOB CBA3M U yNpaBreHusl, co3gaBasi MoAerNb HOpMarbHOro
NOBEAEHNSI CUCTEMbBI 1 ONEPaTMBHO ONpeaensist OTKIOHEHUSI.

BaxxHo ocobGeHHOCTBI0O BOEHHBbIX VN-cuctem saBnsieTca TpeboBaHWe K MX aBTOHOMHOCTU. B ycnoBusix
PafMo3NeKTPOHHOTO NPOTUBOAENCTBUSI, BIIOKMPOBKU KaHANOB CBA3M U (hM3NYECKON N30NALMM NogpasaeneHui
cUCTEMbl  KMDep3awmTbl  JOIDKHbI - OYHKUMOHMpoBaTb 0e3 BHEWHeW noadepxkn. Takve  pelleHus
NPOEKTMPYIOTCH C YYETOM YCTOMYMBOCTM K aTakam Ha caMu anropuTMbl — B TOM 4YMCIiE MOMbITKaM BHEOPEHWS
BPEOOHOCHBIX AaHHbIX, CMOCOOHBLIX M3MEHWUTL NnoBedeHve mogdenu. Kpome Toro, ocoboe BHUMaHWe yaenseTcs
WHTEPNPETMPYEMOCTM peLUEHUA, YTODbI KOMaHHbIA COCTaB MO OMepaTMBHO MPUHUMATL OBOCHOBAHHbIE
OENCTBUSA HA OCHOBE OTHETOB CUCTEMBI.

JononHuTenbHbIM HanpasneHem passutust MA-cpeacts B BOEHHON MHAOPMaLMOHHOM Ge3onacHocTm
CTaHOBUTCA WX WHTerpaums c nnatdopmamm knacca SOAR (Security Orchestration, Automation and
Response). 3To No3BONSIET HE TOMBbKO BbISBMAATL MHUMAEHTLI, HO U B aBTOMATUYECKOM pEXUME 3anyckaTb
3alUTHbIE CLieHapuu: GoKMpOBaTh CETEBbIE MOAKMIOYEHMWS, U30NMPOBaTh aTakoBaHHbIE Y3Mbl, CO34aBaTb
MapwpyTel 0bxoga W nepedaBaTb OMnepaTMBHblE OTYETbI OTBETCTBEHHLIM oduuepaMm. B ycnosusix
OrPaHMYEHHOr0 BPEMEHWN pearMpoBaHWUs U BbICOKOW OMHaMMWKM G0eBOM OOCTaHOBKM Takas aBToOMaTu3aums
CTaHOBUTCS KPUTUYECKM BaXKHOW.

Ocoboe 3HadeHne nprobpeTaeT pa3paboTka cucteM 0O6BLACHUMOrO UCKYCCTBEHHOTO MHTennekta (XAl),
CMOCOOHBIX HE TOMbKO BbIHOCUTL PELLEHUS, HO U MPEAOCTaBNATb UX MHTEepnpeTaumuo. To HeobXxoanmMo npu
YHKLUMOHMPOBAHMN B CBHA3KE C YENOBEKOM-OMepaTtopoM B LeHTpax 60eBoro ynpasrneHus. Takue cuctembl
NoO3BOMSAIOT MOBLICUTL [OBEpMe K aBTOMaTU3UPOBAHHLIM pPELUEHUAM, MUHUMWU3UPYS PUCKU  OLLUMBOYHBIX
OEeNCTBMIN 1 NOBbILLAsA ONepaTUBHOCTb NPUHATUSI PELLEHUIA B YCNOBUSIX HEONPEAENEHHOCTU.
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B nepcnektMBe WCKYCCTBEHHbIN WHTENNEKT MOXeT ObiTb rnyboko WHTErpMpoBaH B eauHble

aBTOMaTM3NpOBaHHblE cucTembl ynpasneHus Bonckamu (ACY), obecneumBas 3awmTy OT MHOPMALMOHHOIO
BO30EWNCTBUA Ha BCEX YPOBHSAX — OT MHAMBUAYyanbHOro 6ovila 4o KOMaHAHbIX MYHKTOB OMepaTUBHONO 3BEHa.
Bo3moxHO co3gaHue «yMHbIX» kubepbapbepoB, OuHaMu4ecKkn agantupylowmxca Kk 6oeson obcTaHoOBKe,
obnagaroLwpmx CrnocoBHOCTbI0O K CaMOOBYyYeHUI0 M CaMOCTOATENbHOMY BOCCTAHOBIIEHMIO MOCMe arak.
lMpuMeHeHne TakuMx TEexXHONOornnM ykpennsdeT uudpoByto 6e3onacHOCTb apMuUM M CTAHOBUTCA OAHUM U3
KMoYeBbIX HaNpaBneHun obecneyeHnss BOEHHOro npeBocxoacTea B XXI Beke.

Takum 06pa3oM, WCKYCCTBEHHbIN WHTENNEKT OTKPbIBAET HOBble TOPU3OHTbI AN MNOBbILEHUS
YCTONYMBOCTU BOEHHbIX MH(OPMaLMOHHBIX cucTeM. OH obecnevvBaeT MPOAKTVMBHYKO 3alUMTy, COKpallaeT
BpeMS1 pearMpoBaHUS, CHWKaEeT Harpysky Ha OnepauuoHHbI MepcoHan W No3BonaeT  3A(pdeKTUBHO
NPOTUBOCTOATb KMbepyrpo3am B yCroBUSX peanbHOro 1 rmépuaHoro koHdnukTa. KomnnekcHasa nHterpauus VA
B CUCTEMbI KMOGEPOBOPOHBLI MO3BOMUT BOOPYXEHHBIM CUMAM COXPaHWUTb TEXHOMOrMYyeckoe MpPenmyLLecTBO U
obecneunTb UncpoBoM CyBEPEHNUTET B MHPOPMALIMOHHOM NPOTUBOCTOSHUN.
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TECTUPOBAHUA BE3SOINACHOCTU KOPMNMOPATUBHbIX CETEU

KpasueHko E.[., byukesuy E.M. cmydeHmbi ep.261402

Benopycckuti eocydapcmeeHHbIl yHugepcumem uHgopMamuku u paduosnieKmpoHUKU
2. Munck, Pecriybrniuka benapyce

Genoycosa E.C. — kaHO. mexHU4eCKUx HaykK, OoueHm

AHHoTaums. B cratbe nsyyaetcst npumererne matpuubl MITRE ATT&CK B TecTMpoBaHWy 6e30MacHOCTY KOPropaTUBHBIX CETEN, C (DOKYCOM
Ha TexHuky T1190. PaccmaTpurBatoTcs MeToAbl KOMNPOMETaLMKN BEG-NPUNOXEHWIA, BKIKOYAs CKaHMPOBaHWE ceTu, Nnepebop yYeTHbIX AaHHbIX 1
aKcnnyaraumio yasemmocten. OnmcaHbl CLUEHapun atak 1 Ux BnsHWE Ha MHAPacTpyKTypy, a Takke NpeanoxeHsl Mepbl 3alMTbl: OrpaHuYeHme
Aoctyna, MHorodbakTopHasi ayTeHTUMKaums M MOHUTOPWHI akTwBHocTW. Pabota npegHasHadeHa [nnisi cneumanuctoB B - cdepe

kmbepbesonacHoCTK 1 nccnegosarenew arak no mogeny MITRE ATT&CK..

KntoueBble crnoBa MITRE ATT&CK, T1190, Exploit Public-Facing Application, 6e3onacHOCTb KOpMOpaTVBHbBIX CeTel, TeCTMpOoBaHue

6e30nacHOCTW, MOAENMPOBaHNE aTak, YA3BUMOCTUN BED-NPUINOXKEHUI.

Ctpyktypa MITRE ATT&CK oxBaTbiBaeT BECb XXWM3HEHHbIA LMK knbepartak, HauuMHasi C Mony4veHus
HapyiuTeneMm nepBoOHaYanbHOrO AOCTyna K CUCTEME W 3akaHuMBas 3SKcunbTpaumen [AaHHbIX  MNn
paspyLueHnemM nHppacTpykTypbl. NMoHMMaHne 3TUX TEXHWK MO3BONSAET cneuuanuctam no knbepbeszonacHoCTu
BbISIBMATb NOTEHUMAnbHbIE Yrpo3bl Y NpeanpUHMMAaTh NPOaKTUBHBIE MEPbI 3aLLMUTI.

Mogenb MITRE ATT&CK — 310 6as3a 3HaHWI, B KOTOPOW COAEPXKMUTCS WMHAOPMaUMIO O TaKTUKaXx,
TEXHVMKAX W npoueaypax, MPUMEHAEMbIX HapyLIUTENsIMU Ha pasfnu4YHblX 3dTanax Kubepataku. TakTuKu
onpeensoT Lenb, KOTOPOW aTakyllme XOTAT AOCTUYb MyTEM UCMOSMb30BaHWSA ONpPedeNnEHHbIX TEXHVK U
npoLieayp, HasblBaeMbIX Takke nogrexHukamu. Bcé ato BmecTe obosHavaeTcs abbpesuatypon TTP (Tactics,
Techniques and Procedures). Kaxpgasi Taktvka WNM TexXHMKa WMMEET CBOW YHUKanNbHbIA WAEHTUUKATOP,
1CMosnb3yeMblii Ans NPOCTOThl paboTbl C MaTPULEN.

Llenb paHHoi paboTbl 3akmoyaeTca B aHanuie npuMmeHeHuss mogenm MITRE ATT&CK pgns
TECTMPOBaHNA 0e30MacHOCTN KOpMOpPaTUBHbIX CETEN, BbISIBIIEHNN YSI3BUMOCTEN, BO3HMKALMX B XOAe
akcnnyatauum TexHuku T1190, n npegnoxeHun 3deKTUBHbLIX METOO0B 3aLUMThI OT BO3MOXHbIX aTak.

OpoHVM 13 KIIOYEBBLIX 3TanoB TECTMPOBaHWMA 6Ge3onacHoCTU  SABMNsieTCA  aHanuM3  Haubonee
pacnpoCTpaHeHHbIX CNocoboB MOMyYeHWs HapyLUMTENsMM MepBOHAaYanbHOrO [ocTyna K cucteme. [Ons
nonyyeHns Aoctyna B MHGPACTPYKTypy 4Yalle Bcero ucnonb3yetca TexHuka Exploit Public-Facing Application
(T1190) — akcnnyaTaums ys3BUMOCTEN B MyOGNMYHO OOCTYMHbIX MPUIOXKEHMSAX. PaccmMoTpym, Kakum obpasom
aTaka MoxeT OblTb peann3oBaHa 1 Kakme Mepbl.

B kayecTBe akcnnyaTupyembix NpUIoXKEHU Yallle BCEro BbICTYNaroT BeG-calnTbl/BeEO-cepBepbl, HO Takke
MOryT MCMonb3oBaTbcs 6a3bl AaHHbIX (Hanpumep, SQL), ctaHaapTHble cnyxobl (Hanpuvep, SMB unu SSH),
NPOTOKOINblI aAMUHUCTPUPOBAHUSA U yNpaBneHusa cetTesbiMu ycTponctBamu (Hanpumep, SNMP 1 Smart Install),
a Takke nobble OpyrMe cuctembl C OTKPbITBIMW COKETaMW, OOCTYyMHbIMM Yepe3 WHTepHeT Cmogenuvpyem
CUTyaumio, Korga obHapyXMBaeTcsl ys3BUMOCTb B BEG-NMPUIIOXKEHMU, CBSI3aHHAA C HEOOCTaTOYHOW 3aLuUTOM
Ny6rnmMYHO JOCTYMHBIX OUPEKTOPUIA 1 Criabon cucTeMol ayTeHTUGMKALLN.

Mepen Havanom kubepaTakM aBTopamMu Obina passepHyTa cpega ¢ Kali Linux B VirtualBox ans
npoBedeHns TectoB. B npouecce npoBedeHust kmbepartaku, ocHoBaHHOM Ha TexHuke T1190 (Exploit Public-
Facing Application), 6bina cmogenvpoBaHa cuTyauust SKCrnyaTaumm ys3BMMOro BeG-NMPUNOXEHUsI C Lenbio
NMPOHWKHOBEHMS B KOPNOPAaTUBHYIO CETb.

[MepBoOHayanbHO C MOMOLLBI CKaHUMPOBAHUS MOPTOB C MOMOLLBID KOMaHabl nmap u nepebopa
OVPEKTOpUIN C NOMOLLBI0 KoMaHAbl dirb Bbinm 0BHapyKeHbl NOTeHLManeHO ys3BMMbIE TOYKM BXOAa, BKMHOYas
/admin, /login, /dashboard, /images u /includes.
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B xome knbepatakm Obina npoBegeHa npoBepka 3almLLeHHOCTU BED-NpunoxeHusa ot Brute-force atak

Ha y4eTHble 3anucu. [Ins aToro ncnonb3oBanca MHCTPYMeHT Hydra (pucyHoK 1), KOTOpbI NO3BOMUA  YCMELLHO
nogobpatb naponu agMUHUCTpaTopa WM HECKONbKUX APYrMX YYeTHbIX 3anucen. [lonyyeHHbIn gocTyn K
agMUHUCTPATMBHOW naHenu /admin OTKPbIN BO3MOXHOCTb BbINOMHEHWS AanbHenwnx kubepartak, BKtoyasi
3arpysky Beb-obonodku (web shell). C ee nomoLublo ycTaHOBUNM 0BpaTHOE COEAMHEHWE C CEePBEPOM, YTO
NO3BONWIIO BbINOSNHWUTE KOMaHAbl B CUCTEME C NpaBamu Be6-nonb3osartens www-data.

~f{Desktap
admin -P fusrfshare/wordlists{rockyou.txt 10.8.61.100 http-post-form "{login.php:user=*USER =APASSA F=incorrect’

Hydra v9.1 {c) 2025 by van Hauser/THC & David Maciejak - use allowed only for legal purposes.

[DATA] attacking -post-form:{/10.8.61.100:86/login.php
[STATUS] ords tried...
[STATUS] swords tried...
[STATUS] ords tried...

[80][http-po orm) host: 10.8.61.160 login: admin p ord: SuperSecurePass2025!

1 0f 1 target successfully completed, 1 valid password found

~/{Desktaop
POST -d "user=admindpass=SuperSecurePass2025!" http://10.8.61.100/login.php

HTTP/1.1 302 Found
lecation: jadmin

PucyHok 1 — Wcrionb3osaHue uHcmpymeHma hydra

Mocne nonyyeHus gocTyna Kk KOMaHgHOW 0b6onoYke cepBepa yaanoch 3arpysuTb BPeOOHOCHbLIN CKPUNT C
MCMonb30BaHWeM KOMaHapl curl, a 3aTem yCTaHOBUTL coeauMHeHue Yepe3 0OpaTHbIM Lenn C MOMOLLbIO
KoMaHAapbl nc. [enctays OT MMeHun nonb3oBatens www-data, 661110 nponsBeaeHo n3yveHne hannoBon CUCTEMBI
cepsepa. B npouecce aHanunsa gupekrtopum var/www/html/ 6b6inm obHapyxeHbl cneaytowmne 3HauMmMble hannbl
n nanku: config.php, BEpOATHO, cogepaBLUniA KOH(pUIypauMoHHble AaHHblEe; avpekTopus /includes, rae mornu
Obl HaxoauMTbCA [OMOMHUTENbHbIE BaxHble hannbl; aupektopust /backup, BO3MOXHO, COAepKaBLuasi
pesepBHbIE KOMMU AaHHbIX. JTa MHOpMauMsa Mo3Bonuna MNpodoiPkUTb AanbHENWUA aHanm3 CuUcTeMbl U
NoTeHUManbHO PacKkpbITb JONOMHUTENBHbIE BEKTOPbLI aTaku.

Ha crnepyowem aTtane, mnccnegoBaB COAEPXMMOE KOHurypaumoHHoro dphavina config.php, Gbinu
obBHapyxeHbl y4éTHble AaHHble AN NOAKMoYeHus K 6ase AaHHbIx. Mcnonb3ys aTy nHdopmauuio, yaanocb
nony4nTb AOCTyn K cepBepy 6a3bl gaHHbix MySQL u BbinonHWTb aBTopm3auuio. [MposBedeHve 3anpocos
No3BONWUIO M3BMEYb KOHMAEeHUManbHble AaHHble, BKMOYas 3alindpoBaHHbIE Naponu nonb3oBaTtenen wu
nHGOpMaLMo O CTpykType 6a3bl AaHHbIX, NPeaCTaBfeHHbIX Ha PUCYHKe 2. AHanu3 3TuX AaHHbIX cTan
KMOYEBbIM LLAroM B M3y4YeHUM CUCTEeMbl, NPegoCTaBMB OOMOMHUTENbHbIE BO3MOXHOCTU ONs AarbHenwero

nposedeHuns knbepataku.
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~/Desktop

config.php

PucyHok 2 — M3eneqeHue KoHgbuOeH uabHbIX OaHHbIX

CnepyowmmM 3TanoM CTano CKaHMpOBaHWE BHYTPEHHEW CETU ANS BbISBIEHUS OOMNONMHUTENBHbIX Y3r0B.
C nomouupto Nmap 6binmn obHapy>KeHbl akTMBHbIE CUCTEMBI B TOW e nogceTun. Mcnonb3ys HangeHHble paHee
yyYeTHble AdaHHble, nonpoboBany BbIMOMHWTE MOAKMYEHME K Apyrum cepBepam no SSH. B pesynbrarte
yAanocb nony4utb OCTyN K OOHOMY M3 Y3MOB, MCMONb3ys Ty Xe YYETHYH 3anucb agMUHUCTpaTopa, YTo
yKasblBarno Ha MOBTOPHOE MWCMOMb30BaHNE Maponen BHYTPU KOPMopaTMBHOW CeTu. 3TO  PacLUMpurio
BO3MOXHOCTW kKnbepartaku, OTKpbIB JOCTYN K eLe 6onbLiemMy KONMYecTBy CUCTEMHbBIX PECYPCOB.

Ha sakniountensHom aTane Obina npoBedeHa ackanaums nNpvBMNErMA Ans NomyyYeHWs MOMHOro
KOHTPONS Hag CcucTeMoW, npegctaBneHHas Ha pucyHke 3. [lpoBepka koHurypaumm sudo BbisBMna
BO3MOXXHOCTb BbIMOMIHEHWS KOMaHA, C npuBunernaMm root 6e3 3anpoca napons. C NOMOLLbIO 3TOr0 MexaHu3ma
CMOITM 3anyCTUTb KOMaHAHY0 0BO0MNOYKY OT MMEHU «CyMnepnonb30BaTens» U NOnyyYnTb MOSHbIA KOHTPOMb Hazg
cepsepoMm. [locTyn Ha ypoBHe root No3BONUT U3MEHATL hanmnbl KOHUrypaummn, MaHunynmpoBaTb YY4eTHbIMU
3anucsiMu Nomnb3oBaTenen M ycTaHaBnMBaTb MOCTOSIHHBbIE TOYKM AOCTyna AN COXPaHEHWs KOHTpons Hapg

CUCTEMOWN.

~/Desktop
Defaults entries for www-data on target
set, mail_badpass, secure_path=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr{bin:/sbin:/bin

User www-data may run the following commands on target
{(ALL) NOPASSWD: fusr/bin/ 10n3

~/Desktop
python3 -c "import pty; pty.spawn("/binfbash")

PucyHok 3 — Ockanayusi npusuneauti

[nsa cokpblTus cnegoB knbepataku 6blnn yaaneHs! XXypHarbl COObITUA, BpeMEHHbIe dhalrnbl 1 UCTOpUS
BbINOMHEHHbIX KOMaHA, YTO 3aTpygHWT Mocneaylolmii aHanus WHUMAEHTa agMUHUCTpaTopamy CUCTEMbI.
MNpoBedeHHas aTtaka NPOAEMOHCTPMpOBArna, Kak aKkcniyataums ys3BUMOCTU BED-MpuMoXeHusi, CBs3aHHas ¢
He[oCTaTOMHON 3almTon NyOnuYHO AOCTYMHBLIX PECYPCOB, MOXET MPMBECTU K KOMMPOMETaLUUW He TOSbKO
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OTAENBHOro cepBepa, HO 1 BCen KopnopaTUBHOM CETU.

Takum obpa3om [oKasblBAETCsl, YTO JKCMMyaTaums ya3BUMOCTEN BEG-NPUMNOXKEHUI MOXET NPUBECTU K
KOMMpoMeTaLMM CepBepoB, YyTeuke [aHHbIX W pasBUTMIO KnbepaTaku BHYTPU CeTW, MoaYepKMBas
He0bX0AMMOCTb MX CBOEBPEMEHHOIO YCTPaHEHWS.

WUcnonb3osanve mogenn MITRE ATT&CK ans TectupoBaHus ©e30nacHOCTM KOPMOpaTMBHbIX CETen, B
YaCTHOCTU C NpuMeHeHneM TexHukn T1190, nokasano BbICOKY0 3(EKTVBHOCTL B BbISIBIIEHWUN YA3BUMOCTEN B
BeO-npunoxeHuax. MNMpoBoaa aHanus ys3BMMbIX TOYEK BXOAA, ObINO NPOAEMOHCTPUPOBAHO, KaK HapyLLUUTENu
MOryT BOCMOMb30BaTLCS YS3BMMOCTAMM AN KOMNpOMEeTauuMu CUCTEM M AanbHENnLero pacnpocTpaHeHus
knbepatakm no cetu. PesynbTtatbl paboTbl noatBepXaalT HEeobXOAMMOCTb MPUMEHEHWUSI KOMMMEKCHbIX
noaxodos K 3awure. OpraHu3auusiM criefyeT akTUBHO MCMOMb30BaTb METOAbI TeCTMPOBaHWA 6esonacHocTu,
ocHoBaHHble Ha MITRE ATT&CK, gna 6Gonee 3deKTMBHOIO BbISIBNEHUS Yrpo3 W CBOEBPEMEHHOrO
pearmpoBaHUs Ha HUX.

B 3akniodeHve, pasBuTMe © COBEPLUEHCTBOBAHWE CWUCTEM 3aluMTbl Heobxogumo Ans Toro, 4ToObl
afanTuMpoBaThCs K BbICTPO MeHsLWMMCa yrpo3am B ccepe kmbepbeszonacHocTu. Micnonb3oBaHne mMogernew,
Takmx kak MITRE ATT&CK, no3BonsieT He TOMbKO TECTUPOBATb CYLLUECTBYIOLLME MEXaHWU3Mbl 3alyTbl, HO U
co3paBatbh 3YPEKTUBHBIE CTpaTerMn Ans nNpoOTUBOAEWCTBMS HOBbIMW arakam, 4To B uTOre crnocobCTByeT
nosbiweHno obLer 6e3onacHOCTN KOPNOPaTUBHbBIX CETEN.

Cnucok ucnosnb308aHHbLIX UCMOYHUKOS:
1. Techique T1190 [GnekmpoHHbil pecypc] — 2024. Pexxum docmyna : https://attack.mitre.org/versions/v9/techniques/T1190/

METHODOLOGY OF USING THE MITRE ATTACK MATRIX FOR TESTING
THE SECURITY OF CORPORATE NETWORKS

Krauchanka E.D., Butskevich E.M
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Belousova E.S. — PhD (Tech.), Associate Professor

Annotation. The article examines the application of the MITRE ATT&CK matrix in testing the security of corporate
networks, with a focus on the T1190 technique. It considers methods for compromising web applications, including
network scanning, brute-force attacks, and exploitation of vulnerabilities. It describes attack scenarios and their
impact on the infrastructure, and proposes protective measures: access restrictions, multifactor authentication, and
activity monitoring. The work is intended for cybersecurity specialists and researchers of attacks based on the
MITRE ATT&CK model.

Keywords. MITRE ATT&CK, T1190, Exploit Public-Facing Application, enterprise network security, security
testing, attack modeling, web application vulnerabilities.
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MHO®OPMALMNOHHOU BE3OMNACHOCTHU
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Benopycckuti eocydapcmeeHHbIl yHugepcumem uHgopMamuku u paduosnieKmpoHUKU
2. Munck, Pecriybrniuka benapyce

Eppemos A.A. — 3agedyrowuti kaghedpoli U, K.3.H., doueHm

AHHOoTauus. [aHHas paboTa nocesilleHa WCCNEAoBaHWMIO Ha Temy WCMOMNb30BaHWSi TEXHOMOMM  WUCKYCCTBEHHONO WHTENnekra B
VHPOPMALIMOHHON GE30MacHOCTU M UX BRWSIHWIO Ha MOBLILLEHWE YPOBHS 3alUMTLI AaHHbIX. Takke GyAeT pacCMOTPeHbl Takue acrekTbl, Kak
NPenMyLLIECTBa WCMOMb30BaHWSI UCKYCCTBEHHOO MHTENneKkTa B MHopMaLUMoHHOM 6e30MmacHOCTH, Kak OH MOMOraeT MpW 3aliuTe OT HOBbIX

BMaoos KI/I68paTaK 1 npeaoTepaLleHnn NCnorb3oBaHNA BPEAOHOCHbLIX NporpamMmm.

WckycctBeHHbln nHTennekt (M) — aTo mMoluHas TeXHOMorus, kKotopasi moMoraeT crieumanictam cgepbl
MHPOPMaLIMOHHON Ge30mnacHOCTVM aBTOMaTU3MPOBaTb PYTUHHbIE 3a4a4Yu, MOeHTMMUMPOBATL U pearnpoBaTh
Ha yrposbl B HaMMeHbLUNE CPOKW, a Takke MOBbIWATb TOYHOCTb CBOMX AEUCTBUA ANS YKPEMNNEHUS YPOBHS
6e30MnacHOCTM OT pasnMyHbIX Npobrem 1 kubeparak.

MckycCcTBEHHBI MHTENNEKT [oKasan CBOK BaXHOCTb B Gopbbe ¢ npobremMamu MHOpMaLMOHHO
GesonacHocTi, npepfaras paspaboTky «MHTennekTyanbHbIXx AreHToB» AN 9deKTUBHOrO peLleHus
KOHKpeTHbIX 3afdad GesonacHocT. «/HTennekTyanbHbli AreHT», B BUAE anmnapaTHoro Wnu nporpaMMHOro
obecneyeHnsi, paspaboTaH ANs MOBbILEHUS BEPOSITHOCTM [OCTVMXKEHUSI OnpederieHHOM Luenu us-3a ero
CNocoBHOCTM HabnoaaTb, YYUTLCA M NPUHUMATL MpoaHarnM3MpoBaHHble pelleHus. ATu «MHTennekTyarnbHble
AreHTbl» MOTYT OGHapyXuBaTb HEQOCTaTKM B CIOXHbIX CTPYKTypax Koda, BbISIBNATb HeoObluHble 06pasuipl
BXOAa nonb3oBaTeneil U faxe pacrnosHaBaTb HOBble TWUMbl BPEAOHOCHbLIX MPOrpamMm, OTMYalOWMXCS OT
TPaAMLUMOHHBLIX METO0B OOHAPYKEHWS.

BHyTpu «UHTennekTyanbHble AreHTbl» 06pabaTbiBaloT OrpPOMHblE 0GbEMbl AaHHbIX AMNs U3y4YeHus U
NOHUMaHWSA NaTTepHoB (LWabnoHoB). Koroa oHM OTKpbLIBAOTCS B CMCTEMAaX 3allMTbl, areHTbl MPUMEHSIIOT CBOU
3HaHWSA, aHanNM3upys Bxoaslive OaHHble, BKIoYasi paHee HeU3BECTHYH0 MHApopMaLIMIO.

MpumeHenne NN B knbepbe3onacHOCTU MOXET ObiTb LieHHbIM M 3¢pheKTUBHBIM MOAX0A0M, HO, Kak U
nobaa TexHomnorMsl, oHa WMeeT CBOW [OCTOMHCTBA M HedocTaTku. XOTs aBToMaTu3auusi U MPUHOCUT
3HauMTENbHbIE NMPEUMYLLECTBA, BaXXHO HATK BanaHc 1 coveTaTb e€ ¢ YerloBEeYeCcKon aKcnepTnson. CuHeprus
MeXZy aBTOMAaTU3MPOBAHHLIMM WHCTPYMEHTaMW W OMbITHBIMK creuuanucTammM no  KubepGesonacHocTU
HeobxoOMma ANs CO3daHUA HaOeXHOW 3aluMTbl OT PasHOOOpPasHbIX U MOCTOSIHHO MEHSIIOLLUMXCA KMGepyrpos.
Mcnonb3oBaHe MCKYCCTBEHHOTO MHTENNeKTa B KubepGe3onacHOCTU Mo3BonisieT adhekTUBHO NpeodoneBaTb
CIOXHOCTU, C KOTOPbIMW CTaslKMBAOTCA OpraHM3auyn, U 3HaYUTeNbHO YyrydllaTb MX YpoBeHb 6e3onacHoCTH.
BoT psig npenmyLLecTs, KOTopble aBToMaTM3aLUUs MOXET NPeasiokuTb:

— OhhEeKTMBHOCTb M CKOPOCTb. ABTOMAaTU3aALMS MOXET 3HAYMTENbHO YBEMUUYUTbL CKOPOCTb U
addpekTMBHOCTL  kMGepbesonacHoCcT. ABTOMATU3MPOBaHHbIE CUCTEMbl MOMyT ObICTPO aHanuaupoBaTb
OrpOMHble 06beMbl AaHHbIX, 0GHapYXMBaTb Yrpo3bl U pearpoBaTh Ha NpobrnemMbl ropasao buicTpee, Yem npu
PYYHbIX MeTodax. ATa CKOPOCTb KpaiHe BaxkHa B CTOb GbICTPO MEHSIIOLLIENCS 06CTaHOBKE;

— CHIKeHMe YernoBeyeckoro doaktopa. ABTOMAaTV3aLMs MOMOraeT YMEHbLUMTb PUCK YEeroBeYeckom
OLLUMOKM, YacTo ABNSAOLENCA NPUUMHON KNBepuHLMOEHTOB. ABTOMAT3MPOBaHHbIE CUCTEMbI MOTYT CriedoBaTh
3apaHee onpederneHHbIM MpPoToKonam 6e30nacHoCTU, MUHUMU3UPYS BEPOSITHOCTb OLUMGOK, KOTopble MOoryT
NPVUBECTU K YA3BUMOCTSIM CUCTeM Ge30MacHOCTY;

— KpyrrnocyTouHbli MOHUTOPWHI U pearvpoBaHue. ABTOMAaTU3VMpPOBaHHbIE Mepbl knbep6esonacHoCTM
obecneynBatoT NOCTOSAHHBIA MOHUTOPUHE CETel U cucTeM, obecneunsast akTUBHYIO 3alUMUTY OT NOTEHLIMANbHbIX
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yrpo3. 910 6auTenbHoe HabrngeHue CroXHO NoaaepXuBaTb BPYYHYH), OCOBEHHO B GOMbLUMX U CMOXHBIX

WH(POPMALMOHHBIX TEXHOMOTUSX;

— Macwrabupyemocts. ABTOMaTU3MpPOBaHHbIE CUCTEMbI MOIYT ferko MacwrtabupoBaTtbcs Ans
06paboTkM Gonblworo obbema AaHHbIX U pasnuyHbIX 3agady 6esonacHocTn. OTa MacTabupyeMocTb KpanHe
BaXXHa Ansi opraHM3aLnin C CNOXHON MHAPACTPYKTYPOr 1 BonbLIMM 06bEMOM CETEBOIO TPadUKa;

— PyTuHHbIE 1 noBTOpPSOLIMECS 3agayn. ABTOMaTM3aLmUsi XOPOLLO NOAXOAUT OS5 BbIMOSHEHUS PYTUHHBIX
1 MOBTOPSAIOLLMXCA 3aad, NO3BOMSASA YEroBEeYECKMM creupanictam no knbepbesonacHoCTM cocpenoToUmThC
Ha Boree CnoXHbIX U CTpaTernyeckux acnekrax 6esonacHOCTU. OTO NOBLILLAET YAOBNETBOPEHHOCTL PaboToOM 1
NCMONb3YyeT YeroBEYECKy0 IKCNepTUdy Tam, rae oHa Havbonee Heobxoamma.
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threats a lot of data
0/\2 04 06
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ime Processes Detection And Response
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PucyHok 1.MMpeumyujecmea ucrnionb3os8aHusi N e kubepbesonacHocmu

Kak n 6bino ynomsiHyTO Bbille, B UCMOSb30BaHUN NCKYCCTBEHHOTO WHTEMMNEKTa, Kak 1 B Nobon Apyron
TEXHOIOrMM NPUCYTCTBYHOT CBON HEAOCTaTKU:

— CHwkeHne nopora Bxoda Ans 3MOYMbILNEHHMKOB. WICKYCCTBEHHbBIA WHTENNEKT npeacTaBnset
OMnacHoCTb ANnst MHAOPMAaLMOHHON 6e30MacHOCTM TeM, YTO CHWPKaeT MOpor 3HaHWM, HeobXoauMbIX Ans
CO3J4aHnsa 3royMbILLIIEHHVMKAMN BPEOOHOCHOro NporpamMmmHoro obecneverus. Takum obpa3omM OH He TOSbKO
NMOMOraeT CrpaBIsiTbCA C Yyrpo3amu, HO U caM CTUMYIUPYET YBENUYEHUE UX KONUYECTBA.

—3aBMCUMOCTL  OT  [daHHbIX W anroputMoB. McCnonb3oBaHWE MWCKYCCTBEHHOTO MWHTENNEeKTa B
nHdopMaLMoHHON Be3onacHocTn TpebyeT NOCTOSIHHOTO OOHOBMNEHUA 6a3 OaHHbLIX U anropUTMOB, YTO MOXET
ObITb 3aTPyOHUTENBHO M B CrlyYae aTaku 3M0YyMbILUNEHHUKOB Ha 3TU PECypCbl, MOXET NMPUBECTM K OOMbLUMM
yrpo3am ansi 6esonacHocTu.

— lNoBbIWEHHasa 0NacHOCTb AJ1s1 HEMOArOTOBIIEHHbBIX NOSIb30BaTENEN.

—YcuneHne crnoxHocTn kubepyrpo3. C  MCMOMb30OBaHMEM WU YBENMUYMITACH BaXKHOCTb  Hann4usi
KBanMmUMpoBaHHbIX crneumanmcToB no kmbepbesonacHoctn. OgHako rmodanbHbIA CNpoc Ha 3TUX IKCNEPTOB
3HauMTENbHO MpeBbILaeT npeanoxenune. CormacHo uccnegoaHuto 2022 roga o knbepbesonacHoCTM OT
(ISC)?, B Mupe HabnogaeTtca aeduumt B 3,4 MUNNMOHA CneLmManncToB no knbepbesonacHoCTy.

— Bonee cepbesHble yrposbl. [10 Mepe yBenu4eHus CroXXHOCTU UCKYCCTBEHHOIO MHTENMeKTa Bo3pactaeT
W CIOXHOCTb Kunbepyrpo3. MoxXeT BO3HUKHYTb CUTyalus, Korga OnbITHbIN KMBGEepnpecTynHWUK MCnonb3yeT
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WHCTPYMEHT WCKYCCTBEHHOTO WHTENneKkTa [ANnd COo3[aHusi BbICOKO MepPCOHanu3MpoBaHHOrO COOBLLEHMS

cnupdmmnHra. 9To coobLueHne, naeansHO BNMUCLIBAsiCb BO BHYTPEHHWUIA CTUMb KOMMYHUKALMW OpraHm3auuu,
MOXET 0OMaHyTb faxe caMbix OAUTENbHBLIX COTPYAHMKOB, HE FOBOPSI YXKE O PSiAOBbLIX MOMNb30BaTENSIX.

CnucoK ucnosnb308aHHbIX UCMOYHUKOS:
1. The Role of Al in Cybersecurity — A Comprehensive Guide on Al in Cybersecurity [3rekmpoHHbIl pecypc] — Pexxum docmyna:

https://Aww.eccu.edu/blog/technology/the-role-of-ai-in-cyber-security/ — [Jama docmyna: 06.04.2025

2. The Role of Arificial Inteligence (Al) in Modern Cybersecurity [3nekmpoHHbili  pecypc] — Pexum Oocmyna:

https://Aww.encryptionconsulting.com/the-role-of-artificial-intelligence-ai-in-modern-cybersecurity/ — [Jama docmyna: 06.04.2025

3. Artificial intelligence for cybersecurity: Literature review and future research directions [OnekmporHbili pecypc] — Pexxum docmyna:

https:/Aww.sciencedirect.com/sciencef/article/pii/S1566253523001136 — [ama docmyna: 06.04.2025

4. Cybersecurity and Al: The challenges and opportunites [OnekmpoHHbIli  pecypc] — Pexum docmyna:

https:/Aww.weforum.org/agenda/2023/06/cybersecurity-and-ai-challenges-opportunities/ — Jama docmyna: 06.04.2025

5. The Power and Limitations of Al in Cybersecurity [SriekmpoHHbit pecypc] — Pexxum docmyna: https://www.fortinet.com/blog/ciso-

collective/power-and-limitations-of-ai-in-cybersecurity — [Jama docmyna: 06.04.2025
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CUCTEMA BUOMETPUYECKOWN AYTEHTU®UKALIMU KIRTapp

Pomaros []. A., KonbaHos I.I1.,

Yyawuecs YO «HauyuoHanbHbIlU demcKul mexHornapKk»
2. MuHck, Pecnybniuka benapycs

HayuHbil pykoeodumernb: bernoycoea E.C. — kaHO. mexH. Hayk, doueHm kagheOpbl 3alyumal
UHGbopmauuu

AHHoTaums. B naHHoi pabote paccmatpuBaetcs cuctema brometpuyeckon ayTeHTudpmkaumm KIRTapp, npeaHasHaveHHas Ans permctpaumm
1 KOHTpONSs JOCTyrna C UCMonb30BaHWEM pacrosHaBaHus nuu,. [poBedéH aHanms pasrnuyHbIX anropuTMoB, Ha OCHOBE KOTOpPOro Obin BbiOpaH
onTUManbHbIN MeToq uoeHTudukaumm Face Recognition. Cuctema KIRTapp obecrneuvBaeT MOCTOSHHBIM MOHUTOPUHE MOfb30BaTens v
aBTOMaTUYECKOE pearvpoBaHue Ha M3MEHEHMUS B NMpoLiecce ayTeHTUMKALIMM, CHIDKAs PUCK HECaHKLIMOHMPOBaHHOTO AocTyna. B nepcnektuse

NNnaHUpyeTca nHTerpauma HenpoceTen aHTVI-CI'ly(t)VIHI' TEXHOIOMIA A4S NOBbILLEHWSt GE30MacHOCTU.

KntoueBble crioBa. Face Recognition; OpenCV; G1oMeTpuieckas ayTEHTUMKALMS; MaLLMHHOE 0By4eHWe, HEPOHHbIE CETH; pacro3HaBaHue

nu,

B coBpemeHHOM Mupe ayTeHTUdMKALIMA UTPaET KIKOYEBYHO porb B 0becneyeHun 6e30nacHOCTY SaHHbIX
1 orpaHnYeHun goctyna k cuctemam [1]. TpagnumoHHo ans nageHtudunkaumm nons3osBaTtenen NpMMeHanmcsb
naponu u PIN-kogbl, HO 3T MeToAblI UMEIT PAg HeAOCTaTKOB: OHW MOTYT BbITb 3abbIThl, YKpageHbl Nnm
CKOMMNPOMETUPOBAHDI.

BrvomeTpuyeckas ayTeHTUdMkaumsa npegnaraet 6onee HagéxHyo anbTepHaTuBY, UCMONb3YS
YHUKanbHble (hr3nonornyeckme xapakTepucTyK/ YernoBeka, Takne Kak oTnevaTkv nanbLues, pagyka rnasa u
nvuyo. OgHUM 13 Havbonee NoNynNSAPHbIX U yA0BHbLIX METOA0B ABMASETCA pacno3HaBaHve nuy [2].

B cTatbe npoBeaeH cpaBHUTENBHBIV aHaNM3 pacnpoCcTpPaHEeHHbIX MoAenen pacno3HaBaHWs nuu, Ha
OCHOBE KOTOPOro 060cHOBaH BbIbOp, BHEAPEHME 1 TeCcTupoBaHue mogenu Face Recognition B onepaumoHHon
cucteMe Secux Linux Ans KOHTPONs nNonb3oBaTenen KopnopaTUBHbBIX CETEN.

[nsa Bbibopa mogenu Ans cuctTeMbl BUOMETPUYECKON ayTEHTUDMKALMM U3YHEHO NCCneaoBaHNe pasHbiX
mMogernew pacnosHasaHus nuy [3]:

1 RetinaFace — 3T0 BbICOKOTOYHbBIV AeTEKTOp nuu, npeactasneHHbin B 2019 rogy. OH ncnonbayet
OOHOCTaAUMHbBIN MeTOA, OBHapPYXEeHNs NnL, C AOMOMNHUTENBHBIMW BO3MOXHOCTSAMU NPeacKasaHus KIoYeBbIX
Touek (rnas, Hoca, pTa).

2 DBFace — 310 kKOMMNakTHasi, OAHOCTaAunHas HeMpPoCeTb Ans AeTEKLMU 1L, pa3paboTaHHas ans
BbICOKOM CKOPOCTY paboThl.

3 Facenet-pytorch — 310 BbICOKOYpPOBHEBbIV MHTEPdEc Ana FaceNet, mogenn, npeacraBneHHon
Google B 2015 rogy.

4 Face Recognition — aTo nonynsipHas 6ubnuoteka gns Python, ocHoBaHHas Ha dlib. OHa
npegocTaensaeT yaobHbi APl ons getekumm, KOOGUPOBaHUS U CPABHEHWS NAL.

5 Ultra-Light-Fast-Generic-Face-Detector-1MB — 310 ynbTpanerkoBecHas MoAernb A8 AeTEKUUN N,
npegHasHayYeHHas Ansg MobuIbHbIX YCTPOWCTB Y BCTPOEHHbIX CUCTEM.

ABTOpOM mccnegoBaHus [3] 6bin co3aaH COOCTBEHHBIN AaTaceT, MPOBeAEH NPOLECC €ro pa3MeTKM U
OCYLLIECTBIIEHO TECTUPOBAHUE paHee NePEeYNCTIEHHbIX MOAENen.

[na npoBegeHust aHan13a pe3ynbTaToB TECTUPOBaHUS U onpedeneHnst Hanbonee noaxogsiien Mogenm
MCMonb30Banuch criegytolume meTpuku: Precision, Recall n Intersection over Union (IoU). 3Tn meTpukn
MO3BOMST HAM OLLEHWUTb MPON3BOAMTENTBHOCTb MOAESNEN B KOHTEKCTE TOYHOCTY Pacno3HaBaHWs fuu, MOSHOTI
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AeTeKUUnN 1 KavecTBa NoKanm3aunm 00 BEKTOB.

Precision (TO4YHOCTb) — MeTpUYKa M3MepSeT JOM0 NPaBUbHO NPeAcKa3aHHbIX NMONMOXUTENbHbIX
NPUMEPOB (UCTUHHBIX MONMOXUTENBHbIX) Cpeaun BCcex npeackasaHHbIX NONOKUTENbHbIX NPYMEPOB U
BblUMCnSETCa Mo hopmyne:

- TP
Precision =——
TP +FP
(1)

roe TP — KonnyecTBO UCTUHHBIX NONOXMUTENbHBIX NpeAcka3aHuii (MpaBUnbHO pacno3HaHHbIX nuu); FP —
KOMMYECTBO JTOXKHbIX MONOXMTENBHBLIX NpeackasaHui (OWmnBOYHO pacno3HaHHbIX NnL).

Precision BaxeH, koraa He0o6xoanMMO MUHMMM3NPOBATh KONTMYECTBO MNOXHbLIX cpabaTbiBaHU (koraa
Mogenb oWmnbOoYHO pacnosHaeT NuLo, rae ero Her).

Recall (MonHoTa) — MeTpuka Ans namepeHns CnocobHOCTN Mogenu obHapyXuTb BCe pearnbHble
NOMNOXUTENbHbIE NPUMEPbI CPEAN BCEX UCTUHHBIX MONOXUTENbHbIX. OHa OTpaXKaeT, CKOMNbKO U3 BCEX 0OBEKTOB
ObInn kKoppekTHO obHapyxeHbl Mogernblo. Popmyna ansa pacyeta Recall:

Recall =L
TP +FN
@

roe TP — Konn4ecTBO MCTUHHBIX NONOXUTENbHBIX NpeackasaHuii; FN — KonmuecTBO NOXHbIX
oTpuLaTenbHbIX NPeAckasaHuii (koraa Modernb He pacrno3HaeT nmuo, KOTOpoe eCTb Ha M3obpaxkeHun).

Recall kputnyeH B 3agavax, rae BaXKHO H NPONyCTUTb HU OOHOIO NWLLA, AaXe eCnv 3TO NPUBOAMT K
BonbLueMy YMCry NOXHBLIX cpabaTbiBaHWN.

Intersection over Union (IoU) — meTpuka loU nsmepsieT cteneHb coBnageHust mexay npeackasaHHom
obnactbio (Hanpumep, bounding box) n peanbHon obnacTblo, OXBaTbiBalOLENn 06bEKT. Ta MeTpnka 0COBEHHO
BaXXHa Ans 3afay OeTeKUMN 0OBbEKTOB, TaK Kak OHa NMO3BOSIAET OLEHUTb TOYHOCTb fokanusauun. Popmyna ans
pac4yeTa loU:

_ AreaofIntersection
~ Areaof Union

loU

IoU =

Area of Intersection (3)
Area of Union

roe Area of Intersection — nnowagb nepeceyveHns Npeacka3aHHOro NPSIMOYroNbHMKA U UICTUHHOTO
NPsIMOYTorbHKKA, orpaHnymBatoLLero nuuo; Area of Union — nnowaab 06beaAMHEHNS 3TUX ABYX

MPSIMOYTObHUKOB.

Tabnuua 1 — CpaBHUTENbHBIN aHanM3 mogeren GruomeTpryeckon ayTeHTUuukaumm

. Ultra-Light-
Metpuka | RetlnaFe DEFac 0 ytorckllz acenet- Recogrfi%gi Fast-Generic-Face-
Detector-1MB

Precision 0,99 1 0,95 1 0,74

Recall 0,8 0,8 0,71 0,38 0,75

loU 0,75 0,74 0,72 0,67 0,59

Bpewmsi

oBpaGoTiL, ¢ 91 13 14 11 3

AHanus pe3ynbTaToB NoKa3sarsl, 4To MoAersb RetinaFace npoaemMoHCTpupoBarna Hauny4lne nokasarenm
TOYHOCTU, OOHaKO eé BpeM4A BbINOJIHEHNA COCTaBUITO 9N CeKkyHAy, 4YTO ABIAETCA HenpuemMnemMbiM AnAa CUCTEMbI
6MOMeTpI/I‘-IeCKOI7I ayTeHTM(bI/IKaLI,I/II/I. DBFace Takke nokasana xopoLume pes3ynbTaTtbl, HO HE NpeaocTaBnAeT
BCTPOEHHOIro MexaHmn3ma cpaBHeHUA L, YTo I'IOTpe6OBaJ'IO Obl 4ONOMHUTENBHON peanusauumn, Hanpmmep, c
McnoJsib3oBaHNeM eBKIMMAOBa PACCTOAHUA. B cBsi3u ¢ atum Face Recognition SABNSieTCs Hanbornee noaxoaawmm
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BbIOOPOM: HECMOTpPS Ha HE camoe BbiCOkoe 3HadeHue Recall, nonHoe pacnosHaBaHWe BCEX NUL, HE ABNSAETCS

npuopuTeTOM AN paspabaTbiBaeMomn CUCTEMbI BUOMETPUYECKON ayTEHTUMKALMN, TaK KaK OHa aHanuampyeT
TOMNbKO €OUHCTBEHHOrO NoNb30BaTens, paboTaroLero 3a yCTpOMCTBOM.

Takum obpasom, aAnst paspaboTku cnuctemol GuomeTpuyeckon ayteHtudpukauum KIRTapp 6bina BeibpaHa
mogenb Face Recognition. MpuHumn pabotel KIRTapp ocHoBaH Ha peructpaLmu nons3oBartenemn
agMUHUCTPATOPOM, U B NOCreyoLLEM aBTOMaTUYECKMM CKaHMPOBaHMEM nornb3oBaTtenen kaxapie N MUHyT,
roe N —uncno, HacTpanBaemoe agMUHUCTPATOPOM.

Anroputm paboTbl hOHOBOW CMYXObl aBTOMATUYECKOro CKaHNMPOBaHWS NONb30BaTeNen NPeacTaBneH Ha
pucyHke 1.

FamycE OE0E0TD
TPETCEZERS;

count=0

!

mso0pasenne
C Eed-FaMepH;
count=count+1

Y

h 4
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TeHEDAIET KOTHPOEEH

count < 5
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MHEPEMEHTUDYEM 2 Aekp Y
kol
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Konw4ecTeo coenasuex gotorpadimi
kol = & kol = @
¥ Y
OGHDENEHKE TaliMepa 00 3anycka BLix00 U3 BKKaYHTA NONL308aTENA

CKPMNTA B CNEOYHLMA pas

PucyHok 1. Aneopumm pabomei hoHO80U Cr1yx6bl a8MoMamu4YeCcKoe0 CKaHUpo8aHUs nofb3o8amerel

Ha criegytolem atane anroputm, OCHOBaHHbIN Ha BubnmoTteke face recognition, BbINONHAET OETEKLUMIO
nMua Ha nory4eHHOM m3obpaxkeHun. OBHapy>KeHHOe Lo NpeobpasyeTcsi B BEKTOP MPU3HAKOB, Ha3biBaeMbIi
koampoBkon (face_encoding). OTOT BEKTOp NpeacTaBnsieT CoO0N KOMMAKTHOE YMCIOBOE ONMUCAHUE YHUKAIbHbIX
XapaKTepuCcTUK fvua nosnb3oBaTens, BblYUCNIEHHOE C MOMOLLLI0 CBEPTOYHOM HENPOHHOWN CETU.

Mpouecc noBTOpSAETCS 5 pa3 C UHTEPBArioM B 2 CekyHObl Mexay utepauusamm. Ha kaxxgom atane
dukcmpyeTcs pesynbTaT: uaeHTMOULMPOBaH N MONb30BaTeNb Kak Briagernew, ycTponcTea nnm HeT. Ecnv no
nToram MsATH NOMbITOK KONMYECTBO NMONOXUTENbHBIX NAEHTUMMKALIMIA MPEBbLILLAET KONMMYECTBO OTPULATESNbHbIX,
cvcTemMa NnoATBEPKAAET NPUCYTCTBUE BNagernbLa v npogosmkaeT paboTy. B npoTtMBHOM cnyyae cuctema
BbINOMHSAET GOKMPOBKY: TEKYLLUA CeaHC 3aBepLuaeT CBO paboTy, NpeaoTepallas HECaHKLUMOHUPOBAHHbIN
aoctyn.

Takon noaxod, OCHOBaHHbIM HA MHOFOKPaTHOW NPOBEpPKe, NO3BONSAET NOBbICUTL HAAEXHOCTbL anroputMa,
MWUHMMU3UPYS BEPOSATHOCTb OLLMOOK pacrno3HaBaHWs, BbI3BaHHbIX BHELUHUMW haKTopamu, TakKUMn Kak
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N3MEHEHMS OCBELLEHUS UMK CRyYalHble UCKaXXEHNS N306parKeHust.

Cucrema buomeTtpudeckon ayteHtudpmkaumm KIRTapp 6bina BHeapeHa B onepaumoHHy0 CUcTemy
Secux Linux. Ha pucyHke 2 nokasaH npouecc pabotsl KIRTapp. Mpu ycnewHom pacno3HaBaHum NONb30BaTens
BbIBOAMTCA "good", a npu HecoBnageHun Unn OTCyTCTBUM pacno3HasaHusi — "bad" B xypHane cepsuca. Bea
WHbopMaLMA Takke CoxpaHsieTcst B chann logs B nanke ¢ nporpaMmmMon (pUCyHOK 3).

reamer.cpp:1777 open OpencCV

python3
thon3[3

GHU nano

(%) ]

thwnoLnownoon
M M M M M

PucyHok 3 — ®adn ¢ nozamu

Takum 06pasom, Ha OCHOBE MPOBEAEHHOr0 TECTUPOBAaHUSI NokasaHo, 4To cuctema KIRTapp
obecneunBaeT HagéXHbI KOHTPOIb AOCTYNa U MOHUTOPUHIa Nonb3oBaTtenen, MUHUMU3NPYS PUCK
HeCaHKUMOHMPOBaHHOTO Bxoda. B Byayliem nnaHupyeTcs BHeapeHne HempoceTen u aHTU-CryuHr
TEXHONOrM 4N NOBbILLEHNS TOYHOCTW Pacno3HaBaHWA U 3aLLmThI OT NOMbITOK 06x04a CUCTEMBI.

Cnucok ucrnosib308aHHbIX UCMOYHUKOS:

1. Bepx6uukuit, C. B. BuomeTtpuryeckue cuCTeMbl 1 TEXHOMNOMM: OCHOBBI, MeToAbl, cpeacTaa. — M.: Mopsiyas nuHust — Tenekom, 2019 . —
304 c.

2. UccneposaHnne adpcpekTnBHOCTY BUBNMOTEK pacno3HaBaHNs N, [QNEKTPOHHLIN pecypc]. — Pexxum gocTyna:
https://libeldoc.bsuir.by/bitstream/123456789/51893/1/Petrov_Issledovanie.pdf.

3. CpaBHeHVe anropuTMoB AeTekuum nuL, [OnekTpoHHbIn pecypc]. — Pexxium pgoctyna: https://habr.com/ru/articles/661671/.
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KIRTAPP BIOMETRIC AUTHENTICATION SYSTEM

Romanov D.A., Kolbanov G. P.

students of the educational institution "National Children’'s Technopark®,
Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), Ass. Prof. of Department of IP

Annotation. In this paper, we consider the KIRTapp system, designed for registration and access control
using facial recognition. The analysis of various algorithms was carried out, on the basis of which the optimal
identification method of Face Recognition was chosen. The KIRTapp system provides continuous monitoring of
the user and automatic response to changes in the authentication process, reducing the risk of unauthorized
access. In the future, it is planned to integrate neural networks and anti-spoofing technologies to increase
security.

Keywords. Face Recognition; OpenCV; biometric authentication; machine learning, neural networks; face
recognition.
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YA3BUMOCTU MHOMO®AKTOPHOU AYTEHTUDUKALIUA

Poma+rosa M.T1.

Bernopycckuti eocydapcmeeHHbIl yHuUgepcumem UHopMamuKu U paduoarieKmpOoHUKU,
2. Munck, Pecriybrniuka benapyce

HayuHbil pykosoOumernb: HacoHoga H.B. — Q0KmMop mexH. Hayk, doueHm

AHHOTALMSA. B cratbe paccMaTp1BaloTCA BOMPOCH! PEAnM3aLin 1 YSI3BUMOCTY OfIHO- U MHOTOChaKTOPHOI ayTeHTUdMKALMA.
[MpoBenéH NpaKTU4ECKUI aHarM3 BO3MOXHOCTEIN 3KClyaTaumm MeXaH13MOB MHOMOGhaKTOPHOWM ayTeHTudukaumm Ha BeG-caiiTax ¢
ucrnornb3oBaHMeM crieumanuavposaHHoro 1O Burpsuite. B 3akmiodeHuy aBTop npepnaraeT HECKOMNbKO pekoMeHOaumin no

BHEOPEHMIO MHOrOhaKTOPHOM ayTeHTUdVKaLmmM Ha BeD-canTax Ans npeaoTBpaLLeHns BO3HUKHOBEHWS OMNCaHHbIX YSA3BUMOCTEW.
KntroueBble CNoBa: AyTteHTudrkaLms, yA3BUMOCTH, 3KCTyaTaLys.

MHorocaktopHaa  ayteHTudmkaumsa  (multi-factor  authentication, MFA) —  pacwwupeHHas
ayTeHTMmKaumsa, MeTod KOHTPONs AOCTyna, B KOTOPOM MOMb3oBaTento Ans MofyyYeHus Joctyna K
WHcopmaLmMn HeobxoaMMo npeabsBuTe Gonee OOHOro «AoKasaTenbCTBa MexaHu3ma ayTeHTMdumKaLmmny.
Cpeon Bcex pekomeHgaumi no obecneyeHno GesonacHOCTM AOCTyna, MHOrodakTopHas ayTeHTudmkaums,
Be3ycrnoBHO ABNseTCA 0QHON M3 Hambonee YacTo BCTpevatomxes [1].

YA3BMMOCTM ayTeHTU(MKaLMM OKa3biBaloT Cepbé3Hoe BnusiHMe Ha 6e3onacHoCTb MHOPMAaLMOHHOIO
pecypca. Ecnv 3noymblneHHNK 06xoauT ayTeHTUdMKauuio 1 nonyvaeT AOCTYN K YY4ETHOM 3anncu Opyroro
nonb3oBartens, OH Mony4aeT [AOCTyn KO BCeM [aHHbiM U YHKUMSIM, KOTOpbiMM  obriagaet
CKOMMNPOMETUPOBaHHas y4YéTHasd 3anucb. Ecnm ypaétca ckomnpomeTvpoBaTtb YYETHYIO 3amnvCb C BbICOKUM
YPOBHEM MPUBUNETIN, HaNpUMep, YYETHYHO 3anMCb CUCTEMHOMO aAMUHUCTPATOPa, OHW MOTYT NOMYyYMTb NOSHbLIN
KOHTPOMb HaJ BCEM NMPUIOXKEHWEM M MOTEHLMANbLHO NOMYyY T AOCTYM K BHYTPEHHEN MHAPACTPYKTYpe.

MHorve BebG-camTbl MonaraloTCs  WUCKIMIOYMTENbHO HA  OAHOMAKTOPHYH — ayTeHTMdMKaUMio C
MCMonb30BaHWeM napons Ans ayTeHTuduvkaumm nonb3oBaTenen. OgHako OHa sBnseTcs HebesonacHom,
MOCKOMbKYy Maponu MOryT OblTb CKOMMNPOMETUPOBaHbLI Pa3nuMyHbIMKM cnocobamun. Hanpumep, cornacHo
uccneposaHuio Verizon Data Breach Investigations Report 3a 2023 roa, 82% yTeuek AaHHbIX Oblnn CBsi3aHbI C
YernoBeYyecknM (PakTopoMm, BKIOYas MCMOMb3oBaHME Cnabbix unv ykpagaeHHbix naponen [2]. SdpdekTuBHbIM
CnocobomMm MOBLICUTb 3aALUMLLEHHOCTb Mpouecca ayTeHTUdUKkauum SBNSeTCH BHeAPEeHUEe MHOroakTopHon
ayTeHTupmkaumm. Xota npoBepka OMoOMeTpuyeckux pakTopoB MOXET ObiTb HeuenecoobpasHa Ans
bonblunHCTBa BEG-CanToOB, BCE Yallle BCTPeYaeTCcs kak obs3atenbHas, Tak u HeobssaTenbHas AByxdakropHas
ayTeHTudmkaumsa (2FA), ocHOBaHHas Ha KOMOWHaUMK (DaKTOPOB «4TO Bbl 3HaeTe» (Maposfib) U «4TO y Bac
ecTby. OBbIYHO 3TO BKIMOYAET BBOA TPaAAMLMOHHOTO NMapofsi U BPEMEHHOrO Koda NpPOBEPKW, MOMYYEHHOro C
M3NYECKOro YCTPOMCTBA, HAXOASALErocs BO BNaAeHMn Nonb3oBarens.

BOnbLUMHCTBO YyA3BMMOCTEN B MEXaHMU3MaXx ayTeHTUUKaLMM NPOSBIIAOTCS B OOHOM U3 ABYX CMOCOGO0B:
MexaHu3Mbl ayTeHTUdMKauum cnabbl, MOTOMY YTO OHM HE MOTYT afeKBaTHO 3aWWTUTL OT arak MeTogoM
nepebopa wnM xe eCTb JOrMyeckne HedocTaTkn unn  owunbkn  peanusaumn, KOTOpble MO3BONSIOT
3710YMBbILLIIEHHMKY MOMHOCTBIO OBOWTU MeXaHu3Mbl ayTeHTUdMKaummn. MIHoraa aT0 Ha3biBaeTCA «HapyLUEHHON
ayTeHTumrkaumnen».

HecmoTpsi Ha TO, YTO MHOrAA 3MOYMBILLIIEHHUK MOXET MOSTyYMTb OAUH (haKkTop, OCHOBaHHbIV Ha 3HaHUSX,
Hanpumep, Naporb, BO3MOXHOCTb OAHOBPEMEHHOIO MOMyYeHUsi APYroro aktopa U3 BHELIHEro MCTOYHUKA
3HauUTENbHO MeHee BeposTHa [3]. o aTon npuunHe aByxdakTopHasi ayTeHTudunkaumsa 6onee 6esonacHa, Yem
opHodbakTopHas ayTeHTudukaumus. OgHako, Kak 1 nobass mepa Ge3onacHOCTU, OHa Ge3onacHa HaCTOJbKO,
Hackonbko GesonacHa eé peanusaums. 1Noxo peanu3oBaHHy ABYX(AKTOPHYK ayTeHTUUKALMIO MOXHO
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06OWTN NNK axe NOMHOCTLI0 0BOMTK, TaK e Kak N OOHOAKTOPHYO ayTeHTUUKaLUMIO.

WHoroa peanusaums OBYX(aKTOPHOW ayTeHTUdMKALMU HECOBEpPLLUEHHa A0 TakoW CTeneHu, Yto eé
MO>XHO MOSHOCTLIO 06oMTK. ECnun nonb3oBaTento cHavana npegnaraeTcsa BBECTU Naporb, a 3aTemM BBECTU KOA
NOATBEPXKAEHMS HA OTAENbHOW CTpaHuLe, nonb3oBaTtenb (PakTUYEeCKM HaxoouTCsi B COCTOSHUM «BOLLEN B
cucTeMy» OO TOro, Kak OH BBEN KoA noarBepxaeHus. B aTtom criyyae ctout npoBepuTb, CMOXETE U Bbl
HaNpsaAMyl0 NepenTM K CTpaHuLaMm «TONbKO ANfis BXOo4a B CUCTEMY» MOCMe 3aBeplUeHWs NepBOro Luara
ayTeHTupmkauun. iHoroa Bel MoxeTe 0bHapyXnTb, YTO BEG-CalT HA caMOM Aerne He NpoBepseT, BbIMOMHUMM
Ny Bbl BTOPOW LLAr nepes 3arpy3kon CTpaHuLbI.

YA3BUMOCTM MHOrohaKTopHOM ayTeHTUMKaLum, CBsA3aHHbIE C OLLMBOYHOM NTOMMKOM npoLecca.

Hanpumep, ecnv nocne Toro, kak nonb3oBaTernb 3aBepLUMI NepBbI 3Tan BxoAa B cMcTemy, Be6-cant He
npoBepsieT AOMKHBIM 06pa3oMm, UTO TOT Xe NOoNb30BaTerNb 3aBepLUAET BTOPOM 3Tan ayTeHTMduKaLmu.

Hanpumep, nonb3oBaTenb BXOAWUT B CUCTEMY CO CBOMMU OObIMHBIMW YYETHBIMW OAHHBIMWA Ha MEpPBOM
Lare cnegyroLmm obpasom:

POST /login-steps/first HTTP/1.1

Host: vulnerable-website.com

username=carlos&password=qwerty

3ateM um npucsBavBaetca ann cookie, OTHOCALWMACA K WX YYETHOW 3anucu, npexage Y4em OHU
nepexoasaT Ko BTOPOMY 3Tany npoLecca BXo4a B CUCTEMY:

HTTP/1.1 200 OK
Set-Cookie: account=carlos

GET /login-steps/second HTTP/1.1

Cookie: account=carlos

Mpw oTnpaBke KoA4a NOATBEPXKAEHMSA 3anpoc NCNONb3yeT 3TOT dhawin cookie, YTobbl onpeaenuTb, K Kakon
YYEeTHOW 3anucy nonb3oBaTerb MNbiITaeTcs Nony4nTb AOCTYN:

POST /login-steps/second HTTP/1.1
Host: vulnerable-website.com
Cookie: account=carlos

verification-code=123456

B aTtom clhy4ae 3N10yMbILUNIEHHUK MOXeT BOWTK B cucTtemy, UCcnonb3ysa CBOU yYeTHble JaHHble, HO 3aTeM
M3MEHUTbL 3HadeHne channa cookie Ha noboe NpoM3BONBHOE MMS MOSMb30BaTENsl MpW OTNpaBke Koaa
nogTeepxaeHus. account

POST /login-steps/second HTTP/1.1
Host: vulnerable-website.com
Cookie: account=victim-user

verification-code=123456

OTO uYpesBblMalMHO OMacHO, €Cru 3MOYMbILUSIEHHVK 3aTeM CMOXeT MofobpaTb Kog Bepudmkaumm,
MOCKOIbKY 3TO MO3BOMUT €My BXOAUTb B YYETHbIE 3aMMCU MPOM3BOSIbHBLIX MOSIb30BATENEN, OCHOBLIBASCH
WCKITHOYMTESIBHO Ha UX MMEHM nornb3oBaTtens. MM aaxke He HykHo ByaeT 3HaTb Naporb Nonb3oBaTess.
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YA3BUMOCTM MHOropaKTopHOM ayTeHTUMKaLUn, CBA3aHHbIE CO cnabbiMn MeXaHU3MaMu.

Kak n B cnyyae ¢ naponsmu, Beb6-cantbl AOMMKHbI NPUHUMAaTh Mepbl AN npenoTspalleHusa nogdopa
koga nposepkn 2FA. 310 0COBEHHO BaXKHO, MOTOMY YTO KOA 4YacTo npeactaBnsieT cobon npoctoe 4 unu 6-
3Ha4yHoe uucno. bes HagéxHom 3aWwnTbl OT Nnepebopa B3nomaTtb Takon KO HECIOXHO.

HekoTtopble Beb-canTbl MblTalOTCA NPeaoTBpaTUTb 3TO, aBTOMATUYECKM BbIXOOA M3 CUCTEMbI, €Cnu
nornb3oBaTenb BBOAUT OnpeaenéHHoe KOMMYEeCTBO HernpaBuIibHbIX KOAOB MOATBEpXAeHWUs. Ha npaktuke ato
Hea(pPEKTNBHO, MOTOMY UTO MPOABUHYTLIA 3MOYMbILUNIEHHNK MOXET [axe aBToMatu3vpoBaTb ITOT
MHOrOCTyMNeH4aThbIn NpoLecc, co3gas Makpock! And Burp Intruder. [lna aTon Lenu Takke MOXHO UCMONb30BaTh
yanuHutens Turbo Intruder.

MogBoas wtorn, JaanM HEKOTOPbIE PEKOMEHAAUMM NO BHEAPEHMIO MHOrO(akTopHOW ayTeHTudmkaumm
Ha Beb-canTax Ona NpeaoTBPALLEHUst OMUCaHHBLIX YA3BUMOCTEW. MTak, OHWM BKMOYAOT BbIOOP Hag&XHbIX
meTopoB MFA, Ttakmx kak FIDO2, npunoxeHusi-ayTeHTMmKaTopbl U push-yBeooMIieHMs C NoATBEPKAEHEM
HoMepa, nsberas MeHee npeanoYTUTENbHLIX BapuaHToB Bpode SMS-kogos u email-kogos, peanusaumio MFA
C MMaBHOW WHTErpauven, npoCTbiM MPOLECCOM HAaCTPOWKW, NPEANOXEHWEM HECKONbKMX BapuaHToOB U
BesonacHbIX pe3epBHbIX METOAOB, a Takke 6e3onacHoe XpaHeHWe CeKpeTHbIX KIYen u 3awmTy oT obxoda
MFA, obecneveHve yaobctBa MCMONb30BaHMS Yepe3 BO3MOXHOCTb 3arOMMHAHUSA YCTPOWCTB U afanTUBHYHO
MFA, obyyeHne v nogaepxKy nonb3oBatenen ¢ MHopmMupoBaHvem o BaxHocTu MFA v npegoctaBneHvem
WHCTPYKUMI, a Takke NOCTOAHHOE COBEPLUEHCTBOBAHNE Yepe3 MOHUTOPWIHI, perynspHoe obHOBNEeHNe 1 ayant
6esonacHocTn. BHegpeHne MFA nomoraeT npegoTBpatuUTb atakM C MCMOMNb30BaHWEM YKPaOEHHbIX YYETHbLIX
OaHHbIX, PULLKHF, aTaku Tuna "4enoBek nocepeauHe", atakm Ha CeaHCbl U BHYTPEHHUE Yrpo3bl, 3HAYUTENBHO
nosblwas 6esonacHocTb Beb-cavTa.
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Mode of access
https.//www.securitylab.ru/analytics/546198.php?ysclid=m8hadigxes’27904854&utm_referrer=https %3A%2F%2Fyandex.by%2F — Date of
access : 21.02.2023.

2. Verizon Data Breach Investigations Report [nextponHsiwi  pecypc] / Verizon. —  Pexwum  goctyna
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AHAIN3 METOAOB 3ALWLUTDBI OT YIPO3 IP SPOOFING
C UCMNOJIb3OBAHUEM GNS3

Pyceuxas T.B.*, cmyde+Hm 2p.261401

Benopycckut 2ocydapcmeeHHbill yHUsepcumem UHEOopMamuKu U paduo3rieKmpoHUKU*
e. Murck, Pecnybrniuka benapyco

HayuHbili pykosodumerne: botinpas O.B. — kaHOudam mexHUYeCKUX HayK, 3aeedyrouuti
Kagbedpoli 3awumsi UuHgopmayuu, doueHm

Annorauusi. B MaTtepvianax goknaga npeacrasneHbl pesynbtarbl aHanmsa yrpos IP Spoofing, npoBeAeHHOro ¢ MCnonb3oBaHMeM cuMyrnsTopa
GNS3. [ns npoBefeHUsl ykasaHHOTO aHanmaa Obin paspaboTaH BUpTyarbHbI MakeT, COCTOSILLMIA U3 YCTPOWCTB HapyLUMTENs, LeneBoro
YCTpOVCTBa U MapLupyTu3atopa. ViccnenoBaHue coctosino w3 onucaHusi npoeeaeHust IP Spoofing, a Taike nocredcTsust kubepatakv anst
6e3onacHocTn ceTn. B pesynbrarte aHanmsa Obinv NpeanioxeHbl pekoMeHAaUumMn s NOBbILEHWS YPOBHS 3aLLMLLEHHOCTU MHAPOPMaLIMOHHBIX
cucteM. MNonyyeHHble pedynbTatbl MOTYT ObITb NOME3HbI Ars CNeLManicToB B 06nacTy 3awmTbl UHGopMaLmn 1 paspaboTkn ahEKTVBHBIX Mep
Mo NPeAoTBPALLEHMO NOAOOHBIX Yrpo3, a TaloKke Ans yny4lleHns 6e30macHOCTY CETEBbIX KOMMYHVKaLIMIA.

Kimouessie cioBa. CeTeBble knbepataky, IP Spoofing, GNS3, VMware, iptables, Wireshark.

Beepenue. [poTtokon IP npegHasHaveH ans obecneyenus coeamHeHuss xoctoB. [lpoTokon obecneunsaet
nepegady 6110KOB AaHHbIX, Ha3blBaeMbIX AenTarpaMmmamMn Mexgy oTnpaBuTeNeM 1 nonyyaTenemM, y3anbl KOTOpbIX
NAEeHTUULMPYIOTCS agpecammn MKCUpoBaHHOW AnnHbl. Ha pycyHke 1 nokasaH chopmat 3aronoska naketa IP.

o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 & 9 0 1 2 3 4 5 6 7 8 9 1 2
Version | IHL | ToS Total Length
Identification Flags Fragment Offset
TTL [ Protocol Header Checksum

Source Address

Deestination Address

Options I Padding

PucyHok 1 — ®opmam 3acosnoska rakema IP

B nonsx Source Address n Destination Address yka3sbiBatoTca agpeca MCTOYHMKA U Ha3HaYeHWS.

AKTyanbHOCTb Npobnembl ceTeBon ataku IP Spoofing octaeTcs BbICOKOWM M3-3a MCMONb30BaHUSA HapyLLUTENSIMU
AN OHNAaNH-MOLLEHHNYECTBA, KPaXn NUYHbIX JaHHbIX U HapylleHus paboTbl KOpnopaTuBHbIX BeDG-calToB U
cepBepoB. Takke Takas ataka siBnseTcs ocHoBon apyrmx atak (DDoS, MITM 1 mackupoBka 6GOTHET-YCTPOCTB). B
xoge nposedeHusi IP Spoofing agpec uCTouYHMKa HapylMUTENs MEHSIETCS Ha NoagernbHbIA, YTOObl CKPbITh
peanbHbIn IP-agpec 1 co3gatb BUAMMOCTb NEMMTUMHOIO NOAKIOYEHUST K CETU.

Llenb gaHHom HayyHoW paboTbl cocTosna B aHanmuse achdhekTMBHOCTM METOAOB 3awumThl OT yrpo3 IP Spoofing.
npaKTI/I'-IGCKaﬂ 3HA4YMMOCTb pe3ynbTaTtoB AaHHOro uccregoBaHUA COCTOUT B BO3MOXHOCTU UX NMPUMEHEHUA B
Lensx nosbleHns 3heKkTMBHOCTN anroputMoB UMLTPALUN MaKETOB M CO3[aHUA COBPEMEHHBLIX CUCTEM
npenoTBpaLLleHns aTak.

OcHoBHasi 4acTb. [nsi u3yyeHus npuHUMMOB nepedayn |IP-nakeToB Obina co3gaHa nokanbHas ceTb B
BMPTYarnbHOM nabopatopmm, MOCTPOEHHOW C UCMOSb30BaHMEM cumynaTopa GNS3.
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Cxema BupTyansHon nabopatopum, noctpoeHHon B GNS3, npvBegeHa Ha pucyHke 2. B ee coctaB Bxogut

cnepyoLLee obopyaoBaHuve:

— mapwpyTtusatop Cisco ¢7200;

— kommyTaTop (Swithl);

— komnbtoTep Hapywwutens ¢ OC Alpine Linux (AlpineLinux);
— komnbtoTep xepTebl ¢ OC Alpine Linux (AlpineLinux-victim);

— KOMNboTEp ¢ orpaHnyeHHon OC (VPCS).

R1
3 —_ Switch1
PC1 / g \AlpineLinux-\rictim

192.168.2.2/24
192.168.1.2/24

AlpinéLinux

S

192.168.3.2/24

PucyHok 2 — Cxema supmyaribHol rtabopamopuu, nocmpoeHHoU ¢ ucronb3o8aHuem cumynsmopa GNS3

B pamkax uccnegoBaHus Bbin paccMOTpPeH cueHapun ¢ nogmeHon IP-agpeca v nposegeHnem DDoS-atakn Ha
ycTponcteo € orpaHmdeHHon OC. [Ona nposBegeHus kubepatakum Heobxognmo uaMeHuTb |P-agpec uepes
n3MeHeHue 3HadeHus nons Source Address B 3aronoske IP-naketa. B Tononorvm nokansHon cet B GNS3
onpegeneHsl cregyowwme IP-agpeca:

1) 192.168.1.2 — yctporncTso xepTBbl (AlpineLinux-victim);

2) 192.168.3.2 — yctpowcTso HapyLmTens (AlpineLinux);

3) 192.168.2.2 — ycTpowcTBo ¢ orpaHndeHHon OC (VPCS).
Ha ycTtponcTBax HapylumTens v LeneBo MalluvHbl Obin YCTAHOBIEH WHCTPYMEHT iptables. Ha yctponictee
AlpineLinux c NMOMOLLIbHO KOMaHpbl, npeacTaBneHHON Ha pUCyHke 3, Obin N3MEHEH
IP-agpec uctouHuka B IP-naketax.

/ # iptables -t nat -A POSTROUTING -p icmp —'| SNAT --to-source 192.168.5.2

PucyHok 3 — KomaHOa 0risi usmeHeHus1 adpeca UcmoyHuKa 8 IP-nakeme
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Ha pucyHke 4 npuBeaeHbl Nony4veHHble C MOMOLLBI0 aHanusatopa Tpadmka Wireshark ceepeHns o nakertax,

OTMpaBneHHbIX B X0Ae peanusaumm ycnewHon DDoS-aTtaku, npu KoTopo Bbina ocyLlecTBneHa 3ameHa agpeca

WCTOYHMKA NpW OTMNpaBKe MNAKETOB C YCTPOWCTBA HapyLUUTENSI.

.591342 .5. . B 98 Echo (ping) request id
p. 9 98 Echo (ping) reply id=
70 Destination unreachable

98 Echo (ping) request id=

98 Echo (ping) reply id

7@ Destination unreachable

98 Echo (ping) request id

98 Echo (ping) reply id

70 Destination unreachable

Echo (ping) request id

Echo (ping) reply id

estination ur hable

Frame 5: E
Ethernet II, Sr 6:68: 0 9 : :01:4c:fc:00:00 (ca:01:4c:fc:00:00)
Internet Protocol i
0180 .... = Vers H
. 8191 = Header Length 26 bytes (5)
Differentiated Services Field: @x8@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 84
Identification b2 (59570)
Flag @x2, Don't fragment
800 = Fragment Offset: @

Protocol:
Header Check xCE idation disabled]
[Header che status: Unverified]
Source Add 192.168.2.2
Destination Address: 192.168.5.2
[Stream index: @]
Internet Control Message Protocol

-9x0058, seq=0/0, tt1=63 (reply in 5)

=0/@, ttl=64 (request in 2)

0x6658, seq tt1=63 (reply in 8)
-6x0058, seq tt1=64 (request in 7)
(Host unr
=0x0058, seq tt1=63 (reply in 12)
=0xP058, seq tt1=64 (request in 11)

(Host unrea

-0xP858, seq tt1=63 (reply in 15)
=6x0058, se ttl=64 (request in 14)

(Host unrea

PucyHok 4 — CeedeHusi 0 nakemax, omrnpaesieHHbIX 8 xo0e pearnu3ayuu ycriewHol DDoS-amaku

MeTogp! 3awmThl OT yrpo3 IP Spoofing BkntoyatoT:

— MOHWUTOPUHT CETEN Ha NpeaMeT NoA03PUTENBHON aKTUBHOCTY;
— MCMONb30BaHMe ayTeHTUdMKaLuK;

— UCMOMNb30BaHME MEXCETEBOTO IKPaHa;

— BkmtoveHme Unicast Reverse Path Forwarding (URPF) Ha mapLupyTusatopax
NakeToB;

— OorpaHu4eHne JOCTyna K CETEBbIM pecypcam (HacTporika access-list).

Onsi noucka obpaTHOro MapLupyTa

Mogoxon k 3awmrte or yrpo3 IP Spoofing, OCHOBaHHbIM Ha wucnonb3oBaHMM access-list u uRPF Ha

MapLupyTusatopax ans dunstpaummn Tpaduka, npueeaeH Ha pucyHke 5.

Rl#tsh access-list
Extended IP access list FILTER TF"‘FFI'L
18 permit ip 192.168.1.0 ¢
permit ip 192.168.2.0 0.6

255 (4 matches)
55 (12 matches)

deny ip any any (19 matcl _5__}
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intertace FastEthernet

255.255.255.0
oup TRAFFIC in
unicast reverse-path
duplex half
|

68.1.1 255.255.255.0
-group FILTER TRAFFIC in

unicast reverse-path

: ) 5.255.255.08
ip verify i verse-path

duplex half

PucyHok 5 — Hacmpolika access-list u nposepka Mapwpyma rnakema

MexaHunam paboTbl Unicast Reverse Path Forwarding BkntoyaeT B cebsi npoBepky mMapLupyTa naketa B Tabnuue
MapLLpyTU3aLum, ecrnm agpec UCTOYHMKA BXOASLLErO naketa CyLLEeCTBYET, TO OCYLLECTBMAAETCA Nouck obpaTHbIX
MapLLPYTOB K agpecy UCTOYHMKA, eCrnn HaAeH NHTEPENC, KOTOPLIN COOTBETCTBYET MHTEPMENCyY NoMyYeHus, To
nakeT NponyckaeTcs, B MHOM Crlydyae OoTbpackiBaeTcs.

PesynbTtatel aHanmsa Tpadmka npu BKIOYEHHON hmUnbTpaLmm NakeToB NPUBEAEH HA PUCYHKE 6.

2 3.896275 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0x00889, seq=8/6, ttl=63 (reply in 5)

5 3.927764 192.168.2.2 192.168.5.2 ICMP 98 Echo (ping) reply i1d=0x0089, seq=0/6, ttl=64 (request in 2)

6 3.974412 -2.1 192.16 -2 IcMp 7@ Destination unreachable (Communication admini y filtered)
7 4.915986 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0x8089, seq=1/256, ttl=63 (reply in 8)

8 4.915986 192.168.2.2 192.168.5.2 ICMP 98 Echo (ping) reply 1d=0x0089, seq=1/256, ttl=64 (request in 7)
9 4.959386 L2.1 192.168.2.2 ICMP 70 Destination unreachable (Communication admini. tively filtered)
10 5.916578 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0x@089, seq=2/512, ttl=63 (reply in 11)
11 5.916578 192.168.2.2 192.168.5.2 ICMP 98 Echo (ping) reply i1d=0x8889, seq=2/512, ttl=64 (request in 18)
12 5.932284 2 -2.1 192.16 -2 IcMP 78 Destination unreachable (Communication admini tively filtered)
14 11.128433 192.168.5.2 192.168.2.2 ICMP 98 Echo (ping) request id=0xP@8a, seq=8/8, ttl=63 (reply in 15)

15 11.128433 .2.2 192. 2 ICMP 98 Echo (ping) reply 1d=0x008a, seq=0/06, ttl=64 (request in 14)
16 11.1 5 L2.1 192.168. ICMP 7@ Destination unreachable (Cc ication admini y filtered)
17 12.1 2 .5.2 192. .2 ICMP 98 Echo (ping) request i (reply in 18)
18 12.152712 2.2 192. . ICHP 98 Echo (ping) reply i , st in 17)
19 12.166758 -2.1 192.16: -2 IcMP 70 Destination c n admini filtered)

PucyHok 6 — Pe3ynibmamel aHanu3a mpacdbuka rpu guribmpauyuu rnakemos
3akntoveHune. Ha ocHoBe NpoBeAEHHBIX UCCIEA0BaHNI MOXHO cAenaTthb criedyoLlme BobiBOAb!.

1. PerynspHoe npoBefeHne aHanmusa 3@eKTMBHOCTM MEeTOAO0B 3aliMTbl OT  Yrpo3  MHAOPMaLMOHHON
0es3onacHOCTM  SABMSIETCA  BaXHbIM ~ MEPOMPUSTUEM, HaMPaBMEHHbIM Ha  MOBbIWIEHVE  3ALUMLLEHHOCTU
WHAOPMALIMOHHBIX CUCTEM.

2. MNpvmMeHeHne Taknx TexHOMoruW, kak cunbTpauus Tpaduka, Unicast Reverse Path Forwarding, a Taike
CMMCKOB KOHTPOMs AocTyna obecneunBaeT adpdekTMBHOE BbisIBIiEHNE 1 BNOKMPOBKY NOAAENbHBIX MAKETOB, YTO
cnocobcTByeT 3alumTe OaHHbIX. HacTpomka 3TuxX MHCTPYMEHTOB MpefoCTaBnsieT BO3MOXHOCTb aHanmMsnpoBaTb
CEeTEeBYI0 aKTMBHOCTb U pa3pabaTtbiBaTb aheKTUBHbIE MEpbI 3aLUmMThl OT yrpo3 kubepataku IP Spoofing.

CrucokK ucnosib308aHHbIX UCMOYHUKOS8:

1. IP Spoofing: ymo amo u kak pabomaem [OnekmpoHHbIl pecypc]. — Pexum docmyna: https:/iwww.kaspersky.ru/resource-

center/threats/ip-spoofing — Jama docmyna: 07.04.2025.
2. Yepkacos [1. FO., MeaHos B. B. IP-spoofing / Espa3sutickuli Hay4HbIl xypHan. — 2017. — Ne. 6. — C. 197-200.
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3. lNpedomepalyeHue noddesnku adpecos yepes Unicast Reverse Path Forwarding [OnekmpoHHbil pecypc] — Pexum docmyna:

https://Aww.opennet.ru/base/cisco/unicast reverse path forwarding.txt.html — [Jama docmyna: 07.04.2025.

4. bobos M. H., Moxammed ®@. O. Memodbi ucrons308aHusi MexaHuU3Ma roucka obpamHo2o mapuwpyma Ons 3auyumbl JTIOKanbHbIX

cemeli om amaku criy¢huHea //[Qoknadbi 6I'YUP. — 2010. — Ne. 5 (51). — C. 72-75.

ANALYSIS OF PROTECTION METHODS AGAINST IP SPOOFING
THREATS USING GNS3

Rusetskaya T.B.%, gr.261401

Belarusian State University of Informatics and Radioelectronics?,
Minsk, Republic of Belarus

Boiprav O.V. — PhD in Technical Sciences, Head of the Department of Information Security,
Associate Professor

Annotation. The article presents the results of an IP Spoofing threat analysis performed using GNS3 simulator.
For this analysis, a virtual mockup consisting of the intruder's devices, target device and router was developed. The
study consisted of a description of IP Spoofing as well as the effects of the cyber-attack on network security. The
study's findings yielded recommendations to enhance the security level of information systems. The results
obtained may be of use to information protection specialists, in order that they might develop effective measures to
prevent such threats, as well as for improving the security of network communications.

Keywords. Network cyber-attack, IP Spoofing, GNS3, VMwatre, iptables, Wireshark.
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KUBEPKYJIbTYPA: MEMbI U TPEHAbI, BIINAIOLWIUE HA
BE3OMNACHOCTb B CETH

Pyma A.M.

Benopycckuti eocydapcmeeHHbIl yHuUgepcumem uHgopMamuku u paduosnieKmpoHUKU
e. Murck, Pecnybrniuka benapyco

Kanaw A.B. — cmapuwuti npernodasamerb, kaghedpa 3KOHOMUYECKOU UHGOpMamuKu

Annotamus. [laHHasi HaydHas paboTta viccriedyeT BIUsSHYE MEMOB M TPEHOOB Ha KMGEpKynbTypy, nogyepkveas Ux porb B (hopMUpOBaHWM
0BLLECTBEHHOMO MHEHUS 0 GesonacHOCTY B ceTu. OfHaKO Takke 06Cy»KaatoTCs BbI30BbI M MPOGNEMb!, CBA3AHHbIE C UCKaXKEHEM MHGOpMaLIMM 1
BO3MOXHOW Ae3uHdopMaLweil. B aToin pabote paccMoTpeHb! MPenMMyLLECTBa UCTIONb30BaHWA MEMOB AFsl PacrpoCTpaHeHust UHopMaumm v

NOBbILLIEHUA 0CBEAOMINEHHOCTU O KM6epyrp03ax.

KnbepkynbTypa npencrtaBnsetr coboOM  COBOKYMHOCTb  LIEHHOCTEW, MNPakTMK W coobLLecTB,
HPOPMUPYIOLLIXCH B BUPTYyarbHOM NPOCTPAHCTBE MHTEpHeTa. MeMbl, kKak eauHULbl KynbTypHON MHopMaumm,
ObICTPO pacnpoCTpaHsTCa B CeTW, AocTuras BUpPYCHOM nmonynsipHocTh. OHM nepefarTcs Yepes pemuKenbl,
aganTtaumv, U3MeHeHUs 1 MoAMUKaLMM OPUrMHANBHOIO KOHTEHTA, YTO CMOCOBCTBYET MX TpaHcdopmauum 1
asonoumm. Membl  OKasblBalOT 3HaYMTENbHOE BMMSHME Ha OOLIEeCTBEHHOE MHEHWe, CrocobCTBYHOT
OpMUPOBaHMIO TPEHOOB W MOryT ObiTb WHTErpypoBaHbl B MapKETWHIOBble CTpaTermn, a TaKkke
NCMONb30BaTbCH B MONIMTUYECKNX KOHTEKCTAX ANS MObMnu3aummn n BO3GeNCTBUS Ha ayaUTOPUIO.

Membl 1 TpeHabl MOryT npeacTaensaTb cobom yrposy 6e3onacHOCTM B UMAPOBOM MPOCTPaHCTBE.
PUWNHIOBbIE aTakM Hepeako MCMOoNb3ylT MeMbl Ans  MackMpoBKM CBOMX HaMepeHnn un  obmaHa
nornb3oBarenen, YTo 3aTpyaHseT pacrno3HaBaHue BPeOOHOCHbLIX AeNCTBUA. BpedoHOCHbIE Mporpammbl Takke
pacnpoCTpaHsAlTCA  Yepe3 nonynsipHble TPeHAbl W  BUPYCHble Buaeomartepuanbl, 4YTO yBenuyMBaet
BEPOSATHOCTb MX pacnpocTpaHeHus cpedu nonb3osatenen. Kpome Toro, Membl MOryT ObITb UCMONb30BaHbI B
uensax MaHunynsumMn, no3BoNnss 3MOyMbILUMEHHWKaM MofyyaTe AOCTYN K KOHdpuaeHumanbHbIM OaHHbIM U
nYHOW MHGOPMaLMK Nonb3oBaTenen, YTo NogvyepkMBaeT HeOBXOAMMOCTb MOBbLILLIEHWUS OCBEAOMIIEHHOCTU O
puckax, CBA3aHHbIX C NOTpebrieHneM KOHTeHTa B uHTepHeTe [1].

B uenom, memMbl OKkasbIBalOT 3HAYUTENBHOE BRNSHWE Ha NoAco3HaHue, OPMUPYS MHEHWS U YCTaHOBKU
nonb3oBarenen. Vix cnocobHoCTb Kk BbICTPOMY pacnpoCTpaHEHMO U BU3yanbHOW NpuBReKkaTensHOCTN Aenaet
UX MOLLHbIM MHCTPYMEHTOM MaHunynaumm sHumaHnem. Odpekt FOMO (Fear of Missing Out), nnm 6053Hb
yNyCTUTb BaXHyl0 MWHGOPMaLMO, CMOCOOCTBYET MOBbLILEHHON BOCMNPUUMYMBOCTM MOMb3oBaTenen K
MaHWMynAUMsAM, 3aCTaBnss UX pearMpoBaTh Ha KOHTEHT 6e3 AOIMKHON NPOBEPKN UCTOYHNKOB M DaKTOB.

Kpome TOro, aBromartuyeckoe BOCMpUATME WMHAOPMaLUW, XapakTepHoe Ans noTpebneHnss Memos,
MOXET CHWXKaTb YPOBEHb KPUTUYECKOTO MbILLMEHMS. 3TO NPUBOAUT K HEQOCTATOYHON aHanuTMYECKOW OLIEHKe
npeacTaBneHHbIX OaHHbIX W, Kak cneicTBve, yBenmumBaeT puck obmaHa u gesuHdopmauun. MNMonb3oBatenu,
He noaBepralwme COMHEHMIO YBUOEHHOE, CTaHOBATCSA 6onee yA3BMMbIMKM K MaHWNynaumsM, 4YTo
nogvepknBaeT HeoOXOOMMOCTb Pa3BUTUS HaBbLIKOB KPUTUYECKOrO MbILIMIEHUS U OCO3HAHHOro MoTpebneHus
KOHTEHTa B KNbGepKynbType.

Membl OKa3biBaloT 3HaYMTENbHOE BO3OENCTBUE HA acnekTbl 6e30nacHOCTH B LMPOBOM NPOCTpaHCTBeE,
KaK MomnoXuTenbHoe, Tak n oTpuuatencHoe. OHM Takke ChyXaT MHCTPYMEHTOM COUManbHOM MHXEHepuu,
NO3BONSSA 3MOYMbILLMIEHHWKAM MaHWMynMpoBaTh MOMNb30BaTENsSMM U CO3[daBaTb JIOXKHOE YyBCTBO AOBEPUS.
Hanpumep, membl MoOryT ObiTb pa3paboTaHbl C MCMONb30OBaHMEM 3HAKOMbIX TEM WM MEPCOHaXeW, 4To
MOBbILLAET X NPUBMEKATENbHOCTb M CHWXKAET HaCTOPOXXEHHOCTb MoNb3oBaTernen. 3MoyMbILLEHHNKA aKTUBHO
NCMoNb3YIOT AN NpUBeYeHUs BHUMaHNS Nornb3oBaTtesiei K oMLLIMHIOBLIM CChINKaM U BPEAOHOCHbLIM daiinam.
C Apyrou CTOpOHbI, MeMbl MOTyT BbITb MCMOML30BaHbI B paMkax obpa3oBaTeribHbIX KamMnaHWin Ans NoBbILLEHNS
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OCBeIOMNEeHHOCTN O KkmnbepbesonacHocTM. OHM cnocobHbl caenatb CroXHble TeMbl 6oree OOCTYMHbIMU Y

MOHATHBIMW ANS LUIMPOKON ayamTopuu [2].

OaHMM 13 NpuMepoB MEMOB ABMsieTCs «3TO He Bar, 3To hmya». Mem nomoraeT ynpoliatb obcyxaeHne
TEeXHUYECKMX Npobnem, Aenasi nx 6onee AOCTYNHLIMY ANS LUMPOKOW ayauTOpun. 3TO MOXKET MOBLICUTb MHTEPEC
k Borpocam IT n 6esonacHocTn. [MockONbKy MeM akUeHTUpyeT BHMMaHWE Ha HegocTaTkax M owmbkax, 3To
MOXET BbI3BaTb Y Monb3oBaTenen HegoBepue K npogykram n cuctemam. [NoHnmaHve, 4To HekoTopble 6aru
MOryT ObITb ouyamm, 3acTaBnsieT nonb3oBatenen bbiTb 6onee BHUMATENBHBIMU Y KPUTUYHBIMMU.

Opyrmm npymepom MeMOB SABNSIOTCS peanucTuyHble BUAEO, CO3AaHHbIE C UCNOMb30BAHUEM TEXHOMOMMN
WCKYCCTBEHHOIO MHTENNEeKTa, KOTOPble UMMIOCTPUPYIOT XM3Hb B UCTOPUYECKMX KOHTEKCTAX, Takux kak [peBHui
Ervnet, OpesHsia peuns, Ha 6opTy «TutaHuka» unu B [Nomnesax. 3Tn Buaeomatepuanbl JEMOHCTPUPYIOT
COBbITVSA 1 NOBCEAHEBHYIO XWN3Hb B YKa3aHHbIE 3MOXW, CO34aBasi UNMO3NI0, YTO OHM NMPOUCXOOAT B HACTOSILLEE
Bpems. Mem nogyepkMBaeT, Kak Merko MOXHO co34aTb (hanblUMBbIA KOHTEHT, YTO BbI3blBAET OMaceHus Mo
NOBOAY NOAAENKM NCTOPUYECKUX (DAKTOB U MaHWUNyNSaumn ¢ MHpopMaumen. 3To MOXET NPMBECTU K HEAOBEPWIO
K MWCTOYHMKaM WHdopmMaumn. C  Opyrol CTOPOHbI, TakMe MeMbl MOryT ObiTb  WUCMOMb30BaHbl  Ans
obpasoBaTenbHbIX Lenen, npMernekas BHUMaHue K UCTopun 1 Kynbtype. OHM MoryT cnocobCcTBoBaTh UHTEPECY
K APEBHUM LIMBUNU3ALMAM U X HACNEANto.

Tarke NpYMepoM UCKYCCTBEHHbIX MEMOB SBMSIOTCA UW-KOTbI, YTO MNPUBEAEHO Ha pucyHke 1. OH moxeT
BMMATbL Ha BoOCMpusiTMe yrpo3. Jliogum MoryT BOCMpUHMMATL KUBepyrposbl MeHee Cepbes3HO, €CnU OHU
npeacTaBreHbl B UPMBOM bopmaTte, YTO MOXET CHU3NTb 6amTensHOCTb. KapTuHKK, BbidbiBatoLLMe CMeX, MOryT
ObITb MCNOMb30BaHbl AN MPUBMEYEHUS BHUMaHWS K BaXHbIM BOMpocaM 6e30nacHOCTU B WMHTEpPHeTeE.
Hanpumep, aHanoryss C akyrnon MOXeT CUMBOMM3MPOBaTb KnOepyrposbl, a KOTEHOK - YA3BMMOCTb
none3oBarenen [3].

PucyHok 1 — Mem co30aHHbIU UCKYCCMBEeHHbIM UHMEesIIeKmom

B ycrnoBusx BceobbLEMIIOLLErO BMUSHWMS MEMOB U BUPYCHOMO KOHTEHTA B MHTEpPHETe, Morb3oBaTensm
HeobXoOMMO pasBMBaTb HaBbIKM 3alUUTbl OT MaHWUMNYNATUBHBIX UM Ae3UMH(OPMALMOHHBIX  3dEKTOB.
Monb3oBaTeny AOMKHbI 0By4aTbCA KPUTMYECKOMY aHanmu3y WHdopMauuv, Mpexae Yem MnpuHUMaTb eé 3a
npaegy, YTo BKIOYaeT B cebsl NPOBEPKY UCTOYHMKOB U CpaBHeHUst ¢ Apyrmin. KnoyeBbIMU acnektamu 30ech
ABNAKTCA UAESHTUMKALMS SMOLIMOHANBHOTO BO3AEWCTBMS U pacrio3HaBaHMe TPHOKOB COLIMANbHOMN MHXEHEPUN.
Monb3oBaTenu A0MKHbLI YCTAHABNMBATL NTUYHBIE MPaHULbI B OTHOLLEHWUW TOTO, KaKoi KOHTEHT OHU NoTpebnsoT
1 KaK pearvipyioT Ha Hero.

Takum oGpasom, MeMbl U TpeHAbl B KMOepKynbType NPeacTaBnsoT coO0M ABYCTOPOHHUM UHCTPYMEHT,
obriagarowmin NoTEHUMArioM Kak [Arisi MOBbILEHUS OCBEAOMIIEHHOCTM O kubepbesonacHocT, Tak M Ans
MaHUMyNAUMM U pacnpocTpaHeHuss aesvHdopmaumn. 3To MoadYepKMBaeT HeoOXOoOMMOCTb  KPUTUYECKOTO
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noaxoda K KOHTEHTY W pasBUTMS HaBbIKOB MeauarpaMoTHOCTW cpeau nomnb3oBaTtenen. ObpasoBaTenbHble

WHMLUMATVBLI, OCHOBaHHbIE HA MeMax, MOIyT CbirpaTb BaKHYK ponib B chopmumpoBaHum 6onee Ge3onacHoro
LUMcpoBOro NpOCTpaHCTBa, ecnv OyayT HamnpaBneHbl Ha OCO3HaHWE MOTeHLUMarnbHbIX Yrpo3 WU passButue
aHaNUTUYECKOro MbILLIEHUS.

B 3akntoyeHue, vccredoBaHvWe BUSIHAST MEMOB M TPEHOOB Ha KUOEpKynbTypy MoOYepKkMBaeT WX
OBOWCTBEHHYIO NPMPOAY Kak UHCTPyMeHTa (oopMMpPOBaHMs 0BLLIECTBEHHOTO MHEHWUSI U MOTEHLUMaNbLHON Yrpo3bl
6e3onacHoctn B cetn. Membl, obnagas cnocobHOCTBIO BLICTPO PacnpPOCTPaHATLCH M NpUBEKaTb BHYMaHMeE,
MOIMYT Kak MoBbllaTb OCBEAOMIIEHHOCTb O KMOepyrposax, Tak M ChyXuWTb CPeACTBOM MaHMMynsiuMn w
aesuHdopmarmm [4].

OpHako C 3TVMM BO3MOXHOCTSIMW NPUXOOAT M 3HAYUTESNbHbIE PUCKU.  3MOYMBILLNIEHHUKA MOFYT
ncrnonb3oBaTb MeMbl AN coumanbHOM WHXEeHepuw, nofpbiBasi [OBepue nofib3oBaTene 1 yBenvymMBas
yA3BUMOCTb K KnMbepyrposam. ITO MOAYEPKMBAET HACTOSITENbHYIO HEOOXOOMMOCTb PasBUTUS KPUTUYECKOTO
MbILUSIEHWS1, MEAMArPaAMOTHOCTM U HaBbIKOB aHanm3a uHopmaumm y nonb3oBaTtenen.

BaxHbiM warom kK cosgaHunio Gonee 6GesonacHoro uUMAPOBOro MPOCTPaHCTBa ABMSeTCs obyyeHue
nonb3oBaTtenel MetTodaM pacrno3HaBaHWs MaHWMYNAUMA U OesnHgopMauuM, a Takke pasBuTUe JUYHbIX
rpaHvy, B NoTpebrneHun KoHTeHTa. Takum obpa3om, MeEMbl U TPeHObl MOryT CTaTb HE TONIbKO WUHCTPYMEHTOM
pasBrneYeHnsi, HO U BaXHbIM PECYPCOM Ans MOBbILEHUs] YPOBHS OCBELOMIIEHHOCTM U 6He3onacHocTn B
WHTEPHETE.
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OBECIMNEYEHVE NH®OPMALIMOHHOW BEE30MNMACHOCTHU
NEPCOHAJIbHbIX AAHHbLIX HA OCHOBE METOOA BBEOEHUA
WOEHTU®UKATOPOB

TaeszeHb M.A., ydawuticsi no HanpasneHuto «HgbopmayuoHHasi 6e3onacHocmby,
SHkoeey A.C., yyawuticsi rno HarnpaeseHuro «MHgopmaluoHHas 6e30rnacHoCmb»

HauyuoHarbHbIt 0emckuli mexHonapk
2. Munck, Pecnybriuka benapyco

Tumogpees A.M. — kaHO. mexH. Hayk, doueHm, doueHm Kaghedpnbl
3awumsi uHghopmauuu BI'YUP (HayyHbIl pykogodumerib)

AHHOTauus. PaspabotaHbl CTPYKTypHble CXembl 06e3nuumBaHusi 1 AeobesnuuvBaHus NepcoHarnbHbIX AaHHbIX, MOCTPOeHHble Ha base
cMMMETpUYHOro 6rodHoro ctaHgapta FOCT 28147-89. B npeafioXeHHbIX CXemax CeKpeTHbIMU MapameTpamm SIBASIOTCS KMoum LWndpoBaHus
JAaHHbIX OnvHOM 256 61T 1 8 y3noB 3aMeHbIl, cogepxalumxcsi B 6rioke nogcraHoBku. LLndppoTekcThl, nonydeHHble ¢ nomotsto FOCT 28147-89,
UCMonb3oBaHbl B Ka4ecTBe MCEBOOCyYaliHOW BEMWYMHbI, MOCPEACTBOM KOTOPOW —peanu3oBaHbl Mpouedypbl  00e3nuumBaHns U

Aeobe3nnunBaHmst nepcoHalbHbIX AaHHbIX.

B HacTosilee BpemsA OQHOM U3 BaXHEMWLUUX 3adad, peluaemMblX Mpyv MPOEKTUPOBaHUM COBPEMEHHbIX
WMH(OPMALMOHHBIX cUcTeM, sBnsieTcs obecnedeHre nHpopmaumnoHHoM 6e30NacHOCTY NePCOHAaNbHbIX OaHHbIX,
YTO peanu3yeTcd MNocpeacTBOM obesnumumBaHMsa nepcoHanbHbiX AaHHbix [1 — 3]. B cootBetctBUM C
TpeboBaHnsaMM 3akoHogaTenscTBa Pecnybnvkm benapycb ogHuM 13 Metogos 06e3nmMumBaHns NepcoHarnbHbIX
AaHHbIX SBMNSETCA MeTo4 BBeAeHus maeHTudukatopoB. M3BecTHble cnocobbl peanu3auuy obesnnymnsaHns
nepcoHarnbHbIX [AaHHbIX Ha OCHOBE MeToda BBedeHus waeHTudwukatopoB [6 — 9] nogpasymesaroT
NCMONb30BaHWe B KavyecTBe WAEHTUMMKATOPOB X3LUMPOBAHHBLIX 3HAYEHWUN MEePCOHamnbHbIX AaHHbIX. JTO He
no3sonsieT AeobesnuMuutb NepcoHanbHble AaHHble 6e3 3HaHus Tabnuy COOTBETCTBUS, YTO SBMSIETCH
HegocTaTkoM crnocoboB [6 — 9]. B ¢BA3M € 3TMM Lenbio aHHON paboTbl ABNANOCH pa3paboTaTb CTPYKTYPHbIe
cxembl 0obe3nuuvBaHWa W Oeobes3nuMuuBaHMS NepcoHarnbHbIX AaHHbIX Ha OCHOBe MeToda BBedeHus
naeHTMdmKaTopoB, cBOHBOAHBLIX OT 3TOr0 HegocTaTka.

B kauyectBe obbekTa mccrnegoBaHuWs MCNOMb30BaH CTaHA4apT wudposaHus gaHHbix TOCT 28147-89.
lMpeameTom nccrnenoBaHWs SABNSANOCh YCTAHOBUTL KpunTorpaduyeckme onepaumm, no3sonsiowme BbINOMHUTb
obesnununBaHme n eobesnuyrBaHne NepcoHarnbHbIX 4aHHbIX HA OCHOBE MeToAa BBeAeHUs MAEHTUUKaTOPOB,
KOTOpble He TpebyoT 06a3aTenbHOro NCNoNb30BaHMA Tabnmy, COOTBETCTBUS.

B pamkax BbIMOMHEHHbIX UCCNegoBaHWW  pa3paboTaHa  CTPYKTypHass Cxema reHepaumm
noeHTUrKaTopoB, MNOCTPOEHHas Ha 6ase cuMMmeTpuyHoro 6rnoyHoro crtaHgapta [OCT  28147-89.
MpymeHeHne aToro ctaHaapTa SBNseTca obasaTtenbHbIM ANs BCeX OpraHmnsaumnn u npegnpuatuin Pecnybnvkm
Benapycb, oOcyLlecTBNAOWNX KpunTorpauyeckyo 3awmty uHdopmaumm. B npegnoxeHHoOW cxeme
CEeKpeTHbIMX NapameTpamy SIBMSIOTCA KoY WNEPOBaHWUA OaHHbIX ONMHOW 256 6MT 1M 8 y3noB 3ameHbl,
copgepxawmxca B Onoke noacTtaHoBkW. LUndbpoTekcTbl MCMonb3oBaHbl B KAa4yecTBe  MCEBAOCITyYalHOM
BEITUYUHBI.

PaspaboTtaHa cTpykTypHasi cxema Oeobe3nmunBaHus nepcoHanbHbIX AaHHbIX, KOTOpas, Kak 1 cxema
06e3nmMuMBaHus NepcoHarnbHbIX OaHHbIX, NocTpoeHa Ha 6asze TOCT 28147-89. 3TO NO3BONWIO BbLIMOMHUTL
npoueaypy Aeobes3nMumBaHus aHanormyHbiM 06pas3om, kak u npouegypy obesnuumaHus. Takum obpasom,
peanu3oBaB nporpaMMHoe obecnedeHve Ans obe3anuuvMBaHWS MEepCcoHanbHbIX AaHHbIX, MOSABMSETCH
BO3MOXHOCTb MCMOMb30BaTb 3TO Xe MporpaMMHoe obecneyeHne Ans geobes3nmumBaHusa NepCoHanbHbIX
AaHHbIX, YTO YMpOLLaeT NPakTUYeCKylo peanmsaumio cxem obesnnymBaHns 1 eobesnnyimMBaHns NepcoHanbHbIX
AaHHbIX.
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NMPOrPAMMHBLIA MOAYIb MO MOUCKY ®ULLUHIOBbIX AOMEHHbIX
WMEH B HALUMOHAJIbHOM CETMEHTE CETU UHTEPHET

®eodeHko P.1O.

Benopycckuti eocydapcmeeHHbIl yHuUgepcumem uHgopMamuku u paduosnieKmpoHUKU
2. Munck, Pecriybrniuka benapyce

UNernameHko A.A.

AHHOTauuA. PULLIVHT, KaK BUA, MHTEPHET-MOLLEHHUYECTBA, LieNblo KOTOPOro SIBMSIETCS MOMyYeHVe MepcoHarnbHbIX AaHHbIX Morb3oBartenei
WHTepHeT. Yrpo3a gdaHHOW kubepaTaky, Ccrocobbl 3almTbl OT He€. TalncKBOTTMHT M KMOEPCKBOTTUHI, Kak BWA (OULLMHIOBOM atakw,

Mcnosnb3oBaHMe NporpaMmMHOro Moayna And 3aluTbl OT [aHHOW aTaku.

PULLINHT — MOAMHOXECTBO COLManbHOW MHXEHEPUM, Lierb KOTOPOTrO — MOSyYUTb NEPCOHanbHbIEe AaHHbIE
nonb3oBaTens Unu Apyryto LeHHyto nHgopmaumio. CyllectsyeT ABa BuAa PMLLMHIOBbLIX aTak:

— MaccoBbI PULLINHF — 3TO TWMN aTakn Ha HECKOMbKUX MNoaen cpasy,

— ueneBov ULLNHF — 3TO aTakm Ha KOHKPETHbIX MNoNib3oBaTenen.

duwnHr npeactaenset cobon cooblueHne B MeCCeHmKepe, NOYTOBbIe MUCbMAa CO CChIIKOW Ha Beb-
pecypc wnu pekoMeHZauusiMyv Ana ganbHenwmx AeWCTBUMIN, nopdenbHble CTpaHuubl Cryx0 noagepXku
KOMMaHuK, co3gaHme ULLIMHIOBbIX CAWTOB, MAEHTUYHbIX C TEMTMTUMHBIMMU.

OnacHocTb (buLIMHIA B TOM, YTO HE YBUAETb Yrpo3y MOXET obor YenoBek, ecrnm OH HeOOCTaTOYHO
BHUMATENEH K Menkum getansam. 3nOoyMbIWEHHUKN UMUTUPYIOT Adencteytowme nybnuyHble cetn Wi-Fi B
OOLLECTBEHHBIX MeCTax, 3aluLLaloT CBOUM (OULLMHIOBbIE CaMTbl C MOMOLLbIO KITACCUYECKOrO U300paxeHms
HTTPS B HayanbHOM agpecHor CTpokn. B cnyyae oTCyTCTBUS aKTMBHOCTM, BEG-CTpaHULLa nepesarpyxaeTcs Ha
CTpaHuue BBOAA Mapons, WMUTUPYIOLLYIO FEerMTUMHbLIN calT. Mcnonb3yloT YA3BMMOCTU CauToB  ANs
BCTPaMBaHMSA CKPbITbIX JIOBYLUEK, 419 MepexBaTa NepCoHanbHbIX [OaHHbIX, JIOBAT MOMb3oBaTenen Ha
HenpaBunbHOM BBOAE BeD-aapeca, nepeHanpaBnstoT Tpaduk ¢ 6esonacHoro Beb-cavita Ha (PULLNMHIOBYHO
CTpaHuuy. B cnydae nomydeHuss [ocTyna K 3MEKTPOHHOW MOYTe MNOMb3oBaTens, 3MOYMbILUAEHHUK MOXET
paccbinaTe (OULLINHIOBbLIE MMCbMAa OT MMEHW NOMb30BaTeNs, YTO AenaeT aTaky elle 6ornee CKpbITON.

[ns 3awuTbl OT hrwmHra Heob6xo0aMMO:

— He coobLatb KoMy-nmbo KOHUAEHLMANbHYI0 MHGOPMaLMIO,

— He OTKpbIBaTb BNOXEHUS, cofepXallme B NMCbMax OT HEUM3BECTHOro agpecaTa,

— He nepexoanTb Mo CCbIfikaM B NUCbMaX,

— CBOEBPEMEHHO OOHOBISATL MPOrpaMmmMHoe obecneyeHne 1 onepaLMoHHy0 CUCTEMY.

PuwnHr HaHocuT 6GOonblUON Bped MEervMTUMHBIM KOMMaHUSM, MOHWKas penyTtaumio TOro UnM WHOTo
npogykra. [loaTtoMy BbISIBNSATE W NIMKBUAMPOBATb (QULUMHI, HEOOXOOMMO [0 TOro, Kak OH MPUYUMHUT
3HauMTENbHbIN ywepb.

TannckBOTTUHI — 3TO OAMH U3 BUOOB (ULLIMHIOBLIX aTaK, HaLUEMNeHHbIN Ha Monb3oBaTenen MHTepHeTa,
AOMNyCTMBLUMX OnevaTky npu BBoAe Beb-agpeca B Opaysepe, HavanbHbI dTan TakoW (PULLIMHIOBBIN aTaku
3aKnoyaeTcs B KMOEpPCKBOTTMHIE — BWA KuOepnpecTynrneHusi, npeactaBnsowmn cobon MoKynKy wnm
perncTpauuio JOMEHHOIO MMEHM, NMOJTHOCTBI0 CXOXUM C CyLLeCTBYHOLWMM [1]. 3MOYMBbILLNEHHVKM PErMCTPUPYIOT
AOMEHbl C VMEHamW, SBMSOWMMUCA HaMEPEeHHO OWMOOYHLIMKM Ha3BaHUSMU WU3BECTHbIX BebO-canToB U
nonb3oBaTeny MOryT MonacTe Ha Takue anbTepHaTuBHble Beb-cawTbl MpWM Cry4aHOM OWKNOOYHOM BBOAE
Ha3BaHWA NONyNsPHbIX BEG-CaNTOB, N B pe3yrnbTaTe nepeHanpaBneHns Ha BpeOoHOCHbINM BeB-CcanT B pamkax
LUIMPOKOWN (PULLIMHIOBOW aTaku [2].

OavH 13 NepBbIX M CaMbIX M3BECTHbLIX NMPMMEPOB aTak C TalMCKBOTTMHIOM, CBsi3aH ¢ Google. B 2006
rogy 6bin 3apeructpmpoBaH cant Goggle.com, KOTopbIn hYHKLUMOHUPOBAr, Kak (OULLIMHIOBLIN. 3a npoluelme
rogbl ObiNM 3aperncTpupoBaHbl pasnnyHbie BapuaHTbl Ha3BaHus Google: foogle, hoogle, boogle, yoogle (Bce
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OHM Bbinn BbIBpaHbl n3-3a 6nmM3ocTn KX nepebix BykB Kk BykBe g Ha qwerty-knasuaTtypax). B npeoasepum

npesngeHTckmx BbldopoB 2020 roga B CLUA coobwanocsk [3], 4TO 3MOyMbILNIEHHUKAMKU ObinNv CO34aHbI
TaNMNCKBOTTMHIOBbIE AOMEHbI HA UMEHAa HECKOMbKMX KaHAMAATOB C Pa3NMYHbIMU 3fIOHaMEPEHHBbIMU MOTUBaMM.

C uenblo 3awWwmTbl OT TaNNCKBOTTMHIA, Bbin pa3paboTtaH mMoaynb MO MOUCKY (PULLNMHIOBbLIX AOMEHHbLIX
UMEH B HaLMOHANbHOM cermeHTe ceTn VHTepHeT, KOTOpbIN MOMOXET COXPaHATb penyTauuio MonynsipHbIX
KOMMaHWI, a Takke N3BECTHbIX NIMYHOCTEN.

Crucok ucnosib308aHHbIX UCMOYHUKOS:

1. Kaspersky [GrekmporHbiti pecypc]. — Pexxum docmyna : https:/iww.kaspersky.ru/resource-center/preemptive-safety/cybersquatting

2. Kaspersky [GrnekmpoHHbiti pecypc]. — Pexxum docmyna : https://www.kaspersky.ru/resource-center/definitions/what-is-typosquatting

3. CPOmagazine [OnekmpoHHbIl pecypc]. — Pexum docmyna : https://iwww.cpomagazine.com/cyber-security/will-typosquatting-

influence-the-2020-presidential-election/
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CWHTE3 PEYEOBPA3HOIO LLYMA HA BA3E MOJETM HEUPOHHOWU
CETH

Uynesuy A.UN., cmydeHm ep.362201, MakapeHsi E.A., cmydeHm 2p.361401

Benopycckuti eocydapcmeeHHbIl yHuUgepcumem uHgopMamuku u paduosnieKmpoHUKU
e. Murck, Pecnybrniuka benapyco

3enbmaHckul O.5. — kaHd. mexH. Hayk, doueHm

AHHoTaums. [MpoekT «CuHTE3 peyeobpasHoro Lwyma Ha Gase Modenu HeMpOHHOM CEeTU» MOCBSILLEH pa3paboTke METOLOB 3aLUMTbl PEYEBOM
MHPOPMALWM OT yTEeYEK B YCIIOBUSIX COBPEMEHHOTO MHGPOPMALWOHHOrO 0bLlecTBa. OCHOBHOE BHUMaHWE YOEnseTcsl CO30aHMI0 aKyCTUHECKUX
NOMEXOBbIX CUTHasIoB, aAanTUPOBaHHbIX K KOHKPETHOM PeYM C UCTONb30BaHWMEM MaLLMHHOIO 0BydeHUst. ViccrieqytoTcsl CyLLecTByroLLMe METOAbI
W YCTPOIACTBA, a TakKe pa3pabaTbiBaloTcs anropuTMbl Anst POPMUPOBaHUS peyenodobHbIX MOMEX Ha PYCCKOM sidbike. PaGoTa HanpaeneHa Ha

MNoBbILLIEHME YPOBHA 6e3onacHocTn KOH(pUAEHUMarnbHbIX NEPEroBOPOB U MOXET HANTWN MPUMEHEHVE B 6usHece n roCyAapCTBEHHbIX CTPYKTYypaX.

PeveBass wuHopmauusa, 3awmrta, MOMEXOBble curHarbl, aKyCTn4yeckasd MacKMpoBKa, HEMpOHHblE CEeTW, MalUMHHOE o6yqume,
KOH(p1AEHUManbHOCTb,  anropuTMbl, peqeno,q06Hb|e nomexu, UHopMaLmoHHas 6e30nacHOCTb, aHarms, CuHTE3 pe4n, TexHororuum,

cerMeHTaums, knaccmdmkaums, ayaunocurHan, pyCCKVIVI A3bIK, PperiMbl, AMHAMUYECKOoe Co3aaHne, CUCTEMbI 3aLLMUTHI.

Peub siBnsieTca Havboriee ecTecTBeHHON (hOPMOI YerloBEYECKOro B3aUMOAEWCTBUSI U HOCUTENEM
MHOXeCTBa KOH(puAeHUMansHo WHopMauuM, BKMOYas JMYHble [JdaHHble, (OMHAHCOBLIE CBEAEHUs U
KOMMepYeckne TalHbl. 3Ta OCOBGEHHOCTb [AernaeT peyeByld MHGOPMaUMio YSA3BMMOM B KOHTEKCTe
MHbOpMaLIMOHHON 6e30nacHOCTH, Tak Kak yTeuka TakuX JaHHbIX MOXET MMeTb cepbesHble MocneacTeuvs. B
YCINOBUAX CTPEMUTENBHOMO PasBUTKS TEXHOMOMMIA M HapacTalolen UMMpPoBMU3aLmMM Yrpo3a yTeyek AaHHbIX
CTaHOBWTCA Bce Goriee akTyanbHOW, 1 3almTa peyeBori MHdopMaLmn NpuobpeTaeT Kputudeckoe 3HadeHve. C
KakablM OHEM YBENMUMBAETCS KONMUYECTBO YCTPOMCTB M NnaTdopM, Ha KOTOPbIX MPOUCXOAUT OGMeH peyeBoi
MHpOpMaLIMEN, YTO TOSbKO YCUITMBAET HEOGXOAMMOCTb B HAZIEXHOW 3aLLmTe.

CyluecTeylolie MeTodbl 3alUuThl, TaKME Kak aKTMBHasi MacKMpoBKa MHOpMauuM C MOMOLLbIO
MOMEXOBOro CUrHasa, BKMYalT pasfndHble TuMbl nomex. K unicny TakMx MeTodoB OTHOCATCS Gernblii LyMm,
OKpaLleHHbIV WYM U HeKoppervpoBaHHasi pedernonobHas nomexa. Kaxgbli U3 3TMX METOOOB UMEEeT CBOM
npeumMyliectea U Hegoctatkn. OgHako y Bcex HMX ecTb obliasi npobrema: [OoCTynHoe B MHTepHeTe
nporpaMmHoe obGecrneyeHne MOXeT 3DEKTUBHO KOMMEHCUPOBaTb 3TV MOMEXM, YTO CTaBUT Mod Yrposy
GesonacHocTb peyeBoit MHGopMauun. ITo co3daeT HeobxoauMocTb B paspaboTke Goriee  CHOXHbIX
anropuTMOB U YCTPOWCTB, KOTopble ByayT reHepupoBaTh NOMEXOBOW LYM HEMocpeaCTBEHHO U3 CKPbIBAeMOro
peyeBoro curHana. Tako/ noaxod MO3BOMMT C€o3daTb YPOBEHb MAcCKMPOBKM, MPU KOTOPOM OTAENeHue
MHPOPMALIMOHHOTO CUrHara oT MOMEXOBOro CTaHEeT NPAaKTUYECKN HEBO3MOXHbIM.

B yacTHOCTW, MpUMeHeHWe MEeTO[OB MalUMHHOTO OBYYEeHUst M UCKYCCTBEHHOrO MWHTennekra ans
ANHAMUWYECKOTO CO3[aHusA NMOMEXOBOr0O CUrHarna, afanTUPOBaHHOTO K KOHKPETHOM peun, MOXeT 3HauYMTerbHO
NOBbLICUTb 3PPEKTUBHOCTb MacKMPOBKU. Vcrnonb3oBaHne anropUTMOB, KOTOpbIE YYMTbIBaOT MHTOHALMK, Nay3bl
N Opyrne ocoBGEHHOCTM pedn, MOXEeT YCINOXHWTb 3afady Ans nporpaMmHoro obecrnieyeHusi, nbiTatollerocs
pacrosHaTb MCXOAHbIA curHan. 3To, B CBOK oyepedb, OTKPOET HOBble FOPU30HTbI B 0GMNacTU 3alluTbl
MHOpMaLMM, TaK Kak MO3BONWT co3faTb 6Goree COBEepLUEHHble CUCTEMbl, CMOCODHble 3ddEKTUBHO
CMNpaBnsATbCA C COBPEMEHHBLIMU Yrpo3amMm.

Takum obpasom, paspaboTka HOBbIX METOAOB 3aLUMThl peyeBoii MHADOPMaLMK CTAHOBUTCS HE TONBbKO
XenartenbHOW, HO U HEeobXOAUMOW B YCMOBMSIX MOCTOSIHHO MEHSIIOLLErocsl TeXHONorMyeckoro naHawadra.
CosgaHue 6onee HageXHbIX M adanTMBHBIX CUCTEM 3aLUMTbI NO3BOMUT He ToNbko obecneuntb Ge3onacHoCTb
KOH(pMAEHUMAnNbHBIX [daHHbIX, HO W TMOBbLICUTb YPOBEHb [OBEpPVSt MOMb3oBaTenell K TEeXHOMNOrusM,
ucnonb3yembiM Ans  ob6LieHns. [oBbllleHMe YPOBHS 3alyTbl PeYeBOr WHGOPMALMM Takke MOXeT
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CcrnocobCcTBOBaTh Pa3BUTUIO HOBLIX CTaH4APTOB W MPaKTUK B 06nactn MHAopMaumMoHHON 6e30nacHOCTH, YTO B

KOHEYHOM MTOre NpuHeceT Norb3y obLEeCTBY B LIEMOM.

Henp nanHoii padoThl 3aknoyaeTcs B pa3paboTke MeToda (HOPMUPOBAHWS aKyCTUYECKOrO
NMOMEXOBOIO CUrHana Ha OCHOBE peyu OMKTOPOB, YYacTBYHOLMX B KOHMMAEHLUMAnNbHbIX neperosopax. OToT
meton OydeT npegHasHaveH AN MCMONb30BaHWA B aKTMBHbIX CMCTeMax 3awuTbl MHdopmaumn n Byaet
peanusosaH B BMAe NporpaMMHO-annapaTHOro MOAy s, YTO NO3BONUT 06ecneYvmnTb BbICOKYHO CTENEHb 3aLUmTbl.

JJ1s1 JoCTHIKeHUs1 YKA3aHHOM He/ M chOpPpMYJIMPOBAHBI CJeAYIOLIHe 3ada4u:

1. AHa/IM3 CylIEeCTBYIOIIUX METOA0B 3alUMTHI peuyeBoid MHGopManuu. Heobxoanmo
U3YYUTb U OLEHUTb TEKyLUMEe TEXHOMOrMM U NOAXodbl, UCMONb3yeMble AN 3aluTbl peYeBblX AaHHbIX, YTOObI
BbISIBUTb WX CUIMbHble U crabble CTOPOHbI. JTO MO3BOMUT MOHATb, KakMe SMeMeHTbl 3awwumTbl paboTaroT
abdheKTUBHO, a Kakune TpebytoT JopaboTku.

2. O030p ycrpoiictTB ¢GopMUpOBaHUS Ppedenog00HBLIX TMoOMeX. [loTpebGyeTcs
uccnegosatb  CyLECTBYHOLIME YCTPOMCTBA WM TEXHOMOMMKW, KOTOPble MOryT reHepupoBaTb MOMEXMU,
UMWUTUPYIOLLIME YETTOBEYECKYIO PeYb, N OLEHUTb MX APEEKTUBHOCTb B KOHTEKCTE 3alumTbl HOpMauun. 31O
BKIIOYAET aHanu3 Toro, Kak pasnuyHble YCTPOWCTBA CNPaBnstoTCA C 3agavamMy MacKUPOBKM U KakOn YpOBEHb
3aWmTbl OHM MOTyT 0becneunTb.

3. Co3naHue peuenoJo0HBIX MOMeEX HA PYCCKOM si3bIKe. Bynet paspaboTtaH anroputm
Ans opMupoBaHMsa peyenofobHbIX MOMexX C MCMONb30BaHWEM KOMNUAsumMM ¢parMeHTOB 3anuncu peyn
avktopoB. [lpn 3Ttom OygeT yunTbiBaTbCA MCEBAOTEKCT, KOTOPbIN OCHOBBLIBAETCH Ha CTATUCTUYECKUX
0COBEHHOCTSAX PYCCKOro fA3bika. AT0 obecneunt Boree ecTecTBEHHOE 3By4aHWEe reHepupyeMblX NMOMEX, YTO
Ba>KHO Ansi MOBbILIEHNS MX 3PdEKTUBHOCTN.

4, Pa3paboTka nporpaMMHoO-annapaTHOro cpeacTBa. Ha 3aeepluatowiem arane paboThi
OygeT cosgaHo nporpammHO-annapaTtHoe CPeAcTBO, CMOCOBHOe reHepupoBaTb pevenofobHble MoMexu B
peanbHOM BpeMeHW. JTO YCTPONCTBO AOMMKHO BbITb OCTAaTOYHO rMBKNM, YTOOLI a4anTMpoOBaTbCH K PasfnyHbIM
YCMNOBMSAM UCMOMb30BaHMA 1 obecneyrBaTh BbICOKMA YPOBEHDb 3aLLMTbl peveBomn nHopmMaumm.

O0beKTOM  HCCIEIOBAHMSI  SBMAIOTCA  CUCTEMbl  aKTMBHOM  3alWWThl  MHAOpMaLmK,
npegHasHayeHHble AN 3aWuTbl peyveBblX AaHHbIX B pasnuuHbiX cdepax, BKovad Ou3HeC U nuYHble
KOMMYyHVKaLuun. 3TO MOAYEPKUBAET BaXKHOCTb pa3paboTku yHMBEpCarbHbIX PELLeHWUA, KoTopble MOryT ObiTb
aganTMpOBaHbl K pas3nnyHbiM YCNoBKAM M TpeboBaHMSM Nonb3oBaTenen.

IIpeameroM HMCC/IeI0BAHUSL SBMSIOTCS anropuUTMbl aHanW3a W CHUHTe3a peyn, KoTopble
obecneynBaoT hopMmpoBaHNe pedenogoOHbIX MOMEX, CMOCODCTBYOLLNX MOBLILLEHWIO YPOBHS 6e30nacHoCTM
nHdOopMauMn. 3T anropuTMbl JOMKHbI ObiTb AOCTAaTOMHO MOLUHBIMU M TMOKMMK, YTOObI CMpaBnsATbCA C
pa3HoobpasHbIMK 3adavamu, BO3HMKAIOLLMMW B NPOLIECCe 3aLLmTbl pe4eBon MHGopMaLmu.

I'umore3a: CoBpemeHHble CUCTEMbI aAKTUBHOW 3alUMTbl PEYEBOW WMHGOPMAaLMM  UCMOMb3YIOT
NMoMexoBble CUrHasbl, KOTOpble He obecnevmBaloT HEOOXOAUMOrO YPOBHS 3aLLMThbl. OTU CUrHanbl MOryT ObiTb
3 (PeKTNBHO KOMNEHCUPOBaHbI C MOMOLLbIO AOCTYMHOIO NPOrpaMMHOro obecneyeHunsl, YTo CTaBuT Nog yrposy
KOH(buaeHUmManeHOCTb NepegaBsaeMon uHdopmauun. B cBa3nM ¢ 3TMM npegnaraeTcd HOBbIM  NOAXon4,
3aKMOYaOWMACA B (POPMMPOBAHUM  MacKMpyIOLLEero akyCTM4eCKOoro CurHamna HernocpenCcTBEHHO 13
CKpbIBAEMOrO PEYeBOro curHana. OTOT MeTOA MO3BONWUT Co3daTb MOMEXW, KOTopble OyayT 3HauMTenbHO
cnoxHee Ans uaeHTMMKauMM u KOMMEHCaumW, YTO MOBLICMT YPOBEHb 3aluMTbl KOH(UAEHUMANbHbIX
neperoBopoB.

B npouecce nccnegoBaHusi NPUMEHANWCL pasnyyHble METOAbl U NOAXOAbI, BKIOYasA TeopeTnieckue
(aHanus), amnmMpuyeckme (3KCNepMMEHT), oOLLeHay4YHble (CMHTE3) U KONMYECTBEHHbIE (COOp M Knaccudmkaums
AaHHbIX). 3T MeToabl obecneunnu yrnybneHHoe NoHMMaHe NpobremaTrkv 3awmTbl peveBor MHOopMaLUn 1
crnocobcTBoBany paspaboTke 3hPEKTUBHBIX CTpaTErmin.

Bioku ycraHoBkM:
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1. bJaok 3arpy3ku curaaJjia. B xoge umdgpooii 06paboTku peyeBoit curHan npeacraBnsercs
Kak nocnefoBaTenbHOCTb OTAEMNbHbIX CTaUMOHapHbIX hparMeHTOB, U3BECTHbIX Kak dpermMbl. Ha Bxon 6noka
NoCTynatoT OTCYETbI ayaMocurHana, Kotopble MOryT ObiTb nonyyeHsl 3 danna unn ¢ mukpodoHa. 3atem
curHan pasbrBaeTcs Ha HECKONbKO (PPEernMoB (aHanm3npyemblX OKOH) mpogormkuTenbHocTbio 0,07 cekyHapbl.
®dperiMbl HaKNaabIBAOTCA C YaCTUYHBIM MEPEKPbITUEM, YTO MO3BOMNSET M3bexaTb NoTepb WUHGOpMaLMn Ha
rpaHuLax.

[anee nonyyeHHas nocneaoBaTenbHOCTb B KaXAOM hperiMe yMHOXaeTCsl Ha BECOBYHO hYHKLMIO OKHA
XeMMuHra. 9T1a OyHKUUA akUEeHTUPYET BHUMAHME Ha LIeHTParnbHbIX AAHHbIX M MUHUMU3MPYET 3aTyXxaHue Ha
Kpasx. Popmyna ansa pacyéTa PyHKUUM XeMMUHra npeacraBrneHa Huxe.

2. Biok perekrupoBaHusi peyM. MNMpuHUMN PYHKUMOHUPOBaHKS Grnoka oBHapYXeHWsi peymn
OCHOBbIBAETCH Ha CpaBHEHUM NapaMeTpoB CUrHana ¢ 3apaHee yCTaHOBMEHHbIMW noporamn. B kavecTBe Takux
napameTpoB WCMOMb3YITCA CpedHeKBaapaTUYHOEe 3HaYeHWEe CurHama, KOmMYecTBO HyreBbIX NEpPexopoB U
CreKTpanbHasa xapakTepucTuvka.

CpenHekBagpatuyHoe 3HadeHve (Root Mean Square) no3BonsieT BbIMUCNUTbL CPEAHIO MOLLHOCTb
CurHana B aHanM3upyeMoM OKHE W 3aTeM CPaBHWUTb €€ C YCTaHOBMEHHbIM MOPOroBbiM 3HaveHnem. dopmyna
ANs pacyeTa cpedHeKkBagpaTUYHOro 3Ha4YeHus curHana:

CpepnHee KONMYECTBO HyJEBbIX MEPEXOAOB CUrHaNa MOXeT ObiTb BbIMUCIIEHO NO (HOPMYIE:

T

1
Z=2) lst)

=1

-0(s(t))

roe © — pyHKUMS, YKasbiBatoLLas Ha nepexoq Yyepes Horlb.

3. Bbiaok cermeHTanuM pedyd. Ha Bxon GnoOK cerMeHTauum noslyyaeT MaccuB PeyveBbiX
dparMeHTOB, NpeacTaBnswoWmMx cobon nocrnegoBaTenbHOCTb BpeMeHHbIX  dpenmoB. CermeHTaums
OCYLLECTBNSETCA MYTEM BbIMUCMEHMSA PaCCTOAHUA MeXOy 3HaYeHUsSIMU KnacCuMKaLMOHHBIX MapamMeTpoB
cocepHux gopermoB. [1nsa aTon 3agaydm 6bino BblIopaHo paccTtosHMe MUHKOBCKOrO, Tak kak OHO obecneynBaeT
HaunyJliee COOTHOLLEHME MEXY KONTMYECTBOM HEBEPHO ONMPEeAENEHHbIX U MPONYLLEHHbBIX FPaHuLL.

4, baoxk kiaaccupuxauum peum. bBrok knaccudukauMM peun MpUHUMAaeT Ha  BXO[
CErMEeHTMPOBaHHbIA PEYEBON CUrHamM U CO34aeT MaccuB (HOHETUYECKNX €OUHUL, OPraHM30BaHHbIX MO Krnaccam
W guKTopaM. OTU AaHHbIEe 3aTeM COXpaHATCA B 6a3e annodoHOB Anst Kaxaoro aukropa. B ocHoBe npouecca
Knaccndukaumm nexuT Mogenb HempoHHon cetn Salute Speech, koTopasi obecrneumBaeT BbICOKYHO TOYHOCTb
Knaccudukaumm OHETUYECKNX eQNHNLL.

5. ba3a annogoHoB TUKTOPOB. Ba3a AaHHbIX annogoHOB NpeaHa3HayYeHa anst XpaHeHUs 1
ObICTPOro M3BneyeHns annodOHOB, MPVHAANEXalWMX Pas3nMyHbIM AukTopaM. [daHHble Kaxkgoro AvkTopa
OpraHM3oBaHbl OTOENbHO, YTO Mo3BonseT 3PEKTMBHO YyNpaBnATb uHPOpMmauuen. ITo obecneunsBaeT
BO3MOXHOCTb NMpeABapuTenbHO 3arpy3nTb yxke chopMUPOBaHHY0 6a3y AaHHbIX A5 KOHKPETHOrO AMKTopa unm
COXpaHUTb HOBOCO3AaHHY0 6asy Ans nocneayLLero UCnosib30BaHus.

6. biaok ¢opmupoBanusi (GoHeMHOro mnceBAOTeKCTa. [na co3gaHus (HOHEMHOMO
ncesgotekcta  ObiMM  MpoaHanM3MpoBaHbl  CTAaTUCTUMECKME  XapaKTepUCTUKM  PYyCCKOro  s3blka  C
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UCMObINb30BaHMEM CreLmnanbHOro NporpaMmMHOro MHCTpyMeHTa. B uccnefosaHuu paccMaTpuBanuchb TEKCThbI

pasnu4HbIX cTUnen ¢ oobemom 6onee 80 ThiICAY CUMBOMOB KaxAbln. ITO obecneynno penpe3eHTaTMBHOCTb
OaHHbIX M MO3BOMWMO MOMYYUTb HaOEeXHble CTaTUCTUYeCKMe pes3ynbTaTbl NPEeMMyLLEeCTB U HEeOOCTaTKOB
npeacTaBneHHbIX B Tabnmue 1.

Tabnuua 1 — MNpenmyLiectea 1 HegocTaTkn METOA0B 3aLLUUTbI

MeTop MNpenmyLiecTBa HepocTaTkn

benbi Lwym lNpocToTa peanusauum Jlerko komneHcupyeTcs

OKpalLEHHbIV LWyM Bornee ectectBeHHOE 3By4aHue YSA3BMMOCTb K CrieumarnbHbIM
anropytmam

HekoppenvpoBaHHas nomexa CnoxHee Ans pacnosHaBaHus OrpaHnyeHHast apdEKTMBHOCTb

PeyenogobHble nomexm Bbicokasi cTeneHb MacKMpoBKu CnoxHas peanusaums

B xone BbinonHeHust paboTbl 6binia 060cHOBaHa HEOOXOAMMOCTb 3aLLUUThl peYeEBO MHAOPMAaLIMK OT yTeyek
yepes aKycTnyeckvne n BubpaunoHHble KaHanbl. CoBpemMeHHoe oBbLecTBO CTanknBaeTCs C MHOXECTBOM Yrpos,
CBSI3aHHbIX C KOHMUAEHUMANbHOCTbIO [AaHHbIX, OCOBEHHO B YyCnoBusx UMpoBon TpaHchopmaumm.
YBenuyeHne obbvema nepegaBaemMon MHopMaummM, BKMOYas NUYHbIE AaHHbIE M KOMMEPYECKue TawHbl,
AenaeT 3aluMTy peyeBor MHGOPMAaLMK akTyanbHON. JTa cuTyaums oDOCTpsieTCst pOCTOM ymcra kubepatak u
yTeyek AaHHbIX, YTO MOAYEPKMBAET BaXHOCTb PaspaboTkv apdeKTMBHLIX METOAOB 3aLUMThI.

Moka3aHo, YTO aKTMBHbIE CPEACTBA aKyCTUYECKON MAaCKMPOBKM NpeacTaBnsatoT cobon 6onee achdekTneHoe
pelleHve Ans 3awuTtbl peveBort MHopMaumn. 3TM MeToAdbl NO3BOMNSAIOT CHUXaTb OTHOLUEHWE CUrHam/Liym B
KOHTPOMMPYEMOW 30HE NyTeM YBENWYEHWs1 YPOBHS LUyMa, YTO AeriaeT pacnos3HaBaHWe W aHanm3 peyeBoro
curHana sHauitenoHo bonee CnoXHbIMU. VICNonb30BaHWe HOBbLIX TEXHOMOMMA U anropuTMOB, OCHOBAHHBIX Ha
WCKYCCTBEHHOM WHTEMMEeKTe M MalMHHOM OBy4eHuW, NO3BONSEeT AMHaMUYECKM adanTupoBaTb MOMEXOBblE
CurHanbl K 0cObeHHOCTSIM NepegaBaemMon MHAPOPMAaLMK 1 OKPYXKatoLLIEeN akyCTU4eckon cpedbl. PaspaboTaHHbINn
MoZyrb CUHTE3a peyvenodobHbIX CUrHamnoB BKIOYaeT B cebs KroyeBble 3Tanbl, Takme kak obHapyxeHue peun,
€€ cermeHTaumio, Knaccugmkauuio Ha annodoHbl, opMupoBaHe hOHEMHOIO NCEBAOTEKCTa U KOMNUAALMIO
annodoHoB. Kaxabln 13 3Tx aTanoB UrpaeT BaxHYK ponb B co3faHuu 3OdEKTUBHON CUCTEMbI 3aLLUTHI.
Hanpumep, cermeHTaumss peyn MO3BOMNSET BbIAENUTb KIOYEBbIE MOMEHTbI, KOTOpble [dOSMKHbI ObITb
3aMackvMpoBaHbl, a knaccudmkaumsa Ha annodoHbl obecrniedmBaeT 6oree BbICOKYyI TOYHOCTb U KayecTBO
CUHTE3MPYEeMbIX CUTHarOoB.

AKTyanbHOCTb [AaHHOrO npoekTa ofycroBrieHa pacTylen Yrpo3on YyTeykn KOHuAeHUMansHon
WHGOPMAaLMN B YCMOBUAX COBPEMEHHOTO WMHAOPMALMOHHOTO obllectBa. TexHOMOrM4yeckun nporpecc,
CBSI3aHHbIN C pasBUTMEM cucteM obpaboTku peun u aHanm3a AaHHbIX, OTKPbIBAET HOBblE BO3MOXHOCTW Ans
3MOYMBILLIIEHHMKOB, YTO AernaeT 3aluTy peveBon MHdopMaumm Heobxoaumon. B ycrnoBusix, korga yTeyku
KOH(buaeHUMansHon WHGOpPMaUMM MOTyT MPUBECTU K 3HAYUTEMbHbIM (OMHAHCOBBIM W PEMyTaunoOHHBIM
noTepsiM, NCNOMb30BaHNE aKTUBHbBIX CPEeOCTB aKyCTUYECKON MacKMpPOBKN CTaHOBUTCHA BaHbIM. CoBpeMeHHbIe
CUCTEMbI 3almTbl OOIPKHbI ObiTb CMOCOOHLI aganTMpPOBaTLCA K MEHSIOWMMCS YCINOBMSM U Yrpo3am, YTO
nogpasymeBaeT He TOMbKO MCMOMb30BaHWE CTaTU4YecKMXx METOAOB, HO W BHeOpeHVe AMHaMUYECKUX
anropuTMOB, KOTOpPbIE MOTYT 3PdEKTUBHO pearMpoBaTb Ha HOBbLIE BbI30BbI.

Pa3spaboTaHHble TexHonmormm u MeTodbl MOrMYT 3HAYUTENbHO MOBLICUTH YPOBEHb 3aLUMTbl pPEeYEeBON
uHdOopMaLmMn, 4YTO AeraeT MpPOeKT BKNagom B obnacTe uHgoOpmauuoHHon 6e3onacHoctu. OTa pabota
NpoaBUraeT HaydHble wccrnenoBaHWs B obrnactv obpaboTkum peunm M MMeeT MpaKTUYeckoe 3HaveHue Ans
3alWMTbl KOH(MAeHUManeHoM uHGOPMauumn B pasnuuHbiX cdepax, Takmx Kak OM3HeC, rocyaapCTBEHHble
CTPYKTYPbl N NWYHBIE KOMMYHMKauuW. [puMeHeHne nonyyeHHbIX pe3ynbTaToB MOXET MPUBECTU K CO34aHuIo
bonee GesonacHbIX cucTem nepedadn gaHHbiX. B BusHece ato MoxeT obecneunTb 3awmTy Neperosopos, B
rocyapCTBEHHbIX CTPYKTYpax — KOHPUAEHUMANbHOCTb roCy4apCTBEHHbIX TalHbIX AaHHbLIX, @ B JINYHOW XXNU3HK
— 3aWmTy OT yTeyek nuyHon wuHdopmauun. KMcnonb3oBaHWE HOBbLIX TEXHOSIOMMA M METOAOB MOXET
cnocobCcTBOBaTh MOBLILLEHUIO [OBEPUSI MOfb3oBaTernen K COBPEMEHHbIM CpPeAcTBaM CBHA3W W YIyuLLEHUHO
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o6Len cutyauum B obnact nHdopmaLmoHHom 6e30nacHOCTW.

Pabota no paspaboTke METOAOB 3alUMTbl PEYEBON MHAOPMaUMM SABMSIETCS LWIArom K cosgaHuio 6onee
OesonacHon cpefbl AN KOMMYHMKaUuW. YuuTbiBas Tekylime TeHaeHuuMm B obnactm vHAOPMAaLMOHHBLIX
TEXHOMNOINN, peanu3aums NpeanoXeHHbIX PELLEHNA MOXET CHU3UTb PUCK yTEYEK N MOBbICUTb YPOBEHb 3aLLUTbI
AaHHbIX. TO MO3BONUT obecneuntb 6e30NacHOCTb HE TOMbKO NUYHBLIX, HO U KOMMEPYECKUX MHTEPECOB B
yCnoBusix rnobannsampoBaHHOro Mupa. YcneluHas peanusauus JaHHOrO MpoekTa MOXET CTaTb OCHOBOMW Ansi
AanbHeNLnX uccreaoBaHuin 1 paspaboTok B 06nacTu 3amTbl MHGOPMAaLMK, OTKPbIBasi HOBbIE FOPU3OHTLI ANA
NPUMEHEHUS aKTUBHbIX CPEACTB aKyCTUYECKON MacKMPOBKN 1 APYrMX MHHOBALIMOHHBLIX TEXHOMOTUA.

CnucoK ucnosnb308aHHbIX UCMOYHUKOS:
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cpeacTsa U MeToAbl 3aLmThl MHAOpMaLMK - eopsiyast TuHUsI-Tenexom, 2012.Poccusi.
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SYNTHESIS OF SPEECH-LIKE NOISE BASED ON NEURAL NETWORK
MODEL

Shunevich A.l., student of group 362201, Makarenya E.A., student of group 361401

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Zelmanovsky O.B. — Candidate of Technical Sciences, Associate Professor

Annotation. The project "Synthesis of Speech-Like Noise Based on Neural Network Model" is dedicated to
developing methods for protecting speech information from leaks in the context of modern information society. The
main focus is on creating acoustic noise signals adapted to specific speech using machine learning. Existing
methods and devices are studied, and algorithms for generating speech-like noise in the Russian language are
developed. The work aims to enhance the security of confidential negotiations and can be applied in business and
government structures.

Keywords: speech information, protection, noise signals, acoustic masking, neural networks, machine learning,
confidentiality, algorithms, speech-like noise, information security, analysis, speech synthesis, technologies,
segmentation, classification, audio signal, Russian language, frames, dynamic creation, protection systems.
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CEKLUMA « CUCTEMbI U CETU UHOOKOMMYHUKALIUA»

STATIC NETWORK SIMULATION BASED ON NS-3: PACKET NODE
COMMUNICATION EXPERIMENT

DANG Z.F. (group 263111)
Belarusian State University of Informatics and Radioelectronics,Minsk, Republic of Belarus

MA J. — Assistant, Department of Information and Communications Technology

Annotation. In this paper, the method of packet node communication experiment using NS-3 network simulator is discussed. By building a static
network with nine nodes, and using the CSMA protocol and UDP echo application, packet switching and data transmission between nodes are
realized. Experimental results show that the NS-3 simulator can effectively simulate the communication process of packet nodes, and provides a

powerful tool for network performance analysis and optimization.
Keywords: NS-3, packet node communication, CSMA protocol, UDP echo.

Introduction. With the continuous development of network technology, packet switching technology has
become the core of modern networks. In packet-switched networks, data is split into small packets and
transmitted through network devices. Node grouping is an important concept in packet-switched networks,
which can divide nodes in a network into different groups for easy management and optimization of network
performance. NS-3 is an open-source network simulator that provides a rich set of network models and tools
that can be used to simulate various network scenarios and protocols.

The main part. Network topology construction: NS-3 [1] was utilized to establish a static network
comprising nine nodes, which were then partitioned into three groups, each consisting of three nodes. The
nodes within each group were interconnected through CSMA network devices, while the groups themselves
were linked via point-to-point connections.

Protocol configuration: Inside each group, the nodes were connected using the CSMA protocol [2], with
IP addresses assigned accordingly. The CSMA protocol [2], a form of media access control, facilitates the
sharing of a communication medium among multiple nodes. It operates by requiring each node to sense the
medium’s availability before transmitting data, thereby reducing the likelihood of data collisions and enhancing
network efficiency.

Application Configuration: A UDP echo [3] server was installed on the master node of each group, with
UDP echo clients set up on the remaining nodes to facilitate packet exchange and data transfer between nodes.
The UDP echo [3] application is a straightforward network application where a client sends a packet to a server,
and the server echoes the packet back to the client.

Analysis of experimental results: The performance of packet node communication was evaluated by
monitoring network traffic and packet loss rates. The experimental outcomes indicated that the CSMA protocol
[2] effectively prevents data collisions and improves network efficiency. Packet node communication was found
to be a reliable method for data transmission between nodes, and the network’s performance was analyzed and
optimized based on these experimental results.

Packet node communication experiment. In the experiment, as shown in Figure 1, in the packet node
communication experiment, the master node of each group acts as a UDP echo server [3], while the other
nodes act as clients, sending UDP packets to the server. After receiving the packet, the server performs an echo
operation to send the packet back to the client. By monitoring key performance indicators such as network traffic
and packet loss rate, the communication performance between packet nodes is analyzed in detail.
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Figure 1. Schematic diagram of a UDP packet node communication experiment

Performance comparison and experimental analysis. Experimental results show that the NS-3

simulator [1] can effectively simulate the communication process of packet nodes, and provides a powerful tool
for network performance analysis and optimization. By adjusting the parameters of the CSMA protocol [2] and
the network topology, the network performance can be optimized, and the data transmission efficiency and

reliability can be improved.

Conclusion. In this paper, the method of using NS-3 network simulator for packet node communication

experiments is introduced, and the effectiveness of NS-3 simulator [1] is verified by experiments. Experimental

results show that the NS-3 simulator can effectively simulate the communication process of packet nodes and

provides a powerful tool for network performance analysis and optimization. In the future, the influence of packet

node communication protocol and network topology on network performance can be further studied, and the

application of NS-3 simulators in other network scenarios can be explored.

List of references:

1. ns-3 documentation: https://www.nsnam.org/docs/release/latest/

2. CSMA protocaol: https://en.wikipedia.org/wiki/Carrier sense_multiple_access

3. UDP echo protocaol: https://en.wikipedia.org/wiki/Echo_protocol
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POJb VPN-TEXHONOIMMHA B NOBbLILLEHUN BE3OMNACHOCTH
KOPMOPATUBHOU CETU NPEANPUATUA

Kosarneko O.A., Kynewos U.C.
ep. 367041

Bernopycckutl 20cydapCmeeHHbIl yHU8epcumem UHGopMamuKu U paduo3rieKmpOoHUKU,
2. MuHck, Pecnybriuka benapyce

HayuHbil pykosodumens: Xaukesud O.A. — kaHOudam mexHu4YecKkux Hayk, doueHm kaghedpbl KT

AHHOTaLMA. B cratbe paccMaTpvBaeTcs BOMPOC WCMOMb30BaHNS BUPTYarbHbIX YacTHbIX ceTeii (VPN) B KopriopaTveHbIX
CTPYKTypax KOMnaHui. AHanuaupytotcs Hambornee 3HaumMble npermyliecTea BHeapeHust VPN ansi obecneyenmnst LenocTHoOCTH 1
KOH(puaeHUMansHocTn nHdopMaumn. PackpbiBaetcs npouecc nogkmodeHus k VPN. Viccnegyrotcss TeHOeHUMM pasBuTvs

TexHonomi pearmaaumm VPN-kaHanos.
KnroueBbie cnosa: VPN, GRE, 3awwuta faHHbIX, BUpTyarnbHas YacTHas CeTb, CETEBOW TpadouK.

BeedeHue. B coBpeMeHHOM MUpe nHpopmaums SBASETCS OOHOM U3 Hanbornee LieHHbIX COCTaBMNAOLMX,
W, KaKk Nobylo Opyryl0 LEHHOCTb, YErIOBEK CTPEMUTCS 3alUTUTbL €€ OT HeCaHKUMOHMPOBAHHOIMO JOCTyna u
BMeluatensctBa. C pa3BMTMEM KOMMbIOTEPHBIX TEXHOMOMMI BOMPOC COXPaHEHUS U 3aluTbl MHJOpPMaLMK
npuobpetaeTr BCE 6Oonbllee 3HadyeHne, u npobrnema MHGOPMALMOHHON ©Ge30MacHOCTM CTaHOBUTCSH
Ype3BblYaNHO aKTyarbHON.

Cpeon MeTodoB, HampaBrieHHbIX Ha obecnevyeHve [OCTYNHOCTM WHdOpMauuW, uccrnegoBaTenm
OTMEYaIOT MCMONb30BaHNE COMETaHNA PasnMYHbIX NMOOXOLAOB K KOHTPOMO, AyONMpoBaHUO N pe3epBUPOBAHMIO
AaHHbIX. [Onsi obecrneyeHust LENOCTHOCTU U KOH(pMAeHUMANbHOCTM MHAOPMaUuM B CETAX MPUMEHSIIOTCA
MeTodbl MOCTPOEHWS BUPTyamnbHbIX KaHANoOB, OCHOBAHHbIE HAa MWCMOMNb30BaHWM  KpUMTOrpadonyeckmnx
TEXHOMOIUI.

B atom koHTekcTte, VPN (BMpTyanbHas 4yacTHasi CeTb WM TYHHENUPOBAHWE) MpeacTaBnsieT cobon
TEXHOJIOrMI0, MO3BOSSIOLLYI0 YCTAaHOBUTbL MOCTOSIHHOE 3alUULLEHHOE COEAMHEHVE MeEXAYy KOMMbITEPOM U
CepBepoM, OCHOBaHHOE Ha nepefayve AaHHbIX B Buae 3alumdpoBaHHbix naketoB GRE. [ns wundgpoBaHus
NCMosnb3yeTcsl CoBpeMEHHbIN anroput™M MPPE ¢ 128-GUTHbIM COCTOsIHMEM, KOTOpbIA 00ecne4mBaeT BbICOKMN
ypoBeHb 6e30nacHoCTy.

OcHoBHasi Yyacmb. AKTyanbHOCTb WCCNELOBaHUS MOTEHUMAana BHEAPEHUS] BUPTYarbHbIX YacCTHbIX
ceten (VPN) B kopnopaTuBHbIe CTPYKTYpbl KOMMaHWI 0ByCnoBneHa HECKONbKUMMW KIMHOYEBBLIMM acnekTamu:

— VPN-cetn obecneumBaloT BbICOKMIA YpoBeHb ©Oe3onacHOCTU nepegaBaemont  MHdopMaLmm
NMOCPEACTBOM LUMGPOBAHMS, YTO OCODEHHO akTyanbHO ANst 3alWTbl KOH(MAEHUMANbHBIX KOPNopaTUBHbIX
OaHHbIX;

— ucnonb3oBaHne VPN no3BONSIET CyLECTBEHHO CHU3WTb PUCKM YTEYKM [OaHHbLIX, NpegoTBpalias
HEeCaHKLMOHMPOBaHHbIM JOCTYN K BHYTPEHHEN MHOPMaLn KOMMaHUW;

— ¢ nomouwbto VPN cOTpygHMKM MOMyvatoT BO3MOXHOCTbL MOAKMIOHMATBCA K KOPMopaTMBHOM CETU
He3aBMCKMMO OT CBOETO MECTOMOJIOXKEHMS, YTO KpalHe BaXkHO B YCIOBUSX pacTyLleln NonynsapHOCTU rMOpuaHbIX
W yaaneHHbIX peXxMmMoB paboTsl;

— yganeHHble paboTtHukm bnarogaps VPN umetoT 6ecnpensTCTBEHHbIM AOCTYN KO BCEM HEOOXOOUMbIM
pecypcam KOMMaHum, BKIoYas BHYTPeHHWE 6a3bl aHHbIX Y MPUMNOXEHUS;

— NpY Hanuuum y opraHusauum Heckonbkux odmcos, VPN obecneuvBaeT 6e3onacHoe W HagexHoe
CoeVHEHNE MEXAY HUMW;

— VPN cnocobcTByeT ynpasreHnio TpadmkoM 1 pacnpeneneHuio Harpy3ku Mexay pasnuyHbIM1 y3namm
ceTw;
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— BHeapeHue VPN-ceTen nossonsieT co3gaTh 3alUMLLEHHYI0 ceTb 6e3 Heobx0aMMOCTM NpoKnaabiBaHUA

PUBNYECKNX JIMHNIA CBA3M, YTO CYLLEECTBEHHO CHUXAET 3aTpaThbl Ha pa3BuUTME MHPPACTPYKTYPbI;

— VPN npepoctaBnseT BO3MOXHOCTb LIEHTPanu30BaHHOMO yMpaBeHns [OCTYyNnoM W npaBamu
nonb3oBaTtenen, 4YTo ynpowaeT npouecchl agMUHUCTPUPOBAHUS GEe30MacHOCTM M MO3BOMSET OnepaTMBHO
pearvpoBaTb Ha NOTEHUManbHbIE Yrposbl;

— ncnonb3oBaHve VPN no3BonsaeT ckpbiTb peanbHbii IP-agpec nonb3oBatenen, 3aTpyaHast nposeaeHve
aTak Ha KoprnopaTMBHYIO CETb M NOoBbILLas 0bLLyt0 6e30MacHOCTb KOMMNaHUW.

Mpouecc nogknodeHnss K BUpTyanbHou 4vactHom cetu VPN BeirmsaauT crniegyowum obpasom: Ha
komnbtoTepe dopmupyetcs nakeT GRE, koTopbii 3aTeM WndpyeTcs ¢ UCMonb30BaHMEM OOHOMO M3 AOCTYMHbIX
anropuTmoB  LWindpoBaHus. [locne 3atoro 3awmdpoBaHHbLIN nakeT oTnpasnsetrcs Ha VPN-cepsep, rge
npoucxoaut ero pacwmngposka. Cepeep obpabaTbiBaeT 3anpoc M NepechifiaeT ero K Hy)kKHOMY pecypcy Ans
nonyyeHns nnu nepegayn mHdpopmaumun. Pecypc, nonyuns 3anpoc ot VPN-cepeepa, obpabaTtbiBaeT ero u
oTnpaenseTt obpatHo Heobxoanmyto nHgopmaumio. 3atem cepeep VPN BHOBb hopMupyeT 3amdpoBaHHbIN
naket GRE v nepegaet ero Ha komnblOTEP NOMb30BaTENSs, rOe NPOMCXOaUT paclumdpoBka 1 otobpaxeHne
3anpaLumMBaemMoro pesynbrarta.

Takon npouecc obecrnevmBaeT MOCTOSHHLIA 3alUMLLEHHbIA MOTOK 3almngpoBaHHON MHGOPMaLUM OT
KOMMblOTEpa K pecypcaMm VIHTepHeTa, 4To rapaHTMpyeT 6e30nacHOCTb U KOHPMAEHLMANbHOCTb NepegaBaeMbIx
AaHHbIX.

XOTS1 MICNOMNb30BaHNE AaHHOW TEXHONOMMM NPUBOAWT K HEKOTOPOWN 3adepxKe B nepedade AaHHbIX 13-3a
MHOro3TanHoro mpouecca WnpoBaHna U paclumgpoBky, 3TO 3aMeasieHne OBbIMHO HECYLUECTBEHHO U He
BMMSET Ha KOMAOPTHYO paboTy none3osatens [1].

TexHonormsa VPN (Virtual Private Network — BupTyanbHas YacTHas ceTb) npeactaBnseT cobon oamH us
3 heKTnBHBLIX CNOCOBOB 3aLMTLI CETEWN U AaHHbIX, KOTOPbIE NEPEealTCa Yepes HMX.

OcHoBHasi koHLenuust TexHonorum VPN 3akniovaeTcs B crnegyoLem:

— Ha Bcex ycTpownctBax (B yactHocTw, [1K), umetowmx goctyn Kk cetu VIHTepHeT, ycTaHaBnvBaeTcs
nporpammHoe obecrneveHne, peanuayoLlee gyHkunoHan VPN, Hanpumep, VPN-areHT. 3To rapaHTupyeT, 4To
HW OOHO YCTPOMCTBO KOHEYHOIO NOMb3oBaTens He OCTaHeTCH He3alMLEHHbIM;

— VPN-areHTbl aBTOMaTUYECKM LUNMPPYIOT BCIO UCXOAALLY0 WHAOPMaLMIO 1, COOTBETCTBEHHO,
pacwmdpoBbIBaOT BXOAsALWME AaHHble. OHM Takke obecneynBatoT NPOBEPKY LeNTOCTHOCTY AaHHbIX, UCNOMb3YS
3MNEKTPOHHY0 umdposyto nognuck (SLIM) nnm xaw (kpuntorpadpuyeckasi KOHTPONbHas CyMMa, paccynTaHHas
Ha OCHOBE Krtova WndpoBaHns);

— MOCKOMbKY AaHHble, nepegaBaemble Mo VIHTepHeTy, npeacTaBnstoT cobon COBOKYMHOCTb NaKeToB,
chopmupoBaHHbIx NpoTokornom IP, VPN-areHTbl paboTaloT UMEHHO C TakMMK NakeTamu;

— nepep otnpaskon |IP-naketa VPN-areHT BbINOMHAET crnegytowmne AencTsuns:

1) no IP-agpecy nonyyatens w3 uvMeloWMXcs anroputMoB wudpoBaHua u 3L BbiGupaetcs
COOTBETCTBYHOLUMA anropuTM N4 3almTbl NakeTa, 1 hopMupytoTesa knoun. Ecnn nHgopmaumsa o nonyyarene
OTCYTCTBYET B HAaCTpoOWkax, nepegaya AaHHbIX HE OCYLLECTBNSAETCS;

2) pobaensieTca OUIMN oTnpaBuTeNnst N COOTBETCTBYHOLLMIA X3LU B MAKET;

3) nponcxoguT NorHoe WKdPOBaHUE NaKeTa, BKIYas ero 3arofoBok,;

4) BbINOMHAETCS NPOLECC MHKaNCynsumMmn, NPy KOTOPOM CO34aETCS HOBbIW 3arofioBOK, YKa3blBalOLWNA He
Ha KOHe4yHoro nomny4artens, a Ha ero VPN-areHT. Ota QyHKuMA obecneymBaeT OOMOMHUTENBHYIO 3aLuuTy,
npeacraBnss oOMeH AaHHbIMU MeXZy OBYMS CETSMU Kak B3aMMOAENCTBME MEXAY OBYMSI KOMMbIOTEPaMMU,
ocHalleHHbIM1 VPN-areHTamu, 1 ckpbiBaeT BHYTpeHHVe IP-agpeca OT 3M0yMbILLITEHHUKOB.

— npu nonyyeHunn IP-nakeTa BbINOMHAOTCA criedytowme obpaTHble onepauuu:

1) ecnu 3aronoBok coaepXxut nHdgopmaumio o VPN-areHTe oTnpaBuTens, KOTOPbIN OTCYTCTBYET B CMMCKE
paspelleHHbIX afapecoB, MakeT MPOCTO UrHopupyeTcs. AHanornmyHasa npoueaypa NpUMeEHsIeTCs K naketam C
NOBPEXAEHHLIMW 3arorioBKaMu.
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2) B COOTBETCTBUM C HACTPOMKaMu BbIOMPAOTCA COOTBETCTBYHOLLME anropuTMbl WwingposaHusa n SLMM, a

TaKke HeobXoauMbIE KNHYW;

3) nakeT paclumdpoBbIBAETCH, U NpOBEPSETCA ero UenocTHocTb. B cnyyae HesepHow JLI, naket
OTKITOHSAETCS;

4) 3aTeM nNakeT B UICXOOHOM hopmate nepegaeTcs KOHEYHOMY NoryyaTernto No BHyTPEHHEN CeT.

Bce gaHHble onepaumu BbINOMHAKTCS B aBTOMaTnyeckom pexnme. OCHOBHAs CNOXHOCTb TEXHOMOMMM
VPN 3akntovaeTtcsa B HacTporike VPN-areHToB, 04HaKO OMbITHbIW MONb30BaTENb BOMHE CNOoCco6eH CnpaBuUTbLCA
C 3TOM 3agayen.

VPN-areHT ycTaHaBnMBaeTCs HEMOCPEACTBEHHO Ha 3alMLLEHHOM KOMMNbIOTEPE, YTO OCOBEHHO
3apheKTNBHO AN MODMNbHBIX Monb3oBartenen, noaknoyarwmxea Kk cetu WHTepHet. B atom cnyyae
obecneunBaeTca 6e3onacHOCTb 0ObMeHa OaHHbIMW TOMbKO AN YCTPOMCTBA, Ha KOTOPOM ycTaHoBneH VPN-
areHT.

CylectByeT BO3MOXHOCTb 00beanHeHust pyHkumii VPN-areHTa ¢ mapLupyTM3aTopoMm, B 3TOM Clyyae OH
npuobpeTaeT Ha3BaHWe kpunTorpadmnyeckoro MapLipyTmusartopa |IP-naketos [2].

OcHoBHOW 3agadenn VPN-areHTa sBnsieTcd cosgaHue 6GesonacHoro kKaHama Mexay 3awmwaembiMu
CeTsMKW, 4YacTO Ha3blBaeMoro «TyHHerem». Kpome 3Toro, Bce nakeTbl AaHHbIX MPOXOAAT 4depe3 npouecc
«bunbTpaumMmn» B COOTBETCTBMM C YCTAHOBIIEHHLIMW HaCcTpovikaMu areHta. Takum obpasom, pabota VPN-
areHTa CBOAMTCS K BbIMOMHEHWIO [ABYX KIOYEBbIX (PYHKUMI: CO3O4aHUK0 TYHHeren wu  dunbTpaumm
nepegaBaeMbIX NaKeTOB.

HaGop npaBun, perynupyloLwmx Co3fgaHue TyHHeneWn, HasbiBaeTca «MonmMTuMKoM ©Oe3onacHocTu» U
3apgaetcsa B HacTtpovikax VPN-areHTa. Mocne npoBepky naketoB OHWM MO0 HaMpaBnsloTCA B OnpederieHHble
TyHHenu, nMbo oTbpackIBalOTCA Ha OCHOBaHUM CreayoLWmx kputepues: IP-agpeca nctodHuka (ans nexoaswmx
nakeToB 3TO agpec KOHKPETHOro KOMMbIOTEpa, BXOASALLEro B 3awimwiaemyto cetb); |IP-agpeca HasHayeHus;
NPOTOKONbl BoMnee BbICOKOrO YPOBHS, K KOTOPbIM OTHOCATCA AaHHble nakeTbl (Hanpumep, TCP wnun UDP);
HOMepa MopPTOB, Yepe3 KOTOPbIE OCYLLIECTBSETCS OTNpaBka MHopmaumm (Hanpuvep, 1080).

Takvum obpasom, BblgeneHHble MexaHu3ambl no3sonsAlT VPN-areHTy addpektnBHO obecneunBatb
6e30nacHOCTb 1 KOHTPOIb Nepefayn 4aHHbIX B KOPNOPaTUBHON UMW YaCTHOW CeTu.

B nocnegHue rogpl HabnopgaeTcd 3HauMTenbHOE Pa3BUTME TEXHOMOMMW, CBA3aHHbIX C BHEOPEHVEM
BMPTYyanbHbIX YacTHbIX ceTer (VPN). 310 0BycnoBneHo He TOMbKO pacTyLuen NOTPeOGHOCTLIO B 3aLumuTe AaHHbIX
B YCMOBMWSIX MOBCEMECTHOM uUMdpoBU3aLMM, HO M CTpemneHnem nonb3oBaTenen Kk bonee csobogHoMy wu
BesonacHoMy JOCTyny K MHAOpMaLni.

OOHOM M3 OCHOBHbIX TEHAEHUUA SBMSETCS COBEpLUEHCTBOBaHME KpunTorpadmyeckmx MeTOAoB,
NpUMeEHseMbIX Ans WngpoBaHna ceTeBoro Tpaduvka. TpaguumoHHbIe NpoToKonbl, Takne kak PPTP n L2TP,
MOCTEMNEHHO YCTYMaloT MeCTO 0onee COBPEMEHHbIM M HaOEeXHbIM pelleHusM, TakuM kak OpenVPN wu
WireGuard. 311 HoBble npoTokonbl obecrnedmBatoT Oonee BbICOKUMA YPOBEHb 3alyThbl AAHHbBIX, MPUMEHSS
yNyYLllEHHblE anropuTMbl LWMPOBaHNS M ayTeHTUUKaLMK, YTO 3HAYUTENbHO YCMOXHSAET nepexBaTr |
pacwmdpOoBKYy AaHHbIX AS NOTEHLUMANBHBIX 3M0YMbILLIIEHHUKOB.

Ewe ogHom BaxHOM TeHOeHumen aBnsieTcs uHTerpaums VPN-TexHonorui ¢ obnayHbiMu cepBrcamm.
CoBpemeHHble VPN-pelueHusi no3BOMAT He TOMbKO CO34aBaTbh 3alUMLLEHHbIE KaHamnbl Ha JOKanbHbIX
cepBepax, HO M UCMOoNb30BaTb BO3MOXHOCTM 00MayvHbIX MHpacTpykTyp. ATO 0becneynBaeT GusHecy HoBble
BO3MOXHOCTM B MraHe rmbkocty, Macwrtabupyemoctn u  poctynHoctn VPN-ceten nocpenctBom
AeLeHTPann3oBaHHbIX apXUTEKTYP.

Taicke, B CBSI3N ¢ rnobanusaunen n yBenuyeHnem Konnyectsa yaaneHHo paboTaromx COTPYAHVMKOB,
HabnogaeTcs MOBbIWEHHBI MHTEpeCc K MobunbHbiIM VPN-peweHnsam. PaspaboTyunky akTMBHO co3gatoT
NPUNOXEHUS, NO3BOMSAOLLME MOML30BATENSAM MOAKMIYATECA K KOPNOpaTMBHBLIM CETAM U3 Mobon ToYKM Mupa
Yyepe3 MobUrbHbIE YCTpOWCTBa. ATO TPebyeT TLaTenbHON ONTUMM3aumMn, Kak B MnaHe npov3BOAUTENbHOCTY,
Tak n obecrievyeHnss Ge30nMacHOCTU, 4YTO CMOcobCTByeT pa3paboTke HOBbIX MPOTOKOSIOB W anropuTMOB,
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aganTUPOBaHHLIX A1 MOBUMNbHBIX NaTdopM.

Ocoboe BHMMaHVe yaenseTcs Takke BONpocy KOHuAeHumansHOCTN AaHHbIX. B ycnosusx ycuneHus
TpeboBaHuin, Takmx kak O6WmMin pernameHT no 3awwmte gaHHbix (GDPR) B EBpone, komnaHwm Bce 4alue
BHegpsaloT VPN He Tombko Ans  3awutbl COBCTBEHHOM wuHGOpMauum, HO UK  ana obecneveHus
KOHMAEHUMAnNbHOCTM AaHHbIX KNMeHTOoB. [Npo3payHocTb paboTtsl VPN-npoBaiaepoB 1 BO3MOXHOCTb ayauTa
UX NONUTKKM 6e30NacHOCTM CTAHOBATCS KIMOYEBbLIMU (hakTopamu B 3TOM npoLecce.

Henb3s He OTMeTUTb TakkKe PacTyLLy POrfb WUCKYCCTBEHHOMO WHTENNEeKTa M MalvHHOrO obyyeHus B
pa3sutun VPN-TeXHOMOrMn. 3TN MHCTPYMEHTLI BCE Yalle MCNOMb3YTCA ANst MOHUTOPUHIa CeTeBoro Tpaduka,
aBToMaTu3auMM BbISBMEHUSA HeXenaTenbHblX AeWCTBMW W ONTUMM3auMM  MCMOMb30BaHUS  PECYPCOB.
BHegperve UM B VPN-crucTtembl no3sonseT co3gaBaTth Oonee aganTuBHbIE W UHTENMEKTYarnbHbIE peLUeHus,
KOTOpble CnOoCcoOHbI NPOrHO3MpPOBaTh U NpPeaoTBpaLLaTe NOTEHUMarnbHbIe yrposbl [3].

Takum obpasom, passutne TexHomnorni VPN-kaHanoB xapaktepusyeTcs KOMMMEKCHbIM MOAXOOO0M K
BOMNpocaMm 6e30nacHOCTW, NPUBATHOCTU U AOCTYNHOCTU. OTU M3MEHEHWs, npoucxoasime Ha ooHe BbICTporo
pa3BUTUS MHAOPMALMOHHBIX TEXHOMOrMn, OPMUPYIOT HOBbIE CTaHAAPTbl M ONpPedenslT AanbHevlee
HanpaeneHne pasBUTUS BUPTYarbHbIX YaCTHbIX CETEN.

3akmrodernue. OpraHnsaums 3alUMLLIEHHOrO KaHana nepegadv AaHHbIX SBMSETCS OOQHOW U3 KITHYeBbIX
3agad, NocKonbKy MHopmauma npeactaBnsgeT cobov LEeHHbIN pecypc Ansa nobon komnaHun. KopnopatueHble
ceTn [OomkHbl obecneuymBaTb BbLICOKMN YpOBEHb ©e30MacHOCTM W HadeXHOCTW, 4YTO Hepeako Tpebyet
NCMONb30BaHWS COXHbIX TexHororun, Takmx kak VPN. BupTyanbHble YacTHble CEeTU MO3BONSAIOT CO3faBaTb
3aWwndpoBaHHble  KaHanbl  Ans  nepegjadn  gaHHblX,  obecneuvBas  3awmTy  uMHGOpmauun - OT
HeCaHKLMOHMPOBaHHOTO AOCTyna.

B xope vccnepoBaHva M aHanm3a COBPEMEHHbIX TexHornorui cosganuns ceter VPN Obino BbISIBNEHO,
YTO 3a MocnegHve rogbl TEXHOMOTMN BUPTYanbHbIX YacTHbIX ceten (VPN) 3HaunTensHO 9BONOLMOHUPOBAnM.
3T0T nporpecc obycrnoBreH pacTyLlen NOTPEOHOCTLIO Nonb3oBaTtenen B obecneyeHnn 6e30nacHOCTM AaHHbIX
1 cBoBOAHOM JOCTyne K MHAopMaL M.

Takum 06pa3oM, yuuTbiBas COBpPEMEHHble TeHaeHuun B peanusaumn VPN-TexHomnorum, MOXHO
3aKMOYNTb, YTO MX rPaMOTHOE 1 3P PEKTVBHOE NPUMEHEHME NPeacTaBnseT cobon BaXKHENLLMIA 3Tan Ha NyTU K
cosgaHuio 6e3onacHoM M BbICOKOAOCTYMHOW BbIYMCIUTENBHOW Cpedbl, CMOCOBHON yOOBMNETBOPUTL TEKyLume
TpeboBaHMS U BbI30BbI BpEMEHM.
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Annotation. The article examines the issue of using virtual private networks (VPN) in corporate
structures of companies. The most significant advantages of implementing VPN to ensure the integrity
and confidentiality of information are analyzed. The process of connecting to VPN is disclosed. Trends in
the development of technologies for implementing VPN channels are studied.
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Annotation. This paper presents a Russian handwriting recognition algorithm based on deep learning. The algorithm combines improved VGG
network feature extraction capabilities with LSTM time modeling capabilities and introduces data enhancement and optimizer tuning strategies.
Experimental results show that the proposed algorithm is significantly superior to the existing methods in recognition accuracy and training

efficiency.
Keywords: Russian Handwriting recognition, Deep learning, VGG network, LSTM network, Data enhancement.

Introduction. Russian handwriting recognition is of great value in the field of information processing. With
the increase in communication between China and Russia, the demand for automated Russian handwriting
recognition systems is growing. However, due to the complexity of the Russian Cyrillic alphabet and the diversity
of writing styles, the existing recognition systems are still lacking in accuracy and speed. In recent years, deep
learning techniques have made significant progress in the field of text recognition, but there has been relatively
little specialized research on Russian handwriting.

The main part. The model used in this paper is based on EasyOCR framework, which combines LSTM,
VGG convolutional neural network and CTC loss function. EasyOCR is an open source OCR framework that
supports multiple languages. The EasyOCR framework is shown in Table Through data enhancement,
optimizer adjustment and parameter filtering, the original model is improved, and the recognition accuracy is
increased. In this paper, VGG is used to extract fegatures from handwritten images to provide high-quality input
for recognition. LSTM is a recursive neural network, which can effectively deal with long-term dependency in
sequence data and capture the context information of character sequences, so as to improve the recognition
accuracy. The CTC loss function is suitable for the character sequence annotation in handwriting recognition,
allowing the model to predict the character sequence directly without pre-segmentation of the input image.

Table 1- The EasyOCR Framework Table

Corg ; CTC Loss Function
Cov-2 I Convolution 0SS runction
Cov-3 W MaxPooing * Maximum log likelihood training of transcript
Cov-4 * Intuition: Alignments are unknown so integrat
Cov-5 all possible time-character alignments
= :

re(X, W ¥ opex

256 512 512

™

-
o 128 I

Model Structure and Parameter Tuning. In order to optimize the performance of the model, we
adjusted the parameters, including: data enhancement, optimizer Settings, parameter filtering. Through the
experiment, we got the following improvement. The experimental results show that the improved algorithm
shows significant improvement in both training and validation loss. The training loss of the original algorithm
decreases rapidly in the initial stage, but the verification loss fluctuates after reaching a certain degree, which
indicates that there may be overfitting phenomenon. However, the training and verification losses of the new
algorithm show a steady decline trend, and the final loss value is lower than that of the original algorithm,
showing better generalization ability. In terms of accuracy, the performance of the improved algorithm continued
to improve, eventually reaching an accuracy of about 42%. In contrast, the accuracy of the original algorithm
increased rapidly in the early stage of training and then stabilized at about 30%. This result shows that the
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improved algorithm has obvious advantages in learning ability and adaptability. In the comparison of training

time, the total training time of the improved algorithm is about 5000 seconds, which is reduced from 6000
seconds of the original algorithm. This result shows that the improved algorithm has a significant improvement in
training efficiency, especially when dealing with large-scale data sets, and can save more computing resources
and time. Overall, the improved algorithm is superior to the original algorithm in terms of loss, accuracy and
training time, demonstrating better model optimization and training efficiency. These results provide strong
support for the practical application of Russian handwriting recognition.

Performance Comparison and Experimental Analysis. Comparison of training and validation losses is
shown in Table . Training accuracy comparison is shown in Table Comparison of total training time is shown in
Table .

The original algorithm drops rapidly in training loss, but the validation loss stabilizes or even rises slightly
after an initial drop, indicating possible overfitting.

The new algorithm shows a steadier decline in both training and validation losses, and the final loss
values are lower than those of the original algorithm, showing better generalization. The comparison of training
and validation losses is shown in Table .

Table 2- Comparison of training and validation losses Table

lterations Original Method _ Pro_posed Method .
Train Loss Valid Loss Train Loss Valid Loss
10000 0,1 1,5 0,25 0,9
20000 0,05 1,8 0,1 1
30000 0,05 2,1 0,05 1,2
40000 0,05 2,2 0,05 1,3
50000 0,05 2,2 0,05 14

The accuracy of the original algorithm rose rapidly in the early stages but then grew slowly and eventually
stabilized at about 30 %.

The accuracy of the new algorithm continues to rise throughout the training process, eventually reaching
about 42 %, showing better learning ability and higher accuracy. A comparison of the training accuracies is
shown in Owmn6Ka! UCTOUHUK cChINKU He HarugeH.

Table 3- Training accuracy comparison

Iterations Accuracy
Original Method Proposed Method
10000 25% 32%
20000 25% 35%
30000 27% 36%
40000 27% 36%
50000 30% 42%

The total training time of the original algorithm grows linearly with the number of iterations, eventually
reaching about 6000 seconds.

The total training time of the new algorithm grows at a slower rate, eventually totaling about 5000
seconds, showing greater time efficiency throughout the training process. Comparison of total training time is
shown in Owmn6kKa! MCTOUYHUK CCbINKK He HaruAaeH.
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Table 4- Comparison of total training time

lterations number Time Comsuption for trainning
Original method Proposed method
50000 6000 5000

Training Time per 2000 Iterations

—— Original Algorithe Training Time
—— My Algorith Training Time

10000 20000 %0000 0000 50000

Iterations
Total Training Time

—— Original Algorithm Total Time
@00 | = Wy Algorithe Total Time

0 10000 20000 000 2000 50000

Iterations

Figure 1. Comparison of total training time

Conclusion. By optimizing the model structure and adjusting the parameters, the accuracy and speed of
Russian handwriting recognition are significantly improved. The experimental results show that the improved
model is superior to the original algorithm in terms of training time and total training time, showing higher
efficiency and better performance. Future research will explore deeper network structures to further improve
performance and investigate more efficient feature extraction methods for handwriting recognition in other
languages and for deployment and optimization on mobile devices.

List of references:
1. The Generation of Human Handwriting in Russian / A. B. Ivanov. Pattern Recognition and Image Analysis. 2023.
2. Russian and Kazakh Handwriting Database for Text Recognition / E. V. Petrova., D. A. Smirnov. Journal of Pattern Recognition.

2022.

3. Handwritten Character Recognition: Feature Extraction and Classifier Research. / M. I. Kuznetsov. Journal of Computer Science.

2021.

4. Multi-Language Online Handwriting Recognition / R. A. Johnson., J. B. Smith. International Conference on Pattern Recognition.

2020. P. 456-478.
5. Deep Learning-Based Handwritten Text Recognition / L. N. Petrov. Journal of Artificial Intelligence. 2023. P. 789-812.

6. MetaHTR: Style-Adaptive Handwritten Text Recognition / K. L. Brown. |IEEE Transactions on Pattern Analysis and Machine

Intelligence. 2022. P. 901-923.

94




61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.

IMPROVING LASER METHANE EMISSION MONITORING WITH
FREQUENCY-AMPLITUDE FEATURE OF ABSORPTION PULSE

Bach N.V.!
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Tsviatkou V.Yu. — Doctor of Technical Sciences, Professor

Annotation. Accurate monitoring of methane emissions is vital for environmental management and safety in oil and natural gas operations. This
paper introduces a methodology leveraging advanced analytics and experimental data to build a linear regression model for methane
concentration estimation. The approach utilizes a time—frequency analysis and incorporates proposed frequency—amplitude features of the
absorption pulse, which have shown a strong correlation with methane concentration. Experimental results validate that the proposed feature

achieves a higher correlation (R2=0.981) with methane concentration.
Keywords. Laser absorption spectroscopy, time—frequency, methane emission, absorption pulse, frequency—amplitude.

Introduction. Methane is a colorless, odorless and flammable gas that can be found in a variety of
environments, including natural gas production and distribution facilities, landfills, agricultural operations and
industrial plants. Detecting methane leaks is important for safety, environmental and regulatory reasons. Optical
methods for determining methane gas concentration employ spectroscopic techniques, providing accurate and
reliable measurements. Infrared absorption spectroscopy is a prominent approach within this category, where
methane molecules absorb specific wavelengths of infrared light. The concentration of methane is based on the
level of light absorption, offering a highly sensitive and selective detection method. There exist three major
approaches based on tunable diode laser absorption spectroscopy: direct absorption spectroscopy (DAS),
wavelength modulation spectroscopy (WMS) and wavelength modulation—direct absorption spectroscopy (WM—
DAS).

DAS is the most straightforward version of laser absorption spectroscopy due to limited equipment
required for its implementation, quick alignment and interpretation of raw data. [1, 2]. However, this method has
lower sensitivity due to uncertainty in the laser output signal measurement. In contrast to DAS, WMS using the
harmonic detection technology can effectively eliminate the influence of baseline uncertainty and work with a
much higher modulation frequency (as high as several hundred kHz) [3, 4] . Therefore, WMS is resistant to low—
frequency noise and has a higher sensitivity. As it is known, WMS technology has been widely studied and used
for gas properties measurement [5, 6, 7, 8]. While WMS can achieve higher accuracy and sensitivity in gas
absorption measurements compared to DAS, the complexity of signal modulation and the use of a lock—in
amplifier make WMS more challenging to implement than the DAS method. WM—-DAS combines the simplicity
and calibration—free nature with the enhanced noise rejection and high sensitivity offered by the harmonic
detections, establishing it as an efficient and reliable method for methane gas concentration estimation.

This paper implements advanced analytics techniques on experimental datasets to build a linear
regression model for estimating methane concentration. A larger experimental dataset improves model accuracy
by capturing complex relationships between independent variables and the dependent variable. Additionally,
larger sample sizes are more representative of the overall population, thereby reducing variance—related errors.

In our paper, we focus on analyzing the raw absorption signal features related to methane gas
concentration obtained by laser absorption spectroscopy in time—frequency domain. The main contributions of
our research are summarized as follows:

— The proposed frequency—amplitude feature of absorption pulse is proposed to improve methane
concentration estimation accuracy;

— The proposed linear regression model for estimating methane concentration;

95



61-5 Hay4yHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2025 e.
— A detailed step—by—step methodology for estimating the features of the absorption pulse is presented,

enhancing the precision and reliability of the estimation process.

The method for methane absorption pulse features estimation. The transmitted light intensity 1,(t) of
the radiation can be related to the absorbing gas concentration and presented by the Beer—Lambert law, is
given by:

I.() = Iy () - exp[—a(R)cl] )

where I,(t) is the laser output signal; A is the wavelength of laser emitter; a()) is the absorption coefficient,
which is a function of wavelength A; c is the gas concentration; [ is the optical path length.
When performing the harmonic analysis [9], the detected signal I,(t) in Eq. (1) can be divided as:

It(t) = {(VDC x I_) + (Vindeplf x l) + [(Vdepzf + Vdep3f + Vdep4f + ) x (O-Cl)]} (2)

where Vp. represents the DC signal depending on the average intensity I; V,-ndeplf is the absorption
independent 1f component which is related to the intensity scanning depth i; Vdepzf, Viep, - Vdep4f_... are
amplitudes of harmonics.

As follow from Eg. (1) and (2) transmitted intensity signal I,(t) consists two main components: laser
output and absorption signals. Based on the literature review, it can be confirmed that the method for methane
absorption pulse features estimation (Figure 1) is based on procedures including signal decomposition [9],
signal calibration [5], segmentation and fusion of pulse in absorption signal (as show in Absorption pulse
extraction session).

Bandpass filter N N N

Y B Y | Multi band filter

K-BSF

Laser output and
Transmitted signal Decomposition absorption signals

Forming absorption pulse J{

Absorption pulse Segmentation and

Calibrating laser
signal fusion £

output signal

Figure 1 — The method for methane absorption pulse features estimation

In the final step, the absorption pulse signal AP, . is defined in the time domain. For estimating the
absorption pulse features related to gas concentration, it is proposed the following two frequency—amplitude
features of absorption pulse.

1.The amplitude spectrum of absorption pulse.

Aryp = max |Fyp(K)| ®
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where |F,p (k)| is the k-th spectral sample value of the spectrum of absorption pulse AP, .., ,; Nr is the
number of spectral samples of the spectrum of absorption pulse.

2.The integrated spectrum of absorption pulse.
Fapine = Tty Fap (k) @

Laser output and absorption signals extraction. The aim of this process is to extract the laser output
and absorption signals. Figure 2 shows the transmitted signal.
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Figure 2 — Transmitted signal

After analyzing the transmitted signal, the laser output signal is extracted by applying bandpass filter with

center frequency 10 kHz and bandwidth 100Hz, as shown in Figure 3. This signal represents the initial laser
light and serves as a reference for calibrating absorption signal.

Vi \/
50 100 150

300

Figure 3 — Laser output signal

The absorption signal is extracted by Fourier—domain—based line shape recovery method [9. and

represented in Figure 4. This signal is critical for determining the concentration of methane, as it represents the
amount of laser light absorbed by the methane molecules.

Figure 4 — Absorption signal

Absorption pulse extraction. In this section, the focus is on the extraction of the absorption pulse from
the laser output and absorption signals. To begin the extraction process, the absorption signal is segmented
(red dot line) based on peak and valley of the laser output, as depicted in Figure 5. This segmentation helps in
isolating the pulse interval of the absorption signal that correspond to each half cycle of the laser output signal.

97



61-5 Hay4yHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2025 e.

151

B EIIRIR DR IR AR AR AR (B R (B IR B IR 1N
2.0 P N RV SR AN LR T S R SN R A N AR L S IR VIT SN | RIPULT SN R S IR LT SN RIS SV R 2

T T T T T T T
0 50 100 150 200 250 300 350 400
Time

Figure 5 — lllustration of the segmentation of the absorption signal

As the laser intensity transitions from a local maximum to a local minimum, the laser's wavelength
sweeps across the methane absorption line. The absorption line in spectroscopy refers to a specific wavelength
where a target gas molecule absorbs laser light and it is less affected by other gases. When the laser
wavelength coincides with the methane absorption line, the absorption intensity reaches its peak.

Once the segmentation is completed, the next step involves averaging all the segmented absorption
pulses. Figure 6 shows the averaged absorption pulse and its best fit curve.

—— Bestfit
0.30 —— Average

Amplitude
o
2
I

0.0 2.5 5.0 75 10.0 12.5 15.0 17.5

Figure 6 — The averaged absorption pulse signal

These steps are essential for accurately extracting and analyzing the absorption pulse, which is a key
factor in absorption pulse features estimation.

Absorption pulse features estimation in frequency domain. Analyzing the absorption pulse in the
frequency domain allows for the extraction of key features that characterize the methane absorption process,
which can be more effective than time—domain analysis. The process begins by applying a Fourier transform to
the averaged absorption pulse, converting the signal from the time domain to the frequency domain. Figure 7
presents the frequency spectrum of the absorption pulse.
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Figure 7 — Absorption pulse in time (a) and frequency domain (b)

The features of absorption pulse in frequency domain provide valuable insights into the methane
concentration and can be used to enhance the accuracy of concentration measurements.

Estimation of the relationship between CHs concentration and absorption pulse features. The
experiment was performed with laser output power of 166nW passing through a methane volume with different
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concentrations:100 ppm, 250 ppm, 540 ppm, 1000 ppm and 2000 ppm. For each of five concentration value, 5

measured signals will be used.

Relationship between methane concentration and well-known absorption pulse features, such as
absorption pulse amplitude [10] and integrated absorption pulse [11] in time domain, was compared with
proposed frequency—amplitude features of absorption pulse (amplitude spectrum and integrated spectrum of
absorption pulse) as shown in Figure 8. The coefficient of determination R? is used as a measure of goodness
of fit.
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Figure 8 — Relationship between the absorption pulse features and methane concentration: (a) absorption pulse amplitude
(R2=0.969), (b) amplitude spectrum of absorption pulse (R2=0.981), (c) integrated absorption pulse (R2=0.977), (d) integrated spectrum of

absorption pulse (R2=0.972)

It follows from Figure 8 that the linear regression model y = 0.00064x + 0.566 with R? = 0.981 (Figure
8 (b)), where x is CH4 concentration value and y is amplitude spectrum of absorption pulse, is more robust. It is
mentioned that with a large amount of experimental data, the linear regression model can achieve higher
accuracy.

Conclusion. The two frequency absorption pulse features (amplitude spectrum and integrated spectrum
of absorption pulse) related to gas concentration have been proposed. These features were derived from a
time—frequency analysis of the absorption signal, and they significantly enhance the correlation of methane
concentration and absorption signal feature. These features show a strong correlation with methane
concentration, with an R? = 0.981, indicating their effectiveness in accurately estimating methane
concentrations.
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MOAEPHU3ALUA CETU CBOPA U NEPEOAYU OAHHbIX
NPEANPUATUA CBA3N

HoxHukoe E.A., maczucmpaHm 2p.367041; HoxHukoe P.A., masucmparHm 2p.367041

Bernopycckutl 2ocydapCmeeHHbIl yHU8epcumem UHGopMamuKu U paduo3rieKmpOHUKU,
2. Munck, Pecnybriuka benapyco

HayuHbil pykosodumernb: Xaukesud O.A. — kaHOUOam mMexHUYECKUX HayK, OoUeHm

AHHOTaLMA. B maTepuanax okiaga paccMaTpyBaloTcs Criocobbl MOBbILIEHNS! 3GdEKTUBHOCTM paBoThl LIEHTPOB 06paboTkm
[aHHbIX CBA3M Ha Gase COBpeMEHHbIX TexHororvi. PaspaboTka cucTeMbl BUPTyanu3aumM pecypcoB CETU U OUHAMUYECKOro
pacnpegeneHus Harpysku, Mo3BOMWUT OMTUMU3MPOBATL PECYPCbl CETU M OCYLLECTBUTL 3(hdpeKTMBHOE ynpaBneHne Harpyskom u
3aLmTON MHAOPMALIN Ha CETU.

KnioueBble cnoBa: moaepHnsaLms, LieHTp c6opa u 06paboTki MHopMaLK, BUPTyanuaaums

BeedeHue. O6beM reHepypyeMon 4ernoBevyecTBOM MHAOPMAaLUM NOCTOsIHHO pacTeT. 1o nporHo3am
cneumnanucToB, k 2025 rogy obbem Bcex AaHHbIX B Mupe coctaBuT 175 3etabawitoB (36). O1o B 10 pas
oonbLlue, Yem B 2016 roay [1].

AKTyanbHOCTb TEMbI CBA3aHa C TEM, YTO, B CBSI3U C YBENMYEHUEM CMpOCa Ha yCnyrv, NpeocTaBnaemble
ceTbto cbopa M 0OpaboTkM AaHHbIX MPEANPUSTUAS CBA3W, a Takke M3MEHEHWEM CTPYKTypbl Tpadmka cetu,
BO3HMKAET OCTpas HeOOXOAUMOCTb B MPOEKTUPOBAHME OTKa30yCTOMYMBOW KOMIMIEKCHOW LEHTpanM3oBaHHON
cucTeMbl ¢ Boree BbICOKMM YPOBHEM NMPOU3BOAUTENBHOCTY.

[na o6paboTkM N xpaHeHUst MHpopmaLmmM CyLLLEECTBYIOT LIEeHTPbl 06paboTkm aaHHbIX (LUOMO).

LleHTp 06paboTkn OaHHbIX NpeAcTaBnseT CoOOV LIEHTPanu30BaHHYI0 BbIYMCIUTENBHYIO CUCTEMY C
AOCTaTO4YHO BbICOKUM YPOBHEM MNPOU3BOAUTENIBHOCTM W BbICOKOWM TOTOBHOCTBIO N1 pelleHusa  3ajad
npeanpuaTuS.

3apaya UOLO coctout B obecnedyeHnn GecnepeboMHOro  (PyHKUMOHMPOBAHWA  CEPBUCOB
WHJOPMAaLMOHHON CUCTEMBI NPEeaNpUATUS.

B obwem cnydae, noHsitne LJOL BkrtoyaeT B cebs1 criedytoLime aremMeHThbl:

— cepBepbl C BbICOKOW HAAEXXHOCTBIO U KracTepu3aLmnen;

— ceTeBoe 060py0OBaHuE;

— CUCTEMBI XPaHEHWS1 AaHHbIX C BO3MOXHOCTbIO JTOKarbHOW pennmkaumm;

— CUCTEMY PE3EPBHOIO KOMMPOBAHWS;

— NporpaMmmHoe obecrneyveHne KOHhUrypupoBaHus, ynpaBrneHns 1 KOHTPOIS;

— cucTembl obecneveHnst 6ecnepeboHOro NMTaHus;

— cuctemy obecnevyeHuss MUKPOKIMMaTa;

— CUCTEMY KOHTpOIs JOCTyna;

— CMCTEMY MOXXapOTYyLLEHUS.

Wcxops us onbita akcrnyataumm LIOL cTONKHyNMCb ¢ psgom npobnem, pelleHMeM KOTopbIX SBNSeTCs
moaepHusaumsa IO,

OcHoeHasi Hacmhb.

Mpobnembl koTOpble MNpuBENM K HeobxoguMocTu mogepHusaumm LOLO - 9710, BO-NepBbiX,
HefocTaTouHast BOCTPEOOBAHHOCTL MOLLHOCTEN CepBepHOro "kernesa" nporpaMMHbLIMKW MPOAYKTaMn W,
cneposaTenbHO, BO3BpaT uHBecTuLmMi B cepaepa (ROI). Ha gaHHbIM MOMEHT B cpejHeM Ha Hallux cepBepax u
Ha cepBepax HalMX KIMEHTOB YTUNMU3auUmsi CepBepHON MHpacTpyKTypbl cocTaBngaeT nopsigka 15-20%, npu
3KOHOMUYECKMN onpaBaaHHom 70-75%.
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Bo-BTOpLIX, HEXBaTKa NIoLWaden CepBepPHbIX 3anoB, MecTa B CTOMKaX, KabenbHbIX KaHamnoB, BbICOKME

TpeboBaHMs K SHEPronoTpebneHNIo NPy HEXBATKM MOLLHOCTEN JTIMHUIA.

B-TpeTbux, HU3KME CPOKM BHEOPEHVS U MOAEPHM3aLMM CEPBEPHBIX MOLLHOCTEN U CBA3AHHbLIX C HUMM
CEpPBUCOB, CIIOXHOCTY PE3EPBHOIO KONMPOBAHWUS 1 BOCCTAaHOBINEHWS.

TexHonorva BupTyanusauum npeactaBnseT cobov KOMMMEKCHOE peLleHVe BO3HMKLLMX npobnem,
NO3BOMNANA CyLLECTBEHHO CHU3WUTbL pacxodbl Ha paclumperne UT-nHdpacTpyKTypbl 1 Ha ee 0BCnyXmMBaHue.

B camom obLwiem Bvae nop BupTyanusaumen NOHMMAETCs BO3MOXHOCTb MCNOMb30BaHUS N3NYECKNX
pecypcoB (MamsaTi, npoueccopa, OUCKOB, CETEBbIX aganTepoB W Tak Aarnee) KomnbioTepa Ans paboTtbl ¢
HECKOMbKMMMW NapannenbHo OYHKLMOHUPYHOWMMI OnepaumMoHHbIMU cucTeMamn. VHbIMK crioBamu, pedb naet
O TOM, YTO Ha OJHOM WM TOM Xe KOMMbIoTEPE N cepBepe MOryT ObiTb OAHOBPEMEHHO 3aMyLLUEHbl, Hanpumep,
Windows u Linux n npn atom obe cuctembl OyayT MCNOMNb30BaTh pearbHble pecypchbl MaluMHbl. OTO akTyasnbHO
B TOM criyvae, ecnu kakoe-nmbo O nnn Beb-cepeep CyLLecTByET UNN MMEET MNOSHbIA HAabop PYHKLMIA TOMBKO
noa opgHoun Bepcmen OC, OTNMYHOM OT TOW, HA KOTOPOW paboTaeT OCHOBHOW Mapk KOMMbIOTEPOB B hupMe.
Kpome Toro, BupTyanmsaums nomoraeT COKOHOMUTbL Ha MOKYMNKe HOBOro 06opyaoBaHWs: BMECTO nNpruobpeTeHust
BTOPOro, TPeTbEero N Tak ganee cepsepa unm MK goctatouyHo AOKYMUTb HyXHbIM 06bem O3Y u OUCKOBbIX
HakonuTenen. Taike 3aMmeTHa 3KOHOMWS OPYrMX PecypcoB: anekTpuyecTsa (paboTaeT oauH KOMNbOTEP MK
cepBep, a He HEeCKOmMbKO), MPOCTpaHCTBa (Mnowaan daTa-ueHTpa He noTpebyloT paclumpeHns nop HoBble
cepBepHble CTOMKW) U YCUINNA TEXHWYECKOrO CrneumanncTa, KOTopbI NoaAepKuBaeT, cKakeMm, ABa cepsepa
BMECTO ABaguaTw.

CylwiectByeT HECKONbKO BapwaHTOB CO3daHus BupTyanbHbix cped. OgHuM U3 HUX  sBnSeTcs
ucrnonb3oBaHve rvnepem3opa. [MnepeBmnsop - 3TO cheumanbHOe MNpPorpaMMHOE peLleHue, MO3BOoMsLLee
3anyCcTuTb Ha PM3NYECKOM CepBepe HECKONbKO OnepaLMoHHbIX CUCTEM M30NMPOBaHHO. B aTom criyvae kaxgas
onepaumMoHHas cuctemMa uMeeT CODCTBEHHy0 (QanrnoBytd CUCTEMY, MNPOLECChbl, MONb3oBaTenew,
YCTaHOBIEHHbIE NMPUIOXEHUS], HACTPOWMKM CETEBBLIX MHTEPENCOB M TaK Jaree.

BTopon BapumaHT — KOHTEVHepHas BMpTyanusaums unm XocT-BMpTyanusaums, rae Kaxgasi BupTyanbHas
cpena vcnonb3yeT hannbl 1 GUBNNOTEKM OOHON ONEPAaLMOHHON CUCTEMBbI. JTO NO3BOMSET B OGO MOMEHT
ynpaensaTb TeM, KakMe pecypcbl MCMOMb3yeT TOT UMW MHOW KOHTeWHep. Tak, Hanpumep, npv BbiMOSIHEHNM
TSHKenblX 3adad ofHa BupTyanbHas cpega MOXeT 3adeilcTBoBaTb BCe MpOLECCopbl cepBepa, a He
OrpaHM4MBaTbCA OAHVM, BblAeNsieMblM Ha BUPTyanbHyl0 MawuHy. COOTBETCTBEHHO, 3TU CUCTEMbI MOXHO
obcnyxmBaTb MO OTAENbHOCTU (HanpuMep, NPOBOAUTL NEPEHOC WU KONMpOBaHWe AaHHbIX) 6e3 OCTaHOBKM
camoro cepsepa, Ha KOTOPOM OHU 3anyLUeHbI[2].

[BymMS KpyNHENWMMK Urpokamu, NPegoCTaBNSIoWUMY peELLEHNs No BUPTyanusaumn MHApPacTpyKTypbl,
apnstoTcs komnaHnm VMware 1 Microsoft. Obe komnaHum npegnaratoT pasnuyHble NoaxoAbl K opraHnsaumm
BUPTyarnbHOM MHAPACTPYKTYPbl U NMPEAOCTABMAT COOCTBEHHbIV HABOP PUPMEHHBLIX TEXHOIOMMI U PELLEHU B
obnactv BupTyanusaummn.

B pesynbTate BbIMOMHEHWs paboTbl B TECTOBbIX LENsAx Ha obopymoBaHum LIO[ Obina pasBépHyTa
cuctema ESX cepBepoB, 06beamHEHHas ogHum vCenter Server.

Bnarogaps wcnomb3oBaHuio TexHormorn VMware vMotion u  Microsoft Live Migration 6bina
OCyLLleCTBIieHa MUrpaums psga cnyxebHbIx cepBepoB ¢ paboTarowmx MalvH ¢ 0QHOTO OM3NYECKOro y3na Ha
APYron B pearnbHOM BpeMeHu 6e3 OCTaHOBKM U MpocTos criy6. 310 no3Bonuno Aobutbcst BbICBOOOXKOEHNS
psiaa cepBepoB, YMIIOTHUB Harpysky Ha Opyrux, a Takke [o0uTbca Oonbluer HaaEXHOCTM 3a CYET CO3haHus
pe3epBHbIX KOMWN 1 WabroHOB BUPTyarbHbIX MaLUVH.

Mpn atom, ncnomnb3oBaHne ESX cepBepa no3BonseT ynpocTuTb M3MEHEHWE KBOT KaK Ha napameTpbl
CPU 1 onepatuBHOM NamsaTu, TaK 1 Ha NCNOMb30BaHUe AMCKOBOIO NPOCTPaHCTBaA.

ESX nosBonsier KOHTpONMpOBaTb M OMHAMWYECKM MepepacnpeaensTb BblMUCIUTENbHbIE PECYpChbl
CcepBepoB BMpTYyanu3aumm (MpoLeccopbl, NaMaTb, AUCKK) Mpu nomoLm nyrnoB pecypcoB (Resource Pool).
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CoBpemMeHHasi apxuTekTypa CeTM OpraHuv3auuMn npeaoctaBnsieT  MHOXECTBO  CEepBUCOB U

MacLiTabupyema 40 COTEH Y3roB U ThiCAY Nonb3oBaTenen. AQMUHUCTpaTopaM HeoBXoaMMO CErMEHTUPOBATb
ceTb U3 coobpaxeHuin Be3onacHOCTU W ynpaBneHus TpamkoM, YTO He Bcerga MOXET ObiTb AOCTUXKMMO
TpaguUMOHHbIMKU pelleHmamn. ESX nossonseTr npousBoavTb HacTPOMKy BUPTyanbHOro KommyTatopa W
ynpaensaTb NOrMYECKUMU pecypcammn cetn, BMecTo dmanyeckux. cnonb3dys BupTyanusaumio, nosiBNSIOTCA
AONOMHUTENBHBIE BO3MOXHOCTU MO CErMEHTUPOBAHMIO CETU OTHOCUTENBHO HYXXA MOnb3oBaTtenen u rpynn, ¢
NPUMEHEHUSIMU OTAENbHbBIX pernamMeHTOB 1 NONMTUK 6e30nacHOCTY.

[ns TecToBbIX Lienen, npu NOCTPOEHUN CUCTEMbI BUPTyanu3aumu otaenbHbix cepsucoB LIO Gbinu
NCMONb30BaHbl Pa3Hble AVCKOBbIE HAKOMUTENWN — OT BHYTPEeHHUX SATA OnCKOB, 4O CUCTEM XPaHEHUS OaHHbIX,
pabotatowmx no wuHTepderncam SAS, iSCSI n Fibre Channel. MNpn mogepHusaumn LOL paumoHansHO
NCMNonb30BaTh YXe MMetoLmecs Anckosble MaccuBbl. TakoBbiM sensetcas HP EVA 8000.

CosmecTHoe ucnonb3osaHne HP EVA 8000 n VMware nossonset obutbcs rmbKoCTU NOAKHOYEHNS
cepeepoB Mo wuHTepdericam SAS, iSCSI n Fibre Channel, a Takke wnx coveTaHuaM; [OCTYN K
BbICOKONPOU3BOAUTENBHOMY XpaHunuuly (pabotatowee Ha 6MokoBOM YpoBHE), MacwTabvpyemomy C
damnoson cuctemon VMware Ons nogoepXkku 3anpocoB OT BUPTyamnbHbIX MalMWH U MHOTOYUCIIEHHbIX
NPUNOXEHUA; MONy4nTb CcHanaHCMpPOBaHHYIO MPOM3BOAWUTENLHOCTL Kak ANS TPaH3aKUMOHHbLIX, Tak M Ans
nocregoBaTenbHbiX NpurnoxeHun, Bkmtodas Exchange, SQLServer, Oracle, Sharepoint, 6akan- n dawnn-
cepBepbl.

Takum obpas3om, ucnonb3oBaHve BUpTyanu3aumm Ha 6ase TexHonormm VMware u knacrepusaumm
AaHHbIX Ha guckoBbix MaccuBax HP EVA 8000, obecneuvBaeT CyLECTBEHHYO 3KOHOMMIO Ha annapaTtHOM
obecneyeHnn, obcnyxmBaHnM, NOBbILLAETCS MOKOCTb MHAPACTPYKTYpbI, YNpoLaeT npoueaypy pe3epBHOro
KOMMPOBaHWs 1 BOCCTaHOBMNEHMWS nocre cboes.

3akmroderHue. MogepHusauusi noctpoeHus cetn cbopa n obpabotkn gaHHbix IO npeanpusatna ceasm
3aKnoyaeTcs B TOM, YTO OHa MO3BOMSET OMNTMMM3MPOBATb pecypcbl CeTW, peanu3oBatb €é
MaclTabupyemocTtb, O0OUTLCA APEKTUBHOIO YNpaBneHWUs Harpys3korl U 3almTon MHOpMauMn Ha ceTu.
Mcnonb3oBaHue cucTembl BUPTyanu3aumm MO3BOMSET CYLUECTBEHHO COKPaTUTb BPEMEHHbIE W3AEPXKM Ha
pa3BEPTbIBaHNE HOBbIX CEPBEPOB, YNPOCTUTL MPOLECC MUTPaLIMKN U PE3EPBHOIO KOMMPOBaHNS AaHHbIX.

CrucoK ucrnosb308aHHbIX UCMOYHUKOS:
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12.02.2024.
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Annotation. The materials of the report consider ways to improve the efficiency of communication data centers based on modemn
technologies. The development of a network resource virtualization and dynamic load balancing system will optimize network resources and

implement effective load management and information protection on the network.
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COMPARISON OF YOLOV12 AND YOLOV11 IN SAR IMAGE SHIP
DETECTION
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Belarusian State University of Informatics and Radioelectronics, Republic of Belarus

MA J. — Assistant in Department of Infocommunication Technologies.

Annotation: This study evaluates the performance of YOLOv12 in SAR image target detection compared to YOLOv11. Experimental results
demonstrate that YOLOv12 outperforms YOLOv11 in detection accuracy (MAP50 and mAP50-95), small target detection, and complex
background processing, exhibiting faster training convergence and stronger generalization ability. The study validates the advantages of

YOLOV12 in SAR image target detection.
Keywords: SAR image; target detection, YOLOv12, performance comparison.

Introduction. Synthetic Aperture Radar (SAR) images play a crucial role in target detection tasks due to
their all-weather and all-day imaging capabilities. However, SAR image characteristics such as speckle noise,
complex textures, and small target distribution pose challenges to detection models. As the latest version of the
YOLO series, YOLOv12 introduces the Area Attention module and Residual Efficient Layer Aggregation
Network (R-ELAN), further enhancing global modeling capability and feature aggregation efficiency. This study
aims to evaluate YOLOv12's performance in SAR image target detection and compare it with YOLOv11 [1]. The
key improvements in YOLOv12 over YOLOV11 include the introduction of Area Attention module for enhanced
global dependency capture in complex scenes, implementation of R-ELAN for optimized multi-scale feature
fusion, enhanced Anchor-Free mechanism for simplified target box generation, and improved small target
detection capabilities.

Experimental Methods and Results. The evaluation of model performance was conducted using
several key metrics, including mAP50 (mean Average Precision at loU threshold 0.5), mAP50-95 (mean
Average Precision across loU thresholds from 0.5 to 0.95), and various training losses including box regression
loss, classification loss, and distribution focal loss. The experimental results revealed significant performance
improvements in YOLOv12 compared to YOLOv11. Training metrics showed that YOLOv12 achieved lower box
loss values, indicating more accurate target localization and faster convergence during training [2]. The
classification loss was also notably reduced, demonstrating improved accuracy in target classification. Validation
results further confirmed YOLOv12's superior performance, with lower validation box loss indicating stronger
generalization ability in Figure 1.

Performance comparison between the two models showed that YOLOv12 consistently outperformed
YOLOvV11 across all evaluation metrics. The improved mAP50 and mAP50-95 scores demonstrated enhanced
detection accuracy, particularly under strict loU thresholds. YOLOv12 exhibited superior capabilities in handling
complex backgrounds and detecting small targets, which are crucial challenges in SAR image processing [3].
The model showed faster convergence during training and demonstrated more robust performance across
various testing scenarios.
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Figure 1 — Comparison Workflow Diagram of YOLOv11 and YOLOv12 for SAR Image Target Detection

YOLOv12 outperforms YOLOv11l across all evaluation metrics. During both training and validation
phases, YOLOv12 demonstrates significantly lower loss values (Box Loss, Cls Loss, and DFL Loss), indicating
faster convergence and stronger generalization capability. Additionally, YOLOv12 achieves substantial
improvements in precision, recall, as well as core metrics such as mAP50 and mAP50-95, which
comprehensively validates its enhanced detection performance in Table 1.

Table 1. Comparison of YOLOv11 and YOLOv12 Performance Metrics

Metric YOLOv11 YOLOv12 | Improvement

Train Box Loss Higher Lower Faster convergence, more accurate localization
Train Cls Loss Higher Lower More accurate classification

Train DFL Loss Higher Lower Better distribution predictions

Val Box Loss Higher Lower Stronger generalization ability

Val Cls Loss Higher Lower More stable classification performance
Val DFL Loss Higher Lower Stronger generalization ability
Precision Lower Higher Lower false positive rate

Recall Lower Higher Lower false negative rate

mAP50 Lower Higher Higher detection accuracy

mAP50-95 Lower Higher Better performance under strict loU

Conclusion. Through comprehensive experimental validation, YOLOv12 has demonstrated significant
advantages in SAR image target detection tasks. Compared to YOLOv11, it shows notable improvements in
detection accuracy and robustness, particularly excelling in small target detection and complex background
processing. Although its inference speed is slightly lower than YOLOv11, it still meets real-time detection
requirements. The research findings provide important references for the development of SAR image target
detection technology, suggesting that YOLOv12's architectural improvements effectively address the unique
challenges posed by SAR image processing. Future research can further explore the application of YOLOv12 in
more SAR image tasks (such as semantic segmentation and change detection) and combine multimodal data
(such as optical images and SAR images) to further improve the detection performance.

List of references:
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Annotation. Synthetic Aperture Radar (SAR) imaging technology holds significant value in military reconnaissance and maritime monitoring due
to its all-weather and all-time imaging capabilities. Ship detection, as a core task of maritime monitoring, plays a crucial role in ensuring maritime
safety, combating illegal fishing, protecting the marine environment, and military target reconnaissance. However, SAR images inherently suffer
from noise, difficulties in detecting small targets, and interference from complex sea conditions, which pose challenges to the design of ship
detection algorithms. In recent years, the YOLO series of algorithms has continuously evolved in SAR ship detection, with the latest version,
YOLOv11, significantly improving detection accuracy and efficiency through innovations such as lightweight design, multi-scale feature modeling,
and improved attention mechanisms. This paper analyzes the key technological features of YOLOv11 and its performance advantages in SAR

ship detection while exploring its application prospects in complex scenarios and future optimization directions.
Keywords: SAR ship detection, YOLOv11, object detection algorithm.

Introduction. With the growing global demand for ocean resource development, maritime traffic
management, and military reconnaissance, ship detection has become increasingly important. SAR, with its
active microwave imaging technology, overcomes the limitations of traditional optical sensors affected by
weather and lighting conditions, making it an essential tool for maritime monitoring. However, the inherent
speckle noise, low resolution, and target occlusion in SAR images under complex sea conditions increase the
difficulty of detection. Therefore, leveraging advanced algorithms to improve the accuracy and efficiency of SAR
ship detection has become a key research focus. As the latest version of the YOLO series, YOLOv11 achieves
breakthroughs in both accuracy and efficiency through a series of technical improvements, demonstrating
stronger adaptability in complex scenarios.

Main Content. YOLOvV11 excels in object detection tasks, with its technical enhancements primarily
reflected in three aspects. First, the C3k2 module adopts a lightweight design to replace the traditional C2f
module, reducing the number of parameters while maintaining multi-scale feature fusion capabilities. Second,
the Fast Spatial Pyramid Pooling (SPPF) enhances the model's robustness to various target sizes through multi-
scale pooling. Lastly, the Parallel Spatial Attention Convolution Block (C2PSA) combines self-attention
mechanisms with parallel processing paths to strengthen global feature modeling. These improvements enable
YOLOV11 to perform exceptionally well in tasks such as instance segmentation, pose estimation, and oriented
object detection, particularly in complex scenarios like ship detection.

YOLOvV11 performs excellently in SAR ship detection, mainly due to its multiple technical improvements.
First, it can simultaneously capture global features of large targets and detailed information of small targets
through a multi-scale feature pyramid and a dynamic anchor point allocation mechanism, effectively addressing
the issue of significant size differences in ships 0. Second, in response to the complex sea waves and clutter
backgrounds in SAR images, YOLOv11 introduces an improved attention mechanism and context information
modeling, significantly enhancing its ability to suppress background noise and reducing both false detection and
missed detection rates 0. Additionally, YOLOv11 adopts a lightweight design, with only 2.4M parameters, fast
inference speed, and high computational efficiency, meeting real-time requirements Owwnbka! UcTOYHUK
ccbiniku He HampeH.. This makes it highly applicable and reliable in practical applications such as maritime
safety monitoring. Overall, YOLOv11 provides strong technical support for SAR ship detection with high
precision, adaptability, and efficient performance.

Performance Comparison and Experimental Analysis. In the SAR-Ship-Dataset, the performance
comparison between YOLOv11 and YOLOV10 is shown in Table .
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Table 2.YOLO Model Performance Evaluation Table

Model P R MAP50 | mAP50-95
YOLOvV10 | 0.906 | 0.869 | 0.947 0.613
YOLOv1l | 0.927 | 0.898 | 0.967 0.613

YOLOv11 improved by 2.32%, 3.34%, and 2.11% in precision, recall, and mAP50, respectively, but
showed no improvement in the overall metric mAP50-95. Additionally, the training and validation loss curves of
YOLOvV11 decline more quickly and smoothly, indicating faster convergence and stronger generalization ability.

Conclusion. YOLOv11 demonstrates outstanding technical advantages in SAR ship detection tasks.
Experimental results indicate that it significantly outperforms YOLOvV10 in key metrics such as precision, recall,
and mAP50, while also achieving faster convergence and stronger adaptability. However, its performance on
the comprehensive metric mAP50-95 still requires improvement. Future research should focus on further
optimizing the algorithm's adaptability to complex physical environments and enhancing the physical
characteristic modeling of SAR images to improve detection robustness and overall performance.

List of references:
1. Detection Method of Key Ship Parts Based on YOLOv11./Wang, Y., Jiang, Y., Xu, H., Xiao, C., Zhao, K. // Processes. 2025.
2. SAR Small Ship Detection Based on Enhanced YOLO Network. / Guan, T., Chang, S., Wang, C., Jia, X. // Remote Sensing.

2025.
3. LW-YOLOL11: A Lightweight Arbitrary-Oriented Ship Detection Method Based on Improved YOLOL11. / Huang, J., Wang, K., Hou,

Y., Wang, J. // Sensors.
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BNUAHUE AITTOPUTMOB CXKATUA AAHHBIX HA
NPON3IBOAUTESIBHOCTb BEB-NMPUNOXEHUAU
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Bernopycckutl 20cydapCmeeHHbIl yHU8epcumem UHGopMamuKu U paduo3rieKmpOoHUKU,
2. MuHck, Pecnybriuka benapyce

HayuyHbil pykosodumene: LLleguyk O.I. — kaHOUdam mexHu4Yeckux Hayk, doueHm kaghedpbi KT

AHHOTaLMA. B matepuarniax AoKafa paccMaTpuBaeTcs BINSHUE arropyUTMOB CKaTWst AaHHbIX Ha NPOVU3BOANTENBHOCTL BEG-MPUIOKEHMIA.
MpovcxoguT cpaBHEHWE OCHOBHbLIX METOAOB CXaTusl, Takux kak Gzip, Broti n Zstandard ux adpdpekTvBHOCTL B CHWkeHMM obbema
nepegaBaeMbIX AaHHbIX 1 BUSHWE Ha CKOPOCTb 3arpy3kun CTpaHuL,. PaccMaTprBatoTcs SkcnepyMeHTarnbHble pesynbTathl U PeKOMEHAauMm no

BbIGOPY OMTMMAnbLHOMO anropuTMa B 3aBMCUMOCTY OT OCOBEHHOCTEN BEG-NPUNOXEHMS.

KnioueBble cnoBa: cxatve gaHHbIX, NpoussoauTensHocTb, Gzip, Brotl, Zstandard, ckopoctb aarpyakw, lossless anroputmbl, lossy

anropuTMbl

BeedeHue. B HacTosilLiee BpeMsi yny4lleHUe KITMEHTCKOro OrnbiTa MMEEeT NEepBOCTENEeHHOe 3HadeHune
ANsi NMOBbILLEHWS BOBMEYEHHOCTU U AOCTUXKEHUS ycnexa B 6usHece. OQHNM N3 BaXKHEMLLMX aCMeKTOB, KOTOPbIN
CYLLIECTBEHHO BIUSIET HA YAOBNETBOPEHHOCTL KIMMEHTOB, SIBNSIETCS CKOPOCTL 3arpy3ku Beb-canTa [1].

B ycnoBusix pacTyllen KOHKYPEeHUMM W CTPEMIEHUS K YyAepXXaHuo nosb3oBaTenen, ynydleHue
KINMEHTCKOrO OfbiTa CTAHOBUTCS OOHOM M3 KMNoYeEBbIX 3agay 6usHeca. Nonb3oBatenn oxmaaloT MIHOBEHHOMO
OTKNMKa W NraBHOW paboTbl Beb-caToB. HECOMHEHHO, CKOPOCTb 3arpy3ku KOHTEHTa UrpaeT peLlaroLLyo posb
B BOCMpUsiTUn BeDO-pecypca 1 BMMSAET Ha ero ycrex.

Beb-npunoxeHnss nepegatoT  OrPOMHOE  KONMUMYECTBO  [aHHbIX, BKMOYasi TeKCToBble  dhainbl,
n3obpaxeHns, BUOEO M Opyrue pecypchl. Bbicokasi Harpy3ka Ha CeTb MOXET 3aMeanuTb 3arpysky CTpaHuu,
0CODEHHO Ha YCTPOWCTBaxX C HWU3KOW MPOMYCKHOW CMOCOBOHOCTBIO coeauHeHusi. [ns npeogoneHus 3Tux
OrpaHnYeHnn pa3paboTumKkm Bce Yalle npuderatoT K UCMoNb30BaHMI0 arropuTMOB CKaTWs AaHHbIX.

Wcnonb3oBaHue anroputMOB CxaTusi MO3BOMAET YMeHbLUTb 0ObeM nepenaBaembix (OairnoBs, 4YTO
COKpallaeT Bpems 3arpy3ku CTPaHWL, U CHKaeT noTpebrieHne ceTeBoro Tpadumka. 3T0 0COBEHHO BaXXHO Npu
nepegaye TEKCTOBbIX AaHHbIX, Taknx kak HTML, CSS, JavaScript n JSON.

CxaTve JaHHbIX NMO3BOMSAET CYLLECTBEHHO COKpaTUTb 0ObeM nepenaBaemMbix ansos, YTO NPUBOAUT K
YMEHBLUEHUIO BPEMEHMW 3arpysky, ONTUMM3aLMM MNOTpebneHns ceTeBoro Tpadhuka M MNOBbILLEHUIO OOLLEN
NPOVN3BOAUTENBHOCTM NPUNOXKEHUST. DTa TEXHOMNOMNA 0CODEHHO akTyarnbHa Ans MOOWUMbHBIX NOAKIOYEHWI, raoe
CKOPOCTb MHTEpHEeTa MOXET ObITb orpaHuyeHa.

Ha cerogHsAWHWA feHb Hanbonee NonynsApHLIMKU anropuTMamMm cxaTna ans Be6-nNpunoXXeHuii ABNsOTCA
Gzip, Brotli n Zstandard. Kaxgbii U3 HAX MMeEeT CBOM OCOBEHHOCTU, TakMe Kak YpOBEHb CXKaTusi, CKOPOCTb
AEKOMMPECCUM U Harpy3ka Ha BblUMCIUTENbHbIE pecypcbl. Bblibop nogxopsiiero anroputmMa 3aBUCKMT OT
MHOXecTBa (paKTOpOB, BKIOYas XapakTepUCTUKM cepBepa, TpeboBaHMS K CKOPOCTU 0bpaboTky OaHHbIX W
noaaepxky opaysepamu.

MpaBunbHbIA BbLIOOP anropuTMa cXaTus 3aBUCUT OT MHOMMX (DaKTOpPOB, BKIOYasi XapaKTepPUCTUKK
obopynoBaHus cepBepa, TpeboBaHMA K CKOPOCTU 06paboTkM AaHHBIX M NOAAEPXKKY anropuTMoB Gpay3sepamu.
Kpome Toro, BaxkHbIM acrneKkToM SABMsieTCa HaxoxaeHne GanaHca mMexay CTENEHbIO KOMMNPECCUM 1 BO3MOXKHOM
Harpyskon Ha cepBepHOe 1 KnnueHTckoe obopyaoBaHue.

OcHogHasi Yacmb. CxaTue [OaHHbIX NpeacTaBnsieT cobOoW MpoLecc ymeHblleHus nx obbema 6es
notepy WHcpopmaumMm cC uUenbio ONTUMM3aLMM nepefadm U xpaHeHus. B KoHTekcTe Beb-npunoXeHun 3to
NO3BOMSIET CHU3UTb Harpysky Ha CeTb, YMEHbLUUTb BPeMs 3arpy3ku CTpaHWuL, W, Kak Cneactsue, MoOBbICUTb
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yaobCcTBO B3aMMOAENCTBUS NONb3oBaTensi C CUCTEMON.

CywecTBytoT ABa Tuna cxatus: 6e3 notepsb (lossless), ¢ notepsamu (lossy).

Lossless anroputmbl cokpallaloT pasMep [OaHHbix 6e3 uameHeHus ux cTpyktypbl (Gzip, Brotli,
Zstandard). Lossy anroputmbl UCNOMb3YyOT YaCTUYHOE yaaneHne nHdopmMaumnm anst 3Ha4UTENbHOrO CHKEHUS
obvema (JPEG, WebP, MP3).

Paccmotpum anroputm cxatma Beb-koHTeHTa Gzip. OH ABRsSieTCsa OOHWM U3 CaMblX MONYNSAPHbLIX Y
OaBHO UCMOMNb3yeMbIX anropuTMoB cxxaTtus B Beb-paspaboTke. OH 6bin paspaboTtaH B 1990-x rogax v ¢ Tex nop
3apekomeHaoBan cebsi Kak HageXHbln N A(PDEKTUBHBIA NHCTPYMEHT ANA YMeHbLUEHUA O0ObeMa TEeKCTOBbIX
AaHHbIX B MHTEPHET-NPUIOXKEHMSIX.

Gzip obecneunmBaeT 3HaAYMTENBHOE COKpalleHne obbema AaHHbIX, 0COBEHHO AN TEKCTOBLIX (hannos,
Takmx kak HTML, roe npomcxoout yMeHbLUeHVEe M3ObITOYHOCTU 3a CYET yaaneHns NOBTOPSIOLLMXCA CMMBOMOB
n cTpyktyp; CSS, rae cxatuio nogaarTcs CTUMKU, CoaepKallme 4acTo MOBTOPSIOLLMECS KIOUM U 3HAYEHWS;
JavaScript, roe ynakoBbIBalOTCA AMMHHBIE LIEMOYKM CUMBOIMOB, KOMMEHTapuu u npobenbl. B pesynbrate,
ucnonb3oBaHue Gzip MoXeT cokpaTuTb pa3mep dannos Ha 60—80% B 3aBUCMMOCTU OT CTPYKTYPbI AaHHbIX.

PaccmoTpum paspabotaHHbin Google anroputm Brotli. Ero npemmyliectBamm siBnsieTcs nogaepxka
OOMbLUIMHCTBOM COBPEMEHHBIX Opay3epoB, onTMMM3aums Ans Beb-pecypcoB, YIyudllEHHOE oxXatve Mo
cpaBHeHuto ¢ Gzip, 0cobeHHO A4S TEKCTOBLIX (PansoB.

OpHon n3 knoyeBbIx ocobeHHocTen Brotli AsBnseTca ero cnocobHOCTb UCMONb30BaTh KOAMPOBaHWE
Huffman — meToa, KOTOpbIi OCHOBLIBAETCSl HAa BEPOATHOCTHOM aHanuse. Yacto BCTpevaloLwmecs CUMBOSbI U
dpasbl MoNy4alT KOPOTKUE KOAbI, a peakme — bonee ANMHHbIE, YTO MO3BOMSET MUHUMU3MPOBATL OOLLMIA
obbeM AaHHbIX.

Tarke Brotli ncnonb3yeT 3apaHee 3agaHHbIN CNOBapb, COAEPXKALUMIA YacTO BCTpevaroLLmecs pasbl 1
BbIpa)KeHUs1, KOTOpble 0COBEHHO akTyanbHbl AN Beb-koHTeHTa. Hanpumep, dpasbl ns HTML-pasmeTkm mnm
JavaScript-koga MoryT ObITb ynakoBaHbl B 0ornee KOMNakTHbIi c¢hopmar. OTa OCOBGEHHOCTb MNO3BOMsET
anropuTtmy paboTtaTb bbicTpee n addekTuBHee, 4em Gzip, 0COBEHHO C TEKCTOBbLIMU (harinamu.

Zstandard — cpaBHUTENBHO HOBLIN anropuTM, pasdpaboTaHHbii Facebook. OH opueHTMpoBaH Ha
ObICTPYHO KOMNPECCUIO N AEKOMMPECCUIO, YTO AenaeT ero yA0OHbIM A1 CEPBEPHbIX MPUNOXEHNA.

OTOT anropmytTM coveTaeT rMOKOCTb M BbICOKYHO NMPOU3BOAUTENBHOCTb, YTO AENAET €ro yHMBEpPCarbHbIM
WHCTPYMEHTOM ANs1 pasnuyHbIX cueHapueB. OfHOM M3 KIHOYEBbLIX OCOOEHHOCTEW anroputMa sBhseTcs
BO3MOXHOCTb PErynMpoBaTb YpPOBHM KOMMpeccMn B AmanaszoHe oT 1 o 22, no3sondas paspaboTynkam
aganTvpoBaTb npouecc nog 3agavn. Huskue ypoBHM obecneyvBaloT MakCUMarbHY CKOPOCTb 06paboTkm
OaHHbIX, YTO BaXXHO Ans MPUMNOXEHWUA, paboTaloLmX B peanbHOM BPEMEHM.

BbiCcoKkve ypoBHM KOMAPECCUM MO3BONSIIOT AOCTUYb 3HAYUTENBHOTO YMEHbLLIEHUs: obbema hannos, 4To
ocobeHHO nonesHo npu nepegaye 6onbwKx 06bLEMOB AaHHbIX. briarogapsi BLICOKOM CKOPOCTU KOMMpeccun v
aekomnpeccuu, Zstandard OeMOHCTpUpYET OAHY W3 JyulWMX MNPOM3BOAUTENBHOCTEN Cpeau COBPEeMEHHbIX
anropuTMOB, YCMELLHO CrpaBnsasicb ¢ 06paboTkon nHdopmaLumn B pearnibHOM BPEMEHMW.

Vicnonb3oBaHne ©xaTus [OaHHbIX MO3BONSET AOCTUYb  3HAYUTENBbHOTO YMEHbLUEHUS obbema
nepegaBaemor MHopMaLum, YTo NPMBOOUT K CrieaytoLwmMM YIydLleHMsM: COKpaLLleHNne BPEMEHW 3arpy3kn —
yMeHbLueHre pasmepa ¢annoB Ha 30—-80% cCHWKaeT 3agepXky Npu nepedade AaHHbIX MO CETU; CHUKEHME
Harpy3ku Ha cepBep — nepefava CkaTblX AaHHbIX YMEHblUaeT o0beM nepedaBaeMoro Tpadmka, cHwkas
WCMONb30BaHNe NMPOMyCKHOM CMOCOBHOCTU; ONTUMM3aLMS MOBUIBHBIX MOAKITHOYEHWUI — KOMMPECCUs 0COBEHHO
BaXXHa Ans NONb3oBaTenen ¢ MeAieHHbIMU UITN HECTabUNbHBIMK coeamHeHnsaMn. OgHaKo Ype3MepHoe cxaTme
MOXET MPUBECTU K YBENMYEHUIO HArpy3ku Ha NMpOLIECCOp CepBepa U KIMEHTa, YTO OCOOEHHO KPUTWMYHO Ans
PECYPCOEMKNX MPUIIOXKEHUA. [1O3TOMY BaXKHO HaxOauTb GanaHC MeXay CTEneHbi CKaTus U CKOPOCTBHO
06paboTKM AaHHbIX.

Gzip obecneuvBaeT cpegHUN YpPOBEHb CXaTWs MPU BbICOKOM CKOPOCTU KoMmmpeccuni u gekomnpeccun. OH
LLUMPOKO NopdepXvBaeTcs bpaysepamu n cepsepamv 1 NOAXOAUT AN AUHAMUYECKUX OaHHbIX.
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Brotli nemoHcTpupyeT 6onee BbICOKUA ypOBeHb CxaTtusi, YeM Gzip, 0COBeHHO Ansi TEKCTOBbIX AaHHbIX. OH

MeHee BbICTpbIN, HO ONTUMAreH Ansd CTaTUYEeCKOro KOHTEHTa, Takoro kak CSS u JavaScript, n noaaepxmBaetcs
COBpeMEHHbIMN Bpay3epamu.

Zstandard coveTaeT BbICOKUI YPOBEHb CXKaTWSA C CaMOW BbICOKOW CKOPOCTbI0 06paboTkm AaHHbIX. OH naeaneH
ONsi cepBePHbIX MPUIOXEHUA 1 06paboTkn BOMNbLLMX MaCcCMBOB AaHHbIX, HO UMEET OrpaHNYEHHYIO NOAAEPXKKY
©paysepamu.

Mpn BbIbOpe anroputmMa KOMMpeccun cregyeT yyuTbiBaTb cneunduky BeB-NpunoXeHuss n ero
none3oBartenen. [Ana 6onblumMHCTBa crnyyYaeB pekomeHayetca Brotli n3-3a ero Bbicokon achdekTMBHOCTU Npur
nepenaye cratudeckmx gavinos [2]. Gzip octaeTcsa akTyanbHbIM Ans 06paTHON COBMECTUMOCTU U BbICTPOro
cxKatusi B peanbHoM BpemeHu. Zstandard nmogxoaut Ans cepBepHbIX MpunoXeHun n obpabotkm GonbLumx
00BbEMOB AAHHbIX.

[nsa oueHKn BNMSHUA anropuTMOB CXaTUSA AaHHbIX HA NPOU3BOAUTENBHOCTL BEG-NpUNOXEHUN Obinm
npoBedeHbl TEeCTUPOBaHUSi C PasNUYHbIMKM TUMaMU KOHTEHTa U B pasHbix cueHapusax. OcHoBHas uenb
SKCMEePVMMEHTOB 3aknioyanace B onpegeneHun addpektnsHocTM anroputmoB Gzip, Brotli u Zstandard B
CHWKeHUM obbemMa nepefdaBaeMblX OaHHbIX, YCKOPEHUW 3arpy3ku CTpaHuL, U MUHUMU3aLUUM Harpysky Ha
cepsepbl.

[na wvccnegoBaHWs MCNOMb30BanvCb Pas3fnMYHbIE TUMbl KOHTEHTA, KOTOpble 4YacTo BCTpeyalTcs B Beb-
npunoxeHusax. Cpeam Hux TekctoBble dhannel, Takne kak HTML, CSS, JavaScript, a Tarke JSON n XML,
KOTOpbIE LUMPOKO MPUMEHSIIOTCA AN CTPYKTYPUPOBaHHbLIX AaHHbiX. HTML no3sonseTr ymeHbwnTb 06bem 3a
CYeT ONTMMMU3ALUMU MOBTOPSIOWMXCH 3AneMeHTOoB CTpykTypbl, CSS BbiurpeiBaeT 6Gnarogaps COKpalLeHuo
KMnoyer u 3HadveHun, a B JavaScript ahpekTMBHO CKMMAKOTCS ONTUHHBIE LENOYkn, Npobenbl 1 KOMMEHTapuu.
N3obpaxeHns B dopmate SVG, cogepxalume TEKCTOBble 3MeMEeHTbl M MeTadaHHble, Takke noaaalTcs
ckatuo, Torga kak dopmatel JPEG m PNG uvMmeloT BCTpPOEHHble MeToAbl KOMMpPEeccuW, K3-3a 4ero
AONOMHUTENBHBIE anroPUTMbl MOYTU HE YITy4LLaloT UX pasmep.

BebG-wpudthl, Takne kak WOFF n TTF, ycnewHo cxumarotcs npu ucnonb3osaHum Brotli, yto ocobeHHo
NnonesHo Ans yCKOpeHus 3arpy3ku ctpaHud. Bugeo n ayauodbannel, Hanpumep, MP4, MP3 n WebM, yxe
UCMONb3YIOT CKaTue C NoTepsiMu1, NO3TOMY AOMOMHUTENbHAs KOMMNpPeccuss Ans HUX He Adana 3HaunTernbHbIX
pesynbTaToB.

Taicke 6bInn npotecTupoBaHbl APl-otBeTbl B dpopmaTtax JSON n XML, KOTOpble UrpatoT BaxHy porib B
obmeHe JaHHBIMKM MEXAy KMeHTaMu 1 cepsepamu. AT hopmaTbl NPOSEMOHCTPMPOBANM BbICOKMIN YPOBEHb
yMeHbLUeHUsi obbeMa 13-3a npeackasyemon CTpykTypbl. OTaenbHoe BHYUMaHWe BbIno yaeneHo TEKCTOBbIM 0r-
hannam cepBepoB, Tak Kak OHU UMEIT 3HaYMTeNbHbIE pa3mMepsbl, U Zstandard nokasan nyywune pesynbTaTtbl Mo
CKOPOCTM CXaTWsA U MUHUMAanbHbIM 3agepXXkam npu nx obpaboTke.

Kaxxgplh TMN KOHTEHTa gan pasnuyHble pesynbtatbl. Brotli okasanca ontumaneHeim gns CSS m JavaScript
fbrnarogaps BbICOKOM CTeneHn cxaTtus, Zstandard npogeMoHCTpMpOBar UCKIIOYUTENBHYI0 NPON3BOAUTENBHOCTb
npu pabote ¢ GoNbLIMMKW AaHHBIMKW, TakMMK Kak norn unu APl-otBeTbl, a Gzip 3¢ddeKTMBHO cnpaBunics c
AVHaMWYECKUMW TEKCTOBLIMM hannamu, MUHUMU3MPYS Harpy3Ky Ha npoueccop. Takon nogxop nokasars, YTo
BbIOOp anroputMa 3aBUCUT OT CTPYKTYpbl M 0COBEHHOCTEN 0OpabaTbiBaEMOro KOHTEHTA.

Mo BnusSHUIO Ha CKOPOCTL 3arpy3ku Brotli o6ecneunn cokpalleHne BpeMeHM 3arpy3km CTaTUYECKOrO KOHTEHTA,
Takoro kak CSS wn JavaScript, Ha 25-35% no cpaBHennio ¢ Gzip. Bnarogaps 3atomy OH cTaHOBMTCS
onTMMarnbHbIM BbIOOPOM AN 3apaHee cxartbix pannoB. Zstandard npooemMOHCTPUPOBaN BbICOKYH
NpoM3BOOMUTENBHOCTL  MPU  KOMMPEeCCUM  OUHAMWYECKMX  OaHHbIX,  MWHUMU3VPYS  3adepXKn B
BbICOKOHArpy>XeHHbIX CePBEPHbIX MPUNOXeHNX. Gzip coxpaHun cBoto 3hdeKTUBHOCTb Ans 06paboTkmn Menknx
TEKCTOBbIX (hannos, obecneyrBas MMHMMAarbHYHO Harpy3Ky Ha cepBep.

Mo koacbdpmumeHTy cxatna Gzip yMeHbWn pa3vep TEeKCTOBbIX AaHHbIX Ha 60-70%, 4yto obecneunBaet
3HauMTenbHOE cokpalleHne obbema. Brotli npes3owen Gzip, cokpatne pasmep Ha 70-80%, ocobeHHO ans
OonbLIMX TEKCTOBbIX MaccuBoB. Zstandard [OCTMr aHamorMvHbIX pesynbTaTtoB, cpaBHUMbIX C Brotli, Ho
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obecneunn 3HauuTenbHO Goree BbICOKYIHO CKOPOCTb KOMMPECCUM, YTO OenaeT ero npearnovTUTensHbIM Ans

cepBepHbIX 3aaau.

MpvBegem cpaBHEHWE anropuTMOB CXKaTusl No KO3dhULUMEHTY cxatus (puc. 1).
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PucyHok 1 — CpasHeHue aneopummos Cxxamusi 1o KoaghhuyueHmy cxxamusi

ELe ogHUM BakHbIM NOKa3aTernem siBNSETCH CKOPOCTb 3arpysku (puc.2).
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PucyHok 2 — CpagHeHue aneopummos CXXamusi o CKopoCmu 3a2py3Ku

[nsa Toro, 4tobbl CPaBHUTL CKOPOCTb 0O6PabOTKM MPW KOMMNPECCUMN U AeKOMMpeccuMy obpaTumcs K guarpamve
Ha pucyHke 3.
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PucyHok 3 — CpagsHeHue ari2opummos cxamusi 1o ckopocmu obpabomku npu Komrpeccuu u 0ekomrpeccuu

3aknoyeHue. AJ'IFOpI/ITMbI CXaThna OaHHbIX UrpaldT BaXHYK poJfib B OoNTUMU3alnn Be6-I'IpI/IJ'IO)KeHI/Il71,
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No3BONAsA YMeHbLUNTL 06beM nepegaBaeMbix hansoB U yNyyLUTb NPOU3BOAUTENBHOCTL cucTemsl. Gzip, Brotli

n Zstandard obnapatoT pasHbIMM XapakTepucTMkamu, 1 BblIOOp MeToda okaTus JOSKEH yuuTbiBaTb HGanaHc
MeXay CTeneHbld KOMMPEeCCUM, CKOPOCTbio 0BpaboTkM M Harpy3kom Ha cepep. [pamoTHOe npuMmeHeHve
KOMMpeccum CrnocobCTBYET YNyyLIEHWIO MONb30BATENbLCKOrO OMbiTa, CHWKEHUIO Harpy3ku Ha ceTb u Gonee
3P HEKTUBHOMY MCMNOMb30BaHNIO PECYPCOB.

CrucoK ucrosib308aHHbIX UCINMOYHUKOE:
1. Brotlivs. GZIP: A Comprehensive Comparison of Compression Algorithms. / Abdul Rehman 2023, — 17 Min Read.
2. How Image Compression Affects Your Website’s Loading Times — JJohn Hughes 2023.

THE IMPACT OF DATA COMPRESSION ALGORITHMS ON WEB
APPLICATION PERFORMANCE

Antsiferova E.I.
gr.467041
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Shevchuk O.G. - Ph.D

Annotation. The report examines the impact of data compression algorithms on the performance of web
applications. It compares key compression methods such as Gzip, Brotli, and Zstandard, analyzing their
effectiveness in reducing the volume of transmitted data and their influence on page load speed. Experimental
results and recommendations for selecting the optimal algorithm based on the characteristics of the web
application are discussed.

Keywords: Data compression, performance, Gzip, Brotli, Zstandard, load speed, lossless algorithms, lossy
algorithms
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MHTEJNEKTYAJIIbHbIE CUCTEMbIBUAEOHABJTIOAEHUA U KOHTPOIIA

Boporosuy [.1O.
ep.467041

Bernopycckuti eocydapcmeeHHbIl yHUgepcumem UH@opMamuKu U paduoaniekmpOoHUKU,
2. Munck, Pecriybrniuka benapyce

HayuHbil pykosodumerns: BuwiHsikos B.A. — Qokmop mexHuU4eckux Hayk, rpogeccop kaghedpsi KT

AHHOTaAUMA. B crathe paccMaTpvBaloTCsl COBPEMEHHbIE CUCTEMbI BAEOHABMIOAEHNS], UX MPeMMyLLecTBa U OTNNYNS OT CTaHAApTHLIX

cucTeM BUOeOoHabnoaeHust
KniouyeBble cnoBa: VHTENneKTyarbHble CUCTEMbI BUAEOHAONIOAEHUS, BUOEOKOHTPOSb, BUAEOAHANUTMKA

BeedeHue. AKTyanbHOCTb MpoekTa onpedensieTcs Tem (akToM, 4YTO Ha CEerogHsilUHWA OeHb
TpaguLUMOHHbIE KaMepbl BUAEOHAONI0AEHUS] HE YAOBMNETBOPSIIOT B MOSIHON Mepe NOTPEeBHOCTAM B onepaTnBHOM
pearmpoBaHUM Ha BHELUTATHbIE CUTyaUMU Ha KPYMHbIX NPOM3BOACTBEHHbIX M MHbIX 0ObekTax. [ns peleHns
COBpPEMEHHbIX 3afay TpebylTCs KOMMMEKCHbIE WHTEMNEKTyarnbHble CUCTEMbI, B OCHOBE KOTOPbIX mnexat
CNOXHbIE anropuTMbl BUAEO0aHANUTUKN.

WHTennektyaneHble cMCTeMbl BUAEOHABMIOAEHNS 1 KOHTPOMs obradaroT psSaoM KrtoyeBblX hakTopos,
KOTOpble MOBbIWAOT Be3onacHOCTb M 3dEKTMBHOCTE BMAeoHabnoAeHnsa. naBHbIM acnekTtoM SBRsieTcs
noBbilleHne ©e30nacHOCTK, YTO MO3BOMMT MPEAOTBPaTMTbL KPaXKM M akTbl BaHOANM3Ma, a Takke CHU3UTb
OLMOKYM, CBA3aHHbIE C YernoBeyeckum hakTopoMm. HeoTbemnemom 4acTblo CUCTEMbI SBMSIETCA ONTUMMU3ALMNS
OMnepauUMOHHBIX MPOLECCOB, 3TO MO3BOMUT HaM MPOM3BOAUTL MOHMTOPUHI 3a NMPOM3BOACTBOM (Hampumep,
OCTaHOBKa KOHBeWepa) AN MUHMMM3auun npoctoeB. CucTema MnO3BOMUT aHanu3MpoBaTb NepeMelleHne
COTPYOHVKOB 1 TPaHCMNOpPTa, YTO NO3BOMMT ONTMMM3NPOBAThL MapLUpPYThl U pacnpeaenexHve 3agady [1].

HenocpeacTBeHHbIM  NPEVMMYLLECTBOM TakkKe SBMSETCS WHTerpaums ¢ ApyruMy  CUCTEMaMu U
3KOHOMMYECKas BbIroAa CUCTEMbl BuaeoHabnogeHus. CoBMeELLEHMe C cucteMammn KOHTponda goctyna, loT-
AaTyvKaMum 1 NOXapHOW CUrHanusaumen No3BonmT NoBbICUTL 6€30MacHOCTb Ha NpeanpusaTun. Takke nveetca
BO3MOXHOCTb MOHUTOPUHIa OOLEKTOB M3 M0G0 TOUKN MUPa, YTO KPUTUYHO AMS CETEBbLIX MPEaNnpUSITUNA.

OcHogHasi Yacmb. VIHTennekTyarnbHble CUCTEMbI BUAEOHA0MIOAEHMS — 3TO annapaTHO-NPOrpaMMHbIi
KOMIMIIEKC, KOTOPbIA UCMONb3yeTca As aBTOMaTU3UPOBaHHOro cbopa MHopmaumm ¢ NOTOKOBOro Buaeo. B
cBoen paboTe 3TV CUCTEMbl OMMPAKOTCA HA pPasfU4YHbIE anropuTMbl  Pacno3HaHUS  U300paXeHuw,
cuctematm3aumMmn M o0bpaboTkM NOoMyyYeHHbIX AaHHbIX. OkasbiBaeM MOMHbIA KOMMIEKC YCMYr MO CO34aHMI0
cuctemM BuaeoHabnoaeHus.

MHTennekTyanbHoe BuaeoHabnogeHne, kak nodas BbICOKOTEXHOMOMMYHAs CUCTEMA, UMEET CBOU
nocbl U MUHyCbl. K rmaBHbIM MpevMMyLLecTBaMm 00OpYAOBaHUS C aHaNMTUYECKMMU anroputMamMun MOXHO
OTHECTHU:

— NPaKTU4eCKM HeorpaHNYEHHbIN PYHKLIMOHATT,

— BbICOKYH TOYHOCTb U HAOEXHOCTb;

— LLUMPOKUIA CNEKTP pearibHbIX CLieHAapMEB NPUMEHEHNs1 000pyaOBaHMS;

— OPYXECTBEHHbIN NHTEPENC;

— LUMPOKUIA BbIBOP aHaNUTUYECKUX anropuTMOB;

— NOCTOsIHHasA pa3paboTka HOBbIX NPOrPaMMHO-anMnapaTHLIX KOMIMIIEKCOB.

MaBHbIN HEQOCTATOK UHTENNEKTYanbHOro BUAEeoHabnogeHuss — BbICOKask CTOMMOCTb 00OpYyAOBaHUS 1
nporpaMMHbIX Mogynein. Pacxodbl Ha BHeApeHuWe CUCTEMbl Ha KpPYNnHOM 3aBode Wnv NpOU3BOACTBEHHOM
06beKTe MOryT 4OCTMraTb O4YeHb B0OMbLLNX CYyMM.
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K MmeHee 3HaYMMbIM MUHYCaM MOXHO OTHECTU:

— BbICOKYI0 Harpy3Ky Ha KaHarbl CBS3V U3-3a nepegaydun 60nbLoro o6bema gaHHbIX;

— pa3MeLLieHe B apXmBe «NyCTOn, MyCOPHOM» MHGOpMaLnK;

— HeOOCTaTO4HbIV YPOBEHb 3aLUMLLIEHHOCTU Ba3bl AaHHbIX.

Mepen BHeOpeHMeM WHTENMEKTyanbHOW CcUCTeMbl  BuAeoHabnwogeHws cregyeT  TwaTenbHo
npoaHanM3npoBaTh LenecoobpasHoCTb MeponpuaTsa. Ecnn aHanuTuieckme anropytmbl NOMOraroT NOBbILWATbL
NpOon3BOANTENBHOCTb TPYAA, CHUXKAKOT BEPOATHOCTL YEioBeYECKMX OLLMBOK, CMOCOBCTBYIOT pa3BuTuio brusHeca
1 NOBbLILLEHWIO NPOAaX, TO pacxodbl Ha MOKYMKY, YCTaHOBKY U obcnyxvnBaHne obopyaoBaHuns BbICTpo oKynATcs
[31.

CucTtembl BuMOeoHabnoOeHNs, B KOTOPbIX peanu3oBaHbl WMHTENneKTyanbHble (YHKUUKM, NO3BOMSOT
bonee aphekTMBHO pelaTb MOCTaBrEHHblE 3adadvun. VIcxoas M3 MHOMOYUCIIEHHLIX OMbITOB, YTOMISEMOCTb,
HecnocobHOCTb K ANUTENbHOM KOHLEHTPaumMM CKasblBalOTCH Ha YerioBeke Yxe yepes nondaca pabotbl C
HECKOMbKMMMK KaMepamu, Y4TO MpUBOAMT K pe3koMy nageHuio adhdekTMBHOCTU HabnogeHus. B 1o xe Bpems
WHTENNeKTyanbHble CUCTEMbl ByaeoHabniogeHns falT cTabunbHOe U BbICOKOE KadeCTBO, a peLleHne Takux
3ajau, Kak pacrnosHaBaHue BOorbLLOro KONMYecTBa NoAen, NPOXOAALLMX Ha NpeanpuaTie B peXrMMe pearnbHOro
BPEMEHW, MPaKTUYECKN He NPeaCTaBnAeTCs BO3MOXHbLIM AN Yenoseka.

BOnbLUMHCTBO COBPEMEHHBLIX CUCTEM BUAEOHAOMIOAEHNS MMEIDT MpocTenwne cpeactsa aHanusa
BMaeomnsobpaxeHns — Hanpumep, eTektop ABwkeHusd. OgHako 3TOro HegoCTaTOMHO AN PelleHust OYeHb
MHOMMX aKTyamnbHbIX Ha CErogHsWHWA AdeHb 3ajadv. MIMeHHo ana ux pewenuss 6bina paspaboraHa
BMAEOoaHanunTuKa.

BraeoaHanutuka — TeXHOMNOMMA, MCNONb3ytoLLas MeToabl KOMMbIOTEPHOrO aHanm3a  Ans
aBTOMaTM3NPOBAHHOIO MOMyYEeHUS AaHHbIX Ha OCHOBaHWM aHanu3a MoCnegoBaTenbHOCTU U3obpaxkeHun,
NoCTynaloLWmx C BUOEOKaMep B pPEXMME peanbHOro BPEMEHW Wnn M3 apxMBHbIX 3anvcen. BuoeoawanuTtuka
npegcrasnsieT cobow nporpamMmmHoe obecneyeHne ans paboTbl C BUAEOKOHTEHTOM. B ocHoBe mporpaMMHOro
obecneyeHns NEeXuT KOMMMEKC anroputMOB MALUMHHOTO 3PEHMWs, MO3BOMSOLMX BECTU BMOEOMOHUTOPUHE U
Npoun3BOAMTbL aHanM3 AdaHHbIX 6e3 NPSMOro y4acTusi Yernoseka.

BvugeoaHanutuka uMeeT MHOXECTBO MOMNe3HbiXx (OYHKUMA: pacno3HaBaHue nuvy  BecuensHoro
noBedeHns, cnexeHne 3a oObekTamm K 3aKPbITbiIMW 30HaMW, AETEKTUPOBaHWME MPOHWKHOBEHWS, aHanm3a
BMOEOHAOMIOAEHNS OrpaHUYEHHON 30HbI U NepuMeTpa, pacrno3HaBaHve HOMepPOoB aBToTpaHcnopTa. OCHOBHOW
KOMMIIEKC yCnyr, NpeaocTaBnsieMbli CUCTEMOIN BUOEOAHANUTMKM AN OXpaHbl 3aKPbITbIX 30H, CReayoLLINiA;

- BbisiBneHne 1 onpegeneHne BepOATHOCTEW BO3HWMKHOBEHUS npegnonaraeMbiX yrpo3 obbekTty B
3aKpbITON 30HE.

- OnpepgeneHune 30H 06beKTa, NOABEPKEHHBIX Y3BUMOCTSM.

— OBHapyxeHue hakTa nepeceyeHuss nepumeTpa 3aKpbITON 30HbI.

- VMIHopMrpoBaHne COOTBETCTBYIOLMX CRAYXO O HamMuMu noTeHumManbHbiX Yrpo3 wunu  dakTos
NMPOHMKHOBEHWUS.

- lMocbinka u3BeLEeHUn U N300paXeHWUn HewwTaTHOro Ccryyas AeXypHOMY nepcoHany 6esonacHocTu
obbekTa, BKIToYasi HOCUMble YCTPONCTBA.

Pesynbtatamn paboTbl BUOEOAHANMUTUKM SBNSAIOTCS COObITMS B BMOE COOOLLEHWUIA, KOTOPblEe OOMKHbI
ObITb NepedaHbl onepaTopy CUCTEMbl BUAEOHAOMIOAEHVS MK 3anncaHbl B BUAEOApXvB AN NocrnegyoLwero
ucnonb3oBaHus [2].

3akmrodeHue. VIHTennekTyanbHble CUCTEMbl BMAEOHAOMIOAEHNS TPaHCHOPMMPYIOT MacCuBHbIA COOp
AaHHbIX B WHCTPYMEHT aKkTMBHOrO yrpasneHusi, obecneumBasi He TONbko ©6e3onacHOCTb, HO M POCT
adpcpekTmBHOCTM nNpeanpuAaTusa. Cuctema no3BonsieT MNoBbICUTb  AMEEKTMBHOCTL paboTbl  onepaTtopa
HabnogeHns, oNTMMU3NPOBaTL XPaHEHWe U KCMONb30BaHWe AaHHbIX, CKOHLEHTpMpOBaTbL paboTy onepartopa
Ha MoTeHuManbHbIX yrpo3ax n obecneunts 6€30MacHOCTb COTPYAHWUKOB.
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CUCTEMbI BJTIOKYEWH B IT-MEOULMHE

Kauko M.O.

Benopyccknin rocyapCTBEHHBIV YHUBEPCUTET MHCPOPMATUKM 1 PaANO3NEKTPOHNIKN,
2. MuHck, Pecnybriuka benapyco

HayuHbil pykosodumernb: BuliHsikoe B.A. — QOKmMop mexHU4ecKux Hayk, rpogeccop
Kagpedpbl IKT

AHHOTaUMSA. B maTepranax goknaga paccMaTpyBaeTcs BOSMOXHOCTY 1 NEPCNEKTUBbLI MPUMEHEHS TeXHONomn BriokielH B IT-MeavumHe.
PaccMoTpeHbl MaTemaTieckue MOAENM U CXeEMbI Nepedaqn MeAULMHCKMX AaHHbLIX MPU UCMOrb30BaHUM BriokyeiiH. OBoBLLEHbI NpoGreMs! 1

He[oCTaTKM NMPUMEHEHS BIIOK4YeH-TexHoMormM B I T-meauumHe.

KniouyeBble cnoBa: 6rokyeitH, IT-MeouuMHA, SMEKTPOHHLIX MEOWMLMHCKME  KapTbl, MOTEHUMan MPUMEHEHUs!  BIIoKYeltH,

KOH(OMOEHLMANBHOCTb AaHHBIX

BeedeHue. brnokyeriH — 9TO pacnpeferneHHblll peecTp, KOoTopbii obecnedvBaeT crnocob 3anucu
WHJOpPMaLMM 1 COBMECTHOTO WCMOMb30BaHUsi COOOLLECTBOM, B KOTOPOM KaXAbl YYacTHUK BedET CBOH
CODBCTBEHHYIO KOMMIO MHOPMaLIMK, BCE YYaCTHUKN OOIPKHbI MPOBEPSITh Nobble 0OHOBNEHNS konnekTneHo. C
NOMOLLbIO BrioKYerHa KpUNTonorusi 3aMeHsIeT CTOPOHHUX MOCPEOHWKOB B Ka4eCTBe XpaHUTENsl JOBepUsi, Npu
3TOM BCE Y4YaCTHWKM OriokyerHa 3anycKkaloT CrOXHblE anropuTMbl ONs1 MOATBEPKOEHUS LENOCTHOCTU
MHpopMaLmK.

CoBpemMeHHas anekTpoHHasa meauumHa (e-health) ctankueaeTtca ¢ npobnemamy 6€30NacHOCTY AaHHbIX,
OTCYTCTBUEM [OBEPUS MEXOY YYaCTHMKAMM CUCTEMbI U CIIOXHOCTBIO 0OMeHa MeAMUMHCKON MHGOopMaLMEN.
BrnokuenH-TexHonorusl, Gnarogaps CBOeW OeLeHTpanu3oBaHHOM Mpupode, Kpuntorpaduyeckon sawmrte u
HEM3MEHSIEMOCTU JaHHbIX, NpeanaraeT peLleHnst aTux npodnem [1].

Llenb gaHHOW cTaTbM — OaTb KpaTkoe onvcaHue paboTbl OMokdenH, npoaHanvMavpoBaTh Tekyllee
COCTOSIHUE W NEpPCrneKkTBbl NpuUMeHeHus OrnokyenHa B IT-meguuvHe, a Takke 0003Ha4UTb MPOGnEMbI
BHEJPEHWS TEXHOMOMMM.

OcHosHasi yacmb. BrnokyenH onupaetca Ha: xew-cyHkumm (SHA-256, Keccak) — obecneuymBaroT
LeNoCTHOCTb AaHHbIX; anropuTMbl koHceHcyca (Proof of Work, Proof of Stake, PBFT) — rapaHTupytoT
COrnacoBaHHOCTb AaHHbIX B CeTU. B MeanumMHCKnx Griok4eiH-cuctemax NpUMEHSIIOTCA anropuTMbl KOHCEHCYCa:
Proof of Authority (PoA) — ana 6bicTpon Banupauum TpaHsakuui (nogxogut ons EHR — Electronic Health
Records); Delegated Proof of Stake (DPoS) — 6anaHc mexay CKOpOCTbIO M AeueHTpanu3auuen [9]. BrnokyenH
No3BOMSET XPaHWTb X3LIM 3anucen B Lenodke, a camu AaHHble — B IPFS (InterPlanetary File System);
KOHTPONMpOBaTh AOCTYMN Yepe3 CMapT-KOHTPaKTbI.

HaHHble 1 Tpaduk B Griok4enHe LWMPYHTCA C UCMOMNb30BaHMEM NMPOTOKOSIOB BbICOYaMLLMX CTaHOAPTOB
6ezonacHocTn (ECC, AEC). API urpatoT BaxkHyl0 poSib B KOH(UAEHUMANbHOCTM M 6€e30MacHOCTU AaHHbIX
30paBoOXpaHeHus, obecnevmnBasi 6esonacHyto nepegadvy MHOpMaLuM o NauueHTax Mexay cucteMamm [2].

B ccepe 3apaBooxpaHeHnst UCMosb3yeTcst 6OMbLIOE YMCIO YMHbBIX MEAMUMHCKMX YCTPOWMCTB, KOTOpble
NMOCTOSIHHO COBMPalT M OTCNEXMBAKOT pasnuyHyto MHopmMauumio. brnokyeriH obecneyvMBaeT MNOCTOSHHBIN
KOHTPOSb 32 TaKUMW YCTPOWCTBaMM, KOTOPbIA CBOOUT K MUHMMYMY Kakue-nnbo HeCaHKLMOHUPOBAHHbIE
MaHuNynaumMm ¢ Hamm [3].

Ana KOOVMPOBKM M 3alMTbl AaHHbIX MEOMLUMHCKOrO XapakTepa Mpu OopraHusaumMn MegmLMHCKOro
obcnyxumBaHnss Ha ©6ase 6Gnok4yenH-nnaTtopmMbl B HauMbonblUen CTENeHW MNOAXOOUT TEXHOMNOrMsA YMHbIX
KOHTPaKTOB (CMapT-KOHTPaKTbl). APPEKTUBHOCTb JAHHOW TEXHOMOMMMU C TOYKWU 3peHus obecrnedyeHuns 3allmThbl
OaHHbIX MauMeHTa 3aknyaeTcd B TOM, YTO AOCTYn K HUM obecrnevmBaeTcsi TONbKO MOCMe ero cormnacus.
TexHonorMsa yMHbIX KOHTPaKTOB obecneynmBaeT OOCTOBEPHOCTb M 3alumuTy nepefaBaeMblX OaHHbIX, a Takke
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pasgensieT MHAMOPMaUMOHHbIE MOTOKM Ha obuwenoctynHele (B obesnuyeHHon dopme) un Tpebytowme

paspeLLeHns Ha Nx nepegady TpeTbum nuuam (NepcoHanuavpoBaHHbIe) [4].

MpeunmyLecTBa ncnonb3oBaHWs 6NoKYeriH B 3apaBooxpaHeHu [1]:

1. JeueHTpanunsauma — OTCYTCTBME LIEHTParnbHOro y3na, XpaHsLwwero 1 ynpasnsioLLen nHpopmaumen (y
BCEX YYaCTHUKOB paBHbIe NpaBa, N03TOMYy COBEpLUEHME Onepauuii NPOBOAUTCA MEXAY HAMU HanpsiMyio);

2. KoHduaeHunansHOCTb AaHHbIX — BFIOKYENH HeM3MeHsieMas CTPYKTypa, 0693aTenbHO NPUMEHSIHOTCS
Kpuntorpauyeckue anroputMbl LLIMGPOBaHNSA, XELUMPOBaHNA 1 ayTUdUKaLmu;

3. OrpaHudeHve pgoctyna — TOMbKO Bnagenuy uHGopMauum MOXET YNpaBndATb [OCTYMOM K CBOW
OaHHbIM;

4. HapexHocTb — 3anucu 6rnokm GnokvyemHa XpaHSaTCA Ha BCEX y3nax CeTu, YTO MUHUMWBMPYET KX
yTpary;

5. MNpoBepka AaHHbIX — 6€3 4oCcTyna K MHpopmaLmm, XpaHsiLLencsa BHyTpy 6rnoka, MOXHO NpoBepUTL ee
LLeNOCTHOCTb Y HEU3MEHHOCTb.

O606LLEeHHY0 MOAENb YNPaBeHNs MEAULVNHCKUMWN AaHHBIMU MOXHO NpeacTaBuTb B Buae [1]:

Mmic = {Mcehr' Mcct' Mdma' Mcbi' Mrpm}v

roe Mgep, — yNpaBneHne 3NeKTPOHHbIMU MEeOULMHCKUMUW KapTamu; M., — ynpaBneHne uenoykamy noctaBok
nekapcTB u 6opbba ¢ KOHTPadakToM; M, — aHaNM3 MEeAULMHCKUX AaHHbIX; M.,; — NPOBEAEHNE KIMHUYECKMX
1 BMOMeONLMHCKVX UCCreaoBaHni; M,.,,, — yAaNeHHbIN MOHUTOPUHT NaLNEHTOB.

B tabnuue 1 npvBeneHbl camble akTyanbHble HanpasreHuss AN MHTerpaummn 6rok4enH-TexHonorum B
chepe IT-megnumHe Ha cerogHaWwHMA AeHb [1,3 — 4].

Tabnuvua 1 — Hanpaenexve npuMmeHeHns 6rnokyerH B T-meguumHe

Ne | HanpaBneHue Mpobnema Ontumunsaums Mpumepsl
1 | YnpaBneHue LlenoctHocTb AaHHbIX, | ObecneunsaeT 6esonacHoe | MedRec,
ANEKTPOHHBLIMMU KOHTpOrnb JocTyna XpaHeHue 1 nepefady AaHHbIX | nnaTdopma Panacea,
MeOULIMHCKUMUN Mexay cybbekTtamu Mnatdgopma Akiri
kapTamu (OMK)
2 KoHTpornb KoHTponb  nognuHHocTh | Npo3padHoe ADLTTM, TraceRX,
LenoYkn NOCTaBOK | TOBapoB OOKYMEHTMpOBaHue, KomnaHus
nekapcTs OTCneXuBaHWe ToBapa MediLedger
3 | TenemeguuunHa LlenocTtHoCTb 1 | 3awmaeTt gaHHble nauueHToB | Solve.Care
KOHMAEHUMarnbLHOCTb npu yaaneHHbIX koHcynbTaumax | MyClinic
OaHHbIX
4 | NccnepoBanus wm | LlenocTHoCTb n | NapaHtupyet  poctoBepHocTb | [Nnatgopma CTRR,
KIMHn4eckune KOHbMAEHUNansHOCTb OaHHblX, cbop paHHbIX  C | komnaHus Chronicled
UCMbITaHUst OaHHbIX MEOMLIMHCKMX YCTPONCTB,
aBTOMaTM3aLMs MPOLIECCOB
5 | NogTtBepxaeHue danbecndmkaums apaHTUpyeT  [JocToBepHOCTb | [poTokon GnokyenHa
KBanudmkaumnm OOKYMEHTOB OOKYMEHTOB R3 Corda
MeOULIMHCKOro
nepcoHana
6 | PerynupoBaHue BonbLune BpeMeEHHble | [NoBbIeHne npo3spayvHocTk, | Komnanus Metlife
CTpaxoBbIX CNOPOB | 3aTparthl, CHWDKEHUIO cnyyaes
danbcudmkaums MOLLUEHHNYECTBA,
OOKYMEHTOB aBToMaTM3auus 0bpaboTku
obpaLleHun

[Monb3oBaTenu 3aHMMalOT pasfnnyHble NO3ULUKM B CUCTEME U MOTYT NpocMaTpmBaTh TOSbKO Te 3anucu, K

KOTOPbLIM OHW MOfyYnnn gocTtyn. MauneHTbl MoryT AoGaBnsTh 3aMUcu C MOMOLLBIO KIMEHTCKOW NporpaMmbl,
KOTOpasl Bbi3blBaeT KOA LIenouYku ansi comkcaummn TpaHsakumu B ceTw. locne doukcaumy TpaH3akumMu B cetu
GriokyeliHa OBGHOBIEHHbIE TPaH3aKUMKW PacrpOCTPaHSIOTCS MO CETU U rapaHTUPYHOT, YTO Kaxkaas TpaH3akums no
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CeTU pacnpoCcTpaHSETCs Cpean BCeX YYaCTHWKOB CUCTEMbl. Hu ofHa TpaH3akums He MOXeT OblTb M3MeHeHa

WUNu yaaneHa HeaBTOPM30BaHHbLIMM MNOMb30BATENSAMU. TpaH3aKuuyM MPUMEHSIIOTCA TOMbKO K Mpedbigylemy
X3Lly C BPEMEHHOW METKOW, NMO3TOMY CeTb MOSMHOCTLI0 H6e3onacHa. 3anucy n3MeHsIloTCH 1 AOCTYMHbI Nitobomy
nonb3oBarento 6rnokyenH-ceTu. MNocTaBLUMKM YCyr, BKOYas MeOMKoB U COTPYAHWMKOB nabopartopui, mMoryT
3anpawmBaTb HeOBXoAMMbIE AaHHbIE Yepes CeTb.

Ha npumepe ncnonb3oBaHWs 3NEKTPOHHBLIX MEAMLMHCKMX KapT MOXHO paccMOTPETb CXemy nepegasdu
MeaVLMHCKMX AaHHbIX. [lepBOHa4anbHO AaHHbIE reHepUpYTCA M3 HOCUMOIO MM MEAULIMHCKOro YCTpOMCTBa
nauveHTa, nepegatotca B 6nokuenH yepes APl n B koHeyHoM utore B EHR oyeHb npospayHbiv criocobom.
Takum xe o0b6pasom AaHHble ByayT Bo3BpaLLeHbl NAUMEHTY UM MeauumMHCKOMy paboTHUKy. JTiobble oencTeus ¢
AaHHbIMU JOMKHbI BbITh cormacoBaHbl ¢ Apyrme 3anHTepecoBaHHble CTOPOHDI.

Ha pucyHke 1 nokasaH NOTOK JaHHbIX OT MX UCTOYHMKA (MauneHTa) 40 SMEeKTPOHHOW MeANLIMHCKON KapTbl
(EHR) [5].

C6op AaHHbIX - WudposaHue 1
nauMeHTa XpaHeHWe AaHHbIX

MpunoxkeHue ana — MpepocTtaBneHne
34paBoOXpaHeHNs MeULMHCKKUX yCayr

YnpaBneHue v perynaMpoBaHue

MNonyyeHne Bo3HarpamaeHuin

PucyHok 1— Cxema nepedayqu MedUUUHCKUX OaHHbIX

Cxema cocTouT 13 6 KOMMOHEHTOB:

1 C6op AaHHbIX NauueHTa. ATOT KOMMOHEHT OTBeYaeT 3a COOp AaHHbIX OT MaumeHTa U3 PasrinyHbIX
WCTOYHMKOB, BKITHOYast MeaLMHCKUE Npubopbl, HOCMMbIE YCTPOMCTBA M MOCTABLLMKOB MEOULIMHCKMX YCITyr U T.
a.

2 LUudppoBaHne u XxpaHeHME [aHHbIX. JTOT KOMMOHEHT TMOJflyvyaeT, 3anucbiBaeT W XpaHwUT
3almMpoBaHHbIE MEOULIMHCKME AaHHbIE NAuUeHTa B ONOKYEH-CETH.

3 [lMpepoctaBneHnss MEOULMHCKMX YCryr. OTOT KOMMOHEHT NPEAOCTaBnseT MeAULMHCKME YCryrn
MOCTaBLUMKAM MEOULMHCKMX YCIyr, MauMeHTaMm W OpYyrMM Ha OCHOBE [aHHbIX O 300pOBbe MNauueHTa
XPaHSILMXCA B BrIOKYEHE. 3TN YCNyr MOTYT BKITHOYAOT TeNeMeauumHy, yaaneHHbI MOHUTOPWHT U T. 4.

4 TlpunoxeHnin aOnst 34paBOOXPaHEHMSA. ITOT KOMMOHEHT, KOTOpble MO3BOMANT  MELULMHCKAM
paboTHWKaM MNOCTaBLUMKAM MEAULMHCKUX YCIyr MoNyYuTb AOCTYN K MEOVUUMHCKMM [OaHHbIM MauMeHTOoB,
XpaHAWMMNCS B BGrnokyenHe. DTy NPUIIOXKEHUsT BbICTYMAaKT B BUAE MOOUITbHBIX NPUITOXEHU, BEG-MopTanos u
3NEKTPOHHBIX MeanUMHCkux kapT (EHR).
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5 YnpasneHue un perynupoBaHue. [laHHbIN KOMNOHEHT obecneunBaeT HaA30p U ynpaBneHue CUCTEMB,

obecneunBas OOCTyn K MEOMUMHCKMM  AaHHbIM C  cobniogeHuem  HOpMaTtuBHbIX — TpeboBaHui,
KOH(buaeHUMansHoOCTM 1 cTaH4apToB 6e30MacHOCTY.

6 MonyyeHne Bo3HarpaXxgeHUn. ATOT KOMMNOHEHT CTUMYNUPYET 3aMHTEPECOBaHHbIE CTOPOHbI, MOOLLPSAS
0BbMeH MeaULIMHCKUMU AaHHBIMY U UCMONb30BaHME NPEAoCTaBnAeMblX YCryr. AT CTUMYMbl MOTYT BbITh B BUAE
COBOCTBEHHOM KpMnTOBantoTbl MO0 B BUAE CKUOOK.

Takasi cxema npusBaHa obecrneuntb Ge3onacHyo U Npo3payHyo nnatgopmy Ans cbopa, XpaHeHUst u
obmeHa MeauUMHCKMMUW OaHHbIMM MauMeHTOoB, a Takke NpegoCTaBUTb MOCTaBLUMKAM MEOMLMHCKMX YCnyr K
nauneHTam BO3MOXHOCTb AOCTyna K 3TMM AaHHbIM M WX WCNOMb30BaHUS AN YIyuleHWUs pesynbTaToB
MeONLMHCKOrO 0BCnyXUBaHUS.

HecmoTps Ha cyulecTBylolumMe NpensaTcTBus, BrokYenH OTKPbIBAET 3HauuTENbHblE MEepPCnekTMBbl Ans
ONTUMM3aLMN MPOLECCOB B cdhepe HayK O XM3HW. KnoyeBbiM BbIZOBOM Ha MyTU K LUMPOKOMY BHEOPEHWIO
ABNAETCH HeobXoauMOCTb TpaHcdopmaunMn B3MSAOB PYKOBOAMTENEW B YacTHOM W rocyAapCTBEHHOM
ceKkTopax, a TawKke MNONMUTUKOB, Hapsdy C ajantauvent ynpasneHdyeckux nogxogos. 1o mepe passuTus
TEXHONOMMM U NOSABIEHNS YCMELWHbIX KeNCOB, AEMOHCTPUPYIOLLMX CHWDKEHUE PUCKOB, OXXMOAETCH yBenM4eHve
TEMMOB €e OCBOEHWS B Gnvxanwwve natb net. 310, B CBOK OYepedb, NO3BONUT BNoKYeriHy B NOMHOW Mepe
peanunsosaTb CBOW NOTEHUMan B pamMmkax 3KOCUCTEMbI HAYK O XM3HU [6].

Bapbepamn Ans LWMpoKoro npuMeHeHus 6rokyenHa B 3apaBoOOXPaHEHUN SBASIOTCH Takke npobremsl
MacwTabupyemocTn, 3adepxkv nepedavnm [OaHHbIX, B3aUMOAEWCTBMSA MexXZy pasfnuMyHbIMU CucTeMamum,
6e30nacHOCTN OaHHbIX U KOHMUAEHUMANLHOCTU. OTU NPenaTcTBusa TpebytoT KOMMMEKCHOro pelleHus ans
yCMeLHOro BHeapeHus BrokYeriH-TEXHOMOMMIN B 30paBooOXpaHeHun. B kadecTBe nepBOCTENEHHOro peLleHus
MOFYT BbICTYNMTb BONPOCHI MPaBOBOro PerynmpoBaHms.

B Poccun yxe Heckomnbko mneT MCNomnb3yrTCS MEAVLMHCKME 3MNEKTPOHHbIE KapTbl NauveHToB, akTUBHO
pa3BMBaETCA CErMeHT TernemeavuuHbl. [1pyM 3TOM Ha rocydapCTBEHHOM YPOBHE TEXHOMOrns Griok4enH He
NCMONb3yeTCs, HO paccMaTpMBaETCH Kak OAMH U3 BO3MOXHbIX BapuaHToB [7].

3akmroqeHue. bnokyeliH obnagaeT 3HauMTenNbHLIM NOTEHUManoM Ans TpaHcopMaumn 3MeKTPOHHOW
MeauumHbl, obecneynBas 6e3onacHOCTb, NPO3pPaYHOCTb U aBToMaTu3aumio. Ho octaloTcs Bbi30Bbl, CBA3aHHbIE
¢ macwrabupyemocTblo ¥ perynauven. [danbHenwuve wccnegoBaHWs [OMKHbl ObiTb HampasneHbl Ha
ONTUMM3ALMIO anropuTMOB M MHTErpauuio C CyLUEeCTBYOLWMMUA MeOUUMHCKUMK cucTemamu. [puseaeHsi
MaTemaTuyeckne Mogeny u cxema nepegadn MeguLUUHCKUX OaHHbIX.
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Annotation. The report considers the possibilities and prospects of blockchain technology application for IT-
medicine. Mathematical models and schemes of medical data transmission when using blockchain are considered.
Problems and disadvantages of blockchain technology application in IT-medicine are summarized.
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MATEMATUYECKASA MOOEJIb FTETEPOrEHHOIO PAOUOINOKPbLITUA

PoduoHos M.A.
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HayuHbil pykosoOumernb:Acmpoeckutl U.U. — kaHOuOam mexHU4YecKux Hayk, doueHm Kaghedpsb!
UKT

AHHOTaAUMA. B craThe paccMaTpyBaloTCA BOMPOCH! OpraH13aLi COBMECTHOrO PaOVONOKPLITUS FeTepOreHHbIX paaMoceTel, korga Ha
TEpPPUTOPUM OTHOCUTENLHO GOTBLLIOM TOPOACKOW COTbl KyNbTUBMPYKOTCS Marble MuKocoTbl outdoor Tvna. C MOMOLLBID KOMMbOTEPHOrO
MOLENMPOBaHMS MOSyyYeHbl 3aBUCHMOCTM PasMEpPOB MarblX COT OT psida napameTpoB. [lonyyeHHble pesynbTaTbl MO3BOMAT AaTb

pekoMeHAaLmmM Nno oNTUMU3ALMN FETEPOrEHHbIX CETEBLIX PELLEHWI.

KnroueBble cnosa: reTeporeHHbIe CEeTW, MUKPOCOTbI, MUKOCOTLI, rapaHTUPOBaHHOE MOAKIOYEeHNe, MOAEN pacrnpoCTpaHEHUs BOJH,

KOMMbIOTEPHOE MoAenmpoBaHue, Matlab

BeedeHue. lMoa reteporeHHo coToBon ceTblo — HetNet — OGbIMHO MOHMMAOT TakoW BapuaHT
PaAMoNoKpbLITHS, KOrda Ha TEPPUTOPUN OTHOCUTENBHO BONbBLLION rOPOACKOM MUKPOCOTLI (PagnyC OT HECKOMbKUX
COTEH MEeTPOB A0 1 KM) OpraHm3yloTCH ManeHbK1e NuKoCcoThbl (Paanyc OT HECKOMbKUX AeCATKOB MeTpoB A0 150
MeTpoB) Ans obcnyxmBaHuA Gonbworo Tpaduka B onpeaenéHHbIX NOKanbHbIX «ropsvMx To4kax», urm hot-
spots (cM. pucyHok 1). o aTor npuymHe cuHoHumomMm noHaTua HetNet yacto aensetca TepmuH Small Cells —
MarneHbkme coTbl. [1pn aToM peyb MAET kak 0 nukocoTax outdoor Ha ynuuax, Tak 1 0 NUKocoTax indoor BHYTpH
nometueHmn [1]. Kpome nmko-BS nokanbHoe pagnonokpbITie MOryT co3gaBaTth BbIHOCHbIE pagnomogynm RRU,
urparoLime porib penuTepoB CUrHanoB LieHTpanbHON MUKpo-BS. Takomn cueHapuii xapakTtepeH Ans NoKpbITus
«TEMHbIX TouYek» — dark-spots.

hot-spof
Wi-Fi

PucyHok 1 — Cxema 2emepozeHHol cemu
(RRU — Remote Radio Unit, ebiHocHoU npuémonepedamyuk; AP — Access Point, mouka docmymna Wi-Fi) [2]

Bo Bcex nepeuncneHHbIX criydasix BO3HMKaeT CUTyauus, koraa MobunbHble cTaHumMm MS okasbiBatoTcs
NnoA BO3AENCTBMEM CUrHasoOB OT LIEHTPanbHOM MMKpOOasbl 1 Grivkanwen nmkobasbl. MobunbHasa crtaHums
00ObI4HO BbIOMpaeT ans ganbHenwen paboTel Ty 6a30ByK CTaHUMIO, OT KOTOPOWM OHAa MpuUHUMaeT OGonee
MOLLIHbIA  cleumarnbHbIi - curHan  gnsa  BbinonHeHuss npouenypbl Cell Select. Moatomy oT xapakTepa
pacnpegeneHns 1 B3aMMHOIO COOTHOLLIEHWS YPOBHEW 3TUX CUrHaNoB OyAeT CUMNbHO 3aBUCETb, Kakue abOHEHTHI
OyayT obcnyxmnBaTbCa B MUMKOCOTE, a Kakne OCTaHyTCsl B MUKpocoTe [3].
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OcHogHasi Yacmb. [1Ns oLeHku pa3mepa hopMmpyemMoin MMKOCOTbl BHYTPU MUKPOCOTHLI Bbina HanncaHa

nporpamma mopenupoBaHua B cpefe MATLAB, pesynbTtatbl paboTbl KOTOPOW MOKa3aHbl Ha pUCYHKe 2.
MogenupoBanacb cuTyaumsl, Korga BHYTPUM T[OPOACKOM OTHOCMTENbHO  HW3KOYaCTOTHOW  MMKPOCOTHI
pasmMellaeTca  BbICOKOYACTOTHas nukocoTa Tuna PoleStation gmanasoHa FR2. lNporpamma Bblumucnsina
N3MEHEHVE YPOBHS CUrHana npv yaaneHnm ot MmkpobasoBow cTaHummn Ha ocHoBe mogenu COST 231-Hata [4]
anst yactotbl 1800 MIU, BbICOTbI YCTAHOBKM aHTEHHbI 3TON 6a3bl B 30 M 1 M3ny4yaemomn MoLuHocTn 46 abm (40
BT). MogenupoBaHue pacnpegeneHusi ypoBHS curHana nukobasbl BbINOMHANOCH CUMMETPUYHO OT TOYKM
YyCTaHOBKM aToM nukobasbl D Ha ocHoBe mogenu us [5] ana cueHapua UMI-Street Canyon-LOS ans yactoTbl
27500 MI'u, mowHoctn 23 ABbM (Ha pucyHKe 2) 1 BbICOTbI YCTaHOBKM aHTeHHbI 10 M. CnegyeT ocobo oTMeTUTb,
yTO BXOASLME B Moaenu m3 [4, 5] norapudmbl MMEIOT TOYKU paspbiBa Npy HyneBoM pacctosHuu. Mo aTton
npuyvHe nukoBble MoWHOCTU 46 abm n 23 abm gns 6a30BbiXx CTaHUMWA Ha rpadmkax pUCYHKa 2 He
oTobpaxaroTcs.

MpoaonkbHbIN pasmep MMKOCOTbI M3MePSANncs no koopauHatam X1 n X2 Toyek nepeceveHus rpadmkos
pacnpegeneHns curHanoB OT AByx 6a30Bbix cTaHumi. [lanee otgensbHo Beluncnancs pasmep dX1 ot Todku D
A0 koopamHatel X1. AHanormyHo BbluMcrnsAncs pasmep dX2 un cymma R=dX1+dX2, umetowas cwmbicn
NPOAONBHOW ANTUHHBI MUKOCOTbI.

Micro-Base

Pico-Base

ypOEEHb NPUHWMA EMOTO CArHana, aBwm

0.3 0.4 0.5 0.6 0.7
PaccroaHune, Km

PucyHok 2 — PacrnipedeneHue yposHel MpuHUMaeMoe20 cuaHara om Mukpoba3sbi U nukobasbi.

Mo pesynbTatam MOZenNMpPoOBaHUS Ha pUCyHKax 3 1 4 NokasaH xapakTep U3MEHEeHUsi pa3mepoB MUKOCOTHI R,
dX1 n dX2 npn n3meHeHun, COOTBETCTBEHHO, MeCTa yCTaHOBKM Mukobasbl D (npu e€ mowHocTn 23 gbm) un
N3MEHEHMN MOLLHOCTU Nnkobasbl (D=250 m).

Mpu pocte mnsnyyaemon nNMko6aso MOLLHOCTM, Tak U €€ NepeaBMKEeHUN Ha rPaHuLy MUKPOCOTbI, FAe HWkKe
YpOBEHb CuUrHana Mukpobasbl, HabniogaeTcs poCT JIMHEWHOro pasmepa nuMKOcoTbl. [Mpuyém n3meHeHve
pa3mepa dX1 He o4eHb 3HauMTeNbHOE, a POCT R AOCTUraeTcs UCKNIOYUTENBHO yBENnYeHnem pasmepa dX2.
Opyrumun cnosamu, NPONCXOAUT CMELLEeHVEe BNPaBo TOYKU X2 Ha rpadmke pucyHka 2. MoxHO nNpeanonoXuTb,
YTO MPU 3TOM MPOUCXOAUT M3MEHEHNE HOPMbl NSATHA MMKOCOTbI, KaK 9TO NMoKa3aHo Ha pucyHke 5. B cnyyae
NPEeBbILEHNsT CUrHana nukobdasbl Hag CUrHanom MuKpobasbl B OrpaHUYeHHON obractu, ata obnactb Umeet
HEKOTOpYH OBasbHyl0 ¢opMy, COOTBETCTBYIOLLYO kpvBon 1. Mo mepe pocTa ypoBHA curHana nukobasbl,
npasas rpaHvua NUKOCOTbl CMELLAaeTCs BNpaBo, a CaMa NMKOCoTa, O4EBMAOHO, YBEMNMYMBAETCH B pa3mepax, Kak
kpuBble 2 1 3. INpn HEKOTOPOM YpPOBHE curHan nukobasbl ByaeT NpeBbIWwaTe curHan Mrkpobasel Bcerga, 1.e. Ao
rpaHULibl MMKPOCOTLI. ATy CUTYaLMIO UINIOCTPUPYET Kpueas 4.
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PucyHok 3 — UameHeHue npodorbHO20 pa3mMepa nuKOComb! Mpu USMEHEHUU paccmOosiHUSI MeX0y MUKPO- U MuKoba3ou.
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PucyHok 4 — UameHeHue npodorbHO20 pasmepa nuKOCombI Mpu USMEHEHUU MOWHOCMU MUKoba3sbI.

0 0.6
PaccroaHue, kKM

PucyHok 5 — ViameHeHue ¢hopMbl MUKOCOMbI MPU Y8EUYeHUU YpOBHS cugHara rMuKkobasbl.

PasymeeTcs, coenaHHoe npeanosiokeHe He NMOMHOCTBI0 KOPPEKTHO. [Ins oueHKM ypoBHA curHana nukobasbl
NMPUMEHANOCb MatemMaTudeckoe BblpaeHue cueHapust UMI-Street Canyon-LOS, cooTtBeTcTBYHOLLEE
pacnpoCTpaHeHWIo MO MPSMON BUAMMOCTM BAOMb Ynuubl MK npocnekta. [pu ycrnoBun pacrnornoXeHus
aHTEHHbI NMKOBa3bl HKEe KpbiWw npuneraowmnx 3ganni (10 metpos npotme 15—-30 METPOB) N OYEHb BbICOKOW
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paboyen yacTtoTbl 27500 MI'y, paguoBonHbl Nukobasbl He CMOTyT NPeoaoneTh 30aHUS, PacnofoXeHHbIe BOOMNb

ynuuel. Kpome TOro, guarpamma HanpaBneHHOCTM aHTEeHHbl 0a30BbiIX CTaHUMW OObIMHO HAKMOHSIETCS
MaKCMMYMOM B HU3, YTO TaKKEe OrpaHNU4MT A4anbHOCTb pacnpoCTpaHeHWs BOMH Aaxe BAOMb YrvUb.

Tem He MeHee pesynbTaTbl MOOEMNMPOBaHWUS OOHO3HAYHO MPefocTeperarT, YTO NMUKOCOTa, BOMPEKU CBOEMY
Ha3BaHWO, MOXET BbIpBaTbCA U3 rabaputoB HEBOMbLLLIONO OKPYrMoro MNATHA M CBOMMU  «LiynanbLiaMuy
pacnpoCcTpaHUTCA Ha COTHW METPOB BAOMb ropoackux ynuy. MNogobHas cutyauma Havbonee BeposiTHa npu
pacnonoXxeHmm NMkob6asoBbIX CTaHLUN BONM3N rpaHnLIbl MUKPOCOTbI.

3aknroyeHue. Pe3ynbTaTbl KOMNBIOTEPHOrO MOAENNPOBaHMS MO3BONSAOT CAENaTh HECKOMNBKO BbIBOAOB.
Bo-nepBbIxX, pasmepbl MOKPbITUS MUKOCOT MOTYT CUMBbHO MEHATBCA AaXe NpU HEe3HAYUTENbHbIX M3MEHEHWS
MeCTa pacnorioXeHUs U YPOBHS 13ITydaeMon MOLLHOCTY Nnkobasbl.

Bo-BTOpbIX, MCNOMb30BaHWe Ansi MMKOCOT AOCTAaTOYHO BbICOKUX PaamMoYacToT He rapaHTUpyeT fokanusauuio
pagnonoKpbITUA Ha HeOOMbLLLIOK NnoLwaan.

B-TpeTbux, KMOYEBYIO POSib B rapMOHU3aLUM reTEPOreHHOro paamonoKpbiTUst urpaeT hopmMa M yron HakrnoHa
AvarpaMMbl HarnpaefieHHOCTM BCEX 3a4eMCTBOBAHHbIX aHTEHH, B TOM YUCIIE W aHTEHHbIX MacCMBOB C
Beamforming.

Mony4yeHHble pe3ynbTaTbl MMEKT MNPaKTUYECKOe 3HaYeHWe npu MPOEKTUPOBAHMM COTOBbBIX PaaMoceTen
reTeporeHHoro Tmna.
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Annotation. The article considers the issues of organizing joint radio coverage of heterogeneous radio networks,
when small outdoor picocells are cultivated on the territory of a relatively large urban cell. Using computer

modeling, the dependences of the sizes of small cells on a number of parameters are obtained. The results
obtained allow us to give recommendations on optimizing heterogeneous network solutions.
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AHHoOTaums. [loknag nocssilleH NOCTPOeHNo 3dhdeKTMBHOrO ci/cd KoHBelrepa, KOTOpbI SBMSIETCS HEOTHLEMIIEMOWN YacTbl0 COBPEMEHHOMO
npoLecca pa3paboTku nporpammHoro obecneyeHunsi. B Hem paccmarpuBaroTcst KroueBble aTarbl aBTOMaTv3aLUmm: OT UHTErpaLmn U3MEHEHWA B

KO, A0 pa3sBepTbiBaHWs! B paboyeM OKPY)XEHUM, BKIOYasi TECTUPOBaHWE, yrpaBneHue aptedakTaMyt v MOHUTOPUHT.
KnroueBble cnoBa: Continuous integration, continuous deployment

BeedeHue. CoBpeMeHHasi paspaboTka nporpaMMHoro obecrnedeHusi TpebyeT He TOMbKO BbICOKOM
CKOpPOCTU BHEOPEHUS M3MEHEHWN, HO U CTabunbHOCTW, MPEeAcKasyeMoCTV W HafeXHOCTM npoueccos. B
YCMOBMSX AUHAMWYHO pasBMBAIOLLMXCA MNPOEKTOB pPy4yHOE yhpaBfneHne TecTupoBaHueM, cOopkon K
pa3BepTbiBaHNEM CTAHOBUTCS CIIOXKHOWM M pecypcoemkon 3agaden[1].

Continuous integration n continuous deployment nos3BonsieT aBTOMaTU3MPOBATbL 3TU MPOLECCHI,
obecneyrBas NOCTOAHHYIO MHTErpaLmio N3MEHEHUN, X TECTUPOBaHWE 1 JOCTaBKy B paboyee okpyxeHue. OTo
CHWXaeT BEPOATHOCTb OLUMBOK, YCKOPSIET BbIMyCK HOBbLIX BEPCUI U YNPOLLIAET COBMECTHYHO paboTy KOMaHa.

OddekTnBHbIN  cilcd-kOHBEMEp BkMOYAeT B Cebs  HECKONMbKO KIHOYEBbIX 3TarnoB, TakMX Kak
aBTOMaTmdeckas cbopka, TeCTMpoBaHue, ynpasrneHve aptedakramu, pa3sepTbiBaHUe 1 MOHUTOPUWHT. Ons ero
peanusaumn CyLLecTBYeT MHOXECTBO WHCTPYMEHTOB, KaXdbld M3 KOTOPbIX MOAXOAMT ANst PasnuyHbIX
MacLUTaboB NPOEKTOB U MHPPACTPYKTYPHBIX PELLEHWI.

OcHogHasi 4acmb. Continuous integration n continuous deployment — 310 Habop npaKTuK,
HanpaBneHHbIX Ha aBTOMAaTU3aLMI0 NPOLECCOB pa3paboTkn, TECTUPOBAHMS U Pa3BEPTbIBAHUS MPUMOXKEHUIA.

Continuous integration — 3TO NpOLECC MHTErpauMn U3MEHEHU B OCHOBHOW KO MPOEKTa Kak MOXHO
yaule. Llenb continuous integration — o6ecneyuntb, 4TOObI KOA, HAMMCAHHBIA Pa3nNnYHLIMK pa3paboTynkamu, He
KOHnmKToBan mexagy cobon. OH BKIOYAET aBTOMATUYECKYD COOpPKY M TECTUpPOBaHME, YTOObI OnepaTMBHO
BbISIBMNATb OWMOKM Ha paHHMX cTagusax. Continuous deployment — 3TO mpouecc aBTOMaTUYECKOW OCTaBKu
NMPOBEPEHHOrO Koda B paboyvee okpyxkeHue. Continuous deployment nogpasymeBaeT aBTOMaTUYECKoe
pa3BepTbiBaHNE M3MEHEHUW B cpedy, KOTopas npedHasHayeHa Of1si KOHEYHOro Mornb3oBaTernd, cpasy nocre
YCMELUHOro TECTUPOBaHUS.

Bce HauvHaeTca ¢ paspabotkm koga. [Mpu ucnonb3oBaHuM cifcd nogxoga KOMMUTBI, COEnaHHble
pa3paboTymkamn, aBTOMATUYECKN MPOBEPSIOTCA CUCTEMOW, YTO MO3BOMSET MPedoTBpaTUTb MPoGnemMbl B
kogoBor 6a3e Ha paHHKX aTanax.

Mocne Toro kak ko monagaeT B peno3uTopun, cuctema cilcd nHMuumpyeT npouecc cbopkn, KOTOpPbIN
BKIIOYAET KOMMUMALMIO UCXOOHOrO KoAa, 3aBMCUMOCTEN U co3gaHue apTedakToB, TakMX Kak UCMOSHUMbIE
dannbl Unn KoHTenHepbl docker. 3TO KPUTUYECKUN MOMEHT, TaK Kak mobble owmbku Ha 3TOM aTane MoryT
NOBMNMATb Ha CTabWNBHOCTb U PYHKUMOHANBHOCTb NMPUITOXEHMS.

OoHVM U3 KMOYEBbIX MPeUMyLLECTB ci/cd sBngeTca aBTOMAaTU4YeCcKoe TecTMpoBaHue, KOTopoe
NpoBOAMTCA cpa3sy nocne coopku[2].

Bo Bpems npouecca cO6opku u TECTUPOBAHUSI BaXXHO MPOBEPSATb KAYeCTBO KOA4A C MOMOLLBIO TaKuMx
WHCTPYMEHTOB, Kak sonarqube Ans CTaTM4eckoro aHanmsa, KOTopble MOMOTNYT BbiSIBUTb MOTEHUMarbHble
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npobnembl 4O TOro, Kak kog nonageT B NpOAaKLLH.

Mocne ycnelwHo cOGOpKM M TECTUPOBAHUS MPUMNOXEHWE AOIMKHO ObiTb rOTOBO K pasBepTbIBaHMIO.
ApTedakTbl XpaHATCa B penos3uTopusix apTedakToB, Takux kak nexus unu artifactory, koTopble no3sonsioTt
3PhEKTUBHO YyNpaBnsiTe BEPCUSIMU N 3aBUCUMOCTAMU[2].

lMocne ycnewHoOro NpoOXOXAOeHWst BCEX TeCTOB cucTema ci/cd aBTomMaTu3vpyeT pas3BepTbiBaHuWE B
TECTOBOM WNM MPOAaKWH OKPYXEHUW. OTOT NpoLecc MOXeT ObiTb HacTpoeH Ans 6e30CTaHOBOYHOro
pa3BepTbiBaHNA WM Yepes CTpaTernio KaHapeeuHblX Penu3oB, MpW KOTOPOW HOBas BEPCUS MPUIOXKEHWS
OOCTynNHa nNuLlb HeBOMbLUIOK YacTu Nofnb3oBaTenemn, YTodbl MMHUMU3MPOBATL PUCKK.

Mocne passepTbiBaHWSA NMPUNIOKEHUS BaXKHO OTCMEXMBaTb €ro COCTOSHME C MOMOLLBIO MHCTPYMEHTOB
MOHUTOPWHra, Taknx kak prometheus, grafana wnu elk stack. 3TM MHCTPyMEHTbI NO3BOMSIOT CBOEBPEMEHHO
OoBHapyxumBaTb nNpobrnembl M OTNPaBnATb yBedomreHus. B cnyyae HeobxogMmocTu cuctema [OrmkHa
NoAAePKNBaTb BO3MOXHOCTb BbLICTPOro oTkaTta Ha NpeabiayLLyto CTabunbHy BEPCUIO.

He Bce npunoxeHuss oguHakoBbl, 1 ci/cd koHBenepbl AOMKHbI BbITb aganTupoBaHbl NO4 OCOBEHHOCTU
KOHKPETHbIX TWUMOB MPUNOXEHWA. [ns MOBUMbHBIX MPUNOXKEHUA MOXHO HACTpOUTb aBTOMaTU4eCcKoe
TECTMPOBaHME Ha pasHbIX YCTPOWCTBaxX M nnaTdopmMax C MCnonb3oBaHnem MHCTpymeHToB fastlane u firebase
test lab. Tatwke BaxxHO aBTOMaTU3MpoBaTb COOPKY M Aennon Ha nnaTgopMsbl app store n google play.

K nonynsipHeim ci/cd nHcTpymeHTam MOxHO oTHeCTw jenkins, gitlab ci, github actions, circle ci, travis ci.

Jenkins — 3TO OAMH M3 cambiX MOMNYMSAPHbIX WHCTPYMEHTOB Ans asTomatusaumm ci/cd. OH
noaaepXnBaeT MHOXECTBO MIarMHOB, YTO MO3BOMSET WMHTErpypoBaTb €ro C pasnuMyHbIMW CUCTEMAMU U
WHCTPYMEHTaMM Ans TECTUPOBaHUs, COOPKKM, pa3sBepTbiBaHWsA 1 MOHUTOPUHIA. Jenkins xopoLl AN NpOeKToB
noboro macwTaba n nerko MacLuTabupyercs.

Gitlab ci/cd BcTpoeH HenocpeacTBeHHo B Gitlab, uto genaeT ero yaobHbIM Ans kKomaHg, UCNomMb3YHOLLINX
Gitlab kak ocHoBHyto cuctemy koHTponsi Bepcuin. Gitlab ci/cd nogmepxvBaeT aBTOMaTU4YECKYD COOpPKY,
TECTUpPOBaHNE, OENON N MOHUTOPUHT. OH TakKe MO3BOMSET MHTErPUPOBaTh OOMOSMHUTENBHbBIE UHCTPYMEHTbI
Ans obecneyeHuns kayectsa koga n 6esonacHoCTy.

Github Actions npepgocTtaBnsetr yaobHyto nnatdopmy Ans continuous integration u continuous
deployment HenocpeacTBeHHO B Github. 3TO MOLLHBIV MHCTPYMEHT, NO3BOMSAIOLLIMIA aBTOMATU3NPOBaTh COOPKY,
TECTMPOBaHVE 1 pa3BepTbiBaHWE NPUIOXEHWUIN Ha Pa3nnyHbIX obnakax n cepeucax.

Circle ci — aT10 obnayHoe pelleHve ans ci/cd, KOTOpoe OTNNYAETCS BbICOKOW CKOPOCTBIO M MPOCTOTOM
uHTerpauum c github n bitbucket. OHo nogaepxuBaeT maclTabMpyeMoCTb 1 BbICTPYHO HACTPONKY KOHBENEPOB.

Travis Cl — o6GnayHbin continuous integration MHCTPYMEHT, KOTOpbIN uHTErpupyetca ¢ github wn
obecneunBaeT aBTOMaTM4yecKylo cbopky u TectupoBaHue. OH OCOGEHHO MOMynspeH cpeau MPOEKTOB C
OTKPbITbIM UCXOAHBIM KOZAOM.

Ons  noctpoeHusi penctBATENbHO  3chdekTmBHOro ci/cd KOHBeMepa HedoCTaToOdHO — MPOCTO
aBTOMATM3NPOBaTb MPOLECC WMHTErpaummM u pas3BepTbiBaHWs. BaxHO yuuTbiBaTb Takue acnekTbl, Kak
6e3onacHOCTb, MacLLITabnpyemMoCTb, OTKa30yCTONYNBOCTL 1 yAOOCTBO CONPOBOXAEHWS.

ABTOMaTU3aLMsa NPOLIECCOB Pa3BepTbiBaHWS He AOSMKHA MPMBOAUTL K KOMNpomeTauun 6esonacHocTu.
BesonacHocTb gomkHa ObiTb HE AOMOMHUTENBHLIM 3TanoM, a HEOTbeMIIeMON YacTbio ci/cd. [ns aToro crouT
BHEOPUTb NpakTukn devsecops, KOTopble WHTEerpypyloT 0e30nacHOCTb Ha BCex aTamax paspabotky wu
pa3BepTbiBaHus. [Ina 6e3onacHoro xpaHeHnsi TOKEHOB, MNapPONeN U KIloYen UCMONb3YTCH MHCTPYMEHTOB TUMa
hashicorp vault nnn aws secrets manager. Take NPUMEHSIETCS NPUHLMIM MUHMMAIbHO HEOOXOAMMOro JOCTyna
B HacTpovikax npaB pa3paboTyuMkoB, devops-MHXEHEPOB WM aBTOMaTUYECKMX MNpoueccoB. [ns npoBepKu
LeMNoCTHOCTM Cco3faBaeMblX OuHapHbIX PannoB UCMonb3yeTcs UMdpoBble MOANMCM Ha 3Tanax COopKu.
BaxxHbIM acnektom sBnSeTcs aBTOMaTvyeckun aHanu3 6e3onacHoCTU Ha 3dTane nporpaMMupoBaHus. Ons
aToro ucnonb3ytoTca checkmarx unm snyk Ans BbISBNEHMS YA3BUMMOCTEN B Kode M 3aBucMMOCTaX. Ha
perynsipHol OCHOBE HeoOXOOUMO MpPOM3BOAMTL CkaHupoBaHue docker obpasoB Ansi nMovcka M3BECTHbIX
YA3BUMOCTEN.

126



61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.
Mpu yBenuueHun Harpysku ci/cd gorkeH MacwitabupoBaTbcs 6€3 MOTepu CKOPOCTU pa3BepTbiBaHUS.

[na 3Toro npuMMEHsIeTCH TOpU3OHTanbHOE MaclwTabupoBaHWe UCMONHALWMX y3noB: JobaeneHve
AOMNONHUTENBHBIX UCMOMHAOLWMX Y30B MNO3BONSET BbIMOMHATL TECTbl M COOPKM napannensHo. BaxHbim
(HaKTOpOM ABMAETCSH K3LLUMPOBaHWE 3aBMCMMOCTEN. VIcnonb3oBaHue Kella AN XpaHeHUs paHee 3arpyXeHHbIX
NnakeToB yCKopsieT COOPKY.

[okymMeHTaums urpaeT BaxHyHo porb B YCNELLHOW HACTpovike 1 nogaepxke cilcd koHBenepa. bes ueTkom
AOKYMEHTaUMM KOMaHAbl MOryT CTONKHYTbCS C npobrnemamu npu  pasBepTbiBaHUW, TECTUPOBaHUM U
MOHUTOPWHre. BaxkHO onmcaTtb Kaxabl 3Tan KOHBeviepa, UCNornb3yeMble MHCTPYMEHTBI, a Takke npouedypbl
ANsi OTKaTOB, BOCCTAHOBIIEHUSI M pearvpoBaHWs Ha OWWOKW. OTO MOMOXET HOBbIM COTPyAHWKaM ObicTpee
pa3obpaTtbcs B npouecce M MUHMMU3MPOBATb OLWIMOKWA. PerynsapHble TPeHWHrM KM cemuHapbl no cifcd,
BHEOPEHMWIO HOBbIX WHCTPYMEHTOB W MNOAAEPXKKE YXKe CYLUEeCTBYHOLWUX navinnanHoB obecnedaTr KomaHay
HeobxoauMbIMUK 3HaHUAMK Ans addpeKkTUBHOM paboThl ¢ ci/cd.

3aknroveHue. [loctpoeHne adcpekTuBHOro ci/cd koHBerepa SABNAETCA KIOYEBBIM 3MEMEHTOM B
COoBpeMeHHOW pa3paboTke nporpaMMHoro obecneveHns. OH NO3BOMSET aBTOMaTU3NPOBaTb MHOTUE PYTUHHbIE
NpoLeCChbl, Takne kak cbopka, TECTUPOBaHNE U pa3BepTbiBaHWE, TEM CaMblM CHVDKast PUCKU OLLMBOK U yCKOPSs
BbIMYCK HOBbIX Bepcui MpunoxeHun. JTanbl ci/cd, BknNoyas aBTOMAaTU3auMIO TECTUPOBaHWSA, ynpaBneHue
aptedbaktaMmmn 1 4ennonmeHT, TpebyIoT TLaTeNbHON HAaCTPOWKM 1 UCMONb30BaHMSA NPaBUIbHLIX MHCTPYMEHTOB.

YTtobbl ci/cd pencTBUTENbHO MNPUHECNO MOMb3y, BaKHO Y4YUTbIBATb HECKONbKO (DakTopoB. ITO
rPamMOTHbIN BbIGOP MHCTPYMEHTOB, HACTPOMKa NOAXOASALLMX NPOLECCOB, a TakkKe Hanuyne KynoTypbl devops B
komaHge. TonbKko cnaxeHHas paboTta Bcex y4acTHMKOB rnpouecca — pa3paboTynkoB, TECTUPOBLLMKOB, devops-

WHXEHEpPOB M JApyrMx — MOXeT obecrneunTb MNOMHyl aBToMaTmM3aumio M addpekTmBHyto paboty cilcd
KOHBenepa.
Takum obpasom, continuous integration u continuous deployment — aTt0 He npocto Habop

WHCTPYMEHTOB, a Lernasi dmunocodusi, KOTopas NnoMoraeT yCKOpuUTb NpoLecc pa3paboTku, NOBLICUTE KAa4eCTBO
I'IpVIJ'IO)KeHI/II7I N CHU3UTb 3aTpaTtbl Ha NOAOEPXKY. NoHnmaHne un rpamMoTHOE MNpUMEHEeHne 3TUX MNPaKTUK
No3BONUT KOMaHdaMm ObICTpee pearMpoBaTb Ha M3MEHEHWUS U 3PIEKTUBHO YNPaBnATb XU3HEHHBIM LIUKIIOM
pa3paboTku.

CrucoK ucrnosb308aHHbIX UCMOYHUKOS:
1. Eberhard Wolf. Continuous delivery. The practice of continuous updates — Person Education, Inc 2018. — 320 c.

2. Continuous Integration: Improving Software Quality and Reducing Risk. — O’Reilly Medlia, Inc., 2007. — 336 c.

BUILDING AN EFFICIENT CI/CD PIPELINE

Yatsevich K.V.
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Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
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Annotation. The report is devoted to building an effective ci/cd pipeline, which is an integral part of the modern software development process. It
covers key stages of automation: from integrating changes into the code to deploying to the production environment, including testing, artifact

management and monitoring.

Keywords: Continuous integration, continuous deployment
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CEKUNA <MHOPOPMALIMOHHO-USMEPUTEINbHbLIX CUCTEM»

D-S EVIDENCE THEORY-DRIVEN FPGA ARCHITECTURE FOR RADAR
AND VISUAL FUSION ALGORITHM

Hao Ni, Hongfei Lian, Qiuyu Liu, Honggi Fan
410073
College of Electronic Science and Technology, National University of Defense Technology, Changsha, China

Abstract: To address the issue of low real-time fusion efficiency in multi-source sensor data, this paper proposes an FPGA-based radar-vision
fusion method using D-S evidence theory. By implementing a parallel architecture and pipeline optimization, the fusion latency is reduced to the
microsecond level while improving resource utilization. Simulation experiments demonstrate that the proposed method offers high reliability and

low latency in autonomous driving scenarios, with potential scalability to intelligent transportation systems.
Keywords: D-S evidence theory, radar-vision fusion, FPGA, autonomous driving

In autonomous driving multimodal perception systems, the fusion of milimeter-wave radar and visual
sensors encounters challenges in real-time processing of heterogeneous data. While Dempster-Shafer (D-S)
evidence theory enhances target detection robustness through confidence fusion, its high computational
complexity impedes real-time applications. This study proposes a hardware acceleration module based on
FPGA parallel architecture and pipeline optimization, achieving high-speed synthesis of dynamically conflicting
evidence via the D-S algorithm. The solution delivers low-latency, highly reliable multisource perception for
autonomous vehicles, addressing microsecond-level response demands in complex scenarios.

The D-S evidence theory-based radar-visual fusion algorithm is implemented in two stages. First, Basic
Probability Assignment (BPA) functions are constructed for millimeter-wave radar and visual sensors
respectively, tailored to their heterogeneous data characteristics. An unknown event category is incorporated to
model target classification uncertainty, ensuring normalization constraints in probability allocation. Second, the
D-S combination rule dynamically fuses BPA data from both modalities, with fusion weights adaptively adjusted
based on quantified sensor uncertainty levels to resolve evidence conflicts. As illustrated in Figure 1, this
framework enhances multi-source perception confidence and robustness through heterogeneous data modeling
and probabilistic fusion mechanisms. Detailed implementation procedures are provided in Reference [2].
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Set the sensor quantity K and the number of target categories N

I

input the raw measurement probability matrix from each sensor
to the targets Ux y = [R,C],
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generate basic probabilities for each target using the BPA
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select the target with the highest fused probability as the final
identification result through decision-making

Figure 1,Algorithm Flowchart

The FPGA implementation comprises two phases: first validating the D-S algorithm logic in MATLAB,
followed by hardware migration via Vitis HLS. To address real-time requirements for radar-visual fusion, a
collaborative optimization strategy integrating loop unrolling and pipeline techniques is adopted. This approach
establishes a parallel architecture for BPA computation across millimeter-wave radar and visual sensors,
enhancing data throughput while optimizing hardware resource utilization. System validation is conducted
through a three-stage process encompassing C simulation, synthesis, and co-simulation to ensure compliance
with stringent latency and reliability constraints in multimodal perception scenarios.

To validate the functional correctness of the algorithm, C simulation is employed. In this case, data from
relevant literature [3] is used as input. Specifically, visual sensor data originates from ImVoxelNet (WACV 2022)
[4], and millimeter-wave radar data comes from PointPillars (CVPR 2019) [5], as shown in Table 1.

Table 1 - Credibility of Possible Targets for Vision Sensors and Radar Sensors (%)

Sensor Car Pedestrian Cyclist Truck
Vision Sensor 22.55 13.73 9.67 13.87
Radar Sensor 21.26 28.33 52.47 11.18

The results obtained after applying the Basic Probability Assignment (BPA) are shown in Table 2.
Table 2 - Basic Probability Assignments of Possible Targets for Vision Sensors and Radar Sensors(%)

Sensor Car Pedestrian Cyclist Truck Uncertainty
Vision Sensor 8.5 5.18 3.65 5.23 77.45

0
Radar Sensor 9.8 13.13 2431 5.18 47.53

5

The results after fusion are shown in Table 3.
Table 3 - Fusion Results of Vision Sensors and Radar Sensors(%)

Car Pedestrian Cyclist Truck Uncertaint Fusion
y Result
13.77 14.65 23.61 7.45 40.52 Cyclist

By comparing Table 1 and Table 3, it can be observed that neither a single vision sensor nor a radar
sensor can achieve a unified identification of the target based solely on its own detection results. However, by
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applying D-S evidence theory for fusion, the final detection result identifies the target as a cyclist, which is

consistent with the original results provided in reference [2]. Furthermore, by comparing Table 2 and Table 3, it
is evident that the fusion process reduces the uncertainty of the detector. Lower uncertainty indicates higher
reliability of the identification.

The FPGA hardware architecture mapping was implemented through C synthesis, generating critical
performance metrics. The acceleration factor of the code was calculated by comparing its execution efficiency
with MATLAB simulation results, as summarized in Table 4.

Table 4 - Results of C Synthesis for Vitis HLS Code and Speedup Factor Benchmarking

Key Metrics Tar Estim Uncertai Latency( Latency in
get ated nty ns) Matlab(ms)
Synthesis 20. 13.42 5.40ns 1680.00 5.301
Results 00ns ns
Key Metrics Inte BRAM DSP FF LUT
rval
Synthesis 85 0 32 3059 5466
Results

The analysis of Table 4 reveals that the actual clock period of 14.60 ns meets the requirement of
exceeding the estimated 13.42 ns. The total fusion latency is measured at 1,680 ns, achieving a 3100x speedup
factor compared to the 5.3 ms latency observed in MATLAB simulations for identical datasets. Furthermore,
resource utilization metrics—including DSP slices, flip-flops (FFs), and look-up tables (LUTs)—remain
significantly below the maximum thresholds of FPGA platforms typically deployed for radar-visual fusion tasks.
These results validate the algorithm's capability to support high-throughput processing of large-scale inputs in
autonomous driving systems while maintaining hardware efficiency.

Functional correctness and timing violations were validated through co-simulation, with the timing diagram
generated during this process illustrated in Figure 2.
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Figure 2, Timing diagram generated after co-simulation using Vitis HLS software

Figure 2 shows that the simulation results are consistent with the C simulation results, indicating that the
functionality of the hardware implementation is correct. The sensor inputs are sampled accurately on the rising
clock edges, and the fusion results are output within the expected cycles. Key signals (such as start, done) are
stable at the clock edges, presenting no risk of metastability. This confirms the successful realization of the
FPGA design implementation.

To address the challenges of low multi-sensor fusion efficiency and insufficient reliability of single-sensor
environmental perception in autonomous driving, this paper proposes an FPGA-based hardware acceleration
method for radar-visual fusion utilizing Dempster-Shafer (D-S) evidence theory. A hierarchical parallel pipeline
architecture combined with dynamic resource scheduling strategies achieves efficient fusion of millimeter-wave
radar and vision heterogeneous data, leveraging FPGA's parallel computing capabilities to compress fusion
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latency to microsecond levels. This solution provides all-weather reliable perception for autonomous vehicles

while demonstrating extensibility to smart transportation systems and agricultural robotics domains. The
proposed methodology exhibits significant industrial application prospects for multi-modal perception
technologies in dynamic complex scenarios
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FPGA ACCELERATION MODULE DESIGN FOR SYSTEMATIC
RESAMPLING IN PARTICLE FILTERS

Xinran Zhang, Hongfei Lian, Qiuyu Liu, Honggi Fan

College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073,
China

Abstract: The resampling algorithm addresses the degeneracy problem in particle filters, but its high computational load limits real-time
applications. This paper proposes an FPGA-accelerated implementation of the systematic resampling algorithm, significantly improving the

processing speed of particle filters.
Keywords: systematic resampling algorithm, FPGA, particle filter

As a powerful nonlinear state estimation method, particle filtering demonstrates unique advantages in target
tracking, autonomous driving, sound source localization, and other fields[1-3]. However, the high computational
complexity of its resampling process severely restricts the real-time performance of particle filters, limiting their
application in embedded real-time scenarios such as intelligent unmanned aerial vehicles and guidance
radars[4]. To address this issue, this paper proposes an FPGA acceleration scheme based on systematic
resampling. By parallelizing computations, the scheme improves computational efficiency while ensuring
algorithmic accuracy, significantly enhancing the processing speed of particle filters to meet real-time
requirements. This advancement expands the application of particle filters in edge devices with stringent real-
time demands, such as intelligent unmanned aerial vehicles and guidance radars.

The implementation of the resampling algorithm on FPGA is divided into two main stages. First, the code is
developed according to the algorithmic principles and validated for correctness using MATLAB. Subsequently,
the algorithm is ported into the Vitis HLS environment, where test benches are developed for simulation. This
chapter focuses on the simulation of the resampling algorithm within Vitis HLS and provides a comparative
performance analysis with MATLAB simulations.

Taking 100 particles as an example, first input the particle weights and random numbers. After processing
in Vitis HLS, a new set of particle weights is generated. Then, in MATLAB, plot both the original particle weights
before resampling and the new weights produced by the simulation.

Particle distribution bﬁfore resampling Particle distribution after resampling
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Fig.1. Particle distribution before resampling Fig.2. Particle distribution after resampling

By comparing Figure 1 and Figure 2, it can be observed that after resampling, particles with larger weights are
duplicated multiple times, while those with smaller weights are replicated less frequently, thereby verifying the co
rrectness of the algorithm's functionality.
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The timing diagram generated by the simulation is shown in figure 3:

Fig.3. Timing diagram for the resampling algorithm

Figure 3 demonstrates that the simulation results match the C simulation outputs, confirming the functional
correctness of the hardware implementation. The input weights and random numbers are properly sampled at
clock rising edges, while resampling results are generated within the expected cycle count. Critical control
signals (e.g., start, done) remain stable at clock edges with no metastability risks, verifying the successful FPGA
implementation of the resampling algorithm.

The resource utilization report for the resampling implementation on FPGA is presented in Table I:
TABLE I. The result of C synthesis

Indicat Targ Estima Uncertai Latency(cycle Latency(
ors et ted nty s) ns)
Result 50.0 33.917 13.50ns 406 2.03E4
Ons ns
Indicat Inter BRAM DSP FF LUT
ors val
Result 406 0 0 217 111

According to Table I, the clock cycle is 50.00 ns. Subtracting the uncertainty of 13.50 ns yields an actual
cycle of 33.917 ns. The total cycle time for completing the resampling algorithm is 105 clock cycles (2.03E4 ns),
while the MATLAB implementation requires 2.81E4 ns. This demonstrates that the algorithm meets the low-
latency requirements of the resampling algorithm while occupying minimal DSP resources. Therefore, the
algorithm can achieve high throughput in particle filters when processing large-scale inputs.

When the number of particles is 100, the algorithm's speedup ratio tMatiab_1 4 As the particle

tFPGA

count NN varies, the speedup ratio also changes, as shown in Figure 4.
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Fig.4. Speedup Ratio versus Number of Particles Diagram
As shown in the figure, the speedup ratio increases progressively with the number of particles,
demonstrating more pronounced acceleration effects at higher particle counts. While the weight distribution also
influences the relationship between speedup ratio and particle number, this aspect is not explored in the present
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study.

To address the challenges of high computational complexity and insufficient real-time performance in
resampling algorithms, this paper proposes an FPGA-based hardware acceleration scheme utilizing systematic
resampling. By implementing a parallel computing architecture, the solution significantly enhances processing
efficiency while maintaining algorithmic accuracy, thereby dramatically improving the particle filter's execution
speed. Experimental results demonstrate that the proposed approach achieves high energy efficiency and
superior real-time performance, effectively enabling the deployment of particle filters in latency-critical edge
computing applications such as intelligent UAVs and guidance radar systems.
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Annotation: To address the poor real-time performance and hardware dependency of traditional visual Simultaneous Localization and
Mapping on embedded platforms, this paper proposes a cloud-native collaborative framework enabling low-latency data transmission and
cloud-based pose estimation. Experimental results demonstrate stable frame rates without map fragmentation or tracking failures in scenario
testing. The architecture enhances environmental adaptability and computational robustness for visual Simultaneous Localization and Mapping
on compact unmanned platforms, providing a high-precision solution for resource-constrained scenarios.

Keywords: Cloud-Native Architecture; Visual Simultaneous Localization and Mapping; Unmanned Systems; Real-Time Streaming Protocol;

1. Introduction

In modern unmanned combat systems, autonomous environmental perception and real-time localization
capabilities constitute the critical operational advantages of unmanned platforms. As the core enabling
technology for environmental awareness and navigation positioning, Simultaneous Localization and Mapping
(SLAM) establishes spatial cognition for unmanned systems by simultaneously computing platform motion
trajectories and constructing environmental topological models in real-time. Notably, visual SLAM has emerged
as the preferred solution for autonomous localization in structured environments at low velocities, owing to its
low sensor cost and strong environmental adaptability.

However, visual SLAM faces dual performance constraints: (1) algorithmic complexity arising from feature
extraction (e.g., ORB feature detection) and nonlinear optimization processes (e.g., pose graph optimization),
and (2) real-time performance degradation caused by resource contention between pose estimation and
mapping threads. For small-scale unmanned systems with stringent size-, weight-, and power-constrained
(SWaP-constrained) configurations, these limitations result in positioning accuracy and computational efficiency
that fail to meet real-time requirements for battlefield reconnaissance tasks.

To address these technical bottlenecks, this paper proposes a cloud-native architecture-based
collaborative computing framework for visual SLAM, effectively mitigating onboard hardware constraints.

2 Background and Related Work

2.1 Visual SLAM

Simultaneous Localization and Mapping (SLAM) is a foundational technology that enables autonomous
device positioning and concurrent environmental mapping in unknown environments through multi-sensor data
fusion. Its technical evolution can be delineated through the following developmental stages:

Early research predominantly utilized filtering frameworks, where state estimation and map
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MODELING OF SEISMIC WAVE ATTENUATION FOR HELICOPTER
DETECTION
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Annotation. Seismic wave detection technology provides a viable solution for monitoring low-altitude helicopters in border airspace. This

paper proposes a seismic wave attenuation model and validates it through numerical simulations.

Keywords. Border defense, low-altitude helicopter, seismic wave detection, seismic wave attenuation Introduction. Modern aerial vehicles,

particularly helicopters, threaten low-altitude border defense.

Therefore, developing effective low-altitude helicopter detection technological approaches is essential.
The seismic sensor system provides a viable passive detection technology—seismic wave detection—for low-
altitude border defense, offering advantages over radar (environmental covertness and anti-electromagnetism
interference) and electro-optical systems (non-line-of-sight capability), with additional benefits of low cost,
compact size, and flexible deployment. This paper focuses on effectively detect low-altitude helicopters via
seismic waves. First, the propagation process from helicopter radiated acoustic waves to seismic wave signals
received by sensors is characterized, and a model for Rayleigh wave attenuation is established. Then, the time-
domain and frequency-domain models of the received signals are derived. Finally, numerical simulation results
and conclusion are presented.

Propagation Process of Helicopter Radiated Acoustic Pressure Signals. Helicopter external noise includes
aerodynamic noise (dominant far-field) and mechanical noise (near-field attenuation, negligible). Given the
directional radiation pattern of the acoustic field[1], this study focuses on main rotor aerodynamic pressure
signals (excluding tail rotor effects). As illustrated in Figure 9, the energy conversion process involves three
sequential phases: 1) acoustic propagation in the air, 2) acoustic-seismic coupling at the air-ground interface,
and 3) seismic waves propagation to sensors in the ground.

2, Low-altitude The propagation of acoustic waves in the air

flying helicopter

®@Acoustic-seismic coupling at air-ground interface

®The propagation of seismic waves in the ground

Air \
\o. 7 2

Ground Coupling point Seismic sensor

(Receiving point)

Figure 9 - The propagation process
Seismic Wave Attenuation Model in Propagation Media. Based on Huygens principle, the coupling point can
be modeled as new ground vibration source. Previous researches about ground vibration sources have revealed
that the energy of Rayleigh waves dominate at long distances (=67%) due to the much lower attenuation rate. It
can be concluded that sensors primarily detect Rayleigh wave energy. Combining absorption and geometric
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divergence, Rayleigh wave attenuation follows the Bornitz equation:

A(r)=A-r-exp(—ar) 1)

where A, is the initial amplitude at the coupling point, A(r) is the amplitude received by sensor at distance r

.The term r~%° refers to the geometric divergence of Rayleigh waves. The parameter ¢ is the absorption
attenuation coefficient:

zf

TVRQ

where f is the vibration frequency, V is the phase velocity of Rayleigh waves, and Q is the quality factor that

o

)

depends on soil type. However, the in-situ quality factor Q cannot be accurately obtained, restricting the

estimation of & using Eq.(2). For this reason, a “frequency-independent” attenuation coefficient ¢, has been
proposed[2], defined as follows:

(24 T

Oy =—= 3
T VRQ
Based on Eq.(3), the coefficient ¢, can be approximated as a constant, making it effectively applicable in
estimating absorption attenuation. Consequently, the amplitude attenuation for Rayleigh waves can be further
written as given by:
A(r)=A -1 -exp(-apfr) (4)
Models of Acoustic Pressure Signal Propagation. Equivalent Vibration Source Signals at Coupling Point.
The coupling point between the acoustic wave and the ground can be regarded as an acoustic signal receiving
point (virtual microphone), then the acoustic pressure signal at the coupling point is given by the following
equation (the absolute time delay of acoustic wave propagation from the rotor to the coupling point, being
irrelevant to passive detection, is thus omitted for simplicity)[3]:
3 Ui | t-(-D (-
U, |[t—-(1-1)—~—(j-1)T, |, 0<t<z
P vV |
U, (t) =121 " N 5)
0, 7<t<T

where N, is the number of main rotor blades, Ty is the rotation period, J is the number of rotation cycles,
7 =JTy is the pulse width of radiated acoustic signal, T is the total signal duration, and U L (t) is the acoustic

pressure signal generated by a single blade during one cycle:

U t)+U t), 0<t<T,
Us., (t):{o ”{i%) e ' ©®)

where U DLt pr (t) and U PLLud (t) are respectively the high-pressure and low-pressure signals generated by the
rotor blade. The expressions are expressed as following:

0, 0<t<t;qy
2712 Kn_o
Ule—pr (t) = krtpr—a P _I_2 - (l"i' g rsLj: tf.s—N <t Stf.s—K (7)
\ L
0! t>tf.SfK
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0, 0<t<ty

p27°rg
2

Kn-q
U (t): —KriKyo_o [14‘ ; rsLja trsonu ST<tisku (8)

\ L

0, t>tsku

where K is the acoustic attenuation coefficient from the rotor to the coupling point, kpo_a is the angle of attack

coefficient at the blade root, and Ky_,, is the pressure variation coefficient induced by angle of attack variations
along the radial blade. The parameter p is the undisturbed flow density, Iy is the radial distance from an
arbitrary point on the blade to the rotor center, and R, is the radial distance from blade tip to rotor center (rotor
disk radius). The parameters {; s_y and t; s_x are the initial time and the final time of the high-pressure signal
respectively, and their calculation is correspondingly related with the radial distance from the blade root to the
rotor center Iy and the rotor disk radius R, . The parameters of the low-pressure signal follow analogous
definitions to the above, hence their descriptions are not reiterated for brevity.

The acoustic-seismic coupling accomplishes the conversion of acoustic pressure into seismic vibration source at
the coupling point, it can be quantified by the coupling coefficient & . Then the vibration amplitude at the coupling
point can be expressed as:

J NL T .
eUp, | t—(1-1)—="~ J—lT} 0<t<r
Ui(t)=2aUp, (t)= JZ;HZ;‘ "{ (=)%Y o
0, 7<t<T

where U, (t) corresponds to Ay defined in Eq.(4). The frequency spectrum of the vibration signal obtained after
discrete Fourier transform (DFT) is as follows:

N-1
G (k)=DFT [Ut (n)] =>U, (n)exp(—j 2W”knj, k=0,...,N-1 (10)
n=0

Frequency Response of Rayleigh Wave Attenuation. The frequency-dependent attenuation characteristics of
Rayleigh waves can be formulated by frequency response as[4]:

R

. r
where the phase factor exp(— j2m V_] denotes the phase shift due to time delay, in which f, represents
R

the discrete frequency. Following Eq.(4), the amplitude-frequency response of attenuation can be explicitly
expressed as:

|GSR(k,r)|:Kp(r)DSR(k,r) (12)

In the above equation, the factors Kp (r) =r?° and Dgr (k, r) = exp(—ao fkr) correspond to geometric

divergence and absorption attenuation, respectively.
Models of Signal Received by Sensor. The frequency spectrum of the signal received by the seismic sensor is:

G (k,r)=G (k)G (k,r) (3)

The seismic wave’s discrete time-domain signal at the receiving point is obtained via the inverse discrete Fourier
transform (IDFT) of its spectrum:

18 .2
U, (n,r)=IDFT[G; (kr)] :WZGr (k, r)exp(J Wﬂkn], n=0,...,N-1 (14)
k=0
Numerical Simulation Experiment. The simulation parameters listed in Table 3 are established based on
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helicopter design specifications and aerodynamic acoustic theories, combined with research on seismic wave
attenuation characteristics. Figure 10 shows the acoustic pressure signals generated by a single blade at the

coupling point during one cycle: high-pressure in blue, low-pressure in black, and superimposed signal U oLt (t) in

red.
Table 3 - Simulation parameters of the helicopter main rotor
Parameter Syrlnbo Value Unit Parameter Syrlnbo Value Unit
Number of blades N, 5 - Rayleigh wave Vi 350 m/s
phase velocity
Frequency- !
Rotational speed N rom 192 rpm independent a 0'50:1 0 s/m
attenuation coefficient
Rotation period T, | 03125 | s | Yndisturbedfow p 1225 | kg/m?
density
Distance from blade Ly 087 m Acousth pressure: K, 0.005 i
root to rotor center attenuation coefficient
[_)lstance from blade R, 10,647 m Acoustlc-selsmlp . 5106 (m/s)/P
tip to rotor center coupling coefficient a
High-pressure ;
coefficient at blade Kpo_« 0.02 - Number of rotation J 2 -
cycles
root
Low-pressure Pulse width of
coefficient at blade Kuo_a 0.02 - radiated acoustic T 0.625 s
root signal
Radial pressure Kn-—a 0.1 Signal total duration T 4.096 s
variation coefficient
800 T T T T T T
mmm superimposed signal
600 R e high-pressure -
- ——— low-pressure
& 400 .
(]
3
2 200 - ]
[}
a
9 0 ]
3
S -200 |- .
<
-400 .
-600 1 I 1 I | 1
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35
Time(s)

Figure 10 - The acoustic pressure signal of a single blade in a single cycle

Due to the periodic rotor motion, Figure 11(a) shows vibration waveforms with a period of approximately
T, =0.0625s . And Figure 11(b) shows discrete harmonics on the broadband noise, matching the spectrum

characteristics of aerodynamic noise. The fundamental frequency f, =]/T0 =16Hz aligns with theoretical blade

passing frequency (BPF) calculated as fgpr = N Nyp / 60 =16Hz .
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Figure 11 - The vibration signal and its spectrum at the coupling point

The frequency-dependent attenuation coefficient ¢ is presented in Figure 12. Different distances r are set
to analyze the attenuation effects in Eq.(11). Then the time and frequency characteristics of the vibration signal
received by the sensor at different distances r are presented in Figure 13.
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Z
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Frequency(Hz)
Figure 12 - The attenuation coefficient of Rayleigh waves
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Figure 13 - The vibration signal and its spectrum received by the sensor

Figure 13(a) demonstrates that the received signal spectrum exhibits discrete harmonic and bandwidth
reduction. The latter results from the non-uniform frequency absorption attenuation of Rayleigh waves—weaker
low-frequency attenuation and rapid high-frequency attenuation. With increasing propagation distance, the

fundamental frequency f, and low-order harmonics gradually diminish. The spectrum further reveals an

attenuation mechanism transition from dominant exponential absorption at short distances to prevailing power-law
geometric divergence at long distances. Figure 13(b) displays periodic waveform with a fundamental period
matching the acoustic signals in Figure 11, where progressive high-frequency suppression due to distance
increase leads to bandwidth reduction, waveform smoothing, and prolonged signal duration.

Conclusion. The frequency-dependent attenuation in the ground of the helicopter main rotor acoustic pressure
signals after coupling, constitutes a complex physical phenomenon, whose attenuation magnitude is
predominantly governed by vibration frequency and medium properties, exerting direct effects on the signals
received by sensors. This integrated modeling framework establishes theoretical foundations for helicopter
detection, localization, and identification algorithms.
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MOAENTMPOBAHUE ATTEHIOALIMM CEUCMUYECKUX BOJH Ans
OBHAPYXEHWA BEPTOJIETOB

Jlro Csioy3toHb, BaH YxyaH
HauyuoHarnbHbIl yHUSepcumem obopOoHHbIX mexHoroeud, YaHwa, Kumad

AHHoTauus. TexHonorus 06Hapy)KeHVIF| CeNCcMUYEeCKNX BOMH npegocTaBnseT »usHecnocobHoe peLueHve Ans MOHUTOPUHIa BepTONéTOB Ha
MarsblX BbICOTax B MOrpaHM4YHOM BO3OYLUHOM MPOCTPaHCTBE. B gaHHOM cTaTbe npegnaraetcs MoAesflb aTTeHaUmMn CeMCMUYECKNX BOMH,

KOTOpasi MPOBEPSIETCS C MOMOLLbHO YMCTIEHHBIX CUMYTISILMNA.

KnroueBble cnoBa. [NMorpaHnyHasi 060poHa, BEPTONET Ha Marion BbICOTE, OBHaPYXKEHVE CENCMUYECKMX BOJTH, aTTEHaLMUsi CEACMUYECKNX

BOJIH
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DOMAIN ADAPTIVE DEHAING BASED ON PHYSICAL PROPERTIES

Feng Ling, Yan Zhang

National University of Defense Technology

Annotation. Deep learning-based single image dehazing has advanced significantly, yet models trained on synthetic data struggle in real-
world scenarios. To address this cross-domain gap, we propose a Synthetic-to-Real Dehazing framework comprising two key components: 1)
A domain adaptation network that generates Synthetic-to-Real hazy images by learning real haze characteristics through depth-transmission
map correlations, and 2) A physics-guided dehazing network based on the atmospheric scattering model. Crucially, our framework requires no

real hazy data during dehazing training. Experiments demonstrate our framework's superior cross-domain dehazing generalization.

Keywords. Image hazing/dehazing, Deep learning, Image enhancement, Domain adaptation, Image restoration.

Haze, caused by atmospheric water droplets, degrades computer vision tasks (e.g., object detection,
image segmentation) through light attenuation and scattering. This drives the importance of single image
dehazing research. The atmospheric scattering model [1] formalizes this phenomenon as:

I(x) = IX)t(x) + A(1-1(x)), @

where | is observed hazy image, J is scene radiance, t is transmission map, and A is atmospheric light.

Deep learning has advanced single image dehazing, yet most methods rely on paired hazy/clear images
that are impractical to acquire in real settings. While synthetic datasets circumvent this need, their simplified
haze simulations lack real-world complexity, resulting in domain gaps that degrade performance on natural hazy
images. Based on this problem, we propose the cross-domain dehazing framework. The framework is divided
into two parts: data synthesis more in line with real haze characteristics and haze removal.
DeHazing

Pretramed Depth-conditioned
Transmission Map Estimation Net

Pretrained Physical-Based ~ -
Dehazing Net Transmission
B Map [

1
| 1
| 1
| 1
1 : —_—
1 Transmissio
| H””H N
1 Hmy Data . .
| ==k | D0]]| | o
1
| 1
1
[ ] !
| 1
1

(oo J—— Jettaa-0=1

<] = (- A(1 - )/t «<—

Figure 1 — Framework flow chart. The framework consists of two parts: 1. cross-domain data synthesis and single image dehazing.

The proposed dehazing framework, as illustrated in Figure 1, comprises two core components: a domain-
adaptive data synthesis module and a dual-stage dehazing network. In the data synthesis phase, we establish a
novel physical correlation model among the scattering coefficient 8, transmission map t, and scene depth map d,
where t=e#d. A pretrained depth-conditioned transmission map estimation network dynamically adjusts the
scattering coefficient B through adaptive optimization algorithms. This process integrates scene depth
information d [2] to generate physically accurate transmission maps that faithfully replicate real-world haze
dispersion characteristics. By substituting the synthesized transmission map t and haze-free images J into the
atmospheric scattering model (Equation 1), we efficiently construct the cross-domain datasets, providing robust
training data for subsequent network optimization.
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Figure 2 — The 4 regions demonstrate the superiority of our synthetic data through comparative analysis (across four depth regions)
against real haze data and baseline methods [5], validating that our results naturally reflect haze concentration attenuation with scene depth.

The dehazing network architecture adopts a two-stage progressive processing pipeline. Initially, hazy
images are processed through a physical based dehazing network to obtain initial transmission estimates t and
atmospheric light estimates A. Subsequently, a refinement module optimizes these parameters, yielding precise
transmission map t and atmospheric light A. The optimized physical parameters are then incorporated into the
equation (inverse form of Equation 1) to reconstruct high-quality haze-free images.

(a) Hazy (b) C2P Net [3] (c) DCP [4] (d) Ours

Figure 3 — Visual comparison of dehazing results of different methods.

Extensive experimental validation confirms the effectiveness of our proposed dehazing framework
(detailed presentation is omitted here due to space constraints). The cross-domain synthesis method efficiently
constructs domain-adaptive training data to enhance model robustness, while the dual-stage network accurately
estimates transmission map t and atmospheric light A, achieving high-quality restoration.
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Abstract:
Annotation. Aiming at the security risks of unregulated and unmanned aerial vehicles (UAVS), this paper proposes a new real-time detection
method based on YOLOV9, which integrates reversible functions, programmable gradient information, and a generalized high-efficiency layer
aggregation network, and combined with downsampling and local feature training method. Experiments show that the detection accuracy of

the method is more than 90% and the processing frame rate is more than 20Hz @640*640.
Keywords: YOLOV9; unmanned aerial vehicle(UAV); real-time detection; Confidence optimization

l.Introduction

With the rapid development of unmanned aerial vehicles (UAVs), UAVs have been widely used in many
fields, such as logistics and transportation, agricultural monitoring, and disaster rescue [1]. Miniature UAVs are
characterized by compact size, light weight, and high flexibility. They can easily enter narrow spaces for
reconnaissance or rescue, and are suitable for performing tasks in complex environments[2]. However, the
emergence of unregulated and indiscriminate drones has also emerged, causing many problems for society[3].

Real-time UAV monitoring faces many challenges[4]. Traditional monitoring methods often rely on
devices such as radar and optical cameras, but these devices have problems such as limited monitoring range,
insufficient real-time performance, and difficulty in target identification when facing a large number of
UAVs.YOLOV9, as an advanced target detection algorithm, provides a new solution for real-time UAV
monitoring[5].1t improves the detection speed while maintaining high detection accuracy, and is able to process
large amounts of image data in real time. In this paper, a YOLO-based UAYV detection algorithm is proposed to
achieve efficient recognition by a single-stage end-to-end deep learning framework for the UAV detection task.
The model can efficiently differentiate UAVs from similar objects like birds and kites by fine-tuning it through
migration learning on a dataset containing multi-scene and multi-angle UAV images.

2. Real-time detection of multi-scale miniature UAVs based on YOLOv9
In this paper, a new detection method based on YOLOV9 is proposed. The flowchart is depicted in Figure

Data collection and [ Model deployment Model testing
processing

s Pre-trained model

GitHub, Kaggle. ’ g iy %

- e \ Iraining evalution
Extract from video ﬂ, q

;
Model optimization

Cropping, Different scene
Data enhancement Hyperparameter detection

settings

Figure 1 the flowchart of detection method based on YOLOv9
2.1 Data collection and processing
In this paper, LabelMe tool is used for image annotation work. The dataset images in this study are mainly
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derived from GitHub, Kaggle and other database sites ,as well as extracted from the video at the rate of one

frame per second. In addition, this study also adopts the method of highlighting and cropping parts of the
images, which makes enhances the data, and can better distinguish the recognized target features as well as
the details.

2.2 Model deployment and training

YOLOV9 addresses key challenges in object detection by integrating reversible functions for data
integrity, programmable gradient information for accurate gradient updates, and generalized High-efficiency
Layer Aggregation networks to simplify feature extraction and speed [6].

After the core network extracts features, the model merges the features, and the head network utilizes
these fused features for target recognition [7], achieving high accuracy. However, when the data is transmitted
through the multi-layer neural network and changes in space, part of the feature vector will be lost, resulting in
incomplete feature information of the target object, thus reducing the recognition efficiency and accuracy. HWD
downsampling can effectively solve the problem of local feature pooling, which uses Haar wavelet transform to
retain most of the feature information, but also reduces the amount of computation, and improves the accuracy
and speed.

In this paper, ImageData from different environments are selected to form the training set, test set and
verification sets with a ratio of 8:1:1. The input image size is unified as 640*640, Batch-size is set to 4, and
Epoch is set to 200. The works value is set to 0, SGD is selected by the optimizer, and the random number seed
is setto O.

The prediction accuracy of the UAS category reaches 0.85, indicating that it can effectively distinguish the
target category from the background.

2.3 Model testing

The test work is divided into online and offline sections. The speed and accuracy of the detection are
evaluated. In this paper, Intel(R)Core (TM)i7-13650HX CPU and NVIDIA GeForce GTX 4060 GPU is used as
the test platform.
3.Results and analysis

Experimental results demonstrate that the YOLOV9-based UAV detection algorithm exhibits robust
detection performance in diverse environments, with varying flight altitudes, and heterogeneous external
environments. Some results are shown in Table 1 and Tabel2.

The results of four sets of experiments show that the method of this paper enables the detection of micro
UAVs. Table 1 shows the recognized UAV position frame and confidence level. Table 2 shows the statistical
results. Among them, Daytime, Low Altitude and High Altitude detected all the UAVs, while Wilderness missed
only one UAV, and the detection rates are all above 90%. This paper's method handles frames at frame rates of
24 Hz and 28 Hz, which are all over 20 Hz for 640*640 images.

Table 1 - Comparison of detection results in typical scenarios

SScenarlo Original image Detection result
= P =
— =
| = =y
Daytime = - L e
[SE=- RN
wave 0.57
- Low wave 0.82 o
Altitude -
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High
Altitude

Wilderne
Ss

Table 2 - Statistical result of detection in typical scenarios

Scenario Actual Targets Detected Precision (%) Frame Rate
(Units) Targets (Units) (H2)
Daytime 5 5 100 26
Low Altitude 3 3 100 28
High Altitude 6 6 100 26
Wilderness 11 10 91 24

4 Conclusion

The phenomenon of 'black flights' and 'overflights' occurs frequently. To solve this problem, a real-time
detection method based on YOLOV9 was given. The combination of adaptive hierarchical downsampling
technology and local feature enhancement training framework resulted in the innovation of a reversible feature
reconstruction mechanism, dynamic gradient optimization strategy, and lightweight hierarchical aggregation
network. The experimental results show that the method can adapt to complex lighting, dynamic backgrounds,
and dense occlusion scenes, which provides a solution for the construction of low altitude safety protection.
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1.Analysis of DDoS attacks

A Distributed Denial of Service attack (DDoS) is a malicious attempt to flood a targeted server, service, or
network with massive amounts of Internet traffic, disrupting its normal traffic and rendering it inaccessible to
legitimate users. Unlike traditional denial-of-service (DoS) attacks, DDoS attacks utilize multiple infected
computer systems as the source of the attack traffic, making defense more difficult. The general DDoS attack
model is shown in Figure 1.

resource exhaustion attack Il

A.protocol-based attack:Slow
HTTP attacks,HTTP flood attack,SIP
flooding attack,SYN attack.

B.misformatted packet
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Figure 1 — General DDoS Attack Model

The DDoS attack model includes the parts of attacker, botnet, connection between attacker and botnet,
attack channel, attack target, connection between attacker and target, and attack result.

Attackers include controllers as well as command and control servers, and controllers are usually the
initiators of attacks, using a variety of tools and techniques to control large numbers of botnets. The attacker
uses the command and control server to send commands to the controlled devices. Attackers infect a large
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number of devices with malware, turning them into botnets, which are often distributed across the globe, helping

attackers hide their true origins.

Connection between attacker and botnet: Attackers infect a large number of devices in various ways.
Incorporating them into a botnet. These devices may include personal computers, servers, 10T devices, etc.
After infecting the devices, the attacker needs to install malware on the devices and create a control channel
through which the attacker can remotely control these devices. The attacker manages and controls the botnet
through a command and control server (C&C server). Communication between the attacker and the botnet
typically uses encrypted or obfuscated protocols to avoid detection and interception. Common communication
protocols include IRC (Internet Relay Chat), HTTP, HTTPS, DNS, and others.

The attack channels include resource exhaustion attacks and bandwidth exhaustion attacks. Attack
targets include servers (web servers, database servers, etc.), network devices (routers, firewalls, etc.), and
services (online games, API services, etc.).

Connection between attacker and target: When an attacker initiates a DDoS attack, the C&C server
sends commands to each device in the botnet in order to send a large number of requests to the target server.
These requests may be HTTP requests, TCP connection requests, UDP packets, etc., depending on the type of
attack. There are two results of the attack, either exhausting system resources or exhausting system bandwidth.

2.Classification of DDoS attacks

The OSI (Open Systems Interconnection) model categorizes network communications into seven layers,
each with its own specific functions and protocols. DDoS attacks can be categorized based on the OSI layer
they target. The classification of DDoS attacks with reference to the seven-layer network architecture is shown in
Table 1.

Table 1 — Classification table for DDoS attacks

OSl level Classification of attacks Characteristics of the attack

ARP Spoofing
Attackers launch DDoS attacks mainly by
manipulating MAC addresses, ARP
data link layer MAC Flood protocols, or switch forwarding logic, with
the core objective of disrupting normal
frame forwarding or exhausting link
resources.

Magnification effect

Fake source IP
ICMP Flood Attackers mainly use IP protocol flaws and
network layer IP Fragmentation Attack routing mechanisms to launch DDoS
attacks and achieve damage by forging,
amplifying, or exhausting target resources.

Halfway connection
High flow rate and low power consumption

SYN Flood attack Attackers  primarily exploit TCP/UDP
transport layer UDP Flood attack protocol flaws to launch DDoS attacks by
ACK Flood attack exhausting connection resources or

bandwidth.

Encryption overhead

Session fixation attack
Attackers mainly exploit vulnerabilities in
the session management mechanism to
session layer Session Exhaustion Attack launch DDoS attacks by exhausting
encrypted resources, spoofing sessions, or
maintaining malicious long connections.

data malformation
Attackers mainly use vulnerabilities in data
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format  parsing, encryption/decryption
process or encoding conversion to launch
presentation layer SSL/TLS Flood attack DDoS attacks and consume target system
resources by constructing malformed data.
low-flow, high-kill
Protocol Abuse
DNS Flood Attack Precise targeting
application layer DNS Reflex Attack Attackers usually spoof the source IP,
HTTP Flood attack mimic legitimate traffic, and take advantage
Slowloris attack of protocol design flaws to exhaust the
CC attack resources of the attack target with low traffic
and high Kills.

3. DDOS attack defense technique

DDoS attack is a complex network security threat that requires a comprehensive defense from multiple
perspectives [1]. The principle mechanism of defense against various attacks generally includes the four steps,
such as pre-configuration of the system to be protected, detection of attacks [2], blockage of attacks and
mitigation the consequences of the attacks. In relation to DDoS attacks this mechanism was transformed into a
defense technigue against DDoS attack, which includes the following measures, shown in Figure 2.
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Figure 2 — Step-by-step diagram for DDoS defense technique implementation

1. Pre-configuration.

Network architecture design: deploy multiple servers and multiple data centers to disperse traffic
pressure; use load balancers to evenly distribute traffic to multiple servers to avoid a single point of failure;
distribute content via CDN to reduce direct access to the source server.

Hardware and software configuration: Enable firewall rules to filter abnormal traffic; configure routers to
limit the traffic rate of protocols such as ICMP, UDP, etc.; optimize server configurations to improve processing
power (e.g., increase connection limits, enable SYN cookies).
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Security policy: Limit access to critical services and allow access only to trusted IP addresses; disable

unnecessary protocols (e.g., ICMP, UDP) to reduce the attack surface; and update operating systems and
applications in a timely manner to patch known vulnerabilities.

2. Detection.

Detecting DDoS attacks in real time is the first step in defense, and through early detection action can be
taken quickly[3].

Traffic monitoring: establish a baseline of normal traffic and monitor traffic changes in real time; use tools
(e.g., NetFlow, sFlow) to detect traffic anomalies (e.qg., traffic spikes, abnormal protocol ratios).

Behavioral analysis: Identify abnormal behavior (e.g., a large number of requests coming from the same
IP address) by analyzing user behavioral patterns; detect complex attack patterns using machine learning
algorithms.

Alerting system: Setting traffic thresholds and triggering alerts when the traffic exceeds the thresholds;
analyzing server logs regularly to find signs of potential attacks.

3. Blockage.

After a DDoS attack is detected, rapid measures are taken to block the attack traffic and reduce the
impact on the target system.

Traffic Filtering: Add the source IP address of the attack to the blacklist and block its access; filter
abnormal protocol traffic (e.g. ICMP Flood, UDP Flood); block traffic from a specific region based on the
geographic location of the IP address[4].

Configure firewall rules to filter malicious traffic; utilize Intrusion Detection Systems (IDS) to detect and
report attack traffic in real time; utilize Intrusion Prevention Systems (IPS) to automatically block detected attack
traffic.

Black hole routing: direct attack traffic to the “black hole” to avoid affecting the target server; dynamically
adjust black hole routing rules according to traffic conditions.

4. Mitigation.

While blocking attack traffic, take steps to mitigate the impact of the attack on the system and ensure
service availability.

Traffic cleaning: Use professional DDoS protection services (e.g. Cloudflare, Akamai) to filter malicious
traffic; deploy local traffic cleaning equipment to filter attack traffic in real time[5].

Resource management: Dynamically adjust resource allocation and prioritize the operation of critical
services; in a cloud environment, resources are automatically expanded based on traffic.

Service Degradation: Temporarily shut down non-critical services during an attack and focus resources
on securing core services.

The algorithm for defenses against SYN Flood-type attacks was developed according to the general
technique described above and the OSl-level characteristics for this type of attacks. The algorithm is shown
below:

For the Pre-configuration stage:

1.Enable SYN Cookie: Instead of allocating resources immediately upon receiving a SYN request, the
server generates a SYN cookie (a hash containing connection information) as a SYN-ACK response. Only after
receiving a legitimate ACK response does the server allocate resources.

Firewall Configuration: Configure rules on the firewall to limit the rate of SYN requests per IP address.

For the Detection stage:

2.Analyze the source IP address of SYN requests to identify abnormal behavior (e.g., a large humber of
SYN requests coming from the same IP address); monitor the status of the server's half-connection queue to
find out when the half-connection queue is full.

Sets the threshold for SYN requests and triggers an alert when a SYN request exceeds the threshold.
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For the Blockage stage:

3.Using a SYN proxy device, the proxy server handles SYN requests and filters malicious traffic. Utilizes
Intrusion Detection System (IDS) to detect and report SYN Flood attack traffic in real-time. Using Intrusion
Prevention System (IPS), automatically blocking detected SYN Flood attack traffic.

For the Mitigation stage:

4.Switch dynamic websites to static pages to reduce server load; during an attack, temporarily shut down
non-critical services and focus resources on safeguarding core services.

The DDoS defense technique is suggested for development of algorithms for defenses against various types
of DDoS attacks applying the analysis of their OSI-level characteristics. The proposed defense algorithm against SYN
flooding attack is tested in the lab environment, and it is found that the half-connection queue occupancy rate
decreases by more than 80% and there is no queue overflow record in the kernel logs, the success rate of TCP
connection establishment for normal users increases, and the attacking traffic is significantly reduced, which proves
that the algorithm is effective.
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Annotation. This paper investigates the applicability of the ORB-SLAM2 across diverse scenarios based on 51 sequences from
three public datasets: TUM RGB-D, EuRoC, and KITTI. Experimental results reveal that while ORB-SLAM2 demonstrates strong
robustness in dynamic environments, its performance significantly deteriorates when encountering textureless regions, intense
camera rotation, or extensive planar areas. In most cases within the same scenario, the stereo configuration achieves higher
localization accuracy than the monocular mode. This study provides practical references for scene-specific adaptability

considerations in SLAM technology applications.
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I. Introduction

Simultaneous Localization and Mapping (SLAM), proposed by Smith R.C. and Cheeseman P. in 1986 [1],
is a technology that enables an agent equipped with specific sensors to construct environmental models and
estimate its own motion in real time without prior environmental knowledge [2]. Based on sensor types, SLAM
can be categorized into Visual SLAM (VSLAM) [3] using cameras and LiDAR-based SLAM [4] using light
detection and ranging sensors. This study focuses on monocular and stereo camera-based VSLAM systems.

The evolution of VSLAM has witnessed significant algorithmic advancements. Early monocular SLAM
systems primarily relied on filter-based methods [5],[6],[7],[8], which faced challenges such as high
computational complexity and error accumulation. A milestone was the Parallel Tracking and Mapping (PTAM)
[9] algorithm, which pioneered a keyframe-based architecture by decoupling feature tracking and map
construction into parallel threads. Subsequent improvements to PTAM included the integration of edge features
and enhanced relocalization techniques [10]. Among feature-based SLAM systems [5], ORB-SLAM2 [11]
emerged as a representative solution due to its rapid ORB [12] feature extraction and rotation invariance,
achieving high operational efficiency and stability.

However, existing research lacks systematic validation of ORB-SLAM2's applicability in complex
scenarios, such as dynamic environments, weakly textured regions, and large-scale planar surfaces. This study
aims to address these gaps through multi-scenario experiments, specifically:

1) Robustness analysis in dynamic environments;

2) Comparative evaluation of localization accuracy between monocular and stereo modes across diverse
environments;

3) Identification of limitations in textureless areas, rapid rotational motion, and expansive planar scenes.

II. System Overview

The ORB-SLAM?2 system comprises three parallel threads: Tracking, Local Mapping, and Loop Closing,
as illustrated in Figure 1.

The Tracking thread is responsible for searching feature correspondences between each frame and the
local map to compute the corresponding camera pose. Based on this computation, it determines whether to
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appropriately insert a new keyframe into the keyframe buffer queue of the Local Mapping thread. In monocular

mode, the system initializes the map through parallel computation of both the homography matrix suitable for
planar scenes and the fundamental matrix applicable to non-planar scenes [13], selecting the optimal solution
via RANSAC [14].Within the tracking thread, preliminary feature matching is first performed between the
received current frame and its preceding frame. Subsequently, a motion-only Bundle Adjustment (BA) [15]
algorithm is employed to optimize and refine the pose estimation of the current frame.

The Local Mapping thread manages the construction process of the local map and executes all BA
optimizations related to the local map. This thread processes newly inserted keyframes from the Tracking
Thread. Its core task is to perform local BA optimization to achieve optimal reconstruction of the surrounding
environment under the current camera pose constraints.

The Loop Closing Thread detects large-scale loops and corrects accumulated drift through pose graph
optimization. For each newly inserted keyframe from the Local Mapping Thread, this thread performs loop
detection to verify loop formation. It constructs a place recognition database based on the DBoW2 [16]
vocabulary model, while enhancing loop detection accuracy through covisibility graph-optimized candidate
keyframe selection strategy. When a loop closure is detected, the system computes the relative geometric
transformation (similarity transformation [17]) between the current keyframe and the identified loop-closing
keyframe.
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Figure 1 — ORB-SLAM2 system overview

Ill. Experimental Design and Analysis

The experiments were conducted on an Intel(R) Core(TM) i9-14900HX processor (2.20 GHz, x64-based)
within an Ubuntu 18.04 virtual environment hosted by VMware Workstation Pro 17 on Windows 11.

Three public datasets — TUM RGB-D [18], EuRoC [19], and KITTI Owwubka! UcTo4YHUK cCbinikn He

153



61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.
HamaeH. — were utilized to evaluate system performance. Key evaluation metrics include:

Absolute Trajectory Error (ATE), as shown in Equation (1).

N
1
ATE = NZlItrans(Fi)llz (1)
i=1

where N is the total number of trajectory points, F; is the absolute error at i-th trajectory point, expressed as F; =
Q; 'SP, (with Q; being the ground-truth pose at the i-th point, P; being the estimated pose at the i-th point, and S
being the rigid transformation aligning estimated and ground-truth trajectories), trans(F;) denotes the
translational component of F;.

Relative Pose Error (RPE), as shown in Equation (2).

m
1
RPE = EZutmns(}a)uz @)
i=1

where m = N — A is the number of available relative pose error samples, E; is the relative pose error at the i-th
point, expressed as E; = (Q;*Q;+4) *(P*P,,,) (with Q; and Q;,» being the ground-truth poses at points i and
i+ A, and P, and P;,, being the estimated poses at points i and i + A), trans(E;) denotes the translational
component of E;.

To ensure the reliability of the results, each sequence in all datasets was run five times, and the median
of the five results was taken as the error value.

A. TUM RGB-D Dataset

This paper uses 29 sequences from the TUM RGB-D dataset, including Handheld SLAM, Dynamic
Objects, Structure vs. Texture, and Robot SLAM sequences, to conduct a detailed analysis of the monocular
mode of ORB-SLAM2. The evaluation metric is the ATE.

The validation results for the Handheld SLAM sequences are presented in Table 1.

Table 1 — Handheld SLAM Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm
Avg. translational velocity (m/s)  Avg. angular velocity (deg/s)  with loop )

fr1_floor 0.258 15.071 No 1.737
frl_desk 0.413 23.327 No 1.360
fr1_room 0.334 29.882 Yes 6.085
fr2_360_kidnap 0.304 13.425 No 4.154
fr2_desk 0.193 6.338 Yes 0.860
fr3_long_office 0.249 10.188 Yes 1.098
fr1_360 0.210 41.600 No 5.791
fr2_360_hemispher 0.163 20.569 No 9.335

e

As shown in Table 1, the monocular mode of ORB-SLAMZ2 achieved an absolute trajectory error of
approximately 1 cm in most Handheld SLAM sequences, except in scenarios with strong camera rotation
(frl_room, fr2_360_kidnap, fr1l_360, and fr2_360_hemisphere).

The results for the Dynamic Objects sequence (an office scenario) are shown in Table 2.
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Table 2 — Dynamic Objects Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm)
fr2_desk_person Interaction 0.743
fr3_sit_static Two people sitting at a desk interacting, Asus Xtion fixed \

fr3_sit xyz Two people sitting at a desk interacting, Asus Xtion moving along xyz 0.932
13_sit_halfsph Two people sitting at a desk |nteracttr|z|;j%,c,§)srl;s Xtion moving along a half-sphere 1693
. Two people sitting at a desk interacting, Asus Xtion moving along rpy with strong
fr3_sit_rpy rotation \
fr3_walk_static Two people walking, Asus Xtion fixed \
fr3_walk xyz Two people walking, Asus Xtion moving along xyz \
fr3_walk_halfsph Two people walking, Asus Xtion moving along a half-sphere trajectory 1.675
fr3_walk rpy Two people walking, Asus Xtion moving along rpy with strong rotation 7.300

From the results in Table 2, the monocular mode of ORB-SLAM2 achieved an absolute trajectory error of
less than 2 cm in most Dynamic Object sequences, except in scenarios with strong camera rotation (fr3_sit_rpy
and fr3_walk_rpy) and camera stationary (fr3_sit_static and fr3_walk_static). This indicates that the system is
robust to dynamic objects in monocular mode, except when the camera undergoes strong rotation and
stationary.

The validation results for the Structure vs. Texture sequences are presented in Table 3.

Table 3 — Structure vs. Texture Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm)
fr3_nstr_tex_far planar, texture 9.249
fr3_nstr_tex_near planar, texture, with loop 1.363
fr3_str_tex far non-planar, texture 0.922
fr3_str_tex_near non-planar, texture 1.358
fr3_nstr_ntex_far planar, textureless \
fr3_nstr_ntex_near planar, textureless, with loop \
fr3_str_ntex_far non-planar, textureless \
fr3_str_ntex_near non-planar, textureless, with loop \

From the results in Table 3, the monocular mode of ORB-SLAM2 failed to complete initialization in
textureless scenes (fr3_nstr_ntex_far, fr3_nstr_ntex_near, fr3_str_ntex_far and fr3_str_ntex_near).

However, in the Robot SLAM sequences, although the camera was not in a state of strong rotation, most
sequences failed to initialize. The validation results are shown in Table 4.
Table 4 — Robot SLAM Sequences of the TUM RGB-D Dataset

Sequence Description RMSE(cm)
fr2_pioneer_360 warehouse, large-scale planar \
fr2_pioneer_slam warehouse, large-scale planar, with loop 5.038

fr2_pioneer_slam?2 warehouse, large-scale planar \
fr2_pioneer slam3 warehouse, large-scale planar \

By analyzing the commonalities of the Robot SLAM sequences, it is evident that such sequences often
involve large-scale planar environments. Additionally, in sequences with loops (fr1_room, fr2_desk,
fr3_long_office, and fr3_nstr_tex_near), the system achieved a trajectory error of approximately 1 cm, indicating
strong loop closure handling capabilities.

ORB-SLAM2 demonstrated a trajectory error of less than 10 cm across all 29 sequences of the TUM
RGB-D dataset. The validation results from the TUM RGB-D dataset confirm that ORB-SLAM2 is robust in
dynamic scenes and effective in handling loop closures. However, it is not suitable for textureless scenes,
scenarios with significant camera rotation, or scenes containing extensive planar structures.

B. EuRoC Dataset

This paper analyzed 11 sequences of the EUR0C dataset, categorized into easy, medium, and difficult
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levels. The ATE of the trajectory for each sequence is presented in Table 5.

Table 5 — Results of the EuRoC Dataset

Sequence RMSE(cm)

Monocular Stereo

MH_01_easy 4.510 3.759
MH_02_easy 3.423 3.754
MH_03_medium 3.958 3.733
MH_04_difficult 7.228 12.496
MH_05_difficult 6.986 5.730
V1 01 easy 9.551 8.638
V1 02 _medium 5.094 6.040
V1 03 difficult 9.787 9.753
V2 01 easy 6.080 7.097
V2_02_medium 6.048 5.920
V2 03 difficult 22.309 19.299

As shown in Table 5, in the indoor EUROC dataset, ORB-SLAM2 showed comparable performance in
both monocular and stereo modes, with most sequences achieving a trajectory error of less than 10 cm, except
for the V2_03_difficult sequence. This level of positioning accuracy is sufficient for small drones used in
environmental exploration.

C. KITTI Dataset

This paper analyzed 11 sequences (00 to 10) of the KITTI dataset. In addition to calculating the ATE
(taps) and RPE (t,;), the relative rotational error (r;..;) was also computed. Table 6 presents the specific results
for the 11 sequences of the KITTI dataset.
Table 6 — Results of the KITTI Dataset

Sequence mxm Monocular Stereo

tre1 (%) Tyre1(deg/100m) taps(Mm) tre1 (%) Trei(deg/100m)  tg,(m)
00 564 x 496 5.230 0.946 7.542 1.094 0.689 1.288
01 1157 x 1827  153.859 0.929 533.562 1.698 0.359 9.623
02 599 x 946 14.228 0.647 33.502 1.116 0.495 5.841
03 471 %199 1.277 0.302 0.967 0.950 0.365 0.755
04 0.5 x 394 0.588 0.308 0.989 0.445 0.310 0.187
05 479 X 426 5.165 0.506 5.367 0.632 0.352 0.720
06 23 X 457 9.799 0.418 13.413 0.699 0.300 0.784
07 191 x 209 3.809 0.603 2.127 0.567 0.392 0.526
08 808 x 391 32.224 0.674 52.889 1.301 0.659 3.721
09 465 x 568 4.949 0.719 4.858 0.916 0.484 3.291
10 671 x 177 7.446 0.509 8.444 0.881 0.474 0.100

As shown in Table 6, in monocular mode, the trajectory error of ORB-SLAM?2 is typically around 1% of the
map size (sequences 00, 05, 07, 09, and 10), sometimes lower—such as 0.21% for sequence 03 and 0.25% for
sequence 04—or higher, like 3.54% for sequence 02, 2.94% for sequence 06, and 6.55% for sequence 08. In
stereo mode, the trajectory error is consistently less than 1% of the map size. This indicates that, in most cases,
stereo mode provides higher localization accuracy than monocular mode in the same scenario.

IV. Conclusion

This paper provides an extensive experimental evaluation of the ORB-SLAM2 algorithm to determine its
applicability across different environments. The results show that the ORB-SLAM?2 system operates effectively in
both indoor and outdoor settings, demonstrates robustness in dynamic scenes, and handles loop closures well.
However, it performs poorly in textureless environments, scenarios with strong camera rotation, and scenes
featuring large-scale planar surfaces. In most cases, the stereo mode achieves higher localization accuracy than
the monocular mode in the same scenario. This study offers practical insights into the environmental adaptability
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of SLAM technology.
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METOOUKA D,VICTAHLI,VIOHI:IOVI KAJTIMBPOBKU MHO®OPMALIMOHHO-
M3MEPUTEJIbHOU CUCTEMbI CBY ANANA3OHA

3okupoes [1.T. ep.426401

Benopycckuti eocydapcmeeHHbIl yHU8epcumem uHghopmMamuku U paduo31eKmpPOHUKU,
2. MuHck, Pecrniybniuka benapych

HayuHblil pykosoOumernb: 0-p mex. HayK, rpogheccop NycuHckul A.B.

AHHOTauus. B wmaTtepuanax [foknaga paccmatpuBaeTcsl  pa3paboTaHHas MeToavKka  OMCTaHUMOHHOW  KanvbpoBKu

MHpOPMaLMOHHO-M3MepuTenbHol cnctembl CBY amanasoHa

KnioueBble cnoBa: AMCTaHUMOHHas KaﬂMGpOBKa, VMHOPMaLIMOHHO-U3MEpUTENbHAA CUCTEMa, CBEpPXBbICOKasi 4acToTa,

METPOIorMyeckue XxapakTepucTukm

BeedeHue. OgHMM 13 OCHOBHbIX MHCTPYMEHTOB ANSI U3MEPEHWIA YaCTOTHbIX XapaKTepUCTMK KOMMIEKCHbIX
napaMeTpoB OTPaXeHWs U nepedavnm cBepxBbicOKoYacToTHbIX (CBY) M kpamHe BbicokoyacToTHbIX (KBY)
YCTPOWNCTB ABMATCS MHpOpMaLMOHHO-n3meputensHsle cuctemsl (MAC) [1].

Ha cerogHawHui geHb aTn MVC LWIMPOKO MPUMEHSIIOTCS NPW NPOBEAEHNN U3MEPEHWIN NapameTpoB aHTEHH,
MoNynpPOBOAHMKOBBIX YCTPONCTB, aKTUBHbLIX YCTPOWCTB (YCUNWUTENW, CMECUTENW, YMHOXWUTENW U AenuTenu
YacTOTbl) M NACCMBHbLIX YCTPOWCTB (Kabenu, CoeagnHMTenn, NMHW nepegaydn).

Mcnonb3oBaHre CoBpeMEHHbIX MHEOPMAaLMOHHBIX TEXHOMOMMIA AN nepegayv usmeputenbHOn nHdopmaumm
Mo3BONSET OCYLUECTBMATb OMCTaHLMOHHbIE WCCNegoBaHWsa MeTponorudeckux xapakrepuctuk (MX) WAC.
WckniovaeTtca HeobxoamMmMocTb nepuoanyeckn nocbinate MNC B meTpornormyeckyto cnyx0By Ans nposegeHns
MoBepKM, kKannbpoBKK, T.K. M3MepuTenbHas nHdopmaumsa BydeT AoCTyNHa MeTposiorMieckon cnyxbe c noboro
CTauMoOHapHOro KOMMbIOTepPa, NOAKIIOYEHHOTO K ceTu Internet.

B noknage paccmatpuBaeTcs paspaboTaHHas MeToauka auctaHumoHHon kannbposkn MMC CBY grnanasoHa.

OcHoeHasi 4acmb. [na paccmaTpvBaemon MHEOPMaLWMOHHO-U3MEPUTENBHON CUCTEMbI XapaKTepHO He
TONbKO aBTOMaTM3aums TakMx Npouedyp Kak permcrpaums, cbop v nepejada pesynbTaToB M3MEPEHUN Ha
06paboTKy, HO M BO3MOXHOCTU AMCTaHLMOHHOIO NPOBeAEeHUA U3MEPUTENBHOIO 3KCNepMMeEHTa Npu akTMBHOM
BO3AENCTBMM Ha OOBEKT uccrnedoBaHUs, OnepaTUBHOW Nepeaayn OaHHbIX UCCMedoBaHWA U M3MEepeHun Mo
nokanbHblM K rnobBanbHbIM  KOMMbIOTEPHLIM  ceTaM  (Internet). CrnepoBaTenbHO, MMeEETCs TexHuyeckas
BO3MOXHOCTb MPOBEAEHUs] ONCTaHLUMOHHOW KanubpoBKX CUCTEMbl NMyTEM peanu3aumm TEXHOMOMMU KKIUEHT -
cepBep».

Cuctema AMCTaHUMOHHOM KanmubpoBKM npegHasHayeHa ONs ynpaBreHus MpoLeccoM U3MEpPEHUN,
nogaymn aTanoHHbIX cUrHanoB Ha kanubpyemoe CW, HabntogeHus 3a ero peakumen n o6paboTkn pesynbTaTos.
OHa TpebyeT coeagnHeHus Mexay nepcoHanbHbiM komnbloTepoM (1K) kanubposoyvHon nabopatopum (KIT) n MK
C kKanuMbpyembiM cpepctBoM wusmepeHun (CU), Bocnpou3BegeHust (OU3UMYECKMX BEINTUYUMH C  MOMOLLIbHO
atanoHHbix CW 1 BO3MOXHOCTM [OWCTAHUMOHHOTO YynpaBneHus. Takke npegrnonaraetca nepegaya
n3MepuTenbHON MHpopMaLmm, oLeHKa KanmbpoBOYHbIX XapakTEPUCTUK U TMOKOCTb B COOTBETCTBUM C HOBLIMM
3agavamu.

TexHN4YecKon OCHOBOW MeTofa SIBNSKOTCA TpaHcnopTabenbHble 3TanoHHble mepbl (TOM), KoTopble
JOMMKHbl  obecneumBaTb HeoOXoAMMYyH TOYHOCTb. CucTema BKMOYaeT TpU  [NaBHble  KOMMOHEHTA:
cneumanmaMpoBaHHoe nporpammMHoe obecneyenune (M0O), kannbpyemoe CU n TOM.

Ha puvcyHke 1. npeactaeneHa o606LLeHHas CTPyKTypHas cxema cucTembl QUCTaHLUMOHHOW KannbpoBku
nmcC.
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Memponoauydeckas cryxba Jlabopamopus, ucrons3yrowas CH

PucyHok 1 - ObobuweHHasi cmpyKmypHasi cxema cucmemMbl OUCMaHUUOHHOU Kanubposku

MO kanubposo4vHom nadopartopum ynpaenset CU, ycTaHaBnuBaeT Ananas3oHbl 1 PEXUMbI U3MEPEHWUS,
a TaKkke coxpaHseT pesynbTaTthl B 6ase AaHHbIX, JOCTYMHOW ANnsl KnueHTa. KnmeHT MoXeT mpocMatpuBath
AaHHbIE 1N UCMOMb30BaTb MX ANA npoBefeHust uamepeHun. OyHkumm MO no3sonsoT oTobpaxaTtb AaHHble,
NpUoCTaHaBNMBaTh 1 Nepesanyckatb M3MepeHns, a MHOPMaLMS COXpaHaeTcs Ha cepepe naboparopun.

Anroput™M AMCTaHLUMOHHOM KanMbpOBKM OCHOBLIBAETCSl HA TEXHOMOMK "KnneHT-cepeep”. Jlabopatopus
ocpopmnseT 3asBKy Ha kanmbposky, nocrne 4yero B KJ1 gocTaBnsiloTCs HEOOXOAMMBIE 3TanOHHbIE MEpbI.
YcTtaHaenuBaeTcs cneuunanuamposaHHoe MO Ha MK KI v MK, nogkntoyeHHon k nccnegyemomy CU.

CepBep nepeBoaMTCS B peXWM OXudaHus, ycTaHaBnmBaeTcsi coeauHeHve wmexgy [K KT un
nabopatopHbeiM [K. TpoBogutca onpoboBaHWE CUCTEMbl AMCTAHUMOHHOW KanvbpoBKW, C MPOBEPKOWN
pabotocnocobHocTn kanmbpyemoro CU. MNocne camoguarHocTukm, nHdpopmaums o coctosHnm CU nepegaetcs
Ha MK KI.

BbibupatoTcst uccnegyembinn napameTp, METOL, U3MEPEHUI, MaTeMaTnieckast obpaboTka 1 aTarnoHHbIe
mMepbl. JlabopaTopus nogkntoyaeT 3JTanoHHble K BcromoratenbHble CW cornmacHo cxeme W3MepeHui.
YcTaHaBnvBaeTcs YacToTa KannbpoBku, 3aTeM nogroTaBnmBaeTcs kannodpyemoe CU.

Ha nabGopatopHom [MK oTnpaBnsieTcs komaHga noaknoveHus wuccnegyemoro CW, nposogsaTtcs
M3MEpeHnss 1 pacyeTbl napamMeTpoB C YyyeToM xapaktepuctuk CWU, oueHmBaeTcs HeonpeaeneHHOCTb
n3MepeHnin. Ha ocHoBe Mony4YeHHbIX AaHHbIX COCTaBMAETCA CBMOETENLCTBO O MOBEPKE U MPOTOKOI, KOTOPbIN
copepxuT nHcpopmaumio o CU, ycnoBumsix KannmdpoBKM U pe3yrnbTaTbl M3MEPEHUIA.

Ha pucyHke 2. npeacTtasneH pa3paboTaHHbIi anroputM UCTaHLMOHHON kannbposku MAC.
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PucyHok 2 - Aneopumm riposedeHusi OucmaHUUOHHOU KanubposKu

CrpykTypa NO ancTtaHumoHHon kanmbposku MVC BkntoyaeT 6nokv Ans ynpaeneHns nameputessHbIMU
cpeactBamu, yHKumMoHansHocTy KOIT, BbluMcneHWi, BbiBoAa MHpOpMaLMM U BbINOMHEHUST BCIOMOraTenbHbIX
onepauuii. MexaHuam "knueHTt-cepsep” pabotaetr Ha npoTtokone TCP/IP, nogaepxvuBaemMoM nokanbHbIMU
ceTsimu, mogemamu n IHTepHeToMm.

Ons guctaHunoHHbIX namepenuii MO obecneunBaeT coeguHenve mexay MK KIT n MK, nogkntoYeHHbIM
K kanubpyemomy CU. CHavana nHuumanmanpyetcs cepepHas Yactb [10 (Server.exe), BbINOMHAETCA NpoBepka
BCEX MOOKMIOYEHHBIX W3MEpPUTENbHBIX YCTPOWCTB. Ecnm npubopbl paboTaloT HEKOPPEKTHO, BbLIBOAWTCS
COOTBETCTBYHOLLEE COOOLLEHMEe. 3aTemM cepBep XOET 3anpocoB KnveHTa. CoTpyaHuk nabopatopum MOXeT
OCTaHOBWTb CEpPBEpP U NEePEBECTU E€r0 B PEXMUM OXUOAHUS.

KnueHtckasa vactb MO (Client.exe) nHmunanuanpyetca cotpyaHukom KJ1. OHa npoBepsieT coeanHeHne
C CEepBEPOM W, €CNM €ro HeT, NEePeXoduT B PEXUM oxupaHus. NapameTpbl COeOUHEHUSI HacTpauBaroTCst
Bpy4Hyto. [Mocne ycTaHOBMEHWs CBSI3N CepBep COXPaHsieT MHAOPMAaLUMI0 O HOBOM KIMEHTe u obcnyxvBaeT
3anpocbl No o4epegn. [locne ycCTaHOBKM MOCTOSHHOTO COEOVHEHWSI MeXOy CEPBEPOM U KIMEHTOM
ocyLecTBnsieTcs 0OMeH AaHHbIMM, BKIHOYas 3anpoc Ha Havarno N3mMepeHuii.

AMroputM yCTaHOBKM coeauHeHus peanu3oBaH B CBY-usameputenbHbix npubopax, pa3paboTaHHbIX
BIrYUP. Onsa paspabotku MO ucnonbayetca LabVIEW, nossonsiowmii BusyansHO KOHCTPYMPOBaTh anropuTMbl
n obecneuvBalOWmMii NOAOEPXKKY pPasnUYHbLIX MHTEpdencoB u npotokornoB. LabVIEW wuHTerpupyetca c
MoaynsMu, pa3paboTaHHbIMKM Ha TPAAMUMOHHBIX S3blkax MPOrpamMmmMUpoBaHusi, UTo obecneynmBaeT rmbkocTb B
pa3paboTke aBTOMaTU3NPOBAHHBLIX CUCTEM.
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3aknroveHue. Cuctema guctaHumMoHHOM kanmbpoekn MNC npenctaBnsieT cobor COBPEMEHHOE peLleHue,

obecneunBatoiee 3PdPEKTMBHOE yMpaBieHne MNPOLECCOM M3MepeHnin U kanmbposku. Mcnonb3oBaHue
MexaHu3ma "KnueHT-cepeep” Ha Gase npoTtokonos TCP/IP no3sonsdeT ocylecTBnATb HaAeXHOe CoeauHEHME
mMexay nabopatopHbeimu K 1 kannbpyembiMy cpeactsamy M3MEPEHUI, YTO cnocobcTByeT Gonee rmbkomy u
ObICTpoMy 0OMeHyY AaHHBIMM.

PaspaboTka cneunannampoBaHHOro nporpammMHoro obecneyeHns Ha nnatgpopme LabVIEW oGecneunBaeT He
TONMBbKO BbICOKYIO (PYHKLUMOHANBHOCTb, HO W BO3MOXHOCTb WHTErpauumM C pasnuyHbIMK - annapaTtHbIMU
cpeactBaMm M MHTepdencamm. OTa cucTeMa KanmbpoBKM 3HAYUTENBHO YMPOLLAeT MpOLEecC, MOBbILAET
TOYHOCTb U3MEPEHUI U MO3BOMSIET OMNEPaTUBHO BECTM yUET Pe3yrnbTaToB, AOCTYMHbIX ANS KITUEHTOB.

CnucoK ucnosb308aHHbIX UCIMOYHUKOS:
1. boeyw, B.A. BekmopHble aHanu3amopbi yeneli CaHmuMempo8o20 U MunumMempogo2o duana3oHos OruH eonH / B.A. Boayw [u dp.]. —

Mocksa: Nopsdas nuHus—Tenexkom, 2019. — 328 c..

METHODOLOGIES FOR DISTANCE CALIBRATION OF MICROWAVE
RANGE INFORMATION AND MEASUREMENT SYSTEMS

Zokirov D.T.. gr.426401
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Doctor of Technical Sciences, Professor Gusinsky A.V.

Annotation. The report materials discuss the developed methodology for distance calibration of the microwave range information

and measurement system.

Keywords: distance calibration, information and measurement system, superhigh frequency, metrological characteristics.

161



61-5 HayyHasi KOH¢hepeHUUs acrupaHmos, MasucmpaHmos u cmydeHmoes bI'YUP, 2025 e.

METOOUKA OMNPEAOENEHUA NAPAMETPOB UCTOYHUKA
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AHHOmMayusi. B matepuanax goknaga paccmarpusaeTcs paspa60TaHHaﬂ MeTOoAMKa onpeneneHna napameTpoB NCTOYHUKOB CUrHana ms

COCTaBa aTarioHa eauHMLbI MOLLHOCTY 3NeKTPOMarHUTHbIX konebaHui B guanasoHe vactoT ot 37,5 00 178,4 .

Krnrouesble crioga: MeToavka uccnefoBaHus, UICTOMHUK CUrHana, napameTphbl, CBEPXBbICOKas YacToTa, 3TanoH, MOLLHOCTb

BeedeHue. CoBpemeHHble [OCTWKEHWS B 06nactM MeTporormmM CTUMYNUPYIOT pasButve U
COBEpLUEHCTBOBAHNE 9TaroHOB, ObecneuynBalomMx €AMHCTBO W3MEpPEHVWM B MWUMNMMETPOBOM AuanasoHe
yactoT. OQHVM M3 KINKOYEBbIX HanpaBneHWM CTaHOBUTCH obecrnevyeHne BbICOKOW TOYHOCTU W3MEPEHUN
MOLLHOCT/ 3MEKTPOMAarHWTHbIX BOSIH, YTO CBSI3aHO C pacTyliuMu TpebOoBaHWAMU K METPOSIOrMYECKAM
XapakrepucTrkam npubopoB, npedHasHayYeHHbIX ANA U3MepeHust daHHow BenuuuHbel. B LleHtpe 1.9 HUY
BIN'YUP 6bin paspaboTaH 1 U3rOTOBMEH HALMOHarbHbIA 3TanoH eauHMLbLI MOLLHOCTU B AMana3oHe 4acToT OT
37,500 178,4 Tu [1].

B poknage npusegeHo onmcaHve v npuHumn paboTbl 3TanoHHOro obopyaoBaHWs, a Takke MeToamka
nuccnegoBaHusl NnapamMeTpoB MCTOMHMKOB CMrHamNa n3 coctaea dTanoHa B gvanasoHe yactot ot 37,5 go 1784
Mu.

OcHogHast Yacmb.

O0o0b6LLeHHaa CTPyKTypHasi CXema aTanoHa €OuHWLbl MOLLHOCTU 3MEeKTPOMAarHUTHbIX KonebaHunm B
AvanasoHe vactoT ot 37,5 o 178,4 [T npeacraeneHa Ha puUcyHke 1.

UcTouHukn curHanoe obecneumBaoT (OpMUPOBAHME CUMHANoB 3NEKTPOMAarHUTHbIX konebaHui
CBEpPXBbICOKMX 4acTOT B pexXVMe HEenpepbiBHOW reHepaumu. YCTPOWCTBA CrMYEHMs NpeactaBnsoT cobou
KOMOMHAaLMIO HanpaBfeHHOro OTBETBUTENS M COrnacyroLmX YCTPONCTB. Viameputens nornowaemMon MOLLHOCTH
BKIOYAET YeTbipe BOSMHOBOAHbLIX KanopumMeTpuyecknx npeobpasoBaTens MnOrmoLiaeMon MOLHOCTM 1 Brok
yNpaBneHns 1 nHauKauuu.
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PucyHok 1 — ObobueHHasi cmpykmypHasi cxema amarioHa
MporpammHOe obBecneyeHne MO3BOMNSET YNPaBnATb pPaboTon uaMepuTernbHOro obopyaoBaHus C
M3BM, ycraHaBnuBaTb NOAAMANasoH, YacTOTHbIE TOYKW, YPOBHWM W3MEPUTENbHbLIX CUrHamoB, PEXUMbI
namepeHun (onpepenerHve koadguumeHtTa addeKTMBHOCTH, KoaduumMeHTa nepefaym Wnm MOrpeLlHoCTy
N3MEpPEHNsT MOLLHOCTU MWCCNeayemMoro YCTPOWCTBA), CHUTbIBaTb W3MEpPUTENbHYD uHGOopmauuo ¢ 6noka
ynpaBneHus 1 uHankaummn, obecneymsaeT KOPPEKTUPOBKY M3MEPEHHBIX 3HAYEHWUN C Y4ETOM KO3(hULMEHTOB
KanMbpoBKM W MNpeAcTaBrieHne wusMepuTenbHon wuHdopMauum B dopMe, yaoobOHoW Ans  AanbHenwwen
MaTemaTuyeckon o6paboTkmM B COOTBETCTBUM C METOAUKAMM MOBEPKW/KANMOPOBKN.

BaXkHbIMM COCTaBHBIMU YacTAMM 3TanoHa sSBNsTCs UctodHukn CBY curHana. OgHumn 13 Hanbonee
B&XXHbIX MX XapaKTePUCTUK, BIIUAIOLLMX HA TOYHOCTb U BOCNPOU3BOANMOCTb Pe3yrbTaToB U3MEPEHNIA ABMSAIOTCA
HeCcTabunNbHOCTb BbIXOOQHOW MOLLHOCTU 1 KO3 duLMeHT cTosuer BonHbl (KCBH) BbIxo40B MCTOYHMKA CcUrHana.

B poknage paccmatpuBaetcs pa3paboTaHHas MeToaMKa WCCNegoBaHusi HeCTabUNbHOCTU YPOBHS
BbIxogHOM MowHocTn n KCBH Bbixoga WCTOYHMKOB curHana atanoHa. [MpuBegeHbl Takke pesynbTathbl
9KCMEePUMEHTamNbHbIX WCCNedoBaHWMM 3TMX MapaMeTpoB ANd TPeX MWCTOYHUKOB curHamna, paboTaromx B
AvanasoHax vactot 78,33 —118,1 Muy; 118,10 My —140,0 My n 140,0 My —178,4 M.

VccnepoBaHmsa HeCTabunbHOCTU YPOBHS BbIXOAA MOLLHOCTM UCTOYHMKOB CUrHana B AuanasoHe 4actoT
o1 78,33 My go 178,4 MU npoBoAATCA METOAOM MPSAMbIX M3MEPEHMI C NMOMOLLBIO BaTTMETpa nornowaemMon
mMoLuHocTn M3-75 no cxeme, npuBedeHHON Ha pucyHke 2. lNpouecc n3amepeHun BrnodaeT B cebs cnegyowme
onepauuu.

McTouHMKM curHanoB B amanasoHax vactot 78,33 My — 118,1 Mu; 118,10 My — 140 Mu n 140
My —178,4 [Ty nooyepeHO NogkntoYvaloT K BaTTMeTpy M3-75.

Mpu unccnepoBaHun uctouHuka curHana 78,33 My —118,1 [Ty Ha ero BbiIxode ycTaHaBMNMBalOT
yacToTy, pasHyto 951Tu. MNpu muccneposaHum mnctodHuka curHana 118,10 My — 140 My ycTaHasnueatoT
yacToty, pasHyto 130 ITu. MNpn uccnegoBaHumM nctodHuka curHana 140 My — 178,4 Ty yctaHaBnuealoT
yactoty 160 M.

HUcrtounuku curnana 78,33

Bartmetp normnormaemon

ITu—118,1 I'T/ ||
MorHocT M3-75

118,10 Ty —140ITw/

PucyHOK 2—- CmpmeypHaﬂ cxema usmepeHuﬁ YPO8HA MOWHOCMU UCIMOYHUKO8 cucHarsa
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YpoBeHb MOLLHOCTW AN BCEX WCTOYHMKOB YCTaHaBNMBaeTcs paBHbiM 1 MBT 1 B TedyeHun 15 muHyT
CHMMAIOTCS MOKa3aHUs 3Ha4YEeHNS1 MOLLIHOCTU C BaTTMeTpa C ouKcaumen pesynbrara Kaxayo MUHYTY.
M3 nony4eHHbIX pe3ynbTaToB BbiOMpaeTca mMakcumanbHas Pmax, mBT, n MmuHumansHas Pmin, mMBT,

MOLLIHOCTb W BbIYMCNAETCS HECTAabUNBHOCTb YPOBHSA MOLLHOCTM OHP 3a MpomexyTok BpeMeHu t = 15 MUH no
dopmyne

_ Fmax — Fmin

5HP - n
rae Bnax — MakcmarnbsHoe 3HayeHne MOLLHOCTY, MBT;
Ppin — MYMHUMarbHOE 3HaYyeHne MoLHoCTU, MBT.
Onpepenexve KCBH Bbixoga MCTOYHWKOB cUrHana OCyLLECTBNSETCA METOAOM MPSMbIX U3MEPEHUI C
nomoLpbto nameputenent KCBH naHopamMHbIX No cxeme, NpuBeaeHHON Ha pUCyHke 3.

Hcrounnku curuaia B

Wsmepurens KCBH L] 78,33 Ty — 118,1 T/
MIaHOPAaMHBIN

118,10 TTu— 140 ITw/

PucyHok 3 — CmpykmypHasi cxema usmepeHuli KCBH ebixoda ucmoyHuUKos cueHana

Mpu nccnepoBaHun uctodHuka curHana 78,33 My —118,1 I'Tu ucnonbsyetca usmeputens PP2-01.
Mpu nccnepoBaHMM UCTOYHUKOB CUrHana 118,10 My — 140 My n 140 MMy — 178,4 Ty
ucnonb3yetcs nameputens P2-123.

Mpn uccnegoBaHmm mnctodHmka 78,33 MMy — 118,1 My KCBH onpepensetcs ons 3HavyeHWin 4actoT
78,33, 80, 85, 90, 95, 100, 105, 110, 115, 118,1 ITu. MNpn nccnegoBaHum nctodHuka 118,10 My — 140 My
KCBH onpegensetca gns 3HadeHun yactot 118,10; 120; 125; 130; 135; 140; 145; 150 Mu. Mpu nccneposaHunm
MCTOYHMKa B YacToTHOM auanasoHe 140 My —178,4 My KCBH onpegensietca onsa 3aHadveHmn Yactot 140; 145;
150; 155; 160; 165; 170; 175; 178,4 I'Tw.

Mpn aKcnepyMMeHTarnbHbIX WCCNeOOBaHMSAX WCTOYHWKOB CUrHama aTanioHa Mo OMnMCaHHOW Bblille
MeToauke ObInn Nony4YeHbl cregyowme pesynbTarsl.

HecTabnnbHOCTb YPOBHSI BbIXOOAHOW MOLLHOCTM WUCTOYHUKA CUrHana 78,33 My —118,1 Ty
coctaBuna 0,001 mBT, a KCBH Bbixoga Haxogunca B npegenax ot 1,15 go 1,18.

HecTabunbHOCTb YPOBHS BbIXOAHOW MOLLHOCTM UCTOYHMKA CuUrHana 118,10 Ty — 140 My
coctaBuna 0,002 mBT, npu stom KCBH Bbixoga Haxogwncs B npegenax ot 1,15 go 1,20.

HecTabnnbHOCTb YPOBHSA BbIXOAHOW MOLLHOCTM UCTOYHMKA CUrHana 140 My — 1784 Ty
cocrtasuna 0,003 mBT, npn atom KCBH Bbixoaa Haxoguncs B npeagenax ot 1,17 oo 1,35.

3aknroveHue. PaspaboTaHHas MeToguka onpeaesnieHns napameTpoB NCTOYHUKA CUrHana gaeT BO3MOXHOCTb
3KCMEPUMEHTANbHO OMPEAENnUTL NX KONMHYECTBEHHbIE 3HAYEHMWS U OLIEHUTB UX BIMSHWE Ha OOLLyt0
HeonpeaeneHHOCTb Pe3ynbTaToB U3MEPEHUI, NPOBOAMMBIX C UCTIONb30BaHNEM STarloHa €OUHMLBI MOLLIHOCTY B
YacToTHOM AnanasoHe ot 78,33 oo 178,4 Ty,
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Cnucok ucrnonb308aHHbIX UCIMOYHUKOS:

[1] Paspabomka amarsioHa eOUHUUbI MOUWHOCMU 31eKmpoMazHUMmHbIX KonebaHull 8 duanasoHe Yacmom om 37,5 do 178,4 ITy: MexdyHap.
Hayuy.-memod. KoH. «UHxeHepHoe obpa3osaHue & yugposom obuwecmse» B 2 4. 4.1/ A. B. lycuHckut [u Op.] — Murek: BI'YUP, 2024. —
298-307c.

METHOD OF DETERMINING THE PARAMETERS OF THE SIGNAL
SOURCE FROM THE NATIONAL STANDARD OF THE UNIT OF POWER

Doronina A.V. gr. 467241

Belarusian State University of Informatics and Radioelectronics,
Minsk, Republic of Belarus

Beloshitsky A.P. — Cand. Sc. (Tech.), associate professor

Annotation. The materials of the report consider the developed methodology for determining the parameters of the signal sources from the

standard of the unit of power in the frequency range from 37.5 to 178.4 GHz.

Keywords: methodology, signal source, parameters, standard, power
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METOOWUKA UCCNEOOBAHUA METPOJIOMMYECKUX XAPAKTEPUCTUK
FrETEPOAUHA N3 COCTABA HALMNOHAJIBHOIO 3TAJIOHA EANHUL I
OCHNABJIEHUA

Mackel M. LLI. 2p.367041

Benopycckutli eocydapcmeeHHbIl yHU8epcumem UHOPMamuUKU U paduo3a/1eKmpOHUKU,
e. Murck, Pecriybrniuka benapyce

HayyHbit pykosodumerb: berowuykut A. . — kaHOUOam mexHUYeCcKuUXx HayK, OoueHm

AHHoTauus. B wmaTepuanax poknaga paccMarpusaeTtcs paapa60TaHHaﬂ MEeTOAMKa WCCNeaoBaHU  TEXHUYECKUX U
METPOSIOrMYECKUX XapaKTepuUCTUK retepogmHa, n3 coctaBa atalioHa egunHULbI ocrabneHusi ONEKTPOMarHUTHbIX koneGaHuii B

AvanasoHe YacTot ot 37,5 0o 178,4 'Tw.

KnioueBble crnoBa: MeToauka, UCCNeAoBaHWs, METPOSIOTMYEcKMe XapakTepUCTUKW, FeTepoaMH, CBEPXBbICOKas 4acToTa,

3TarnoH, ocrnabnexHve

BeedeHue. B nocnegHve roabl HabniogaeTcsa akTMBHOE pas3ButMe B obractu  co3gaHus U
COBEPLUEHCTBOBaHMS 3TaNlOHHON 6a3bl Anst obecnevyeHnst eQnHCTBa U3MEPEHUI B MUINITMMETPOBOM Auana3oHe
yactorT. Ocoboe BHWMaHVWe ydensdeTcs METPONorMyeckoMy obecneyeHnto  unsMepeHun ocrabneHus
3MNEKTPOMarHUTHbIX konebaHui, 4To 0OYyCrnoBMEHO POCTOM MOTPEGHOCTM B BbLICOKOTOYHBIX CpeacTBax
N3MepEeHUIn gaHHoOM churanyeckon BenuumHbl. B pamkax atux pabot B LleHTpe HUM 1.9 BI'YUP peanusyetcsa
MPOEKT MO CO3[AaHUI0 HALMOHAmMbLHOrO dTarnoHa eguHulbl ocrabneHvs B gvanasoHe yactot ot 37,5 go 1784
Mu,.

BaxHOM COCTaBHOW 4acTblo STaNOHHOMO KOMIMIIEKCA SBMSETCS rEeTEPOAMH, OT METPOSIOrMYecKnx
XapaKkTepUCTUK KOTOPOrO CYLLUECTBEHHO 3aBWMCUT TOYHOCTb WM BOCMPOM3BOOAMMOCTb PEe3yrbTaToB M3MEPEHUN.
WccnenoBaHus, HanpaBreHHble Ha OLIEHKY CTabWUIbHOCTU YacTOTbl, YPOBHSA BLIXOAHOIMO curHana, ¢asoBoro
wyMa M Apyrvx napamMeTpoB reTepofuHa, MO3BONSAT 0DOCHOBaHHO OMpedenvTb ero BkMag B OOLUyo
HeonpeaeneHHoCTb U3MEPEHNI.

B poknage paccmaTtpvBaeTcs CTPYKTypHasl cxema 3tarnoHa, npuHuun ero paboTbl M MeToguka
SKCMEPMMEHTarbHbIX MCCNegoBaHUA METPOSIOTMYECKMX XapakKTEPUCTUK FeTepoauHa BXOAsLIEro B COCTaB
aTanoHa.

OcHogHasi 4acmb. OO600OLIeHHasi CTPYKTypHash Ccxema 3JTanoHa eauHuubl  ocriabnexust
3MNeKTpoMarHUTHbIX kornebaHuin B avanasoHe Yactot ot 37,5 no 178,4 [Ty, npeactaeneHa Ha pucyHke 1 [1].

CBY 53 MepHETETEEBIT CBY m: MepHETeTEEBIR
TPART TPART
Baox 1 Baox 2
I'enepaTop s
OO0BeKT |
CBY G HO |+ CV (—+ el Y
TEHEPATOP H3MEPEHHH |
ME100Mw | | b —J | et !
L )
T Bxox CBS>
v Bxoz CMECHTEIH
| reTeponiman UK
B p— «Broxog FIK IT91»
«Bxon Ty
ICMECHTENb @z | ! = | —7o7mms
OK TeTEpOT HHAY
«Bexog 1»  «Brxom 2» «Bxon B»
«Breoxozx OK [Tl
— - Terepoxnn HuauKaTopHass
<K remsparopy qacTh
ITZ 100M Bxox A»
3
II3BM 4 T 3
4 |

PucyHok 1 — ObobuieHHasi cmpyKmypHasi cxema smarioHa
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MpuHUMN OencTBMSA 3TanoHa OCHOBaH Ha npeobpasoBaHuMM 4acToTbl B ornopHoM (OK) n mamepuTensHOM

kaHanax (MK) Ha noctosiHHyto npoMexyTouHyto YactoTty 20 Ky, MNpeobpasoBaHmne 4acToThl OCYLLIECTBIAETCS B
Tpu aTana.

"apmoHudeckmin curdan ot CBY-reHepatopa ¢ momoulbto HanpasreHHoro oteeTtButenst (HO) genutcs Ha
nameputenbHbii (MK) n onopHbin (OK) kananbl. B VK curHan npoxogut yepes o6bekt nsmepenuii (OW), satem
noctynaet Ha cmecutens UK. B OK curHan noctynaet Ha cmecutenb OK. Ha oba cmecuTtens nogatotcs
curHanbel oT retepoguHa. B HMX BbInonHseTca nepeBoe npeobpa3oBaHWe YacToTebl M POPMUPYETCA curHan
nepBovi MPOMEXKYTOYHON YacTOTbI:

fnl{l = fcsq N 'ﬁ"eT! (1)

roe fesq — YacToTa curHana, NocTynarLLero Ha BXo, CMecuTens;

N — Homep paboyer rapMOHWKM CMECUTENS;

frer —YaCTOTa CUrHana retepoguHa.
B usmepuTenbHoM Yactu, B KayecTBe KOTOPOM MCronb3yeTcs npubop Ana mamepeHuns ocnabnenus [OK1-28,
OCYLLIECTBNSIOTCA BTOPOM M TPEeTUA 3Tanbl NpeobpasoBaHust 4vactoTbl, (Ha 4actoTel 20 MIy m 20 kly
COOTBETCTBEHHO) N U3MEpPEHME OTHOLLEHWIA YPOBHEN CUrHaroB B kaHanax A u b.
CurHanbl reHepaTtopa CBY cooTBeTCTBYIOLErOo NogaManasoHa 1 retepogrHa CUHXPOHU3NPOBaHbI C NMOMOLLBIO
reHepatopa M4, KOHCTPYKTMBHO BXOASILLEro B COCTaB reHepaTtopa CBY.
Cornacytowme yctporictea (CY) anemeHToB CBY nM3mepuTenbHOro Tpakta npegHasHaveHbl onsi obecneyeHuns
cornacosaHus, a Takke obecnedmsatoT pa3ssasky mexay UK n OK.
YnpaBneHue paboTon aTanoHa n nameputensHbIM 060py4oBaHMEM M3 COCTaBa 3TarioHa, BbiBod, 06paboTka u
OOKYMEHTUPOBaHNE pe3ynbTaToB M3MEPEHUIA OCYLLECTBNSETCA ¢ nomolubio NMAOBM yepe3 nHTepdericel USB
unu RS-232.
leTepoouH, MeToOoMKa WUCCNEOOBaHUA XapaKTEPUCTMK KOTOPOrO MpPMBEOEHA HWKE, MOCTPOEH MO CXeMe
N3MEpPUTENBHOIO reHepaTtopa u obecneynBaeT (POPMUPOBAHME 3MNEKTPUYHECKOTO CHMHYCOMOANbLHOIO curHana
yactotou ot 0,01 go 18,0 Iy, MpuHUKMN gerncTBMA reTepoanHa OCHOBaH Ha (OOPMMPOBAHMN CUHYCONOANBHOrO
CBM curHana Tpebyemoli 4acToTel B YacToTHOM auana3oHe ot 0,01 go 18,00 My nyTem cMHTE3a U3 ONOPHOro
curHana Yactoton 100 M.
MeTogvka npegycMaTpyBaeT oOMpeaeneHne Crneaylwmx METPOSIOrMYECKMX XapaKTEPUCTUK reTepoauHa:
onpegerneHne paboyero [auanasoHa YacToT, MOrPELHOCTN YCTAHOBKM U HECTabWMbHOCTM  4acToTbl;
onpegerneHne AMHaMUYECKOrO AuanasoHa, MOrpellHoCTM YCTaHOBKU M HECTAOWIMTbHOCTU YPOBHSI MOLLHOCTY;
KCBH BbIxogoB retepoguHa.
OnpepgeneHune paboyero gManasoHa 4YacToT, MOrPELLHOCTY YCTaHOBKU Y HECTAOMIBHOCTY YacTOThl NMPUBOANTCS
no cxeme, NPMBEOEHHON Ha PUCYHKe 2.

YactoToMep
HIIEKTPOHHO-CYETHBIIT
I3-66

Terepomm

PucyHok 2 — CxemMa U3MepeHUsI 4acmoms|
Mepea Hayanom M3MepeHuii YacToToMep NporpeBaeTcs B TedeHne 2 YacoB. [eTepoanH NepeBoanTCs B PEXUM

HenpepbIBHOW reHepauuu, nocrne Yero vepes 15 MUHYT M3MepseTcs YacToTa BbIXOOHOIO CUrHamna Ha TouyKax:
0,01; 5,00; 10,00; 15,00; 18,00 I'Tw,.
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OcHoBHasi OTHOCUTESIbHAS MOMPELLIHOCTL YCTAaHOBKM YacTOThl pacCUUTLIBAETCS Mo hopmyne:

8 = fy—; iy @
u
rae fy — 3HayeHne YacToTbl, yCTaHOBMNEHHOE Ha NCTOYHUKE, I'L;
fu — 3Ha4YeHne YacToThl, U3MEpPEHHOEe YacToToMepoMm, L.

HectabunnbHOCTb YacToThbl Ouf 3@ MPOMEXYTOK BpeMeHu t = 15 MUHYT onpegenseTcs cnegylowmym obpasom.
YcTaHaBnmBaeTcs YactoTa, pasHas 10,0 [Ty, B TeyeHne 15 MUHYT CHUMaIOTCA NOKa3aHWs 3HaYeHWI YacToThbl C
dukcaumen pesynsrara Kaxayto MUHYTY.

NamepeHusi npoBogsaTca Ans Beixoda 1 v Bbixoda 2 retepoguHa. V3 nomyyeHHbIX pesynbTaTtoB BbIOpaTh
MaKCUMarnbHY fmax, MU, 1 MUHUMANbHYO fmin, U, YACTOTY CMrHaNa 1 BbIMUCIIUTE HECTAOUITBHOCTE YacTOThl Ok

3a NPOMEXYTOK BpemeHu t = 15 MuH no oopmyne

5.0 = max — fmin 3)

Hf — f;/ )

A€ frmax — MakcMarbHoe 3HadeHue YacToTbl, I'u;

fimin — MUHUManbHOE 3HaYeHne YacToTsl, I,
OnpegeneHne AMHAMWYECKOTO OuanasoHa, MOrpellHOCTU YCTaHOBKM M HECTabWIIbHOCTM YPOBHSI MOLLHOCTY
NPVYBOAMTCS MO CXeMe, NMPUBEAEHHON Ha pUCyHKe 3.

Ieteponun Battmetp
M3-51

PucyHok 3 — Cxema UaMepeHUst MOWHOCMU

MamepeHus NpoBoadATCA Ha CreayrolmMX 3Ha4YeHUsX 4acToTel BbixogHoro curHana: 0,01; 5,00; 10,00; 15,00;
18,00 My, n 3HavyeHnsx ypoBHs mowHocTtu: 0,1; 0,3; 1 MBT.

ABCONNOTHYO MOrPELUHOCTb YCTAaHOBKU YPOBHS MOLLHOCTU Ap, MBT, BbIMMCNNTD ANst KAXAOr0 YCTAHOBIEHHOIO
3HaYeHMs1 YPOBHS1 MOLLIHOCTU M YacToTbl Mo chopmyne

Ap=P,—P, (4)

roe Pan— n3MepeHHoe 3HaYyeHne MOLLHOCTH, MBT;

Py — ycTaHOBMEHHOE 3Ha4YeHne MOLLHOCTY, MBT;
HecTabunbHOCTb YPOBHS MOLLIHOCTY onpeaensieTcs cnegyowmm obpasoM. YcTaHaBnmMBaeTCs YacToTa, paBHas
10,0 T n ypoBeHb MOLLHOCTY paBHbI 1 MBT. B TeueHne 15 MUHYT CHUMaIOTCS NOKa3aHUsi 3HAYEHUIN YPOBHSA
MOLLHOCTW C chMKCaumen pesynbTaTta Kaxagylo MUHYTY. 3aMepeHuns npoBoadTtcst Ang Bbixoda 1 v Bbixoda 2
retepoguHa.
M3 nonyyeHHbIX pesynbTaToB BbIOpaTh MaKCMMArbHYO Pmax, MBT, 1 MUHUManbHYO Pmin, MBT, MOLLHOCTL ©
BbIYMCINTb HECTAOWIBHOCTb YPOBHSI MOLLHOCTM Owp 3@ MPOMEXYTOK BpemeHu t = 15 MyuHyT no dopmyne

6HP — Pmax - Pmin (5)
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rae Pyax — MakcMmarnbHOe 3HayeHne MOLLHOCTM, MBT;

Ppin — MMHUMAanbHOE 3HaYeHMe MOLLHOCTU, MBT.
OnpegenexHne KCBH nepBoro m BTOPOro BbIXOAOB reTepoavHa Kcry OCyLLECTBMASETCA METOAOM MpsiMbIX
N3MEPEHWI C MOMOLLbIO aHanusaTopa Lenen BektopHoro MS4644A no cxeme, NpMBEAEHHON Ha PUCYHKe 4.

AHanm3aTtop Ierneu

BEKTOpHBIT MS4644A

N I'eteponun

PucyHok 4 — Cxema uameperusi KCBH

N3amepserca koadduumeHT ctosyen BonHbl no Hanpshkenmio (KCBH) Ha Bbixogax retepoguHa Ha 4acToTax:
0,01; 5,00; 10,00; 15,00 n 18,00 IMTu. MNony4yeHHble 3HAYEHMA MO3BOMAIOT OLEHUTL COrflacoBaHME BbIXOLAOB
retepoamHa ¢ U3MepuTerbHbIM TPAKTOM U €ro NPUrogHOCTb Ast paboThl B COCTaBe 3TaroHa.

3aknroyeHue. PaspaboTaHHas MeTooMka WCCreaoBaHMM METPOSIONMYECKUX XapaKTePUCTUK reTepoauHa
NMO3BOMSIET 3KCMEPUMEHTANbHO OMPEAEnUTb UX 3HAYEHUS KOJIMYECTBEHHO W OLEHWUTb WX BKNag B OOLLyHO
HeonpeaeneHHoCTb pe3ynbTaTtoB  WM3MEPEHUN, BbIMOMHSEMbIX C  WCMOMb30BaHMEM 3TanoHa eauHULbI
ocnabneHust aneKTpoMarHUTHbIX konebaHun B ananasoHe vactoT ot 37,5 go 178,4 u.

Crucok ucnosib308aHHbIX UCMOYHUKO8:
1. Paspabomka amaroHa eQuHuUbl ocriabrieHusi ariekmpoMacHUMHbIX KonebaHull 8 OuanasoHe Yacmom om 37,5 do 178,4 IMTu:
MexdyHap. Hay4.-MemoO0. KoH. «VIHxXeHepHoe obpa3osaHue 8 uughposom obwecmsey. B 2 u. Y.1 / A. B. NycuHckul [u dp.] — MuHck:

BIryup, 2024. C. 302 - 303.

METHODOLOGY OF RESEARCH OF METROLOGICAL
CHARACTERISTICS OF HETERODYNE FROM THE NATIONAL
STANDARD OF ATTENUATION UNIT

Maskey M.S. gr.367041
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Beloshitsky A. P. — Cand. Sc. (Tech.), associate professor

Annotation. In the materials of the report the developed research methodology of technical and metrological characteristics of
the heterodyne, from the composition of the standard of the unit of attenuation of electromagnetic oscillations in the frequency

range from 37.5 to 178.4 GHz is considered.

Keywords: methodology, research, metrological characteristics, heterodyne, ultrahigh frequency, standard, attenuation
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